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are reported as alarns. In the context of this application, these NEs
having alarm condition are O termed event reporters (ERs). An alarm

noti fi cat i BACKGROUA®D many i nformati on paraneters. For exanple, it carries
the identity of the NE in alarnmed state, the severity of the alarm the
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par anet er s, |aRyel Qnfn RGN hEAbHQRay 1SS WhikaridcRkeRWe nodes or systens that
are not responsible for transporting information for user/subscribers of

the network. These nodes or systems, e.g. an element manager (EM and DM of
figure % N&WaBevERSE aRCENBEKd by BEsht chiRERId (ECsPMé@YER reporters (ERs). An EC

then partitions the events into clusters based on partition criteria. The EC counts the number
of events in each cluster and reports the outcome based on a so called report notification
trigger criteria. Receivers of the reports may query the EC for the details of the events, if it is
in their interest to do so.

15 A communication network consists of nodes and links. These are subject to network
management and are called network elements (NEs) in this context. A large communication
network consists of thousands of such NEs for the purpose of transporting information
among users/subscribers of the network. These NEs may have faults and the faults are
reported as alarms. In the context of this application, these NEs having alarm condition are

20 termed event reporters (ERS).

An alarm notification carries many information parameters. For example, it carries the
identity of the NE in alarmed state, the severity of the alarm, the probable cause of the alarm,
the time of the alarm condition, the suggested remedy action, etc. In 3GPP/3GPP2, the

alarm notification contains some 20 parameters.

25 In a communication network, there are nodes or systems that are not responsible for
transporting information for user/subscribers of the network. These nodes or systems, e.g.
an element manager (EM) and DM of figure 2, manage the network. They install, configure
and supervise the nodes and links. They monitor the network and if the network performance
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used to identify the faulty equipment or function, and to identify the appropriate remedial
actions to be taken by an operator to correct the fault condition. This information is used by

systems or operators at the NE and DM level, and occasionally at the NM level.

20 Today, there exists an operation in the 3GPP Alarm IRP to request summary information for
all or part of the network being managed by an Alarm IRP Agent, namely the operation
getAlarmCount(). 3GPP2 has defined a similar function.

There also exists an operation in the 3GPP Alarm IRP to request all the current detailed
alarm information for all or part of the network being managed by an Alarm IRP Agent,
25 namely getAlarmList(). 3GPP2 has defined a similar function.

There further exists an operation in the 3GPP Notification IRP to request all new and

changed alarm information for all or part of the network being managed by an Alarm IRP

Agent, namely subscribe(). 3GPP2 has defined a similar function. Similar notification exists

in ITU-T Recommendation, ITU-T X.734 Recommendation on Event Report Management
30 Function.
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information is not always required, and summary information is often sufficient.

At each aggregation point, for example at DM, additional database/memory load is incurred
to store the detailed alarm information. Large database/memory means longer time, for
example, for the user of DM to search and retrieve relevant alarm data when wanted.

20 Detailed alarm information is not always required, and summary information is often

sufficient.

There is today no method to subscribe to summary alarm information from all or part of the
network being managed by a DM.

With growing networks sizes and network and network element complexity, it is increasingly
25 difficult to maintain detailed network alarm information at one level so that it is in sync and in

real time with alarm information at a lower level.

Even if one has solved the synchronization problem mentioned above with acceptable level
of reliability and performance, to maintain detailed network alarm information at DM in real
time for the purpose of “just in case a DM user needs the information” is an expensive

30 proposition, and is contrary to “just-in-time-inventory concept”. lts implementation will use up
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hi gh al ar myaldig, infhifet tlileUs picYAQinPhnd SR that is not dedicated for use by the
operators of NMs, DMs and NEs. This is the case of when the NEs are home devices such
as 3GPP Home eNB, TV set-top boxes, etc. It is virtually impossible to dimension that
communication facility to handle alarm storms, or peak alarm rate. A summary of alarm
20 situation would reduce the potentially large volume of alarm notification emissions so that
network operator may avoid this dimensioning problem.

Also, equal priority is given to major and minor alarm raising, and also equal priority between
alarm ceasing and raising, such that in a period of high alarm volume, the true nature of the
alarm status may take some time to report, receive, and process the aforementioned 20

25 parameters of an alarm. Summary information can describe in one notification what might

otherwise take hundreds of notifications.
Thus, there is a need for an improved method and arrangement for conveying network event
information such as network alarm management information, of a large communication

network, which overcome at least some of the problems and drawbacks mentioned above.

30
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| evel network managenent node; and, a processing unit for subscribing to at
| east some detailed fault information and for retrieving said subscribed
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enbodi ment ghak &y trdlgR%n! dirahfemaRRE R i il dFBracterizing portion of claim 8, which

15 specifies that fault information is distributed from a lower level network management node to
a higher level network management node by an arrangement comprising: a receiving unit for
receiving a notification comprising a summary of fault information sent by the lower level
network management node; and, a processing unit for subscribing to at least some detailed
fault information and for retrieving said subscribed detailed fault information from said

20 received notification.

Further embodiments are listed in the dependent claims.

Thanks to the provision of a method and arrangement, which allow a higher level network
management node to get fault summary information from a lower level network management
node, without the overhead of subscribing to all the detailed fault information, unnecessary
25 transmission of fault events to higher level management systems is eliminated and, thereby,
reducing network bandwidth required between these management nodes. Based on the
summary information retrieved, the higher level manager may subscribe to some or all of the
detailed fault information. Further, the database load caused by receiving unnecessary fault

events in a higher level management system is reduced.
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15 accompanying drawings. It is to be understood, however, that the drawings are designed

solely for purposes of illustration and not as a definition of the limits of the invention, for

which reference should be made to the appended claims. It should be further understood

that the drawings are not necessarily drawn to scale and that, unless otherwise indicated,

they are merely intended to conceptually illustrate the structures and procedures described
20 herein.

BRIEF DESCRIPTION OF THE DRAWINGS
For a better understanding, reference is made to the following drawings and preferred
embodiments of the invention. In the drawings, wherein like reference characters denote
similar elements throughout the several views:

25 Figure 1 shows an exemplary communication network architecture;

Figure 2 shows an exemplary communication network management architecture;

Figure 3 is a signalling diagram showing embodiments of the present invention;



BRI EF DESCRI PTI ON OF THE DRAW NGS For a better understanding, reference is
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t hroughout the several views: 5 Figure 1yshows an exenplary conmuni cation
network architecture; Fi gure 2 shows an exerrpl ary comruni cati on network
managenent_.arc ture;

i 31is n ram show ng ..
erbod ment OF Aihs TRV oNH i PoRedirgarerng © 4 oR IR VL RUIURG ¢ he
procedure accordi ng to enbodi nents of the i nvention; Flgure 5 is a block
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The communication system further comprises a network management architecture, shown in

15 fig. 2, comprising nodes responsible of managing the network. These nodes install, configure
and supervise the nodes and links of the communication system shown in fig. 1.

Figure 2 shows the network management architecture. It comprises nodes and links under
management such as network elements (NEs) 28a and 28b, which are nodes in the
communication network system, such as the RNC 10 and the radio base stations 15 shown

20 infig. 1. The management network further comprises domain managers (DMs) e.g. 25a and
25b, each of which manages/supervises some NEs. A number of network managers (NMs)
20a — 20e form a higher level of management applications. The communication channels
(depicted by lines between NEs and DMs) are used to support communication between DMs
and their managed NEs. The communication channels, depicted by lines between NMs and

25 DMs, are used to support communication between NMs and DMs. In 3GPP/3GPP2 this
standardized interface is called Interface-N. In [TU-T this interface is called the TMN
interface.

According to embodiments of the present invention a procedure for distributing fault
information from a lower level network management node to a higher level network

30 management node in a network management architecture comprising modules logically
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The definitjqn enUSE: i d i -

not i f yA arﬁ%u%@ﬁ %gﬁ%rr%@lé\rﬁgﬂuj[ @?@%‘Q%%?L%?%lbﬁ*@&? AW rEetaen faut oo
cont ai n a igfermatiop. Adcoedirgiymdefirfionemnd ose at nemheotificationeérenovidddcat i on. Types
of information carried in this notification includes the identifier of the

issuer of the notification, the tine of notification, the count of alarns
and the' ot all) c@rdefigfiorred e uspohwpew detifighticagsalled

notifyAlarmCount(parameters...). The parameters of this new notification contain a
summary of alarm information at the time of notification. Types of information carried
in this notification includes the identifier of the issuer of the notification, the time of
notification, the count of alarms and the total count of alarms. A more detailed

20 definition is found below.

2) The definition and the use of a new notification subscription operation in that the NM
may subscribe to receive notification carrying summary alarm information from one or
more managed object classes, or one or more managed object instances. For
example, when NM subscribes for “all”, the notifyAlarmCount(parameters...) will

25 carry alarm information of all managed nodes. When NM subscribes for a section of
a network (e.g. a subtree of managed NEs), then the
notifyAlarmCount(parameters...) will carry alarm information of all instances of that
section of network only. A more detail definition of this subscription operation is found
below.

30 notifyAlarmCount notification

A DM knows all the existing alarms of its managed NEs. The managed NEs have
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is called a sub-tree here in this docunent. DMuses this notification to
notify NM AL L : ' I.f VAl ar nCount operation NM
uses this g@@?’%ﬁ@ﬁs @gﬂgségggcri 'éy &@%bgﬁgﬁ%ékgﬁpﬁ%ﬁ% of notifyAl ar nCount
notifications. The paraneter of the subscribe operation is listed in the
table bejow. DMw Il respond with a sessionlD if the subscription is

successful . Theppahctemamhe 01 QUARicHTIGHOSCT | DE OpET algoMmdmes ONE par aneg er,
t he sessi onl DinbhfatibhflDS Cr I|fagfaiorf VA aiThé atkitfierad GlididtifidatdonVl USES Thi S
operation to {swenbiseri be T dmaidary ecepTh@tim®ihishetiiidayoN s EsHeRibidd

noti fi cati ons|sydteDiar anet eviammfatonhe suUbseidehifeapéteddMon is Tisted in |t he

t abl e bel ow. |notificationType Mandatory It indicates that this notification is of type
notifyAlarmCount
sessionld Mandatory, It identifies the subscription session
filterable
counterSet Mandatory It carries a set of Counters. Each Counter is:
{

baseObject identifying the base of a
subtree;

count for critical alarms;

count for major alarms;

count of minor alarms;

count for warning alarms;

count of indeterminate alarms;
count of cleared alarms;

The subscribeNotifyAlarmCount operation
NM uses this operation to subscribe for the reception of notifyAlarmCount notifications. The

parameter of the subscribe operation is listed in the table below.

15 DM will respond with a sessioniD if the subscription is successful. The parameter of the
unsubscribe operation has one parameter, the sessionlID.

SUBSTITUTE SHEET (RULE 26)
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The unsubscribeNotifyAlarmCount operation

NM uses this operation to unsubscribe for the reception of notifyAlarmCount notifications.
The parameter of the subscribe operation is listed in the table below.

5 DM will respond with the success or failure.

Parameter Name |Qualifier Comment

sessionlD M It specifies the identify of the subscription that is needed to be .
terminated (i.e. to be unsubscribed)

managerReference M It specifies the NM that have requested the subscnptlon

Parameters in detail alarm notification

Below is a table of parameters in detail alarm notification from 3GPP TS 32.111-2.

Parameter Name
objeciClass
objectinstance
notificationld
eventlime
systemDN
notificationType
probableCause
perceivedSeverity
alarmType
specificProblem
correlatedNotifications
backedUpStatus
backUpObject
trendindication
thresholdinfo
stateChangeDefinition
monitoredAttributes
proposedRepairActions
additional Text
additionallnformation
alarmlid

SUBSTITUTE SHEET (RULE 26)
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notification is received when a pre-determ ned nunber of alarns has been
reported byes ah@I high¢Mevek netad esmarmade mefbrmaig ereeaiting Aesumndairylgf fhualt inforeation
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in a network 5 managenent architecture conprising nodules logically

representing network nodes and network |inks under nanagenent.
According to some embodiments, the method further comprises the step of requesting fault

information from all network nodes under management (step 44).

According to some embodiments, the method further comprises the step of requesting fault
15 information from all network nodes under management within a section of said network
management architecture (step 45).

According to some embodiments, the type of information carried in said notification is at least
one of the following: identifier of an issuer of said notification; a time of said notification; a

number (count) of alarms; or, a total number (count) of alarms.

20 According to some embodiments, said notification is received with a pre-determined time

interval.

According to some embodiments, said notification is received when a pre-determined
number of alarms has been reported by said network nodes under management.

According to some embodiments, the method further comprises the step of unsubscribing for
25 the reception of said notification (step 46).



The DM 25 conprises a transmtting unit 52 and a receiving unit 5 1. The
transmtting unit 52 is sending data to a receiving unit 54 of the NM 20.
The receiwOng1umi#d305 1 is receiving data from a transm PCirsg2000/050768 of t he
NM 20. o The NM 20 conprises a transmttipng unit 53 arranged to transmt
data to the receiving unit 5 1 of the DM 25. The NM 20 al so corrprises a

receiving unit 54 ranged t ecei ve data tran
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the NMis arranged to receive said notification with a pre-determ ned tine
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from said received notification.

According to some embodiments, said processing unit is arranged to request fault

information from all network nodes under management.

According to some embodiments, said processing unit is arranged to request fault
20 information from all network nodes under management within a section of said network

management architecture.

According to some embodiments, the type of information carried in said notification is at least
one of the following: identifier of an issuer of said notification; a time of said notification; a

number (count) of alarms; or, a total number (count) of alarms.

25 According to some embodiments, said receiving unit of the NM is arranged to receive said

notification with a pre-determined time interval.

According to some embodiments, said receiving unit of the NM is arranged to receive said
notification when a pre-determined number of alarms has been reported by said network

nodes under management.



illustrated, and in their operation, may be nade by those skilled in the
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detai 1 od 100N e THIRSETRY horkeor fiiad iR aneb (e BT, ot ion. 2. A met hod
accordi ng t o claim1l1, characterized in that the nethod further conprises
15 Expressions such as “including”, “comprising”, “incorporating”, “consisting of”, “have”, “is”

used to describe and claim embodiments of the present invention are intended to be

construed in a non-exclusive manner, namely allowing for items, components or elements

not explicitly described also to be present. Reference to the singular is also to be construed

to relate to the plural and vice versa.

20 Numerals included within parentheses in the accompanying claims are intended to assist
understanding of the claims and should not be construed in any way to limit subject matter
claimed by these claims.



the step of requesting fault information fromall network nodes (28) under
managenent. 5 3. A nethod according to claiml, characterized in that the
met hod f uwohero/wcesspri ses the step of requesting fault i mCorSEad0050762 om al |
networ k nodes (28) under managenent w tRin a section of said network
managenent architecture. 0 4. A nmethod according to any of clainms 1 - 3,
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is at | eastLAMS of the following: identifier of an issuer of said
notification; a tinme of said notification; a nunber of alarmnms; or, a total
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arranged to requasigefreut.t i nformation fromall network nodes (28) under
15
3. A method according to claim 1, characterized in that the method further comprises
the step of requesting fault information from all network nodes (28) under

management within a section of said network management architecture.

20 4. A method according to any of claims 1 — 3, characterized in that the type of
information carried in said notification is at least one of the following: identifier of an
issuer of said notification; a time of said notification; a number of alarms; or, a total

number of alarms.

25 5. A method according to any of claims 1 — 4, characterized in that said notification is

received with a pre-determined time interval.

6. A method according to any of claims 1 — 4, characterized in that said notification is
received when a pre-determined number of alarms has been reported by said
30 network nodes (28) under management.

7. A method according to any of claims 1 — 6, characterized in that the method

further comprises the step of unsubscribing for the reception of said notification.



managenment. 10. An arrangenent according to claim@8, characterized in that
said processing unit (55) is arranged to request fault information from all
net wor k rwoes1(@8j3o0under managenent within a secti on of PeaISH200e05070K
managenment architecture. 11. An arrangengnt according to any of clainms 8 -
10, characterized in that the type of information carried in said
notification_is, at |east one of the follow ng: .identifier of an issuer of
oo d noti £ ot Aaratanest Brodkpuadedt nlinAdia o A s Rvehesfik e or . Ca
total nunber ofmahagenent dcdie (26) teamiyhgereelinedetiomihagerant aode @0) alaai ms 8 -

11, characterized in that said receiving unit 4) | rranged to receive
sai d not 111 cat | BRGRATA R0 N Get Beshsa RS madis i) s AN e aigorent
accordi ng to ametwdrk@baed e 0815) add netdlodd Imes erd, 27BCLinder ib@digesing r ecei vi ng
unit (54) is arranged.to receive said notification when a pre-determ ned
nunber al ar ifl %ge%&fnﬁ@gm%@”%m%ticﬁmgf%r k nodes (28) under
management . 14.- frcévingogieanior ageindiandtificatiomyoraprisiiged sEnBary ol fwit bseri b
e e erem: B oo B B Rl i FeRlodnthogsy (o unsubser i be
- a processing unit (55) for subscribing to at least some detailed fault information and

for retrieving said subscribed detailed fault information from said received notification.
10
9. An arrangement according to claim 8, characterized in that said processing unit
(55) is arranged to request fault information from all network nodes (28) under

management.

15 10. An arrangement according to claim 8, characterized in that said processing unit
(55) is arranged to request fault information from all network nodes (28) under

management within a section of said network management architecture.

11. An arrangement according to any of claims 8 — 10, characterized in that the type
20 of information carried in said notification is at least one of the following: identifier of an
issuer of said notification; a time of said notification; a number of alarms; or, a total

number of alarms.

12. An arrangement according to any of claims 8 — 11, characterized in that said
25 receiving unit (54) is arranged to receive said notification with a pre-determined time

interval.

13. An arrangement according to any of claims 8 — 11, characterized in that said
receiving unit (54) is arranged to receive said notification when a pre-determined
30 number of alarms has been reported by said network nodes (28) under

management.

14. An arrangement according to any of claims 8 — 13, characterized in that said
processing unit (55) is arranged to unsubscribe for the reception of said
35 notification.



