METHOD, APPARATUS, ELECTRONIC DEVICE, AND COMPUTER
STORAGE MEDIUM FOR CLOUD STORAGE INTERVAL
UPDATING

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] The disclosure claims the benefits of priority to Chinese Patent Application
No. 201910913392.3, filed on September 25, 2019, titled “Method, Apparatus, Electronic
Device, and Computer Storage Medium for Cloud Storage Interval Updating”, which is

incorporated herein by reference in its entirety.

TECHNICAL FIELD

[0002] The present disclosure generally relates to the field of storage data
processing technologies, and specifically relate to a method, an apparatus, an electronic

device, and a computer storage medium for cloud storage interval updating.

BACKGROUND

[0003] With development of data technologies, in order to improve the efficiency
and security of data use, virtualization technologies came into being. A virtual machine is a
complete computer system simulated by software with full hardware system functions and
running in a completely isolated environment. Under a new-generation virtualization
architecture, an input/output (I0) device of a virtual machine usually adopts a through-
connection method, such as PCI (Peripheral Component Interconnect) passthrough. PCI
passthrough refers to allowing a client machine to use a PCI device on a host exclusively,
just like the PCI device is physically connected to the client machine. In this scenario,
cache resources need to be allocated in advance, so that instant allocation is not accepted,
and page replacement is not supported. Since page copy and update mapping involved in
the page replacement are both executed by a CPU (Central Processing Unit), and the

device side accesses a memory through Direct Memory Access (DMA) bypassing the
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CPU, it is difficult to guarantee whether a write operation has been performed on the
device during the page replacement process. If a hardware or memory error occurs, the
page replacement cannot be implemented on a physical machine where the virtual machine
is located, which brings inconvenience to the use of storage resources. To solve this
problem, generally, when pages need to be replaced or migrated, devices are usually
stopped to avoid direct memory access during page replacement or migration. Or when a
client machine initiates direct memory access, the client machine communicates with a
virtual machine monitor to let the virtual machine monitor know which pages are
processing direct memory access, so that the virtual machine monitor can control the direct
memory access when needed. The above solutions all require the participation of a virtual
machine system, therefore these solutions are limited by whether an internal system of the
virtual machine is turned on or supports corresponding functions, whether the virtual
machine can cooperate with the client machine, or whether the client machine can
cooperate with the virtual machine. However, it is hard to apply such solutions in an

environment such as cloud storage.

SUMMARY OF THE DISCLOSURE

[0004] A method, an apparatus, an electronic device, and a computer storage
medium for cloud storage interval updating are provided in embodiments of the present
disclosure.

[0005] In the first aspect, a method for cloud storage interval updating is provided
in some embodiments of the present disclosure.

[0006] Specifically, the cloud storage interval updating method includes:
determining a cloud storage interval to be updated in a cloud storage system; determining a
target cloud storage interval in the cloud storage system; and replicating data in the cloud

storage interval to be updated to the target cloud storage interval, when the data in the
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cloud storage interval to be updated and data in the target cloud storage interval on which a
data replication operation has been performed meet a preset content verification condition.

[0007] With reference to the first aspect, in a first implementation of the first aspect
of the embodiment of the present disclosure, the replicating the data in the cloud storage
interval to be updated to the target cloud storage interval, when the data in the cloud
storage interval to be updated and the data in the target cloud storage interval on which a
data replication operation has been performed meet a preset content verification condition
further includes: clearing data directory information of the cloud storage interval to be
updated; replicating the data in the cloud storage interval to be updated to the target cloud
storage interval; calculating a first content check value of the target cloud storage interval
obtained after the data in the cloud storage interval to be updated is replicated; locking the
cloud storage interval to be updated, and calculating a second content check value of the
cloud storage interval to be updated; and sending information of the target cloud storage
interval to a memory management unit when the first content check value matches the
second content check value.

[0008] With reference to the first aspect and the first implementation of the first
aspect, in a second implementation of the first aspect of the embodiment of the present
disclosure, after the calculating a first content check value of the target cloud storage
interval obtained after the data is replicated, the method further includes: locking an
input/output index address ring data component, wherein the input/output index address
ring data component stores an index address pointing to a physical address corresponding
to the cloud storage interval; and detecting whether a distance between a position of the
target cloud storage interval in the input/output index address ring data component and a
current operating position of the input/output index address ring data component is greater

than a preset distance threshold; and the locking the cloud storage interval to be updated,
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and calculating a second content check value of the cloud storage interval to be updated is
implemented as: when the distance between the position of the target cloud storage interval
and the current operating position of the input/output index address ring data component is
greater than or equal to the preset distance threshold, locking the cloud storage interval to
be updated, and calculating the second content check value of the cloud storage interval to
be updated.

[0009] With reference to the first aspect, the first implementation of the first aspect,
and the second implementation of the first aspect, in a third implementation of the first
aspect of the present disclosure, after detecting whether the distance between a position of
the target cloud storage interval and the current operating position of the input/output index
address ring data component is greater than the preset distance threshold, the method
further includes: when the distance between the position of the target cloud storage interval
and the current operating position of the input/output index address ring data component is
less than the preset distance threshold, unlocking the input/output index address ring data
component to enter a sleep state preset time; and returning to clear the data directory
information of the cloud storage interval to be updated again.

[0010] With reference to the first implementation of the first aspect, the second
implementation of the first aspect, and the third implementation of the first aspect, in a
fourth implementation of the first aspect of the present disclosure, the sending information
of the target cloud storage interval to the memory management unit when the first content
check value matches the second content check value is implemented as: sending the
information of the target cloud storage interval to the memory management unit when the
first content check value matches the second content check value; and unlocking the

input/output index address ring data component.



[0011] With reference to the first aspect, the first implementation of the first aspect,
the second implementation of the first aspect, the third implementation of the first aspect,
and the fourth implementation of the first aspect, in a fifth implementation of the first
aspect of the present disclosure, after locking the cloud storage interval to be updated, and
calculating the second content check value of the cloud storage interval to be updated, the
method further includes: when the first content check value does not match the second
content check value, returning to replicate the data in the cloud storage interval to be
updated to the target cloud storage interval again.

[0012] In a second aspect, an apparatus for cloud storage interval updating is
provided in some embodiments of the present disclosure.

[0013] Specifically, the cloud storage interval updating apparatus includes: a first
determining module configured to determine a cloud storage interval to be updated in a
cloud storage system; a second determining module configured to determine a target cloud
storage interval in the cloud storage system; and a replicating module configured to
replicate data in the cloud storage interval to be updated to the target cloud storage interval,
when the data in the cloud storage interval to be updated and data in the target cloud
storage interval on which a data replication operation has been performed meet a preset
content verification condition.

[0014] With reference to the second aspect, in a first implementation of the second
aspect of the embodiment of the present disclosure, the replicating module includes: a
clearing sub-module configured to clear data directory information of the cloud storage
interval to be updated; a replicating sub-module configured to replicate the data in the
cloud storage interval to be updated to the target cloud storage interval; a calculating sub-
module configured to calculate a first content check value of the target cloud storage

interval obtained after the data is replicated; a first locking sub-module configured to lock
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the cloud storage interval to be updated and calculate a second content check value of the
cloud storage interval to be updated; and a sending sub-module configured to send
information of the target cloud storage interval to a memory management unit when the
first content check value matches the second content check value.

[0015] With reference to the second aspect and the first implementation of the
second aspect, in a second implementation of the second aspect of the embodiment of the
present disclosure, after the calculating sub-module, the replicating module further
includes: a second locking sub-module configured to lock an input/output index address
ring data component, wherein the input/output index address ring data component stores an
index address pointing to a physical address corresponding to the cloud storage interval;
and a detecting sub-module configured to detect whether a distance between a position of
the target cloud storage interval in the input/output index address ring data component and
a current operating position of the input/output index address ring data component is
greater than a preset distance threshold; and the first locking sub-module is further
configured to: when the distance between the position of the target cloud storage interval
and the current operating position of the input/output index address ring data component is
greater than or equal to the preset distance threshold, lock the cloud storage interval to be
updated, and calculate the second content check value of the cloud storage interval to be
updated.

[0016] With reference to the second aspect, the first implementation of the second
aspect, and the second implementation of the second aspect, in a third implementation of
the second aspect of the present disclosure, after the detecting sub-module, the replicating
module further includes: an unlocking sub-module configured to, when the distance
between the position of the target cloud storage interval and the current operating position

of the input/output index address ring data component is less than the preset distance
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threshold, unlock the input/output index address ring data component to enter a sleep state
preset time and return to clear the data directory information of the cloud storage interval
to be updated again.

[0017] With reference to the second aspect, the first implementation of the second
aspect, the second implementation of the second aspect, and the third implementation of
the second aspect, in a fourth implementation of the second aspect of the present
disclosure, the sending sub-module is further configured to: send the information of the
target cloud storage interval to the memory management unit when the first content check
value matches the second content check value, for unlocking the input/output index
address ring data component.

[0018] With reference to the second aspect, the first implementation of the second
aspect, the second implementation of the second aspect, the third implementation of the
second aspect, and the fourth implementation of the second aspect, in a fifth
implementation of the second aspect of the present disclosure, after the first locking sub-
module, the replicating module further includes: a returning sub-module configured to,
when the first content check value does not match the second content check value, return to
replicate the data in the cloud storage interval to be updated to the target cloud storage
interval again.

[0019] In a third aspect, an electronic device is provided in some embodiments of
the present disclosure. The electronic device includes a memory and a processor. The
memory is used for storing one or more computer instructions supporting a storage interval
updating apparatus to perform the storage interval updating method in the above first
aspect, and the processor is configured to execute the computer instructions stored in the

memory. The storage interval updating apparatus can further include a communication



interface for communicating the storage interval updating apparatus with another device or
communication network.

[0020] In a fourth aspect, a computer-readable storage medium is provided in some
embodiments of the present disclosure for storing computer instructions used by a storage
interval updating apparatus. The computer-readable storage medium includes computer
instructions involved by the storage interval updating apparatus for performing the storage
interval updating method in the above first aspect.

[0021] The technical solutions provided by the embodiments of the present
disclosure can include the following beneficial effects.

[0022] In the above technical solution, data in a cloud storage interval to be
updated can be replicated to a target cloud storage interval based on content verification
and further based on the control of an input/output index address ring data component. In a
virtualized through-connection scenario, in the technical solution, by controlling the ring
data components of the input/output index address, page replacement or migration can be
safely implemented merely based on a method of content verification, without the
participation or communication of through-connection devices or client machines, thereby
simplifying a page replacement process, reducing the amount of communication data, and
saving communication resources.

[0023] It should be understood that the above general description and the following
detailed description are only exemplary and explanatory, which do not limit the

embodiments of the present disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0024] Embodiments and various aspects of the present disclosure are illustrated in
the following detailed description and the accompanying figures. Various features shown

in the figures are not drawn to scale.



[0025] FIG. 1 shows an exemplary flow chart of a storage interval updating
method according to some embodiments of the present disclosure.

[0026] FIG. 2 shows an exemplary flow chart of step S103 of the storage interval
updating method according to the embodiment shown in FIG. 1.

[0027] FIG. 3 shows another exemplary flow chart of step S103 of the storage
interval updating method according to the embodiment shown in FIG. 1.

[0028] FIG. 4 shows yet another exemplary flow chart of step S103 of the storage
interval updating method according to the embodiment shown in FIG. 1.

[0029] FIG. 5 shows yet another exemplary flow chart of step S103 of the storage
interval updating method according to the embodiment shown in FIG. 1.

[0030] FIG. 6 shows an exemplary structural block diagram of a storage interval
updating apparatus according to some embodiments of the present disclosure.

[0031] FIG. 7 shows an exemplary structural block diagram of replicating module
603 according to the embodiment shown in FIG. 6.

[0032] FIG. 8 shows another exemplary structural block diagram of replicating
module 603 according to the embodiment shown in FIG. 6.

[0033] FIG. 9 shows yet another exemplary structural block diagram of replicating
module 603 according to the embodiment shown in FIG. 6.

[0034] FIG. 10 shows yet another exemplary structural block diagram of
replicating module 603 according to the embodiment shown in FIG. 6.

[0035] FIG. 11 shows an exemplary structural block diagram of an electronic
device according to some embodiments of the present disclosure.

[0036] FIG. 12 is an exemplary schematic structural diagram of a computer system
suitable for implementing a method for storage interval updating according to some

embodiments of the present disclosure.



DETAILED DESCRIPTION

[0037] Reference will now be made in detail to exemplary embodiments, examples
of which are illustrated in the accompanying drawings. The following description refers to
the accompanying drawings in which the same numbers in different drawings represent the
same or similar elements unless otherwise represented. The implementations set forth in
the following description of exemplary embodiments do not represent all implementations
consistent with the invention. Instead, they are merely examples of apparatuses and
methods consistent with aspects related to the invention as recited in the appended claims.
Particular aspects of the present disclosure are described in greater detail below. The terms
and definitions provided herein control, if in conflict with terms and/or definitions
incorporated by reference.

[0038] In the technical solution provided in the embodiments of the present
disclosure, data in a cloud storage interval to be updated can be replicated to a target cloud
storage interval based on content verification and further based on a control of an
input/output index address ring data components. In a virtualized through-connection
scenario, in the technical solution, by controlling the input/output index address ring data
components, page replacement or migration can be safely implemented merely based on a
method of content verification, without participation of through-connection devices and
client machines or communication between through-connection devices and client
machines, thereby simplifying a page replacement process, reducing the amount of
communication data, and saving communication resources.

[0039] FIG. 1 shows a flow chart of a storage interval updating method according
to some embodiments of the present disclosure. As shown in FIG. 1, the storage interval

updating method includes the following steps S101 to S103.
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[0040] In step S101, a cloud storage interval to be updated in a cloud storage
system is determined.

[0041] In step S102, a target cloud storage interval in the cloud storage system is
determined.

[0042] In step S103, when data in the cloud storage interval to be updated and data
in the target cloud storage interval on which a data replication operation has been
performed meet a preset content verification condition, the data in the cloud storage
interval to be updated is replicated to the target cloud storage interval.

[0043] As mentioned above, with the development of data technologies, in order to
improve the efficiency and security of data use, virtualization technologies came into
being. A virtual machine is a complete computer system simulated by software with full
hardware system functions and running in a completely isolated environment. Under a
new-generation virtualization architecture, an input/output (I0) device of a virtual machine
usually adopts a through-connection method, such as PCI (Peripheral Component
Interconnect) passthrough. PCI passthrough refers to allowing a client machine to use a
PCI device on a host exclusively, just like the PCI device is physically connected to the
client machine. In this scenario, cache resources need to be allocated in advance, so that
instant allocation is not accepted, and page replacement is not supported. Since page copy
and update mapping involved in the page replacement are both executed by a CPU (Central
Processing Unit), and the device side accesses a memory through Direct Memory Access
(DMA) bypassing the CPU, it is difficult to guarantee whether a write operation has been
performed on the device in the page replacement process. If a hardware or memory error
occurs, the page replacement cannot be implemented on a physical machine where the
virtual machine is located, which brings inconvenience to the use of storage resources. To

solve this problem, generally, when pages need to be replaced or migrated, devices are
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usually stopped to avoid direct memory access during page replacement or migration. Or
when a client machine initiates direct memory access, the client machine communicates
with a virtual machine monitor to let the virtual machine monitor know which pages are
processing direct memory access, so that the virtual machine monitor can control the direct
memory access when needed. The above solutions all require participation of a virtual
machine system, therefore these solutions are limited by whether an internal system of the
virtual machine is turned on or supports corresponding functions, and whether the virtual
machine can cooperate with the client machine. However, it is hard to apply such solutions
in an environment such as cloud storage.

[0044] Considering the above problems, in this example, a storage interval
updating method is proposed. In the method, data in a cloud storage interval to be updated
can be replicated to a target cloud storage interval based on content verification and further
based on a control of an input/output index address ring data component. In a virtualized
through-connection scenario, in the technical solution, by controlling the input/output
index address ring data components, page replacement or migration can be safely
implemented merely based on a method of content verification, without the participation of
through-connection devices or client machines, or communication between through-
connection devices or client machines, thereby simplifying a page replacement process,
reducing the amount of communication data, and saving communication resources.

[0045] In some embodiments of the present disclosure, a cloud storage interval
refers to an interval used for storing data in storage resources of a cloud storage system,
which can also be referred to as a storage page. The cloud storage interval to be updated
refers to a data storage interval that cannot provide stable data storage services due to data
storage failures or other reasons, so that the data stored in the cloud storage interval to be

updated needs to be migrated to another data storage interval, that is, the cloud storage
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interval to be updated is a data storage interval needs to be updated. The cloud storage
interval to be updated can also be referred to as a source storage interval. A data storage
failure can be, for example, a memory failure, a storage hardware failure, etc.

[0046] In some embodiments of the present disclosure, step S101 that determining
a cloud storage interval to be updated in a cloud storage system can be implemented as: in
response to a cloud storage interval error message being detected, the cloud storage
interval to be updated in the cloud storage system, such as a source page that needs to be
replaced, is determined.

[0047] In some embodiments of the present disclosure, a target cloud storage
interval refers to a cloud storage interval that has no corresponding data storage failures,
and can provide stable data storage services normally. The cloud storage interval is in an
idle state, and can accept data migrated from another cloud storage interval to be updated.
For example, the targe cloud storage can be an idle replacement target page.

[0048] In some embodiments of the present disclosure, step S102 that determining
a target cloud storage interval in the cloud storage system can be implemented as:
acquiring an available cloud storage interval, and determining the target cloud storage
interval in the available cloud storage interval.

[0049] There can be one or more available cloud storage intervals. In this case, one
cloud storage interval can be determined from the one or more available cloud storage
intervals as the target cloud storage interval for accepting data migration. In some
embodiments of the present disclosure, one cloud storage interval can be randomly
determined from the one or more available cloud storage intervals as the target cloud
storage interval, or the target cloud storage interval can be determined according to a preset

determination rule. The preset determination rule can be determined by those skilled in the
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art according to practical application requirements and characteristics of the cloud storage
interval, which will not be specifically limited herein.

[0050] In some embodiments of the present disclosure, as shown in FIG. 2, step
S103 that replicating the data in the cloud storage interval to be updated to the target cloud
storage interval when data in the cloud storage interval to be updated and data in the target
cloud storage interval after a data replication operation has been performed meet a preset
content verification condition can further include the following steps S201 to S205.

[0051] In step S201, data directory information of the cloud storage interval to be
updated is cleared.

[0052] In step S202, the data in the cloud storage interval to be updated is
replicated to the target cloud storage interval.

[0053] In step S203, a first content check value of the target cloud storage interval
obtained after the data being replicated is calculated.

[0054] In step S204, the cloud storage interval to be updated is locked, and a
second content check value of the cloud storage interval to be updated is calculated.

[0055] In step S205, when the first content check value matches the second content
check value, information of the target cloud storage interval is sent to a memory
management unit.

[0056] In order to ensure the integrity and security of data migration, in this
example, data migration and replacement and update between cloud storage intervals are
implemented based on content verification. Specifically, data directory information, such
as page table entries, of the cloud storage interval to be updated is cleared in a memory
management unit (MMU) and a virtualization extended page table (EPT). Then, the data in
the cloud storage interval to be updated is replicated to the target cloud storage interval. A

first content check value of the target cloud storage interval obtained after the data being
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replicated is calculated. The first content check value is used to be compared with a
subsequent second content check value of the cloud storage interval to be updated to
determine a consistency of data content between the cloud storage intervals. If the first
content check value matches the second content check value, for example, the first content
check value is equal to the second content check value, it indicates that the data stored in
the cloud storage interval to be updated is consistent with the data content stored in the
target cloud storage interval after the data being migrated, which means that there is no
data change during the data migration process. Then, the cloud storage interval to be
updated is locked. For example, the cloud storage interval to be updated is marked as
write-protected by the virtualization extended page table (ept), and a second content check
value of the cloud storage interval to be updated is calculated. Finally, the first content
check value is compared with the second content check value. As described above, when
the first content check value matches the second content check value, it is considered that
there is no data change during the data migration process, that is, the data migration is
successful. At this time, the information of the target cloud storage interval can be sent to
the memory management unit to update management information of the cloud storage
intervals stored in the memory management unit.

[0057] In some embodiment of the present disclosure, the data directory
information can include one or more of the following information: a physical address,
attribute information of a corresponding cloud storage interval, etc.

[0058] In some embodiments of the present disclosure, the content check value can
be obtained by calculation using an MDS5 Message-Digest Algorithm. The MD5 Message-
Digest Algorithm is a cryptographic hash function that can generate a hash value with a
certain length to represent content to be checked. Of course, the content check value can

also be calculated by using another content check value calculation method. Those skilled
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in the art can select a suitable content check value calculation method according to the
needs of practical applications and the characteristics of the content to be checked, for
which there is no specific limitation in the present disclosure.

[0059] In some embodiments of the present disclosure, after step S203 that
calculating the first content check value of the target cloud storage interval obtained after
the data being replicated, the method further includes a step of determining whether the
target cloud storage interval is likely to be accessed in a short time. As shown in FIG. 3,
step S103 that replicating the data in the cloud storage interval to be updated to the target
cloud storage interval when data in the cloud storage interval to be updated and data in the
target cloud storage interval on which a data replication operation has been performed
meet a preset content verification condition can further include the following steps S301 to
S307.

[0060] In step S301, data directory information of the cloud storage interval to be
updated is cleared.

[0061] In step S302, the data in the cloud storage interval to be updated is
replicated to the target cloud storage interval.

[0062] In step S303, a first content check value of the target cloud storage interval
obtained after the data being replicated is calculated.

[0063] In step S304, an input/output index address ring data component is locked.
The input/output index address ring data component stores an index address pointing to a
physical address corresponding to the cloud storage interval.

[0064] In step S305, whether a distance between a position of the target cloud
storage interval in the input/output index address ring data component and a current
operating position of the input/output index address ring data component being greater than

a preset distance threshold is detected.
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[0065] In step S306, when the distance between the position of the target cloud
storage interval in the input/output index address ring data component and the current
operating position of the input/output index address ring data component is greater than or
equal to the preset distance threshold, the cloud storage interval to be updated is locked,
and a second content check value of the cloud storage interval to be updated is calculated.

[0066] In step S307, when the first content check value matches the second content
check value, information of the target cloud storage interval is sent to a memory
management unit.

[0067] In order to prevent the target cloud storage interval from being accessed
during the implementation of data migration, which can lead to errors in the migrated data,
in this example, after the first content check value of the target cloud storage interval
obtained after the data being replicated is calculated, the input/output index address ring
data component storing the index address pointing to the physical address corresponding to
the cloud storage interval is locked. For example, the input/output index address ring data
component is marked as write-protected by the virtualization extended page table (ept) to
prevent the CPU side from operating on the input/output index address ring data
component. Therefore, it is guaranteed that the target cloud storage interval of the data
write operation in the current state is a certain set. An operation on the input/output index
address ring data component by the virtual machine during the data migration process,
which can further affect the data migration, can be prevented. Then, whether a distance
between the position of the target cloud storage interval in the input/output index address
ring data component and the current operation position of the input/output index address
ring data component being greater than a preset distance threshold is detected, which is
equivalent to detecting whether a page to be replaced is in an inbound direction of the

input/output index address ring data component to determine whether the data migration
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operation of the target cloud storage interval is secure within a preset time period, for
example, whether the data migration operation conflicts with the operation of the
input/output index address ring data component, or whether the target cloud storage
interval is likely to be accessed in a short time. The preset time period is at least greater
than or equal to a time required for the data migration. When the distance between the
position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is greater than or equal to the preset
distance threshold, or when the page that needs to be replaced is not in the inbound
direction of the input/output index address ring data component, it is considered that the
data migration operation of the target cloud storage interval is secure within the preset time
period, that is, the target cloud storage interval will not be accessed in a short time, and the
data migration operation does not conflict with the operation of the input/output index
address ring data component. At this time, the cloud storage interval to be updated is
locked then, and the second content check value of the cloud storage interval to be updated
is calculated.

[0068] In some embodiments of the present disclosure, when the distance between
the position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is less than the preset distance threshold,
or when the page that needs to be replaced is in the inbound direction of the input/output
index address ring data component, it is considered that the data migration operation of the
target cloud storage interval is insecure within the preset time period, for example, the
target cloud storage interval may be accessed in a short time, or the data migration
operation may conflict with the operation of the input/output index address ring data
component. At this time, the input/output index address ring data component is unlocked

and enters a sleep state. After staying in the sleep state for a preset time, the method returns

18



to step S301 that clearing the data directory information of the cloud storage interval to be
updated, to avoid the risk of a data operation conflict that may occur.

[0069] In some embodiments of the present disclosure, as shown in FIG. 4, step
S103 that replicating the data in the cloud storage interval to be updated to the target cloud
storage interval when data in the cloud storage interval to be updated and data in the target
cloud storage interval on which a data replication operation has been performed meet a
preset content verification condition includes the following steps S401 to S408.

[0070] In step S401, data directory information of the cloud storage interval to be
updated is cleared.

[0071] In step S402, the data in the cloud storage interval to be updated is
replicated to the target cloud storage interval.

[0072] In step S403, a first content check value of the target cloud storage interval
obtained after the data being replicated is calculated.

[0073] In step S404, an input/output index address ring data component is locked.
The input/output index address ring data component stores an index address pointing to a
physical address corresponding to the storage interval.

[0074] In step S405, whether a distance between a position of the target cloud
storage interval in the input/output index address ring data component and a current
operating position of the input/output index address ring data component being greater than
a preset distance threshold is detected.

[0075] In step S406, when the distance between the position of the target cloud
storage interval and the current operating position of the input/output index address ring
data component is greater than or equal to the preset distance threshold, the cloud storage
interval to be updated is locked, and the second content check value of the cloud storage

interval to be updated is calculated.
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[0076] In step S407, when the first content check value matches the second content
check value, information of the target cloud storage interval is sent to a memory
management unit.

[0077] In step S408, when the distance between the position of the target cloud
storage interval and the current operating position of the input/output index address ring
data component is less than the preset distance threshold, the input/output index address
ring data component is unlocked and enters a sleep state. After a preset time, the method
returns to clear the data directory information of the cloud storage interval to be updated
again.

[0078] In some embodiments of the present disclosure, as described above, when
the first content check value matches the second content check value, it indicates that the
data stored in the cloud storage interval to be updated is consistent with the data content
stored in the target cloud storage interval after the data migration, that means there is no
data change during the data migration process. Therefore, the information of the target
cloud storage interval can be sent to the memory management unit (MMU) or input/output
memory management unit (IOMMU) for data update. At this time, it is considered that the
data migration process is completed. The input/output index address ring data component
can be unlocked by the virtualization extended page table (EPT), that is, the write
protection of the input/output index address ring data component is removed and normal
access operations are restored. In this example, step S407 that sending the information of
the target cloud storage interval to the memory management unit when the first content
check value matches the second content check value, can be implemented as: sending the
information of the target cloud storage interval to the memory management unit when the
first content check value matches the second content check value, and unlocking the

input/output index address ring data component.
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[0079] In some embodiments of the present disclosure, after step S204 that locking
the cloud storage interval to be updated, and calculating the second content check value of
the cloud storage interval to be updated, the method further includes: when the first content
check value does not match the second content check value, returning to the step of
replicating the data in the cloud storage interval to be updated to the target cloud storage
interval again. As shown in FIG. §, step S103 that replicating the data in the cloud storage
interval to be updated to the target cloud storage interval when data in the cloud storage
interval to be updated and data in the target cloud storage interval on which a data
replication operation has been performed meet a preset content verification condition can
further include the following steps S501 to S506.

[0080] In step S501, data directory information of the cloud storage interval to be
updated is cleared.

[0081] In step S502, data in the cloud storage interval to be updated is replicated to
the target cloud storage interval.

[0082] In step S503, a first content check value of the target cloud storage interval
obtained after the data being replicated is calculated.

[0083] In step S504, the cloud storage interval to be updated is locked, and a
second content check value of the cloud storage interval to be updated is calculated.

[0084] In step S505, when the first content check value does not match the second
content check value, the method returns to replicate the data in the cloud storage interval to
be updated to the target cloud storage interval again.

[0085] In step S506, when the first content check value matches the second content
check value, information of the target cloud storage interval is sent to a memory

management unit.
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[0086] When the first content check value does not match the second content check
value, it means that the data stored in the cloud storage interval to be updated is
inconsistent with the data content stored in the target cloud storage interval after data
migration, and data change may occur in the data migration process. At this time, it is
necessary to return to step S502 that replicating the data in the cloud storage interval to be
updated to the target cloud storage interval again, and perform the data migration operation
again.

[0087] The following are embodiments for apparatus of the present disclosure,
which can be used to implement the method of the present disclosure.

[0088] FIG. 6 shows a structural block diagram of a storage interval updating
apparatus according to some embodiments of the present disclosure. The apparatus can be
implemented as part or all of an electronic device through software, hardware, or a
combination of the two. As shown in FIG. 6, the storage interval updating apparatus
includes a first determining module 601, a second determining module 602, and a
replicating module 603.

[0089] First determining module 601 is configured to determine a cloud storage
interval to be updated in a cloud storage system.

[0090] Second determining module 602 is configured to determine a target cloud
storage interval in the cloud storage system.

[0091] Replicating module 603 is configured to, when data in the cloud storage
interval to be updated and data in the target cloud storage interval on which a data
replication operation has been performed meet a preset content verification condition,
replicate the data in the cloud storage interval to be updated to the target cloud storage

interval.
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[0092] As mentioned above, with the development of data technologies, in order to
improve the efficiency and security of data use, virtualization technologies came into
being. A virtual machine is a complete computer system simulated by software with full
hardware system functions and running in a completely isolated environment. Under a
new-generation virtualization architecture, an input/output (I0) device of a virtual machine
usually adopts a through-connection method, such as PCI (Peripheral Component
Interconnect) passthrough. PCI passthrough refers to allowing a client machine to use a
PCI device on a host exclusively, just like the PCI device is physically connected to the
client machine. In this scenario, cache resources need to be allocated in advance, so that
instant allocation is not accepted, and page replacement is not supported. Since page copy
and update mapping involved in the page replacement are both executed by a CPU (Central
Processing Unit), and the device side accesses a memory through Direct Memory Access
(DMA) bypassing the CPU, it is difficult to guarantee whether a write operation has been
performed on the device during the page replacement process. If a hardware or memory
error occurs, the page replacement cannot be implemented on a physical machine where
the virtual machine is located, which brings inconvenience to the use of storage resources.
To solve this problem, generally, when pages need to be replaced or migrated, devices are
usually stopped to avoid direct memory access during page replacement or migration, or
when a client machine initiates direct memory access, the client machine communicates
with a virtual machine monitor to let the virtual machine monitor know which pages are
processing direct memory access, so that the virtual machine monitor can control the direct
memory access when needed. The above solutions all require the participation of a virtual
machine system, therefore these solutions are limited by whether an internal system of the

virtual machine is turned on or supports corresponding functions, and whether the virtual
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machine can cooperate with the client machine. However, it is hard to apply such solutions
in an environment such as cloud storage.

[0093] Considering the above problems, in this example, a storage interval
updating apparatus is proposed. The apparatus replicates the data in the cloud storage
interval to be updated to the target cloud storage interval based on content verification and
further based on a control of the input/output index address ring data component. In a
virtualized through-connection scenario, in the technical solution, by controlling the ring
data components of the input/output index address, page replacement or migration can be
safely implemented merely based on a method of content verification, without the
participation or communication of through-connection devices or client machines, thereby
simplifying a page replacement process, reducing the amount of communication data, and
saving communication resources.

[0094] In some embodiments of the present disclosure, a cloud storage interval
refers to an interval used for storing data in storage resources of a cloud storage system,
which can also be referred to as a storage page. The cloud storage interval to be updated
refers to a data storage interval that cannot provide stable data storage services due to data
storage failures or other reasons, so that the data stored in the cloud storage interval to be
updated needs to be migrated to another data storage interval, that is, the cloud storage
interval to be updated is a data storage interval needs to be updated. The cloud storage
interval to be updated can also be referred to as a source storage interval. A data storage
failure can be, for example, a memory failure, a storage hardware failure, etc.

[0095] In some embodiments of the present disclosure, first determining module
601 can be configured to: in response to a cloud storage interval error message being
detected, determine the cloud storage interval to be updated in the cloud storage system,

such as a source page that needs to be replaced.
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[0096] In some embodiments of the present disclosure, a target cloud storage
interval refers to a cloud storage interval that has no corresponding data storage failures
and can provide stable data storage services normally. The cloud storage interval is in an
idle state and can accept data migrated from another cloud storage interval to be updated.
For example, the targe cloud storage can be an idle replacement target page.

[0097] In some embodiments of the present disclosure, second determining module
602 can be further configured to: acquire an available cloud storage interval and determine
the target cloud storage interval in the available cloud storage interval.

[0098] There can be one or more available cloud storage intervals. In this case, one
cloud storage interval can be determined from the one or more available cloud storage
intervals as the target cloud storage interval for accepting data migration. In some
embodiments of the present disclosure, a cloud storage interval can be randomly
determined from the one or more available cloud storage intervals as the target cloud
storage interval, or the target cloud storage interval can be determined according to a preset
determination rule. The preset determination rule can be determined by those skilled in the
art according to actual application requirements and characteristics of the cloud storage
interval, which will not be specifically limited herein.

[0099] In some embodiments of the present disclosure, as shown in FIG. 7,
replicating module 603 further includes a clearing sub-module 701, a replicating sub-
module 702, a calculating sub-module 703, a first locking sub-module 704, and a sending
sub-module 705.

[00100] Clearing sub-module 701 is configured to clear data directory information
of the cloud storage interval to be updated.

[00101] Replicating sub-module 702 is configured to replicate the data in the cloud

storage interval to be updated to the target cloud storage interval.
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[00102] Calculating sub-module 703 is configured to calculate a first content check
value of the target cloud storage interval obtained after the data is replicated.

[00103] First locking sub-module 704 is configured to lock the cloud storage
interval to be updated and to calculate a second content check value of the cloud storage
interval to be updated.

[00104] Sending sub-module 705 is configured to send information of the target
cloud storage interval to a memory management unit when the first content check value
matches the second content check value.

[00105] In order to ensure the integrity and security of data migration, in this
example, replicating module 603 implements replacement and update between cloud
storage intervals and data migration based on content verification. Specifically, the data
directory information, such as page table entries, of the cloud storage interval to be updated
is cleared in a memory management unit (MMU) and a virtualization extended page table
(EPT) by clearing sub-module 701. Then, the data in the cloud storage interval to be
updated is replicated to the target cloud storage interval by replicating sub-module 702. A
first content check value of the target cloud storage interval obtained after the data being
replicated is calculated by calculating sub-module 703. The first content check value is
used to be compared with a subsequent second content check value of the cloud storage
interval to be updated to determine a consistency of data content between the cloud storage
intervals. If the first content check value matches the second content check value, for
example, the first content check value is equal to the second content check value, it
indicates that the data stored in the cloud storage interval to be updated is consistent with
the data content stored in the target cloud storage interval after the data is migrated, that
means there is no data change during the data migration process. Then, the cloud storage

interval to be updated is locked by first locking sub-module 704. For example, the cloud
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storage interval to be updated is marked as write-protected by the virtualization extended
page table (EPT). And a second content check value of the cloud storage interval to be
updated is calculated. Finally, the first content check value is compared with the second
content check value by sending sub-module 705. As described above, when the first
content check value matches the second content check value, it is considered that there is
no data change during the data migration process, that is, the data migration is successful.
At this time, the information of the target cloud storage interval can be sent to the memory
management unit to update management information of the cloud storage interval stored in
the memory management unit.

[00106] In some embodiments of the present disclosure, the data directory
information can include one or more of the following information: a physical address,
attribute information of a corresponding cloud storage interval, and etc.

[00107] In some embodiments of the present disclosure, the content check value
can be obtained by calculation using an MD5 Message-Digest Algorithm. The MD5
Message-Digest Algorithm is a cryptographic hash function that can generate a hash value
with a certain length to represent content to be checked. Of course, the content check value
can also be calculated by using another content check value calculation method. Those
skilled in the art may select a suitable content check value calculation method according to
the needs of practical applications and the characteristics of the content to be checked, for
which there is no specific limitation in the present disclosure.

[00108] In some embodiments of the present disclosure, after a first content check
value of the target cloud storage interval is calculated by the calculating sub-module 703,
the apparatus further includes a part for determining whether the target cloud storage
interval is likely to be accessed in a short time. As shown in FIG. 8, replicating module

603 can further include a clearing sub-module 801, a replicating sub-module 802, a
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calculating sub-module 803, a second locking sub-module 804, a detecting sub-module
805, a first locking sub-module 806, and a sending sub-module 807.

[00109] Clearing sub-module 801 is configured to clear data directory information
of the cloud storage interval to be updated.

[00110] Replicating sub-module 802 is configured to replicate data in the cloud
storage interval to be updated to the target cloud storage interval.

[00111] Calculating sub-module 803 is configured to calculate a first content check
value of the target cloud storage interval obtained after the data is replicated.

[00112] Second locking sub-module 804 is configured to lock an input/output
index address ring data component. The input/output index address ring data component
stores an index address pointing to a physical address corresponding to the cloud storage
interval.

[00113] Detecting sub-module 805 is configured to detect whether a distance
between a position of the target cloud storage interval in the input/output index address
ring data component and a current operating position of the input/output index address ring
data component is greater than a preset distance threshold.

[00114] First locking sub-module 806 is configured to, when the distance between
the position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is greater than or equal to the preset
distance threshold, lock the cloud storage interval to be updated, and calculate a second
content check value of the cloud storage interval to be updated.

[00115] Sending sub-module 807 is configured to send information of the target
cloud storage interval to a memory management unit when the first content check value

matches the second content check value.
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[00116] In order to prevent the target cloud storage interval from being accessed
during the implementation of data migration, which can lead to errors in the migrated data,
in this example, after the first content check value of the target cloud storage interval
obtained after the data being replicated is calculated by calculating sub-module 803.
Second locking sub-module 804 is configured to lock the input/output index address ring
data component storing the index address pointing to the physical address corresponding to
the cloud storage interval. For example, the input/output index address ring data
component is marked as write-protected by the virtualization extended page table (EPT) to
prevent the CPU side from operating on the input/output index address ring data
component. Therefore, the target cloud storage interval of the data write operation in the
current state being a certain set can be guaranteed, and an operation on the input/output
index address ring data component by the virtual machine during the data migration
process, which can further affect the data migration, can be prevented. Then, detecting sub-
module 805 is configured to detect whether a distance between the position of the target
cloud storage interval in the input/output index address ring data component and the
current operation position of the input/output index address ring data component is greater
than a preset distance threshold, which is equivalent to detecting whether a page to be
replaced is in an inbound direction of the input/output index address ring data component
to determine whether the data migration operation of the target cloud storage interval is
secure within a preset time period, for example, whether the data migration operation
conflicts with the operation of the input/output index address ring data component, or
whether the target cloud storage interval is likely to be accessed in a short time. The preset
time period is at least greater than or equal to a time required for the data migration. When
the distance between the position of the target cloud storage interval and the current

operating position of the input/output index address ring data component is greater than or
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equal to the preset distance threshold, or when the page that needs to be replaced is not in
the inbound direction of the input/output index address ring data component, it is
considered that the data migration operation of the target cloud storage interval is secure
within the preset time period, the target cloud storage interval will not be accessed in a
short time, and the data migration operation does not conflict with the operation of the
input/output index address ring data component. At this time, first locking sub-module 806
locks the cloud storage interval to be updated and calculates the second content check
value of the cloud storage interval to be updated.

[00117] In some embodiments of the present disclosure, when the distance between
the position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is less than the preset distance threshold,
or when the page that needs to be replaced is in the inbound direction of the input/output
index address ring data component, it is considered that the data migration operation of the
target cloud storage interval may be insecure within the preset time period, for example,
the target cloud storage interval may be accessed in a short time, or the data migration
operation may conflict with the operation of the input/output index address ring data
component. At this time, it is required to unlock the input/output index address ring data
component first and enters a sleep state. After a preset time, clearing sub-module 801 is
configured to clear the data directory information of the cloud storage interval to be
updated again, to avoid the risk of a data operation conflict that may occur.

[00118] In some embodiments of the present disclosure, as shown in FIG. 9,
replicating module 603 can further include a clearing sub-module 901, a replicating sub-
module 902, a calculating sub-module 903, a second locking sub-module 904, a detecting
sub-module 905, a first locking sub-module 906, a sending sub-module 907, and an

unlocking sub-module 908.
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[00119] Clearing sub-module 901 is configured to clear data directory information
of the cloud storage interval to be updated.

[00120] Replicating sub-module 902 is configured to replicate data in the cloud
storage interval to be updated to the target cloud storage interval.

[00121] Calculating sub-module 903 is configured to calculate a first content check
value of the target cloud storage interval obtained after the data is replicated.

[00122] Second locking sub-module 904 is configured to lock an input/output
index address ring data component. The input/output index address ring data component
stores an index address pointing to a physical address corresponding to the storage interval.

[00123] Detecting sub-module 905 is configured to detect whether a distance
between a position of the target cloud storage interval in the input/output index address
ring data component and a current operating position of the input/output index address ring
data component is greater than a preset distance threshold.

[00124] First locking sub-module 906 is configured to, when the distance between
the position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is greater than or equal to the preset
distance threshold, lock the cloud storage interval to be updated, and calculate the second
content check value of the cloud storage interval to be updated.

[00125] Sending sub-module 907 is configured to send information of the target
cloud storage interval to a memory management unit when the first content check value
matches the second content check value.

[00126] Unlocking sub-module 908 is configured to, when the distance between
the position of the target cloud storage interval and the current operating position of the
input/output index address ring data component is less than the preset distance threshold,

unlock the input/output index address ring data component and make input/output index
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address ring data component enter a sleep state. After a preset time, unlocking sub-module
908 is configured to return to clear the data directory information of the cloud storage
interval to be updated again.

[00127] In some embodiments of the present disclosure, as described above, when
the first content check value matches the second content check value, it indicates that the
data stored in the cloud storage interval to be updated is consistent with the data content
stored in the target cloud storage interval after the data migration, and there is no data
change in the data migration process. Therefore, the information of the target cloud storage
interval can be sent to the memory management unit (MMU) or input/output memory
management unit (IOMMU) for data update. At this time, it is considered that the data
migration process is completed. The input/output index address ring data component can
be unlocked by the virtualization extended page table (EPT), that is, the write protection of
the input/output index address ring data component is removed to restore the normal access
operations of the input/output index address ring data component. In this example, the
sending sub-module 705 can be configured to send the information of the target cloud
storage interval to the memory management unit when the first content check value
matches the second content check value, and unlock the input/output index address ring
data component.

[00128] In some embodiments of the present disclosure, after locking the cloud
storage interval to be updated, and calculating a second content check value of the cloud
storage interval to be updated by first locking sub-module 704, the apparatus further
includes a part for returning to replicate the data in the cloud storage interval to be updated
to the target cloud storage interval again when the first content check value does not match
the second content check value. As shown in FIG. 10, replicating module 603 can further

include a clearing sub-module 1001, a replicating sub-module 1002, a calculating sub-
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module 1003, a first locking sub-module 1004, a returning sub-module 1005, and a sending
sub-module 1006.

[00129] Clearing sub-module 1001 is configured to clear data directory information
of the cloud storage interval to be updated.

[00130] Replicating sub-module 1002 is configured to replicate the data in the
cloud storage interval to be updated to the target cloud storage interval.

[00131] Calculating sub-module 1003 is configured to calculate a first content
check value of the target cloud storage interval obtained after the data is replicated.

[00132] First locking sub-module 1004 is configured to lock the cloud storage
interval to be updated, and calculate a second content check value of the cloud storage
interval to be updated.

[00133] Returning sub-module 1005 is configured to, when the first content check
value does not match the second content check value, return to replicate the data in the
cloud storage interval to be updated to the target cloud storage interval again.

[00134] Sending sub-module 1006 is configured to send information of the target
cloud storage interval to a memory management unit when the first content check value
matches the second content check value.

[00135] When the first content check value does not match the second content
check value, it means that the data stored in the cloud storage interval to be updated is
inconsistent with the data content stored in the target cloud storage interval after data
migration, and data change may occur in the data migration process. At this time, it is
necessary to configure returning sub-module 1005 to return replicating module 1002 to
replicate the data in the cloud storage interval to be updated to the target cloud storage

interval again, and perform the data migration operation again.
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[00136] The embodiment of the present disclosure further discloses an electronic
device. FIG. 11 shows a structural block diagram of an electronic device according to
some embodiments of the present disclosure. As shown in FIG. 11, an electronic device
1100 includes a memory 1101 and a processor 1102.

[00137] Memory 1101 is configured to store one or more computer instructions.
The one or more computer instructions, when executed by processor 1102, implement
steps of any one of the above methods.

[00138] FIG. 12 is a schematic structural diagram of a computer system for
implementing a storage interval updating method according to some embodiments of the
present disclosure.

[00139] As shown in FIG. 12, a computer system 1200 includes a processing unit
1201, which can execute various processing in the above embodiment according to a
program stored in a read-only memory (ROM) 1202 or a program loaded from a storage
part 1208 into a random access memory (RAM) 1203. Various programs and data required
for the operation of system 1200 are also stored in RAM 1203. Processing unit 1201, ROM
1202, and RAM 1203 are connected to each other through a bus 1204. An input/output
(I/O) interface 1205 is also connected to bus 1204.

[00140] The following members are connected to I/O interface 1205: an input part
1206 including a keyboard, a mouse, and the like; an output part 1207 including a cathode
ray tube (CRT), a liquid crystal display (LCD), a speaker, and the like; a storage part 1208
including a hard disk and the like; and a communication part 1209 including a network
interface card such as a LAN card, a modem, and the like. Communication part 1209
performs communication processing via a network such as the Internet. A driver 1210 is
also connected to 1/0O interface 1205 as needed. A detachable medium 1211, such as a

magnetic disk, an optical disk, a magneto-optical disk, and a semiconductor memory, is
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installed on driver 1210 as needed, so that the computer program read therefrom is
installed into storage part 1208 as needed. Processing unit 1201 may be implemented as a
CPU (Central Processing Unit), a GPU (General Processing Unit), an FPGA (Field
Programmable Gate Array), an NPU (Natural Processing Unit), and an Al (Artificial
Intelligence) chip.

[00141] In particular, according to the embodiments of the present disclosure, the
method described above may be implemented as a computer software program. For
example, the embodiment of the present disclosure includes a computer program product
including a computer program tangibly contained on a readable medium thereof, and the
computer program includes program code for performing the storage interval updating
method. In such embodiment, the computer program may be downloaded and installed
from the network through communication part 1209, and/or installed from detachable
medium 1211.

[00142] The flow charts and block diagrams in the accompanying drawings
illustrate the possible implementation architecture, functions, and operations of the system,
method, and computer program product according to various embodiments of the present
application. In this regard, each block in the flow chart or block diagram may represent a
module, program segment, or part of the code, and the module, program segment, or part
of the code contains one or more executable instructions for realizing specified logic
functions. It should also be noted that, in some alternative implementations, the functions
marked in the block may also occur in an order different from the order marked in the
accompanying drawings. For example, two blocks shown in succession may actually be
performed substantially in parallel, and they may sometimes be performed in a reverse
order, depending on functions involved. It should also be noted that each block in the block

diagram and/or flow chart, and the combination of blocks in the block diagram and/or flow
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chart, may be implemented by a dedicated hardware-based system that performs the
specified functions or operations, or may be realized by a combination of dedicated
hardware and computer instructions.

[00143] In some embodiments, a non-transitory computer-readable storage medium
including instructions is also provided, and the instructions may be executed by a device
(such as the disclosed encoder and decoder), for performing the above-described methods.
Common forms of non-transitory media include, for example, a floppy disk, a flexible
disk, hard disk, solid state drive, magnetic tape, or any other magnetic data storage
medium, a CD-ROM, any other optical data storage medium, any physical medium with
patterns of holes, a RAM, a PROM, and EPROM, a FLASH-EPROM or any other flash
memory, NVRAM, a cache, a register, any other memory chip or cartridge, and networked
versions of the same. The device may include one or more processors (CPUs), an
input/output interface, a network interface, and/or a memory.

[00144] It should be noted that, the relational terms herein such as “first” and
“second” are used only to differentiate an entity or operation from another entity or
operation, and do not require or imply any actual relationship or sequence between these

29 ¢c

entities or operations. Moreover, the words “comprising,” “having,” “containing,” and
“including,” and other similar forms are intended to be equivalent in meaning and be open
ended in that an item or items following any one of these words is not meant to be an
exhaustive listing of such item or items, or meant to be limited to only the listed item or
items.

[00145] As used herein, unless specifically stated otherwise, the term “or”
encompasses all possible combinations, except where infeasible. For example, if it is stated

that a database may include A or B, then, unless specifically stated otherwise or infeasible,

the database may include A, or B, or A and B. As a second example, if it is stated that a
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database may include A, B, or C, then, unless specifically stated otherwise or infeasible,
the database may include A, or B, or C, or A and B, or A and C, or B and C, or A and B
and C.

[00146] It is appreciated that the above described embodiments can be
implemented by hardware, or software (program codes), or a combination of hardware and
software. If implemented by software, it may be stored in the above-described computer-
readable media. The software, when executed by the processor can perform the disclosed
methods. The computing units and other functional units described in this disclosure can be
implemented by hardware, or software, or a combination of hardware and software. One of
ordinary skill in the art will also understand that multiple ones of the above described
modules/units may be combined as one module/unit, and each of the above described
modules/units may be further divided into a plurality of sub-modules/sub-units.

[00147] In the foregoing specification, embodiments have been described with
reference to numerous specific details that can vary from implementation to
implementation. Certain adaptations and modifications of the described embodiments can
be made. Other embodiments can be apparent to those skilled in the art from consideration
of the specification and practice of the invention disclosed herein. It is intended that the
specification and examples be considered as exemplary only, with a true scope and spirit of
the invention being indicated by the following claims. It is also intended that the sequence
of steps shown in figures are only for illustrative purposes and are not intended to be
limited to any particular sequence of steps. As such, those skilled in the art can appreciate
that these steps can be performed in a different order while implementing the same
method.

[00148] In the drawings and specification, there have been disclosed exemplary

embodiments. However, many variations and modifications can be made to these
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embodiments. Accordingly, although specific terms are employed, they are used in a

generic and descriptive sense only and not for purposes of limitation.
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WHAT IS CLAIMED I8S:

1. A cloud storage interval updating method, comprising:

determining a cloud storage interval to be updated in a cloud storage system,;

determining a target cloud storage interval in the cloud storage system; and

replicating data in the cloud storage interval to be updated to the target cloud
storage interval, when the data in the cloud storage interval to be updated and data in the
target cloud storage interval on which a data replication operation has been performed
meet a preset content verification condition.

2. The cloud storage interval updating method according to claim 1, wherein
replicating the data in the cloud storage interval to be updated to the target cloud storage
interval, when the data in the cloud storage interval to be updated and the data in the target
cloud storage interval on which the data replication operation has been performed meet the
preset content verification condition further comprises:

clearing data directory information of the cloud storage interval to be updated;

replicating the data in the cloud storage interval to be updated to the target cloud
storage interval;

calculating a first content check value of the target cloud storage interval obtained
after the data in the cloud storage interval to be updated is replicated;

locking the cloud storage interval to be updated, and calculating a second content
check value of the cloud storage interval to be updated; and

sending information of the target cloud storage interval to a memory management
unit when the first content check value matches the second content check value.

3. The cloud storage interval updating method according to claim 2, wherein after
calculating the first content check value of the target cloud storage interval obtained after

the data is replicated, the method further comprises:
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locking an input/output index address ring data component, wherein the
input/output index address ring data component stores an index address pointing to a
physical address corresponding to the cloud storage interval; and

detecting whether a distance between a position of the target cloud storage interval
in the input/output index address ring data component and a current operating position of
the input/output index address ring data component is greater than a preset distance
threshold; and

the locking the cloud storage interval to be updated, and calculating a second
content check value of the cloud storage interval to be updated is implemented as:

when the distance between the position of the target cloud storage interval and the
current operating position of the input/output index address ring data component is greater
than or equal to the preset distance threshold, locking the cloud storage interval to be
updated, and calculating the second content check value of the cloud storage interval to be
updated.

4. The cloud storage interval updating method according to claim 3, wherein after
detecting whether the distance between a position of the target cloud storage interval and
the current operating position of the input/output index address ring data component is
greater than the preset distance threshold, the method further comprises:

when the distance between the position of the target cloud storage interval and the
current operating position of the input/output index address ring data component is less
than the preset distance threshold, unlocking the input/output index address ring data
component to enter a sleep state preset time; and

returning to clear the data directory information of the cloud storage interval to be

updated again.
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5. The cloud storage interval updating method according to claim 4, wherein
sending information of the target cloud storage interval to the memory management unit
when the first content check value matches the second content check value is implemented
as:

sending the information of the target cloud storage interval to the memory
management unit when the first content check value matches the second content check
value; and

unlocking the input/output index address ring data component.

6. The cloud storage interval updating method according to claim 2, wherein after
locking the cloud storage interval to be updated, and calculating the second content check
value of the cloud storage interval to be updated, the method further comprises:

when the first content check value does not match the second content check value,
returning to replicate the data in the cloud storage interval to be updated to the target cloud
storage interval again.

7. A cloud storage interval updating apparatus, comprising:

a first determining module configured to determine a cloud storage interval to be
updated in a cloud storage system;

a second determining module configured to determine a target cloud storage
interval in the cloud storage system; and

a replicating module configured to replicate data in the cloud storage interval to be
updated to the target cloud storage interval, when the data in the cloud storage interval to
be updated and data in the target cloud storage interval on which a data replication
operation has been performed meet a preset content verification condition.

8. The cloud storage interval updating apparatus according to claim 7, wherein the

replicating module further comprises:
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a clearing sub-module configured to clear data directory information of the cloud
storage interval to be updated,

a replicating sub-module configured to replicate the data in the cloud storage
interval to be updated to the target cloud storage interval;

a calculating sub-module configured to calculate a first content check value of the
target cloud storage interval obtained after the data is replicated;

a first locking sub-module configured to lock the cloud storage interval to be
updated and calculate a second content check value of the cloud storage interval to be
updated; and

a sending sub-module configured to send information of the target cloud storage
interval to a memory management unit when the first content check value matches the
second content check value.

9. The cloud storage interval updating apparatus according to claim 8, wherein after
the calculating sub-module, the replicating module further comprises:

a second locking sub-module configured to lock an input/output index address ring
data component, wherein the input/output index address ring data component stores an
index address pointing to a physical address corresponding to the cloud storage interval;
and

a detecting sub-module configured to detect whether a distance between a position
of the target cloud storage interval in the input/output index address ring data component
and a current operating position of the input/output index address ring data component is
greater than a preset distance threshold; and

the first locking sub-module is further configured to:
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when the distance between the position of the target cloud storage interval and the
current operating position of the input/output index address ring data component is greater
than or equal to the preset distance threshold, lock the cloud storage interval to be updated,
and calculate the second content check value of the cloud storage interval to be updated.

10. The cloud storage interval updating apparatus according to claim 9, wherein
after the detecting sub-module, the replicating module further comprises:

an unlocking sub-module configured to, when the distance between the position of
the target cloud storage interval and the current operating position of the input/output index
address ring data component is less than the preset distance threshold, unlock the
input/output index address ring data component to enter a sleep state preset time and return
to clear the data directory information of the cloud storage interval to be updated again.

11. The cloud storage interval updating apparatus according to claim 10, wherein
the sending sub-module is further configured to:

send the information of the target cloud storage interval to the memory
management unit when the first content check value matches the second content check
value, for unlocking the input/output index address ring data component.

12. The cloud storage interval updating apparatus according to claim 8, wherein
after the first locking sub-module, the replicating module further comprises:

a returning sub-module configured to, when the first content check value does not
match the second content check value, return to replicate the data in the cloud storage
interval to be updated to the target cloud storage interval again.

13. An electronic device, comprising a memory and a processor, wherein

the memory is configured to store one or more computer instructions, and the one
or more computer instructions are executed by the processor to implement steps of the

method according to any one of claims 1 to 6.
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14. A computer-readable storage medium storing computer instructions thereon,
wherein the computer instructions, when executed by a processor, implement steps of the

method according to any one of claims 1 to 6.
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