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ABSTRACT

METHOD AND SYSTEM TO IDENTIFY UNAUTHORIZED IMAGE
CAPTURE OF SECURE MONITORS IN A WORK ENVIRONMENT

A first embodiment of the invention is a method of detecting unauthorized image
capture (e.g. via photography) of content 09 displayed on at least one secure monitor 08
as configured by a computing device 04 connected to the secure monitor 08. Each
computing device 04 is associated with at least one authorized user and the content 09
displayed on each secure monitor 08 is viewable within a viewing cone of the secure
monitor 08 by at least one potential bad actor 13. The method comprises the steps of:
(a) capturing a surveillance feed for each secure monitor 08, the surveillance feed
including a stream of images for at least a portion of the viewing cone of the secure
monitor 08; (b) analyzing the surveillance feed associated with each secure monitor 08
to identify at least one triggering event; (c) upon identifying each triggering event,
storing a trigger record for the triggering event; and (d) upon identifying each
triggering event, executing at least one remedial action. The invention can also be

executed by computer program instructions or by a server 24 in a security system 21.
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