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USER AUTHENTICATION METHOD FOR ENHANCING INTEGRITY

AND SECURITY

BACKGROUND

[0001] Embodiments of the inventive concept described herein relate to
a user authentication method for enhancing integrity and security, and more
particularly, to a user authentication method for enhancing integrity and
security by blocking any attempt to leak personal information on an open
network, by preventing hacking to enhance security, and by verifying integrity
of transmission data.

[0002] In the modern society, financial trades or business that requires
various user authentications is made through online environments rather than
through face-to-face contacts. As the online user authentications require more
prudent approaches than in the case of the face-to-face contacts, it is necessary
to install various security programs or control programs, including ActiveX
and keyboard security programs, in the user terminals, and leakage of
information is prevented by enhancing security through a certificate of
authentication, a security card, or a security device, such as a one-time
password (OTP) device.

[0003] According to a method using an OTP device that corresponds to
one of representative user authentication methods, the OTP device having a
unique key therein is provided to a user in advance, an OTP number is
generated based on random numbers associated with a current time while the
unique key functions as an operation key when the user access a financial
trade network to request an authentication from an authentication server (a
server of a financial institute), and the user authenticates that he or she is a

genuine user by manually inputting the generated OTP number as a password
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and transmitting the input password to the authentication server.

[0004] However, when a user does business with a plurality of financial
institutes, he or she has to have a plurality of OTP authentication devices
provided by the financial institutes, respectively, and accordingly, the
consumer has to purchase the OTP authentication devices for the financial
institutes, respectively, has to carry the plurality of OTP authentication
devices, and has to search for an authentication device for a specific financial
institute, from the plurality of OTP authentication devices.

[0005] Further, because the unique key of the OTP device cannot be
arbitrarily replaced by the user, the user has to visit a financial institute to
receive a new OTP device when he or she loses the OTP device. Further, when
the unique keys of the OTP devices of the clients are leaked, the financial
institute has to consume enormous costs and time, for example, to reissue the
OTP devices to all the clients.

[0006] Meanwhile, the user performs an authentication or a login
through a specific password, the related server has to register, store, and
manage the password of the user and the user has to perceive the password and
regularly change the password against a leakage of the password, which makes
the management of the password difficult.

[0007] Moreover, due to the development of the hacking technologies,
because information, such as a certificate of authentication or a password is
leaked in various routes, including a screen capture, a shoulder surfing attack,
a screen hacking technology such as screen monitoring, or spyware installed in
a PC and a professional hacker may decrypt an encoded password with a
degree of effort, it is necessary to enhance security while guaranteeing
convenience of user in a procedure for authentication of a user. Further, it is
necessary to enhance integrity by verifying errors in a transmission process.
[0008] [Prior Technical Documents]

[Patent Documents]

(Patent Document 1) Korean Patent No. 10-1270941 (May 29, 2013)
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SUMMARY

[0009] Embodiments of the inventive concept provide a user authentication
method for enhancing integrity and security.

[0010] Embodiments of the inventive concept also provide a user
authentication method for enhancing integrity and security, by which a simple user
authentication procedure may be made while the security thereof is enhanced, and
the integrity of the user authentication may be verified.

[0011] Embodiments of the inventive concept also provide a user
authentication method for enhancing integrity and security, which may be
conveniently applied even to an open network environment without causing a danger
of leaking information.

[0012] Embodiments of the inventive concept also provide a user
authentication method for enhancing integrity and security, by which a user may
determine genuineness of an authentication institute or an authentication server for
authentication.

[0013] Embodiments of the inventive concept also provide a user
authentication method for enhancing integrity and security, which allows an
authentication institute or an authentication server to perform an authentication
without managing the password of a user and uses multiple factors associated with

time.
[0014] In accordance with an aspect of the inventive concept, there is

provided a user authentication method using a user terminal and an
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authentication server, the user authentication method including (1) if a
personal password for registration of a user is input by the user, combining the
personal password and a mechanical unique key of the user terminal,
performing a primary conversion using a unidirectional function, and
generating a first common authentication key, and performing a secondary
conversion of encrypting the first common authentication key by using an
encryption key and providing the encrypted first common authentication key
to the authentication server, by the user terminal, and matching the encrypted
first common authentication key with user information and registering the
encrypted first common authentication key, by the authentication server, (2)
performing a conversion using a unidirectional function while an embedded
unique key of an authentication institute and the encrypted first common
authentication key are taken as elements and generating a first server
authentication key, and performing an one-time password (OTP) operation on
the first server authentication key or a second server authentication key that is
a converted value of the first server authentication key and generating first
server authentication information, by the authentication server, (3) if the
personal password is input by the user for authentication, combining the
personal password and the mechanical unique key of the user terminal,
performing a primary conversion using a unidirectional function, generating a
second common authentication key in real time, performing a secondary
conversion of encrypting the second common authentication key by using the
encryption key, and generating an encrypted second common authentication
key, performing a conversion using a unidirectional function while the unique
key of the authentication institute provided by the authentication server in
advance and the encrypted second common authentication key are taken as
elements and generating a first user authentication key, and performing an
OTP operation on the first user authentication key or a second user
authentication key that is a converted value or the first user authentication key

and generating first user authentication information, by the user terminal, and



10

15

20

25

30

(4) performing a user authentication or an authentication of the authentication
server for determining a genuineness of the authentication server, based on
whether the first server authentication information and the first user
authentication information coincide with each other.

[0015] A unique key of a dedicated application program installed in the
user terminal may be added to the first common authentication key or the
second common authentication key as an element.

[0016] (4) may include comparing the first user authentication
information and the first server authentication information transmitted from
the authentication server and determining a genuineness of the authentication
server, by the user terminal, or comparing the first server authentication
information and the first user authentication information transmitted from the
user terminal and performing the user authentication, by the authentication
server.

[0017] (2) may include performing a conversion using a unidirectional
function while the embedded unique key of the authentication institute and the
encrypted first common authentication key are taken as elements, and
generating the first server authentication key, by the authentication server,
generating a second server authentication key that is extracted from the first
server authentication key through a time extraction value generator by using
time information by a specific reference, by the authentication server, and
performing an OTP operation on the second server authentication key and
generating the first server authentication information, by the authentication
server, and (3) may include if the encrypted second common authentication
key is generated, performing a conversion using a unidirectional function
when the unique key of the authentication institute provided by the
authentication server in advance and the encrypted second common
authentication key are taken as elements, and generating the first user
authentication key, by the wuser terminal, generating a second user

authentication key that is extracted from the first user authentication key
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through a time extraction value generator by using time information by a
specific reference, and performing an OTP operation on the second user
authentication key and generating the first user authentication information, by
the user terminal.

[0018] The user authentication method may further include, between (3)
and (4), or after (4), performing a conversion using a unidirectional function
while a second common authentication key decrypted by using a decryption
key or the unencrypted second common authentication key, and the first server
authentication information transmitted from the authentication server or the
first user authentication information is taken as an element, and generating a
third user authentication key, by the user terminal, performing an OTP
operation on the third user authentication key and generate a second user
authentication information, by the user terminal, transmitting the second user
authentication information and the decryption key to the authentication server,
by the user terminal, decrypting the encrypted first common authentication
key to a first common authentication key by using the decryption key,
performing a conversion using a unidirectional function while the first
common authentication key and the first user authentication information
transmitted from the wuser terminal or the first server authentication
information are taken as elements to generate a third server authentication key,
by the authentication server, and performing an OTP operation on the third
server authentication key and generating a second server authentication
information, by the authentication server, and the method further includes,
after (4), determining whether the second user authentication information and
the second server authentication information coincide with each other and
performing a user authentication.

[0019] The user authentication method may further include, between (3)
and (4), or after (4), performing a conversion using a unidirectional function
while a second common authentication key decrypted by using a decryption

key or the unencrypted second common authentication key, and the first server
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authentication information transmitted from the authentication server or the
first user authentication information is taken as element, and generating a third
user authentication key, by the user terminal, generating a fourth user
authentication key that is extracted from the third user authentication key
through a time extraction value generator by using time information by a
specific reference, by the user terminal, and performing an OTP operation on
the fourth user authentication key and generating a second user authentication
information, the method further includes transmitting the second user
authentication information and the decryption key to the authentication server,
by the user terminal, decrypting the encrypted first common authentication
key to a first common authentication key by using the decryption key,
performing a conversion using a unidirectional function while the first user
authentication information transmitted from the user terminal or the first
server authentication information and the first common authentication key are
taken as elements to generate a third server authentication key, by the
authentication server, and generating a fourth server authentication key that is
extracted from the third server authentication key through a time extraction
value generator by a specific reference by using time information, by the
authentication server, and performing an OTP operation on the fourth server
authentication key and generating a second server authentication information,
the method may further include, after (4), determining whether the second user
authentication information and the second server authentication information
coincide with each other and performing a user authentication.

[0020] (3) may further include measuring a gap time value that is a time
value that is obtained by measuring a time consumed to input a personal
password for authentication by the user in unit of 1/n (n is a positive real
number) seconds and transmitting the gap time value to the authentication
server, by the user terminal, when the third user authentication key 1is
generated by the user terminal, the gap time value or a gap time key that is a

number value extracted from the gap time value by a specific reference may
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be added as an element, and when the authentication server generates the third
server authentication key, the time gap value or the gap time key may be added
as an element.

[0021] (3) may further include measuring a gap time value that is a time
value that is obtained by measuring a time consumed to input a personal
password for authentication by the user in unit of 1/n (n is a positive real
number) seconds and transmitting the gap time value to the authentication
server, by the user terminal, when the third user authentication key is
generated by the user terminal, the gap time value or a gap time key that is a
number value extracted from the gap time value by a specific reference may
be added as an element, and when the authentication server generates the third
server authentication key, the gap time value or the gap time key may be added
as an element.

[0022] The unidirectional function may include a hash function as a
function for mapping data having an arbitrary length to data of a fixed length,
and a symmetrical key encryption scheme in which an encryption key and a
decryption key are the same may be used in the encryption for the secondary
conversion.

[0023] A verification key for verifying integrity of data may be added to
transmission target data including authentication information or an
authentication key transmitted from the user terminal or the authentication
server and is transmitted, a first OTP operation value, which was obtained by
performing OTP operations on the transmission target data may be added to
the verification key, and when the user terminal or the authentication server
receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[0024] The authentication server may request an additional manual
input of the second user authentication information from the user terminal

when a plurality of first server authentication information is transmitted in a
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specific time, and may compare the manually input second user authentication
information and the second server authentication information and may
perform a user authentication if the second user authentication information is
transmitted through a manual input.

[0025] The user authentication method may further include requesting a
third user authentication information from the user terminal, by the
authentication server, and if the third user authentication information is
transmitted through the user terminal, determining whether the third user
authentication information and the third server authentication information
coincide with each other and performing a user authentication, by the
authentication server, the third user authentication information may be
generated by performing a conversion using a unidirectional function while
the unique key of the authentication institute and the fourth user authentication
key are taken as elements to generate a fifth user authentication key, and
performing an OTP operation on the fifth user authentication key, by the user
terminal, and the third server authentication information may be generated by
performing a conversion using a unidirectional function while the unique key
of the authentication institute and the fourth server authentication key are
taken as elements to generate a fifth server authentication key, and performing
an OTP operation on the fifth server authentication key, by the authentication
server.

[0026] The user authentication method may further include the user
terminal detects a symptom of an attack including hacking while the
authentication procedure of (1) to (4) is performed, and compulsorily stops the
authentication procedure by generating a compulsory stop signal for
compulsorily stopping the authentication procedure and transmitting the
compulsory stop signal to the authentication server when the symptom of an
attack is detected.

[0027] In accordance with another aspect of the inventive concept, there

is provided a user authentication method using a user terminal and an
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authentication server, the user authentication method including (1) if a
procedure for registration of a user is started by a user, performing a primary
conversion using a unidirectional function while a mechanical unique key of
the user terminal is taken as an element and generating a first common
authentication key, and performing a second conversion of encrypting the first
common authentication key and providing the encrypted first common
authentication key to the authentication server, by the user terminal, and
matching the encrypted first common authentication key with user information
to register the encrypted first common authentication key, by the
authentication server, (2) performing a conversion using a unidirectional
function while an embedded unique key of an authentication institute and the
encrypted first common authentication key are taken as elements and
generating a first server authentication key, and performing an OTP operation
on the first server authentication key or a second server authentication key that
is a converted value of the first server authentication key and generating first
server authentication information, by the authentication server, (3) if an
authentication procedure is started by the user for authentication, performing a
primary conversion using a unidirectional function while a mechanical unique
key of the user terminal is taken as an element, generating a second common
authentication key in real time, performing a secondary conversion of
encrypting the second common authentication key and generate an encrypted
second common authentication key, performing a conversion using a
unidirectional function while the unique key of the authentication institute
provided by the authentication server in advance and the encrypted second
common authentication key are taken as elements to generate a first user
authentication key, performing an OTP operation on the first user
authentication key or a second user authentication key that is a converted
value of the first user authentication key and generating first user
authentication information, and (4) performing a user authentication or an

authentication of the authentication server for determining a genuineness of
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the authentication server, based on whether the first server authentication
information and the first user authentication information coincide with each
other.

[0028] A first encryption key for encrypting the first common
authentication key and a second encryption key for encrypting the second
common authentication key may be generated by performing a conversion
using a unidirectional function while a personal password input by the user as
an element or are generated at random.

[0029] The first encryption key and the second encryption key may be
generated by combining the personal password and a mechanical unique key
of the user terminal and performing a conversion using a unidirectional
function, the mechanical unique key of the user terminal being added as an
element.

[0030] When the first common authentication key, the second common
authentication key, the first encryption key, and the second encryption key are
generated, a unique key of a dedicated application installed in the user
terminal may be added as an element.

[0031] The second encryption key may be encrypted by using a third
encryption key generated by combining the personal password and a
mechanical unique key of the user terminal and performing a conversion using
a unidirectional function

[0032] (2) may include performing a conversion using a unidirectional
function while the embedded unique key of the authentication institute and the
encrypted first common authentication key are taken as elements, and
generating the first server authentication key, by the authentication server,
generating a second server authentication key that is extracted from the first
server authentication key through a time extraction value generator by using
time information by a specific reference, by the authentication server, and
performing an OTP operation on the second server authentication key and

generating the first server authentication information, by the authentication
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server, and (3) includes if the encrypted second common authentication key is
generated, performing a conversion using a unidirectional function when the
unique key of the authentication institute provided by the authentication server
in advance and the encrypted second common authentication key are taken as
elements, and generating the first user authentication key, by the user terminal,
generating a second user authentication key that is extracted from the first user
authentication key through a time extraction value generator by using time
information by a specific reference, and performing an OTP operation on the
second user authentication key and generating the first user authentication
information, by the user terminal.

[0033] The user authentication method may further include, between (3)
and (4), or after (4), performing a conversion using a unidirectional function
while a second common authentication key decrypted by using a decryption
key or the unencrypted second common authentication key, and the first server
authentication information transmitted from the authentication server or the
first user authentication information are taken as elements, and generating a
third user authentication key, by the user terminal, performing an OTP
operation on the third user authentication key and generate a second user
authentication information, by the user terminal, the method may further
include transmitting the second user authentication information and the
decryption key to the authentication server, by the user terminal, decrypting
the encrypted first common authentication key to a first common
authentication key by using the decryption key, performing a conversion using
a unidirectional function while the first common authentication key and the
first user authentication information transmitted from the user terminal or the
first server authentication information are taken as elements, to generate a
third server authentication key, by the authentication server, and performing an
OTP operation on the third server authentication key and generating a second
server authentication information, by the authentication server, and the method

may further include, after (4), determining whether the second user
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authentication information and the second server authentication information
coincide with each other and performing a user authentication.

[0034] The user authentication method may further include, between (3)
and (4), or after (4), performing a conversion using a unidirectional function
while a second common authentication key decrypted by using a decryption
key or the unencrypted second common authentication key, and the first server
authentication information transmitted from the authentication server or the
first user authentication information is taken as an element, and generating a
third user authentication key, by the user terminal, generating a fourth user
authentication key that is extracted from the third user authentication key
through a time extraction value generator by using time information by a
specific reference, by the user terminal, and performing an OTP operation on
the fourth user authentication key and generating a second user authentication
information, the method may further include transmitting the second user
authentication information and the decryption key to the authentication server,
by the user terminal, decrypting the encrypted first common authentication
key to a first common authentication key by using the decryption key,
performing a conversion using a unidirectional function while the first user
authentication information transmitted from the user terminal or the first
server authentication information and the first common authentication key are
taken as elements, to generate a third server authentication key, by the
authentication server, and generating a fourth server authentication key that is
extracted from the third server authentication key through a time extraction
value generator by a specific reference by using time information, by the
authentication server, and performing an OTP operation on the fourth server
authentication key and generating a second server authentication information,
the method may further include, after (4), determining whether the second user
authentication information and the second server authentication information
coincide with each other and performing a user authentication.

[0035] (3) may further include measuring a gap time value that is a time
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value that is obtained by measuring a time consumed to input a personal
password for authentication by the user in unit of 1/n (n is a positive real
number) seconds and transmitting the gap time value to the authentication
server, by the user terminal, wherein when the third user authentication key is
generated by the user terminal, the gap time value or a gap time key that is a
number value extracted from the gap time value by a specific reference is
added as an element, and when the authentication server generates the third
server authentication key, the time gap value or the gap time key may be added
as an element.

[0036] (3) may further include measuring a gap time value that is a time
value that is obtained by measuring a time consumed to input a personal
password for authentication by the user in unit of 1/n (n is a positive real
number) seconds and transmitting the gap time value to the authentication
server, by the user terminal, wherein when the third user authentication key or
the fourth user authentication key is generated by the user terminal, the gap
time value or a gap time key that is a number value extracted from the gap
time value by a specific reference is added as an element, and when the
authentication server generates the third server authentication key or the fourth
server authentication key, the time gap value or the gap time key may be added
as an element.

[0037] A verification key for verifying integrity of data may be added to
transmission target data including authentication information or an
authentication key transmitted from the user terminal or the authentication
server and is transmitted, a first OTP operation value, which was obtained by
performing OTP operations on the transmission target data, may be added to
the verification key, and when the user terminal or the authentication server
receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[0038] The authentication server may request an additional manual
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input of the second user authentication information from the user terminal
when a plurality of first server authentication information is transmitted in a
specific time, and may compare the manually input second user authentication
information and the second server authentication information and may
perform a user authentication if the second user authentication information is
transmitted through a manual input.

[0039] The user authentication method may further include requesting a
third user authentication information from the user terminal, by the
authentication server, and if the third user authentication information is
transmitted through the user terminal, determining whether the third user
authentication information and the third server authentication information
coincide with each other and performing a user authentication, by the
authentication server, the third user authentication information may be
generated by performing a conversion using a unidirectional function while
the unique key of the authentication institute and the fourth user authentication
key are taken as elements to generate a fifth user authentication key, and
performing an OTP operation on the fifth user authentication, by the user
terminal, and the third server authentication information may be generated by
performing a conversion using a unidirectional function while the unique key
of the authentication institute and the fourth server authentication key are
taken as elements to generate a fifth server authentication key, and performing
an OTP operation on the fifth server authentication, by the authentication
server.

[0040] The user terminal may detect a symptom of an attack including
hacking while the authentication procedure of (1) to (4) is performed, and
compulsorily stops the authentication procedure by generating a compulsory
stop signal for compulsorily stopping the authentication procedure and
transmitting the compulsory stop signal to the authentication server when the
symptom of an attack is detected.

[0041] Other aspects, advantages, and salient features of the disclosure
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will become apparent to those skilled in the art from the following detailed
description, which, taken in conjunction with the annexed drawings, discloses

various embodiments of the inventive concept.

BRIEF DESCRIPTION OF THE FIGURES

[0042] The above and other objects and features will become apparent from
the following description with reference to the following figures, wherein like
reference numerals refer to like parts throughout the various figures unless otherwise
specified, and wherein:

[0043] FIG. 1 is a brief concept view of an authentication device that is
used in a user authentication method according to an embodiment of the
inventive concept;

[0044] FIG. 2 is a flowchart illustrating a user authentication method
according to a first embodiment of the inventive concept;

[0045] FIG. 3 is a block diagram illustrating a process of generating a
first common authentication key and an encrypted first common authentication
key in FIG. 2;

[0046] FIG. 4 is a block diagram illustrating a process of generating
first server authentication information in FIG. 2;

[0047] FIG. 5 is a block diagram illustrating a process of generating
first user authentication information in FIG. 2;

[0048] FIG. 6 is a flowchart illustrating a user authentication method
according to a second embodiment of the inventive concept;

[0049] FIG. 7 is a block diagram illustrating a process of generating
second user authentication information in FIG. 6;

[0050] FIG. 8 is a block diagram illustrating a process of generating
second server authentication information in FIG. 6;

[0051] FIG. 9 is a block diagram illustrating a process of third server
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authentication information and third user authentication information;

[0052] FIG. 10 1s a block diagram illustrating a process of generating
second user authentication information in a user authentication method
according to a third embodiment of the inventive concept;

[0053] FIG. 11 is a block diagram illustrating a process of generating
second server authentication information in a user authentication method
according to a third embodiment of the inventive concept;

[0054] FIG. 12 is a flowchart illustrating a user authentication method
according to a fourth embodiment of the inventive concept;

[0055] FIG. 13 is a block diagram illustrating a process of generating a
first common authentication key and an encrypted first common authentication
key in FIG. 12; and

[0056] FIG. 14 is a flowchart illustrating a user authentication method

according to a fifth embodiment of the inventive concept.

DETAILED DESCRIPTION
[0057] Hereinafter, preferred embodiments of the inventive concept will

be described in detail with reference to the accompanying drawings without
any intention, except for an intention to provide full understanding of the
inventive concept to those skilled in the art to which the inventive concept
pertains.

[0058] FIG. 1 is a brief concept view of an authentication device 500
that is used in a user authentication method according to an embodiment of the
inventive concept.

[0059] As 1illustrated in FIG. 1, the authentication device 500 for the
user authentication method according to the embodiments of the inventive
concept includes a user terminal 100 and an authentication server 200.

[0060] The user terminal 100 is connected to the authentication server
200 through a wired/wireless internet network, and a dedicated application

program (hereinafter, ‘a dedicated app’) for a user authentication provided by

17



10

15

20

25

30

the authentication server 200 is installed in the user terminal 100. The user
terminal 100 may include a mobile terminal, such as a smartphone, a tablet, or
a PDA, which are well known to those skilled in the art. Further, the user
terminal 100 may include a desktop PC, a notebook, a terminal for a thin
client, a terminal for a zero-client. Here, the terminal for a thin client refers to
a business terminal that is designed to allow a central server connected the
terminal through a network to manage all business while only essential
hardware devices, such as a CPU and a memory, are mounted on the terminal.
The terminal for a zero client refers to a device that functions only as a
terminal that excludes all essential elements such as a memory without
requiring a PC body and accesses only a server such that the server may
process all business.

[0061] According to the inventive concept, the user terminal 100 refers
to all terminals that may perform wired/wireless communication that may be
used by a user, but when it is necessary to particularly classify them, a mobile
terminal including a smartphone, a tablet, and a PDA are referred to as a first
user terminal and a terminal, such as a desktop PC, a notebook, a terminal for
a thin client, or a terminal for a zero-client is referred to as a second user
terminal, in which case the same reference numeral ‘100’ is used for them.
[0062] The authentication server 200 may generally include a server
that is used in an authentication procedure, such as a user authentication, in an
authentication institute, such as a financial institute, and may include other
authentication servers that are well known to those skilled in the art.

[0063] Hereinafter, an authentication number for authentication, a
number such as a password, a unique key, an authentication key, or
authentication information is a combination of letters, special characters,
numbers, and various symbols, and it is clear that the combination does not
mean only a combination of numbers, and may mean an encrypted one or may
mean an unencrypted one. Further, last terms, such as number, key, and

information, are terms that are given for convenience of classification, and

18



10

15

20

25

30

special meanings are not given to the terms.

[0064] Further, Hereinafter, various configurations performed by the
user terminal 100 may be configurations performed by a dedicated app
installed in the user terminal 100. Accordingly, when it is described that a
configuration is performed by the user terminal 100, it may mean that the
configuration is performed by a dedicated app installed in the user terminal
100.

[0065] Further, a term ‘a specific reference’ is used in the inventive
concept, and the term of a specific reference means a certain or predetermined
reference but does not mean the same reference even though the same term is
used in a plural form. Accordingly, when a term of a specific reference is used
in a plural form in the inventive concept, they do not mean the same reference
unless the same reference is particularly explicitly defined.

[0066] Hereinafter, various embodiments of user authentication
methods, in which case a user terminal 100 and an authentication server 200
are basic configurations, according to the inventive concept will be described.
[0067] FIG. 2 is a flowchart illustrating a user authentication method
according to a first embodiment of the inventive concept. FIG. 3 is a block
diagram illustrating a process of generating a first common authentication key
and an encrypted first common authentication key in FIG. 2. FIG. 4 is a block
diagram illustrating a process of generating first server authentication
information. FIG. 5 is a block diagram illustrating a process of generating first
user authentication information.

[0068] As illustrated in FIGS. 2 to 5, the user authentication method
according to the first embodiment of the inventive concept may be started by
downloading and installing a dedicated app by the user so that a user terminal
100 may register a user. The user registration procedure may be performed in
the process of installing the dedicated app, but also may be performed through
a separate user registration process after the dedicated app is installed.

[0069] First, if a user starts a procedure for registration of the user and
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inputs user information and a personal password through the user terminal 100
(S102), the user terminal 100 generates a first common authentication key by
performing a primary conversion using a unidirectional function 110 by using
a mechanical unique key of the user terminal 100 (S104).

[0070] Here, the first common authentication key may be generated
through a primary conversion using the unidirectional function 110 through an
operation key generated by a specific reference while a mechanical unique key
of the user terminal 100 is taken as an exclusive element, but another element
may be added to the mechanical unique key of the user terminal 100.

[0071] In the first embodiment of the inventive concept, the personal
password input by the user may be added as an element for generating the first
common authentication key.

[0072] Here, the mechanical unique key of the user terminal 100, for
example, may include a serial number or a USIM number, and also may
include various unique numbers or phone numbers that are given to classify
user terminals.

[0073] The unidirectional function 110 is a function of mapping and
converting data of an arbitrary length to data of a fixed length, and may refer
to all functions known as being able to make it impossible to perform an
inverse transformation, that is, to restore original data. The unidirectional
function 110 may include all unidirectional functions, including a cryptologic
hash function, such MD5, SHA, SHA2, or scrypt and a no-cryptologic hash
function such as CRC32 or CHECHSUM, which are known to those skilled in
the art, and the first common authentication key may be generated by using
any one unidirectional function selected from the unidirectional functions.
[0074] As illustrated in FIG. 3, the first common authentication key
may be generated by performing a calculation through a operation key
generated by a specific reference while the personal password and the unique
key of the user terminal 100 are taken as elements and primarily converting

the calculated value. The first common authentication key may further include
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a unique key (e.g. a device token, a bundle ID, a package name, or an app ID)
of the dedicated app.

[0075] Thereafter, the first common authentication key is converted to
an encrypted first common authentication key through a secondary conversion
of encrypting the first common authentication key through an encryption unit
120 (S106).

[0076] Here, the encryption may be made by using a symmetrical
scheme in which an encryption key for encryption and a decryption key for
decryption, and an encryption scheme, which is selected from Twofish,
Serpent, AES, Blowfish, CASTS5, RC4, 3DES, IDEA, RC6, and DES, may be
used. In addition, an encryption scheme, which is well known to those skilled
in the art, may be applied.

[0077] The user terminal 100 may transmit the encrypted first common
encryption key to the authentication server 200, together with the user
information (S108).

[0078] The authentication server 200 matches the encrypted first
common encryption key, which has been transmitted from the user terminal
100, with the user information and the encrypted first common authentication
key is registered and stored in the authentication server 200 together with the
user information (S202). Accordingly, a user registration procedure 1is
performed. If the user registration procedure is performed, the user terminal
100 may delete the encrypted first common authentication key.

[0079] According to the related art, an authentication server stores a
personal password if a user registration is performed, but in the first
embodiment of the inventive concept, neither the authentication server 200 nor
the user terminal 100 stores a password and the authentication server 200
stores only the encrypted first common authentication key.

[0080] Accordingly, when the user forgets his or her personal password
or the personal password is leaked, an encrypted first common authentication

key including a new password may be transmitted to and registered in the
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authentication server 200 through a new registration procedure and
accordingly, security may be enhanced.

[0081] Further, leakage of personal information may be prevented
through a primary conversion using a unidirectional function, a user
authentication or an authentication of an authentication server may be made in
an open network environment through a secondary conversion of encryption.
[0082] Thereafter, the authentication server 200 may generate first
server authentication information by combining an embedded unique key of an
authentication institute and the encrypted first common authentication key
(S204).

[0083] As illustrated in FIG. 4, the first server authentication
information may be generated through two schemes.

[0084] As 1illustrated in FIG. 4A, according to one scheme, the
authentication server 200 generates a first server authentication key through a
conversion by using the unidirectional function 210 while the embedded
unique key of the authentication institute and the encrypted first common
authentication key are taken as elements, and may generate first server
authentication information that is synchronized to a time value, by performing
an OTP operation on the first server authentication key. Here, the first server
authentication key may be generated by performing a conversion using the
unidirectional function 210 on the encrypted first common authentication key
while the unique key of the authentication institute is taken as an operation
key. Further, the first server authentication information may be generated
through an OTP operation using an OTP generator 230.

[0085] As illustrated in FIG. 4B, according to another scheme, the
authentication server 200 generates a first server authentication key through a
conversion by using the unidirectional function 210 while the embedded
unique key of the authentication institute and the encrypted first common
authentication key are taken as elements, and may generate a second sever

authentication key that is extracted from the first server authentication key by
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a specific reference by using time information.

[0086] The second server authentication key may be extracted through a
separate time extraction value generator 220 to be generated, and the second
server authentication key may mean an arbitrary synchronous value generated
by the first server authentication key. The operation principle of the time
extraction value generator 220 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 220 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 220 includes an OTP
generator that performs a general OTP operation.

[0087] Thereafter, the authentication server 200 may generates the first
server authentication information by performing an OTP operation through the
OTP generator 230 on the second server authentication key.

[0088] The first server authentication information may be independently
generated regardless of other procedures after the registration of the user. That
is, it is satisfactory as long as the first server authentication information is
generated from the registration of the user to a time point when the first user
authentication information, which will be described below, 1s generated.
[0089] Further, even when the first server authentication information is
transmitted to the user terminal 100, it may be transmitted immediately after it
is generated but also may be transmitted at a necessary time point. Further, it
may be transmitted in response to a request of the user terminal 100.

[0090] Thereafter, if an authentication procedure is started by the user
and the personal password is input for authentication of the user by the user
terminal 100 (S110), the user terminal 100 generates a second common
authentication key by performing a primary conversion using the
unidirectional function 110, by using a mechanical unique key of the user
terminal 100 (S112).

[0091] Here, the second common authentication key may be generated
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through a primary conversion using the unidirectional function 110 through a
calculation key generated by a specific reference while a mechanical unique
key of the user terminal 100 is taken as an exclusive element, but another
element may be added to the mechanical unique key of the user terminal 100.
[0092] In the first embodiment of the inventive concept, similarly to the
scheme of generating the first common authentication key, the personal
password input by the user may be added as an element for generating the
second common authentication key.

[0093] That is, the second common authentication key is generated by
combining the personal password and the mechanical unique key of the user
terminal 100 and performing a primary conversion using the unidirectional
function 110 (S112).

[0094] The unidirectional function 110 may be the same function as the
unidirectional function that has generated the first common authentication key,
and may be applied in the same manner.

[0095] Similarly to the scheme of generating the first common
authentication key, the second common authentication key may be generated
by performing a calculation through a calculation key generated by a specific
reference while the personal password and the unique key of the user terminal
100 are taken as elements and primarily converting the calculated value.
[0096] The second common authentication key may further include a
unique key (e.g. a device token, a bundle ID, a package name, or an app ID) of
the dedicated app. This scheme may be possible in response to a case in which
the unique key of the dedicated app is included in the first common
authentication key as an element.

[0097] Thereafter, similarly to the case of the first common
authentication key, the second common authentication key is converted to an
encrypted second common authentication key through a secondary conversion
of encrypting the second common authentication key through the encryption

unit 120 (S114). The encryption scheme may be applied in the same manner as
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that of the first common authentication key.

[0098] Thereafter, the wuser terminal 100 generates first user
authentication information by using the encrypted second common
authentication key (S116). The generation of the first server authentication
information corresponding to the first user authentication information has been
described already.

[0099] As illustrated in FIG. 35, the first user authentication information
may be generated through two schemes.

[00100] As illustrated in FIG. 5A, according to one scheme, the
authentication server 200 generates a first user authentication key through a
conversion by using the unidirectional function 110 while a unique key of the
authentication institute, which has been provided already, and the encrypted
second common authentication key are taken as elements, and may generate
first user authentication information that is synchronized to a time value, by
performing an OTP operation on the first user authentication key. The unique
key of the authentication institute may be embedded when the dedicated app is
installed, or may be provided through an update before initiation of an
authentication procedure.

[00101] Here, the first user authentication key may be generated by
performing a conversion using the unidirectional function 110 on the
encrypted second common authentication key while the unique key of the
authentication institute is taken as an operation key. Further, the first user
authentication information may be generated through an OTP operation using
an OTP generator 130.

[00102] As illustrated in FIG. 5B, according to another scheme, the
authentication server 200 generates a first user authentication key through a
conversion by using the unidirectional function 110 while a unique key of the
authentication institute, which has been provided already to the authentication
server 200, and the encrypted second common authentication key are taken as

elements, and may generate a second user authentication key that is extracted
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from the first user authentication key by a specific reference by using time
information. The unique key of the authentication institute may be embedded
when the dedicated app is installed, or may be provided through an update
before initiation of an authentication procedure.

[00103] The second user authentication key may be extracted through a
separate time extraction value generator 120 to be generated, and the second
user authentication key may mean an arbitrary synchronous value generated
by the first user authentication key. The operation principle of the time
extraction value generator 120 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 120 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 120 includes an OTP
generator that performs a general OTP operation.

[00104] Thereafter, the user terminal 100 may generate the first user
authentication information by performing an OTP operation through the OTP
generator 130, on the second user authentication key.

[00105] Here, the scheme of generating the first user authentication
information should be identical with the scheme of generating the first server
authentication information. If the first server authentication information is
generated through the scheme described through FIG. 4A, the first user
authentication information also has to be generated in the scheme described
through FIG. 5A. Further, the unidirectional functions or the OTP operations
thereof have to correspond to each other. Further, if the first server
authentication information is generated through the scheme described through
FIG. 4B, the first user authentication information also has to be generated in
the scheme described through FIG. 5B. Further, the unidirectional functions,
the OTP operations, the time value extractions, and the like have to correspond
to each other in the same scheme.

[00106] Thereafter, if the first user authentication information is
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transmitted to the authentication server 200 through the user terminal 100
(S118), the authentication server 200 performs a user authentication based on
coincidence of the authentication information, that is, whether the first user
authentication information and the first server authentication information
coincide with each other (S208). The first user authentication information may
be manually input and then be transmitted from the user, may be automatically
transmitted, and may be automatically transmitted from a transmission
instruction of the user.

[00107] Here, the user terminal 100 may include one or a plurality of
user terminals that are connected to the authentication server 200. For
example, a registration procedure of, for example, an encrypted first common
authentication key, may be progressed by the first user terminal 100 and an
authentication procedure may be progressed by the second user terminal 100,
and an opposite case may be possible. Further, even in the authentication
procedure, the first user authentication information may be generated by the
first user terminal 100, and may be input or transmitted from the second user
terminal 100. In addition, a plurality of user terminals 100 may be used in
various procedures.

[00108] Further, the user may compare the first user authentication
information and the first server authentication information through the user
terminal 100 to identify the genuineness of the authentication server 200, the
genuineness of an accessed webpage connected with the authentication server
200, or the genuineness of a service provider or an authentication institute that
provides an authentication service. According to the related art, it is true that
an accessed webpage of an authentication institute is forfeited so that the users
are often confused, but there is no suitable measure. According to the
inventive concept, it is possible for a user to identify the genuineness of an
authentication institute (or a server provider) to solve the problem.

[00109] To achieve this, when the first server authentication information

is generated, the authentication server 200 allows the first server
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authentication information to be displayed through the accessed webpage or to
be transmitted to the user terminal 100 (S206). If the first server authentication
information is displayed or transmitted, an authentication server 200 may be
authenticated by allowing the user terminal 100 to compare the first server
authentication information and the first user authentication information to
determine whether the authentication server 200 is a genuine server or the
accessed webpage is genuine (S120). That is, it may be identified whether the
authentication server 200 is genuine, whether the accessed webpage connected
with the authentication server 200, or whether the service provider or the
authentication institute that provides an authentication server is genuine.
[00110] Here, when the first server authentication information is
transmitted to the user terminal 100 in advance before the encrypted second
common authentication key is generated, the authentication server 200 is
authenticated by using the first server authentication information that has been
transmitted in advance without the first server authentication information is
retransmitted or separately transmitted.

[00111] In the first embodiment of the inventive concept, if the first
server authentication information and the first user authentication information
are compared by the user terminal 100, the authentication institute or the
authentication server 200 may be authenticated, by identifying whether the
first server authentication information and the first user authentication
information coincide with each other, by determining whether the
authentication institute or the authentication server 200 is genuine, and if the
first server authentication information and the first user authentication
information are compared by the authentication server 200, the user may be
authenticated through the identification of the first server authentication
information and the first user authentication information.

[00112] Here, the authentication procedures (S206 and S120) of the
authentication server 200 and the user authentication procedures (S118 and

S208) may be performed at the same time, and if the authentication is
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performed after the authentication procedure of the authentication server is
performed first, the user authentication procedure is performed, and any one of
the authentication procedure of the authentication server and the user
authentication procedure may be selectively performed.

[00113] In the first embodiment of the inventive concept, all data that is
transmitted between the user terminal 100 and the authentication server 200
may be encrypted in a public key scheme and be transmitted.

[00114] In the first embodiment of the inventive concept, when not the
authentication server but the user 1s authenticated, if several user terminals 100
or the user authentication is performed by using a mobile terminal, a desktop
PC, a table, and the like are used at the same time, a plurality of first user
authentication information may be transmitted to the authentication server 200
in a specific time by an abnormality or an error even in the case of hacking.
[00115] In this case, for a robust authentication, even when the first user
authentication information is transmitted, the authentication server 200 may
request retransmission of the first user authentication information from the
user terminal 100 and may request the retransmission of the first user
authentication information not automatically but through a manual input.
Then, the first user authentication information has to be displayed on a screen
of the user terminal 100 such that the user may perform a manual input. Here,
it may be requested to perform the manual input continuously two times. If the
first user authentication information is transmitted through a manual input, the
authentication server 200 may compare the first user authentication
information transmitted through the manual input and the server authentication
information to perform a user authentication.

[00116] Meanwhile, when a symptom of an attack, such as hacking,
occurs in an authentication process, for example, a loading time is
significantly slower than in normal time, that is, when a symptom of an attack,
such as hacking, which is well known to those skilled in the art, including the

case when promised values displayed on the screen of the desktop PC and the
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mobile terminal are different after a user logs in the desktop PC, the user
terminal 100 may automatically or manually transmit a compulsory stop
signal, by which an authentication procedure may be compulsorily stopped, to
the authentication server 200. If the compulsory stop signal is transmitted to
the authentication server 200, the user terminal 100 and the authentication
server 200 stop the authentication procedure and wait until a new
authentication procedure is started.

[00117] As another example, when the symptom of an attack is detected,
the authentication server 200 may determine presence of an attack, may
transmit a signal to ask about whether the authentication procedure is to be
stopped, and may determine whether the authentication procedure is to be
stopped, in response to a response signal of the user terminal 100.

[00118] Further, a verification key for verifying integrity of data may be
added to all transmission target data including authentication information and
authentication keys, which are transmitted between the user terminal 100 and
the authentication server 200. That is, the verification key may be added to the
transmission target data to be transmitted. The verification key may include a
first OTP operation value, which was obtained by performing OTP operations
on the transmission target data.

[00119] Further, when the user terminal 100 or the authentication server
200 receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[00120] For example, when the user terminal 100 transmits the first user
authentication information to the authentication server 200, a first OTP
operation value, which was obtained by performing an OTP operation on the
first user authentication information, may be added to the first user
authentication information as a verification key and may be transmitted. In this
case, when the authentication server 200 receives the first user authentication

information, the integrity of the first user authentication information may be
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verified by comparing a second OTP operation value, which was obtained by
performing an OTP operation on the first user authentication information,
from which the verification key was separated, and the verification key.

[00121] In the first embodiment of the inventive concept, when the
authentication server 200 is authenticated by comparing the first user
authentication information and the first server authentication information by
the user terminal 100, an additional user authentication procedure is necessary.
Further, when the authentication server 200 performs a user authentication by
comparing the first user authentication information and the first server
authentication information, an additional user authentication may be necessary
to secure an additional reliability. To achieve this, a second embodiment of the

inventive concept, which will be described below, is necessary.

[00122] Hereinafter, the second embodiment of the inventive concept
will be described.
[00123] FIG. 6 is a flowchart illustrating a user authentication method

according to a second embodiment of the inventive concept.

[00124] FIG. 7 is a block diagram illustrating a process of generating
second user authentication information in FIG. 6. FIG. 8 1s a block diagram
illustrating a process of generating second server authentication information.
[00125] As illustrated in FIGS. 6 to 8, the user authentication method
according to the second embodiment of the inventive concept includes all of
the authentication procedures described in the first embodiment of the
inventive concept, and may include a process, which is added while the user
authentication (S208) and the authentication (S120) of the authentication
server are performed through the first user authentication information and the
first server authentication information. Accordingly, because the process of
performing the user authentication (S208) and the authentication (S120) of the
authentication server through the first user authentication information and the
first server authentication information have been described in the first

embodiment of the inventive concept, a detailed description thereof will be

31



10

15

20

25

30

omitted.

[00126] Before the user authentication (S208) and the authentication
(S120) of the authentication server are performed after the first server
authentication information and the first user authentication information are
generated, or after the user authentication (S208) and the authentication
(S120) of the authentication server are performed through the first server
authentication information and the first user authentication information, the
user terminal 100 generates second user authentication information by using
the first user authentication information or the first server authentication
information and the second common authentication key (S122).

[00127] The elements for generating the second user authentication
information generally include the first user authentication information and the
second common authentication key, but may include the first server
authentication information when the authentication server 200 transmits the
first server authentication information. This may be possible with a premise
that the first server authentication information and the first user authentication
information have the same value. Hereinafter, a case of generating the second
user authentication information by using the first user authentication
information will be described.

[00128] Further, the second common authentication key may mean a
second common authentication key that is obtained by decrypting the
encrypted second common authentication key by using a decryption key, or a
second common authentication key that is not encrypted. In the following,
when there is no separate modifier in a second common authentication key, the
second common authentication key may mean a decrypted second common
authentication key or an unencrypted second common authentication key.
[00129] As illustrated in FIG. 7, the second user authentication
information may be generated through two schemes.

[00130] As illustrated in FIG. 7A, according to one scheme, a third user

authentication key may be generated through a conversion by using the
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unidirectional function 110 while the second common authentication key and
the first user authentication information are taken as elements, and the second
user authentication information that is synchronized to a time value may be
generated by performing an OTP operation on the third user authentication
key.

[00131] Here, the third user authentication key may be generated by
performing a conversion using the unidirectional function 110 on the first user
authentication information while the second common authentication key is
taken as an operation key. Further, the second user authentication information
may be generated through an OTP operation using an OTP generator 130.
[00132] According to another scheme, as illustrated in FIG. 7B, a third
user authentication key is generated through a conversion using the
unidirectional function 110 while the second common authentication key and
the first user authentication information are taken as elements, and a fourth
user authentication key that is extracted from the third user authentication key
with a specific reference by using time information is generated.

[00133] The fourth user authentication key may be extracted through a
separate time extraction value generator 120 to be generated, and the fourth
user authentication key may mean an arbitrary synchronous value generated
by the third user authentication key. The operation principle of the time
extraction value generator 120 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 120 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 120 includes an OTP
generator that performs a general OTP operation.

[00134] Thereafter, the user terminal 100 may generate the second user
authentication information, which has been synchronized to a time value, by
performing an OTP operation through the OTP generator 130, on the fourth

user authentication key.
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[00135] If the second user authentication information is generated, the
user terminal 100 provides the second user authentication information and the
decryption key for decrypting the encrypted first common authentication key
to the authentication server 200 (S124).

[00136] The authentication server 200 decrypts the encrypted first
common authentication key to a first common authentication key by using the
decryption key provided by the user terminal 100. In the following, the term of
a first common authentication key that has no separate modifier may mean a
first common authentication key.

[00137] Further, second server authentication information is generated by
using the first common authentication key and the first server authentication
information. Here, when the first user authentication information 1is
transmitted from the user terminal 100, the first user authentication
information i1s used instead of the first server authentication information,
which is the same as in the case of generating the second user authentication
information.

[00138] As illustrated in FIG. 8, the second server authentication
information may be generated through two schemes.

[00139] As illustrated in FIG. 8A, according to one scheme, the
authentication server 200 generates a third server authentication key through a
conversion by using the unidirectional function 210 while the first server
authentication information and the first common authentication key are taken
as elements, and may generate a second sever authentication information that
is synchronized to a time value, by performing an OTP operation on the third
server authentication key. Here, the third server authentication key may be
generated by performing a conversion using the unidirectional function 210 on
the first server authentication information while the first common
authentication key is taken as an operation key. Further, the second server
authentication information may be generated through an OTP operation on the

third server authentication key by using an OTP generator 230.
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[00140] As illustrated in FIG. 8B, according to another scheme, the
authentication server 200 generates a third server authentication key through a
conversion by using the unidirectional function 210 while the first server
authentication information and the first common authentication key are taken
as elements, and may generate a fourth sever authentication key that is
extracted from the third server authentication key by a specific reference by
using time information.

[00141] The fourth server authentication key may be extracted through a
separate time extraction value generator 220 to be generated, and the fourth
server authentication key may mean an arbitrary synchronous value generated
by the third server authentication key. The operation principle of the time
extraction value generator 220 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 220 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 220 includes an OTP
generator that performs a general OTP operation.

[00142] Thereafter, the authentication server 200 may generates the
second server authentication information by performing an OTP operation
through the OTP generator 230 on the fourth server authentication key.
[00143] Here, the scheme of generating the second user authentication
information should be identical with the scheme of generating the second
server authentication information. If the second server authentication
information is generated through the scheme described through FIG. 8A, the
second user authentication information also has to be generated in the scheme
described through FIG. 7A. Further, the unidirectional functions or the OTP
operations thereof have to correspond to each other. Further, if the second
server authentication information is generated through the scheme described
through FIG. 8B, the second user authentication information also has to be

generated in the scheme described through FIG. 7B. Further, the unidirectional
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functions, the OTP operations, the time value extractions, and the like have to
correspond to each other in the same scheme.

[00144] Thereafter, the authentication server 200 performs a user
authentication, based on coincidence of the authentication information, that is,
whether the second user authentication information and the second server
authentication information coincide with each other (S212). The second user
authentication information may be manually input and then be transmitted
from the user, may be automatically transmitted, and may be automatically
transmitted from a transmission instruction of the user.

[00145] Here, the user terminal 100 may include one or a plurality of
user terminals that are connected to the authentication server 200. For
example, a registration procedure of, for example, a first common
authentication key, may be progressed by the first user terminal 100 and an
authentication procedure may be progressed by the second user terminal 100,
and an opposite case may be possible. Further, even in the authentication
procedure, the first user authentication information or the second user
authentication information may be generated by the first user terminal 100,
and may be input or transmitted from the second user terminal 100. In
addition, a plurality of user terminals 100 may be used in various procedures.
[00146] In the second embodiment of the inventive concept, all data that
is transmitted between the user terminal 100 and the authentication server 200
may be encrypted in a public key scheme and be transmitted.

[00147] In the second embodiment of the inventive concept, when the
user is authenticated, if several user terminals 100 or the user authentication is
performed by using a mobile terminal, a desktop PC, a table, and the like are
used at the same time, a plurality of first user authentication information or
first server authentication information may be transmitted in a specific time by
an abnormality or an error even.

[00148] In particular, an authentication server is authenticated by

transmitting the first server authentication information to the user terminal 100
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and a user is authenticated by transmitting the second user authentication
information to the authentication server 200, a plurality of first server
authentication information may be transmitted from the authentication server
200 to different user terminals 100 or the same user terminal 100 for a specific
period of time (e.g., 30 seconds, 60 seconds, or the like).

[00149] In this case, for a robust authentication, even after the second
user authentication information is transmitted, the authentication server 200
may request retransmission of the second user authentication information from
the user terminal 100 and may request the retransmission of the first user
authentication information not automatically but through a manual input.
Then, the second user authentication information has to be displayed on a
screen of the user terminal. If the second user authentication information is
transmitted through a manual input in the user terminal 100, the authentication
server 200 may compare the manually input second user authentication
information and the second server authentication information to additionally
perform a user authentication.

[00150] In order to increase the security of an authentication, an
additional authentication through comparison of third user authentication
information and third server authentication information may be made after an
additional authentication through retransmission of the second user
authentication information or in place of an additional authentication through
retransmission of the second user authentication information. The will be
described with reference to FIG. 9.

[00151] FIG. 9 is a block diagram illustrating a process of third server
authentication information and third user authentication information.

[00152] The authentication server 200 requests the third user
authentication information from the user terminal 100 after an additional
authentication through retransmission of the second user authentication
information or in place of an additional authentication through retransmission

of the second user authentication information.
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[00153] In this case, as illustrated in FIG. 9A, the user terminal 100 may
perform a conversion using a unidirectional function 110 while a fourth user
authentication key that is an element for generating the second user
authentication information and the unique key of the authentication institute
are taken as elements to generate a fifth user authentication key, and perform
an OTP operation on the fifth user authentication key to generate the third user
authentication information.

[00154] Then, the authentication server 200 generates third server
authentication information corresponding to the third user authentication
information.

[00155] As illustrated in FIG. 9B, the user terminal 200 may perform a
conversion using a unidirectional function 210 while a fourth server
authentication key that is an element for generating the second server
authentication information and the unique key of the authentication institute
are taken as elements to generate a fifth server authentication key, and perform
an OTP operation on the fifth server authentication key to generate the third
server authentication information.

[00156] Thereafter, if the third user authentication information is
transmitted to the authentication server 200, the authentication server 200 may
determine whether the third user authentication information and the third
server authentication information coincide with each other to perform an
additional user authentication.

[00157] Further, when a symptom of an attack, such as hacking, occurs
in an authentication process, for example, a loading time is significantly
slower than in normal time, that is, when a symptom of an attack, such as
hacking, which is well known to those skilled in the art, including the case
when promised values displayed on the screen of the desktop PC and the
mobile terminal are different after a user logs in the desktop PC, the user
terminal 100 may automatically or manually transmit a compulsory stop

signal, by which an authentication procedure may be compulsorily stopped, to
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the authentication server 200. If the compulsory stop signal is transmitted to
the authentication server 200, the user terminal 100 and the authentication
server 200 stop the authentication procedure and wait until a new
authentication procedure is started.

[00158] As another example, when the symptom of an attack is detected,
the authentication server 200 may determine presence of an attack, may
transmit a signal to ask about whether the authentication procedure is to be
stopped, may determine whether the authentication procedure is to be stopped,
in response to a response signal of the user terminal 100.

[00159] Meanwhile, a verification key for verifying integrity of data may
be added to all transmission target data including authentication information
and authentication keys, which are transmitted between the user terminal 100
and the authentication server 200. That is, the verification key may be added to
the transmission target data to be transmitted. The verification key may
include a first OTP operation value, which was obtained by performing OTP
operations on the transmission target data.

[00160] Further, when the user terminal 100 or the authentication server
200 receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[00161] For example, when the user terminal 100 transmits the first user
authentication information or the second user authentication information to the
authentication server 200, a first OTP operation value, which was obtained by
performing a first OTP operation on the first user authentication information
or the second user authentication information, may be added to the second
user authentication information and may be transitted. In this case, when the
authentication server 200 receives the first user authentication information or
the second user authentication information, the integrity of the first user
authentication information or the second user authentication information may

be verified by comparing a second OTP operation value, which was obtained
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by performing an OTP operation on the first user authentication information or
the second user authentication information, from which the verification key
was separated, and the verification key.

[00162] The second embodiment of the inventive concept has an
enhanced security and an enhanced integrity. Here, an element may be added
to enhance the security of the authentication procedure. Hereinafter, the third
embodiment of the inventive concept will be described.

[00163] FIG. 10 is a block diagram illustrating a process of generating
second user authentication information in a user authentication method
according to a third embodiment of the inventive concept. FIG. 11 is a block
diagram illustrating a process of generating second server authentication
information in a user authentication method according to a third embodiment
of the inventive concept.

[00164] As illustrated in FIGS. 10 and 11, the third embodiment of the
inventive concept has the same configuration as that of the second
embodiment of the inventive concept except that a gap time value or a gap
time key is added as an element when the second user authentication
information and the second server authentication information are generated.
[00165] The gap time value may be obtained through the procedure
(S110) of inputting a personal password for an authentication by the user, of
the procedures described through the first embodiment and the second
embodiment of the inventive concept. In detail, if the user inputs a personal
password for an authentication, the user terminal 100 may measure a time
period that is consumed to input a personal password by the user in unit of 1/n
(n 1s a positive real number) seconds, and then the measured time value may
be defined as a gap time value.

[00166] Here, 1/n seconds may mean a time unit in a range that may be
divided in hardware or software scheme of the user terminal 100. For example,
the personal password is input from the first digit value to the last digit value,

and 10 seconds may be expressed in unit of second, but 1/1000 seconds may
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be obtained by 10436 or the like. Further, when the value is measured in unit
of 1/1000000 seconds or 1/1000000000, a measurement value including many
numbers may be obtained.

[00167] Here, when a time zone from a time point when an input window
for inputting the personal password on a screen to a time point when the first
digit value of the personal password is input is defined as a first time zone and
a time zone from a time point when the last digit value of the personal
password is input to a time point when a signal of an input key (or an enter
key) that reports completion of an input of the personal password is input is
defined as a second time zone, the gap time value may be a time measurement
value from any one time point of the first time zone to any one time point of
the second time zone.

[00168] The gap time key may mean a number value that is extracted
from the gap time value by a specific reference.

[00169] When the gap time value is measured, the user terminal 100
transmits the gap time value and/or the gap time key to the authentication
server 200. If the gap time value and/or the gap time key is transmitted from
the user terminal 100, the authentication server 200 matches the gap time
value and/or the gap time key with the user information or the like and stores
and registers the matching result.

[00170] In the third embodiment of the inventive concept, as illustrated
in FIG. 10, the second user authentication information may be generated
through two schemes.

[00171] As illustrated in FIG. 10A, according to one scheme, a third user
authentication key may be generated through a conversion by using the
unidirectional function 110 while the second common authentication key, the
first user authentication information, and the gap time value or the gap time
key are taken as elements, and the second user authentication information that
is synchronized to a time value may be generated by performing an OTP

operation on the third user authentication key.
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[00172] Here, the third user authentication key may be generated by
performing a conversion using the unidirectional function 110 on the first user
authentication information that is obtained by combining the gap time value or
the gap time key and the first user authentication information while the second
common authentication key is taken as an operation key. Further, the second
user authentication information may be generated through an OTP operation
on the third user authentication key by using an OTP generator 130.

[00173] According to another scheme, as illustrated in FIG. 10B, a third
user authentication key may be generated through a conversion using the
unidirectional function 110 while the second common authentication key, the
first user authentication information, and the gap time value or the gap time
key are taken as elements, and a fourth user authentication key that is
extracted from the third user authentication key with a specific reference by
using time information may be generated.

[00174] The fourth user authentication key may be extracted through a
separate time extraction value generator 120 to be generated, and the fourth
user authentication key may mean an arbitrary synchronous value generated
by the third user authentication key. The operation principle of the time
extraction value generator 120 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 120 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 120 includes an OTP
generator that performs a general OTP operation.

[00175] Thereafter, the user terminal 100 may generate the second user
authentication information, which has been synchronized to a time value, by
performing an OTP operation through the OTP generator 130, on the fourth
user authentication key.

[00176] As illustrated in FIG. 11, the second server authentication

information may be generated through two schemes.
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[00177] As illustrated in FIG. 11A, according to one scheme, the
authentication server 200 generates a third server authentication key through a
conversion by using the unidirectional function 210 while the time gap value
or the gap time key, the first server authentication information, and the first
common authentication key are taken as elements, and may generate a second
sever authentication information that is synchronized to a time value, by
performing an OTP operation on the third server authentication key. Here, the
third server authentication key may be generated by performing a conversion
using the unidirectional function 210 on the first server authentication
information that is obtained by combining the gap time value or the gap time
key and the first server authentication information while the first common
authentication key is taken as an operation key. Further, the second server
authentication information may be generated through an OTP operation on the
third server authentication key by using an OTP generator 230.

[00178] As illustrated in FIG. 11B, according to another scheme, the
authentication server 200 may generate a third server authentication key
through a conversion by using the unidirectional function 210 while the gap
time value or the gap time key, the first server authentication information, and
the first common authentication key are taken as elements, and may generate a
fourth sever authentication key that is extracted from the third server
authentication key by a specific reference by using time information.

[00179] The fourth server authentication key may be extracted through a
separate time extraction value generator 220 to be generated, and the fourth
server authentication key may mean an arbitrary synchronous value generated
by the third server authentication key. The operation principle of the time
extraction value generator 220 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 220 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be

understood that the time extraction value generator 220 includes an OTP
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generator that performs a general OTP operation.

[00180] Thereafter, the authentication server 200 may generates the
second server authentication information by performing an OTP operation
through the OTP generator 230 on the fourth server authentication key.
[00181] Here, the scheme of generating the second user authentication
information should be identical with the scheme of generating the second
server authentication information. If the second server authentication
information is generated through the scheme described through FIG. 11A, the
second user authentication information also has to be generated in the scheme
described through FIG. 10A. Further, the unidirectional functions or the OTP
operations thereof have to correspond to each other. Further, if the second
server authentication information is generated through the scheme described
through FIG. 11B, the second user authentication information also has to be
generated in the scheme described through FIG. 10B. Further, the
unidirectional functions, the OTP operations, the time value extractions, and
the like have to correspond to each other in the same scheme.

[00182] In the first to third embodiments of the inventive concept,
because the personal password input through the user terminal 100 is
transmitted to the authentication server 200 after a primary conversion using a
unidirectional function and a secondary conversion using encryption are
performed on the personal password, security may be improved.

[00183] FIG. 12 is a flowchart illustrating a user authentication method
according to a fourth embodiment of the inventive concept. FIG. 13 is a block
diagram illustrating a process of generating a first common authentication key
and an encrypted first common authentication key in FIG. 12.

[00184] As illustrated in FIGS. 12 to 13, the user authentication method
according to the fourth embodiment of the inventive concept may be started by
downloading and installing a dedicated app by the user so that a user terminal
100 may register a user. The user registration procedure may be performed in

the process of installing the dedicated app, but also may be performed through
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a separate user registration process after the dedicated app is installed.

[00185] First, if a procedure for registration of a user is started by the
user and the user inputs user information and personal password through the
user terminal 100 (S102), the user terminal 100 generates a first common
authentication key and a first encryption key for encryption of the first
common authentication key (S103). The first encryption key for encryption of
the first common authentication key may be generated at random by a specific
reference, and also may be generated through a separately selected element.
[00186] In the fourth embodiment of the inventive concept, it will be
described that the first encryption key is generated while the personal
password input by the user is taken as an element.

[00187] The first encryption key may be generated by performing a
conversion using a unidirectional function while the personal password input
by the user is taken as an element. A value generated by a specific reference
may be used as the operation key of the unidirectional function.

[00188] The unidirectional function is a function of mapping and
converting data of an arbitrary length to data of a fixed length, and may refer
to all functions known as being able to make it impossible to perform an
inverse transformation, that is, to restore original data. The unidirectional
function may include all unidirectional functions, including a cryptologic hash
function, such MDS5, SHA, SHA2, or scrypt and a no-cryptologic hash
function such as CRC32 or CHECHSUM, which are known to those skilled in
the art, and the first encryption key may be generated by using any one
unidirectional function selected from the unidirectional functions.

[00189] In addition to the personal password, the mechanical unique key
of the user terminal may be added as an element for generating the first
encryption key, and here a unique key (e.g., Device Token, Bundle ID,
Package Name, or App ID) may be included as an element. Further, another
element may be added.

[00190] Here, the mechanical unique key of the user terminal 100, for
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example, may include a serial number or a USIM number, and also may
include various unique numbers or phone numbers that are given to classify
user terminals.

[00191] As illustrated in FIG. 13, before and after the generation of the
first encryption key, or at the same time when the first encryption key is
generated, a primary conversion using the unidirectional function 110 is
performed by using the mechanical unique key of the user terminal 100 to
generate a first common authentication key (S103). A value generated by a
specific reference may be used as the operation key of the unidirectional
function 110.

[00192] The first common authentication key may be generated through
a primary conversion using the unidirectional function 110 while the
mechanical unique key of the user terminal 100 is taken as a single element.
Another element may be added to the first common authentication key. For
example, a unique key (e.g. a device token, a bundle ID, a package name, or
an app ID) of the dedicated app may be further included as an element.
Further, another element, of which the uniqueness is admitted, may be added.
[00193] In the first to third embodiments of the inventive concept, the
personal password input by the user is an element for generating the first
common authentication key, but in the fourth embodiment of the inventive
concept, the personal password is an element for generating the first
encryption key, and is not used as an element of the first common
authentication key.

[00194] This scheme is to enhance security on an open network while
blocking any attempt to leak personal information.

[00195] Thereafter, the first common authentication key is converted to
an encrypted first common authentication key through a secondary conversion
of encrypting the first common authentication key through an encryption unit
120 (S106).

[00196] Here, the encryption may be made by using a symmetrical
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scheme in which an encryption key for encryption and a decryption key for
decryption, and an encryption scheme, which is selected from Twofish,
Serpent, AES, Blowfish, CASTS5, RC4, 3DES, IDEA, RC6, and DES, may be
used. In addition, an encryption scheme, which is well known to those skilled
in the art, may be applied.

[00197] The user terminal 100 may transmit the encrypted first common
encryption key to the authentication server 200, together with the user
information (S108).

[00198] The authentication server 200 matches the encrypted first
common encryption key, which has been transmitted from the user terminal
100, with the user information and the encrypted first common authentication
key is registered and stored in the authentication server 200 together with the
user information (S202). Accordingly, a user registration procedure 1is
performed. If the user registration procedure is performed, the user terminal
100 may delete the encrypted first common authentication key and the first
encryption key. According to occasions, the encrypted first common
authentication key and the first encryption key may be stored in a dedicated
storage space set by the user terminal 100 or a dedicated storage space set by
the dedicated app in the user terminal 100.

[00199] According to the related art, an authentication server stores a
personal password if a user registration is performed, but in the fourth
embodiments of the inventive concept, neither the authentication server 200
nor the user terminal 100 stores a password, and the authentication server 200
stores only the encrypted first common authentication key.

[00200] Accordingly, when the user forgets or leaks a personal password,
the personal password may be encrypted again through a first encryption key
including a new password through a new registration procedure so that an
encrypted first common authentication key is transmitted to and registered in
the authentication server 200, and the security of the authentication institute is

enhanced even when the encrypted first common authentication key is leaked,
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for example, through hacking.

[00201] Further, the personal password is not taken as an element of the
first common authentication key, and leakage of personal information may be
prevented through a primary conversion using a unidirectional function and a
secondary conversion of encryption, and a user authentication or an
authentication of an authentication server may be possible safely without a
concern of hacking in an open network environment.

[00202] Thereafter, the authentication server 200 may generate first
server authentication information by combining an embedded unique key of an
authentication institute and the encrypted first common authentication key
(S204).

[00203] The first server authentication information may be generated in
the two schemes described with reference to FIG. 4 as in the first embodiment
of the inventive concept.

[00204] As 1illustrated in FIG. 4A, according to one scheme, the
authentication server 200 generates a first server authentication key through a
conversion by using the unidirectional function 210 while the embedded
unique key of the authentication institute and the encrypted first common
authentication key are taken as elements, and may generate first server
authentication information that is synchronized to a time value, by performing
an OTP operation on the first server authentication key. Here, the first server
authentication key may be generated by performing a conversion using the
unidirectional function 210 on the encrypted first common authentication key
while the unique key of the authentication institute is taken as an operation
key. Further, the first server authentication information may be generated
through an OTP operation using an OTP generator 230.

[00205] As illustrated in FIG. 4B, according to another scheme, the
authentication server 200 generates a first server authentication key through a
conversion by using the unidirectional function 210 while the embedded

unique key of the authentication institute and the encrypted first common
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authentication key are taken as elements, and may generate a second sever
authentication key that is extracted from the first server authentication key by
a specific reference by using time information.

[00206] The second server authentication key may be extracted through a
separate time extraction value generator 220 to be generated, and the second
server authentication key may mean an arbitrary synchronous value generated
by the first server authentication key. The operation principle of the time
extraction value generator 220 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 220 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 220 includes an OTP
generator that performs a general OTP operation.

[00207] Thereafter, the authentication server 200 may generates the first
server authentication information by performing an OTP operation through the
OTP generator 230 on the second server authentication key.

[00208] The first server authentication information may be independently
generated regardless of other procedures after the registration of the user. That
is, it is satisfactory as long as the first server authentication information is
generated from the registration of the user to a time point when the first user
authentication information, which will be described below, 1s generated.
[00209] Further, even when the first server authentication information is
transmitted to the user terminal 100, it may be transmitted immediately after it
is generated but also may be transmitted at a necessary time point. Further, it
may be transmitted in response to a request of the user terminal 100.

[00210] Thereafter, if an authentication procedure is started by the user
and a procedure for authentication from the user is started by the user terminal
100, and the user inputs a personal password (S110), the user terminal 100
generates a second common authentication key and a second encryption key

(S113). The second common authentication key is an element corresponding
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to the first common authentication key, and the second encryption key is an
element corresponding to the first encryption key. Accordingly, the generation
schemes have to correspond to each other. The second encryption key for
encryption of the second common authentication key may be generated at
random by a specific reference, and also may be generated through a
separately selected element.

[00211] Here, the second encryption key is generated while the personal
password is taken as an element. The second encryption key may be generated
by performing a conversion using a unidirectional function while the personal
password input by the user is taken as an element. A value generated by a
specific reference may be used as the operation key of the unidirectional
function.

[00212] In addition to the personal password, the mechanical unique key
of the user terminal 100 may be added as an element for generating the second
encryption key, and here a unique key (e.g., Device Token, Bundle ID,
Package Name, or App ID) of a dedicated app may be included as an element.
Further, another element may be added. Here, the mechanical unique key of
the user terminal 100, for example, may include a serial number or a USIM
number, and also may include various unique numbers or phone numbers that
are given to classify user terminals.

[00213] Before and after the generation of the first encryption key, or at
the same time when the first encryption key is generated, a primary conversion
using the unidirectional function 110 is performed by using the mechanical
unique key of the user terminal 100 to generate a first common authentication
key (S103). A value generated by a specific reference may be used as the
operation key of the unidirectional function.

[00214] As in the generation scheme of the first common authentication
key, the second common authentication key may be generated through a
primary conversion using the unidirectional function 110 while the mechanical

unique key of the user terminal 100 is taken as a single element, but other
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elements may be added. For example, a unique key (e.g. a device token, a
bundle ID, a package name, or an app ID) of the dedicated app may be further
included as an element. Further, another element, of which the uniqueness is
admitted, may be added. This scheme may be possible in response to a case in
which the unique key of the dedicated app is included in the first common
authentication key as another element.

[00215] In the first to third embodiments of the inventive concept, the
personal password input by the user is an element for generating the second
common authentication key, but in the fourth embodiment of the inventive
concept, the personal password is an element for generating the second
encryption key, and is not used as an element of the second common
authentication key.

[00216] That is, the second common authentication key is generated by
combining the personal password and the mechanical unique key of the user
terminal 100 and performing a primary conversion using the unidirectional
function 110 (S113).

[00217] The unidirectional function 110 may be the same function as the
unidirectional function that has generated the first common authentication key,
and may be applied in the same manner.

[00218] Similarly to the scheme of generating the first common
authentication key, the second common authentication key may be generated
by performing a calculation through a calculation key generated by a specific
reference while the personal password and the mechanical unique key of the
user terminal 100 are taken as elements and primarily converting the
calculated value.

[00219] Thereafter, similarly to the case of the first common
authentication key, the second common authentication key is converted to an
encrypted second common authentication key through a secondary conversion
of encrypting the second common authentication key through the encryption

unit 120 (S113). The encryption scheme and the generation scheme of the
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second encryption key correspond to the encryption scheme of the first
common authentication key and the generation scheme of the first encryption
key.

[00220] Here, the second encryption key is generated while the personal
password is taken as an element. The second encryption key may be generated
by performing a conversion using a unidirectional function while the personal
password input by the user is taken as an element. A value generated by a
specific reference may be used as the operation key of the unidirectional
function.

[00221] In addition to the personal password, the mechanical unique key
of the user terminal 100 may be added as an element for generating the second
encryption key, and here a unique key ()(e.g., Device Token, Bundle ID,
Package Name, or App ID) of the dedicated app may be included as an
element. Further, another element may be added. Here, the mechanical unique
key of the user terminal 100, for example, may include a serial number or a
USIM number, and also may include various unique numbers or phone
numbers that are given to classify user terminals.

[00222] The second encryption key may be stored in a dedicated storage
space set by the user terminal 100 or a dedicated storage space set by the
dedicated app in the user terminal 100.

[00223] Here, the second encryption key may be encrypted by a separate
encryption scheme and may be stored. For example, the second encryption key
may be stored after the encryption by using a third encryption key that is
obtained by combining the personal password and the mechanical unique key
of the user terminal and performing a conversion using a unidirectional
function.

[00224] Thereafter, the wuser terminal 100 generates first user
authentication information by wusing the encrypted second common
authentication key (S116). The generation of the first server authentication

information corresponding to the first user authentication information has been
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described already.

[00225] The first user authentication information may be generated in
two schemes as in the first embodiment of the inventive concept.

[00226] As illustrated in FIG. 4A, according to one scheme, the
authentication server 200 generates a first user authentication key through a
conversion by using the unidirectional function 110 while a unique key of the
authentication institute, which has been provided already, and the encrypted
second common authentication key are taken as elements, and may generate
first user authentication information that is synchronized to a time value, by
performing an OTP operation on the first user authentication key. The unique
key of the authentication institute may be embedded when the dedicated app is
installed, or may be provided through an update before initiation of an
authentication procedure.

[00227] Here, the first user authentication key may be generated by
performing a conversion using the unidirectional function 110 on the
encrypted second common authentication key while the unique key of the
authentication institute is taken as an operation key. Further, the first user
authentication information may be generated through an OTP operation using
an OTP generator 130.

[00228] As illustrated in FIG. 4B, according to another scheme, the
authentication server 200 generates a first user authentication key through a
conversion by using the unidirectional function 110 while a unique key of the
authentication institute, which has been provided already, and the encrypted
second common authentication key are taken as elements, and may generate a
second user authentication key that is extracted from the first user
authentication key by a specific reference by using time information. The
unique key of the authentication institute may be embedded when the
dedicated app is installed, or may be provided through an update before
initiation of an authentication procedure.

[00229] The second user authentication key may be extracted through a
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separate time extraction value generator 120 to be generated, and the second
user authentication key may mean an arbitrary synchronous value generated
by the first user authentication key. The operation principle of the time
extraction value generator 120 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 120 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 120 includes an OTP
generator that performs a general OTP operation.

[00230] Thereafter, the user terminal 100 may generate the first user
authentication information by performing an OTP operation through the OTP
generator 130, on the second user authentication key.

[00231] Here, the scheme of generating the first user authentication
information should be identical with the scheme of generating the first server
authentication information. If the first server authentication information is
generated through the scheme described through FIG. 4A, the first user
authentication information also has to be generated in the scheme described
through FIG. 5A. Further, the unidirectional functions or the OTP operations
thereof have to correspond to each other. Further, if the first server
authentication information is generated through the scheme described through
FIG. 4B, the first user authentication information also has to be generated in
the scheme described through FIG. 5B. Further, the unidirectional functions,
the OTP operations, the time value extractions, and the like have to correspond
to each other in the same scheme.

[00232] Thereafter, if the first user authentication information is
transmitted to the authentication server 200 through the user terminal 100
(S118), the authentication server 200 performs a user authentication based on
coincidence of the authentication information, that 1s, whether the first user
authentication information and the first server authentication information

coincide with each other (S208). The first user authentication information may
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be manually input and then be transmitted from the user, may be automatically
transmitted, and may be automatically transmitted from a transmission
instruction of the user.

[00233] Here, the user terminal 100 may include one or a plurality of
user terminals that are connected to the authentication server 200. For
example, a registration procedure of, for example, a first common
authentication key, may be progressed by the first user terminal 100 and an
authentication procedure may be progressed by the second user terminal 100,
and an opposite case may be possible. Further, even in the authentication
procedure, the first user authentication information may be generated by the
first user terminal 100, and may be input or transmitted from the second user
terminal 100. In addition, a plurality of user terminals 100 may be used in
various procedures.

[00234] Further, the user may compare the first user authentication
information and the first server authentication information through the user
terminal 100 to identify the genuineness of the authentication server 200, the
genuineness of an accessed webpage connected with the authentication server
200, or the genuineness of a service provider or an authentication institute that
provides an authentication service. According to the related art, it is true that
an accessed webpage of an authentication institute is forfeited so that the users
are often confused, but there is no suitable measure. According to the
inventive concept, it is possible for a user to identify the genuineness of an
authentication institute (or a server provider) to solve the problem.

[00235] To achieve this, when the first server authentication information
is generated, the authentication server 200 allows the first server
authentication information to be displayed through the accessed webpage or to
be transmitted to the user terminal 100 (S206). if the first server authentication
information is displayed or transmitted, an authentication server 200 may be
authenticated by allowing the user terminal to compare the first server

authentication information and the first user authentication information to
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determine whether the authentication server 200 is a genuine server or the
accessed webpage is genuine (S120). That is, it may be identified whether the
authentication server 200 is genuine, whether the accessed webpage connected
with the authentication server 200, or whether the service provider or the
authentication institute that provides an authentication server is genuide.
[00236] Here, when the first server authentication information is
transmitted to the user terminal 100 in advance before the encrypted second
common authentication key is generated, the authentication server 200 is
authenticated by using the first server authentication information that has been
transmitted in advance without the first server authentication information is
retransmitted or separately transmitted.

[00237] In the fourth embodiment of the inventive concept, if the first
server authentication information and the first user authentication information
are compared by the user terminal 100, the authentication institute or the
authentication server 200 may be authenticated, through identification of the
coincidence of the first server authentication information and the first user
authentication information, by determining whether the authentication institute
or the authentication server 200 is genuine, and if the first server
authentication information and the first user authentication information are
compared by the authentication server 200, the user may be authenticated
through the identification of the first server authentication information and the
first user authentication information.

[00238] Here, the authentication procedures (S206 and S120) of the
authentication server 200 and the user authentication procedures (S118 and
S208) may be performed at the same time, and if the authentication is
performed after the authentication procedure of the authentication server is
performed first, the user authentication procedure is performed, and any one of
the authentication procedure of the authentication server and the user
authentication procedure may be selectively performed.

[00239] In the fourth embodiment of the inventive concept, all data that
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is transmitted between the user terminal 100 and the authentication server 200
may be encrypted in a public key scheme and be transmitted.

[00240] In the fourth embodiment of the inventive concept, when not the
authentication server but the user 1s authenticated, if several user terminals 100
or the user authentication is performed by using a mobile terminal, a desktop
PC, a table, and the like are used at the same time, a plurality of first user
authentication information may be transmitted to the authentication server 200
in a specific time by an abnormality or an error even in the case of hacking.
[00241] In this case, for a robust authentication, even when the first user
authentication information is transmitted, the authentication server 200 may
request retransmission of the first user authentication information from the
user terminal 100 and may request the retransmission of the first user
authentication information not automatically but through a manual input.
Then, the first user authentication information has to be displayed on a screen
of the user terminal such that the user may perform a manual input. Here, it
may be requested to perform the manual input continuously two times. If the
first user authentication information is transmitted through a manual input, the
authentication server 200 may compare the first user authentication
information transmitted through the manual input to perform a user
authentication.

[00242] Further, when a symptom of an attack, such as hacking, occurs
in an authentication process, for example, a loading time is significantly
slower than in normal time, that is, when a symptom of an attack, such as
hacking, which is well known to those skilled in the art, including the case
when promised values displayed on the screen of the desktop PC and the
mobile terminal are different after a user logs in the desktop PC, the user
terminal 100 may automatically or manually transmit a compulsory stop
signal, by which an authentication procedure may be compulsorily stopped, to
the authentication server 200. If the compulsory stop signal is transmitted to

the authentication server 200, the user terminal 100 and the authentication
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server 200 stop the authentication procedure and wait until a new
authentication procedure is started.

[00243] As another example, when the symptom of an attack is detected,
the authentication server 200 may determine presence of an attack, may
transmit a signal to ask about whether the authentication procedure is to be
stopped, may determine whether the authentication procedure is to be stopped,
in response to a response signal of the user terminal 100.

[00244] Meanwhile, a verification key for verifying integrity of data may
be added to all transmission target data including authentication information
and authentication keys, which are transmitted between the user terminal 100
and the authentication server 200. That is, the verification key may be added to
the transmission target data to be transmitted. The verification key may
include a first OTP operation value, which was obtained by performing OTP
operations on the transmission target data.

[00245] Further, when the user terminal 100 or the authentication server
200 receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[00246] For example, when the user terminal 100 transmits the first user
authentication information to the authentication server 200, a first OTP
operation value, which was obtained by performing an OTP operation on the
first user authentication information, may be added to the first user
authentication information and may be transmitted. In this case, when the
authentication server 200 receives the first user authentication information, the
integrity of the first user authentication information may be verified by
comparing a second OTP operation value, which was obtained by performing
an OTP operation on the first user authentication information, from which the
verification key was separated, and the verification key.

[00247] In the fourth embodiments of the inventive concept, when the

authentication server 200 1is authenticated by comparing the first user
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authentication information and the first server authentication information, an
additional user authentication procedure is necessary. Further, when the
authentication server 200 performs a user authentication by comparing the first
user authentication information and the first server authentication information,
an additional user authentication may be necessary to secure an additional
reliability. To achieve this, a fifth embodiment of the inventive concept, which

will be described below, is necessary.

[00248] Hereinafter, the fifth embodiment of the inventive concept will
be described.
[00249] FIG. 14 is a flowchart illustrating a user authentication method

according to a fifth embodiment of the inventive concept.

[00250] As illustrated in FIG. 14, the user authentication method
according to the fifth embodiment of the inventive concept includes all of the
authentication procedures described in the fourth embodiment of the inventive
concept, and may include a process, which is added while the user
authentication (S208) and the authentication (S120) of the authentication
server are performed through the first user authentication information and the
first server authentication information. Accordingly, because the process of
performing the user authentication (S208) and the authentication (S120) of the
authentication server through the first user authentication information and the
first server authentication information have been described in the fifth
embodiment of the inventive concept, a detailed description thereof will be
omitted.

[00251] Before the user authentication (S208) and the authentication
(S120) of the authentication server are performed after the first server
authentication information and the first user authentication information are
generated, or after the user authentication (S208) and the authentication
(S120) of the authentication server are performed through the first server
authentication information and the first user authentication information, the

user terminal 100 generates second user authentication information by using
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the first user authentication information or the first server authentication
information and the second common authentication key (S122).

[00252] The elements for generating the second user authentication
information generally include the first user authentication information and the
second common authentication key, but may include the first server
authentication information when the authentication server 200 transmits the
first server authentication information. This may be possible with a premise
that the first server authentication information and the first user authentication
information have the same value. Hereinafter, a case of generating the second
user authentication information by using the first user authentication
information will be described.

[00253] Further, the second common authentication key may mean a
second common authentication key that is obtained by decrypting the
encrypted second common authentication key by using a decryption key, or a
second common authentication key that is not encrypted. In the following,
when there 1s no separate modifier in a second common authentication key, the
second common authentication key may mean a decrypted second common
authentication key or an unencrypted second common authentication key.
[00254] The second user authentication information may be generated in
two schemes as in the second embodiment of the inventive concept.

[00255] As illustrated in FIG. 7A, according to one scheme, a third user
authentication key may be generated through a conversion by using the
unidirectional function 110 while the second common authentication key and
the first user authentication information are taken as elements, and the second
user authentication information that is synchronized to a time value may be
generated by performing an OTP operation on the third user authentication
key.

[00256] Here, the third user authentication key may be generated by
performing a conversion using the unidirectional function 110 on the first user

authentication information while the second common authentication key is
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taken as an operation key. Further, the second user authentication information
may be generated through an OTP operation using an OTP generator 130.
[00257] According to another scheme, as illustrated in FIG. 7B, a third
user authentication key is generated through a conversion using the
unidirectional function 110 while the second common authentication key and
the first user authentication information are taken as elements, and a fourth
user authentication key that is extracted from the third user authentication key
with a specific reference by using time information is generated.

[00258] The fourth user authentication key may be extracted through a
separate time extraction value generator 120 to be generated, and the fourth
user authentication key may mean an arbitrary synchronous value generated
by the third user authentication key. The operation principle of the time
extraction value generator 120 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 120 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 120 includes an OTP
generator that performs a general OTP operation.

[00259] Thereafter, the user terminal 100 may generate the second user
authentication information, which has been synchronized to a time value, by
performing an OTP operation through the OTP generator 130, on the fourth
user authentication key.

[00260] If the second user authentication information is generated, the
user terminal 100 provides the second user authentication information and the
decryption key for decrypting the encrypted first common authentication key
to the authentication server 200 (S124).

[00261] When a symmetrical key encryption scheme that is the same as
the encryption key and the decryption key is used, the decryption key will be
the first encryption key or the second encryption key.

[00262] The authentication server 200 decrypts the encrypted first
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common authentication key to a first common authentication key by using the
decryption key provided by the user terminal 100 (S209). In the following, the
term of a first common authentication key that has no separate modifier may
mean a first common authentication key.

[00263] Further, second server authentication information is generated by
using the first common authentication key and the first server authentication
information (S210). Here, when the first user authentication information is
transmitted from the user terminal 100, the first user authentication
information i1s used instead of the first server authentication information,
which is the same as in the case of generating the second user authentication
information.

[00264] The second server authentication information may be generated
in two schemes as in the second embodiment of the inventive concept.

[00265] As illustrated in FIG. 8A, according to one scheme, the
authentication server 200 generates a third server authentication key through a
conversion by using the unidirectional function 210 while the first server
authentication information and the first common authentication key are taken
as elements, and may generate a second sever authentication information that
is synchronized to a time value, by performing an OTP operation on the third
server authentication key. Here, the third server authentication key may be
generated by performing a conversion using the unidirectional function 210 on
the first server authentication information while the first common
authentication key is taken as an operation key. Further, the second server
authentication information may be generated through an OTP operation on the
third server authentication key by using an OTP generator 230.

[00266] As illustrated in FIG. 8B, according to another scheme, the
authentication server 200 generates a third server authentication key through a
conversion by using the unidirectional function 210 while the first server
authentication information and the first common authentication key are taken

as elements, and may generate a fourth sever authentication key that is
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extracted from the third server authentication key by a specific reference by
using time information.

[00267] The fourth server authentication key may be extracted through a
separate time extraction value generator 220 to be generated, and the fourth
server authentication key may mean an arbitrary synchronous value generated
by the third server authentication key. The operation principle of the time
extraction value generator 220 is the same as that of a general OTP generator,
and the general OTP generator may display an output value with a number but,
in contrast, the time extraction value generator 220 displays an output value
with an number, a letter, or other various symbols. Accordingly, it should be
understood that the time extraction value generator 220 includes an OTP
generator that performs a general OTP operation.

[00268] Thereafter, the authentication server 200 may generates the
second server authentication information by performing an OTP operation
through the OTP generator 230 on the fourth server authentication key.
[00269] Here, the scheme of generating the second user authentication
information should be identical with the scheme of generating the second
server authentication information. If the second server authentication
information is generated through the scheme described through FIG. 8A, the
second user authentication information also has to be generated in the scheme
described through FIG. 7A. Further, the unidirectional functions or the OTP
operations thereof have to correspond to each other. Further, if the second
server authentication information is generated through the scheme described
through FIG. 8B, the second user authentication information also has to be
generated in the scheme described through FIG. 7B. Further, the unidirectional
functions, the OTP operations, the time value extractions, and the like have to
correspond to each other in the same scheme.

[00270] Thereafter, the authentication server 200 performs a user
authentication, based on coincidence of the authentication information, that is,

whether the second user authentication information and the second server
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authentication information coincide with each other (S212). The second user
authentication information may be manually input and then be transmitted
from the user, may be automatically transmitted, and may be automatically
transmitted from a transmission instruction of the user.

[00271] Here, the user terminal 100 may include one or a plurality of
user terminals that are connected to the authentication server 200. For
example, a registration procedure of, for example, an encrypted first common
authentication key, may be progressed by the first user terminal 100 and an
authentication procedure may be progressed by the second user terminal 100,
and an opposite case may be possible. Further, even in the authentication
procedure, the first user authentication information or the second user
authentication information may be generated by the first user terminal 100,
and may be input or transmitted from the second user terminal 100. In
addition, a plurality of user terminals 100 may be used in various procedures.
[00272] In the fifth embodiment of the inventive concept, all data that is
transmitted between the user terminal 100 and the authentication server 200
may be encrypted in a public key scheme and be transmitted.

[00273] Further, in the fifth embodiment of the inventive concept, when
the user 1is authenticated, if several user terminals 100 or the wuser
authentication is performed by using a mobile terminal, a desktop PC, a table,
and the like are used at the same time, a plurality of first user authentication
information or first server authentication information may be transmitted in a
specific time by an abnormality or an error.

[00274] In particular, an authentication server is authenticated by
transmitting the first server authentication information to the user terminal 100
and a user is authenticated by transmitting the second user authentication
information to the authentication server 200, a plurality of first server
authentication information may be transmitted from the authentication server
200 to different user terminals 100 or the same user terminal 100 for a specific

period of time (e.g., 30 seconds, 60 seconds, or the like).

64



10

15

20

25

30

[00275] In this case, for a robust authentication, even after the second
user authentication information is transmitted, the authentication server 200
may request retransmission of the second user authentication information from
the user terminal 100 and may request the retransmission of the first user
authentication information not automatically but through a manual input.
Then, the second user authentication information has to be displayed on a
screen of the user terminal 100. If the second user authentication information
is transmitted through a manual input in the user terminal 100, the
authentication server 200 may compare the manually input second user
authentication information and the second server authentication information to
additionally perform a user authentication.

[00276] In order to increase the security of an authentication, an
additional authentication through comparison of third user authentication
information and third server authentication information may be made after an
additional authentication through retransmission of the second user
authentication information or in place of an additional authentication through
retransmission of the second user authentication information.

[00277] The authentication server 200 requests the third user
authentication information from the user terminal 100 after an additional
authentication through retransmission of the second user authentication
information or in place of an additional authentication through retransmission
of the second user authentication information.

[00278] The third user authentication information and the third server
authentication information may be generated by applying the same scheme as
that of the second embodiment of the inventive concept.

[00279] That is, as illustrated in FIG. 9A, the user terminal 100 may
perform a conversion using a unidirectional function 110 while a fourth user
authentication key that is an element for generating the second user
authentication information and the unique key of the authentication institute

are taken as elements to generate a fifth user authentication key, and perform
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an OTP operation on the fifth user authentication key to generate the third user
authentication information.

[00280] Then, the authentication server 200 generates third server
authentication information corresponding to the third user authentication
information.

[00281] As illustrated in FIG. 9B, the user terminal 200 may perform a
conversion using a unidirectional function 210 while a fourth server
authentication key that is an element for generating the second server
authentication information and the unique key of the authentication institute
are taken as elements to generate a fifth server authentication key, and perform
an OTP operation on the fifth server authentication key to generate the third
server authentication information.

[00282] Thereafter, if the third user authentication information is
transmitted to the authentication server 200, the authentication server 200 may
determine whether the third user authentication information and the third
server authentication information coincide with each other to perform an
additional user authentication.

[00283] Meanwhile, when a symptom of an attack, such as hacking,
occurs in an authentication process, for example, a loading time is
significantly slower than in normal time, that is, when a symptom of an attack,
such as hacking, which is well known to those skilled in the art, including the
case when promised values displayed on the screen of the desktop PC and the
mobile terminal are different after a user logs in the desktop PC, the user
terminal 100 may automatically or manually transmit a compulsory stop
signal, by which an authentication procedure may be compulsorily stopped, to
the authentication server 200. If the compulsory stop signal is transmitted to
the authentication server 200, the user terminal 100 and the authentication
server 200 stop the authentication procedure and wait until a new
authentication procedure is started.

[00284] As another example, when the symptom of an attack is detected,
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the authentication server 200 may determine presence of an attack, may
transmit a signal to ask about whether the authentication procedure is to be
stopped, may determine whether the authentication procedure is to be stopped,
in response to a response signal of the user terminal 100.

[00285] Meanwhile, a verification key for verifying integrity of data may
be added to all transmission target data including authentication information
and authentication keys, which are transmitted between the user terminal 100
and the authentication server 200. That is, the verification key may be added to
the transmission target data to be transmitted. The verification key may
include a first OTP operation value, which was obtained by performing OTP
operations on the transmission target data.

[00286] Further, when the user terminal 100 or the authentication server
200 receives the data, the integrity of the authentication may be verified by
comparing a second OTP operation value, which was obtained by performing
OTP operations on the received data, and the verification key.

[00287] For example, when the user terminal 100 transmits the first user
authentication information or the second user authentication information to the
authentication server 200, a first OTP operation value, which was obtained by
performing a first OTP operation on the first user authentication information
or the second user authentication information, may be added to the second
user authentication information and may be transmitted. In this case, when the
authentication server 200 receives the first user authentication information or
the second user authentication information, the integrity of the first user
authentication information or the second user authentication information may
be verified by comparing a second OTP operation value, which was obtained
by performing an OTP operation on the first user authentication information or
the second user authentication information, from which the verification key
was separated, and the verification key.

[00288] The fifth embodiment of the inventive concept has an enhanced

security and an enhanced integrity. Here, an element of a gap time value or a
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gap time key may be added to enhance the security of the authentication
procedure. Hereinafter, the sixth embodiment of the inventive concept will be
described.

[00289] The sixth embodiment of the inventive concept has the same
configuration as that of the fifth embodiment of the inventive concept, except
that the gap time value or the gap time key described through the third
embodiment of the inventive concept is added as an element when the second
user authentication information and the second server authentication
information are generated in the fifth embodiment of the inventive concept.
Accordingly, the sixth embodiment of the inventive concept may be carried
out through the fifth embodiment and the third embodiment of the inventive
concept, and a detailed description thereof will be omitted.

[00290] As described above, according to the inventive concept, the
security of an authentication may be enhanced and the integrity of
transmission data may be verified, by blocking any attempt to leak personal
information on an open network and by preventing hacking to enhance
security, and verifying integrity of transmission data. Further, a genuineness of
an authentication server, an authentication institute, and a website for
authentication may be checked, and an authentication of a user for integrity
and unity may be possible. Further, according to a chaining method for
generating a next value by performing a unidirectional conversion by using a
previous value when authentication information is generated, a manipulation
of , for example, detecting a value, which will be generated in the future,
through a time manipulation of a terminal may be basically prevented.

[00291] Because the embodiments have been exemplarily described with
reference to the drawings for full understanding of the inventive concept, they
have to be construed not to limit the inventive concept. Further, the inventive
concept may be variously changed and modified by those skilled in the art to
which the inventive concept pertains without departing from the basic

principle of the inventive concept.

68



10

15

20

25

WHAT IS CLAIMED IS:

1. A user authentication method using a user terminal and an
authentication server, the user authentication method comprising:

(1) if a personal password for registration of a user is input by the user,
combining the personal password and a mechanical unique key of the user terminal,
performing a primary conversion using a unidirectional function, and generating a
first common authentication key, and performing a secondary conversion of
encrypting the first common authentication key by using an encryption key and
providing the encrypted first common authentication key to the authentication server,
by the user terminal, and matching the encrypted first common authentication key
with user information and registering the encrypted first common authentication key,
by the authentication server;

(2) performing a conversion using a unidirectional function while an
embedded unique key of an authentication institute and the encrypted first common
authentication key are taken as elements and generating a first server authentication
key, and performing an OTP operation on the first server authentication key or a
second server authentication key that is a converted value of the first server
authentication key and generating first server authentication information, by the
authentication server;

(3) if the personal password is input by the user for authentication,
combining the personal password and the mechanical unique key of the user
terminal, performing a primary conversion using a unidirectional function,
generating a second common authentication key in real time, performing a secondary

conversion of encrypting the second common authentication key by using the
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encryption key, and generating an encrypted second common authentication key,
performing a conversion using a unidirectional function while the unique key of the
authentication institute provided by the authentication server in advance and the
encrypted second common authentication key are taken as elements and generating a
first user authentication key, and performing an OTP operation on the first user
authentication key or a second user authentication key that is a converted value or the
first user authentication key and generating first user authentication information, by
the user terminal; and

(4) performing a user authentication or an authentication of the
authentication server for determining a genuineness of the authentication server,
based on whether the first server authentication information and the first user

authentication information coincide with each other.

2. The user authentication method of claim 1, wherein a unique key of a
dedicated application program installed in the user terminal is added to the first

common authentication key or the second common authentication key as an element.

3. The user authentication method of claim 1, wherein (4) comprises:

comparing the first user authentication information and the first server
authentication information transmitted from the authentication server and
determining a genuineness of the authentication server, by the user terminal, or

comparing the first server authentication information and the first user
authentication information transmitted from the user terminal and performing the

user authentication, by the authentication server.
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4, The user authentication method of claim 1, wherein (2) comprises:

performing a conversion using a unidirectional function while the embedded
unique key of the authentication institute and the encrypted first common
authentication key are taken as elements, and generating the first server
authentication key, by the authentication server;

generating a second server authentication key that is extracted from the first
server authentication key through a time extraction value generator by using time
information by a specific reference, by the authentication server; and

performing an OTP operation on the second server authentication key and
generating the first server authentication information, by the authentication server,
and

wherein (3) comprises:

if the encrypted second common authentication key is generated, performing
a conversion using a unidirectional function when the unique key of the
authentication institute provided by the authentication server in advance and the
encrypted second common authentication key are taken as elements, and generating
the first user authentication key, by the user terminal;

generating a second user authentication key that is extracted from the first
user authentication key through a time extraction value generator by using time
information by a specific reference; and

performing an OTP operation on the second user authentication key and

generating the first user authentication information, by the user terminal.

5. The user authentication method of claim 1, further comprising:

between (3) and (4), or after (4),
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performing a conversion using a unidirectional function while a second
common authentication key decrypted by using a decryption key or the unencrypted
second common authentication key, and the first server authentication information
transmitted from the authentication server or the first user authentication information
is taken as an element, and generating a third user authentication key, by the user
terminal;

performing an OTP operation on the third user authentication key and
generate a second user authentication information, by the user terminal;

transmitting the second user authentication information and the decryption
key to the authentication server, by the user terminal;

decrypting the encrypted first common authentication key to a first common
authentication key by using the decryption key, performing a conversion using a
unidirectional function while the first common authentication key and the first user
authentication information transmitted from the user terminal or the first server
authentication information are taken as elements to generate a third server
authentication key, by the authentication server; and

performing an OTP operation on the third server authentication key and
generating a second server authentication information, by the authentication server,
and

wherein the method further comprises: after (4),

determining whether the second user authentication information and the
second server authentication information coincide with each other and performing a

user authentication.
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6. The user authentication method of claim 4, further comprising:
between (3) and (4), or after (4),

performing a conversion using a unidirectional function while a second
common authentication key decrypted by using a decryption key or the unencrypted
second common authentication key, and the first server authentication information
transmitted from the authentication server or the first user authentication information
is taken as element, and generating a third user authentication key, by the user
terminal;

generating a fourth user authentication key that is extracted from the third
user authentication key through a time extraction value generator by using time
information by a specific reference, by the user terminal; and

performing an OTP operation on the fourth user authentication key and
generating a second user authentication information,

wherein the method further comprises:

transmitting the second user authentication information and the decryption
key to the authentication server, by the user terminal;

decrypting the encrypted first common authentication key to a first common
authentication key by using the decryption key, performing a conversion using a
unidirectional function while the first user authentication information transmitted
from the user terminal or the first server authentication information and the first
common authentication key are taken as elements to generate a third server
authentication key, by the authentication server; and

generating a fourth server authentication key that is extracted from the third
server authentication key through a time extraction value generator by a specific

reference by using time information, by the authentication server; and
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performing an OTP operation on the fourth server authentication key and
generating a second server authentication information,

wherein the method further comprises: after (4),

determining whether the second user authentication information and the
second server authentication information coincide with each other and performing a

user authentication.

7. The user authentication method of claim 5, wherein (3) further
comprises:

measuring a gap time value that is a time value that is obtained by measuring
a time consumed to input a personal password for authentication by the user in unit
of 1/n (n is a positive real number) seconds and transmitting the gap time value to the
authentication server, by the user terminal;

wherein when the third user authentication key is generated by the user
terminal, the gap time value or a gap time key that is a number value extracted from
the gap time value by a specific reference is added as an element, and

wherein when the authentication server generates the third server

authentication key, the time gap value or the gap time key is added as an element.

8. The user authentication method of claim 6, wherein (3) further
comprises:

measuring a gap time value that is a time value that is obtained by measuring
a time consumed to input a personal password for authentication by the user in unit
of 1/n (n is a positive real number) seconds and transmitting the gap time value to the

authentication server, by the user terminal;
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wherein when the third user authentication key is generated by the user
terminal, the gap time value or a gap time key that is a number value extracted from
the gap time value by a specific reference is added as an element, and

wherein when the authentication server generates the third server

authentication key, the gap time value or the gap time key is added as an element.

9. The user authentication method of claim 5 or 6, wherein the
unidirectional function comprises a hash function as a function for mapping data
having an arbitrary length to data of a fixed length, and

wherein a symmetrical key encryption scheme in which an encryption key
and a decryption key are the same is used in the encryption for the secondary

conversion.

10.  The user authentication method of claim 5 or 6, wherein a verification
key for verifying integrity of data is added to transmission target data comprising
authentication information or an authentication key transmitted from the user
terminal or the authentication server and is transmitted,

wherein a first OTP operation value, which was obtained by performing
OTP operations on the transmission target data, is added to the verification key, and

wherein, when the user terminal or the authentication server receives the
data, the integrity of the authentication is verified by comparing a second OTP
operation value, which was obtained by performing OTP operations on the received

data, and the verification key.
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11.  The user authentication method of claim 6, wherein the authentication
server requests an additional manual input of the second user authentication
information from the user terminal when a plurality of first server authentication
information is transmitted in a specific time, and compares the manually input
second user authentication information and the second server authentication
information and performs a user authentication if the second user authentication

information is transmitted through a manual input.

12.  The user authentication method of claim 6 or 11, further comprising:

requesting a third user authentication information from the user terminal, by
the authentication server; and

if the third user authentication information is transmitted through the user
terminal, determining whether the third user authentication information and the third
server authentication information coincide with each other and performing a user
authentication, by the authentication server,

wherein the third user authentication information is generated by performing
a conversion using a unidirectional function while the unique key of the
authentication institute and the fourth user authentication key are taken as elements
to generate a fifth user authentication key, and performing an OTP operation on the
fifth user authentication key, by the user terminal, and

wherein the third server authentication information is generated by
performing a conversion using a unidirectional function while the unique key of the
authentication institute and the fourth server authentication key are taken as elements
to generate a fifth server authentication key, and performing an OTP operation on the

fifth server authentication key, by the authentication server.
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13.  The user authentication method of claim 5 or 6, further comprising:

the user terminal detects a symptom of an attack comprising hacking while
the authentication procedure of (1) to (4) is performed, and compulsorily stops the
authentication procedure by generating a compulsory stop signal for compulsorily
stopping the authentication procedure and transmitting the compulsory stop signal to

the authentication server when the symptom of an attack is detected.

14. A user authentication method using a user terminal and an
authentication server, the user authentication method comprising:

(1) if a procedure for registration of a user is started by a user, performing a
primary conversion using a unidirectional function while a mechanical unique key of
the user terminal is taken as an element and generating a first common authentication
key, and performing a secondary conversion of encrypting the first common
authentication key and providing the encrypted first common authentication key to
the authentication server, by the user terminal, and matching the encrypted first
common authentication key with user information to register the encrypted first
common authentication key, by the authentication server;

(2) performing a conversion using a unidirectional function while an
embedded unique key of an authentication institute and the encrypted first common
authentication key are taken as elements and generating a first server authentication
key, and performing an OTP operation on the first server authentication key or a
second server authentication key that is a converted value of the first server
authentication key and generating first server authentication information, by the

authentication server;
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(3) if an authentication procedure is started by the user for authentication,
performing a primary conversion using a unidirectional function while a mechanical
unique key of the user terminal is taken as an element, generating a second common
authentication key in real time, performing a secondary conversion of encrypting the
second common authentication key and generate an encrypted second common
authentication key, performing a conversion using a unidirectional function while the
unique key of the authentication institute provided by the authentication server in
advance and the encrypted second common authentication key are taken as elements
to generate a first user authentication key, performing an OTP operation on the first
user authentication key or a second user authentication key that is a converted value
of the first user authentication key and generating first user authentication
information; and

(4) performing a user authentication or an authentication of the
authentication server for determining a genuineness of the authentication server,
based on whether the first server authentication information and the first user

authentication information coincide with each other.

15.  The user authentication method of claim 14, wherein a first encryption
key for encrypting the first common authentication key and a second encryption key
for encrypting the second common authentication key are generated by performing a
conversion using a unidirectional function while a personal password input by the

user as an element or are generated at random.

16. The user authentication method of claim 15, wherein the first

encryption key and the second encryption key are generated by combining the
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personal password and a mechanical unique key of the user terminal and performing
a conversion using a unidirectional function, the mechanical unique key of the user

terminal being added as an element.

17.  The user authentication method of claim 16, wherein when the first
common authentication key, the second common authentication key, the first
encryption key, and the second encryption key are generated, a unique key of a

dedicated application installed in the user terminal is added as an element.

18.  The user authentication method of claim 15, wherein (2) comprises:

performing a conversion using a unidirectional function while the embedded
unique key of the authentication institute and the encrypted first common
authentication key are taken as elements, and generating the first server
authentication key, by the authentication server;

generating a second server authentication key that is extracted from the first
server authentication key through a time extraction value generator by using time
information by a specific reference, by the authentication server; and

performing an OTP operation on the second server authentication key and
generating the first server authentication information, by the authentication server,
and

wherein (3) comprises:

if the encrypted second common authentication key is generated, performing
a conversion using a unidirectional function when the unique key of the

authentication institute provided by the authentication server in advance and the
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encrypted second common authentication key are taken as elements, and generating
the first user authentication key, by the user terminal;

generating a second user authentication key that is extracted from the first
user authentication key through a time extraction value generator by using time
information by a specific reference; and

performing an OTP operation on the second user authentication key and

generating the first user authentication information, by the user terminal.

19. The user authentication method of claim 15, further comprising:
between (3) and (4), or after (4),

performing a conversion using a unidirectional function while a second
common authentication key decrypted by using a decryption key or the unencrypted
second common authentication key, and the first server authentication information
transmitted from the authentication server or the first user authentication information
are taken as elements, and generating a third user authentication key, by the user
terminal;

performing an OTP operation on the third user authentication key and
generate a second user authentication information, by the user terminal;

wherein the method further comprises:

transmitting the second user authentication information and the decryption
key to the authentication server, by the user terminal;

decrypting the encrypted first common authentication key to a first common
authentication key by using the decryption key, performing a conversion using a
unidirectional function while the first common authentication key and the first user

authentication information transmitted from the user terminal or the first server
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authentication information are taken as elements, to generate a third server
authentication key, by the authentication server; and

performing an OTP operation on the third server authentication key and
generating a second server authentication information, by the authentication server,
and

wherein the method further comprises: after (4),

determining whether the second user authentication information and the
second server authentication information coincide with each other and performing a

user authentication.

20. The user authentication method of claim 18, further comprising:
between (3) and (4), or after (4),

performing a conversion using a unidirectional function while a second
common authentication key decrypted by using a decryption key or the unencrypted
second common authentication key, and the first server authentication information
transmitted from the authentication server or the first user authentication information
is taken as an element, and generating a third user authentication key, by the user
terminal;

generating a fourth user authentication key that is extracted from the third
user authentication key through a time extraction value generator by using time
information by a specific reference, by the user terminal; and

performing an OTP operation on the fourth user authentication key and
generating a second user authentication information,

wherein the method further comprises:
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transmitting the second user authentication information and the decryption
key to the authentication server, by the user terminal;

decrypting the encrypted first common authentication key to a first common
authentication key by using the decryption key, performing a conversion using a
unidirectional function while the first user authentication information transmitted
from the user terminal or the first server authentication information and the first
common authentication key are taken as elements, to generate a third server
authentication key, by the authentication server; and

generating a fourth server authentication key that is extracted from the third
server authentication key through a time extraction value generator by a specific
reference by using time information, by the authentication server; and

performing an OTP operation on the fourth server authentication key and
generating a second server authentication information, and

wherein the method further comprises: after (4),

determining whether the second user authentication information and the
second server authentication information coincide with each other and performing a

user authentication.

21. The user authentication method of claim 19, wherein (3) further
comprises:

measuring a gap time value that is a time value that is obtained by measuring
a time consumed to input a personal password for authentication by the user in unit
of 1/n (n is a positive real number) seconds and transmitting the gap time value to the

authentication server, by the user terminal;
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wherein when the third user authentication key is generated by the user
terminal, the gap time value or a gap time key that is a number value extracted from
the gap time value by a specific reference is added as an element, and

wherein when the authentication server generates the third server

authentication key, the time gap value or the gap time key is added as an element.

22. The user authentication method of claim 20, wherein (3) further
comprises:

measuring a gap time value that is a time value that is obtained by measuring
a time consumed to input a personal password for authentication by the user in unit
of 1/n (n is a positive real number) seconds and transmitting the gap time value to the
authentication server, by the user terminal;

wherein when the third user authentication key is generated by the user
terminal, the gap time value or a gap time key that is a number value extracted from
the gap time value by a specific reference is added as an element, and

wherein when the authentication server generates the third server

authentication key, the time gap value or the gap time key is added as an element.

23.  The user authentication method of claim 14 or 15, wherein a
verification key for verifying integrity of data is added to transmission target data
comprising authentication information or an authentication key transmitted from the
user terminal or the authentication server and is transmitted,

wherein a first OTP operation value, which was obtained by performing

OTP operations on the transmission target data, is added to the verification key, and
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wherein, when the user terminal or the authentication server receives the
data, the integrity of the authentication is verified by comparing a second OTP
operation value, which was obtained by performing OTP operations on the received

data, and the verification key.

24. The wuser authentication method of claim 20, wherein the
authentication server requests an additional manual input of the second user
authentication information from the user terminal when a plurality of first server
authentication information is transmitted in a specific time, and compares the
manually input second user authentication information and the second server
authentication information and performs a user authentication if the second user

authentication information is transmitted through a manual input.

25.  The user authentication method of claim 20 or 24, further comprising:

requesting a third user authentication information from the user terminal, by
the authentication server; and

if the third user authentication information is transmitted through the user
terminal, determining whether the third user authentication information and the third
server authentication information coincide with each other and performing a user
authentication, by the authentication server,

wherein the third user authentication information is generated by performing
a conversion using a unidirectional function while the unique key of the
authentication institute and the fourth user authentication key are taken as elements
to generate a fifth user authentication key, and performing an OTP operation on the

fifth user authentication, by the user terminal, and
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wherein the third server authentication information is generated by
performing a conversion using a unidirectional function while the unique key of the
authentication institute and the fourth server authentication key are taken as elements
to generate a fifth server authentication key, and performing an OTP operation on the

fifth server authentication, by the authentication server.

26. The user authentication method of claim 14 or 15, wherein the user
terminal detects a symptom of an attack comprising hacking while the authentication
procedure of (1) to (4) is performed, and compulsorily stops the authentication
procedure by generating a compulsory stop signal for compulsorily stopping the
authentication procedure and transmitting the compulsory stop signal to the

authentication server when the symptom of an attack is detected.
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