MEMORY MANAGEMENT FOR M CROPROCESSOR SYSTEM BACKGROUND OF THE | NVENTI ON "
' he Invention. The invention relates to the field of address 41 7(;2
L.on units for menory managenent, particularly in a nicroprqcessor‘,—~~
Prior Art. There are many wel | -kaoya nechani sns for menory

virtual address) is ’ \
% , 37 HMLCROPROCESIOR $YSIEM ddr ess i s
tg a RQU ™PNce, for instance,
. The present invention relates to the fornmer category, that is,
arger virtual address is used to access a |limted physical nenory.
In menmory management) Sy$#ie0&, of ttreS 1abegt#gHOWn to provide 15 various
protection nmechani snms. For exanple, a system may prevent a user from
witing into an operthe dgveystamrenapes hpsthey eneid Wp pAAFLHY trxmsQReiati Ng
systemto external ports. As will be seen, the present invention inplenments
a protecti on“AtHatfiTs MeRErppanagengnty ceartlcudartp| in ¢haderebratessosi gns
"attributes" gtgegata on two ( 20 distinct levels. The closest prior art
known to Applicant is that described in U S. Patent 4,442,484. This patent
descri bes & he nenory managenent and protection nechani smenbodied in a -
commercially avail abl e microprocessor, the Intel 286. This nicroprocessor
25 includes segment &+ o®T8eB AUt or regi sters contai ni ng segment base

addresses, limt irﬁfﬂé@Ethﬁljﬂy} @Liiliﬁgéﬁsm&€h9n155¥‘¥5%C£L£E}y management.

In some systems, a larger address (virtual address) is translated o

A In sone systens, a |larger address
MEMORY, MANAGEMENT.
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s,

o) to a smaller physical address. In others, a smaller address is
10 used to access a larger memory space, for instance, by using bank
switching. The present invention relates to the former category,

that is, where larger virtual address is used to access a limited

physical memory.
In memory management systems, it is also known to provide
15 various protection mechanisms. For example, a system may prevent a
user from writing into an operating system or perhaps even from
reading the operating system to external ports. As will be seen,
the present invention implements a pfotection mechanism as part of

~ a broader control scheme which assigns "attributes" to data on two (

20 distinct levels.

The closest prior art known to Applicant is that described
in U.S. Patent 4,442,484. This patent describes the memory

management and protection mechanism embodied in a commercially
available_microprocessor, the Intel 286. This microprocessor
25 1includes segmentation descriptor registers containing segment base

addresses, limit inform;tion and attributes (e.g., protection



“bits). The segnent descriptor table and-the segment descriptg RSt ers
both contain bits defining various coatrol nechani snms such ag
level, types of protection, etc. These control mechani sns arfe d |bd in
“detail- in U'S Patent 4,442 484. 5 = 2 =(ne problemwilth | At el &
28Q1's that bhes§eonmat seé.ﬁéﬁt abgchméxe%spe% R4 b €Se grlen t2 U EF 1IN €5

consecutive locations in physical nmenory for a segment which is not always .
easy to nui nregisters hokh dmtadenbitmaledduing agaibest bentimplenbelk sisaisem i S

that the segnent offs ge, as the physical address space. Yet, the
10 i nvented SY&P et & ?P'id \Sllledgé » cBYRRR OB gf YRSHLPR t BEE pr (TBPSE etifdALAt i on

mechani smfoueéumst.ﬁeawteésc%&%edq,hedetaﬁam HE gge'e,ﬂe%wa@t%@&s bet ween

the prior art systemdiscussed in the above-nention patent and Its

- commerci al® real | zat i ®ne( protlen?86thi theondebs3as iswithat heappghent derestt he
detail ed descrl tion of 15 the present invention. SUMVARY OF THE

| NVENTI ON Anifnpimitedetp 64k aPYr?FErop¥fo@é§9oFe%lgﬂ§le§nﬁquiN6| erat igns in

m croprocessgg a2 b stegmélﬁé%wﬁdis e igLapr QggS§9rmat1fa%L99€S

a segnentation” mechanismtor transTating a virtual nenory
second menor ysadit ke ckempaneaddvestygeartd the invehitad @ared tonthad Ithag
attributes of data mem)rg segnents. The inprovenent of the present

i nvention i nEPERERT é’fﬁéﬁ 13 &% 1AZED 35 dhet HE"?ﬁ"@rloﬁFB’é%%%&PaPBr Yet' the
transl ati f t r

condi ti onﬂ)gTEl L%’Sféd (rgrl[':)‘rq'lll ; rpl ??%ine{besgaagg?rgﬁ%ﬁr}ggda?ta speé cal ly, a
page direct osygmeﬂtaimgmetlaiﬂism t6urddieinf ithet Iftedl @88¢CeSidrs hbearpag,es

directory and p ge table if no
\_/ and istinctions between the prior art system discussed in the

above-mentioned patent and its commerc¢ial realization (Intel 286
microprocessor) will be apparent from the detailed description of

15 the present invention.



hit occurs in the page cache nenory. The output fromeither the page cache
‘menory or the page table provide a physical base address for a page in
menory. Anot her field of the |inear ader§§ provides an offset within the
page. " 15. Both the page cache menory and page mapping data in the J
data,sayor SuMarye ori e INVERREESENt i ng attributes of the data in a ﬁff
T pl tullar ~"page. These attiributes include read and wite protection,
¢ whet her the page has been previously witten into, and other

ion. |nportantl t he_page | evel 20 protection provides. .a second
gt control o&%r{%ﬁﬁggepﬁgfhggﬁ%ﬁﬁf§° ??ﬁ%sfg_gﬁﬂg?%f®9§hdl?ﬁ¥ﬁyfﬁgﬁished
the seiprodtiddPWnaSa datBMleworPEECRILErODedr THe RRAVSINGReELgH € 1
is a block diagram show ng the overall architecture of the m croprocessor
i n whi ch tirclwdescatse¢snentaition mechgnient for tranplatings a virtual m@pgoye 2 -
s a block, diaagram.i]lustrat]i e niatian hani,sm odied.in the
m cr opr oce%‘gdorre%(?f m&i %uérjeé"of.% -*’—'?‘gﬂ%’g ag%?g {) OC] rd?%gﬁezfrﬁ)i' F‘Pﬁg? ratt’leﬁéi?ﬁe :
page fi gl daneRRidnR¥ol Ping altitkr1iblteE oI daba [ ind?FISegmeditss NEMREY. 10 Figure 4
is a block diagramillustrating the page field mapping for, no hit or match
i n the pagbnpresteaentnef \thef Pregerte idvepsion Hinclydeadia innge chchgampaory

di t and . table | ' d,, | '
Figure 4 98 WRGIE-SPT e tar agPun BB e L 9 AP B 1A 4id TR0, PR Qger |

address for a hit or match condition. The data memofy also stores

page mapping data, specifically, a page directory and a page table.
10 The first fiéld accesses the page directory and page table if no “)
| hit occurs in the page cache memory. The output from either the
page cﬁche memory or the page table pfovide a physical base'addreés
for a page in meméry. Another field of the linear address_brovides
an offset within the page.

15 Both the page cache memory and page mapping data in the
data memory store signals representing attributes of the data in a
particular page. These attribﬁtés include read and write
protection, indicate whether the page has been previously writteﬁ
into, and other information. Importantly, the page level

20 ptotection provides a second tier of control over data in the
memory which is separate and distinguished from the segment

_ attributes;



stored in the page directory, page tabl-e page cache.nenory. Figure 6 is a
bl ock diagramillustrating the organization of the content addressable
nennry and data storage contained within 20 the page cache nenory. Figure 7
IS ahVeIectrlcaI schematic of a portion of the content addressable nepp#y*
of Figure 6. 25 " Figure 8 is an <fettrical schematic of the [
circuits asgy ~Ya Reny o OR S ﬁgsFﬁgure 6. -5- DETAI LED
DESCRI PTI O x = A croprocessor system and i .
particular, a nenory managenent nmechanismfor the systemis descrilbe

the foll ow ng descrlptlon nunmerous specific details are set forth\suc
specific nunber of FHfURe loig 2 Rlock Alsexap FRevize thesovamidugh

under st andifig ket BErd RS tR hiMiUBrbeBssdst 10 bhidE @RV peUSend WeUREsod O one

skilled in the art that the present invention may be practice out

t hese specﬂfa cudeentlys repdigeder instances, well-known structur es are not
shown in detail in order not to unnecessarlly obscure the present

i nvention. 10 . Inits currently preferred enbodi nent, the

M Croprocgssor sysgggida® ¥ges smknhfaemupmﬁe{réﬁngf the %&ﬁeatatm s

m croprocessor is fabricated on a single silicon substrate using

conpl enent awechapli ak - enhicdidedeinm cthred md toopddedsSpr podH Rigairagl. Any one of many
wel | - known CMOS processes nay be enpl oyed, noreover, 15 it will be obvious
that the present invention nmay be realized with other technol ogies, for

i nstance, n-channepsgidd 36. o SFckChfag A 1TRUDEYs (THRAIEIR Mg BEBARI SM fOF

sone conditions
W mapping for a hit or match in the page cache memory.

10 .
Figure 4 is a block diagram illustrating the page field

mapping fé?_po hit or match in the page cache memory of Figure 3.
For this condition, the page directory and page table in main

memory are used and, hence, are shown in Figure 4.

15 ' )
Figure 5 is a diagram used to illustrate the attributes

stored in the page directory, page table page cache memory.

Figure 6 is a block diagram illustrating the organization
of the content addressable memory and data storage contained within

20 the page cache memory.

Figure 7 is an electrical schematic of a portion of the

content addressable memory of Figure 6.

25 Figure 8 is an electrical schematic of the logic circuits

associated with the detector of Figure 6.

-
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requi res access to tables stored in main nenory. A random access nenory
i.ch functions as the main nmenory for the system 20 is shown in
An ordi nary RAM may be used such as one enpl oyi ng dynam c -
As shown in Figure 1, the m croprocessor 10 has a physi cal e
: of/ 32 bits, and the processor itsélT is a 32-bit processor. Cther"
of a i croprocessor _system.conmonly .25 used such as drivers, -
at hemmay! ¢ RETAILED, DESFRIPTIOQN OF THE PHESENT.INVENTION e 1. -6- - HI GHLI GHT
NTI ON The i nvented nmenory nmanagenent nakes use of both segnentation
and pagi ng.. Segnents are defined by a set of segnent descriptor tables that
are separate fromé mdcpopeodesisbessystohn toddis qparidctiber pagaenbans| at i on.
The two nechani sns are conpletely 5 separate and i ndependent. A virtual

addr ess i sEppasraeqtoBechanisn, for Lhe fyftensis fassgibedt i ikt t8eeps, using
two di stingh: {GwWiH AeBBFIKEY BT :ﬁeﬁ&@%&kéﬁ?@ de?a 1] Ga{&eei u or the
first translati on_d;t gp, and a pgai ng technique is useg or %ﬁe%ﬂgg)nd
transl ati osusheps speeipigi mopterans| bdtsgn etan, bin tardeedtofgrovadéOa produce a
one-step translation with segnentation onl which is conpatible with the

286. SegnmeitbharPush upderstanding gfsthg inﬁ)se%/‘f‘é:f'\%‘Ted‘ttég"a 4B Fiid Ly PRt ual

dd t - bi ' | | . 8-hit yirtual
Sddr cos | o °ByEEIE, ok VER] dd Mkl BEL AU haRitle W% pARE G Bebslhl | U0t ¢ e
Wi thin thi insegres mayTbe griactited cgimivuts thésd tpeedent iddwrilkhe megment,

and is used to access an entry - _
other instances, well-known structures are not shown in detail in

order not to unneéeséarily obscure the'present invention. k-)
10 In its currently preferred embodiment, the microprocessor |
system'includés the microprocessof'lo of Figure 1. This
microprocessor is fabricatéd on a single silicon substrate usiog
complementary metal-oxide-semiconductor (CHOS)'proceSSing. Any
one of many well~known CMOS processes mai be employed, moreover,
15 1t will be obvious that the present invention may be realized witﬁ
other technologies, for insfance, n-channel, bipolar, SOS, etc.

The memory management'mechanism for some conditions
requires access to tables stored in main memory. A random-access
memory (RAM) 13'whioh functions as the main memory for the system o

20 '1is shown in Figure 1. 'An-ordinary RAM may be used such as one
émploying dynamic memories.

As shown in Figure 1, the microprocessor 10 has a
physical address of 32 bits, and the prooessor.itself is a 32-bit
processor. Other components of a microprocessor syéfem commonly

25 used such as drivers,_mathematicai processors, etc., are not shown

'in Figure 1.



ffom t he segnent descriptor table. This segnent descriptor ent contains a

base address of the segnent, the size (limt) of the segnent, I ous
attrfbutes of the segnent. The translation 20 step adds the base
to 32 bit-offset in thé virtual addressg gq obtain a 32-b ”
address. - At the sane tine, the 32-bit offset in the virtual address is
corrpar ed agai nst the segnent |inmygicraR8ut e T¥REnPion he access i s checked
agai nst the segnent attributes. ATault 15 generated and the addressing 25

process is aborted, THe tinge8fedinemoiyseindgemont snales sesegyrmth [inmt, or
I f the type of the_access no,

‘th t . attribut
(the second tYe8MEPEETIAN af’f’aﬁ%?’fsftges §e§'§e'b alrgné%fi ed di?(raslbestut"gsﬁe%? g

physi cal addrRseriston Ab1eR- LEVE a rBA8E Hitrdtabt@oni thed paEeC%ﬁéi%Qéabﬁai In
detail below. The two steps are totally independent. Is permts a

(1 arge) segnﬂetscrbbbethﬂ)rvpcseﬂmfslsﬂenal 'p@gésp mechanjisge dre rembleteiposed
of several (snall se start . on any boundary, and be of
arbitrary i A2P8 5%\59 %‘EB‘PaFPﬁ’?%&‘% ‘to sY “h éﬁr%sspzi@e tERRRIREES tRr2 ¢ o
have a |engt hMdkai Sadiitedbath €W tdlie'cfneé ko usTfH(fs t3b! QV5 1909 RAY 51 P
describe separately protected areas of nenory that 10 start at arbrtrary

addr esses andndchahesmé. ardbisegaentatiion. t&agimyneals oiseiifobethsed rse Cl ust er

a number of smal l ments, each with its uni gue protection attributes and
size, into a ' |°1'F§I1étg%\"ge§tepn el @ Pagine staphodauei bh ysedy feesthen gecond

prot ect | on a3k ePon UKLpRAINY) AIGAKE B AILBTUE e TBA A Qe 5o

physi cal nenory nmapping a group of units that nust
J 10 Pproduce a one-step translation with segmentation only, which is

compatible with the 286.

Segmentation (the first tramslation) translates a 48-bit
virtual address to a 32-bit linear (intermediate) address. The
48-bit virtual address is compbsed of a 16-bit segment selectbr,

15 and a 32-bit offset within this segment. The 16-bit segment
| selector identifies the segment, and is used to access an entry
from the segment descriptor table. This segment descriptor entry
contains a base address of the segment, the size (limit) of the
segment, and various attribﬁtes 0f the segment. The translatidn
20 step adds the segment base to the 32-bit offset in the virtual
K,/ ) adaress to obtain a 32-bit linear address. - At the same time, the
32-b1t offset in the virtual address is compdred against the

segment limit, and the type of the access is checked against the

segment attributes. A fault is generated and the addressing

25 process is aborted, if the 32-bit offset is outside the segment
limit, of if the type of the access is not allowed by the segment
attributes.

Paging (the second.translation) translates a 32-bit linear



protected separately. Paging can be used to break up very large segnments
a.smal | units for physical menory nanagement. This provides a single
ier (the segnent selector), and q.single descriptor 20 (the segmeg
tor t t [a her han N
' Iéé?éussgmo gga‘gﬁ X:h%%f a%%éggée%%rnl%? gg& Lé%gms\nt -
rmubdes ian aagdotesmaleskeypéd din deppi Ndpdibat al | ows I arge segments
apped i nto separate pages that need not be contiguous..in physical

/. In 25 fdde tEAgFIRPSaPFBwEC R 11gr dndergpdent -t oTibs mﬁﬁpéélss&) t hat
onIy a fey [ [ meqpr the

remai ni ng\elpa s%%m%e;: sée%n%{]?‘)ﬁg%%%g%ntl‘sgv%yi p%ggar n‘g[’;;;D '%/s?o supporet s the
defini tg oaoﬁiao&ubﬁt sgeérH)e (Wbl ) sednenge.segment, for exanple, to wite
protect some pages of a |arge segnent, while 30 other pages can be witten
i nto. Segnent & |sesm9nbwad’e§tar‘\?e¢ry W@Pm.venfbrm exft iaghi ekt  whi ch

k t h tural d
or 15 noar FaZa i 48 ynatikin £Bcge et 3bRIeE Y rend boutdatit B S ot hod
for managihgge P Yiingth TRIPIdE aB exHOf Mui¥sh e SBigdgBBIO ph1aNd 1 Pagki ng di-sk

menory. The conbination of the two nmethods in the present invention
pr ovi des &esmeyts |toxidbserthrd sepacately mrobegtend aireesi ofh wrowaly. tVERALL -

nCor | Ko SToThrtY “ERL PR (HFORPES | A (1000 oOk (AFALPOTY AL L1 ng.

transm ssion of dmddt@tioPAnCHE Sl FoS cPibhdiO nEfBEYIdMY shREL SeNding
the 32 bits of data. Internal to the m croprocessor, unit

segments, each with its unique protection attributes and size, k_)

into a single page. In this case, segmentation provides the
protection attributes. and paging prd#ides 2 convenient method of
15 physical memo:y_mapping a group of related units.that must be
protected separately.
Paging can be used tp break up very-large'segments into
small units for physical memory management. This provides a
single identifier (the segment selector), and a s1n§1e descriptor
20 (the segment descriptor) for a separately protected unit of
memory, rather than requiring the use ef a2 multitude of page
descripfors.-'Within a segment, paging provides an additional
level of mapping fhat allows large segments to be mapped into
_ separate pagesethat need not be contiguous in physical memory. In
25 fact, paging allows a large segment to be mapped so that only a
few pages at a time are resident in physieal memory, with the
remaining parts of the segment mapped onto disk. Paging also
supports the definition of sub-structure within a large segmenf.
for example, to-wiite‘protect'some peges of a large Segﬁent.'while

3n Other pages can be written into.



14 ‘cormuni cates over the internal bus 19. The bus unit includes a pre-fetch
unit for fetching instructions fromthe RAM 12 and a 15 pre-fetch queue - .
whi €h comuni cates with the instruction unit of the instruction decode uni i
16™,JFhe queuéd instructions are processed Wt hin the execution unit 18 '
(arit hneti c | ogi ¢ unPegmemirghon mroyddss sa IBry comprghemeivé  protethion unit
as well as the decg unit, c ni gate w.th t I nternal bus 19. 20 :
The present imr?\fleegtrg%mcewr?trgrss&ém;%’l?ndn?ﬁ‘éraalddF‘@ggst'fsa?ﬁsligﬁt'?o?f"iﬂf"lm?ﬁf Thi
unit provi desarbd@rhHi41i22@S pi 666 ITSACh6E AT Whlikeddta BREGEY! GRgEhgPLOr
regi sters, and the other with the page descriptor cache nenory. The segnent
regi sters ar@royidepcthrpPospaeenvardeati pethed Ser opangsingephysics]l némyryar e
25 descri ped 4 Wl jupctiagn w th Fiqure 2. The page cache
nenor y ang itds?rlf'gggggc f“%%hwhﬁ%é‘“ga%%%“r‘e@% (s)llrsy& (k4 ﬁaggh? %’Pg?‘é‘i Ld
wi thin the nmaif tRent¥y mbihoas dims cthes plesdhtc ARVURELID Priovided i Owees 3- 7 and
fornms the basis for the present invention. SEGVENTATI ON MECHANI SM 30

The segnent atileéxibhe tanst Porgpfel memeryi prategtippimwedel. address fromthe

execution unit 18 and accesgygs M}_.eﬁe 591?6&:@3% r lﬁtﬁr nment ati on
information. The register m#arﬂﬁae—?egmg—ggéee-agéﬁggs whi ch al ong
with the of fset fromhmedret val thiddi 886p oo se8HPLAS AR a| bikP I n2drifed he
page unit. 5 Figure 2 illustrates the accessing of the tables in

mai n-menaoy Wdt dke sEpdusanibh inedndewrmifers| tenigerait tiogmppi ng
i nformation for

descriptor ta rlaé'aslmgs\?!\%%ne%g?Egﬁe%%ﬁ’yﬁﬁgggmseé Ic,sglﬁfq% %]ga%é?%?%ggic}sgg‘ggW de a

bais/address soidiagdiié @Wbliys &f @itde Internal to the microprocessor, unit

14 communicates over the internal bus 19. The bus unit includes a
pre-fetch unit for fetching instructions from the RAM 12 and a

15 -pre-fetch queue which communicates with the instruction unit of
the instruction decode unit 16. The queued inétructioné are
processed within the execution unit 18 (arithmetic logic unit)
which 1nc1udés a 32-bit register file. This unit, as well as the
decode unit, communicate with fhe internal bus 19.

20 The present invention centers around the address
translation unit 20. This unit provides two functions; one
associated with the segment_descriptor registers, ind-the other

N ' with the page descriptor cache memory. The segment registers are
for the most part known in the prior art; even so, they are

25 -described in more detail in conjunction with Figure 2. The page
cache.memory and its interaction with the page directory and page

table stored within the maih memory 13 is discussed in conjunction
with Figures 3-7 and fdrms the basis for the present invention.

SEGMENTATION 'MECHANI_SM

20 The segmentation unit of Figure 1 receives a virtual



.10 attributes associated with the data in the segnment. The offset is
conpared to the segnent limt in conparator 27; the output of this
conparator providing a fault signal. The adder 26 which is part of the
m croprocessor conbi nes the base and offset to provide a "physical" addr»ég{g

ines 31. 15 This address nay be _used'f?y't he microprocessor as a ~ ‘
b cal adddeess dromsthp (prechbipmgindg LBiand aThessdess tenappreprieve de

ibilit i th _certai rograns- written.for a prior nicroprocessor
*t@ 286)“?&#0?' Fﬁ%““’r“ﬁ‘[’_‘gl“_ Esg’,‘ﬁt’ﬁ’ “5R%si cR° REBtEET £BA 1% B3 bits. 20
donengeghédt BUbEaddielsedwigcialiab Swth the §64dt RE6R StIRITRIQYELh such

¢ various privilege levels are set forth in U S. Patent 4,442,484. The
t hat pddressyaent eQURIedneveRn inesi 33 ke paghainditioor art is

represented in Fig ' ' eq, Li whi ch 25 indjcates the prior
art struttures tog#h‘gr‘[ze_%)%ilgpgfﬂgéfog‘%édgﬁeﬁe%gén%hépptg' et?gt{-ﬁ%l- ’ﬁ‘aﬁ'ﬁ?’hg bl ock
30 which i nemsile whehetpagRghBhta BfonFirgdiStersiardeidadta whth i mipgpiggti on with
t he page directory and page table stored in the main menory is shown in

Figures 3 dnfotmptipn £or a new segmgmt.c The tsegment r tiwlidy ipdetes rtbd
enbodi nent _t he

2150 coul PR SATEEARn RO Lot R BIP FEPEY cbire. WPERCTThonSAGPhy
gggggpgtsg tgﬁﬁﬁéﬁﬁgaﬁaﬁm #nd additionally) k¥4 3 the page
‘10 attributes associated with the data in the segment. The
. ffset is . cbmpgred to the segment limit din <
. comparator 27; the output of this comparator providing a fault
signal. _The adder 28 which is part of the.microprocessor combines
the base aﬁd offset to prpvide a "physicglﬁ address on lines 31.
15 This address may be used by the microproce#sor as a physical -
address or used by the paging unit. _This.is done tc prqvide
compatibility with ceftain programs written for a prior
microprocessor (Intel 286). For the Intel 286, the physical
address space is 24 bits. ] _
20 Thelsegment gttributes 1nciuding details on tﬁe

descriptors employed such as the various privilege levels are set

forth in U.S. Patent 4,442,484. | o/

The fact that the segmentation mechanism is known in the

prior art ;s_represented in Figure 2 by the dotted line 28 which-.
25 1indicates the prior art structures to the left of the_dotted line.

Tbg page field mapping block 30 which includes the page
unit of Figure 1 as well as its interaction with the page |
directory and page table stored in the main memory 1s shown in
Figu:es 3 through 7.

30 ¥hile in the currently preferred embodiment the

-



unit 22 of Fi gure 1 is showmn within dotted |ine 22a. This nenory conpyise
two arrays, a content addressable nenory (CAM 34 and a page data (bAs
menory 35. Both nmenories are i'npl emented Wygho static menory cells. The
organi;/at‘i on “of rren?r' es 34 End 35 is 10 described in conjunctioniwt
Figure’ 6.« TheoEBEBFHHCLMPCHRRISP (S6F FRAAMARPEASHRtS, <21t Go8 1falking -

feafufe is d ' | | WNgd d | Fj e 8 i near T
addF‘Le}/;s frome‘ﬁﬁfelleggg?r%ﬁntﬁﬁm? %é%g%g%lie%q%oa? %%&gaetﬂ%ir?aéffgof Figure :y
1. As shown imechagdse.3, this |inear 15 address conprises two fields, the

page information field (20 bit and a displacenent field (12 bits). ’
Additionally, there is a four E m&”&&ﬁ”@f‘ﬂm‘m‘%rovi ded by the

m crocodes The 20- byi MA3RSel B & and%%‘ﬁjg%{bgiﬁ)%a%ggﬂwt %/gggnet g%s

of the CAM 34. Al'so, the Tour attriblte
20 "WR') mmit aRsof rEiigulret hote showhhei WM detted Knki 229cCUMmis fdbér¥e S

an exception to this when "masking" is used as will be discussed.) For a
hit conditi orfoRPRASAB Q) 835258 o\f $O8tERDRAdressable \RemaTih( GAM) S4cerdimed
with the 12-Rit, di t Ll f t ' r._agddress 3s

r epr esent ed %/aggu#rﬁrg%ag%%p Elug‘;gt}lr’g%'anggﬁlﬁ%e#nggt%egarﬁe gﬁ§ ?%eaﬁategda?'gés

sel ect s fromsitathicbyémoyage1lsaneThen ofpaii 28T0hY of Jnemoried 134 8AEB5 is
ADDRESSI NG FOR THE NO-HI T CONDI TI ON A gagte directory 13a and a page table
13b are Por Apscribpd imioondupetion yithcEigurgube 4The Epechiibe cid¢nbtsy f or

the page direglof Yol Schl 34 80h F 1AM bl gud SIRR0E0PS Ure®2d dsci 1R I
L | conjunction with Figures 7 and 8. :
The linear address from the segment unit 21 are coupled to
the page unit 22 of Figure 1. As shown in Figure 3, this linear
15 address comprises two fields, the page information field (20 bits)
and a displacement field (12 bits). Additionally, there is a four
bit page attribute field provided by the microcode. The 20-bit
page information field is compared with the contents of.the CAM
34. Also, the four attribute bits ("“dirty", "valid", "U/S", and
20 "¥/R") must also match those in the CAM before a hit occurs.
(There is an exception to this when "masking” 1is used as'will be
discussed.)
\/ : 'For a hit condition, the memory 35 provides a 20-bit base
" word which is combined with the 12-bit displac¢ement field of the
25 linear address as represented by summer 36 of Figure 3 and the
resultant physical address selects from a 4k byte page frame in

main memory 13.



Figure 4 as the page directory base 38. Ten bits of the page 5 information
field are used as an index (after being scaled by a factor of 4) into the
page dirrectory as indicated by the sumer 40 in Figure 4. The page

dirgetory provides a 32-bit word. Twenty bits of this word are used as\a p
bgéetfor the page tabl BAGEADDRESSING (FOR THENOTHIT GONBITHMrnation field

£ e(yiNi | ar | ‘ 0, .80 in bej al ed by a factor, of 4), .7
eOlt e oaos tanie PRES 1Akt kel MY B BRd YRR S el stBfaf ) (o)
broyidgs atBe-mifn Wehory 203 liskee eigwd &fy .ar end A skaggahase b the galpysi cal

addres5. This page base address is conbined as indicated by sumer 42 with
- bi t d§rephardedenprevigled £pomrehs edenoprodsissorsSaphyis ehbwadih ess. Fi ve

bitsfrom e 12-bi | el ds_of,.the dirggtory a tabl e are used for
attribut esEgﬁ‘?'t‘el c‘ﬁl"ar H’/g"'gaigret f/u%eq%cg%g;%gs,e §%7 g e B?W %gn&hep%%eent

These Wi} | iheofhatavaseteid el asd@tsd lan AnE6N) (WEterOBed B84 By B

Remai ning bits of this 20 field are unassigned. The stored attributes from
t he page difretenrof ddinte|theapageclinestory awrinddeatedity checsutmets 48l ong
with the 4 bigf of %‘ttr' but e infgrmattion assgﬁc‘eiateg vvi£h the |inear

address. PAPtEIRHS firs TRGiRRES ALEPT ONYe PEREITPS & SARRLL A 1 JWFRY are 25
discussed ipit§05t Whdki 98rdVidre LBegCad 10Wa8s 1 PR CLRECTARY AT TRIBUTES In
Figure 5 the page directory word, page table word and CAM word are again
shown. Theophet exa ibiescont thed pager intdremtassi A adet SEnf QN ybused Qfs t he

page dilrector'l/ word are |isted 12- S
0 an index (again being scaled by a factor of 4) into the page table

as indicated by the summer 41. The page table also provides a &-)

32~bit word, 20 bits of which are the page base of the physical

address. This page base address is combined as indicated by

summer 42 with the 12-bit displacement field to provide a 32fbit.
15 physical address.

' Five bits tfom the 12-bit fields of the page directory and
table are used for attributes particularly "dirty", "access",
"U/Sﬁ, YR/W" and "present". These will be.disctssed in more
detail in.conjunctiqn with Figure 5. Remaining bits of this

20 field are unassigned. ' '

The stored attributes from the page directory and table
are coupled to control logic circuit 75 along with the 4-bits of ~
attribute information associated with the linear address. Parts

of thié-logic circuit are shoWn'in sﬁbsequent figures are

25 discussed in conjunction with these figures.

PAGE DIRECTORY ATTRIBUTES

Ig Figure 5 the page directéry word, page table word and
CAM word are again shown. The protective/control attributes

assigned to the four bits of the page directory word are listed

’

. .t



within bracket 43. The same four attributes with one additional at
are used for the page table word and are set forth wthin bracket .
four attributes used for the CAMword are_sgt.forth within bracket| 45,
The\a}/nbutés are used for the follow ng purpose: 1. DI RTY. This \it

i ndi cdt es whBiHEm praaket Hds bdes shme fenrishigibuee with oge caidigd '
page /has beep htg#t?gna}gtlpsedwb; Q{e ? nofbd’"e wg;'d.'.gnsrfr nceseﬁo |r)cfhormthe k

operating sys at an entiré page I"ean 1% “Stored imn-

10 the page w«é}hﬁ: dpdekét the C’NNe(ﬂﬁIr aBtFiWutRRa0Qs8d r £t Ah¥) cad KR rll REEssor
sets this bit in the page table when a page is witten into. 2. ACCESSED.
This bit is sebriarthnwbihip dRackabe’Tirectory and table (not in the CAM

and 15 Usgd 10 1 ndi Gk eut Dalls A ARARHAZPORN 36PETRG, SONSS, A PaCE 1

accessed, “this bit iI's” change t he  proceés i ke the

dirty bit, this b|t1|.ndnna1txes whes hare anaﬁwmsmbem aCpRgeCEhLivear for
witing or reading. 3. US. The state of this bit indicates whether the 20

contents of whitimagdate. uste ditl tsirheapgsdronagc Gcpsed|has( beamryrititesr

ervisor o bipar er.0 This read] r ot ect qn bi t
miot be o bi NAYS" 1 TEPAPFEUR HEShadon auBEAREa1 o MR BheactAtiPE e
program. 5. g@i¥ea-Nhat ﬂ“eﬁathlrb pdgd N& Bagerdidahe .| NliGALES ié dtttedOin

associ ated page is present in the physical nenory. This bit in the page
di rect or yl0 nthe page table@andsdncthe &#Mp&gett%!bltéel page edaectory phy Jheal

merory. 6 VEkRod 8o 0L Lot gl 5 S Rl abykeh0F kb1 3R e

indicate if conten t he ISV set to
first state gatonitiali zat | on then changed when a valid

~ 2. .ACCESSED. This bit is stored in only the page
directory ahd fable (not in the CAM) and is used to indicate that
' 15 a page has been accessed. Once a pége is accessed, this bit is
changed in the memory by the processor. Unlike the dirty bit,
this bit indiéates whether é pagé has been accessed either for
writing or reading.
' 3. U/S. The state of this bit indicates whether the
20 contents of the page is user and supervisory accessible (binary 1)
or supervisor only (binary zero).
4. R/W. This read/write protection bit must be a binary
/ 1 to allow the page to be written into by a user level program.

5. PRESENT. This bit in the page table indicates if the
25 associated page is present in the physical memory. This bit in

the page directory indicates 1f the associated page table 1s

present in physical memory.

6. VALID. This bit which is stored only in the CAM is
used to indicate if the contents of the CAM is valid. This bit is

30 set to a first state on initialization then'changed when a valid



13- CAMword is |oaded. The five bits fromthe page directory and table are
pl ed to control logic circuit 75 to provide appropriate fault signals

1t hiym the m croprocessor. 5 The user/supervisor bits fromthe page
xgitory and table are logically ANDed=d3 +ndicated by gate 46 to prowide
heX R W bi t,,stor i n St he M 34 of Figure 3. Similarly, the read/witey ;
bi tg from tcﬁ‘e ngg icﬁ rlgg' 8%?\ and table are logically ANDed t hrough gate ¥, !
to pgrovide the W Ry iti9e0obets ifromheh&AMge dhpedlidrtyy abiit t{¥1@Mat@ t he page

atle is stored in the CAM These gates are part of the control logic 75 of
Fi gure 4. Teurded riheoasral okl flreeitCAN spepraiidenarprennipter 88kt since
they are tr t nd mat ched agai nst the four bits

fromthe msggggg%:‘?i&ﬁ;‘f gg%t“(}%rﬁ?tg?gﬁéolé results even if-a valid page base
is storedsin the (i uskr/éwpervisbRnbets tfrenl tneapageddl eestdrydiaaat espidat a
"user" wite cycle is to occur into a page with RRWEO. The ANDi ng of the .
U S bits frgm ieeleddy 4NPedias (ndherted|hy gnterdh toharovide "ther BiWckite" is

or ovi des. IRECRBRct HECER of b TTRNES L 8 PR SRS b e
" DESCRI PTCR f@ofHen &/BMde8Y alhec teY 3ddasablWiel Dogidiing ANDSd AhGdBRECatd 8
sets

47 to provide the W/R bit stored in the CAM. The dirty bit from
10 the page table is stored in the CAM. These gates are'part of the
control logic 75.of Figure 4. ” _

The attributes stored in the CAM are "automatically"
tested since théy #re freated as part of the addresé and_matchéd
against the four bits from the microcode. A fault.condition

15 results even if a valid pagé base is stored 1n the CAM, if, for
instance, the lineaf address in&icates that a "user" write cycle
is to occur into a page with R/¥W=0. '

| The ANDing of the U/S Sits from the page direct&ry and
table ensures that the "worét.case" is stofed in the cache memory.

20 Similarly, the ANDing of the R/W bit provides the worst case for

the cache memory.
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with 4 words in each set. Twenty-one bits (17 address and 4 attri butes)
used to find a match'in this array. The four 5 conparator lines fromth
feur stored words in each set are connected to a detector. For instanc

e

the conparator lines for the four words of set | are connected to dete togl
53.*Sifrlarly, the conparator lines for f4e four words in sets 2'throu '

are soOnnected to JRRGANIGATION IOF FHRHBAGE MNESCRARTOR CACHE MENMORYY t he 10 ) '
detectors to determ ich word in the set tches the.i t 1 bits) to
the CAM arr ay. Eﬁ‘&%%ﬁ‘v\?ﬁe“ﬁ\&g’é’@f‘o?g CEIS, ﬁrsTPs R n\t’\f?%d{]"ol%oﬁ% Swhich .
perm ts sel@gtig0Rofds ARE eRbn t &t dehqGEh F SndeBEPSi NG HRQReddI@nAt at e Of the 3
bits fromthe 20-bit page information field coupled to the detectors. (Note
t he ot her dtirlbubes)y aofe nbhed to tfipdgs matalr dut tlois farehd. i sTheofphed to the '
‘CAM array.) Forégur poses aof explanation, eight detectors are inplied from

Figure 6. $qPpagateq;}iaes LRomdthfAeubnfiPTEde VB2 A rerl R d Rith the
three bits I N f | or KoeInt | t e tector.
The det ect%ofnehlet%gé fg‘l)?n?ﬁg\%t?{f F?Sﬁr?g. ifﬁe' 5§€a stg?%g‘gr plgrntgigoflgﬁf t he
cache nenvthe irHudr gowrdisz @d sat 0l farer cannenteds towdettexc tarr 83s JBaidarThe data
words corresponding to each set of the CAM are distributed with one word 25
bei ng st orthe jcomparaten lipesfiRp ther f9ur wards; LuSafSe 2 theough 8 &5%d (base
address) sel ect by ' 1.1 h LS he data
word sel ec?"e“a“eﬁﬁg% ﬁ?tad%e%ﬁmv\%?dﬂ%rg?&gﬁa%ﬁ élﬁéairﬂraa%g%%‘f %e?g?EThe t hree
bits usgd déotectorst ta ditieraline wriehakwend uredheoset|mdtichas worel iinpugatt of

the arrays. Thus, 30 sinultaneously, words are selected fromeach of the
fOQL,arraybﬁts) to the CAM array. Each of the detectors contains "hard

wired" logic which permits selection of one of the detectors
depending upon the state of tﬁe 3 bits from the 20-bit page
' information.field coupled to the detectors. (Note the other 17
. 15 bits of this bit page information field is coupled to the CAM
" array.) _
For purposes of explanation, eight detectors are implied
from Figure 6. In the current gmbodimgnt only one detector ;s
used with the three bits selecting one set of four'linés for
20 coupling to the detector. The detector itself is shown in Figure
8. |
N\ The data storage portion of the cache memory is organized
into four arrays shown as arrays 35a-d. The data words

corresponding to each set of the CAM are distributed with one word

' 25 being stored in each of the four arrays. For instance, the data
word (base address) selected by a hit with word 1 of set 1 is in
array 35a, the data word selected by a hit with word 2 of set 1 is
in array 35b; etec. The three bits used to éelect a detector are
also used to select a2 word in each of the arfays. Thus,

30 simultaneously, words are sz2lected from each of the four arrays.



-15- The final selection of a word fromthe arrays is done through the
™I exer 55. This nmultiplexer is controlled by the four conparator
(N the detector. Wen the nenory cache is accessed, the matchi ng
$\5 which is a relatively slow PLOLESS begi ns through use of t e 2}
bigs. e other three bits are able to immedi ately sel ect a set of four?
| i nes¢ anp th'éh?jeftie?&l"oFe’r%""ﬁPépafeﬂ w5 LEemithe aTared i+ deBechiromehofhe hf@t

or | [t | :
e’ pr ofnar Rt iRt SPRessy d8ad ARIHI0EP g (daerOTRAL Byltnp B0, |V
N- sel egdiifhrait8LS1HiexC Har gRe )desYedtbianeousl y, -four words fromthe

sel ected set are accessed in arrays 35a-35d. |If and when a match occurs,
the detector is abl 8hep ?%HFPPK]H‘FP@‘WOFE 3¢ eafiseds hthe aatghing prpcess

i nformat gon is nsm 4 5 al] ow the i,on of
the 15 5 dat® h’v‘\it)hg ﬁd‘&&%&%l za?rwd’n |rrp%(g'§/e«§§ ngcéiég%"gt é{' é&che
merory.  CONTENT ADPRESSHRELE tiEbOR {CAVR Lm&lw&ﬂmZdiémyZEebéétS aMgegh are
coupled to the CAM array are again shown with 17 of the bits being coupled
to the conpl efiefrurgdheesitand the mwoaeieupmatre%fanolsansclngthednmon
attribute bits lLed tq the VU ,c _circ 3b|t a at ed
W th the sl RETSHRIBar of e SPRREEY toraddef pedthes, AN b eissardn Bigihe

are not Showorh&x@tgw@ers)Thenssrﬁa tprenfff&d M the éél%@t@@dftﬁ&ripl errent
signal for each of the address signals and couples themto paral | i nes

25 I n10he Uidé aremaynisgicthaxgell wieklesThendotsel eSited | tirles disehasgdl)| ogi c
57 generates _both the true and cog&pl enent S|gnals for the attribute hits

and ‘coupl es PHut tegepUp LY | ovri HREIT fTome the gglected set are accessed in

arrays 35a-35d. If and when a match occurs, the detector is able

to identify the word within the set and this information is
transmitted to the multiplexer 55 allowing the selection of the
15 data word. This organizatibn improves access time in the cache

memory.

CONTENT ADDRESSABLE.“EMORY (CAM)
In Figure 7, the.21 bitg which are coupled to the CAM
.array are again shown with 17.of the bits being coupled to the
complement generator and override circuit 56 and with the 4
20 attribute bits coupled to the VUDW logic circuit 57. The 3 bits
associated with fhe selection of the detectors described in o
conjunction with Figure 6 are not shown in Figure 7.
The circuit 56 generates the true and complement signal
for each of the address signals and couples them to parallel 1lines
'25 in the CAM array, such as lines 59 and 60. Similarly, the VUDW
logic 57 generates both the true and complement. signals for the
attribute'bits and couples them to parallel lines in the array.
The lines 59 and 60 are duplicated for each of the true and

complement bit lines (i.e., 21 pairs of bit and bit/ lines).



"The |ines 59 and 60 are duplicated for each of the true and conpl enment
lines (i.e., 21 pairs of bit and bit/ |ines). 16- Each of the 32 r I n
the CAM array has a pair of parallel row lines such as Iines 68 and 70. " An_ |
‘ordinary static menory cell such as cell 67 égs coupl ed between each %@
n )
ipAar

bit._and bit/ |ines aggd is asso dwith the pair of row |i
5 Tﬁ\;t he presently %%8#%‘?? ")d‘ ﬁgoﬁ?'f?eﬁf' %{‘ HeRorey has & p Bﬁ}rﬁr‘?fse or

flip-flop stghif116Al kewUbidis l%uEﬁ'aiH‘eihnEEa@é?'ﬁde‘r% %J:FQS
of rowlines (line 70) permts the nmenory cell to be coupled to the Blt and
bit/ Iine whsemakt aen sudlt agncehl B% He eouplad @bheeem sacht be thentbent amd

t he mem)rycg/ aredl to,the data on the columm 1|ines and_the

results of tR ?H“g's ofPf tF R5FSPRLA1RY wlitheﬂf% PatReot FFartith i s
done by copeg agy %a-eeé»e:rya%%emée-@ eibblii FAH, @8k medddly COTPE Qnfdrise
conpri ses fhe n-channel transistors 61-64. Each pair of 'the.conparat or
transi st or s, ofdimagyafipi p-flopastatiorae18s asihdd~chasndls traupl £cbizat wosea one
side of the m)r cel| and the opposite bit line. Assune that data is

stored in thti®ftr $2ER| PaiF7 odngoY Hhimesn &L irf & B PFﬁ'éi"csel"F‘ecP%@'ﬂ cedlbi t
e e | S oy0be EpLERS VORI P Hla biE) PP WRR MDY vl (edn YT |

line 68 is 2 prec ed throu ransi st e sl gha < coupl ed
to the CAM atge Mraa§d 00tﬁdl@vi§§| Ut |do@8nt o5 IMeEméhdS! celldl 14 iddhpaPed S
hi gh. Transistor 62 does not conduct - since line 60 is |ow Transistor 63
does not d8n#Rctbesidata emcthe gelynn (Haesepnd tithe ppenlts ofs thenermprgdsen

low. For tl1e§§ ééﬁ} Ehlgb ﬁhé h?g f%%ef%s. The comparison is done by

-/ cdmparators, one associated with eech cell. The comparator
comprises the n-channel transietors 61-64., Each pair of the
comparator transistors, for example, transistors 61 and 62, are

15 coupled between one side of the memory cell and the oppdsite bit
line. -

Assume that data is stored in the memory cell 67 and that
the node of the cell closest to bit line 59 is high. When the
contents of the CAM are examined, first the hit line 68 is

20 precharged through transistor 69. Then thé signals coupled to the
CAM are placed on the column lines. Assume first that line 59 is |
U high. Transistor 62 does not conduct since line 60 is low.

Transistor 63 does not conduct since the side of the ce11 to which

it is comnected 1s low. For these conditions, line 68 is not
25 discharged, indicating that a match has occurred in the cell. The
hit line 68 provides ANDing of the comparisons occurring along the
row. If a match does not occur, one or more of the EOmparators
will cause the hit line to discharge.
During precharging the circeits 56 and 57 éenerate an

30 override signel causing all column lines (both bit and bit/) to be



25 di scharged, indicating that a match has occurred in the cell. The hit

-line 68 provides AND ng of the conparisons occurring along the row. If a

mat ch. does not occur, one or nore of the conparators will cause the hit

i to discharge. During precharging the circuits 56 and 57 generaté an 30

i de signal causing all colum lines §peth bit and-bit/) to be | pwe”
events thﬁcorrgaratorstfrom drai.ning the charge fromthe hit |inds

bef.0 he @8 npaltoRTAEERIE e CeRRtAatBE ABPR ATBiAinE nthe: Shp5Eat e

enght e | t Ngpgbh @Y neBChe £O¥itheOBodplh1dol BEEESS., 1gnore the "binary zero”

ndifion. That is, for instance, If the gate of transistor 64 is high

hi gh) t heit shanid sheoomot6@ thet Gheccoompariatbine egtamlane sba.

imdarly, if the bit/ Ii‘Fe 60 is high, then t{ansistors"61 and 62 control

the conpari SORBTY ARes FeRdihion,pody 10 GEE8FL, tenTe ithe einary; gerR

i gnored. 5 TBHR:t#MEN ¥ k| FolOi60HARA 19 (he of L 6£d

: g be
masked fifom tﬁe mat chi ng process by maki ng both t%ulbi t anagi%is'?;’;l | ne% OW.
Thi s makes highaphiosr S8hhighhetheantestsistorshé3cald edatohtidie thenditi on on
the colum lines. This feature is used by the VUDWIogic circuit 57.

M crocode $PER&TLsaioupStmilariogitf the Rty 3nefilds hhehahent and bit/
line for sel ' £%,0 LRyt s, Dbi . he |o f t] of the
m cr ocode Etirggfgf%ﬁ% r%és% ‘Ets.@% %to%#e‘ggt rePt‘)"h@gagis%g’di -a:ﬁégévvl %H?Eaépgﬁhte to
be i gnor ed comphrstdrepenmbts sceldaedtof be lgasradce, THus,i gher ea tWoedULS bit in

t he supervisor¥ node. That.- is, the supervisory node can access user data.

Si mi | arllp, couried tdhenfi e qnaritadnnbhls icgRoPemafied fremithy SRtoRElS t he

%

* supervi sor  pdee 15y BRKLHE: botndl BHY dld v/ AL SR 1N A M RRkes 16 I

appear that the contents'of_the cell match the condition on the
column lines. fhis feature is uéed b& the VUDW logic circuit 57.
Microcode signgls;coﬁpled_to Iogic circuit 57 causes the
15 bit and.bit/'line'for selected ones of the attribute bits to be
low as a function of the microcode bits. This results in the
attribute associated with that bit to be ignored. This feature is
used, for instance, to ignore tﬁe U/S_bit in the supervisory mode.
That is, the superviséry.mode_can access user data. Similarly,
20.the fead/write bit can be igno:ed when reading or when the
| supervisory mode is activeg__The dirty.bit_is also 1gdored when
reading. (The feature is not used for the valid bit.) |
¥When the attribute bits_are stored in main memory, they
caﬁ be aécgssed and examinéd'and logic circﬁits used to control |
25 accessing, for instance, based on the one_or zero state of the U/S
bit.' However, wifh the c#che memory no separate logic is used.
The forciﬁg of both'the bit and bit/ lines low, in effect,
provides the éxtrg logic by allowing a match (or preventing a
. fault) éven though the bit patterns of the_attribute bits are not
30 matched. | |

o/



‘reading. (The feature is not used for the valid bit.) Wen the attr
bits are stored in main nenory, they can be accessed and exam ned a
circuits used to control 25 accessing, for ifnstance, based on the
zero state of the U'S bit: However, with ttfe'84ache menory no separa

é\%ed : The forci nthefdeltetbor Ha'ohl Fignek 18,t as| st 1aVWidukeesl, eCiclu es,
provwdes the extra logic by allowing a mat ch (or preventing a fault) even
though the B P1BEAtEISIONOR RAYES: SRRNtAS Batesabl, B3 88 smt Bided. Th!'eeThe :

ot e cuch S TR, Gual HIH "ol OGR Su B AT Ropl bbb 8

sel ect ed setgadk &AM thesesans esmmuphediines)al eBBlind lteseaadLrrehenp as |ines
A B, and C A different 5 conbination of the |lines are connected to each
of the ot RercoRPRayEkans o tee limesaate, coudReyed ct@Lachce! vide bhkehiNoH i nes

D, A d B. h tt NAND t
such a?nNANISaI geog;é,o u,&nﬁ Tg‘?qc'nggkrﬁﬁedg? Sgﬁeﬂﬁfllrtsthggh{leg&li“mﬁbagﬁt énd‘gll'ﬁl g

line is the K)ne'l‘ﬁ@foﬂﬁiﬂtf 08l edshiBo€, bhe INUH ghtedOis AR lQp\H‘F\!bt tﬁAﬁﬁ‘:‘g
gate. This is also the bit-line fromthe set entry to be selected or

exanpl e, gat9é1°96°~§hMNQj B8Epce8. tH‘ehéﬁt1tl1fatprp$14&%$smleatlmwmhehch NANDe D.
For instanc se of ine Dis coupled to the NAND
gate 86. Si %altarl v, gﬁnfhg I\ﬁ% gﬁtg g(l)met ﬁB‘"ﬁl‘t B.CnB) that 48dPret A® to the
15 out putmofimtetséltn@mmma.s it Odabethéd\bi®NaRhe FRAAtRLISA 1S

al so coupled to the NAND gates to prevent the outputs of this logic from

- being enabl &RtF¥rte, b isedected- oFopuexanplieheealB should ssallecasthe net87,
ar\e/used to t%%Qt le assm 1”%&'&’4 %X% 5§ine D. For instance, in the case of

NOR gate 81, hit line D is coupled to the NAND gate 86.

Similarly, for the NAND gate 90, the hit line C in addition to the

15 output of gate 84, are inputs to this gate. An enable read signal
is also coupled to the NAND gates to prevent the outputs of this
logic from being enabled for a yrite. The output of the NAND
gates, such as line 87, are used to control the multiplexer 55 of
Fiéuré 6. In bractice, the signal from the NAND gate, such as the

20 signal on line 87, controls the multiplexer through p~channel
transistors. For purposes of explanation, an additional inverter
88 is shown with an output line 89.

The advantage to this detector is that it enables
precharge lines to be used 1in the multiplexer_ss. Alternately, a

25 static arrﬁngement could be used, but this would require
conéiderably.more power. With the arrangement as shown in Figure
8, the output from the iqverters will remain-in the same state
until one of the hit linés drops in potential. When that occurs,
only.a single output 1line will drop 1n'§otentiaI, permitting the

3g multiplexer to select the correct word.

. -



Figure 6. In practice, the signal fromthe NAND gate, such as the 20 signa
on line 87, controls the multiplexer through p-channel transistors. For
pur pgses of expl anation, an additional inverter 88 is shown with an out put
lipe 89. The advantage to this detector is that it enables prechaige |ines
" be—pged in the nultiplexer 55. Alternately, a 25 static arrangenent hAg/
be\used, but. this would require-aensiderably nore power. Wth the W
NneENt as shown in Figure 8, the output fromthe inverters will remain

' gare state until gne of the hit line op tial. Wen that
ofly a single oufrb‘ﬂﬁ' Pi vrdaye | gddaess %F ?J‘t??é?ﬂl ﬁ%ﬁér?ﬂeﬂi ng the 30

transtation unit hassgﬁ%ﬂone ?‘réquwogh?ér%ﬂgeng%%& Fﬁt ;ﬁttrlaagﬁ?ig[ﬁgmy,

one for segmentation e control
(e.g. protection) scm@vld@ig@m@&eﬁcﬂoew)eis PEOVisled on gacthdauehg UK Pat ent
Application No. &?12679 di vi ded out of the present case, there is described
and clained: (a) a pIuraI of buffers h

signal's and providing saill %lLf rgf‘@aﬁ%ﬁ &'Ka‘ﬁ% Eg Elf‘%q%d r@ ééﬁs%'?éecond

si gnal s bei ng conpl edtvidedoduts af ki prtseat graaks;theby im pbsordbed \andf

general |y parallel gi¥% gf |l i nes, each pair being coupled to receive one
of said flrst S|gnals and one of said second signals;

(&) a plurality errbuffers, esch for receiving first
10  signals end providing said first signals and seeond signals, o,
said second signals being complements of said first signals;

{b) e-plurelify.of generally perellel pairs of lines,
~each peir beihg coupled to receive one of said first sionals
15 and one of said second signals;

.(c) a plurelity of memory cells coupled between each
pair of lines, seid cells being arranged in rous generally
perpendiculer to said pairs of lines; .

20 '
(d)  plurality of row comperator lines, one sssociated

with each of said rous of cells{

(e) & plurality of comparators, one for coupling betueen
25 each of said memory cells, its respective peir of lines and
one of said tuo comperators lines, seid comparators for
comparing @ binery state stored on said memory cell with
said first and second signals, each of said plurality of
comparators belng disabled uhen its respective pairs of lines
30 are both meintained st a certain binery stete, eech of ssid

plurslity of comparators comprising:

i) & first transistor coupled with seid first line
for receiving said first signal;



(c) a plurality of nenory cells coupled between each pair of |ines, said
cells being arranged in rows generally perpendicular to said pairs of
lineg; 20 (d) a plurality of row conparator |ines, one associated with eac
of salg rows of cells; (e) a plurality of conparators, one for coupling
bet ween’/ 25 each of said nenory cells, its respective pair of |ines an .
one of said two conparators lines, said conparators for conparing a binary
state stored on said nenory cell with said first and second signals, eath
of said plurality of conparators being disabled when its respective pai R
of lines 30. are both nmintained at &Lertain binary state, each of sai
plurality of conmparators conprising: i) a first transistor coupled with
said first line for receiving said first signal; ii) a second transistor
coupled with a first nbide afsecahd| tmemsisyor aloupiast witicei finsg ndde bi nary
state of said TirSlorEElfy memory cell fod irblefiihf €Hd birdRy! stk goupled with .
said second line for receiving sald second signal; 1v) a fourth transistor
coupl ed with a secditddridd&td1°%8ai d nenory cell for receiving the binary
state 10 of said second node; (f) |oading nmeans for |oading data from
\?M-al![ ﬂ ga:c Ir ?s'?é 0:‘ I ggfdt g%@aladthci%lﬂl éfan%:?sto'r coupled (uq.}:h psra(le.g estecrgﬁélr’ﬁngpupl ed

for receiving said second signal;

i
-
(0

iv) a fourth transistor coupled with a second
AN node of said memory cell for receiving the binary state
10 of said second node;

(F) loading means for loading data from said pairs of
lines tc said cells;

15 (g) preset means coupled with a first of said rou
comparator lines for bringing said first rou comparator line
to a first binary state. '

20

25

30



conparator lines for bringing said first row conparator line to a first
bi nary state. 20 25 30 CLAI M5 1. In a m croprocessor system which

jncludes i croprocessor and a data menory where the mcroprocessor has a
segnent atd o mechani smfor translating a virtual menory address to a se"=con9
menory 5, and for 5 controlling data based on attributes

assooiatedf i t N €ach segnent, an inprovenent conprising: a page cache ——

th said mcroprocessor and separate fromsaid segnentation
ceiving a first filkld of said second nenory address and 10
| } t with contents of said page cache nenory to provide a
second fiRl d yhder certain condfLRHiSs; said data nenory including storage

- for page mapping data, said first field of said second nenory address being
coupled to said data nmenpry to select a third 15 . field fromsaid
page mepping data When sHl @ BAFTORFIFESERRISYRERM UBHCL AT Y8RP cache nmenory
are not net; said gi&dopPHEAEE6S GindSy Hatanenetwdhete ahelmitwbprdcessaxonbi ni ng

one of d : . \ e :
said second and third fj.el ds cf‘nath ag?%(?];tf grﬁ%lraft'gaég I/:{x?cgﬂafa' d second_

address to provi deha® Foseamentatig, Bge0apaly remory. 2.
The i nprovenent dehémay ajdrebaitm 4 secondimengey @dgerpe and for :
5 controlling data based on attributes associated with each

segment, an improvement cohprising:

a page cache memory coupled with said microprocessor
and separate from said 5egmantaticn_mechanism fuf
receiving a first field of said second memory address and

10 for camparing it with contentg{oflsaid page cache memory
to provide a second field under certain conditions;

said data memory inciUding storage for page mapping
data, said first field of said.secnnd memory address
being coupled to said data memury to select a third

15 field from said page-mapping data when said certain
conditions of said page cache memory are not met;

said microprocessor system inciuding a circuit
for combining one of said second and third fields with an
offset field from said second address to provide a

20 - bhysical address for said data memory.

2. -The improvement defined by Claim 1 wherein said pége
cache memory and said storage for said page data includes
information on the attributes of memory pages.

25 _
3. The improvement defined by Claim 2 wherein said
storage fdr said page mapping data comprises at least one
page directory and at least one page table. . '
30

_
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cache menory and said storage for said page data i ncl udes i nformation on
the attributes of nenory pages. 25 3. The i nprovenent defined by Caim
2 wherein said storage for said page napplngéggia conprises at |east one
agrnglrectory and at | east one page table . The inprovement -
S el M3 vaer ol SAgRoRlnc dePARG 3" BELAL Y 30E530 GaadSs ! a0Ye

store said attributes for said nenor

i nprovenent dgdidedgbyd}eitdrd mrs@m Phgé A eSBEBr O fsatal gt AMilvuiyt £5r |
stored in said page directory and said page table are |ogically conbi ned
and stored i rsalal depore raRe®e nenory. 10 6. The i nprovenent defined by

Claim5 wherein said mcroprocessor provides a page directory base for sa
page directory. 7. The inprovenent defined by Caim6 wherein a first 15

portion ob said firss.fimlel ipppyvélRmtatet fwiaK bynCoafii4l whegeislidteqkasy base
to a location in said fage directory. 8. The inprovenent defined by daim?7
wher ei n sai d $eRewfofaid rﬂtéiarlU“MeSterﬁéc%mr%&iét mee pHgectaby eendasatdand 20

wherein a second ion o irst field ro an | ex |nto sai d
page tabl e t P4 gﬁéi?a‘bﬁee IPS ‘é‘[”r n°|°f?b£ ?ﬂs)rjs}‘ s§ BFB% enent
defined by Cgal Wherein said locations in sald page table prOV|de a base
to pages in sal ata

10

6. The improvement defined by Claim 5 wherein said

microprocessor provides a page directory base for said page

directory.

7. Thelimprovement defined by Claim 6 wherein a first
15 portion of said first field provides an index into said page

directory base to a location in said page directory.

8. The improvement defined by Claim 7 wherein said
locations in said page directory store page table bases and
20 wherein 2 second portion of said first field provides an index

into said page table to a page table location in said data memory.

9. The improvement defined by Claim 8 wherein saild

locations in said page table provide a base to pages in said data

25 memory.

10. The improvement defined by Claim 2 wherein said page
cache memory includes a content addressable memory (CAM) and a
page base memdry. the output of said CAM selecting page bases for

30 sald data memory from said page base memory.

* c L M s *



25 menory. 10. The inprovenent defined by Caim2 wherein said page.

cachg nory includes a content addressable memory (CAM and a page base

. the output of said CAM sel ecti ng page bases for 30 sai d data ,..

pry ffrgm said page base nenory. 11. The inprovenent defined by Osy
Ll saifd CAM stores attribut ea:sf data nmenory pages. 12. The <

yWeNgnl idefinéd by daim 1l wher said CAM i ncl udes neans for S~
AN maski ng at | east one of said attributes during said conparison.

) i rrpr OVeIﬂBnt The TRPBSRenEAt A€ DBy bboclaamrrimmaﬁraelessg cagMstem

COMuri si ng. e r .hav eqnent ati on mechani sm f or

t ransta né“%"‘?/s %gp gr% (r}yd%‘c?dressr%g “econd 5 menory address

and for testing attributes associated with data nmenory segnents; a data

menory coupl ed tgpsai dTﬁ’é Q&B%%Gﬁéqeflﬁé’d @y”&l%&ﬁpfp%ﬁéﬁélr ?H& edyng a page

cache nmenory coupled wth said m croprocessor and separate fromsaid 10
segnent at i dRCHICRPRASH FUT SPLRLYehY masking et rieapy Qﬂe shis#idecond nenory

addr ess anqtép{bueem&-mg shgdvu&nbaﬁmhents of said cache nenory to provide
a second field under certain condl tions; said data nenory including storage

for page mappi ng

AR



15 data, said first field of said second nenory address being
coupled to said data nenory to select a third field fromsaid page mappi ng
dat a when said certain conditions ofsaid page cache nenory are not net;
sai d ﬁ?&foprocessor systemincluding a circuit 20 for conbi ni ng
of said second and third fields with an offset field fromsaid secqnd
address to provide a physical address for said data nenory. 14. Th
i nprovenent defined by Caim 13 wherein,gaid 25 segnent ati on
mechani sm conpri ses: segnent descriptorajbgisters integral with said
m croprocessor for %FOVIgInﬁ%P se nent base; and said data nmenory inc| udi
a segnent descriptdr tabf8 "E‘FF"\ Ot A0 BYWEY BISFERAYERR 3f j el d of sai
virtual 30 mﬁmgtoaehkaessystéﬁ camprﬁ’iegt rrprovement defined by Carm
14 wherein said page cac QL sald e data
I ncl udes information on Fh%ﬂﬁﬁﬁgaﬁ§ es oY ﬂﬁ% ﬁﬂ% on 3 §c %g The

i nprovenent def i nedobytmanalating awvériiad moaysadnira@ tboa seont page nappi ng
data conpki ses a p t e i nprovenent
defi ned b)? Claim 12&“?' %rg?&glf%gcﬂ{draggfgtgggggt cfa?le’%so%gsogrji ey;ge tabl e
store said 5 withidata jRAALY fB88"YHRd menory pages. 18.

The\i nprovenent defined Bydd¥aaméhcty dmugwd RodéaidemtdroffiBRsbr;sai d

L L d :8:?‘ %mroprocesscr including a page cache memory
coupled with said microprocessor and separate from said

\_)' 10 segmentation mechanism for receiving a first field of
said second memory address and for comparing it with
contents -of said cache memory to provide a second field:
under certain conditions;

said data memory including storage for page mapping
15 _ data, said first field of sald second memory address
being coupled to said data memory ta select a third
field from said page mapping data when said certain
conditions of said page cache memory are not met;
said microprocessor system including a_éircuit
20 : for combining one of said second and third fields with
an offset field fram said second agddress to prnvide a
physical address for said data memcry.

14. The improvement defined by Claim 13 whérein said
25 segmentation mechanism comprises:
‘segment descriptcr registers integral with said
microprocessor for providing a segment base; and
said data memory including a segment descriptor
table which is accessed by a segment field of said virtual
30 memory address.

15. | The improvement defined by Claim 14 wherein said
page cache memory and said storage for said page data
includes information on the attributes of memory pages.

35 _ _
16.  The improvement defined by Claim 15 wherein said

storage for said page mapping data comprises a page

A R




directory and page table are logically conbined and 10 stored in
aye cache nenory. 19.. ~An address translation unit forned as part

-crlptor registers for receiving a virtual address and f or
Ny /a\ first segnent base address; said segnent base representing a:
dress ‘of a segnent of arbltrary size; 20 sai d
or for providing an addres?L or the data menory to permt
gf a segnment descriptor tabl'eé providing a second segnent base
; saifd m cropr. ' I d second segnent base address and
a poxtion gf said vﬁr?ggﬁzénfgpb%aggo%gs to provide a second nenory
addresST—a page cache nenory for receiving a first field of said second

mermory address and fRr cmﬁea{mﬁ}avénten\an ddrihee b@omaﬁt:ﬁs Qhesdirdegadpe cache
nmenory to provide a under certain -~cond |t|ons 30

said m croprocessor® fa?lchSQ? (ﬂlﬁﬁcg"ﬂ’darfq pege ftF"é]rﬁjsFBr SBiYe data table in

sai d data genory fattpitutiedi fur said meesmngaddsel d i f said conditions are not
" met; said second field providing a page base for said 35 ~ data nenory.
20. The unit defined by Caim19 wherein said .

18. The, improvement defined by Claim 17 wherein

‘at least sﬁhs\nf said attributes stored in said page
directory and page table are logically combinsd ‘and

10 stored in said pages cache memory.

19. An address translatlan unit formed as part of
a microprocessor for operating with a data memary
comprising: _ .

18 . segment descriptor registers for réceiving a
virtual address and for providing a first SEgmeht
base address; _

said segment base representing a beginning address
of a segment of arbitrary size; _

20 : said microprocesscr for prnviding an address for
the data memory to permit addressing of a segmenf
descriptor table previding a second segment base address;

said microprocessor employing said second
segment base address and a portion of said virtual

25 address to provide a second memnry éddress;

a page cache memory for receiving a'firSt field of -
said second memory address and for comparing it with the
contents of said page cache memory to provide a second
field under certain eeeesré conditions; _

30 said microprocessor for providing said first
field to a page data table in said data memnry'
for providing said second flEld if said eeeerd

‘conditions are not met;
_  said second field providing a page base for said

35 data memory. |
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gegnent descriptor regi sters store segnent data attributes and wherein said

page cache nenory stores page data attributes. 5 21. An i nprovenent
nenory nmenagenent for a mcroprocessor system substantially as herein €fore

described with reference to and as illustrated in the acconpanylng
: dréﬁkfgs 10 15 20 -

2E.

20. The unit defined by Claim 19 wherein said
segment descriptor registers store segment data
attributes and wherein said page cache memory stores
page data attributes.

5
21. An improvement in memory management for a
microprocessor system substantially as hereinbefore
described with reference to and as illustrated in the
accompanying drawings.
i 10
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