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CONTROL BACKGROUND The present invention relates to encryption, and in
parti cul awdawes7réaet hod and 5 device for providing a cont rraveErob/es28d secur e
way of determ ning an encryption key for use in an encryption algorithm
I'n comuni cation systens, data is often encrypted before transm ssion to
assure privacy and data integrity. The encryption of data takes place in an
encryption algorithm The encryption al gorithm nmani pul ates or encodes the
10 transm ssion data using other data, mathenmatical operations and/or other
means to performsuch encryption. For exanple, the encryption algorithm
utilizes a data paraneter known as an encryption key, referred to herein
by the variable K', in_its initialization procedure. The encryption key

is created in part fromMETHORANDDEVICENO CEEVE referred to herein
as Kc, where K, is known to b TEN 6‘31’@ ' devi ce and the
transmtting device for encryp |¥; ané’i‘ egryp |qg the data. Governnents
regul ate export commrunication parts and devices that are used in the

encryption and transm ssi on of datBa kﬁi{l‘éﬂbﬁg but not limted to,

encryption software and hardware. AG regul ations differ anong

di fferent country t il gmum
re%e? @gﬁ on! refates Yo e&?%oiﬂ{"ﬁ(ﬁ%ﬂt' it a2 46 a nidh

al | owabl e key | engt ering Kkeys e export devices.
TiPe users whdevigesospiovidimgia cantrollable andsacyre way ofxtetermininglampensiryptiono use t he
best possi blg%,v%hat is the .onaest possi bl e, ciphering key, to nmaxim ze
security; ho f,“setlﬂé"?eenm en g%“tlhnm'ted by governnental regulations of
the ciphering kep coRfmAGcatioR s¥seiniss dhtati€6 tedl Ke¥ore Bandiiksilieio | engt hs of
the ciphering key, K,, to be between | and 1 bytes (8 and 1280 bits).
Gover nent s assprecqaivegy anddata integeityaXhereneryntion whdata takep plage Ak ey | ength to,

for exanpl e, of AfofiSidorfukt’ ‘The encryption algorithm manipulates or encodes the

10 transmission data using other data, mathematical operations and/or other means to

perform such encryption. For example, the encryption algorithm utilizes a data
parameter known as an encryption key, referred to herein by the variable K¢, in
its initialization procedure. The encryption key is created in part from a ciphering
key or secret key, referred to herein as X, where K is known to both the

15 receiving device and the transmitting device for encrypting and decrypting the
data.

Governments regulate export communication parts and devices that are used
in the encryption and transmission of data, including but not limited to, encryption
software and hardware. Such export regulations differ among different countries.

20 Specifically, governments regulate the maximum allowable key length of ciphering
keys available to the export devices. The users who transmit and receive
encrypted data would prefer to use the best possible, that is, the longest possible,
ciphering key, to maximize security; however, these users are limited by
governmental regulations of the ciphering key.

25 Assume current technology provides for key lengths of the ciphering key,
K., to be between 1 and 160 bytes (8 and 1280 bits). Governments typically limit
the maximum allowable ciphering key length to, for example, 7 bytes (56 bits).

GONFIRMATION COPY



CONFI RVATI ON COPY WD 00165768 PCT/ EPOO' 03284 -2 To go beyond this

ci phering key length, a manufacturer would have to apply for an - export
license. GRygtSIegati on devices, e.g., cellular phones, typg ?M/ﬂézﬂti lize
the nmaxi mum ciphering key length permtted for the particular device under
the applicable export regulations. The maxi num ci phering key | ength shoul d
be 5 stored in such a way to prevent users fromeasily mani pul ati ng the
paranmeter to ensure conpliance with governnmental regulations. For exanple,

this paranmeter could be stored in READ ONLY nenory (ROV). However, froma -

-manufacturing point of view, it is desiZabl e to produce communi cati on
devices that are able to work in many different countries, thereby

avoi di ng customi zation and 10 permtting a user to use the sane

communi cat i dfo gebéyoad ihis ciphéringekey 1engdy mapdnufacturerowduld have télapplydonidmct ur er
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an encryption key, toggf&ﬁ%r %ﬁ ot her rpub I C pararr%st ers, 15 such as a
mast er cl ockapplieablesexgpoitmeguilations:i Thexmaxiainoeiphdringrkey tengthoshould kel gori t hm

Encryption Kk K" ,utilizes the ciphering ke ..and a public random
narbor ! teoiid Mk ANy 1 Rreyer e it sitfly Sipulating B Reichr: on

Kj 0...15] = lensure'compliddct Withlgokernméhtal reaib@ons( For b)mmd!ﬂel fllis- patdnheter-=16. Wwhere
Lis 1<Ls mn{LA", LP..) 1n bytes; and where RAND [L 15] denotes the

bytes L t hr ceyld besstered ppRBADIONEY memeny{ROM). jdovs Tomie maxi mum usabl e
encryption n ' - . .25 . al t hough
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equati on, t hate ablety potloin timy, different doanties, aherebyoyvoiding customization and

10 permitting a user to use the same communication device in different geographic
locations. The manufacturer would prefer to make a universal product with a
standardized method of encryption that complies with the different regulations set
by a variety of governments and also provides a high level of data security.

Currently, an encryption key, K/, together with other public parameters,

15 such as a master clock, is used in the initialization of an encryption algorithm.
Encryption key, K/, utilizes the ciphering key, K, and a public random number,
designated RAND, in accordance with the following equation:

o K [0...L-1JURANDIL...15}, L<16, (EQ.1)
KC[O"'15]={ . Kt[o--.lsi’ L=16.

where L is 1 <Ls< min {L*,,, L?,,} in bytes; and
where RAND [L . . . 15] denotes the bytes L through 15 of RAND.

20 For exemplary purposes, the maximum usable encryption key length in
bytes, L,,., is assumed to be 16 bytes, although different encryption key lengths
could be used.

As disclosed by the above equation, the encryption key, X ¢, is created by
affixing a random number to the end of the ciphering key, K, to complete the

25 entire amount of available bytes for the encryption key length, i.e., 16 bytes in this



affi xing a random nunber to the end of the ciphering key, K, to conplete
the 25 entire anount of avail able bytes for the encryption key |ength,
i.e., 16 hyo6uesres this WO 00/ 65768 PCT/ EPOQ 03284 -3 casgergfopasaneter L
represents the smaller ciphering key length allowed between two ciphering
key lengths, LA". and LB". of first communication device A and second
communi cati on device B which are manufactured under different governnenta
regul ations. In other words, the ciphering key length used in 5 conputing
the encryption key, Ks, is the |lesser of the two ciphering key |engths
allowed to be used by the first and sevdnd conmuni cati on devices A and B.
Both devices can use encrypted comruni cations with the smaller key |ength,
but only one device can use encrypted comrunication with the | arger key

| ength. One @seblberpavameter haeprbsents the)smalled cipheringkeyclendth alowetr ypt i on key,

K*', is 10 that |t is difficult to gnsur hat t he hardware i npl ementing
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preset val ues aafl sécond chminulREREN Rovicde B wRhard RaRiRfed ulfdr daeR! | ¢, can be
m sused to achieve an effective key length i s not restrlct at aII i.e.,

K ' has a negavetnmentalisegulasions. ok esther wardi.ahe bmhcrmg]l&y/lcn@luminnt i ve sol ution
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al tering thigldwedds be usedit thefirst andSeeonPborimealcdtion dePRld A4nd@'W. 'Béie entire
amount of available bytes mnus L bytes of the ciphering key, K and

i gnoring th edqumcameﬁe eacryptsr sompynicetions veithethe smalier ey déngthriont anlyn
“msked out hesVice STk tryBiiakitulsiatGn Wi ok el Koy ool °° ot hor 't e
string. The res uOne ppblesnwitly iei abnvckequatldﬁl for gefethtéhg! dreryption key LK Qfis KK f or
e first L @M : HQ ) sone %ther faxed strlnen for ﬁhe next 16 - L
b@[ es (128- giabifisy ‘ﬁ CF‘@\K%G%‘I“" tha the handwars implemantipg therencryplien | east t wo
undesi rabl e AgsEASN6FAtered by software that overrides the preset values of L,
Furthermore, the RAND parameter, being public, can be misused to achieve an
effective key length is not restricted at all, i.e., X/, has a maximum number of
effective key bits.
15 An alternative solution is to reduce the space provided for the encryption
key, K+, to L bytes in the memory of the communication device to prevent the
software from altering this length. This can be accomplished by "masking out" the
entire amount of available bytes minus L bytes of the ciphering key, K, and
ignoring the RAND. For example, in this case, because the maximum encryption
20 key length is assumed to be 16, 16 minus L bytes would be "masked out," or in
other words, replaced with zeros or some other fixed string. The resulting
encryption key, X, would then consist of X for the first L bytes and zeros or
some other fixed string for the next 16 - L bytes (128-8L bits).
However, for small byte values of L, at least two undesirable consequences
25 result from this solution. First, during the initialization of the encryption
algorithm, the encryption algorithm shuffles the encryption key, K%, and
determines a starting point of the encryption algorithm. To achieve a strong
encryption, the shuffling period would need to be increased becanse of the "non-



25 result fromthis solution. First, during-the initialization of the
encryptional gor i t hm, theencry t i onalgorithms huf fl

p
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Sheet Has Been Repl aced pCI/E ~ [ 1~ ~~1~l 1~ -4-
randommess” of the large fixed string in the 16 mnus L bytes, where L is
small. As the length of the "random part of the encryption key decreases,-
the encryption algorithmwould ideally4+rncrease the shuffling period, or
nunber of iterations perforned, in determning a starting point of the
encryption key to conpensate for. 5 the small length of "randont bits to

achi eve a bepdndomaess? yPihe Gatge fivwdsteifig in the 16 MBI bytés, Wherd L & sMdlions abl e to
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AS
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consi der or pedoryed, indetdrminitg 4 stalting@oind of the @nciyplier keydo lcompensatelfor ot her
woy ds, the unauthorized person would qonly need to analyze the possible
cohbi nat i onsa%f'f tlanﬁﬂhf’ ’Sﬁ‘f%vﬁﬁtﬂéﬁ’h‘?‘ﬁﬂq‘ﬁ’eeﬂm& VRafusable
encryption Keymb&sH indratidoliableGa de i€GmitbPb mhkctmﬁﬁggies of L. This
creates a risk of unauthorized decryption. 15 In g)(’aneral, a good encryption
al gori t hm r etesjuirements s¢ttin trangmittingreceiving switohinge XEhms) this @reatesoprskofa st arti ng
points in a bi yrlé;s stem Were L is 16 bytes, a good encryption
al gori t hm wotlf* f "2'1 possible starting points in a binary system
Each of the possgkdod . CaiiiatMblifsaspesson aftémPingfo detrypt he ehdlypted tie opne
starting point out of the 2L starting points. An unpauthorized person trying
t 8020 decrypPereranipgpe celpkrring afiach. o webldeonbineed Jo eansidst or aalyge Hhectirst L
conbi nati Onsb%és gf’thé%iphering key, K,. In other words, the unauthorized person would

only need to analyze the possible combinations of data in L bytes rather than the

larger maximum usable encryption key length, in this case, 16 bytes, for small
values of L. This creates a risk of unauthorized decryption.

15 In general, a good encryption algorithm receives as its input, one of, for
example, 2% possible starting points in a binary system. Where L is 16 bytes, a
good encryption algorithm would receive 2'2 possible starting points in a binary
system. Each of the possible combinations of the 8L K, bits would define one
starting point out of the 2% starting points. An unauthorized person trying to

20 decrypt encrypted data would have to try up to 2% possible combinations to do so.
Fewer starting points are available where governmental regulations have restricted
the key length. For example, if a go(rernment restricts a ciphering key length to a
maximum of 5 bytes (40 bits), .an encryption algorithm would bave a reduced
number of starting points, that is 2% starting points. Moreover, if one considers

25 the space, or memory, available for storing all the possible 2% starting points,
current technology typically restricts the total available memory to a specific area
of the memory for storing the reduced number of starting points and does not use

the remaining part of the memory. The remaining positions are constant. Thus,



Fewer starting .points are avail abl'e where governnental regul ati ons have
restricted the key length. For exanple, if a governnent restricts a

ci pheri ngysededzegt h to a nmaxi mum of 5 bytes (40 bits), pefiepdefaagdt i on

al gorithm woul d have a reduced nunber of starting points, that is 240
starting points. Mreover, if one considers 25 the space, or nenory,
available for storing all the possible 2' starting points, current
technology typically restricts the total avail able nenory to a specific
area of the nenory for storing the reduced nunber of starting points and
does not use the remaining part of thé‘rrermry. The remai ning positions are
constant. Thus, WD 00/65768 PCT/ &P00/ 03284 -5 an unauthorized person
trying to decrypt encrypted data would only have to analyze 240 starting
poi nts and tanainawthotized persed tiyéngsto deowypt ehckyptaddaﬁeweuldmly have#o ti ng points
where | ocated jn nor SU Y. 5 Acco ercone t
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the subsets are different each time a new K, is generated over the total
avai |l abl e nmenory or space. Thus, th g points are no | onger stored
in the 10 sane | ocation after ever |on of a new encryption key, K
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In addition, the present invention provides an interface between the generator
of the ciphering key, K., in a communications system and the ciphering device that
uses the ciphering key in encrypting data. The interface provides a controllable
and secure way of limiting the key length to conform to the effective key length set

15 by governmental regulations by including an addition or modulus function in the
calculation of the encryption key, K.

Moreover, the present invention provides for communication between two
devices that are regulated by different governments setting different maximum
ciphering key lengths.

20 Furthermore, the present invention provides for an encryption key, K¢,
where the "randomness” is spread over all the possible combinations of starting
points for input into the encryption algorithm of the ciphering device.

The above and other advantages of the present invention are carried out in
one form by a communication device for determining an encryption key for use in

25 an encryption algorithm. The communication device comprises a memory element
for storing one or more polynomials; a plurality of switching elements, each
having a first input, a second input and an output, where the switching element



ci phering key lengths. 20 Furthernore, the present .invention, provides for
an encryption key, K where the "randommess" is spread over all ‘the
possi bl e Geyejesas i ons of starting points for input intopthgpdiiasisyPti on
al gorithm of the ciphering device. The above and ot her advantages of the
present invention are carried out in one formby a comunication device
for determning an encryption key for use in 25 an encryption algorithm
The conmuni cati on device conprises a nenory elenment for storing one or
nore polynomals; a plurality of switching el enents, each having a first
i nput, a second input and an output, wfere the switching el ement WO

00/ 65768 PCT/ EPO0/ 03284 -6 first inputs are connected to the nenory
elenent; a plurality of delay elenments, each having an input and an

out put, wherfirst inputs atectnnedtedioche memprycdlemennyi a plurality of deldycelerhénts, he

switching el enent secopd inputs; and a plurality_of dition or nodulo
functi ons, e?i'gﬁhﬁ‘él% fRymput qQuinStE ,heégg’éé’HFRS‘t Pf\?ﬂﬁfegaﬂc?’%“&éﬁ put, where 5
the nodul o fidngietd : I@@&ﬁ&ﬁ i . ifialay el ement
out put s, V\h‘l'eo?lg tt?emqrr%%ﬂ?%&s con |§%3%£“§lrﬂg’ %i(#nang@faé@; ?%Jhgftﬁﬁb(ﬁt one of

t he swit chi nmodwé &metionso eaghihayingradfirsiHispws, 8 becond ihphband anpontpt awkere onnect ed

tq all but ope of del ay_el enent. inputs. The delay .el enents, may be in
t e form of egmdp#or\frétgﬁng?tgﬁe cpngecéegéeéﬁ§ﬁéo%ql}gye g‘ﬂ@éﬂ ?ufﬂ“tsf he present
i nvention ar@hetk # hadild Sébofid inputk@ré EbnAekddd 1@ allltik Ghedf the BRitERAE f OF _

cal cul ating an encryption key, K'(x), for use in an encryption algorithm

The net hod ceerpent outpuisiand syhepes the magplouimuisare cemspied thafl brtape okKex) ;
el ST A T kB0 b S KLY il el ™
wher ei n the hi ghFiset abdegamother atigaithgek of the present invendon aregalsd thqcrmm al _
B i 2t ng Bxebtgn iy teted foricaleplaing o SpHOR K K LGB ATHEM (x) Wod
9. "(x)). BRI ffedoiptich BibofMiatr ThE FefiBadbMfiRes the steps of obtaining a ciphering
key, K (x); determining a maximum ciphering key length, L; determining a
maximum available encryption key length, L., obtaining a polynomial g, (x),
wherein the highest degree is equal to L,..; obtaining a polynomial g,(x), for
15 spreading starting points of said encryption key, K’,(x); and calculating the
encryption key, K (x), where K (x) = g,”(x)[K(x) mod g,”(x)].

BRIEF DESCRIPTION OF THE DRAWINGS
A more complete understanding of the present invention may be derived by
referring to the detailed description and claims when considered in connection with
20 the Figures where:
FIG. 1 shows two mobile communication devices transmitting and receiving
data in accordance with the present invention;
FIG. 2 shows a schematic for computing an encryption key, K%, in
accordance with the present invention; |
25 FIG. 3 shows a shift register in accordance with the schematic of FIG. 2 at
different time intervals in accordance with the present invention; and
FIG. 4 shdws a block diagram of a method for computing an encryption key,

.




A nore conpl ete understandi ng of the present invention may be derived by
referring to the detailed description and clains when considered in
connect i owowords76820 t he Figures where: FIG 1 shows two nukoIvEP00/03284ini cati on
devices transmtting and receiving data in accordance with the present
i'nvention; FIG 2 shows a schematic for conputing an encryption key, K ,,
in accordance with the present invention; 25 FIG 3 shows a shift register
in accordance with the schematic of FIG 2 at different time intervals in
accordance with the present invention;, and FIG 4 shows a bl ock diagram of
a nmethod for conputing an encryption key, WO 00165768 PCr/EP00/ 03284 -7 K
", In accordance with the present invention. DETAILED DESCRIPTION In the
followi ng deggcription, for, purposes of explanation and not |imtation,

speci fic det &is W agcardanse Wi} the preseRtdny¥entioh ¢ cul ar circuits, circuit
conponents, 5 techniques, etc. in order to provide a thorough understandi ng
of the present invention. However, it will be apparent to one skilled in
the art that the present inviDETARLLER\DESCRIETIONed i n ot her enbodi nents

t hat depart fromthese specific .details. In other instanc .det ai |l ed
descriptions of niﬂeﬁ?‘f’%é ﬁ%’f’ﬂm’ URARQIES 09%@6??%&“9_ i"‘é‘aﬂ?ﬁ’tted o)
as not to ODb§KUdifR delifls ARSSEE Forth, SchQds paRtfulE @FEdits, éffcuit dofondits, TO ensure
conformance to a regul ated key Ier_lgth and i nprove the encryption of a data

t rlnsm ssi ontashrigeesn etcwin arderro peovide 4 thoroughninderstenging ofthepyesent |, i s
ccor dance wiTRRLqHh B FEreE P Wit BE bprabled 1 GusC iRl Th e BlngE BB o, v
15 K (X) = gfnventidrkifay be practiced(id otked esabsiiiments thab@épait from these specific
details. In other instances, detailed descriptions of well-known methods, devices,
and circuits are omitted so as not to obscure the description of the present
10 invention.
To ensure conformance to a regulated key length and improve the encryption
of a data transmission between two or more devices, an encryption key, K%, is
determined or calculated and input into an encryption algorithm in accordance with

the present invention according to the following formula:
15 K'(x) = g,"()[K {x) mod g,“(x)] (Eq. 2)

where:

L is the maximum restricted ciphering key length in bytes and

is 1 < L < min {L*,., L?,.}, and deg (g,(x)) + deg (g,(x)) < wL for all L
bytes where w is a word length in bits.

20 The encryption key, K, is written above in terms of a polynomial
expression for exemplary purposes.

As disclosed in Eq. 2, the encryption key, K, is based in part on the
ciphering key, K.. The ciphering key, K, can be obtained in any suitable way
now known or later discovered. For example, the ciphering key, K., can be

25 independently communicated to a Device A and a Device B from a third device to



L is the maximumrestricted ciphering key length in bytes and is | s L s
mn V., 9. 1, and deg (gl (x)) + deg (g2(x)) s w for all L bytes where w

is a word in bits. 20 Theencrypti onk | itten
above in PJe(rF@s%f)kP a polynom al expression for exenpl arygéawggdé‘ééwm
disclosed in Eq. 2, the encryption key, K', is based in part on the

ci phering key, K . The ciphering key, K, can be obtained in any suitable
way now known or |ater discovered. For exanple, the ciphering key, KK, can
be 25 independently comunicated to a Device A and a Device B froma third .
device to WO 00/ 65768 PCT/ EP00103284 -Bacilitate encryption and decryption.
Al ternatively, Device A can have ciphering key, K, stored and can

comuni cate this to Device B. Assune current technology pernmts a

ci phering keilitee@hérypohsmdaRtiyption. 1 ARetlad @y, Dévite A Sarilidbe ciph@fn®i tS) in

| engt h. However, the governnments fromwhich Device A and Device 5 B are
exported hakeYsKasrdandcan pommynicate thisiocDeyice Bie ASIBSEWFMENGt h of t he

ci phering k €. ' @E&@ fﬁ'(ﬁgh i a maxi mum
key | ength gﬁﬁg%géﬁﬁé%mﬁéggﬁd%ﬁg cg%ncig%)rum a%ewvah?h a maxi mum
key | ength dR80bi)tieiengthc However, thigeverniments fierh evhich BevitdhAtanDdevice A
desires to _transmt data to Device B, Pevice A and Device "negoti ate" an
atcept abl e WP%M%@&PWH?mEFSWQW%iWMMBF €comuni cat e.
Speci i cal | LphefRYkGe FortRSmbRYh&EmBDMick Al L otimunRaRt WRF £ imRindak a to and

fromeach other that specifies eachng‘lw ces's maxi mum key length. In this
exanpl e, bedkeyiength'of 5 hytes4d0 bits)tand Devrice B canTOmipiunicaterwith a maxingen wi | |

"agree" to co nj,c W t . Lmum. cipheri . engi h. of the

| esser key | %%%esb(s? E‘.tsq?g%“f:ﬁd‘sl? %Ftﬁrx%x&d;&dgﬁg‘gcm%swéb present

i nvention, tagshidhtaeDReRS BPDRvEeX anddhdide B Sneg66dté" &l fdeptable he mi ni mum of
t he maxi mum key | engths between the Devices A and B. This key |ength

1@st ri ct i on maximympkeyiengthel L withmeich thex,pan Roth commenieate. & I¥i on or
modul o T uncigQfea0 gnd BévisEB il vUlsdit ahd feclifd YA ld fom e¥dh other that

specifies each devices's maximum key length. In this example, because L1, is 40

bits and L?,,, is 56 bits, the devices will "agree” to communicate with a maximum
ciphering key length, L, of the lesser key length, or 40 bits.

15 Thus, in accordance with the present invention, the maximum possible key
length is restricted to the minimum of the maximum key lengths between the
Devices A and B. This key length restriction is implemented in the encryption
through the addition or modulo function and the selection of the polynomial g, (x}.

In an exemplary embodiment, g, (x) may be represented as the following
20 polynomial:

wlL '
& &) =§ 8 i(IJx i; 8uL #0 (Eq.3)

where w equals a word length and L equals a number of words of ciphering key.
The polynomial g, (x) is created such that the highest degree of the

polynomial will be that of the maximum allowable key length in bits. For

example, if the word length is 8 bits and the number of words is 5, the highest



In an exenpl ary enbodinment, g, (x) may be represented as the following 20
polynom al: wL gl (x) =gr i)X 11 gW. #0 (Eq. 3) t=0 where w equals a word
| engt h andvd.oo?sdvesl s a nunber of words of ciphering key. pdgEroobazeom al g,
(x) is created such that the highest degree of the polynomal will be that
of the maxi num al | owabl e key length in bits. For exanple, if the word
length is 8 bits and the nunber of words is 5, the highest WO 00/ 65768
PCT/ EPOQ' 03284 -9 degree of the g, (x) polynomal will be 40. Thus, the
pol ynom al g, (x) could be, for exanple, as follows: g, (x) = Ax40 + Bx
39+Cx 38 + ... + Dx + E;, A* 0 (Eg. 4) “The addition or nodul o operation
ensures that the key length is w bits since 5 the nmaxi mum degree of the
remai nder cannot exceed one | ess than the highest degree of the

denoni nat or . degreetofthe £ pplysomiahwilt berhdst Thus thespolynomisigpacoddbg,  (x) nod
g,40(x) wll;viel r | t .where the highest degree possible is one |ess
than 40, i.f8¥?§a§g’.l&‘laﬁgaﬁ’e ult has 40 bits which conplies with the nmaxi num
al l owabl e key length. 10 The polynom al g, (x) can be accessed froma
table, for exanple, which _.identifjes an appropriate g, (xX) polynomal for
a given L. This &1ﬁ:il>|=‘eAP‘g° r dsg'ﬁ'QEIdy*‘-l-ed'alPéd‘ En the Qar dvﬁ)qe“bo that the
available g, (x) polynomals are secure. The g, (x) polynomals are thus
protected fromtanpering to ensure conpliance with governnental

regul ations. |t The dddivienror amgalozepdration ensurésathitahe keyolengthds/wl bitssincee or 15

O ™, bR B el e e B b B, 250
o Qm mogiepﬁaeegﬁiz’f g&;&&bﬁhﬁt&t % thiD Sx P18 e wh@nmdwméapﬁﬁi& Eoheing the
mod g,“ (x) will yield a result where the highest degree possible is one less than
40, i.e., 39. The result has 40 bits which complies with the maximum allowable
key length.
10 The polynomial g,(x) can be accessed from a table, for example, which
. identifies an appropriate g, (x) polynomial for a given L. This table is preferably
located in the hardware so that the available g, (x) polynomials are secure. The
8,(x) polynomials are thus protected from tampering to ensure compliance with
governmental regulations. It will be recognized that a table is one way to store or
15 obtain g, (x) polynomials but that other ways known in the art may also be used.
As discussed above, a good encryption algorithm receives as its input, one of
2% possible starting points in a binary system, L being the maximum ciphering key
length possible in bytes. Each of the possible combinations of the 8L X, bits
would define one starting point out of the 2% starting points. An unauthorized
20 person trying to decrypt encrypted data would have to try up to 2% possible
combinations to do so.
For example, if L equals 16 bytes, a good encryption algorithm receives as

its input, one of 2'

possible starting points in a binary system. Each of the
possible combinations of the 128 K/, bits would define one starting point out of the
25 228 starting points. An unauthorized person trying to decrypt encrypted data

would have to try up to 22 possible combinations to do so.



| ength possible in bytes. Each of the possible conbinations of the 8L K
bits would define one starting point out of the 21 starting poi nts. An
unaut hori erson trying to decrypt encrypted data to try
up to 28a%s§?%?e conbi nations to do so. For exanple, W }E equa§s

bytes, a good encryption algorithmreceives as its input, one of 2128
possi bI e starting points in a binary system Each of the possible

conbi nati ons of the 128 K' bits would define one starting point out of the
25 2128 starting points. An unauthorized person trying to decrypt encrypted
data would have to try up to 2128 posii-bl e conbinations to do so. WO

00/ 65768 PCT/ EP0O0/ 03284 -10 In the above exanple with Device A and Device
B, an encryption algorithm would have a reduced nunber of starting points
because of the iﬂﬂidabbve/atmleﬁnthDevicbataﬂdS)éH&B,tardnbmuﬁmhllgbﬁth@rrent

technology typically restricts the t ot al avallable y (in thls case,
240 possi bl ¥ ‘&P%‘ierﬂgfeﬂ‘éﬁ‘aﬁt@? 1o é%wqmé gyause Qﬁ‘th? P@au%rYﬂl“’i

storing the ggquse nth ttétﬂlﬂolB% %;fcaﬂggesﬁ?&s thE Ptal %ﬁu&di@

remai ning part of the nory. e remal Itrons are constant. Thus,

in this exarmérmryL(mihrsoascrQ@mosmhiebmingg:pmts)mlrspuﬁﬁmarbzeﬂthpmmnyt rying to
decrypt encrypted data ,wo nly haye to a e 240 startip oints and
ftﬁe unaut hor%g Ya”§6ﬁh‘ﬁ€‘g %%m@@%@&‘%‘%%@ ng%ére | ocat ed
in menory. 13P ftiohy fYelcafistiitY Thifs, if ¥His eXaaspit t ed

solely from KK(x) nod 141)(k) (x) woul d be stored in one specific

part of mmmumdwemmmom&mmwm@mp@mum be

zero or so be | ocat ed
2 opect 1 ruSd Bity b a2 s fiediolid idftpe REBICH AR Bl WBR S (0O
strengt h of l{rbel\ﬂh&'émlmWWerelobate&m&ﬁényCI aI to have the 15

starting points spread out . over all the pgssible bit ng. di stance is

d0val ue that r efipothes Words, i the encryptiogikey, k), gesulted FP‘F‘%J”“&I @ B4 ngs. The
greater the Jiapy RY of viduld'68st8098 3 ohd eBifi Part of mehdfy hdBrditY fdlcrrent

technology. The other bits would be zero or some other fixed string. The starting
points would then be located in a specific subset of all the possible starting points.
To increase the strength of the encryption, however, it is beneficial to have the

15 starting points spread out over all the possible bits.

Hamming distance is a value that reflects the number of distinct bits in two
data strings. The greater the Hamming distance among the possible starting points,
the better the encryption. If the starting points are always located in a specific
subset of positions, the Hamming distance, and thus the encryption, will be poor.

20 The present invention provides a method and device by which the starting points
are spread out in a more effective way rather than being confined to a specific
subset of bits so that the minimum distance between the starting points becomes
larger.

This concept of increasing the distance or “spreading” is known in the art.

25 For example, error correction coding uses this concept for a different application.
Thus, to spread out the starting points over the possible bit range, the result of the
K (x) mod g, (x) operation is multiplied by a polynomial g,(x), where an
exemplary g,(x) polynomial is as follows:



the better the.encryption. If the starting points are always |located in a
specific subset of positions, the Hamm ng di stance, and thus the

.encrypti ompowés768 be poor. 20 The present invention proviPEeFEPIOEE28a0d and
device by which the starting points are spread out in a nore effective way
rat her than being confined to a specific subset of bits so that the

m ni mum di stance between the starting points beconmes |arger. This concept
of increasing the distance or "spreading” is known in the art. 25 For
exanpl e, error correction coding use_slgbi s concept for a different
application. Thus, to spread out the Starting points over the possible bit
range, the result of the KK(x) nod glgl(x) operation is nultiplied by a
pol ynom al g2(x), where an exenplary g2(x) polynomal is as follows: WO
00/ 65768 PCT/ EPO0/ 03284 -idd..-rna,~ L) g2(x) E gJ x j (Eg. 5) i=a where w
equal s a word |ength, g @gu gj‘z?xjnber of words of(eyhs) ci phering key and
L" equal s a maxi mum nunber g% words usable in the encryption key. The

mul tiplication of g2(x) with the result of K,,(x) nod gl 94 (x) wll

"spread” the resylt of K (x) mod g, Q(x) over the entiye bit area. The

appr opri ate g2( _erst"pﬁq%&#w lm%r,%ﬁ"@bwgm:ws ysfs&ﬁw %fgrwgﬂ L as is

currently L . L
RS 1 G8al8 ekl udrber SEWorlh LRI tnd ey hidh iy,

different coeffi olynomal are selected to nore
ef fectivel y achThemultiplication|of gifshwith thechesultofdé &) nitelr g, Yipelwill "spread’s of L,

t of ffici i gh hi i rabl i ng _di st whi |
for @arge vIRTERIH K0S sognt o aer BE SR videm | DRARPIRIER 00 mor e 10°
apropri at egéls}nétﬁiai FHEbLS SldcteataSedHiioR a vedl 55 b9 GBfrent] iditheary, case,

g2(x) may e found as a generat or ‘pol ynom al of a BCH error-correcting

code. The gZpavis, foodiffesent keyicagths.fo differenicrogfficieats of thexgfelipolynamialh r el at es
appropri at e ,Q26iehted to more effectively achieve desirable Hamming distances. For small

values of L, one set of coefficients might achieve desirable Hamming distances
while for large values of L, a different set of coefficients would be more
10 appropriate to achieve desirable Hamming distances. In the binary case, g,(x) may
be found as a generator polynomial of a BCH error-correcting code. The g,(x)
polynomials can be stored either in a table which relates appropriate g,(x)
polynomials for a given L. This table may be the same table in which g, {x) is
stored or in another table. The g,(x) polynomials may be stored either in hardware
15 or in software of the ciphering device. It will be recognized that a table is one way
to store an retrieve g,(x) polynomials but that other ways known in the art may
also be used. Alternatively, the g,(x) polynomials may be obtained from memory
at some other location, i.e., not located within the ciphering device.
K,(x) results from this multiplication. K, (x) is input into an encryption
20 algorithm for use in encrypting data.
FIG. 1 shows mobile communication devices 100, 102 transmitting and
receiving data from each other in accordance with the present invention. Devices
100, 102 can be any sort of hard wired or wireless device, including, without
limitation, a cellular telephone or a computer.

25 FIG. 2 shows a more detailed view of a communication device 200.



polynom als for a given L. This table nmay be the sane table in which gl (x)
Is stored or in another table. The g2(x) pol ynom al s may be stored either
in hardvvayoﬁ&s%rs in software of the ciphering device. <rb

frecogni ze t atable is one way to store an retrleveg ‘5 pxﬂynomals
but that other ways known in the art may al so be used. Alternatively, the °
g2(x) polynom als may be obtained frommenmory at some other |ocation,
i.e., not located within the ciphering device. K'(x) results fromthis
multiplication. K' (x) is input into an encryption 20 algorithmfor use
in encrypting data. FIG 1 shows nobi-l}-conmuni cation devices 100, 102
transmtting and receiving data fromeach other in accordance with the
present invention. Devices 100, 102 can be any sort of hard w red or

W rel ess de\ﬂmnummiondbvxngMMthMSaﬂnémbﬂyadlémmmm ceptiealiy ot el ephone or a

conputer. 25 FIG 2 shows a_ nor, etai)led vi e connuni cation device
200" VO 00/ GFHEknSlEMEMsoRIss B AND 5%‘0% 9% delay, Fleweni 206 8K, ces o

menory el emgiurafi], ofadB@itith 8¢ hoduld ffuncidhd $08 N9 eI enments, such as AND gates
204, a pl uralr]:fty fode lay el enents ZOé“and a pl urallty of addition or

modul o f uncti onMeaa®y clesrent 202:stence nolyadiakg, (v e Memary etement 202 maxbe Menory

elLement 202 be a | ook- table o her arr errent of stored
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coefficients, e.g., those described above.
Switching elements or AND gates 204 each bave a first input, a second input
and one output. Memory element 202 is connected to the first inputs of AND .
gates 204. Each delay element 206 has one input and one output. Delay elements
15 206 can be implemented as a shift register. The output of one of the AND gates
204a is connected to the input of a first delay element 206a. Modulo functions 208
each have a first input, a second input and one output. The outputs of the
remaining AND gates 208 are connected to first inputs of modulo functions 208.
The outputs of all delay elements 206, except for a last delay element 206b, are
20 connected to the second inputs of modulo functions 208. The output of the last
delay element 206b is connected to the second input of AND gates 204. The
outputs of modulo functions 208 are connected to the inputs of all delay elements
206 but first delay element 206a.
For exemplary purposes, assume a binary scheme for simplicity; however,
25 those skilled in the art will appreciate that the present invention is equally
applicable to other symbol representations.
Initially, communication devices 100, 102 as shown in FIG. 1 will

"negotiate” or communicate between themselves to determine the maximum



gates 204. Each del ay el enent 206 has one i nput and one output. Del ay

el ements 15 206 can be inplenented as a shift register. The output of one
of the ANRoOgerssIs8 204a i s connected to the input of a fi PeI/ER@IAB4e] enent
206a. Modul o functions 208 each have a first input, a second input and one
output. The outputs of the remaining AND gates 208 are connected to first

I nputs of nodul o functions 208. The outputs of all delay el enents 206,
except for a last delay elenent 206b, are 20 connected to the second inputs
‘of nmodul o functions 208. The output of,the |ast delay element 206b is
connected to the second input of AND gafes 204. The outputs of nodul o
functions 208 are connected to the inputs of all delay elenents 206 but

first delay el enent 206a. For ex@gpl ary@ oses, assune a,  binary schene
for sinpliceipyeringdiensth, I hat hethdeyiers | 1D2 caausedp compupical§piteci at e t hat

the presentg t (A 021&%&

represent at | '('gﬂiséﬁ‘&ﬂdrl];??ea Iey C(gr?yfnlml catl onphew CEe's ?%gé% zfglcseﬁovm in FIG
1 will negaspememanmxmm Bavménemﬂelmﬁﬁlehdagtet'eom ne the

maxi mum WO 00/ 65768 03284. -13 ¢ eri | engt, "that both
devi ces 100%’@2‘"& ‘Efé‘hg eé’q@!ﬁ%thﬁmbé’a??‘&‘még aﬁ'@g‘ﬁéﬁaﬁ ‘BSVl ces 100,
W2 mght . ke eARIRlGRico® It RAERRACE HEUbRRIG ke SERAR] LY@ERRXi mum

ci phering key Iength Devi ces 100, 102 t agree” ‘on a maxi mum ci phering
key | ength, Beferrisigagainig FtIGeZSIhalﬂrsmnmROfHémwe%Z%lerthm(ﬂ key | engths

required fo each devi. 1 f _the c¢j | engt L.odiffer.
Referring a& (‘}y"ﬁ"gglei} oI MEMOY ’@Fy g' cgﬂg éts?ﬁee g, (x)
bi nary pol yperoiaal tﬁerlmwremfﬁmairsewme n%ﬁ&eroTﬂiﬁnﬁeH Sin thslcasd, w &pealsf i ci ent's
are zero and the last wL coeff|C|ents can be non-zero nunbers In this

case, w equiiesworddengslofar alkWox by L papalsche "negetiated | nurpbesiof Words ofthejot i at ed”
%Q}jﬁ{) mm;lu\rl\vgfggér(i)l?g Eéégg‘?'é“q‘m%? 88 gglfﬂllgsg'l{'encr yp‘?}l HJ"Eey, !rble Fdéﬁhs zt r11e The
second i nputhecénchiphiony ké;esfoﬂﬂnL,a; £ 1. The second input of AND gates 204 are

initialized to zero. Thus, the output of AND gates 204 is zero for each gate

corresponding to the first w(,,,.-L) bits. For the last wL bits, the output of AND

gates 204 are a function of the coefficients of the g,(x) polynomial for each gate
15 corresponding to the last wL coefficients. When the coefficient for g, (x) is 0,

AND gate 204 will open. Conversely, when the coefficient for g;(x) is 1, AND

gate 204 will close.

Delay elements 206 are initialized with the coefficients of the ciphering key,

K (x) (as shown in shift register 306a of FIG. 3.) These coefficients, as well as the
20 outputs of AND gates 204, are input into exclusive-or functions 208. (This is for

the binary case. In cases other than binary, these coefficients are input into

another appropriate addition function.) The initial inputs of AND gates 204 are a

string of zeros and the g,(x) coefficients as described above. The outputs of

exclusive-or functions 208 are input into all AND gates 206, except for first AND
25 gate 206a. The output of last delay element 206b is fed back into the second

inputs of all AND gates 204. This process is then repeated as the data is shifted,

in accordance with available cycles, clock pulses or other timing mechanisms.

Ciphering key, K(x), is initially located in delay elements 206 (or a shift



initialized to zero. Thus, the output of AND gates 204 is zero for each
gate corresponding to the first w(L,-L) bits. For the last wL bits, the

out put of wibbdesdat €s 204 are a function of the coeffici e hoddss 90 (X)
pol ynom al for each gate 15 corresponding to the last wL coefficients. Wen

the coefficient for g, (x) is O, AND gate 204 wll open. Conversely, when:
the coefficient for gl(x) is 1, AND gate 204 wll close. Delay el enents
206 are initialized with the coefficients of the ciphering key, KC(x) (as
shown in shift register 306a of FIG 3.4|) These coefficients, as well as the.
20 outputs of AND gates 204, are inputdinto exclusive-or functions 208.
(This is for the binary case. In cases other than binary, these
coefficients are input into another appropriate addition function.) The

initial inpuegistef as’siowndh 86622 Figure 3p Astltd abgveleseribeds computhtivhs@re ( X)
coefficients as descti bed, aboye., The outputs of exclusive-or functions 208
are input i %ﬁ%‘%@%?&@@g@c%&ff hering-key aKe§x)s 48 Yufied IM6a. The

out put of | a53ldefdlefineats2BB IThe Vikput of faft teld (éi%n{eegE ﬂ)ﬂbﬁﬁ ien?JgFﬁWANiﬂ‘pUt S of

all AND gates 204. This process I's then repeat as t ata 1s shifted,
i n accor dancgatesi20h atithasd pasitions wheresANDI| gatek 24 hreafosed. dtfteethet i i ng

chani sms. C rin Y, K s dniti | acated in | ay el enents
rZTSG (or a srﬁﬁﬁ!ﬁ“%ﬂ@%@%ﬂi‘%s‘wz& hﬁm? TEPUt of 1BE i oun i n 306a
in Figure 3)exchifive-be fitleGue Igﬁiﬁiddfg?@ x) GOIRR WdseivL QPdces (AR shovon froshied utili zing
t he ciphering key KK_()L%. Cp erlgg ey, KC(x), 1s shifted out of delay
el ements 20@egizee 3000 i fig. ). |Asstatesbaboye cthispemputationensyres thatthe nt o AND

oot o 200 g RO PORMERE IR DR abepbRal R, (UL e S
excl usi ve- orgovernedentahregiiétiogs ofahe gaximhfmperiniticdikey lemgth. . spaces (as shown
Rt et e el Tt 0 Bt o Ao SRR 400, o
exceed the QQUGEMIRIS M), 5,994 2 pbighomial while EPerst Wi, D) Chétfitidnt @n | €N9Lh.
be non-zero numbers and the last wL coefficients are zeros. The above process
continues for wL more shifts. The wL bits resulting from exclusive -or functions
have now been "spread” over the area. The result in delay elements 206 (as shown
15 in shift register 210c in Fig. 3) is encryption key, K ‘(x), which can then be input
into a suitable encryption algorithm for encrypting data.
For exemplary purposes, assume w equals 8, L equals 5, L,,,., equals 16.
Assume again a binary scheme for simplicity.
Referring again to FIG. 2, the first input of AND gates 204 is the g,(x)
20 binary polynomial from memory element 202. The first w(L,,,-L}, or 88,
coefficients are zero and the last wL, or 40, coefficients can be non-zero numbers.
The second input of AND gates 204 are initialized to zero. Thus, the output of
AND gates 204 is zero for each gate corresponding to the first 88 bits. For the
last 40 bits, the output of AND gates 204 are a function of the coefficients of the
25 g,(x) polynomial for each gate corresponding to the last 40 bits. When the
coefficient for g,(x) is 0, the AND gate will open. Conversely, when the
coefficient for g,(x} is 1, the AND gate will close.
Delay elements 206 are initialized with the coefficients of the ciphering key,



10 After the conpletion of wW(L,,,- L) shifts, g2(x) is input into AND gates
204. In contrast to g, (x), g2(x) is a polynomal where the first wL"--L)
coeffici ewboo/6s¥es be non-zero nunbers and the | ast wL coett/Epeon3zss are
zeros. The above process continues for w. nore shifts. The wL bits
Tesulting fromexclusive -or functions have now been "spread" over the
area. The result in delay elenents 206 (as shown 15 in shift register 210c
in Fig. 3) is encryption key, K '(x), which can then be input into a
'suitable encryption algorithmfor encrypting data. For exenplary purposes,
assune w equals 8, L equals 5, L"., équals 16. Assune again a binary
schenme for sinplicity. Referring again to FIG 2, the first input of AND
gates 204 is the g, (x)_ 20 binary polynomal fromnmenory el enent 202. The
first w(L" K)(zc)-ngm,coef&mtﬁ@iveqi @ the eutpets 9f AND gates 2Q4s targunputointas o

coefficient : f10&; n sy s | f s@ﬂg tes 204
are initial ?’5‘:2 %&zero.&gzgss', %gﬁgﬁlgﬁ@ggg%ga%g?%{ugﬁ | cgfgro for
each gate ceé¢rosandbthdign®) toeffidients asrdebcritiedabove.) Ahe oiripats dfaxélusiVe-bi t s, the
out put of AND gat es 204 are, a fgnction of the coeffjcients of the 25 g, (x)

pol ynoni al fietigns-208axe inputinte. L AND sfes 206, gcephior fugt ANDLatOF06R. ¢ he

ef ficient i e&{;’g : ' ly, when the
g%effici ent g?u%,ui%‘ll\sltsd%lf?’e% e kﬁ@g&g?‘{gﬁsﬁﬁ% hgﬁgzg?s&r%?/ﬁ%hnents 206 are
i ni tiali zedposititmstwikere AND gatess204saretloséde Thip lpeocessds kien repiBred@s @afa6 8
PCT/ EPOOlOSZB%.ﬁS KK(x). These coefficients, as well as the outputs of
AND gat es 2&%SH I nput into exclusive-or functions 208. (The initial

i nputs of AND g@iﬁfe)riagﬁeﬁrlﬁc(ﬂ. 5 lihitimey Ptated B 2R LY didiferts 2d6<or 4#f f 1 ci ents

as descri bed above. he out puts of ‘excl usive-or “functions 208 are input

into all AND2§hitsbiformgistes as showniin 3062 insFIGARD datthe stpye descaibihe out put  of
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shifted. K (x), is shifted out of delay element 206. The output of last delay element 206b is
input into AND gates 204. After the completion of 128-40, or 88 shifts, delay
elements 206 contain the result of the exclusive-or function, K,(x) mod g,?(x) in
the last 40 spaces.

15 The g,(x) coefficients are then input into AND gates 204. The above process
continues for 40 more shifts, or a total of 128 shifts. The 40 bits resulting from
exclusive-or function have now been "spread” over the area. The result in delay
elements 206 (or in shift register 306¢ as shown in FIG. 3) is encryption key,

K'(x), which can then be input into a suitable encryption algorithm for encrypting

20 data.

FIG. 4 shows a block diagram of a method 400 for computing the encryption
key, K’, to encrypt data in accordance with the present invention. Method 400
includes the step of obtaining a ciphering key, K (x) 402. As described above,
ciphering key, K (x) can be obtained in any number of ways known in the art.
25 Next, the step of determining a maximum ciphering key length, L, 404 is
performed. The maximum key length is typically a value in bytes. The devices

that wish to communicate will exchange information or "negotiate” regarding the



C phering key, KK(x), is initially located in 128 delay elenents 206 (or in
a 128 bit shift register as shown in 306a in FIG 3). As the above

descri bed wW@ogsgaut ations are perfornmed utilizing the ci sty KK(X) .
G phering key, K, (x), is shifted out of delay el enent 2?§HFﬂg%ut put of

| ast del ay el enent 206b is input into AND gates 204. After the conpletion -

of 128-40, or 88 shifts, delay elenents 206 contain the result of the

excl usive-or function, KK(x) nmod g, (L)(x) in the last 40 spaces. 15 The
g2(x) coefficients are then input into AND gates 204. The above process
continues for 40 nore shifts, or a tot¥i- of 128 shlfts The 40 bits
resulting from exclusive-or function have now been "spread"” over the area.
The result in delay elenments 206 (or in shift register 306c as shown in
FIG 3) is mwnmpﬂuipbekmgkeyléngﬁ(m)hwhhheﬁch&hmc&hmadmﬁxﬁm into a

sui tabl e eng t ona orlthmf ncr n 20 data. FIG 4 _shows a bl ock
di agram of a%ah 58%%88&' 'égéh%/\ﬁfgegrpegkw qyagab%o encrypt

data in accag &bttt 8SA I s the
step of obt alegl n& W(i:t?lglﬁiérl ng Eey, x@%@&w Nﬁo‘e@cr ?ﬁef‘&gfévdﬁp
ci pheri ng keobtaikid(ackording th step 406, ﬂ?elynomlahgl\(x)nmﬂicnmaﬂicmaaydlyknom in the
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"negotiate" regardin the VWO 0 165768 CP/ EP00103284 -16 maxi hum ci phering
key 1ength v#08 Sien the\sfasing poinis.oorrinerFases the Hamyping distapce.tafe naxi num

&EycLeBgm evil ggng g cbn‘t‘m rgﬁ'ﬁ%& gﬁgynoméﬁ‘) z lb%s %thggg?;rn\gdt "
accordi ng t aesdlspf 4@ 404’0[[%2!1370 thk encrygtion keg, KN, dﬁnibbemeﬁlateal ly 5
B0 5. o aecordingita sep 10 mnett K S & ROR A @ Ped ) i ¢t hen obt ai ned
according to st efhe present invention has been described above with reference to preferred
embodiments. However, those skilled in the art will recognize that changes and
- modifications may be made without departing from the scope of the present
invention. For example, although the present invention describes a method and
15 device where the maximum ciphering key length, L, is 5 bytes, and the maximum
usable encryption key length, L., is 16 bytes, it will be appreciated that the
present invention is not so limited to these lengths. In addition, it will also be
appreciated that the data being transmitted and received is not limited to any
particular type of data. It may constitute voice, written or other data. It may be
20 binary, ASCII or any other form of data. In addition, the data may be transmitted

over any media now known, such a wires or air waves, or later discovered.



408. Step 408 spreads the starting points, or increases the Hanm ng

di stance, of ‘encryption key, K ,,(x).. An--appropriate polynom al g2(x) is

sel ect edwiososmseen the results K‘i M Final |y, thecivepogg28on key, K
LU

'(x), can be cal cul at ed 10“wm p 410 where K O ft) =
-02) (X)[KK(x) mod g, ("(x)]. c nw¥ention has been descri bed above

with reference to preferred enbodinents. However, those skilled in the art
wi Il recognize that changes and nodifications may be nmade wi t hout
departing fromthe scope of the present invention. For exanple, although
the present invention describes a néttiod and 15 devi ce where the nmaxi num

ci phering key length, L, is 5 bytes, and the naxi nrum usable encryption key
length, L., is 16 bytes, it will be appreciated that the present invention
is not so IGIAIMS to these lengths. In addition, it will also be
appreciated that the data being transmtted and received is not limted to
any particular type of data. It may constitute voice, witten or other

data. It mey bep ZémMbigition doPick forQalcalying i eficriypicd Iely, Ha{ By | n addition,
the data may be transmtted over any nedia now known, such a wires or air

waves, or |Bamipulatingociphesing ke Ko f@oime én an encryptionjajgorithm, said devige; | || ||| |
PCTI EP00103¢%§13,1-{§- L MS -17- CLAIMS 1. A communi cati on device for

cal cul ating enCryption key, K by manipulating a ciphering key, K, for
gse i n an encr yyhemoryodlgnent fdinstoripi che & wicke polgaomialssi ng: 5 a nenory el enent
for storing one qQr nore gol lurality of switching el enents,

each having a f4 Pl‘éfalil . tcéﬂlgg!%l}?ﬁ ] ?ﬁ?gtha‘”gﬁé st iBB‘EtpEF‘?leu Fn said
ol Ur ol 1y o uput, WhinelndRid kil clomiehts il s e pondiR i s 01 ¢ S
10 out put omemoory ementj d del ay el ements is connected to said sw tching
el ements a plurality of delay elements, each having an input and an output, where said
10 output of one of said delay elements is connected to said switching elements
second inputs; and
a plurality of addition functions, each having a first input, a second input and
an output, wherein:
said addition functions first inputs are connected to all but one of said delay
15 elements outputs,
said addition functions second inputs are connected to all but one of said
switching elements outputs, and
said addition functions outputs are connected to all but one of said delay

elements inputs.
20 2. The device of claim 1, where said switching elements are AND gates.

3.  The device of claim 1, wherein the memory element stores a polynomial
g 1 ‘x) [} threin

wl
8,(x)=§ gPxl, g,.*0
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second inputs; and a plurality of addition functions, each having a first

i nput, a second input and an outptts—wherein: said addition funetions
first i npuiv odlsregonnected to al of said delay pErRbeBIES
outputs, said addition functionsl Hﬂﬁmgg um]e connected to all but one
of said swtching elenments outputs,ec Wi tion functions outputs .
are connected to all but one of said delay elenents inputs. 20 2. The
device of claim1, where said switching elenents are AND gates. 3. The
device of claim1l, wherein the nenory elenent stores a polynomal g, (x),
wherein gi(x)=~ gi laxg"L*0 1-0 This~ Bzet Has Been Repl aced
Frrerererrerer - rererrrrrrl W 0o/65768 I LTI 1~ PGT/ EPOO/ 03284 C
crererrrrrrrrrrrr s 18-. and wherein wis a word length and L is a nunber
of words of and whereipheisiamyoiddength and I fisca nienber of ords| ofisaid ipheting kenn t he
menory el ement stores a polynom al g2(x), wherein g2(x)= E gWki i=0 and
wherein wis a word length, L is a nunber of words in said ciphering key,

and 5 L. is4! heThSdevio bfe1aih S, whbreiPMb nfeni¥?y Slomeht sidies £polyMathiabn key, K, .
8,(x), wherein
-L)

@)
&)= Zo g x!
J=

and wherein w is a word length, L is a number of words in said ciphering key, and
5 L, is the maximum number of usable words in the encryption key, X *.

5.  The device of claim 4, wherein said delay elements are initially loaded with

said ciphering key, K, (x).

6. The device of claim 5, wherein said polynomial g, (x) has a first w(L,,,L)
coefficients equal to a fixed string.

10 7.  The device of claim 6, wherein said polynomial g,(x) has a last wi
coefficients equal to a fixed string.

8. The device of claim 7, wherein the last wL bits of said delay elements store a
result of K_(x) mod g, (x) after w(L,,-L) shifts.

9.  The device of claim 8, wherein said delay elements store said encryption
15 key, X, after an additional wL shifts.

10. The device of claim 1, wherein said delay elements are a shift register.
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5. The device of claim4, wherein said delay elenents are initially |oaded
with said ciphering key, K (x)...6. The _device of claim5, wherein said

pol ynom alycossss¥es has a first vﬂmﬂ L) coefficients e(yal(m;@?ﬁgj i xed
| o

string. 10 7. The device of cla HH" ﬁ d pol ynom a has a
| ast wL coefficients equal to .lIB. The device of claim?7,

wherein the last wL bits of said del ay el'endnts store a result of KK( x)
nod g, (x) after w(L..-L) shifts. 9. The device of claima8, wherein said
del ay el ements store said encryption 15 key, K after an additional wL
shifts. 10. The device of claim1, whdPein said delay el enments are a shift
register. This Sheet Has Been Replaced i111111111%1illslI11111 111 WD
00/ 65768 111" PGI/EPO0O/ 03284 * 1Lttt ms -19 11, A

met hod for d&l cdl method forrcalenlatipgan encryption kiky K %(x), to encrgprdagt dat a
conprising the st.eg OF. opt ai ning a ci phering key, I(x); determning a
maxi mum ci pﬁ%??ﬂﬂn éﬂ?segﬁa ‘h, L; 5 determ ning a nmaxi mum usabl e encryption
key length, L. obfainiig¥ éighating®eyRip)a2l 9. (x); obtaining a pol ynoni al
g2(x), for spreading starting points of said encryption key, K'(x); and

cal cul ati ng sai detereinipg:a maximum cipheripg key teogthnbr ein K ' (x) = g20 (x) [ KK(x)
npd 9, "1 (X)].  determining a maximum usable encryption key length, L.,
obtaining a polynomial g, (x);

obtaining a polynomial g,(x), for spreading starting points of said encryption
key, K(x); and
calculating said encryption key, K/(x),
10 wherein K'(x) = g,” (&)K. (x) mod g, (x)].

12. The method of claim 11, further comprising the step of:
selecting said polynomial g,(x) based on L.

13. The method of claim 12, wherein

wl
g l(x) =iz; g,-(l)x i , ng*O

and wherein a highest degree of said polynomial g,(x) is equal to wL.

15 14. The method of claim 13, wherein

WiLingy L)
gz(x)= jz_; gja)xj.

15. The method of claim 14, wherein a first w(,,,-L) coefficients of 8:(x) are
equal to a fixed string.
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12. The method of claim 11, further conprising the step of. _selecting said
pol ynom al g2(x) based on L.--13._The nethod.of claim12, wherein Si(x)=E Si

| )x g"L* d wherein a hj sai d pon (x) is
equal too\‘/\vll_(;m%i 14. The meth mm [Lﬁiﬁ{ ifher einn x%ﬂﬁ@‘?uﬁ'
) e

g(2)X}' j=o0 15. The rrethod inafirst w(L,,,-
coefficients of g, (x) are equal to a flxed string. This Sheet Has Been
Replaced 11111 211212IWIIITT11T WD 00,65768 | 111111 1212111 DijlL 1iren 1l

111 pCT/EPoo 03zs4 * CL S -20- 16. The nethod of claim 15, wherein a | ast-
wL coefficients of g2(x) are equal te2@- fixed string. 17. The net hod of
claim12, wherein said calculating step is perforned using a plurality of
AND gates, each having a first input, a second input and an output, a 5

plurality ofgdeirhymeihedontitim 25 dwkeréindadt wiLicoefficRatfll dfigof) aréeqhdl@pa. 18. The

met hod of claim 17, said method further conprising the steps of.
initializi néxghﬂunﬂel ay elenments with said ciphering key, KK(x);
initializing said first inputs of said AND gates to said g, (x) pol ynom al
coefficients; and 10 initializing said second inputs of said AND gates to

zero. 19. The nFhénoethod of tlainmid, Avhetkiarsaid calalatingistenis petformet asimgy® a shift
regi ster. :
g plurality of AND gates, each having a first input, a second input and an output, a

S plurality of delay elements, and a plurality of addition functions.

18. The method of claim 17, said method further comprising the steps of:
initializing said delay elements with said ciphering key, X.(x);
initializing said first inputs of said AND gates to said g, (x) polynomial
coefficients; and
10 initializing said second inputs of said AND gates to zero.

19. The method of claim 17, wherein said delay elements are a shift register.

20. A system for communicating encrypted data between two communication
devices comprising:
a first communication device having a first ciphering key length, L%, ; and
15 a second communication device having a second ciphering key length, L%, .;
and
a means for determining a maximum ciphering key length, L,
where 1< L < min {I*,.,, L%,.};
said first device comprising:
20 a means for obtaining polynomials g, ({x) and g,(x);
a means for obtaining ciphering function, K (x); and
a means for calculating an encryption key, K',(x),
where K,(x) = g,"®)[K,(x} mod g,” (x)].
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20. A system for comunicating encrypted data between two communication
devi ces conprising: a first connunlcatlon devi.ce_having a first ciphering

key | engtywo obss7és and 15 a sec devi ce peviepgy@2ssccond

ci phering key length, P.; and ,@ 'Wm ni ng a maxi mum ci phering
key length, L, where 1s L s nmin* LB' I sal st device conprising: 20 a
means for obtaining polynomals g, (x) and g2(x); a neans for obtaining

ci phering function, KK(x) and a neans for calculating an encryption key,
K'(x), where K'(x) g2' " (x)[Ke(x) .nmod gll'x)l This Sheet Has Been
Replaced 1111 H 1121212 ™M LI 111! wWBLoo/ 65768 | 1111111 111111

PCT/ EPOO/ 03284 C L ILILELLELLErrrrrlr s -21 21. The system of claim 20,
wherein said neans for calculating said encryption key, K'(x), conprises:
a plurality2bf M}gtdneefchﬁacm tvehereiny said ineans for oalmtlating saitenedyptioput and an
out put, V\/ne e| r}ﬁﬁé ate first inputs are connected to said nenory

el enent; ﬂ‘?&pﬂf Sdel ay el ements, each having an input and an

out put, where| Na ﬁﬁﬂﬁy%ﬁhﬁﬁgﬁs %Qéhlﬂfv a fifsEpOL, a's%ccﬁﬂ tafidlah0 said gate
second i nputs; and a pluralrty of addltlon functi ons, each having a first

i nput, a seoutput, iwhetein said gata firsgings arewhencoted te sdid megnbiry elemetanct i ons fir st
"d addi 1 on 1 BuEEH S Beiny ffheRvh Rk oo i ant O, PHURR e or *
sai d gate oyiidutpubSfionthiRlay elentcht & cdEfdctddaD shitpatel sebdnd inputs; and a
plurality of addition functions, each having a first input, a second input and an
output, wherein said addition functions first inputs are connected to all but one of
said delay element outputs, wherein said addition functions second inputs are
10 connected to all but one of said gate outputs and wherein said addition functions

outputs are connected to all but one of said delay element‘inputs.

22. The system of claim 21, wherein said delay elements are initially loaded with
said ciphering key, K (x).

23. The system of claim 20, wherein said means for obtaining polynomials g, (x)
15 and g,(x) includes retrieving said polynomials from a memory element contained

within said first communication device.

24. The system of claim 23, wherein

g, =§ gPxi, g,,*0.
=l

25. The system of claim 24, wherein
= o
gz(x)= Z gj xt.
=0
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outputs are connected to all but one of said delay elenent inputs. 22. The
system of claim2l, wherein.said delay elenents are initially | oaded with
said ci ph§Y¢1 gy, KK(x) . 23. aim 20, wherein said neans
for obtai @'9‘6& ynom al s g, m ﬁiﬂﬂmm i ncl udes rPgFﬁPQQ/?:"ﬁ?J‘ sai d
polynom als froma nmenory ele thin said first

communi cation device. 24. The systemof claim 23, wherein wL gl (x)-E gl x,

gWL#0. 1=0 25. The systemof claim?24, wherein wWL-L) g2(x)= E g )x'- JO
This Sheet Has Been Replaced 1111111111111111121 11 IN WO 00/65768 | :
FYereryp ety el 12111 11 1l PCphEPOO/ 03284 M -22 26. The system of

claim?25, wherein the last wL bits of said delay elenents store the result
of KK(x) nmod gl (x) after w(L" L) shifts. 27. The system of claim 26,

wher ei n sai ggde r ' r ter an
addi ti onal %E shi ¥ts§4t8g‘3%l§m?.%% %@?ﬁg%heﬁl?&% @faﬁ%lgyélé‘l‘#es%sl el ay

el ement s ar ehearesilt &f K)(ganad g (x) aftdiwd, SHeshiftslas Been Repl aced 111(10 X11111
0 I e I I R V/ I

27. The system of claim 26, wherein said delay elements store said encryption
key, K’ (x), after an additional wL shifts.

5 28. The system of claim 21, wherein said delay elements are a shift register.
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