-1 - METHOD AND SYSTEM FOR DIGITALLY SIGNING A DOCUMENT Field of the Invention The
present invention relates to a method and system for digitally signing a document. S Background of
the Invention A digital signature is an important component of electronic commerce as it provides the
condition of non-repudiation when an electronic contract is executed. Digital signatures are employed
to affirm that the person whose signature has been applied to ioa document wrote or otherwise agreed
to the contents of the document to which the digital signature is attached. They are thus analogues of
conventional signatures. However, digital signatures may-provide a greater degree of security than a
handwritten signature. Existing digital signatures can be used, in addition, to indicate 15to a recipient
that the content of the docuMHETHOD ARSI AbisFAit DEBN dltar8iEBithe bttty or accidentally
after signing. A user can do this, in an existing approach, by creating a message digest by applying a
hash function to thepglggdmsnin /ERgomessage digest serves as a "digital fingerprint" of the document; if
any part of the docufehds Al R Junaiendiuaesh iy e AL APeumeRtIs different.

20The user then encrypts the message gest IS or her private Key, an uses the encrypted
message dlgest as the digital signature of the document. Thus, a digital signature enables the
authentication of dlﬁﬁfi@@é@gnﬁ??'%%ﬁﬁg the recipient of a digital document of both the identity of
the sender and the iheigjidhpionakEeIs 88 TRREiaDi GRAIPSTATARI RIRCHPE Eferafsica aelulrRyidesdBinmerce,
as they made it difficotidttionepy ndratepadiiotr attesignettavishiscshracdigeasdsignaipialn spite of the
benefits of digital sigRatues 16WapRHRY-AKe RetL WMisielysusathosaalighk4ilRPRE BteMip@dadifficulty of
use. In addition, thege, (e cOBtH AR TREHSONITLA AL Sna R I0UBAIR RS SARK Rcipients.

Also, existing electrgn
9 8lglta| signature is attached. They are thus analogues of conventional signatures.

However, digital signatures may provide a greater degree of security than a
handwritten signature. Existing digital signatures can be used, in addition, to indicate

15  to arecipient that the content of the document or message has not been altered either
intentionally or accidentally after signing. A user can do this, in an existing approach,
by creating a message digest by applying a hash function to the document. The
message digest serves as a “digital fingerprint” of the document; if any part of the
document is modified, the hash function returned by the altered document is different.

20  The user then encrypts the message digest with his or her private key, and uses the
encrypted message digest as the digital signature of the document.

Thus, a digital signature enables the authentication of digital documents, assuring the
recipient of a digital document of both the identity of the sender and the integrity of the

25  content. Digital signatures are therefore useful for e-commerce, as they made it
difficult to repudiate a contract signed with such a digital signature.

In spite of the benefits of digital signatures, however, they are not widely used,
mainly—it appears—owing to difficulty of use. In addition, there are costs associated

30  with digital signatures for both users and recipients. Also, existing electronic
signatures are unable to create reliable e-contracts because they do not provide
adequate and convenient non-repudiation.

For example, one existing approach is disclosed in US Publication No. US

35  2005/0216742. According to the disclosed technique, each of an organization’s
representatives is provided with a private/public key issued from a certified public key
service provider. Consumers sign the e-contracts using electronic signatures but the



signatures are unable to create reliable e-contracts because they do not provide adequate and
convenient non-repudiation. For example, one existing approach is disclosed in US Publication No. US
352005/0216742. According to the disclosed technique, each of an organization's representatives is
provided with a private/public key issued from a certified public key service provider. Consumers sign
the e-contracts using electronic signatures but the representatives counter-sign with his/her private
key in order to create a secure electronic record. However, the resulting e-contract is still insufficiently
robust for some purposes. For 5example, the disclosed approach does not address the scenario of the
signed e- contract being discarded by the organization immediately after signing. Summary of the
Invention It is an cipjestahtines presentsiprenitidistice ppovatkekeysthodeandesssteasdourdigitally iosigning
a document that goer&esnie eydo overcoming the above mentioned disadvantages or which will at
least provide the public with a useful choice. Accordingly in a first broad aspect of the present
invention, there is provided 3 system for digially signing adostment (sueh, as an c:conpiact).
comprising: 15a digltaYVsig?n’a ure controtier arranged to app\y ohE oF moréedi i?af%lgnatures to the
document; and a wiff@SsiRgReARSICRPY 2BR"eBFAIRATICAtIRFFRIh RS et Sigitignsesntroller;

wherein the systemdsniideidteidadistigicathpgitia eratoeativennmwitiaiedy ditftsigsigaature controller and
forward either the document once digitally signed or a hash 20 value derived from the document once
digitally signed to the winessingksar¥sie@nd the witnessing server is arranged to apply a further digital
signature to the docyment gr the, thash of the document and then to output the document or the hash
vaie (hat 5, with o Ret o e para b TR ERce SUBIMAIRSRUAIET ™ the

document in aﬁ;o/ Suﬁgﬂ'fégﬁlgﬂ?@?n that goes some‘way to overcoming the above mentioned
disadvantages or which will at least provide the public with a useful choice.

Accordingly in a first broad aspect of the present invention, there is provided a system
for digitally signing a document (such as an e-contract), comprising:
15 a digital signature controller arranged to apply one or more digital signatures to
the document; and
a witnessing server in data communication with the digital signature controller;
wherein the system is adapted to digitally sign a document with the digital
signature controller and forward either the document once digitally signed or a hash
20  value derived from the document once digitally signed to the witnessing server, and the
witnessing server is arranged to apply a further digital signature to the document or the
hash of the document and then to output the document or the hash value (that is, with
applied further digital signature).

25  The hash value may be derived from the document in any suitable manner.

Thus, the system and method of this invention will find diverse application, such as in
facilitating the creation, amendment or closure/termination of bank and other financial
institution accounts (including loan accounts), insurance policies, contracts for

30  services, etc., as well as—for example—in facilitating the issuance of eCheques,
money orders, overdrafts and other financial instruments.

The system may include a device to facilitate electronically signing the document (such
as with an electronic stylus and tablet, a finger print scanner or retinal scanner),

35  typically before applying the digital signature to the document.

In another embodiment, the system is adapted to electronically sign the document with



Thus, the system and method of this invention will find diverse application, such as in facilitating the
creation, amendment or closure/termination of bank and other financial institution accounts (including
loan accounts), insurance policies, contracts for 30services, etc., as well as-for example-in facilitating
the issuance of eCheques, money orders, overdrafts and other financial instruments. The system may
include a device to facilitate electronically signing the document (such as with an electronic stylus and
tablet, a finger print scanner or retinal scanner), 35typically before applying the digital signature to the
document. the digital signature. In embodiments in which the system is adapted to forward the hash
value to the witnessing server, the hash value may be encrypted or unencrypted. If encrypted, the
5hash value may cohefig&ltbigradigital signature. In a certain embodiment, the system is adapted to
receive user input comprising at least one identifying characteristic of an intended signatory, and to

apply an electronic gr Jigigl-SANAHIRILR ﬁh’@sQ&EH%%ﬂ%rd‘{S%ﬁm the ARaHGaRIGH 1"H§ with the digital

iosignature controller In one embo |mﬁa '{la?ue%te@ 1S arratn% to: recelv %ata |n ttlve of the

SsSing server e,encr or une
document; render thé A eSH represen ation of the docu on' & o 5ereq nput of at

least one |dent|Fy|nd“éﬂbYéE‘%F@ﬁ@%?@ﬁ%f@rﬁ@@'ﬁ@ﬁ%%ﬁy capture the |nput correspondlng to the at
least one identifying characteristic; modify the document according to the input (and hence
electronically sign the dastamenihodihEntishéRestypliemuepidCrptsvandeapplyt esmpleottoaic signature to

the document. The |BpUiMAYSHRMRYIERPREREHINESIFERILIRR LI RRINS HRlndsuRhRmiretinal or
fingerprint scan dat%} ‘digital signature to the document derived from the input, such as with the digital
10  signature controller.

In one embodiment, the system is arranged to:
receive data indicative of the document;
render the data as a representation of the document on a display;

15 request input of at least one identifying characteristic of an intended signatory;
capture the input corresponding to the at least one identifying characteristic;
modify the document according to the input (and hence electronically sign the

document).

20  Thus, the system can capture and apply an electronic signature to the document.

The input may comprise one or more signatures or biometric data (such as retinal or
fingerprint scan data).

25  The system may be arranged to modify the document according to the input by adding
the input or data derived therefrom to the document.

In another particular embodiment, the digital signature controller is arranged to apply
the one or more digital signatures to the document by outputting the document and the
30  one or more digital signatures to a single file.

In a further embodiment, the digital signature controller is arranged to output the
document and the one or more digital signatures as separate files.

35  Ina certain embodiment, the digital signature controller is arranged to derive the one or
more digital signatures by a method comprising forming a hash value from the
document.



25The system may be arranged to modify the document according to the input by adding the input or
data derived therefrom to the document. In another particular embodiment, the digital signature
controller is arranged to apply the one or more digital signatures to the document by outputting the
document and the 30one or more digital signatures to a single file. In a further embodiment, the digital
signature controller is arranged to output the document and the one or more digital signatures as
separate files. 35In a certain embodiment, the digital signature controller is arranged to derive the one
or more digital signatures by a method comprising forming a hash value from the document. In
another embodiment, the digital signature controller comprises: a processor; a memory; 5a display
responsive to the processor. In another embodiment, the witnessing server is arranged to timestamp

the document or thahasnéabieb@fesa: app e tienfiuitbebsligital igpaduse to the document or the
hash value. 10 In a certainy grphediment, the witnessing server is arranged to apply a digital watermark

or confidence mark to the document or the hash value before applying the further digital signature to
the document or the hashavrgﬁjné?%Thus,.the witnessing server can provide authentication in any
suitable way. In°a particul drASRIBOERFRENTVENE WRREXSHRY server applies the further digital signature to
the document or to the hash value, by producing a hash either of the document and a timestamp or of
the hash value and & tineesiesnpoaindsligialhsigains éhehasirantbiacdpsiraie keydetihemwitnessing

server. In another egahQaimenta RS ¥HREIFINASER RiiIRAHIGRIS IR B RS HReHMeROr the hash
value after applyinght‘,jbsc-;:1 fvléqmaer digital signature to a data store. 25In another embodiment, the

witnessing server is arranged to forward the document or
10

In a certain embodiment, the witnessing server is arranged to apply a digital watermark
or confidence mark to the document or the hash value before applying the further
digital signature to the document or the hash value.

15  Thus, the witnessing server can provide authentication in any suitable way.

In a particular embodiment, the witnessing server applies the further digital signature to

the document or to the hash value, by producing a hash either of the document and a

timestamp or of the hash value and a timestamp, and digitally signing the hash with a
20  private key of the witnessing server.

In another embodiment, the witnessing server is arranged to output the document or
the hash value after applying the further digital signature to a data store.

25  In another embodiment, the witnessing server is arranged to forward the document or
the hash value after applying the further digital signature to a specified recipient (which
may be the party—or computing device—that created or originally digitally signed the
document).

30  Accordingly in a second broad aspect of the present invention, there is provided a
method of digitally signing a document, comprising:
applying one or more digital signatures to the document;
forwarding either the document once digitally signed or a hash value derived
from the document once digitally signed to a remote server (referred to as a
35  ‘witnessing server’ in some embodiments);
applying a further digital signature to the document or the hash of the document
with the remote server; and



the hash value after applying the further digital signature to a specified recipient (which may be the
party-or computing device-that created or originally digitally signed the document). 30Accordingly in a
second broad aspect of the present invention, there is provided a method of digitally signing a

document, comprising: applying one or more digital signatures to the document; forwarding either
the document once digitally signed or a hash value derived from the document once digitally signed to
a remote server (referred to as a 35'witnessing server' in some embodiments); applying a further

digital signature to the document or the hash of the doedment with the remote server; and outputting
the document or the hash value. The method may include electronically signing the document (such
as with an electronic stylusugmdtitalitet decfimget qurimé Basinvedweor retinal scanner) before applying 5the
digital signature to the document. In another embodiment, method includes electronically signing the

document with the GFHétﬂl&F%B%H%&H&@eﬁ@&%ﬁ%a‘ﬂgQﬁgm?d“ﬁmbso‘%}&ﬁﬁé?ﬁ"&‘E}UM agligitally signed
effectively S|multane? FI§I3/H|10 IBS ang?q)l ents in w the method |pcludes for ardin ﬁa/the hash value

to the remote server, t alue may be ener pr'Pe Gr ﬂ%ré)ﬁcr:?% e%caﬁner?cr fre&1 "Hash value
may comprise the dﬁ@?t9|9§ﬁjﬁ§ﬁﬁtérelt8IW%o}95Vﬂlﬁﬁ]'ar embodiment, the method mcludes receiving user
input comprising at least one identifying characteristic of an intended signatory, and applying an
electronic or digital signathgedadhentocuneeitiddenived teordhiealeiginihd dauemembadineent, the

method comprises: gQipRlRIe: lRGHMH MR MR R¥ ronicalF AHE BRI BYA & &tdaRelone

identifying characterlsth é’r];e%n Wtended signatory; capturing the input corresponding to the at least one

identifying characterlstlc an
In embodiments in which the method includes forwarding the hash value to the remote
server, the hash value may be encrypted or unencrypted. If encrypted, the hash value
may comprise the digital signature.

15 Ina particular embodiment, the method includes receiving user input comprising at
least one identifying characteristic of an intended signatory, and applying an electronic
or digital signature to the document derived from the user input.

In one embodiment, the method comprises:
20 displaying the document on a display;
requesting input of at least one identifying characteristic of an intended

signatory;
capturing the input corresponding to the at least one identifying characteristic;
and
25 modifying the document according to the input (and hence electronically sign

the document).

The input may be, for example, a signature (or signatures) or biometric data.

30  The method may include modifying the document according to the input by adding the
input or data derived therefrom to the document.

In another embodiment, the method includes applying the one or more digital
signatures to the document by outputting the document and the one or more digital

35  signatures to a single file.

In still another embodiment, the method includes deriving the one or more digital



25modifying the document according to the input (and hence electronically sign the document). The
input may be, for example, a signature (or signatures) or biometric data. 30The method may include
modifying the document according to the input by adding the input or data derived therefrom to the
document. In another embodiment, the method includes applying the one or more digital signatures
to the document by outputting the document and the one or more digital 35signatures to a single file.
In still another embodiment, the method includes deriving the one or more digital signatures by
forming a hash value from the document. In yet anothe&-embodiment, the method includes the
remote server timestamping the document or hash value before applying the further digital signature to
the document or 5haighahaiesshyl foomiegemtiasiklvaleatrdmehmdtitodencludes the remote server applying a
digital watermark or confidence mark to the document or the hash value before applying the further

digital signature to tpg dogmEt A HAMmAaSH YRR B RALIFEIA-SRRRAIMa. MG MRHed includes
the remote server agplying ine rifer diglial sianatir (o (e docurentor 19 ihe hash valle, by
producing a hash ei er of the Hocument and a e&amp or of tHe hash varus an alﬁmesf)amp, and
digitally signingthe b dlith a private key of the remote server. In a certain embodiment, the method
includes the remote server outputting the document or hash value after applying the further digital

signature to a data si@ie: enlboaineiitethe mbpdimenisésensrethod sealudgspiheyremgis server forwarding

the 200!00ument or haghvaluG é&ﬁﬁhéﬁ%@%ﬁ&%@h@&%&@@@k@%@%ﬁd@&@F@%ﬁ%éﬁﬁ@iem-
Accordingly in a thlrp %roal aspect ?thehg {ﬁreegent mvengi%lhthﬁ(/%lh% provided a digital withessing

. . Lﬂ er a 8cument or as . . ;
system, comprising: a witnessing server in data communication with a remote computing device;
10

In a particular embodiment, the method includes the remote server applying the further
digital signature to the document or to the hash value, by producing a hash either of
the document and a timestamp or of the hash value and a timestamp, and digitally
signing the hash with a private key of the remote server.

15
In a certain embodiment, the method includes the remote server outputting the
document or hash value after applying the further digital signature to a data store.

In another embodiment, the method includes the remote server forwarding the
20  document or hash value after applying the further digital signature to a specified
recipient.

Accordingly in a third broad aspect of the present invention, there is provided a digital
witnessing system, comprising:

25 a witnessing server in data communication with a remote computing device;

wherein the server is adapted to receive electronically either a digitally signed

document or a hash value derived from the digitally signed document from the device,
to apply a further digital signature to the document or hash value and to output the
document or hash value.

30
The witnessing server may be adapted to timestamp the digitally signed document or
hash value before applying the further digital signature.

In one embodiment, the witnessing server is arranged to apply a digital watermark or
35  confidence mark to the document or the hash value before applying the further digital
signature.



wherein the server is adapted to receive electronically either a digitally signed document or a hash
value derived from the digitally signed document from the device, to apply a further digital signature to
the document or hash value and to output the document or hash value. 30 The witnessing server may
be adapted to timestamp the digitally signed document or hash value before applying the further digital
signature. In one embodiment, the witnessing server is arranged to apply a digital watermark or
35confidence mark to the document or the hash value before applying the further digital signature. In
embodiments in which the witnessing server receives the-hash value, the hash value may be
encrypted or unencrypted. If encrypted, the hash value may comprise a digital signature used to sign
the digitally signed doembveithebis shehitth tre notessthasamsr ofddiecy dinonessfieatuecthohasckaiobthe above

aspects of the inventigno@brtabibe drarensigatureshipedsmbadimente drywihprdelawitgan be
combined as suitabggﬁggrg%ggq, ﬁé@ﬁﬁpﬁﬁﬁéi%‘?&@é the rgyings ioln order that the invention may

be more clearly ascertained, embodiments will how be described, by way of example, with reference to
the accompanying drawing, in which: FIG. 1 is a schematic diagram of a system for applying a digital
signature to a docuth&RUEEBRAINY TPLRMERIBSTRIIOHE Eﬁﬁ‘HEeToPg%ﬂi MhisrRAYe aspects glile 2 js
schematic diagram ¥ ehdonsarctorijsutaioos fhatwestefriheRcdimerBRISCdés fetomaraabie diagram of
the digital signaturecoatireldersafitelcsad aesnpditer of FIG. 2; FIG. 4 is a schematic diagram of the
witnessing server of the system of FIG. 1; and FIGS. 5A and 5B depict a flow diagram of a

method Implementegrigydgsecrslytlsc}r?m the Drawings

10 In order that the invention may be more clearly ascertained, embodiments will now be

described, by way of example, with reference to the accompanying drawing, in which:
FIG. 1 is a schematic diagram of a system for applying a digital signature to a
document according to an embodiment of the present invention;
FIG. 2 is a schematic diagram of the user computer of the system of FIG. 1;
15 FIG. 3 is a schematic diagram of the digital signature controller
of the user computer of FIG. 2;
FIG. 4 is a schematic diagram of the witnessing server of the system of FIG. 1;
and
FIGS. 5A and 5B depict a flow diagram of a method implemented by the system
20  of FIG. 1 according to an embodiment of the present invention.

Detailed Description of the Invention

FIG. 1 is a schematic diagram of a system 10 for applying a digital signature to a
document according to an embodiment of the present invention (shown with a recipient

25  computer, that is, the computer of the intended recipient of the document). System 10
includes a user computer 12, a witnessing server 14 and a telecommunications
network 16. Telecommunications network 16 is also used to transmit the document,
once digitally signed, to a recipient computer 18.

30  User computer 12 may assume many acceptable forms, including a laptop or desktop
computer, a portable communications device (such as a smart phone or PDA) or a
tablet computer, and in this embodiment is in the form of a laptop computer.
Telecommunications network 16 may be a public or private network (or, indeed, virtual
private network), such as an intranet or the internet; in this embodiment

35  telecommunications network 16 comprises the internet.

FIG. 2 is a schematic diagram of user computer 12, which includes a digital signature



200f FIG. 1 according to an embodiment of the present invention. Detailed Description of the Invention
FIG. 1 is a schematic diagram of a system 10 for applying a digital signature to a document according
to an embodiment of the present invention (shown with a recipient 25computer, that is, the computer of
the intended recipient of the document). System 10 includes a user computer 12, a witnessing server
14 and a telecommunications network 16. Telecommunications network 16 is also used to transmit the
document, once digitally signed, to a recipient computer 18 30User computer 12 may assume many
acceptable forms, including a laptop or desktop computér; a portable communications device (such as
a smart phone or PDA) or a tablet computer, and in this embodiment is in the form of a laptop
computer. Telecomowhigiationsangiviedri 4 6ronessdre22, peblicyd4paveteate hacr R ¢or iiadiértnyirtual
private network), sugshmsuaidisranet elclominiaiaetnii&isoamepsimentbielesamioynications

network 16 comprispg the dnieralRHRURIARA RIISIAN A RS RS e0ReJUP IR Anfehetwork
card 26 (for faC|I|tat|_|n§ ?_Pr%m%nlcfatlon with telgacommhmlclatlons netylvotrk 16) and an n ut/output (1/0)

. . Herejn the term processor’ |s used fo,reter nerica an evice .
interface 28 for comriunicating with, for éxample, peripheralfevices of GSer computer 12. Herein the

term "processor® is B9SESRINEEFgaREMEAAY TS BAYNEERPR AT thist AP SRt AWM INYitSRembodying
the method of this emityoplipgesaoramiCiorpptinttndecaranorepedegissisyisnirotenowiiewtairngrammable
logic device or othetieacsputriernbd@viecangere (abpapr)se eeBnpiiteTy(gcgla tREharuatisatsver.

Typically, the instrughons 8fe:SIAFRFh AR H AMBreR gAY 4 RaeABRISO be hardwired. ioUser
computer 12 also includes a data store 30, which may comprise a hard drive or solid state storage and

which communicates with processor 22 via I/O interface 28. User computer 12 also includes, in data

communicatior With Gyt BYFAl T8 SORELHRS 26213 TRk eSS PREFRHPL AIY58Y 34, a touch
screen 36, a printerfStggis Seragrirakulish M AONTHIEEMISTRERGeSE 3t Pt tsAAEAS@mbodiment,
to be used to 15contisresepcEmideso Ii|(rs ug Hates esrimtensetion wiithtigoalts@naiorescdsplgeyed by

processor 22 to tough, saliesinahiadd BY/eMapridingalBigtace 32ialsh iorlkdes a stytusdhahean be used

by & user to ‘write’ ogy el soreaR: 36 2ngl dhekeki 8pteRIRiRERAtian: URAIGIRgHDIS Bk Nespignature).
Indeed, in some embo npents touch sczrgtﬁnOSIE']E?1 %%rowded_ as aﬂpen tablet thgtl in wireless
ntrofer

. .15 ... canirol user compute, u r interaction with.control icons digplaye .
communication with Igl?a sigha tﬁ’re ééc ro . User computer aloso mcﬁuc?@s‘é |d/metr|c reader
O

42, which may be aBR5ts8%FedpitiesRiPeRfedBIRtHEShIURRRRTOTT, Yo A4WsH 3fY8Ean or one or
more fingerprints. Tihascdobl tsadhyseusent@aveiedobitritso ¢eade rddtherabpentssanfdspatieser to enter
an 25 identifying chaka@Rigsiic dshatsighatumigniatises), inSstasradingerprin)cvdtedrissasbe used in
electronically signing, {h@documentei ey Rieislomrii@natHIRMES IS {ilkgly to be

equipped to exeoute fh ocmentulh, a daiel sanalue {0 would be, 2 Yenrlor suh as a financia

institution). In some embodiments, however, system 10 Is adapted to accommo e application of
a digital signature b§%@%{8mure any desired biometric information, such as an iris scan or one or

more fingerprints.

Thus, both touch screen 36 and biometric reader 42 may be used by a user to enter an

25  identifying characteristic (such as a signature, iris scan or fingerprint), which is to be
used in electronically signing the document, typically by a customer (as a customer is
less likely to be equipped to execute the document with a digital signature than would
be a vendor such as a financial institution). In some embodiments, however, system
10 is adapted to accommodate the application of a digital signature by a customer

30  (possibly in addition to the application of a electronic signature). In such embodiments,
system 10 receives the (for example) customer’s digital key, and digital signer 50
creates a digital signature using PKI (Public Key Infrastructure) and/or an electronic
signature, and applies it to the document.

35  FIG. 3is a further schematic view of user interface 32 and digital signature controller
20 of FIG. 2, with more detail shown in digital signature controller 20. Referring to FIG
3, processor 22 of digital signature controller 20 includes a display controller 42, a



30(possibly in addition to the application of a electronic signature). In such embodiments, system 10
receives the (for example) customer's digital key, and digital signer 50 creates a digital signature using
PKI (Public Key Infrastructure) and/or an electronic signature, and applies it to the document. 35FIG. 3
is a further schematic view of user interface 32 and digital signature controller 20 of FIG. 2, with more
detail shown in digital signature controller 20. Referring to FIG 3, processor 22 of digital signature
controller 20 includes a display controller 42, a document render in the form of form renderer 44, an
input capturer 46 and a form updater 48. Digital signatage-controller 20 controls the view that is
displayed on display 34 and touch screen 36; form renderer 44 controls the rendering to display 34 of
a form stored as a foonutremipkatedemnrtrerfoory i fgrim pertdeagtéd carlibpra piptesruaandat foentered 5into

user interface 32 (Whefher 22 JigRlpygd4iuRsiEdaisRARD bR MENSEIRE N s atyeawisekpigym updater

48 adds to a renderggl Joim AR ARIREARIKGEh B [RRU LEARI it 46 JIRlab ey SPaerifs a diaital
signature using PKI gPu lic K%;rmfras}ryciurrr?g and%p it to the ?géément. 101n addltlog, memory

lie

24 includes form da_?aO 5 ,aéoamprlsﬁmptgr%H\atema%{fa Zl%é)HECG Srhaty ;Ufﬁ%ﬁ?{éjraltﬁc tde5-once
entered by a useér ol fsete- AheERE PSS ARt GraiED)as P4TRINISIAIER IR 821 BIEES Re data (in, for
example, HTML, Jaoth€trégie; fnamkipserntd ridis ti\orehfieraddamariepr Adtelsepmd fiydhetmark), XML
(trade mark) or OpesaRaeuasedidirademask)cteamat) dhgtl vienure ndiererkbyPimmKkenderer 1544 to

display 34, constitutgs afenseaRieieifrrime Weslod@tamd is the data entered by the user to complete
the form, as captured by input capturer 46 (such as the user's personal details). Electronic signature

57 is the signature ﬁﬁr data indicative thereof) entered by the user to electronicage%sign the form; the

signature may He et Y YRS H S SURHBIAIR AArM IR PSR T &¥reen 36,
especially when in ZB{R&%olif Bl pelvdebieanes grsirdibyiethetisdatalrisBionsetric reader 42.
FIG. 4 is a further schyemat(syiew TimpitnessingZeoreridet. thdittats §m dpsexampb4HIMdalated to receive

documents from usef LRMRMIEEHR GNIS ARG AHMMRIRENUSSS BOMPULRY fEAO! RhewiRlso connected

to telecommunicatigps neark 16) i whih& 28K%iial 9natyrehas R BRBliEtWiigessing

server 14 includes a processor 60 that comprises a clock 62, a timest er 64 and a digital signer 66.
Witnessing servor 1AL 2 R B A REL A VATe RED 38 TP S8 Su e Bleo

below, in digitally sigtiH§eIELERMEIRE) SO Ak FFARIHGH BY EPstERPIPIAR RGN B8 eseabRd in detalil. In
broad summary, honeserisistedsh Hefdoititasgoaheecréstibe sgredprule ddtameiatiroieredcument,
such as a form. Thismaydag thens&iibelcbyoctreatingihredocimertigsatare asahydisingea Bored
processor, by scannjgg @ RRPSIERE RS aY NGB IIEdeRRYS N RIGLIEAPIEHAIT. or

receiving the f?rm frgg}a re oter;qgg}g%.r IE)I'rgeI arties whg_ are to execute the 35dgcument check that

Oh 1 orm of a pen. nlge etri With Bm ric reader 42.
the contents of the electronic version are as desired, then-in this embodiment-execute the document

by applying their signatures to touch screen 36. System 10 captures the signatures, converts them into
electronic form, andFépptis=atiyether schematic view of witnessing server 14. Witnessing server 14 is

adapted to receive documents from user computer 12 (and indeed from other user
computers [not shown] also connected to telecommunications network 16) to which a

25  digital signature has been applied. Witnessing server 14 includes a processor 60 that
comprises a clock 62, a timestamper 64 and a digital signer 66. Witnessing server 14
also has a memory 68 that includes a private key 70 (for use, as described below, in
digitally signing documents).

30  The operation of system 10 will now be described in detail. In broad summary,
however, system 10 facilitates the creation or capture of an electronic document, such
as a form. This may be done either by creating the document, such as by using a word
processor, by scanning a paper document and saving the scanned copy in electronic
form, or receiving the form from a remote location. The parties who are to execute the

35  document check that the contents of the electronic version are as desired, then—in this
embodiment—execute the document by applying their signatures to touch screen 36.
System 10 captures the signatures, converts them into electronic form, and applies the



- 10 - electronic signatures to the electronic document. It will be noted that one or more parties may be
required to execute the document. These parties may include one or more witnesses. The state of the
document at the time the electronic signature of the last party to sign (such as a witness) is known so
any subsequent changes to the 5document result in an invalid hash. One or more officiating parties or
representatives of the signatories (including, in this embodiment, the operator of user computer 12)
have digital keys 58, and user computer 12 has software and hardware (in the form of Digital signer
50) to digitally iosign the document with such key(s). Fese digital keys 58 are obtained and entered
by known technigues. As a consequence, one or more digital signatures, corresponding to these keys,
can be generated angappicstibtatthhesdothaeectiohlteloneatiend impileaetnted thyt systermd@ according to

this embodiment is sh@wgnas aclifioredliagseBuBanindolGReATrasRRiAs FigpifRdaerlectronic
document is retrievegtin jamulale I(As B‘F{HQE?J&H@WMM TR MEEAid G IRNGGRET-at step

84-by form renderer 44 to dlsp ay 34. tst art artleg, who mL#]st ent(§O mformatlon into

the document enter?ﬁa‘fl Yornis Sufor eé"t |1[nfa c§me mputs']p PP FOLEAS RV been

pre-populated) ésm@oﬁg@reﬂ’iféﬁd%@ A iNlidNagpy typing in 20|nformat|on with keyboard 40); this
information is captured by input capturer 46 in real- time, and the document is-likewise-updated in
real-time by form updiaer #3rAditstrprghatnesdoesprienhtanwsesnhplstpdtsicaieautngateatistore 30 as a

single fle, and-at stgprrisnlaee R ianlasRlhinpieyiayravdbeiniragos sigpataries. At 25 step
92, e inended signaRIes AR AESEIIRLAINLASEIAE0 LIRS CAREPRINE/GREKuich they

activate respectlvely accordln tow accep en com eted

correctly or redﬁlre§gm@ﬁm3me”f “é\?fe*%?éﬁ‘é? OTHSS&OV'HWH‘W%%@S QRiHaRdAed gUflstes "Back”,
processing returns 308X BENBBR s CONBHIVREFRISEC MRS s ¥ iandditfed to the document by
activating "Accept", qrozgssitiggdortiasadsatl siephpOdendrets tivel imppliedad thgdataries.sign on touch
screen 36 using their usual signatures. The stylus strokes constituting the signatures are converted

into digital form 96 %W&no%qwf&%@tm ) P08 28 DN GROMEHAGAL SRR Q0 nese

electronic Slgn%ureﬁo rgl adde pFGgng %t Elyste rryzu{%e e ectfbsmc document is retrieved

agram
in template form (as template data 54) from memory 24, and rendered—at step 84—by
form renderer 44 to display 34. At step 86, the party or parties who must enter
information into the document enter that information (or edit it if some input fields in the
document have been pre-populated) using user interface 32 (such as by typing in

20  information with keyboard 40); this information is captured by input capturer 46 in real-
time, and the document is—likewise—updated in real-time by form updater 48.

At step 88, the document—now completed—is saved to data store 30 as a single file,
and—at step 90—displayed on display 34 for review by the intended signatories. At

25  step 92, the intended signatories are presented with on-screen buttons “Accept” or
“Back”, which they activate respectively according to whether they accept that the
document has been completed correctly or requires amendment.

If, after step 92, one or more intended signatories activates “Back”, processing returns
30 tostep 86. Otherwise, if all intended signatories have agreed to the document by
activating “Accept”, processing continues at step 94 where the intended signatories
sign on touch screen 36 using their usual signatures. The stylus strokes constituting
the signatures are converted into digital form 96 by touch screen 36 then captured 98
by input capturer 46; at step 100 these electronic signatures are added to the
35  document by form updater 48.

Although user computer 12 can capture electronic signatures with touch screen 36,



Although user computer 12 can capture electronic signatures with touch screen 36, - 11 - some other
physical indicator of agreement the system can alternatively be used to electronically sign the
document, such as a finger- or thumbprint or a retina scan by biometric reader 42. 5Furthermore, as
discussed above, this step may-in alternative embodiments-be replaced or augmented by the
generation and application of digital signatures by those parties that in this embodiment apply an
electronic signature; in such embodiments, therefore, all parties digitally sign the document. ioln some
embodiments, the signatures are added to the document so as to appear in a specific part of the
document (such as a signature panel). According to the nature of the document, the signature or
signatures may be adoedteepasicobigdicatdhe’ edeetnmmtctidosysmentait dhardoicelmentdsatulti-paged.
15At step 102, the dossadiasiiieighied dbe plaatrQiic & anabse (s iavsnaw: hasmadeadois digitally
signed by digital sigger, 2. $ORrising: i) A hash-value derived from the electronic document
(termed the 'message digest’) is calculating by applying a cryptographic hashing algorithm (such as
MD2, MD4, MD5 or SHAL1); the hash-value is a sequence of bits, usually with a fixed length, 20derived
in one of many posSiBTRGHBM RS- U UFePR BN iH the SR RE M TRECHRY RS st odiment, a
mathematical transf@raaedarisuamelited ky the atveratiemant appicatiiones codiffeiamatuiee Ssdeseligest if
even a single bit of gwplgs shehiangedmdydiremessage ¢igeshissrerypiad suih anpodiatendigital key of

the signatories 25(of, g8 8N i BUHBARJiL DS FHedicn bt With the private digital key 58 of the
officiating party), thereby producing an encrypted hash-value, that is, the digital signature 59 (which is

stored to memory 24). For this purpose, digital signer 50 includes an encrypting algorithm (e.g. RSA,

DSA or ECDSAY for c SRR HgRARs I SR R FROPAAS Do ageet Sea PR e ited digital
signature 59 and théPR§eEaRRERI e depuseh(igitas 3igjaedtse ReTRRNTsEPsiBaddbeARISIAY e file
(though in other emthediocemtsititre songurted digitalsigmaiure &lahid tvergdpageméiiteare saved by
digital signer 50 to rgepieRtHesiendtin srpaladiles mudigigésignature file and a document file,
respectively). 35
15 At step 102, the document—to which the electronic signature(s) have now been
added—is digitally signed by digital signer 50, comprising:
i) A hash-value derived from the electronic document (termed the ‘message
digest’) is calculating by applying a cryptographic hashing algorithm (such as MD2,
MD4, MD5 or SHA1); the hash-value is a sequence of bits, usually with a fixed length,
20  derived in one of many possible manners—as are known in the art—from the
document. In this embodiment, a mathematical transformation is applied to the
document that produces a different message digest if even a single bit of input is
changed.
ii) the message digest is encrypted with a private digital key of the signatories
25  (or, at a minimum as in this embodiment, with the private digital key 58 of the officiating
party), thereby producing an encrypted hash-value, that is, the digital signature 59
(which is stored to memory 24). For this purpose, digital signer 50 includes an
encrypting algorithm (e.g. RSA, DSA or ECDSA) for calculating digital signatures from
the message digest.
30 i) the computed digital signature 59 and the document are saved by digital
signer 50 to memory store 30 as a single file (though in other embodiments, the
computed digital signature 59 and the document are saved by digital signer 50 to
memory store 30 in separate files, a digital signature file and a document file,
respectively).
35

At step 104, the digitally signed document is forwarded via telecommunications



- 12 - network 16 to witnessing server 14 which, at step 106, applies a timestamp (derived from clock
62) to the document using timestamper 64. At step 108, digital signer 66 employs private key 70
(stored in memory 68 of witnessing server 14) to generate a further digital signature. In this
embodiment, this further digital signature is formed by 5 digital signer 66 in a manner similar to that
implement by digital signer 50 of user computer 12, by forming a hash-value derived from the
electronic document and, optionally from the timestamp, and encrypting the hash-value with private
key 70. At step 110, the document is signed, by outputtig-the document and the further digital
iosignature suitably associated. According to the present embodiment, this association is effected by
outputting the documsworri@ tigitakssigetenein avgiicylatfiedd0& aptdirser masstep (@édeditnessing
server 14 outputs the,piadetRenibaw digilabyisigng drasthtper e ssadds asioglafdgreitesr by
returning the documepl (RWALANG 9 SRRE ARERBHAEIRERIRILOLL A Ay RAYO the
document (o a secyc falg,sigre 2,90 3 combination of these, WitnEssIng Sl 4 may, comprise
secure data store 7 _.rinear_] err?aﬁve emnboaiment, the.documerﬁ |s%1_o St At t0 Withessing server 14.
20Instead, at step 19913 Herdt 64 tha Marirneift' 1 Hiphraeg IR tRYCiRRIAR 20§55 twork 16 to
witnessing server 14¢andeitiSidyy fo06Ingiaressingusedodyetifrapliesidetscivadstamgnt@nbe hash of the
document. At step IdpBordigitadsigisen@etamplaysaptiyptiadey fasisiaiedith meatemre H30of witnessing
server 14) to generate a further digital signature (cf. step 108), and at step 110’ digital signer 66 signs
the hash of the 25dqeypment i ¢ OEL{Q%QW?% féj.tg'ﬁ]'é%' gé/gju?tﬂﬁ%'?lp?éhdgﬁijmbﬁ;%%ﬂ%{gr Oﬁefr”cﬁ”.‘t%{ digital

n
signature can be genergeed rom t a e document or from the ocument and the

timestamp. At &tep PPIAWRALAGNFLIIRPL 4 ASGRHINY AR RLFP BT R RGRR FEHRRRPGIGIRMlY signed
and witnessed in a SfYRERRRO¥IEIEPISIaFNAGTAR AREAGRISIIMI¢EHehtingpligrtfihg it to some other
intended recipient octotatien, or 30saving the document to a secure data store 72, or a combination of
these. As mentioned above, witnessing server 14 may comprise secure data store 72. This

embodiment shouIdﬁglgtgr;qqié{q,ﬁnqgggp&gggeq\{grmms %Igé&gg@_wogﬁm&g@gg by witnessing

server 14 and less data need be tra srplttecti betwe?n user 3%comnputte¥ 1 adnd witnessing server 14.
. .15 Wi tanssed In a single file—el l[“ﬁr by realrnmg the document, forwarding it to some
Processing, in each of these embodiments, then’ends.”
other intended recipient or location, or saving the document to a secure data store 72,

or a combination of these. Witnessing server 14 may comprise secure data store 72.

In an alternative embodiment, the document is not sent to witnessing server 14.

20  Instead, at step 104’ a hash of the document is forwarded via telecommunications
network 16 to witnessing server 14, and at step 106’ witnessing server 14 applies the
timestamp to the hash of the document. At step 108’, digital signer 66 employs private
key 70 (stored in memory 68 of witnessing server 14) to generate a further digital
signature (cf. step 108), and at step 110’ digital signer 66 signs the hash of the

25  document with the further digital signature. In this embodiment, the further digital
signature can be generated from the hash of the document or from the hash of the
document and the timestamp. At step 112°, witnessing server 14 outputs the hash of
the document—now digitally signed and witnessed in a single file—either by returning
the hash of the document, forwarding it to some other intended recipient or location, or

30  saving the document to a secure data store 72, or a combination of these. As
mentioned above, withessing server 14 may comprise secure data store 72.

This embodiment should also reduce computing overhead, as less data need be
manipulated by witnessing server 14 and less data need be transmitted between user

35  computer 12 and witnessing server 14.

Processing, in each of these embodiments, then ends.



- 13 - Witnessing server 14 may thus be said to provide 'straight-through processing.' Its output may
be regarded as a container that includes the date-time information, the secure electronic document or
hash thereof (according to embodiment) and the digital 5signature of a third party (i.e. witnessing
server 14). To those skilled in the art to which the invention relates, many changes in construction and
widely differing embodiments and applications of the invention will suggest themselves without
departing from the scope of the invention as defined in the ioappended claims. The disclosures and
the descriptions herein are purely illustrative and are notdintended to be in any sense limiting. In the
claims that follow and in the preceding description of the invention, except where the context requires
otherwise owing to express language or necessary implication, the 15word "comprise" or variations

such as "comprisesi\ahesaRaNsIBET 45§ esLinardRokIsivaReIEaghatisgtoprRReHy dhatpresence of
the stated features Byt ot 19 BEGE ,gé?@eﬁh% BrERRAGE ﬂ{aﬁﬂgfﬁm T UEBSHE AFRSIBhVdous

embodiments of the |n\l1/l|(raenglgg Iro2n(|)C rth er ?nyhraesfﬂﬁ&ggf a(-:-crelrél'ﬁo F”Orﬂk?or |Irrs1eip18talrﬁlc§ ngdﬁt% imply that
such prior art forms or forme e common géen € inany ‘countr CLAIMS:
1. A system for ﬂlgll%iﬂ?/aé‘ﬂﬁﬂi@ té? Hb‘?f’i%éﬁt %H}?ﬁﬁﬁﬁﬁrver 14 a digital signature controller arranged
to apply one or more digital signatures to 5the document; and a witnessing server in data

communication withTihashgirillsignaia et contiiaHearz invention relates, many changes in construction
and widely differing embodiments and applications of the invention will suggest
themselves without departing from the scope of the invention as defined in the
10 appended claims. The disclosures and the descriptions herein are purely illustrative
and are not intended to be in any sense limiting.

In the claims that follow and in the preceding description of the invention, except where
the context requires otherwise owing to express language or necessary implication, the

15  word “comprise” or variations such as “comprises” or “comprising” is used in an
inclusive sense, that is, to specify the presence of the stated features but not to
preclude the presence or addition of further features in various embodiments of the
invention.

20  Further, any reference herein to prior art is not intended to imply that such prior art
forms or formed a part of the common general knowledge in any country.



wherein the system is adapted to digitally sign a document with the digital signature controller and
forward either the document once digitally signed or a hash value derived from the document once
digitally signed to the witnessing server, and the iowitnessing server is arranged to apply a further
digital signature to the document or the hash of the document and then to output the document or the
hash value. 2. A system as claimed in claim 1, wherein the system is adapted to forward the hash
value to the witnessing server, and the hash value is encrypted. 15 3. A system as claimed in claim 2,
wherein the hash value comprises the digital signature.14 -4. A system as claimed in claim 1, wherein
the system is adapted to receive user input 20comprising at least one identifying characteristic of an
intended signatory, @hdlittSapply an electronic or digital signature to said document derived from said
input. 5 A system as claimed in claim 1, wherein said system is arranged to: receive data indicative of

said document; 25rqn%e§y§@g %@@gqgn g@g(,%sgggg[j%rgf&%grg% ment on a display; request input of
at least one identifying chgrgc;{gristlc ?an iq’ggme(;ed sigg(ﬂggg;gfa ure said i u} corr%sgonding to said

at least one identifying charaénste? Pﬁ%ﬁ?@ Said YoCument chr?fir?é 0 'sail 'fﬁpslﬂ.n 3 SAosys.tem as

claimed in clain® 5, WSS 3APUt is a signature or biometric data. 7. A system as claimed in claim
5, wherein said system is aw#regedasanedifdgidaivaunvelioragtottitcitisiddatpricdyreldding said
input or data derived thereirersiiahsaigsacisragapied do-diditaligeRument @nehsaith oreligianore digital
signatures to a singlgyfilgur2.Ani¥Hle Ih @R MaHNGHh & HRHRL dmérR S HRINGRRIL figitlsigaaldie controller is
arranged to output said docyment and 5810, o0¢ QlIQLs Al sigpHuGs ARG R JIg%he
10  witnessing server is arranged to apply a further digital signature to the document or the
hash of the document and then to output the document or the hash value.

2. A system as claimed in claim 1, wherein the system is adapted to forward the hash
value to the witnessing server, and the hash value is encrypted.

15
3. A system as claimed in claim 2, wherein the hash value comprises the digital
signature.

4. A system as claimed in claim 1, wherein the system is adapted to receive user input
20  comprising at least one identifying characteristic of an intended signatory, and to apply
an electronic or digital signature to said document derived from said input.

5. A system as claimed in claim 1, wherein said system is arranged to:
receive data indicative of said document;
25 render said data as a representation of said document on a display;
request input of at least one identifying characteristic of an intended signatory;
capture said input corresponding to said at least one identifying characteristic;
modify said document according to said input.

30 6. Asystem as claimed in claim 5, wherein said input is a signature or biometric data.

7. A system as claimed in claim 5, wherein said system is arranged to modify said
document according to said input by adding said input or data derived therefrom to
said document.

35
8. A system as claimed in claim 1, wherein said digital signature controller is arranged
to apply said one or more digital signatures to said document by outputting said



10. A system as claimed in claim 1, wherein said digital signature controller is arranged to derive said
one or more digital signatures by a method comprising forming a hash value from said document. io11.
A system as claimed in claim 1, wherein said digital signature controller comprises: a processor; a
memory; a display responsive to said processor. 15 12. A system as claimed in claim 1, wherein said
witnessing server is arranged to timestamp said document or the hash value before applying said
further digital signature to said document or the hash value. 2013. A system as claimed in claim 1,
wherein said witnessing server is arranged to apply a digital watermark or confidence mark to said
document or the hash value before applying said further digital signature to said document or the hash
value. 14. A systelovasaricameshich arlamniorevHigitalsithetwis essisigpiedileer applies the further 25digital
signature to the document or to the hash value, by producing a hash either of the document and a

timestamp or of the é‘.%*&%&?&%%@@%éﬁﬂ?&%?; AN LRl FHENAHR BRI 3 RiRLe key of

the witnessing Server. i Sﬂ.ﬁsc}/stem as c aimfjed in claim %H Wi?ereln the Wltnesswt\eqfﬁeesrver Is arranged

to 30output the docume S PASHURTS e‘r)rldep%l)r/rfﬁbe %t?u?fﬂréartﬁ%sit%? %?%Qture t0 a data store.

16. A system as claimed in claim 1, wherein the witnessing server is arranged to forward the document
or the hash value aftér Amybranyaheldoreden digital . SihaRi0Ritbdn BB sjgnelfieedcratipiems. 17. A method of

digitally signing a deetanyzatiocctmgzy siligine dtmoappilyiagignanesnoremigital cigpasingdiaitge

document; a hash value from said document.

10 11. Asystem as claimed in claim 1, wherein said digital signature controller
comprises:
a processor;
a memory;
a display responsive to said processor.
15
12. A system as claimed in claim 1, wherein said witnessing server is arranged to
timestamp said document or the hash value before applying said further digital
signature to said document or the hash value.

20 13. A system as claimed in claim 1, wherein said witnessing server is arranged to
apply a digital watermark or confidence mark to said document or the hash value
before applying said further digital signature to said document or the hash value.

14. A system as claimed in claim 1, wherein the witnessing server applies the further

25  digital signature to the document or to the hash value, by producing a hash either of
the document and a timestamp or of the hash value and a timestamp, and digitally
signing the hash with a private key of the witnessing server.

15. A system as claimed in claim 1, wherein the witnessing server is arranged to
30  output the document or the hash value after applying the further digital signature to a
data store.

16. A system as claimed in claim 1, wherein the witnessing server is arranged to
forward the document or the hash value after applying the further digital signature to a

35  specified recipient.

17. A method of digitally signing a document, comprising:



forwarding either the document once digitally signed or a hash value derived from the document once
digitally signed to a remote server, applying a further digital signature to the document or the
hash of the document 5with the remote server; and outputting the document or the hash value. 18. A
method as claimed in claim 17, including electronically signing said document before applying said
digital signature to said document. 10 19. A method as claimed in claim 17, including forwarding the
hash value to the remote server, wherein the hash value is encrypted. 20. A method as claimed in
claim 18, wherein the hash value comprises the digital- 1&signature. 21. A method as claimed in claim
17, including receiving user input comprising at least one identifying characteristic of an intended
signatory, and applying armglgttoame @migitdibsatsigtarer¢e ®afe dooumeent derived from said user
input. 20 22 A method as gJaimneddRitiaimeldoccadniisigdigicnaynedsaigd gieeuneatenaidisplay;
requesting input of gt |east Q%We%@ﬂh@é'gigﬁ{} r@%ﬁégsy)caorfe%tgggﬂ,gﬁd signatory; 25capturing said
input corresponding to said a]t leastf one i(aer%tiI in tcha{aﬁ;[ercisticriqm dif%inﬂ Sﬁidf %ocgment e%ccording
to said input. 23. A m,ethoapg 'ethiméd th Ctaim 222 Wikefeirn Said |nepr)]u is'a s?gsnacl)turg or biometric data.
30 24. A method ad'BLifREEMAIRREREI 2 theluding modifying said document according to said input by
adding said input or data detvéidatiesgfrermeot saibdedwshrydme.  25. A method as claimed in claim 17,
including applying said one or more digital 35signatures to said document by outputting said document

and said one or morg digitahsigRRYEGSKPIR S IE7 filSeluding electronically signing said document
before applying said digital signature to said document.
10
19. A method as claimed in claim 17, including forwarding the hash value to the
remote server, wherein the hash value is encrypted.

20. A method as claimed in claim 18, wherein the hash value comprises the digital
15  signature.

21. A method as claimed in claim 17, including receiving user input comprising at least
one identifying characteristic of an intended signatory, and applying an electronic or
digital signature to said document derived from said user input.

20
22. A method as claimed in claim 17, comprising:
displaying said document on a display;
requesting input of at least one identifying characteristic of an intended
signatory;
25 capturing said input corresponding to said at least one identifying characteristic;
modifying said document according to said input.
23. A method as claimed in claim 22, wherein said input is a signature or biometric
data.
30

24. A method as claimed in claim 22, including modifying said document according to
said input by adding said input or data derived therefrom to said document.

25. A method as claimed in claim 17, including applying said one or more digital
35  signatures to said document by outputting said document and said one or more digital
signatures to a single file.



-17- 26. A method as claimed in claim 17, including deriving said one or more digital signatures by a
method that comprises forming a hash value from said document. 27. A method as claimed in claim
17, including the remote server timestamping the 5document or hash value before applying the further
digital signature to the document or hash value.  28. A method as claimed in claim 17, including the
remote server applying a digital watermark or confidence mark to said document or the hash value
before applying said iofurther digital signature to said document or the hash value. 29. A method as
claimed in claim 17, including the remote server applyig the further digital signature to the document
or to the hash value, by producing a hash either of the document and a timestamp or of the hash value
and a timestamp, ard. dgiathpd sigameptihelhashAvitblaipgataikgyaif tne cematedigtaer. 30. A

method as claimed iyglainasly Ansbiciaghtedapiete feiieg SutRHiGhentasaRohenthash value
after applying the further digital signature to a data store 2031. A method as claimed in claim 17,

including the remot%;e};ver for(\i/\/{iargfilIg}f e o(lia(f:u Nt ( u(Jwash vraelr%gtgfsteer(/gﬂ%gg the foﬂther digital
signature to a specified recipien digs Wltnessm ystem rsin awith essing server

in data communicatfORUMeR L TBABIE LS ﬂi‘?r?d’%ll@(?ﬂ:@e f“”“@\ﬂﬁ’éﬂ‘éﬁfﬁﬁ@%’é‘?&%m% JPHPRHY 96 receive
electronically either zagligitdlty signed document or a hash value derived from the digitally signed
document from the device, to apply a further digital signature to the document or has value and to

output the documenir \iggkhy@hiciARed &aﬁﬂ%’fﬁ"ﬂcﬂﬁi%{ﬂé@@%@'@m&%p ﬁ‘d%"a@hgl witnessing

server is adapted to tlrtp3 rﬁ‘takmo[r)con 9eg|talr%/a§(gneéjl %umee {hha}1 hcs]valhjJ 2 Qeoorgeaa r}rélng éhe further
digital signature. 3534 A ystem as claimed n clam herein sai Wltnessmg Severis arranged to

apply a digital Wateerﬁ@ﬁE 8' 'E%ﬁf?d‘é%‘e%%ﬁ’ﬁ? ?8%5‘8%855%5?1?“&4% hash value before applying said

further digital signature.
29. A method as claimed in claim 17, including the remote server applying the further

digital signature to the document or to the hash value, by producing a hash either of
the document and a timestamp or of the hash value and a timestamp, and digitally
15  signing the hash with a private key of the remote server.

30. A method as claimed in claim 17, including the remote server outputting the
document or hash value after applying the further digital signature to a data store.

20 31. A method as claimed in claim 17, including the remote server forwarding the
document or hash value after applying the further digital signature to a specified
recipient.

32. A digital witnessing system, comprising:

25 a witnessing server in data communication with a remote computing device;

wherein the server is adapted to receive electronically either a digitally signed

document or a hash value derived from the digitally signed document from the device,
to apply a further digital signature to the document or has value and to output the
document or hash value.

30
33. A system as claimed in claim 32, wherein the witnessing server is adapted to
timestamp the digitally signed document or hash value before applying the further
digital signature.

35  34. A system as claimed in claim 32, wherein said witnessing server is arranged to
apply a digital watermark or confidence mark to said document or the hash value
before applying said further digital signature.



-18- 35. A system as claimed in claim 32, wherein the witnessing server receives the hash value, and
the hash value is encrypted. 536. A system as claimed in claim 35, wherein the hash value comprises
a digital signature used to sign the digitally signed document.

—18—

35. A system as claimed in claim 32, wherein the witnessing server receives the hash
value, and the hash value is encrypted.

5  36. A system as claimed in claim 35, wherein the hash value comprises a digital
signature used to sign the digitally signed document.



