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SYSTEM AND METHOD FOR DETERMINING TARGET FAILBACK AND
TARGET PRIORITY FOR A DISTRIBUTED FILE SYSTEM
CROSS-REFERENCE TO RELATED APPLICATIONS 5 The present
invention claims priority to United States provisional patent application serial
no. 60/6AEMfileNDOvEN0E., ROR4 DETERMPRINGIETARSEN AT BMTEIYAND
FIELD OFTRREHNENTIRINLOFTR inven$ITRIEAESyenErdlySpSEvuter
systems, and more particularly to an improved system and method for
determining targeR8$REFERERCFCt TOiORBLOT D d/skiLked TilosiGtem. 15
BACKGROUND OF THE INVENTION A Distributed File System (Dfs) is a
netwite squversenmpadrerd titatdocatebaantsmanagasidata @o a Detiwek. Détates
may be used for uniting files on different computers into a single name
prspaces dmed alloavten® usappd bodd acanglse?d dlkeranchical60AG D6 padtiplefi led
file servers and file server shares on a network. In the context of a server
Octaputet or 26K4f sancr coomupesaDésiche be likemad Ida fimtysteky for
hard disks in a personal computer system. For instance, similar to the role of
file systems for providing a uniform 25 named access to collections of sectors

on disks, Dfs may providg Eelubifddhm dathint\sdeVEREON and mapping for - 1

The iInvention relates generally to computer systems, and
more particularly to an improved system and method for
determining target fail-back and target priority for a

distributed file system.

BACKGROUND OF THE INVENTION

A Distributed File System (Dfs) is a network server
component that locates and manages data on a network. Dfs may
be used for uniting files on different computers into a single
name space, thus, allowing a user to build a single,
hierarchical view of multiple file servers and file server
shares on a network. In the context of a server computer or
set of server computers, Dfs can be likened to a file system
for hard disks In a personal computer system. For instance,
similar to the role of file systems for providing a uniform
named access to collections of sectors on disks, Dfs may

provide a uniform naming convention and mapping for
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collections of servers, shares, and files. Thus, Dfs may organize file servers
and their shares into a logical hierarchy which enables a large enterprise to
manage and use its information resources more efficiently. 5 Furthermore,
Dfs is not limited to a single file protocol and can support the mapping of

coldeensi sharesr agd fles; sregerdesss of thedile pllers beingused DFgVitigy
that the client supports the native server and share. Dfs may also provide

orgamezenppheersyrtoskspaiae Edrvalbmesnthid sharbsgToedugh Dfs,
an administrator can build a single hierarchical file system whose contents

hianeadistijputdd dhroeghbliean ardenizatiosisteiderdrsa nedwoendyaANnd thee
past, with the Universal Naming Convention (UNC), a user or application

1 twas mdguinreititosp aciy doe pagsivalré5esEfuar Beritdhare in order to access
file information. For example, a user or application had to specify
\\SefveriGhars\eath)\Fidirame. Bodn thouyhddN€s canddengded Tirketipratocol
UNC is typically mapped to a drive letter, such as x:, which, in turn, may be

anchappod so pServeri$iearsapin@0ahasesive esussheaequired tdi les,
navigate beyond the redirected drive mapping to the data he or she wishes

regatddess Fof ekhapld, ko po kap&tHwebng pised AR kmahsed athagutied

by the user to navigate to a particular file. - 2
client supports the native server and share. Dfs may also

provide name transparency to disparate server volumes and
shares. Through Dfs, an administrator can build a single
hierarchical file system whose contents are distributed
throughout an organization’s wide area network (WAN).

In the past, with the Universal Naming Convention (UNC),
a user or application was required to specify the physical
server and share in order to access file information. For
example, a user or application had to specify
\\Server\Share\Path\Filename. Even though UNCs can be used
directly, a UNC is typically mapped to a drive letter, such as
X:, which, In turn, may be mapped to \\Server\Share. From
that point, a user was required to navigate beyond the
redirected drive mapping to the data he or she wishes to
access. For example, copy x:\Path\More path\.._\Filename was

required by the user to navigate to a particular file.
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As networks grow in size and as enterprises begin to use existing
storage--both internally and externally--for purposes such as intranets, the
mapping of a single drive letter to individual shares scales rather poorly.
Further, although 5 users can use UNC names directly, these users can be

overmgetined bykee gHower 9f piatesamierasiata teayplvd stscte Hin Selvease

these problems by permitting the linking of servers and shares into a simpler
exdett imye sesitngevigpbleh namesspacEl A Rfsdvanbe peihiig-shfms fsultposes
hierarchically 10 connected to other shares. Since Dfs maps the physical
sustorage inttadogitsl ,represandqain thefetbberiatit kethat ithe phytitalr to
location of any number of files becomes transparent to users and
i ndppinatiads dhattesnece, lasa nethek pooglons tdinetbeat of al thalobal
network, several copies of the same file or files may be located in several
useiffsraraoceie ngNGthiattesnetcek thyhelt hedieeube o stafin berms of
network time, network load, etc.) associated with retrieving a file from the
oveswluel nest drantble, mswiberf addrgelesesrivienedadar aa30 et seiveed .
location will typically use a copy of a file on a server nearest to them(i.e.,
user8fis Ssakiemaphrsdoprabitenseyr paretitt@ogobbiendtiskdsigeo T
near Seattle). Similarly, users of a large network located near a second
sesagEslceatdos hArspickif@sa Sdoplera ardornare easily navigable

name space. A Dfs volume permits shares to be hierarchically
connected to other shares. Since Dfs maps the physical
storage into a logical representation, the net benefit iIs that
the physical location of any number of files becomes
transparent to users and applications.

Furthermore, as a network size grows to the level of a
global network, several copies of the same file or files may
be located in several different locations within the network
to help reduce the costs (in terms of network time, network
load, etc.) associated with retrieving a file from the
network. For example, users of a large network located near a
first server location will typically use a copy of a file on a
server nearest to them(i.e., users in Seattle may be closest
to a server named Redmond that is located near Seattle).
Similarly, users of a large network located near a second

server location will typically use a copy of a file on a
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- 3 different server nearest to them(i.e., users in Thailand may be closest to
a server named Bangkok located in Bangkok). Thus, the site-cost (i.e., a
scalar number which is an pseudo- arbitrary indication of a number of
network parameters 5 including the distance between client and server, the

didgeeen tolszarverrsensirtat andl athempliysical nedwerk darameidmaref may
retrieving a file may be minimized by accessing the nearest server having

bethelregustictdila oséleseYWheima dseawiskek td seiziewd aifile BanyRIXY ..
the 10 client computer from which the user is requesting the file determines
Thbey teige abite refastingihe rgquesed likr Anvhdrircavhiukr Isydasyeseudo-
referral request to obtain one or more locations for the requested file or files.
arArtieneyy may beatati\efpathrhetveen dife regvestikg phesihetepder 15
and a server computer in which the requested file or files may be found. A
1 ncdiund togptiter ag tequisst biedfilesrordilae khoandoderveavailtible Ideglyees
and a determination may be made as to how many different locations may
ofpewiteea coppaf altd oequesied GEhayppalg ithalk mefvierhuihedgeters)
even 20 thousands of targets (i.e., the relative path to the file) indicating
ofiocatsricihunenay FrobRienay reguadiodfikzeks Bychacsesekabrebpensearest
which is returned to the client computers in response to the referral request,
setpallpaving the requested file or files.

When a user wishes to retrieve a file from a Dfs, the
client computer from which the user i1s requesting the fTile
determines how to go about retrieving the requested file. A
client computer may issue a referral request to obtain one or
more locations for the requested file or files. A referral
may be a relative path between the requesting client computer
and a server computer in which the requested file or files may
be found. A client computer may request the files or files
known to be unavailable locally and a determination may be
made as to how many different locations may provide a copy of
the requested file. Typically, there may be hundreds or even
thousands of targets (i.e., the relative path to the fTile)
indicating locations that may provide the requested file. As

such, a referral response, which is returned to the client

computers In response to the referral request, typically
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- 4 includes a list of targets corresponding to servers and/or shares having
the requested file. In the past, however, the referral response returned to the
client computer may have the targets identified listed in 5 a random order or,
in some cases, by site-cost. Each target in the referral response did not

i nederfsarily ey feadipgeitiy todripsgpidhatingnediatriy peacsdeddyonr
immediately followed it. As a result, the client computer may have simply

shaipgsdiaitiatpprbictheagoeenadorfiled list of 10 targets and attempt to
establish a connection with each successive target on the list until one
respbndethavithastnnécivéyek prablenveifie thia landspoesse hogeyened to
the fact that the first available target may, in fact, be literally located 15 on

thiheadthengide ahphateoridayhbs\be tite-cost getsmrdandatihpedtH #sted In
first-available target may be rather high and undesirable in the long-term.

a Handowr, presarviog.contingitynef easasectnn widdamgetts somawhatarget
important. This is known as "sticking" or 20 "stickiness." Thus, once the

1 nfirchavaitkes aerigdpostad thidtds bl retifitishe fikyrdopmtt afye client
computer, typically, all future referrals and requests are also routed to that

rethagdransédptitcusererngetligghat immediately preceded it or

immediately followed it. As a result, the client computer may
have simply started at the top of the randomly-ordered list of
targets and attempt to establish a connection with each
successive target on the list until one responded with
connectivity.

A problem with this randomness, however, iIs the fact that
the first available target may, in fact, be literally located
on the other side of the world. Thus, the site-cost of
communicating with this first-available target may be rather
high and undesirable iIn the long-term.

However, preserving continuity of a connection to a
target is somewhat important. This is known as ‘“sticking” or
“stickiness.” Thus, once the first-available target is
located that is able to fulfill the file request of the client
computer, typically, all future referrals and requests are
also routed to that target unless the user of the client

computer specifically requests a new referral. Therefore, the
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computer specifically requests a new referral. Therefore, the - 5 possibly
high site-cost connection to the first-available target may remain indefinitely
causing all the more network traffic and general overall network cost. The
problem of maintaining inefficient referrals between 5 a client computer and

podSENEy calthteiteeresevesnmtisaibi onaxeeidnhigis sitergaitiable
communication sessions. What is needed is a way for preserving continuity

tasiyetenralconarationsiwbes ietiegly/sisaasdtigr tielretérsalmovienentiono
SUMMARY OF THE INVENTION Briefly, the present invention provides a

trayfdin anmt ngethedddr aganziiy aedwortikngdargess received in a referral
response and for determining a target fail-back and a 15 target priority for
fail-bidol ip ecthideibuted fila Byttemm i hgoneefmbochieeitt, kedeimg hetbedween
may include requesting, from a client computer, a plurality of locations (i.e.,

a tldestotiepudieactomnss, ahasas/elc. boammdter otio g neser vempaters mu i ty
a network of computers. Then, a computer, 20 such as a Dfs server, may

manetunesa Adt dfnalgethtosthite eli@s Congmenwhaii tie [esskngsts intlbdds 1s
a plurality of referrals that each correspond to the requested file or

needed is a way for preserving continuity of referral

connections while reducing site-cost for the referral

connection.

SUMMARY OF THE INVENTION

Briefly, the present invention provides a system and
method for organizing and sorting targets received iIn a
referral response and for determining a target fail-back and a
target priority for fail-back In a distributed file system.

In one embodiment, a sorting method may include requesting,
from a client computer, a plurality of locations (i.e.,
targets) of files, directories, shares, etc.located on one or
more computers in a network of computers. Then, a computer,
such as a Dfs server, may return a list of targets to the
client computer where the list of targets includes a plurality
of referrals that each correspond to the requested file or

directory location in the network of computers. Furthermore,
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directory location in the network of computers. Furthermore, - 6 the list of
targets may be sorted based on an assessment of a site-cost associated
with each respective target. Advantageously, lower-cost targets identified by
the server computer may be sorted to the top of the referral 5 response. The

thelieni sempptarangy sénpixypasse noraadll thepsied tba ralerasssponsat of a
starting with the lower-cost targets to attempted connectivity before making

sideaterpt & wstakliebcanientiebchitir bighecthsttargatgeuch a sorting
system may also be implemented including 10 using a priority ranking of
targeidviigheg oosiyvtardeinenag @0 ltapgets ta tentopfifdtie hgfetiad
response. Furthermore, the referral response may be further sorted to
seinckdequuopisions foapothesiweedst intidatges-ptioptyo T Hoe gredies oa |l
targets having an equivalent associated site 15 cost may be further sorted
rewjibingbe groine acdareing waapuweeh tamet's ragdoctiparsssodiagatal 1y
target-priority. In another embodiment of the invention, a target fail- back and
thicogetpridiey pelferma¥ becismiaraenttiothal ngywadd atiize of suedd-cost
targets provided in a referral response. 20 Accordingly, the computer system
targg e dn aatitkeifiede conngetdy teysdafare fioakangt entapddiempt to
sorted according to site-cost to retrieve at least one requested file
establish connectivity with higher-cost targets.

Such a sorting system may also be implemented including
using a priority ranking of targets. Higher priority targets
may also be sorted to the top of the referral response.
Furthermore, the referral response may be further sorted to
include provisions for both site-cost and target-priority.
Thus, groups of targets having an equivalent associated site-
cost may be further sorted within the group according to an
each target’s respective associated target-priority.

In another embodiment of the invention, a target fail-
back and target priority policy may be implemented that may
use a list of sorted targets provided in a referral response.
Accordingly, the computer system may select and designate a
target as the set target from a list of targets sorted
according to site-cost to retrieve at least one requested file

or directory at a client computer. Then, the computer system

may determine iIf the set target is associated with the lowest
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or directory at a client computer. Then, the computer system may determine
if the set target is associated with the lowest - 7 site-cost when compared to
all available targets in the sorted list. If not, the system may fail back to a
different target that is associated with a lower site-cost than the set target
sided designatrcihedenpiaredt astheldetdewil b Rihamadiertades wile sorted
become apparent from the following detailed description when taken in
1 isanjunatemyaitt) thehalrawigsnimaticiia®RIbOEICRIP TP éifehtiEtarget
DRAWINGS 10 FIG. 1 is a block diagram generally representing a computer
thajtstdm inksoebicatke pragant anvinition nsdytbe cioserpthaledthEs s2t aarget
block diagram generally representing an exemplary architecture of a
andisttésliephad@ pttieg vewirdiangett 1&fokimeplseentiaggarget fail-back and
target priority in one embodiment, in accordance with an aspect of the
inveottdng r FEsVaiistafieschart behecdiyeepsanand tHastepthenderida@ni ng
for requesting and retrieving a file using a distributed file system, in
dedgagoldanctesith HotaspecbethetaRaénvamiono FjEnec i afiowtthrt the
generally representing the steps undertaken in one embodiment for
draggargisiingia reéfeah :

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram generally representing a
computer system into which the present invention may be
incorporated;

FIG. 2 1s a block diagram generally representing an
exemplary architecture of a distributed computing environment
for implementing target fail-back and target priority in one
embodiment, iIn accordance with an aspect of the i1nvention;

FIG. 3 i1s a flowchart generally representing the steps
undertaken for requesting and retrieving a file using a
distributed file system, in accordance with an aspect of the
invention;

FIG. 4 is a flowchart generally representing the steps
undertaken in one embodiment for assembling a referral
response based on site-cost, iIn accordance with an aspect of

the invention;
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response based on site-cost, in accordance with an aspect of the invention;
8 FIG. 5is a flowchart generally representing the steps undertaken in one
embodiment for assembling a referral response based on target-priority, in
accordance with an aspect of the invention; 5 FIG. 6 is a flowchart generally

repregenting the sterEl owdpE ke #heire fnpodiperisiontalitg kaek teps
lower site- cost target that may be used with a sorted referral response, in

unaeaoreiace \Uith ameaspricd af thenevdiatiorn$4emi 14 adlosvchaficgarelally
representing the steps 10 undertaken in one embodiment for failing back to a
rekigbaserisaisetirget thargey -Herisadiwit) aisortecoefelaalceesppthe an
accordance with an aspect of the invention; and FIG. 8 is a flowchart
aspeadratyf rapgresamuentbecsieps undertaken in one embodiment for sorting a
referral response, 15 in accordance with an aspect of the invention.
DETAICED@®OHSCR|FT ¢ hBXE MnER ¥ KHE RATHESeB VRO RNE N Tegts
FIG. 1 illustrates an example of a suitable computing system environment
ungied baketich theoineeatibo e ifplerfadttdnghdaokplandaysiensite-
environment 100 is only one example of a suitable computing environment
cositd Eaget that may be used with a sorted referral response,

in accordance with an aspect of the invention;

FIG. 7 1s a flowchart generally representing the steps
undertaken In one embodiment for failing back to a higher
priority target that may be used with a sorted referral
response, in accordance with an aspect of the invention; and

FIG. 8 i1s a flowchart generally representing the steps
undertaken in one embodiment for sorting a referral response,

in accordance with an aspect of the invention.

DETAILED DESCRIPTION

EXEMPLARY OPERATING ENVIRONMENT

FIG. 1 1llustrates an example of a suitable computing
system environment 100 on which the invention may be
implemented. The computing system environment 100 is only one
example of a suitable computing environment and is not

intended to suggest any limitation as to the scope of use or
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intended to suggest any limitation as to the scope of use or - 9 functionality
of the invention. Neither should the computing environment 100 be
interpreted as having any dependency or requirement relating to any one or
combination of components illustrated in the exemplary operating

fueivmed e b Theinyartert Forperalierialvdih sloelelstpibecorperelng
purpose or special purpose computing system environments or

envdnfguneitnsl Gabwldnebwpl srednonianingsyatgmele pavideiognisr
and/or configurations that may be suitable for use with the invention include,

rebutiarenrext timiteletei hg pecsanay computars cearbdnedripntess, feonmpbeldrots
laptop devices, tablet devices, headless servers, multiprocessor systems,

1 lhistpeobedsambases] spstemndasst topdoatd ngregramnnoginierconi0Mer
electronics, network PCs, minicomputers, mainframe computers, distributed
compbng srendrrnentsshapts athalsadnyweftiherabweaystatber general
devices, and the like. The invention may be described in the general context

puspesmputerspacuabl @ ingrestonsuch Exgpeygstianmenvesobsiigts or
executed by a computer. Generally, program modules include routines,

copibgarnstdioests, coxpopdes, ddtaved dtrkeores, corstibng, symekems,
perform particular tasks or implement particular abstract data types. The
envvERBIE kS - ardMOpreaodd audRkkRINGd Ebabutiny cheirstrhtakle for

where
use with the invention include, but are not limited to:

personal computers, server computers, hand-held or laptop
devices, tablet devices, headless servers, multiprocessor
systems, microprocessor-based systems, set top boxes,
programmable consumer electronics, network PCs, minicomputers,
mainframe computers, distributed computing environments that
include any of the above systems or devices, and the like.
The Invention may be described in the general context of
computer-executable instructions, such as program modules,
being executed by a computer. Generally, program modules
include routines, programs, objects, components, data
structures, and so forth, which perform particular tasks or
implement particular abstract data types. The invention may
also be practiced in distributed computing environments where
tasks are performed by remote processing devices that are

linked through a communications network. In a distributed

- 10 -
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tasks are performed by remote processing devices that are linked through a
communications network. In a distributed - 10 computing environment,
program modules may be located in local and/or remote computer storage
media including memory storage devices. With reference to FIG. 1, an

cogxrrenlagy eysieroianenin)plprsyiias the ivkedonycludedaggrethlin local
purpose computing device in the form of a computer 110. Components of the

ancofoputesidBenapinslida; hstareget ivatddtai e bretiasgingentir 2@ torage
system memory 130, and a system bus 121 that couples various system
desdiopenents including the system 10 memory to the processing unit 120. The
system bus 121 may be any of several types of bus structures including a
menitrgibusedemenuay tonkbler, A paiphexaniyubaayd sylstanbuBorsing
any of a variety of bus architectures. By way of example, and not limitation,
1mpdamarrhkagutdeintndentdostry SEhdded 18 Arehiectdirgo(8pdbeas, Micro
Channel Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video
COoRje¢trongsdstumderdsnAtbecifiiam(\WHSA) woapbis rartilPeripi@aponents of
Component Interconnect (PCI) bus also known as Mezzanine bus. The
theorapueytan tdidamalyiclluebudearidiybf 20eongiutd i rebited ctmedé.
Computer-readable media can be any available media that can be accessed
pregassdo@puet t102thd a system memory 130, and a system bus 121

that couples various system components including the system
memory to the processing unit 120. The system bus 121 may be
any of several types of bus structures including a memory bus
or memory controller, a peripheral bus, and a local bus using
any of a variety of bus architectures. By way of example, and
not limitation, such architectures include Industry Standard
Architecture (ISA) bus, Micro Channel Architecture (MCA) bus,
Enhanced ISA (EISA) bus, Video Electronics Standards
Association (VESA) local bus, and Peripheral Component
Interconnect (PCl) bus also known as Mezzanine bus.

The computer 110 typically includes a variety of
computer-readable media. Computer-readable media can be any
available media that can be accessed by the computer 110 and
includes both volatile and nonvolatile media, and removable
and non-removable media. By way of example, and not

limitation, computer-readable media may comprise computer

- 11 -
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includes both volatile and nonvolatile media, and removable and
non-removable media. By way of example, and not limitation,
computer-readable media may comprise computer - 11 storage media and
communication media. Computer storage media includes volatile and

stofnpaliledpaeuad e ansneddetivyabiediedia inpligmaed §tefrge media
method or technology for storage of information such as computer-readable

i noblidelons Hata ¥ strantiiresnvodtani heodutemorathbe datal Ganputenovable
storage media includes, but is not limited to, RAM, ROM, EEPROM, flash

mesheananypl etieertedmpny taohnootyo & o RO cthigddlogysdioe ditka d9EDpT
or other optical disk storage, magnetic cassettes, magnetic tape, magnetic
i nfiskistrage oswiherasagoatputte rageeldblieed netanycdithensedilatia
which can be used to store the desired information and which can accessed
sty tiicEapuierogiGnComndwhismtion mdtiartypiadily. embodjgster storage
computer-readable instructions, data structures, program modules or other
medata s histkigtebdwatd signatsldmadactatoer WAV oROther BBRRENSpofil ash
mechanism and includes any information delivery media. The term )
mempdyulatedoddie sigieirongats ehsiglagiat GasRkvé .ordmgietetliteversatile
_characteristics set or changed in such a manner as to encode information in
diglessigRADBy avayodihexadplel aall bt sikhistionagsmnilagigibheneaiasettes,
includes 20 wired media such as a wired network or direct-wired
magnetic tape, magnetic disk storage or other magnetic storage
devices, or any other medium which can be used to store the
desired information and which can accessed by the computer
110. Communication media typically embodies computer-readable
instructions, data structures, program modules or other data
in a modulated data signal such as a carrier wave or other
transport mechanism and includes any information delivery
media. The term “modulated data signal” means a signal that
has one or more of its characteristics set or changed in such
a manner as to encode information in the signal. By way of
example, and not limitation, communication media includes
wired media such as a wired network or direct-wired
connection, and wireless media such as acoustic, RF, infrared
and other wireless media. Combinations of the any of the

above should also be included within the scope of computer-

readable media.

- 12 -
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connection, and wireless media such as acoustic, RF, infrared and other
wireless media. Combinations of the any of the above should also be
included within the scope of computer- readable media. - 12 The system
memory 130 includes computer storage media in the form of volatile and/or

nonvithetile yraremrymeuairgs 130l phtineswrgdRpMey3 stodsgrdondia i
access memory (RAM) 132. A basic input/output system 133 (BIOS),

theorfanindmthevodaa p Feutinglyhat helpvo keatnbler imtamowyioslneivaen read
elements within computer 110, such as during start-up, is typically stored in
onRPMaBdriRARAES tyBdalpnebntaindaiataacdss pregoay n(@AMYs 1132 are A
immediately accessible to and/or presently being operated on by processing
bagiic 120 pBt eyt ud axasteie, 488 nOBID&JtjorcdriGa Lnlivglratbe opasiiog
system 134, application programs 135, other program modules 136 and
ropropnara deha tt3ieTpe tompaasE muyfismachate obewesmoedidamots
removable, volatile/nonvolatile computer storage media. By 15 way of
widgkamplecomy telG. 1lilystrited adsardukdngridia4 T thip redds tymical ly
writes to non-removable, nonvolatile magnetic media, a magnetic disk drive
storechakne&MWifrddilor viAds 1632 rdiyibvsialt ]l Hoemddié nsagiatr diskl{eY,
and an optical disk drive 155 that reads from or writes to a
program modules that are immediately accessible to and/or
presently being operated on by processing unit 120. By way
example, and not limitation, FIG. 1 illustrates operating
system 134, application programs 135, other program modules
136 and program data 137.

The computer 110 may also include other removable/non-
removable, volatile/nonvolatile computer storage media. By
way of example only, FIG. 1 illustrates a hard disk drive 14
that reads from or writes to non-removable, nonvolatile
magnetic media, a magnetic disk drive 151 that reads from or
writes to a removable, nonvolatile magnetic disk 152, and an
optical disk drive 155 that reads from or writes to a
removable, nonvolatile optical disk 156 such as a CD ROM or
other optical media. Other removable/non-removable,
volatile/nonvolatile computer storage media that can be used

in the exemplary operating environment include, but are not

limited to, magnetic tape cassettes, flash memory cards,

- 13 -
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20 removable, nonvolatile optical disk 156 such as a CD ROM or other
optical media. Other removable/non-removable, volatile/nonvolatile computer
storage media that can be used in the exemplary operating environment
include, but are not limited to, magnetic tape cassettes, flash memory cards,

digitadioi@ivestaie diskskaigitalidae lapei setd eigie RAMI Blid state RAM,
ROM, and the like. The hard disk drive 141 is typically connected to the
sodyiiestel RDthyoughl atien- Iqikevabliehee mardinddréicalsticread 41 is
interface 140, and magnetic 5 disk drive 151 and optical disk drive 155 are
tylybcaly ycavectastedhesystam bys et us radovablecugmosy non-
interface, such as interface 150. The drives and their associated computer
restovedE meden odigcusseerdizne andtiuasatedte FfGceé, prt0ideastdragegoietic
10 computer-readable instructions, data structures, program modules and
distked datzefot Hie aochpapek ldDl IdFEK HrfevexhbiplereartydidicadJe/141
is illustrated as storing operating system 144, application programs 145,
coothecbeshrion tinglsys 126 dndprégranbyat rémavete kbamgeeey
components 15 can either be the same as or different from operating system
1184 fagdicasoic praapamatedsfageeripOgram modules 136, and program
data 137. Operating system 144, application programs 145, other program
modliite THdl \é@8 Rograkhehra 257aed gted computer storage media,

discussed above and i1llustrated in FIG. 1, provide storage of
computer-readable iInstructions, data structures, program
modules and other data for the computer 110. |In FIG. 1, for
example, hard disk drive 141 is illustrated as storing
operating system 144, application programs 145, other program
modulles 146 and program data 147. Note that these components
can either be the same as or different from operating system
134, application programs 135, other program modules 136, and
program data 137. Operating system 144, application programs
145, other program modules 146, and program data 147 are given
different numbers herein to illustrate that, at a minimum,
they are different copies. A user may enter commands and
information into the computer 110 through input devices such
as a tablet, or electronic digitizer, 164, a microphone 163, a
keyboard 162 and pointing device 161, commonly referred to as

mouse, trackball or touch pad. Other input devices not shown
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different numbers herein to illustrate that, at a minimum, 20 they are different
copies. A user may enter commands and information into the computer 110
through input devices such as a tablet, or electronic digitizer, 164, a
microphone 163, a keyboard 162 and pointing device 161, commonly

i nrefaced 10 aaympred.dtRckhaj oy satidtknady dibep byt davices ineé shawn,
- 14 in FIG. 1 may include a joystick, game pad, satellite dish, scanner, or

sceihee dgvices drthedind@deséce hat badtaing a kiemptic seirgorcontains a

environmental sensor, position sensor, or other type of sensor. These and
biothet infwit derses areniténdnommealedsEntbenyopessing onit $@Asbnopgbr

a user input interface 160 that is coupled to the system bus, but may be
otbametygrk by btlsenisierface Bnelde ssstduchiiesy sucipat adpamtiespante often

game port or a universal serial bus (USB). A monitor 191 or other type of
codisplayatbvice ithesproosstdtdOouo ifte (28 ehivasi@hl aicuse intariped;

such as a video interface 190. The monitor 191 may also be integrated with
1ndewfiaescilddh gdad or shetikg Motetbattihe rBysitemarilisr, tduch sayeibe

panel can be physically coupled to a housing in which the computing device
conm@itiadoporatdesudinie ifaqs aprktbys pdoaild®sputerdh as a

addition, computers such as the computing device 110 may also include
pagibl pdriprarhl dAPG Aidesduch andpyeliead 198 Bhalprinisr 198Bdhich A

may
monitor 191 or other type of display device is also connected
to the system bus 121 via an interface, such as a video
interface 190. The monitor 191 may also be integrated with a
touch-screen panel or the like. Note that the monitor and/or
touch screen panel can be physically coupled to a housing iIn
which the computing device 110 is incorporated, such as in a
tablet-type personal computer. In addition, computers such as
the computing device 110 may also include other peripheral
output devices such as speakers 195 and printer 196, which may
be connected through an output peripheral interface 194 or the
like.

The computer 110 may operate in a networked environment

using logical connections to one or more remote computers,
such as a remote computer 180. The remote computer 180 may be

a personal computer, a server, a router, a network PC, a peer

device or other common network node, and typically includes
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be connected through an output peripheral interface 194 or the like. 20 The
computer 110 may operate in a networked environment using logical
connections to one or more remote computers, such as a remote computer
180. The remote computer 180 may be a personal computer, a server, a

mafpytely aTEIWOIK Rhe adRenctrdceieseihEheanubovecer tpde, #0d the
typically includes - 15 many or all of the elements described above relative to

cothisutempule 1181 ekbagdh onllye aneneaiysjorape yeedetli bes Us%erhas
illustrated in FIG. 1. The logical connections depicted in FIG. 1 include a
belenalidrbasatatdd(LIAN)FIGL and a Wide Slagioziwodn (Weti) drs, bepihayed
also include other networks. Such networking environments are
i ncéhGonplanedhwadices, letabrseasdeccongrke haiwpris,linaacketa andde
the Internet. When used in a LAN networking environment, the computer 110
arisacoertmeiedk ta(WANDAN 7T .1 thudugray nebsarkinielade v l0cadapdmor(ks -
When used in a WAN networking environment, the computer 110 typically
Suipclutetwomlotiegn ETX drothee mitsaréer asstaoliyhkaceormmurfdakions over
the WAN 173, such as the Internet. The modem 172, which may be internal
engesrEnse - Wwiieh€oomdned fe tvsise mitrereta taedisthiplintsrnet.
interface 160 or other appropriate mechanism. In a networked environment,
Wherngraadnddules lddNicied st ®ecbrgnitent, the computer 110 is

connected to the LAN 171 through a network interface or
adapter 170. When used in a WAN networking environment, the
computer 110 typically includes a modem 172 or other means for
establishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or external,
may be connected to the system bus 121 via the user input
interface 160 or other appropriate mechanism. In a networked
environment, program modules depicted relative to the computer
110, or portions thereof, may be stored in the remote memory
storage device. By way of example, and not limitation, FIG. 1
illustrates remote application programs 185 as residing on
memory device 181. 1t will be appreciated that the network
connections shown are exemplary and other means of
establishing a communications link between the computers may

be used.
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110, or portions thereof, may be stored in the remote memory storage
device. By way of example, and not limitation, FIG. 1 illustrates remote
application programs 185 as residing on 20 memory device 181. It will be
appreciated that the network connections shown are exemplary and other
means of establishing a communications link between the computers may
be used. - 16 REFERRAL RESPONSE SORTING The present invention is
REgERmALY HiFsperN3ewaaisTd Ngystem and method for determining target

fail-back and target 5 priority for a distributed file system. The system and
metidte paesdventageeusti provide geostita hetlohd-tee tecliebb wamgsiter
requesting a list of computers that may have a desired file or directory in a

sysdianrkod cowrpbtals flor reipbese o engquestyatisfafthrpeickhandaydeget
provided 10 to a client computer may be sorted based on an assessment of

pra@tatypafaneterd liatindmgtaditd-tbst sysobated witheeays tespemtide method
target. As will be seen, the lower-cost targets identified may be sorted to the
magppashtha teigeelisdypopsoy sdehat sokditnynm@kboshafaimplyglaset

logically through 15 the referral response starting with the lower-cost targets
cofgpatiempreguesdiiitg bafdréshakifigcommtdiepistotdadblishy cbavectiity

with higher-cost targets.
desired file or directory in a network of computers. In
response to a request, a list of targets that may be provided
to a client computer may be sorted based on an assessment of
certain parameters, including a site-cost associated with each
respective target. As will be seen, the lower-cost targets
identified may be sorted to the top of the referral response,
so that a client computer may simply parse logically through
the referral response starting with the lower-cost targets to
attempt connectivity before making an attempt to establish
connectivity with higher-cost targets.

Such a sorting system may also be implemented using a
priority ranking of targets whereby, in one embodiment, higher
priority targets may also be sorted to the top of the referral
response. Furthermore, the referral response may be further
sorted to include provisions for both site-cost and target-

priority. Thus, groups of targets having an equivalent

associated site-cost may be further sorted within the group
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Such a sorting system may also be implemented using a priority ranking of
targets whereby, in one embodiment, higher 20 priority targets may also be
sorted to the top of the referral response. Furthermore, the referral response
may be further sorted to include provisions for both site-cost and target-

aceoriynfhus gaupsiehtargatgdevigraspauivilpat Rssocipiadditaspget-
may be further sorted within the group - 17 according to an each target's

priaspicive agsociaied taigetmpramrittodsiyillthe uvderbtensd, e eRrioingipaks,
diagrams, flow charts and scenarios described herein are only examples,
fland drene tse amahysoibra sde@srdsdomilekl the peeena benanipnexiéimples,
apply. Turning to FIG. 2 of the drawings, there is shown a block diagram
angertdralfy represerting atlesemptanardotectoevdi eclisthlautpe eserpting
environment for implementing target fail-back and target priority, in
1 nyecokdamcevwkh aapgekect of 10 the invention. Typically, a client computer
205, which may be similar to the personal computer 110 of FIG. 1, may be
operabiyndnglddtd-d Girsthedo S Tvwdichngay at@tien bé shemtergridel ock
_intranet or portion of the Internet. Client computer 205 may be part of a Dfs
diggmay igsoesalldiy diepresentingclamaaxenphrracaebd tecdss® of a
files located anywhere throughout the Dfs. The network may also be
diggarbyted computing environment for implementing target
fail-back and target priority, iIn accordance with an aspect of
the invention. Typically, a client computer 205, which may be
similar to the personal computer 110 of FIG. 1, may be
operably coupled to a first network 250 which may a portion of
an enterprise intranet or portion of the Internet. Client
computer 205 may be part of a Dfs or may include a Dfs client
270 which may provide seamless access to files located
anywhere throughout the Dfs. The network may also be operably
coupled to other computers, such as server computer ml 210,
active directory server 220, and Dfs root server 230. The
active directory server 220 may be used to store Dfs
information, including Dfs link referral information.
However, in various embodiments, this information may be

stored by any computer-readable medium accessible by the

network 250.
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coupled to other computers, such as server computer ml 210, active
directory server 220, and Dfs root server 230. The active directory server
220 may be used to store Dfs 20 information, including Dfs link referral
information. However, in various embodiments, this information may be

storghbyr@ny cotnriterfeasiableemnedBon aagesside yehepeetasrk 2866upled
18 In turn, the Dfs server 230 may also be operably coupled to another
toneinotk @BO0vdticin May2800 Wie iartotheryeni¢guisee iniiaoeher agotberprise

portion of the Internet. The network 280 may be operably coupled to network
i N3G Heeuolr aanoa et Opaa-t ioomfarhia anyteamettier n€tveorkeThve EXs 280
root server 230 may be operably coupled to a Dfs root share 240 that may
mawnc el eaperabrihyre bolp leddrrtils. Reterank plks thethmiqubgtysilinoayerodée® as
a referral to a file or directory located at //ml/sl. Likewise, the link, //rl/sl/12
1 Smagnidoprovitlesan yefemapiota filenartolicadkary [Gteted Bs //midl. server 230
Furthermore, a link may provide a referral to a plurality of computers,
maselvernpanazl yndauplledtokesaThills, maot cimpetess}ndibdihgnsayver
_ computer m2 215 may be communicatively coupled to the client computer
ingdsideoage aorsmasembiiall of eevaikaind domp@sasnahe.cliehe link,
computer 205 may request and retrieve files
//r1/s1/11 may provide a referral to a file or directory
located at //ml1/sl. Likewise, the link, //rl1/s1/12 may
provide a referral to a file or directory located at //m2/sl.
Furthermore, a link may provide a referral to a plurality of
computers, servers, shares, and/or directories. Thus, many
computers, including server computer m2 215 may be
communicatively coupled to the client computer 205 through a
vast myriad of networks and computers.

The client computer 205 may request and retrieve fTiles
and/or directories from virtually any server location in the
network 250 or networks 250 and 280. However, it may not be
feasible for the client computer 205 to maintain information
about all computers that may be connected to a network 250.
In general, a request may be for a file or a directory. So,
although any file (and/or directories and the like as is

implied by file request and retrieval throughout the remainder

of this disclosure) may be retrieved from any computer iIn the
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and/or directories from virtually any server location in the network 250 or
networks 250 and 280. However, it may not be feasible for the client
computer 205 to maintain information 20 about all computers that may be
connected to a network 250. In general, a request may be for a file or a

nediiRNtRN250, atihoughrnytiletapilieediretsrids arg tiectia gs - dnpted
by file request and retrieval throughout the remainder of this disclosure) may

wiled rathevdd ati any ofmphiterre e stedndtimek £bOmtharliehteospuiate .
205 is typically provided with the location of the requested file from another

Thsaurcehd i sthedpisaaercempntpwte2 260magy be oppeatae le nantaii ntain
information about many computers coupled to the networks 250 5 and 280

1 nfloahnénti arimealibe tliestgoncpuieu 6% sequegid edildahtihis not toaaliks 250
available, the Dfs server computer 230 may provide a list of targets, wherein

andac8targetatortdspbndben dpathabitbatequegiaddle. 2Qpicadipubst>sa file
server computer 230 may return many 10 hundreds or even thousands of

thiaitgats inodspboca kdya asfeirbaldpiesthed Mgy pevideraconjaitertha30 may
targets according to a number of parameters. Two such methods for sorting

preidereald hely od séangaiisa siibeved assatitetane tachragepands to
sorting by a target-priority associated 15 with each target. Each of these

a g&ting keethbes ewbested file.

Typically, the Dfs server computer 230 may return many
hundreds or even thousands of targets In response to a
referral request and may provide an order for the targets
according to a number of parameters. Two such methods for
sorting the referrals may be sorting by a site-cost associated
with each target and sorting by a target-priority associated
with each target. Each of these sorting methods will be
described in further detail below.

Once the list of targets may be sorted by the Dfs server
computer 230 (or other dedicated computer systems operable to
provide and sort targets in response to a referral request),
it may be returned to the client computer 205. The client
computer 220 may then iteratively begin attempting to
establish connectivity with each target (in the order that has
been sorted) until connectivity may be established with a

target. A Tile may be located at a target corresponding to
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described in further detail below. Once the list of targets may be sorted by the
Dfs server computer 230 (or other dedicated computer systems operable to
provide and sort targets in response to a referral request), 20 it may be
returned to the client computer 205. The client computer 220 may then

seifgieiivelyhegireatt@nping td restaldishiconsectvity, widi- eagmpargey mis1 .
order that has been sorted) until connectivity may be established with a

Thiargeia Adile In@/1be lnpatébabs sygéhtedesdaridizg ©i120 ssarver 211 on
computer ml 210 in a share sl 212, or simply //ml/sl. The share sl 212 may
thee sssacatedomitutdire sarvel Qlam, thehssryemagmipateinlie2 ibaive
thus, may be able to be referred by the Dfs server computer 230. 5 Likewise,
rethemeqdebigdthe nidfsbesxcatad cospote rc@Bputer m2 215 in a share s2
217. The share s2 212 may also be associated with file server 216 on the
serven kempstey mMhe2 ieqgueisties, dfisd abiesty lrercfocaddd tba Dée sepser
computer 230. However, since the server computer 215 may be 10 operably
cosgudied tmadugi mewmok Zdttiee pAth2that malitee sbfereds?d tRé2lisay also
computer may be more complex since the communication connection may
bebassrbiisted thdtibh THd dEeDigederdd628m Bihasiag e Disanpigter m2

architecture of FIG. 2, files from any location in the network may be retrieved
215 and, thus, also able to be referred by the Dfs server

computer 230. However, since the server computer 215 may be
operably coupled through network 280, the path that may be
referred to the client computer may be more complex since the
communication connection may be established through the root
Dfs server 230. By using the Dfs iIn the architecture of FIG.
2, Files from any location in the network may be retrieved
through a referral provided to the client computer 205 by the
Dfs server computer 230.

FIG. 3 presents a flowchart generally representing the
steps undertaken for requesting and retrieving a file using a
distributed file system, in accordance with an aspect of the
present invention. Client computer 205 may be part of a Dfs
or may include a Dfs client 270 which may provide seamless
access to files located anywhere throughout the Dfs. The
client computer 205 may accordingly request and retrieve files

as though all files requested are found locally.
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15 through a referral provided to the client computer 205 by the Dfs server
computer 230. FIG. 3 presents a flowchart generally representing the steps
undertaken for requesting and retrieving a file using a distributed file system,
in accordance with an aspect of the 20 present invention. Client computer

205 menbeipal RéatDsomp ey rindloge malyfselient 27p aredic nbyrdrevitle
seamless access to files located anywhere throughout the Dfs. The client

theampsten@fSavay kabdrdingie eigsaend etrievd dikes asripotgiratbles a
requested are found locally. - 21 When a client computer 205 may need a
fifarticelquéiet thatys bet dvdileibictledalit atihe dibhénempaitgy2sr a208 using
request may be initiated at the client computer 205 using the Dfs client 270.
thin CF®us larebddifiédts, al Dfsvaiendunsmehlatsinesitdesgn theddiveldimTtongay
server 220 and may be used to locate the Dfs root server 230The Dfs server
alsampeter @a80omatvh® ouidt bveefarsieetpoysstrvercli2ZROcamgutey2ide used
that may include a list of targets corresponding to remote server computers
toaVdichieththeg DR DAt ssep\308. 280 Tloaalfks lisemwg hecsurmater 230
according to various parameters such as site-cost (the method of which is
mayesoridelds:|aw vafe resde X eSPOBSE), 10 dekecialdepilo@onimietaEtheb
of which is described below with respect to FIG. 5), and/or site
that may include a list of targets corresponding to remote
server computers available through the Dfs at step 308. The
target list may be sorted according to various parameters such
as site-cost (the method of which is described below with
respect to FIG. 4), an associated priority (the method of
which is described below with respect to FIG. 5), and/or site-
awareness (described generally below).

Furthermore, the referral response may include an
indication of bounded sets each including a grouping of
targets. In one embodiment, an indication of the beginning of
a bounded set may be made by providing a demarcation value
associated with information about the first target in the
bounded set. This may be accomplished by providing boundary
attributes to the client computer in the referral response,
such as a cost associated with retrieving a file or directory

between a target and the client computer. The bounded sets

may be based upon any number of parameters including site-
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awareness (described generally below). 15 Furthermore, the referral
response may include an indication of bounded sets each including a
grouping of targets. In one embodiment, an indication of the beginning of a
bounded set may be made by providing a demarcation value associated with

costormsiien-aheui ehefisst targehietthp Zidvaungdedssal/oitishieal €8 of

accomplished by providing boundary attributes to the client computer in the
comgiertalresiongs veuchias alvosirefenoaied wiksraisadngarfidd n; dheetbth

between a target and the client computer. The bounded sets may be based
maypareany thenbes s pasenatens inbiuding-ovd d RAgcestreife analgnedse

target priority, and/or health of computers involved in the referral. As used
triadrEic hbadttd , mblyenm pano desssspohsadmeniod pothdingatefaialtdse of a

traffic load, the processor load, and other attributes of a 5 computer involved
comph€eeferraValvladingpdrfemesite rmelricst @rbedhegliperdanpatec05

may receive the referral response, the client computer 205 may begin
medwdapting to establish a communication session with each target in the list

10 in the order that was sorted. Thus, the client computer 205 may attempt

targéincet dtep DR EaCanportissct 20% ndgnresapver tos mafeioral

attempt target 2 at step 312, but
response, the client computer 205 may begin attempting to
establish a communication session with each target in the list
in the order that was sorted. Thus, the client computer 205
may attempt target 1 at step 310 but fail to connect. The
client computer 205 may then attempt target 2 at step 312, but
also fail to connect. The client computer 205 may continue to
attempt connections to each target in the referral response
until a connection may be established with target m at step
314. When connectivity to a target may be established, the
target may be designated as a set target and used until no
longer available in order to preserve continuity of
communication with the target. For example, target m may be
established as the set target for subsequent file retrieval
until the client computer 205 may request a new referral, for

instance to discover a new target, or may be instructed

otherwise.
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also fail to connect. The client computer 205 may continue to attempt
connections to each target in the referral response 15 until a connection may
be established with target m at step 314. When connectivity to a target may
be established, the target may be designated as a set target and used until

no IPhgeeawiiRPicD ardettiteprepenieidontiapiy ot samenumeaticanvith the
target. For example, target m may be 20 established as the set target for

i mpUksesreatiilerretigyat hindisthetdigpé eFmputerfiSgvay tegisesim rew
referral, for instance to discover a new target, or may be instructed
didtherwist. ordethane skijectcindbserowlyapwepeaiefimhasome of these
implementation may choose to perform theses steps in a different order or
steps chopspunpowawerodmesdie pénltdse step¥ lenqalrpdady of efficibatly or
flexibility, while 5 achieving the same effect and without departing from the
acktampei 0f tHehpresaneine€ieart RNthenbineuhisterag toancefroay thee scope
applied to locating a Dfs server 230 in the first place as referrals for a
ofpaiteular eses€rvienvestiieprovified thanmackve didsoseseveoPrepit may
much the same way. 10 FIG. 4 presents a flowchart generally representing
bethappiebediriterthaen tdingssenbdihigse raferaP3Qpdnsd basdd batsiplacst as

in accordance with an aspect of the invention. In
referrals for a particular Dfs server may be provided by an

active directory server 220 In much the same way.

FIG. 4 presents a flowchart generally representing the
steps undertaken for assembling a referral response based on
site-cost In accordance with an aspect of the invention. In
general, a referral response may be sorted according to a
number of parameters such as by site-cost or site-awareness.
In an embodiment, targets that are within the same site as the
client computer 205 may be sorted according to site-awareness
prior to sorting according to site-cost. For example, targets
within the same site as the client computer 205 may be sorted
to the top of the referral response and then site-cost
parameters may be used to sort the remaining targets. FIG. 4
may present one embodiment of a method that uses site-cost and
site-awareness for sorting targets in a referral response
generated by the Dfs server computer 230. It may be

appreciated by those skilled in the art, however, that any
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general, a referral response may be sorted according to a number of
parameters such as by site-cost or site-awareness. 15 In an embodiment,
targets that are within the same site as the client computer 205 may be
sorted according to site-awareness prior to sorting according to site-cost. For

nueXIRpleriasgetmatibinsthersasombiia at ibasliott gupuietdds maybde used
sorted to the top of the referral response and then site-cost 20 parameters

tomsy e wsrd esgbte eMmaihingrtetets.sllGrdspmyseresent one
embodiment of a method that uses site-cost and site-awareness for sorting
targataen bffsfeseatvesparsepgenera28 bydlye Odmpdarlier aohpsterdBOtdirgets
may be appreciated by those skilled in the art, however, that any - 24
thatmbayoffpdrinidess oredmmiviadtioes obsdrameisrsamay bentseconpade r
the targets of the referral response. The Dfs server computer 230 may
20&mpildadist thrgegdis thay nizy fatieniefedalineqaesteinolana dieter to
computer 5 205. These targets may be assembled in a random order to
begaginwiikhaieteptieR. #0en, théleis sethe dofsprer 28y ncynjidieify 236h may
target that may be within the same site (//ml/sl/, for example) as the client
1 desrhpiiter 2@sh At stege 04 hivEspadehiicd tilybis kg isanved e the top
of the 10 list to yield a referral response that is now sorted for a
(/i wdlonckeppxaandeh aaiditceabdginferaompeter 205. At step

404, these identified targets may be moved to the top of the
list to yield a referral response that is now sorted for a
site-awareness parameter. In various embodiments, the
referral response may be sent back to the client computer 205
at this point. However, in other embodiments, a referral
response may be additionally sorted according to another
parameter, site-cost, as is shown in FIG. 4.

The remaining targets may be sorted at step 408 according
to an associated site-cost and separated Into bounded sets.
Each target having a first site-cost associated with It may be
moved Into a bounded set with other targets having the same
associated site-cost. Likewise, a second bounded set may have
one or more targets with a second associated site-cost. Thus,
the list of targets may then become sorted into bounded sets

wherein the first bounded set may include targets with the
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referral response may be sent back to the client computer 205 at this point.
However, in other embodiments, a referral response may be additionally
sorted according to another 15 parameter, site-cost, as is shown in FIG. 4.
The remaining targets may be sorted at step 408 according to an associated

1 ositss eosisusiepesategiit-bowriedsris n&eehtalgaidavisgr iy include
site-cost associated with it may be moved into a bounded set with other

taliegedis haitly thiessanes €0 hasesittetssita: §atte tike ivise, @sscondrivbusoledn .
set may have one or more targets with a second associated site-cost. Thus,
the |BAohtdrgetsdedy seen besontbsartéddiod®undbdigpts windrein ié
first bounded set may include targets with the - 25 lowest associated

tasigetest] iwteekt houadedrseébmayridelnde biatg étawitigthehee xddmee st i te-
associated site-cost, and so on. Each bounded set may then include a large

costmassot tarteds died@watandomiurder, dsit heing ke stinmeosifwd 6eaos205
associated therewith. Thus, as the client computer 205 may iterate through

magttdrhipisarbee stalylzihgh cartiiamidztioho sesdiab lit stayecyetnthnougrathison
lowest site-cost targets first. Furthermore, at step 410, the first listed target in

ses&don) Hduntky steley dR6aghsemtdowesita baliedagsit thar gedis

be set to indicate the beginning of a bounded set. In
first.

Furthermore, at step 410, the first listed target in each
bounded set may also be associated with a boundary bit that
may be set to indicate the beginning of a bounded set. In
this manner, the client computer may easily identify the
boundary between bounded sets. The boundary bit may serve as
an indication that the target has a higher associated site-
cost than the previous target in the list. Thus, a more
informed decision about failing back or failing over may be
made by providing bounded sets based on site-costing. The Dfs
server computer 230 may then assemble a final referral
response having a sorted list of targets based on site-
awareness and site-cost and may forward the referral response
back to the client computer 205 at step 412.

FIG. 5 presents a flowchart generally representing the
steps undertaken for assembling a referral response based on

target-priority in accordance with an aspect of the invention.
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this manner, the client computer may easily identify the boundary between
bounded sets. The boundary bit may serve as an indication that the target
has a higher associated site 15 cost than the previous target in the list. Thus,
a more informed decision about failing back or failing over may be made by

Agerpyidizg pefedechselpdigsedsan pitd coslings rbediscedivei agmputer danber
may then assemble a final referral response having a sorted list of targets

ofbazachoe sie 20uireasshantsitgeospaid niayfoawdbihestterralwareness
response back to the client computer 205 at step 412. FIG. 5 presents a
asflowadlesf i genenatty oeerésabing:the Bleps Bdesitakpndseatsemningnodiment
referral response based on target-priority in accordance with an aspect of
ofthe imeditamh. th2@ Agses, daafgetmsponidynanioe sated avesreites® d&or
number of parameters such as by target-priority and/or site-awareness as
sowrtafiyomtatigedctsabova Rt6Férmay prespninse aenediabad diya rbiechdifs
that uses target-priority and site-awareness for 5 sorting targets in a referral
seiegponsepuErite @89 the Dfs nstyvdrecanputec 2ated nipy tdappresickdd ed
by those skilled in the art, however, that any number of parameters or
Incdibinatitns bopenenstethabydiyuseineedorohepRrgsis bt rheqferral
response. As discussed above, the Dfs server 10 computer 230 may compile
coalndnsrthniss Gfatpad@figlieas may be used to sort the targets of

the referral response. As discussed above, the Dfs server
computer 230 may compile a list of targets that may fulfill a
referral request from a client computer 205. These targets
may be assembled In a random order to begin with at step 502.
Then, the Dfs server computer 230 may identify each target
that is within the same site (//ml/sl/, for example) as the
client computer 205. At step 504, these identified targets
may be moved to the top of the list to yield a referral
response that i1s now sorted for a site-awareness parameter.
In some embodiments, the referral response may be sent back to
the client computer 205 at this point. However, in other
embodiments, a referral response may be additionally sorted
according to another parameter, target-priority, as is shown
in FIG. 5.

Each target having a first target-priority, such as

global high, associated with 1t may be moved into a bounded
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referral request from a client computer 205. These targets may be
assembled in a random order to begin with at step 502. Then, the Dfs server
computer 230 may identify each target that is within the same site (//ml/sl/,
for example) as the 15 client computer 205. At step 504, these identified

selgrgatehmeyiermesed éahenppioigheist ayieldaserienaltsespanpgdinat is
now sorted for a site-awareness parameter. In some embodiments, the

priferidyespoisemiyde serddoRdo bibertliedt serapmtey 205\a8 thisepadnt. more
However, in other 20 embodiments, a referral response may be additionally
tasytass actthting seenoiticapsrrieteedatgat geibHpy, Bsrid showsuthFIiEs 5.
Each target having a first target-priority, such as global high, associated with
g lvbzly Hemovedhow,a thendddt 27 stanwgb tshditargetayabmgdbe tadhanto
associated target- priority. Likewise, a second bounded set may have one or
bomode daggts withearsdcornthassbrizs#d tergedprosgtsmsyad ngidbaldowargets
Thus, the list of targets then may be sorted into 5 bounded sets wherein the
wiflist sbendadbeshapasshadakedettaniathe highebtussdciated global
_target-priority, i.e., global high, the next bounded set includes targets with
higl.nelichigaxdt dxzooieed setet paditdeise. tasgedishigh, Bndbe drext-
highest associated target-priority, i.e., normal high, and so
on.

Each bounded set may then include a large number of
targets listed in a random order, but having the same target-
priority associated therewith. Thus, as the client computer
205 may iterate through targets and attempt to establish a
communication session, It may cycle through the highest
target-priority targets first.

Furthermore, at step 510, the first listed target in each
bounded set may also have a boundary bit set to indicate the
beginning of the bounded set. In this manner, the client
computer 205 may easily identify the boundary between bounded
sets. The boundary bit may serve as an indication that the
target may have a lower associated target-priority than the
previous target in the list. Thus, a more informed decision

about failing back or failing over may be made by providing

bounded sets based on target-priority. The Dfs server
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10 Each bounded set may then include a large number of targets listed in a
random order, but having the same target- priority associated therewith.
Thus, as the client computer 205 may iterate through targets and attempt to
establish a communication session, it may cycle through the highest 15

colfpaaidiri@y targgtstiteh Rasbenneee, at fieindledife firstlisieskigogeicn

each bounded set may also have a boundary bit set to indicate the

hakdgigniagsyitredolidad 6€t. ta e Rarmesciieatiesi torpuise?ssaynd
easily identify the boundary between bounded 20 sets. The boundary bit may
tasgee-gsravnilivatiandhatiye fargeiniay haveafiores hssecpedse back to
target-priority than the previous target in the list. Thus, a more informed
theéeadivaendbauniplitig ba2or ddilistepebhay be made by providing
bounded sets based on target-priority. The Dfs server - 28 computer 230
may then Bfsesbleve finalomifrrta re23thseayasihgm scted listafhangtaon of
based on site-awareness and target-priority and may forward the referral
soiekpogsphbraketans cientesiapkesDdbat ttep S EThe OFssepkr
computer 230 may also use a combination of sorting parameters in
resgiablishing b serxemnpkerrap rddositespoitdxempry alf@stsoriiny ensane -

to move same- site targets to the top of the list. Then, targets may be
site targets to the top of the list. Then, targets may be

sorted based on global priorities associated with each. For
example, all targets having an associated global high priority
may be sorted to the top of the referral response. Likewise,
all targets having an associated global low priority may be
sorted to the bottom of the list. Then, the remaining targets
(which may be referred to as global normal) may be sorted
further into bounded sets based on site-cost.

In another embodiment, a second sorting may establish
bounded sets based on site-costs and denoted by set boundary
bits In the targets at the top of each set. Then, each
bounded set may be sorted according to target-priority such
that within each bounded set (which may inherently have the
same associated site-cost) the targets may further be ordered
according to a priority associated with each target. Thus,
within the bounded sets based on site-cost, the targets at the

top of the bounded set may be associated with a high priority,
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sorted based on global priorities associated with each. For 10 example, all
targets having an associated global high priority may be sorted to the top of
the referral response. Likewise, all targets having an associated global low
priority may be sorted to the bottom of the list. Then, the remaining targets

thevhiekihayrieripafaged 1o eaehal neayabanays e shaedd fitthetigo next

bounded sets based on site-cost. In another embodiment, a second sorting
higlagsstantisbrieynderbseais basedoresitenpdst) andritenetedhy set

boundary bits in the targets at the top of each set. Then, each bounded set
may be se&rtecdackhdinggnbaritentritythehpd@ thedusthtweaembodidethts
set (which may inherently have the same associated site-cost) the targets
mayayduihnprliemerdezdd tagpotiiag tsagbridiya tisteaigietisvidreacoragdt. by
Thus, within the bounded sets based on site-cost, the targets at the top of
priherddondea setglapbd akasdiateainditi atiign peexty, beanithecheset .
grouping of targets may be associated with the next highest priority (normal,
for ekanmpi®thed sex@anpd get andihesEmbodiiag, tiayp@yus the to move
embodiments may be implemented together such that targets are sorted by
saperishiteortaleds beeisthvl wabinafacknsohidetl-setTAsanatiggecond
example, a first sorting may again be to move same-site targets to the top of
SoiREIRE Tih estabddsh bounded sets based on target-priority
and denoted by set boundary bits iIn the targets at the top of
each set. Then, each bounded set may be sorted according to
site-cost such that within each bounded set (which may
inherently have the same associated target-priority) the
targets are further ordered according to a site-cost
associated with each target. Thus, within the bounded sets
based on target-priority, the targets at the top of the
bounded set may be associated with the lowest site-cost, the
next grouping of targets may be associated with the next
lowest site-cost, and so on.

By sorting targets in a referral response iIn an
established order and setting certain bits within each target
in the referral response, a client computer may then implement
an efficient target fail-back policy and priority fail-back

policy using the sorted targets i1n the referral response as

will be described below.
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sorting may establish bounded sets based on target-priority and denoted by
set boundary bits in the targets at the top of 10 each set. Then, each
bounded set may be sorted according to site-cost such that within each
bounded set (which may inherently have the same associated target-priority)
the targets are further ordered according to a site-cost associated with each
target. Thus, within the bounded sets 15 based on target-priority, the targets
TARGERE tpp i BrCoanDe#BREOREYYDe associated with the lowest site-cost,
the next grouping of targets may be associated with the next lowest
site-tostaddd dam. By itngtargétsgnethedaffespansaineart2@omputer
established order and setting certain bits within each target in the referral
recpspstisen alidnisongiitesemay theoimppleerent thaefficaant harget &ildeeckred
policy and priority fail-back policy using the sorted targets in the referral
Tilsponse asewilicidkd ederiecveatowomBO tEAR G HINEAHYBAECK ANMDO method
PRIORITY In addition to the sorting method for a client computer requesting
may listlsicsendsracrapeersthat prapvisie a desirgets fiziil-dbaetvoakdf target
server computers, the system and method may also advantageously provide
pra earhey falcdadokyaridhekgaraprioss polity statafapastedistargeted provided
targets provided
in a referral response. As will be seen, a computer system

may select and designate a target as the set target from a
list of targets sorted according to site-cost. Then, the
computer system may determine iIf the set target is associated
with the lowest site-cost when compared to all available
targets iIn the sorted list. |If not, the system may fail back
to a different target that is associated with a lower site-
cost than the set target and designate the new target as the
set target. As will be appreciated, the various flow charts
and scenarios described herein are only examples, and there
are many other scenarios to which the target fail-back and
target priority policy described will apply.

Turning to FIG. 6 of the drawings, there is shown a
flowchart generally representing the steps undertaken for
failing back to lower site-cost target that may be used with a
sorted referral response in accordance with an aspect of the

invention. In various embodiments of a target fail-back
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in a referral response. As will be seen, a computer system may select and
designate a target as the set target from a 10 list of targets sorted according
to site-cost. Then, the computer system may determine if the set target is
associated with the lowest site-cost when compared to all available targets

poilhitbg seneiltishnienat, thensy FH may Jairbasimieeakifarsot iigesibatis
associated with a lower site 15 cost than the set target and designate the
i nfewnargidas dheset tarpge s wildie apyresiatedstieyariDEs flatveeharts
and scenarios described herein are only examples, and there are many
geoibeatienprosriefehich tha- esgentsd-backrarnohéargebpdadritgmpolicthe Dfs
described will apply. 20 Turning to FIG. 6 of the drawings, there is shown a
seffmecharbppodiaity 280resaptirgpthe stafFs nndiake rafoouftilitgropcksobased-
lower site-cost target that may be used with a sorted referral response in
onastdaavavwithessaspekbn otthies imvetédon tineyaretie mrallodiesptssia may
target fail-back - 31 policy environment, the Dfs server computer 230 may
essan tinfolihgtico b vattaodettwhattang db-setisty Diewhetlt gandraingag the
referral response. In one embodiment, the Dfs server computer 230 may sort
tangsrhmitibn dowit sapetssidsedS obilstechigRhesoMputeMmads, taed the

referral response may essentially consist of two target-sets: one set
oth&ftap@iy gentaining targets in sites other than the client

computer 205. Initially, targets In each set may be ordered
randomly.

In another embodiment, the Dfs server computer 230 may
sort referrals may be based on a site-cost. In this mode of
operation, the referral response may be sorted into multiple
bounded-sets. Each bounded-set may include targets having the
same site-cost as determined by the Dfs-server (which may be
determined based on site-cost information related to the
requesting client computer). The bounded-sets may be ordered
by Increasing site-cost, such that targets in the same site as
the client may be in the first bounded-set; targets having the
next lowest site-cost may be in the second set, and so on.
Initially, targets within each set may be ordered randomly.

Thus, when a client computer requests a referral at step
602, a sorted referral response may be provided by the Dfs

server computer 230. The client computer then may begin
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targets in the same site as the client computer 205 and the other set
containing targets in sites other than the client computer 205. Initially, targets
in each set may be ordered 10 randomly. In another embodiment, the Dfs
server computer 230 may sort referrals may be based on a site-cost. In this

atiede i ngpaiaties tihe retstirat oesRaneEVIRy be Berteddale rmaltgéer in the
bounded-sets. Each bounded-set may include targets having the 15 same

refita-ecadt ascdgiormmetdydbedMisisasvan@vhfdrsaydie dbigykinedbgsed at
on site-cost information related to the requesting client computer). The

stepuidiet-setyheay he taderet ngynaiedsibg siecest Hbb tifairtasgsts mumber
the same site as the client may be in the first bounded-set; targets having

oftheczned Iswebt site-oaettwoak be imr thessedoandgsdt, amdish omg ,Ingikdy,, the
targets within each set may be ordered randomly. Thus, when a client

Dfsoraputentequastdarbiavat at teptb?, rresdriey/eefdablle sparsehay bor
provided by the Dfs server computer 230. The client computer then may

exbayih e, 32ntakitptimttonestabksmestnettviestiéth besh tegméachevity with
referral response to determine the first available target at step 604. When a

thergerihafavgbé atoeddielc késinphulkdegediseasortdhsudrede headork

errors, target crashing, etc., the 5 Dfs client may fail over to the next available
regpgsseor When connectivity may be established with a target,

the particular target may be designated as the set target at
step 606.

When one or more previous targets that may be more
optimal than the set target become available again, the DFS
client may continue to use the set target for purposes of
continuity and seamlessness, or may acquire or reacquire a
more optimal target available. Advantageously, having a fail-
back policy and bounded sets of targets allows for a more
optimal target, such as a target with a lower site-cost, to be
acquired or reacquired when available.

Thus, 1f the target fail-back policy specifies (for
example, having a target fail-back policy bit set), the client
computer may determine that a more preferred target, such as a
lower site-cost target, may be available at step 608. The
determination may be made at any time and may be initiated by

the client computer 205, the Dfs server computer 230, or any
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example, an attempt may be made to establish connectivity with the next
target in the list of targets in the referral response. When connectivity may be
established with a target, the particular target may be designated as the set
target at 10 step 606. When one or more previous targets that may be more

othelimgkihatdhe spapiatest beqonia hvaiiebie againe thEaPFSbakisnteiae may
continue to use the set target for purposes of continuity and seamlessness,

coPir@ep@eduie cimeadgyiscal lamoonetoiifmal imegef pumilaitie. time that
Advantageously, having a fail- back policy and bounded sets of targets allows

colmmecnéra optingy target Jebrases tapdiisiied lmirehsitheosieto karget.
acquired or reacquired when available. Thus, if the target fail-back policy

Fospexidzagfer,2Gbrampie mavogptarget fadybackquticfoit setindreeclagntimal
computer may determine that a more preferred target, such as a lower
tasigetostiitinyet 30 ay beudtetablenatestep B08CThY idatefinatibe nfayisd set
made at any time and may be initiated by the client computer 205, the Dfs
taggetr vampastasbi shady - 38uvttiee reyiete, cdinpuEailduttaathdehenay
fail-back time may correspond to an elapsed amount of time from the time
comeesfrnecliatyemagireieblen dstalslishEddah, theusth tageevesy half
example, the client computer may check for a more optimal
hour or every five minutes. Still further, the fail-back time
may correspond to the very next request for a file from the
client computer 205.

At the fail-back time, if a more preferred target such as
a lower site-cost target may be available, then connectivity
may be established with the available more preferred target
and the available more preferred target may be designated the
set target at step 612. However, if there may not be any more
preferred target available, such as with a lower site-cost,
then the set target may continue to be used as the current
target at step 610.

The fail-back policy may be implemented for a given Dfs
root/link in the referral response. |If target fail back may
not be enabled at an individual link level, the setting for
the entire Dfs namespace may be used. In one embodiment,

target fail-back may be disabled at the link level when target

fail-back may be enabled at the Dfs namespace level.
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5 target after 30 minutes since connectivity for the first set target was
established. Further yet, the fail-back time may correspond to a particular
time of day, such as every half hour or every five minutes. Still further, the
fail-back time may correspond to the very next request for a file from the 10
clientigemewligjed0SF A% Ibe faikbdekrdneait Ponoragreerredtargat suchoas
a lower site-cost target may be available, then connectivity may be
embgidbhighed witbithe availadamere Prefeinefidanget i, theuarailableDfisreneta
preferred target may be designated the 15 set target at step 612. However, if
dathere niymebenplyemaie ' igferrediisedet availehle, seeh rootihla tdwer
site-cost, then the set target may continue to be used as the current target
i1 nfioatep 610N ToF fahbaciepalidabay @k iegddmeatageftr agvdreDisa&d. A
root/link in the referral response. If target fail back may not be enabled at an
friedividual fiok idvebrthe settmgsfof taé e ntisy Dife nachestada ethyarel used- iiffi ed
one embodiment, target fail-back may be disabled at the link level when
totangatk falcyasembg dronaystante DiEiksnaspadeilEvelos 82 10he tagebe
fail-back information may be stored in one embodiment along with other Dfs
deifilnrethtien, beciP s DY Idta To&te, FAREkAMAIE. aBAGKe" field in the

per-root/link
Thus, a typical format for meta data for domain-based Dfs

(referred to as the "ID BLOB') may be defined in an embodiment

by the pseudo-structure below:

GUID Volumeld;
USHORT PrefixLength;
WCHAR Prefix [PrefixLength];

USHORT ShortPrefixLength;

WCHAR ShortPrefix[ShortPrefixLength] ;
ULONG Type;
ULONG State;

USHORT CommentLength;

WCHAR Comment[ CommentLength];
FILETIME PrefixTimeStamp;
FILETIME StateTimeStamp;

FILETIME CommentTimeStamp;

ULONG version;
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information of the meta data of each target may be used. A 5 free bit position
in this field may be identified and verified to work across legacy systems.
This new bit position may be defined to be PKT ENTRY TYPE
TARGETFAIL.BACK. Thus, a typical format for meta data for domain-based
Dfs (referred to as the "ID BLOB") may be defined in an embodiment 10 by
the pseudo-structure below: GUID Volumeld; USHORT PrefixLength;
WCHAR S [Prefikipighl, HoubaO b iShwstRietidtengfiorWEkd-alone
ShortPrefix[ShortPrefixLength] ULONG Type; ULONG State; USHORT

Df€owadidkepdgtht 0B CtHAR TrnMBEOR 'Comiangnhee gttt i fetEBIMEhe
PrefixTimeStamp; FILETIME StateTimeStamp; FILETIME

ps€udurartifuceiteenine Ub@NG Version; - 35 Likewise, a typical format for
meta data for stand-alone Dfs (referred to as the "ID BLOB") may be defined
by the pseudo-structure below:

USHORT

WCHAR

USHORT

WCHAR

GUID

ULONG

ULONG

USHORT

WCHAR

FILETIME

FILETIME

FILETIME

PrefixLength;
Prefix[PrefixLength] ;
ShortPrefixLength;
ShortPrefix [ShortPrefixLength];
Volumeld;

State;

Type;

CommentLength;
Comment[CommentLength];
PrefixTimeStamp;
StateTimeStamp;

CommentTimeStamp;

The NetDfsGetInfo/NetDfseEnum APIs may retrieve the

setting from the per-root/link meta data. The APl front end,

which may validate parameters may be modified accordingly, and

the routine which may interpret and return the "info level™

specific information may also be modified accordingly.
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5 USHORT PrefixLength; WCHAR Prefix[PrefixLength] USHORT
ShortPrefixLength; WCHAR ShortPrefix [ShortPrefixLength]; 10 GUID
Volumeld; ULONG State; ULONG Type; USHORT CommentLength;
WCHAR Comment [CommentLength] ; 15 FILETIME PrefixTimeStamp;

FILEfdMEupisde timesitamea rigs € i Edrarepnentdimehigee; fael -back, a
NetDfsGetlnfo/NetDfsEnum APIs may retrieve the 20 setting from the
Dfeelebbdiink mgia aetemde FARITobbend, tohihothy vakdatgeparaficleiger

may be modified accordingly, and the routine which may interpret and return
sithe-odsteait Apecifi€ ghfermpidn megyalso be roodifiediacdarmiéngty. -a3®Fs
To support both target priority and target fail-back, a Dfs client may attempt
c Ifedritackay anotherdadbatiowsr st thstrandiogkighatpitrysbmenesite-
embodiment, a Dfs client may not fail back to another target at the same site
coStoanal/dor same piorioyr atyhesurthetlycastiventilgetactive target.

A target-set may be defined in an embodiment to be a
bounded-set of targets. For example a bounded-set of targets
may be a set of randomly sorted targets having the same site-
cost. An indication of a boundary for a bounded-set of
targets may be made, for example, in a referral response by
including an indication of a boundary in a referral entry.

Accordingly, a referral response to a Dfs client for a
root/link may indicate in an embodiment whether or not fail-
back 1s enabled for the root/link and may also indicate the
bounded-set boundaries between the targets returned. In one
embodiment, the format of a previously existing referral
response for a root/link may be used by adding a new bit field

in the existing bit field definitions in both the referral

header and referral entry as follows:

typedef struct {

USHORT PathConsumed; // Number of WCHARs consumed in

DfsPathName
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A target-set may be defined in an embodiment to be a bounded-set of
targets. For example a bounded-set of targets may be a set of randomly
sorted targets having the same site- cost. An indication of a boundary for a
bounded-set of 10 targets may be made, for example, in a referral response
by i0gHART AuinBROPREFerieUsiary in auefesal emtry-efeeriingly, a
referral response to a Dfs client for a root/link may indicate in an embodiment
whether or coh#edli hedk Isegreabled for the root/link and may also indicate the
15 bounded-set boundaries between the targets returned. In one
embodimentdite {ormat of a previously existing referral response for a
root/link may be used by adding a new bit field in the existing bit field
definitions WLGNG tiRe feferrall derderand réferrdV eithemefidiows 20
typedef struct { USHORT PathConsumed; // Number of WCHARSs consumed
in DfsPathName RaTew el 1] NunebarefRefaklsarMensber of referrals
contained here struct { ULONG ReferralServers : 1; // Elements in 5

Referrals[] HiONGeSdigsagesServers : 1; // Elements in Referrals[]

are storage servers
ULONG TargetFailback : 1; // Target Fail-back is
enabled for this namespace root/link
}:
ULONG ReferralHeaderFlags
}:
union { // The vector of referrals
DFS_REFERRAL_V1 vi1;
DFS_REFERRAL_V2 vZ2;
DFS_REFERRAL_V3 v3;
DFS _REFERRAL V4 v4;
} Referrals[i]; // [ NumberOfReferrals ]
//
// WCHAR String Buffer[];// Used by DFS ..
REFERRAL_V?2

//

3} RESP GET_DFS_REFERRAL;
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ULONG StorageServers : 1; // Elements in Referrals[] are storage servers
ULONG TargetFailback : 1; // Target Fail-back is enabled for this namespace
root/link 10 ULONG ReferralHeaderFlags union {// The vector of referrals
DFS REFERRAL Vi vl; 15 DFS REFERRAL V2 v2; DFS REFERRAL V3 v3;

tyPESHERERRAGNKT \FF KReaterairiBll/ [vwpberOfftefemals |RERBRRAL ;
WCHAR String Buffer[];// Used by DFS REFERRAL V2 // RESP

typPEdEF SOEERRAL; - 38 typedef RESP -GET-DFS-REFERRAL *PRESP
GET DFS REFERRAL; typedef struct { USHORT VersionNumber; 4
USHOIRORSiz&/ ek Sizerdiuhisevhiol# £lement 5 USHORT ServerType; // Type
of server: 0 == Don't know, 1 == SMB, 2 == Netware
USHORT Size; // Size of this whole element
5 USHORT ServerType; // Type of server: 0 == Don"t know,
1 == SMB, 2 == Netware
union {
struct {
USHORT StripPath : 1; // Strip off PathConsumed
10 characters from front of DfsPathName prior to
submitting name to UncShareName
USHORT NameListReferral : 1; // This referral
contains an expanded name list
USHORT TargetSetBoundary : 1 // Denotes this target
15 is the first in a target set // All targets in
have the same site-cost or priority rank;
}:
USHORT ReferralEntryFlags
}:
20 ULONG TimeToLive; // In number of seconds
union {
struct {

USHORT DfsPathOffset; // Offset from beginning of

this element to Path to access
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union { struct { USHORT StripPath : 1; // Strip off PathConsumed 10
characters from front of DfsPathName prior to submitting name to
UncShareName USHORT NamelListReferral : 1; // This referral contains an
expanded name list USHORT TargetSetBoundary : 1 // Denotes this target

15 is the firgSRGRrOis3et toidh targpistinOfeethe semefkesesipopriority
rank; USHORT ReferralEntryFlags 20 ULONG TimeToLive; // In number of

seconds union { $ietgi HRBOBT RisPatkQésrinkt Qftses frenpheinning of
this element to Path to access - 39 USHORT DfsAlternatePathOffset; //

Offset fromUBEQ@RMiNgediiibiskéleoheat 50§ Byecth) UFHORfiset From
NetworkAddressOffset; // Offset from beginning of this element to Network
path 5 GUID ServiveSiteGun) /bThelgusl ol dneaite irudetu@HORATh
Special NameOffset; // Offset from this

5 GUID ServiceSiteGuid; // The guid for the site

}:
struct {
USHORT Special NameOffset; // Offset from this
element to the special name string
10 USHORT NumberOfExpandedNames; // Number of expanded
names
USHORT ExpandedNameOffset; // Offset from this
element to the expanded name list
}:
15 } DFS_REFERRAL V4;

typedef DFS_REFERRAL_V4 *PDFS_REFERRAL_V4;

Those skilled in the art will appreciate that other data
structures, such as a separate data structure, may be used for
20 providing an indication of bounded-set boundaries between
targets In a referral response or for indicating whether or
not fail-back may be enabled.
FIG. 7 presents a flowchart generally representing the

steps undertaken for failing back to a higher priority target

- 40 -



10

15

20

element to the special name string 10 USHORT NumberOfExpandedNames;
/l Number of expanded names USHORT ExpandedNameOffset; // Offset
from this element to the expanded name list 15 } DFS-REFERRALV4;
typedef DFS-REFERRAL-V4 *PDFS-REFERRALV4; Those skilled in the art

thatl arpyepate ad oiferitlada ssiteddrepefeatrad asepptaieslaim stiveioreiance
may be used for 20 providing an indication of bounded-set boundaries

wiliweaendergait g relesrai respoopermr forlindicaitiowdhethdooinenhts of a
fail-back may be enabled. FIG. 7 presents a flowchart generally representing

tathge stefs ilhdesaiake p ddrifaylingrivackdnnehighetpeority sarget vedd doatpuag r
be used with a sorted referral response in accordance with an aspect of the
23bveayorsdmzaiind® emdboiimeatsaaft tagge tsl-hecdkenbloy esvirenrment,
the Dfs server computer 230 may sort information about targets based-on
awsitrebesmrendss. tih iigs mostie, tideeferfibnraspbnse sponsssaatially consist
of two target-sets: one set containing the targets in the same site as the
esdnit talhbyt@arGal sitd tfe Giltertsargehtshaing tagees sediteccatitadihtng the
the client computer 205. Initially, targets in each set may be ordered
targets iIn the same site as the client computer 205 and the
other set containing targets in sites other than the client
computer 205. Initially, targets In each set may be ordered
randomly.

In another embodiment, the Dfs server computer 230 may
sort referrals based on a target-priority. In this mode of
operation, the referral response may be sorted into multiple
bounded-sets. Each bounded-set may include targets that may
have the same target-priority as determined by the Dfs server
requesting the referral. The bounded-sets may be ordered in
terms of decreasing target-priority, such that targets of
highest priority may be in the first bounded-set; targets
having the next highest-priority may be in the second set, and
so on. Initially, targets in each set may be ordered
randomly.

The Dfs server computer 230 may also use a combination of

sorting parameters in establishing the sorted referral

response. For example, a first sorting may be to move same-
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10 randomly. In another embodiment, the Dfs server computer 230 may sort
referrals based on a target-priority. In this mode of operation, the referral
response may be sorted into multiple bounded-sets. Each bounded-set may
include targets that may 15 have the same target-priority as determined by

sitte Riarpseey tenugsdingdhe odfetiab Thistoundelesefs teamybe Sraripdhe
terms of decreasing target-priority, such that targets of highest priority may
sobaéttheslretiboundgbbetl tasgdisr haviog the sext bigbdsimirtdritg Ay be For
the second set, and 20 so on. Initially, targets in each set may be ordered
examoban)y allle Béa-gertsr hawpoterd3Gansp@isotaest g bobdlndtigyhoforiority
sorting parameters in establishing the sorted referral response. For example,
may fibst sedimigeohagdetioemtop safethel sitbdergels resmoiopenf the ikkewise,
Then, targets may be sorted based on global priorities associated with each.
alfortargetie, eMargetahaasger asstiagédlgpdbal dighppriarity tyaydoe be
sorted to the top of the referral response. Likewise, 5 all targets having an
soadstidted Hhebadtvkpriontd; g bki sdried e, bdttem oéntad iknPhdargets
the remaining targets (which may be referred to as global normal) may be
(wdrgdd nathdenicefennhdl dsisaased @padtencazeal) may be sorted

further into bounded sets based on site-cost.

In another embodiment, a second sorting may establish
bounded sets based on site-costs and denoted by set boundary
bits In the targets at the top of each set. Then, each
bounded set may be sorted according to target-priority such
that within each bounded set (which may inherently have the
same associated site-cost) the targets may further be ordered
according to a priority associated with each target. Thus,
within the bounded sets based on site-cost, the targets at the
top of the bounded set may be associated with a high priority,
the next grouping of targets may be associated with the next
highest priority (normal, for example), and so on.

In yet another embodiment, the previous two embodiments
may be implemented together such that targets are sorted by
priority on a global basis and within each bounded set. Thus,
when a client computer 205 requests a referral at step 702, a

sorted referral response may be provided by the Dfs server
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In another embodiment, a second sorting may establish 10 bounded sets
based on site-costs and denoted by set boundary bits in the targets at the
top of each set. Then, each bounded set may be sorted according to
target-priority such that within each bounded set (which may inherently have

colfisusamnexspocialer sitd-tepl theigigesrmanjurthrireegrecttempting
according to a priority associated with each target. Thus, within the bounded

toseistaski s siteneesitineitesgaid ehtheadop ehigdtolndedret reficbeal
associated with a high priority, the next grouping of targets may be
resgEnviedovithetbe meknh ehighest Piiosity ooambhddeetamplel, ard scep. 204.
In yet another embodiment, the previous two embodiments may be
Foim@eerep e, toge et terch thatayr deds raael soted ey tatdritgloncaglobat i vity
basis and within each bounded set. Thus, when a client computer 205
wildyutbts aexférrtibangstep Vio2thesdristrafdrriibnegptissd mabite peokadachl
by the Dfs server - 42 computer 230. The client computer may then begin
resienpting tohsmaldichrenhevtivily widy ebeh estabihithbedfentthrespdagget,
to determine the first available target at step 704. For example, an attempt
theapaetihaddas ctaligiell coayebvigesughatedersiatiig is@le fsteget at
targets in the referral response. When connectivity may be established with
stgRardee -the particular target may be designated as the set target at

When one or more previous targets that may be more
optimal than the set target become available again, the DFS
client may continue to use the set target for purposes of
continuity and seamlessness, or may acquire or reacquire a
more optimal target available. Advantageously, having a fail-
back policy and bounded sets of targets allows for a more
optimal target, such as a target with a higher target-
priority, to be acquired or reacquired when available.

Thus, 1T the target fail-back policy specifies (for
example, having a target fail-back policy bit set), the client
computer may determine that a more preferred target, such as a
target within a more preferred bounded set, i1s available at
step 708. The determination may be made at any time and may
be initiated by the client computer 205, the Dfs server
computer 230, or any other remote computer. Furthermore, the

priority check time may correspond to an elapsed amount of
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step 706. When one or more previous targets that may be more 10 optimal
than the set target become available again, the DFS client may continue to
use the set target for purposes of continuity and seamlessness, or may
acquire or reacquire a more optimal target available. Advantageously, having

tindéaik hack nedevBrd Svingedisetseftiatgatyatlows Farra eyeif g beqpticnal
target, such as a target with a higher target- priority, to be acquired or

c I'easquitenhpdesraziiBbleayT ke dkh€ daroet falHeackordlins Epesiigetfaifter
example, having a target fail-back policy bit set), the client computer may

30detenuiresthai aceorehw eferesittasgdt, tatiget awas tageabdthghadnore
preferred bounded set, is available at step 708. The determination may be

Fumtlde ratyey finthanp nay beyindiasek byt iveschieay coomueap20is) tie Dds
server computer 230, or any other remote computer. Furthermore, the

paprtanity Ehecit line oy dayrespoth taan eNapsedrerhuhoofr- 48 tienesivickive
establishing the set target. For example, the client computer 205 may check

mifoutesore Siitirhdl thugdthefie; Iheniputeosirkye ihbdich dekrnargeayas
established. Further yet, the priority check time may correspond to a 5 )

copadispRNEnkocoftdng, ¥atl agexkry rakestr dosvery fivkenifinass thel client
further, the priority check time may

computer 205.

At the priority check time, 1f a higher target-priority
target may be available, then connectivity may be established
with the available higher target-priority target and the
higher target-priority target may be designated as the set
target at step 712. However, 1T there may not be any target
available with a higher target-priority, then the set target
may continue to be used as the current target at step 710.

Thus a simple method of ranking targets within Dfs i1tself
may provide useful sorting advantages. Server target priority
may coincide with site-costing as described above. Server
target priority may create a hard ranking between targets such
that a lower priority target may not receive traffic i1f the
higher priority target is available.

As described above, a referral response may be sorted

into bounded sets based on each target’s associated site-cost.

With server target priority, these bounded sets may still be
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correspond to the very next request for a file from the client computer 205. At
the priority check time, if a higher target-priority 10 target may be available,
then connectivity may be established with the available higher target-priority
target and the higher target-priority target may be designated as the set

bateegetait steie 7¢3stowevelc debemgayaieydesany segaievai@btowith a
higher target-priority, then the set target 15 may continue to be used as the

prawrdrtyangey as stapl il & xteus asipleosetssirafingkiog izmeiawitoin
Dfs itself may provide useful sorting advantages. Server target priority may
tatgetide wWith tilecesity amgeheribeltloazvea Fgetes teaigdingiarty nsgme
create a hard ranking between targets such 20 that a lower priority target
siaycus tecaide saffiedithea hggnker prioatyityget is available. As described
above, a referral response may be sorted into bounded sets based on each
targSsrassockasd eite goso Nty seaye argess priesien tieesal bownmied sets
may still be - 44 based on the cost of accessing targets. Server target
empetitpendy bynAdyexieanties cost sarting thijerialfas sasgts aspiheodaty
may be those targets having the same site-cost and server target priority. 5
ragkrver Raryer pitdritg kaspsos ropyeseatedafiioned at two levels: locally,

within sets of targets of equal site-cost, and globally.
Within each of these, there may be a coarse ordering of high,
normal and low priority targets. This may provide five

priority classes:

Global high
Site-cost high
Site-cost normal
Site-cost low

Global Ilow

which may be ordered in the priority listed . Note that there
may not be any separate '"global normal™ class since that may
be considered equivalent to the site-cost classes. Priority
rank may be a simple integer ranking - 0, 1, 2, and so forth.
In ordering a referral, the process In one embodiment may

be as follows:
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embodiment by two values: a priority class and a priority rank. Priority
classes may be defined at two levels: locally, within sets of targets of equal
site-cost, and globally. Within each of these, there may be a coarse ordering
of high, 10 normal and low priority targets. This may provide five priority

clasges: Glehal highsSigeFcgadiiah Hi Glie0st Hauhal ISikRotdeyeCPhedy
low which may be ordered in the priority listed . Note that there 20 may not

bebd dasyisiparaie "alboabnwidl” dhass pammaithanhgaygllebalsideieal ™
equivalent to the site-cost classes. Priority rank may be a simple integer
taagkds) - 0, 1, 2, and so forth. In ordering a referral, the process in one
embodiment may be as follows: - 45 1. the sets of global high and global
low argets thas detid eetfiesk tdonayitbeh @ lemanhinggiolia mbbyatirder of
targets 2. these three sets may be placed in priority order of 5 global high,
glglobdl nargie) aplickielalnowmalif and@xglsimmlpdimy may be set, then
targets

3. iT an exclusion policy may be set, then targets
within the exclusion set may be removed.

4. within each of these three sets, the targets may be
ordered by the site-cost mechanism (either local site or by
full site-costing), producing bounded sets of targets of equal
site-cost

5. within the sets of global normal™ targets of equal
site-cost, targets may be ordered by priority class i1.e.,
site-cost high, normal and low.

6. within the bounded sets of targets of equal site-
cost and priority class, targets may be ordered by priority
rank (O being the highest).

7. within the bounded sets of targets of equal site-
cost, priority class and priority rank, targets may be
randomly shuffled for load balancing.

Those skilled in the art will appreciate that an
implementation may choose to perform theses steps in a

different order or may choose only to perform some of these

steps for purposes of efficiently or flexibility, while
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within the exclusion set may be removed. 4. within each of these three sets,
the targets may be ordered by the site-cost mechanism (either local site or
by 10 full site-costing), producing bounded sets of targets of equal site-cost
5. within the sets of "global normal” targets of equal site-cost, targets may be
achievah gy enerisasiaseffeciteaprbiniathawemakpat-ttimgl Feowithinghecope
bounded sets of targets of equal site- cost and priority class, targets may be
ofordesed by peintityi nainibeing the highest). 7. within the bounded sets of
targets of equal site- cost, priority class and priority rank, targets may be 20
randerap sbcHiblyor lbadsmlarsndel dse Sdies! inrthelaet wildgprdciatehich
that an implementation may choose to perform theses steps in a different
a ateeot mayuditbasecaly & panfgertsome of these steps for purposes of
efficiently or flexibility, while - 46 achieving the same effect and without
departing from the scope of the present invention. Graphically, these may be
the sets in the order in which a client would receive targets: 5
[global high priority class]

[site-cost high priority class for targets of site-cost=0]
[ normal cost=0]
[ low cost=0]
[site-cost high priority class for targets of site-cost=1]
[ normal cost=1]
[ low cost=1]

[global low priority class]

Since the target-priority information may be on a per-
target basis, the natural place for maintaining this
information may be in the Dfs replica meta data information
which includes the list of targets for each root/link. Each
target"s information may be defined by the pseudo-structure

below:

FILETIME ReplicaTimeStamp;
ULONG ReplicaState;

ULONG ReplicaType;
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[global high priority class] [site-cost high priority class for targets of
site-cost=0] normal cost=0] low cost=0] 10 [site-cost high priority class for
targets of site-cost=1] normal cost=1] low cost=1] [global low priority class]
15 Since the target-priority information may be on a per- target basis, the
natuggHd®Ree for nsaiptadingtiRiB eintprmation may be in the Dfs replica meta
data information which includes the list of targets for each root/link. Each
targgiCHAR rmatiogeway brawépsd byd i pseudogtiture 20 below:
FILETIME ReplicaTimeStamp; ULONG ReplicaState; ULONG ReplicaType;
- 47 USHBIDIRT SedverNeNzsiengtiy tNCHAR
ServerName[ServerNameLength]; USHORT ShareNamelLength; WCHAR
ShaitARe[Shar&damelamgth$ha e aeetrebodiment, target priority may
be encoded in a

5
In one embodiment, target priority may be encoded iIn a
UCHAR for storing in the meta data:
- Bits 0-4: priority rank within priority class
- Bits 5-7: priority class
10 The priority classes may be represented in an embodiment
by the following values:
Site-cost normal (Default) 0x0
Global high oxl
Global low Ox2
15 Site-cost high Ox3
Site-cost low Ox4
As an example, a target of priority rank 1 within the
global low priority class may be encoded as
20 Bit 765/743210

010700001

This encoding may provide for 32 priority-ranks, and 8

possible priority classes, of which 5 may be defined using the
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UCHAR for storing in the meta data: Bits 0-4: priority rank within priority
class Bits 5-7: priority class 10 The priority classes may be represented in
an embodiment by the following values: Site-cost normal (Default) Ox0
Global high 0x1 Global low 0x2 15 Site-cost high 0x3 Site-cost low 0x4 As

prad ekaypiearsktasgetf ghi@lithigh 1 wittie-tbesglohablow wiardy ctise may
be encoded as 20Bit 76543210 010/0000 1 This encoding may

noprexlde ol B2-frwsity-lovks, and 8g pobsiblelpiority Rlogsed tof wiiak Smagybe a
be defined using the - 48 priority rank of global high, site-cost high, site-cost
valoendfrsite-0otido®1and pidbad lvoriiatdy eahkthayHirghestup frbordty .
31, with 0 considered the highest priority. Thus targets with priority rank 0
Thosy teengtdreed Fitst go1di 6 thidse wln lpriorityaanked Inetiy beadturnes tasind
within each set. A utility, such as DfsUTIL, may be used to expose the
those with priority rank 31 may be returned last within each
set.

A utility, such as DfsUTIL, may be used to expose the
priority class definitions directly for set/view operations.
Alternatively, a user interface may expose the priority
classes via radio buttons on the target property page. Both
DFfsUTIL and the Ul may choose *site-cost normal priority
class™ as the default.

Target priority may be considered an attribute of a Dfs
target. Accordingly, the above UCHAR value may be stored as a
per-target attribute in the Dfs object, both in the active
directory and registry, In one embodiment. A new

DFS_REPLICA_INFORMATION structure may be provided as

following:

typedef struct DFS_REPLICA_INFORMATION

{
PVOID pData;
ULONG DataSize;
UCHAR TargetPriority;
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priority class definitions directly for set/view operations. Alternatively, a user
interface may expose the priority 10 classes via radio buttons on the target
property page. Both DfsUTIL and the Ul may choose "site-cost normal
priority class" as the default. Target priority may be considered an attribute of
a Dfs targescAsgfrdnglyibeedove UCHAR value may be stored as a 15
per-target attribute in the Dfs object, both in the active directory and registry,
in one embodongent. A neve JIAS&SHAEA INFORMATION structure may be
provided as following: 20 typedef struct DFS REPLICA INFORMATION {
PVOID pDataON@ ONG Relabizg TYRHtAR TargetPriority; - 49 UCHAR[7]
Unused; ULONG ReplicaState; ULONG ReplicaType; UNICODE STRING
ServerNamig\ bGORNECDEISTCRB¢® \&idtaName;
DFS_REPLICA_INFORMATION, *PDFS_REPLICAINFORMATION; }
UNICODE STRING ShareName;

DFS_REPLICA_INFORMATION, *PDFS_REPLICA_INFORMATION;

DFS_TARGET_PRIORITY_CLASS may provide a new enum type

that may define five possible target priority class settings

in one embodiment:

typedef enum {
DfsinvalidPriorityClass = -1,
DfsSiteCostNormalPriorityClass 0O,
DfsGlobalHighPriorityClass,
DfsSiteCostHighPriorityClass,
DfsSiteCostLowPriorityClass,

DfsGlobaLowPriorityClass

}DFS TARGET PRIORITY CLASS;

The default target priority setting may be <

PriorityClass = SiteCostNormalPriorityClass, PriorityRank =

This may be by design since the default value of

downlevel meta data will be 0. The value for
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DFS_TARGET_PRIORITY_CLASS may provide a new enum type that may
define five possible target priority class settings 10 in one embodiment:
typedef enum { DfslInvalidPriorityClass = -1, 15
DfsSiteCostNormalPriorityClass 0, DfsGlobalHighPriorityClass,
DFefsfteCwstiNghhRaPrAyiddstyDERie Gasil ayePiordyelasehough it may be
DfsGlobaLowPriorityClass 20 }DFS TARGET PRIORITY CLASS; The default
1 oteegretipriqibi setiing ncayhpa redPricoityifiesd estiteiosinmrdBrivtipcliass .
PriorityRank = 0>. This may be by design since the default value of
dowmmlegelfio bloddtagyvid beue ttheevalay fide- plrovided to encapsulate
DfsSiteCostNormalPriorityClass may be 0 even though it may be lower in
therigdéy conipeoed odf DEsSigedo giid ghPr ibyitylass Titee/fdiewligestiugpide <
may be provided to encapsulate the definition of target priority which may be
prihertufle < Impsqrifyciagst pyiorigniank#in one eantbatimeantypedef struct
_DFS_TARGET_PRIORITY { DFS TARGET PRIORI TI CLASS
TargetPriorityClass; USHORT TargetPriorityRank

typedef struct DFS TARGET _PRIORITY {

DFS_TARGET_PRIORITY_CLASS TargetPriorityClass;
USHORT TargetPriorityRank
USHORT Reserved;

} DFS_TARGET_PRIORITY;
DfsReplica class which may represent a root or link
target in Dfs service may contain an instance of a new Class

DfsTargetPriority:

class DfsTargetPriority (
private:

DFS_TARGET_PRIORITY _TargetPriority;

DfsTargetPriority class may convert the packed UCHAR
containing target priority information taken from the DFS meta
data to the more usable DFS_TARGET PRIORITY form. It may also
create the packed UCHAR value given DFS_TARGET_PRIORITY. It

also may perform the mapping between the priority class
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10 USHORT Reserved; DFS TARGET PRIORITY; DfsReplica class which
may represent a root or link target in Dfs service may contain an instance of
a new Class DfsTargetPriority: 15 class DfsTargetPriority private: DFS
TARGET PRIORITY _TargetPriority; 20 DfsTargetPriority class may convert

dethipriacked WFHHIRS COARBETYRRTER PTIYrigLAEMatian tikepraortheyy il ass
meta data to the more usable DFS_TARGET_PRIORITY form. It may also

deffpaktivpacked FoHARvdliagivien BRE MERSEJaRRIORITY. it also
may perform the mapping between the priority class - 51 definition of DFS

TARGEERRIORIGY SHIAGS aRERhe QAio005Tass| RERIMAIDIONSanbfpr Istoring
in the meta data. An existing struct REPLICACOSTINFORMATION may be
coovescted tba aewalasslicdieddaitTeryddTsIinfgeiCast DifdargetCostinfo
private: ULONG TargetCost; // Site-cost DfsReplica *pReplica; // Server
priority is an
class DfsTargetCostinfo
private:
ULONG TargetCost; // Site-cost
DfsReplica *pReplica; // Server priority iIs an
attribute of DfsReplica BOOLEAN IsBoundary;
public:
BOOLEAN operator<=(DfsTargetCostinfo &rhs);
BOOLEAN operator!={DfsTargetCostinfo &rhs);
DfsTargetCostInfo& operator=(const DfsTargetCostinfo

&rhs);

The existing struct REFERRAL_ INFORMATION may be converted
to a class that will contain an array of DfsTargetCostinfo
objects. The logic regarding shuffling, sorting and
generating referrals may be encapsulated In this new class.
This class may also convert the generated array of
DfsTargetCostinfo objects into REFERRAL_HEADER format which

the DFS protocol expects.
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10 attribute of DfsReplica BOOLEAN IsBoundary; public: BOOLEAN
operator<=(DfsTargetCostlnfo &rhs); BOOLEAN
operator!={DfsTargetCostinfo &rhs); DfsTargetCostinfo& operator=(const
DfsTargetCostinfo 15 &rhs); The existing struct REFERRAL INFORMATION

mayisradvgriegria-egissihattatigrontair edrdrtgy pbyfgargeichsiiaioted
objects. The logic regarding shuffling, sorting and 20 generating referrals may
asbefFebhtapsilatedinens new tasgetsis alasainayraso eanvierythse
generated array of DfsTargetCostinfo objects into REFERRAL HEADER
cofmsab vwixth the PESifrotdcalezpectto- b2 Soettiegedfdnsfobg target So, if
priority may be implemented as follows. Given two targets, rl and r2, rl may
rlbe conshleretie sortfethasdteonzd ordeldd betike ki k8o {if I, < k2R, thelThe
sorted referral will look like {rl, r2}. The 5 implementation for that <=
1 mpdrapearidartisdies tortheHallowingcobyparvatan Ao klaegtoim thieayldiod lowing
priority class, priority classes may be compared first. And for targets in the
observgithhalriority classes, site-costs may be compared first. 10 1. If one or
both targets may be in a global priority
For targets in the global priority class, priority
classes may be compared first. And for targets in the non-
global priority classes, site-costs may be compared first.
1. If one or both targets may be in a global priority
class:

a. IT priority classes may not be the same,
determine the ordering based on the priority class. For
example, if rl1l may be in DfsGlobalHighPriorityClass, rl
may be ordered before r2 independent of r2°s priority
class.

b. Else, priority classes may be the same, compare
site-costs of rl and r2. rl < r2 if site-cost of rl <
site-cost of r2.

c. Priority classes and site-costs may be the same,
go to step 3.

2. Neither target may be in a global priority class:

a. IT target site-costs may not be the same, rl <

r2 if site-cost of rl1l < site-cost of r2.
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class: a. If priority classes may not be the same, determine the ordering
based on the priority class. For example, if rl may be in
DfsGlobalHighPriorityClass, rl 15 may be ordered before r2 independent of
r2's priority class. b. Else, priority classes may be the same, compare

site-costs af | andePs¢l s idé-sdesest bl <bsiteiceskehi@, 28red Psoribheck
classes and site-costs may be the same, go to step 3. 2. Neither target may

be ipz ptnbetpriolitsdass: arIf targel sit€-aobtsnenaybot be thetsigree i <

r2 if site-cost of rl < site-cost of r2. - 53 b. Else site-costs may be the same,
and pe bbedityproltgslaseepat-ed2 ol ry be in a higher priority class
compared to r2. c. Site-costs and priority classes may be the 5 same, go to
step 3. 3. Priority dateescast sitencdsisrmnay beythe kasses! may ibe ntdhe
have a higher priority rank (numerically lower) compared to r2. For the global
priorggotassgs, redersdiemndy. be first

3. Priority classes and site-costs may be the same. rl
< r2 if rl may have a higher priority rank (numerically lower)
compared to r2.

For the global priority classes, referrals may be first

ordered by site-costs and then ordered by priority ranks.
This may occur because that may be the model for comparisons
in other cases. For example, for priority classes which are
not global, only the priority-rank may be taken into account
when site-costs are equal.

FIG. 8 presents a flowchart generally representing the
steps undertaken In one embodiment for sorting a referral
response, iIn accordance with an aspect of the invention. When
a referral request may be sorted, various combinations of the
above-described methods may be implemented. 1In the embodiment
shown in the flowchart of FIG. 8, site-awareness, site-cost,
and target priority may each be used in sorting targets in a
referral response.

At step 802, a list of targets that may fulfill a client

computer request may be assembled for a referral response for
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10 ordered by site-costs and then ordered by priority ranks. This may occur
because that may be the model for comparisons in other cases. For
example, for priority classes which are not global, only the priority-rank may
be taken into account when site-costs are equal. 15 FIG. 8 presents a

sofaierprt gghenally sapreseptimpihe stangairsianipkennn ene esabedigppé fais
sorting a referral response, in accordance with an aspect of the invention.

th@/hesgagsteira) regugaiteay bagoted swriaes aantihaticaspobtiiethe list
above-described methods may be implemented. In the embodiment 20
asslmaen bethe fovesheoUsiI Glés sitd sedirage s e ansheard sargehpricritgp
may each be used in sorting targets in a referral response. At step 802, a list
806, targeta imatngat &rfjed limaty chmpstarteduestaoay beqgastentled o a
referral response for - 54 sorting. Then, at step 804, targets within the same
praitarastythe rdguestspecoripueal hay Hasgeds tasroopakeoe Watths daglobal
been previously described as site awareness. At step 806, remaining targets
higlayel sutidd/ac@y ding teadissd Stonaitg. Mbee $ogrifidallzhargetsget list
associated with a global high priority may be sorted toward the top of the
whiblgettRrgetie reges katodardttivita agloba lolayiopiti melthe nsaytebe
toward the bottom of the target list.
sorted toward the bottom of the target list.

Next, targets that may not be designated as either global
high or global low may be sorted according to an associated
site-cost. In one embodiment, such targets that may not be
designated as either global high or global low may be
designated as global normal. Thus, these targets may be
grouped Into bounded sets of targets such that each targets in
any given bounded set may be associated with a site-cost
similar or equivalent to all other targets in that particular
bounded set. Furthermore, each fTirst target in each bounded
set may include in one embodiment a set boundary bit that may
indicate the beginning of a bounded set.

Each bounded set may be further sorted at step 810 based
on priority associated with each target in the bounded sets.
Thus, targets within a bounded set associated with a high

priority may be sorted to the top of the bounded set and

targets within a bounded set associated with a low priority

- 55 -



10

15

20

Next, targets that may not be designated as either global 10 high or global
low may be sorted according to an associated site-cost. In one embodiment,
such targets that may not be designated as either global high or global low
may be designated as global normal. Thus, these targets may be grouped

maipthBogadaksete® thigetotudnthar etple tiygatsded L&y given btirded
set may be associated with a site-cost similar or equivalent to all other targets

mairibat, padichlab dumaeiedsset. aiyhdyenaseraach gt argetintgachnd may be
bounded set may include in one embodiment a set boundary bit that may
nestlecdte iehliegianis §td-scoatndsoirwingQ Bachdoundedset maybdiirtested
sorted at step 810 based on priority associated with each target in the
wilthumlesl stebdhupyrteogdtEywisor tlbayinded set associated with a high
priority may be sorted to the top of the bounded set and targets within a
bourddriiset adsosateakwikihedonpridréy a6 wial/ beapprettatbe Hdtt an
of the bounded set. In this manner, each bounded set may be sorted by
1mpdeitg abathan beayestedagithita gerdssotmesemictienari may be
_nested within a global priority sorting. 5 Again, those skilled in the art will
difffieeente tiden mplaemhinsmagthsote topefon thesus stéptheae
different order or may choose only to perform some of these
steps for purposes of efficiently or flexibility, while
achieving the same effect and without departing from the scope
of the present invention.

In this way, the system and method may support both
target priority and target fail-back. A client computer
system may attempt fail-back to another target of lower site-
cost and/or higher priority. The present invention may
advantageously support sorting referrals based on site-
awareness and/or target-priority. Sorting referrals based on
site-awareness may provide a set of targets in the same site
as the Dfs server providing referrals to the client computer
system and another set having all other targets. Sorting
referrals based on target-priority may provide bounded-sets iIn
order of priority where each bounded set may include targets

having the same target-priority as determined by the client

computer system requesting the referral. In one embodiment, a
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steps for purposes of efficiently or flexibility, while achieving the same effect
and without departing from the scope 10 of the present invention. In this
way, the system and method may support both target priority and target
fail-back. A client computer system may attempt fail-back to another target of

relpaier ske cospander Ngheberigsiytdbe RitscidvRivdngsey Having the
advantageously support sorting referrals based on site- awareness and/or

satmgeliftiesritpstording reteriada-basadjen spe-fovaiepess may provide a set of
targets in the same site as the Dfs server providing referrals to the client
compstecasystemseeharfatber tttdhafimaegh dtigpr dergeid Sbrtilegediption,
referrals based on target-priority may provide bounded-sets in order of
therigtgsdrete Bachribbuode sev rdgSnandenpngeie hasygtie samie method
target-priority as determined by the client computer system requesting the
Torefeledle imena eonbaiigeitt, Ba196- bafdkrahnek foansgatiay besortey ifior a
bounded sets having the same site-cost and server target priority. As can be
disdgri horetie kg ofyrdeniled estdstioonsbe toesemanuasibnipromides
an improved system and method 5 for determining target fail-back and target
c lgeorky compdigibutad liksdysidmtargspensayo baepiostkaed atelientcl ient
computer, a list of targets may be provided to a client
computer that may be sorted based on an assessment of a site-
cost associated with each respective target. Lower-cost
targets may be sorted to the top of the referral response, so
that a client computer may simply parse logically through the
referral response starting with the lower-cost targets to
attempt to establish connectivity before making an attempt to
establish connectivity with higher-cost targets.
Additionally, sorting targets may also be implemented using a
priority ranking of targets whereby , In one embodiment,
higher priority targets may also be sorted to the top of the
referral response. Furthermore, the referral response may be
further sorted to include provisions for both site-cost and
target-priority. Thus, groups of targets having an equivalent
associated site-cost may be further sorted within the group
according to an each target’s respective associated target-

priority. Any computer system may further use a sorted

referral response of the present invention to fail back to a
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computer that may be sorted based on an assessment of a site- cost

associated with each respective target. Lower-cost 10 targets may be sorted

to the top of the referral response, so that a client computer may simply

parse logically through the referral response starting with the lower-cost
higtieeispe iaianept tecasjeitlishcaswpstivbhoeiare Mkdthaatikagta ihew set

establish connectivity with higher-cost targets. 15 Additionally, sorting targets
targgelfarbe impkEisanted usingge t¥icsty takirgobieddels Wershite htoss

embodiment, higher priority targets may also be sorted to the top of the
anferaltttaspetse Fothetyore Ake igfenalraspiess toadhe thethsyswded and

to include provisions for both site-cost and 20 target-priority. Thus, groups of
mettingels tiavsgoano e ¢ divateng rasEbpcatdd aie-anthgey bendrtbensdridss needed

within the group according to an each target's respective associated target-
1 npianitgeApy camputangystaamanay further use a sorted referral response of

the present invention to fail back to a - 57 higher priority target by selecting

and \bsibaatihg a eve sdil ergesfremstigttofhd gy etosvaad avsording to

site-cost and/or target-priority. As is now understood, the system and
moghefispiiensoadd sidiifivziatiiveneoes Binddic@iss, needdd Blin

contemporary computing. While the invention is susceptible to various
illustrated embodiments thereof are shown in the drawings and

have been described above in detail. 1t should be understood,
however, that there iIs no intention to limit the invention to
the specific forms disclosed, but on the contrary, the
intention is to cover all modifications, alternative
constructions, and equivalents falling within the spirit and

scope of the invention.
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modifications and alternative constructions, certain illustrated embodiments
thereof are shown in the drawings and have been described above in detail.
It should be understood, 10 however, that there is no intention to limit the
invention to the specific forms disclosed, but on the contrary, the intention is

wHmTCOVST @l AMmedifcat®ns, alternative constructions, and equivalents falling
within the spirit and scope of the invention. 15 - 58 WHAT IS CLAIMED IS:
1. In a computer system, a method for locating a file in a network of
computers, the method comprising: 5 receiving a request, from a client
computer, fbnaalocatipoité & fiks/tated an mtEastiofe sehsrabimyiter fiide
network of server computers; determining a plurality of locations in the

1 nhetwoeitwd Ideredr coompuieesia withe tine ek stexnple s loopted; 10
generating a list of targets, the list of targets comprising a plurality of
refemralcaehatiewrhacarezppesit to Broequestdd életiocatigouibethe NBWOEK of
server computers; sorting the list of targets into bounded sets based on

I ozagatdnforihasio fdiereliimantsp theore @it stheiiii€ bengeee nEgactomputer in

respective file location and the client computer; and
a network of server computers;

determining a plurality of locations in the network of
server computers In which the requested file is located;
generating a list of targets, the list of targets
comprising a plurality of referrals that each correspond to a
requested file location in the network of server computers;
sorting the list of targets iInto bounded sets based on
target information for retrieving the requested file between
each respective file location and the client computer; and
providing an indication of the bounded sets to the client

computer.

2. The method of claim 1 wherein sorting the list of
targets Into bounded sets based on target information further
comprises sorting the list based on an assessment of site-cost
including dividing the targets into bounded sets such that
each target within each bounded set iIs associated with the

same site-cost as other targets in the respective bounded set.
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providing an indication of the bounded sets to the client computer. 2. The
method of claim 1 wherein sorting the list of 20 targets into bounded sets
based on target information further comprises sorting the list based on an
assessment of site-cost including dividing the targets into bounded sets such
that each target within each bounded set is associated with the same
site-cost as other targets in the respective bounded set. - 59 3. The method

of claim 1 witeremmertiovidiingrae liadicationlod iteel hoywrdndi sitado &re client
computer comprises providing boundary attributes, including a cost 5

i nbdwethontar@ettdved theucited cempsitaro4 thiee okibod of ofapu€ewherein
the boundaries of each bounded set are based at least partially on the

colopaicesf piregedengobqutelaassoatted bhutheeachitagkidi® g. Aheost
method of claim 2 wherein the boundaries of each bounded set are based at

belbastpariatpogetheaith trikcatibnesdsocaned téth the server computer
associated with each target. 15 6. The method of claim 1, further comprising:
iteratively attempting to access each target in the order

4. The method of claim 2 wherein the boundaries of each
bounded set are based at least partially on the location of

the server computer associated with each target.

5. The method of claim 2 wherein the boundaries of each
bounded set are based at least partially on a health
indication associated with the server computer associated with

each target.

6. The method of claim 1, further comprising:

iteratively attempting to access each target in the order
established by the sorting; and

when an attempt succeeds, establishing connectivity with
the first target that is successfully accessed as a set target

used for subsequent access requests.

7. The method of claim 6, further comprising:
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established by the sorting; and when an attempt succeeds, establishing
connectivity with 20 the first target that is successfully accessed as a set
target used for subsequent access requests. 7. The method of claim 6,
further comprising: - 60 determining if a target associated with a lower

site-geste imnaveilagleitp RIOtdegeibsageeirceeds vaauesss; Riweii- adawercost
site-cost target is available, changing the set target to the lower site-cost

i staageti b Idetvefhoovdidiaisubsebereint thecdeissningpé st taygand
associated with a lower site-cost is available comprises determining if a
targdatfassot et wih telopes tsittatgs ts againd hieheyechdmgénhg the
fail-back policy 10 pertaining to the target may be applied. 9. The method of

sedlaina Bgehetain the tdhgeeiaildok-polsly itasgetiated with the list of
targets. 15 10. The method of claim 8, wherein the target fail-back policy is
associated with a root that may be associated with each individual target in
the list of targets. 11. The method of claim 1, further comprising removing 20
at le8st ond iegeeithradhe fiscdfadnyets babedenranthkecdsioarpdicyng 1T a

target associated with a lower site-cost is available
comprises determining if a target associated with a lower
site-cost is available whenever a target fail-back policy

pertaining to the target may be applied.

9. The method of claim 8, wherein the target fail-back

policy is associated with the list of targets.

10. The method of claim 8, wherein the target fail-back
policy Is associated with a root that may be associated with

each individual target in the list of targets.

11. The method of claim 1, further comprising removing
at least one target from the list of targets based on an

exclusion policy.

12. The method of claim 1 wherein sorting the list of

targets iInto bounded sets based on target information further
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12. The method of claim 1 wherein sorting the list of targets into bounded
sets based on target information further - 61 comprises sorting the targets
according to a priority setting that is associated with each target. 13. The
method of claim 12 wherein the sorting further 5 comprises dividing the list of

colhgaiSeriodmtbied seie seeli-dotiseagtcaradnythio each bponiey sskieting
associated with a same site-cost as other targets in the respective bounded
thaat asdisecingatoniding éadie maarggsetting further comprises
ordering each target within each bounded set 10 according to an associated
target-priority setting. 14. The method of claim 12, wherein the sorting the
targets according to a priority setting that is associated with each target
furtheB conmiphnisesietideyahgothrgdta itavii®) avhs tempet-pherigogetimyg ofgiobhker
high at the top of the respective bounded set in the ordered list and ordering
cotspgdtsdmvihnva taggt-giherith ssttimgfoftglobaitswiattbe bmttoedf gets such
respective bounded set in the ordered list. 20 15. A distributed computing
thayteachomprigiag: & sbingr ceagbutboupelatysedupled assoetadiedthath a
server computer operable to provide a list of targets to one or more client
sagempikes FoREpaRse thadyksrgRtsarbetst headrespgaitdoredportimegctoset
a file located on a computer in
and the sorting according to the priority setting further
comprises ordering each target within each bounded set

according to an associated target-priority setting.

14. The method of claim 12, wherein the sorting the
targets according to a priority setting that is associated
with each target further comprises ordering targets having a
target-priority setting of global high at the top of the
respective bounded set in the ordered list and ordering
targets having a target-priority setting of global low at the

bottom of the respective bounded set in the ordered list.

15. A distributed computing system, comprising:

a server computer operably coupled to a network, the
server computer operable to provide a list of targets to one
or more client computers in response to requests for targets,

each target corresponding to a file located on a computer iIn
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- 62 the network, the file requested by the one or more client computers, the
server computer also operable to sort the list of targets according to an
assessment of a site-cost associated with each target, the site-cost
indicative of a 5 cost associated with retrieving a file from a server computer

theorreapaneing Endefampet fefirceend chyptiter reqeesingndie taiget
least one client computer coupled to the network, the client computer

comperebiestp reqeesieankictdevepfites ifram s ofher sbiputeyssooplechie thést
network; and at least one additional server computer having a requested file
oftheragetst acvespdmis tboatdeastassessitbn ttavdeta matideddythe server

computer. 15 16. The distributed computer system of claim 15 wherein the
assaventedpwieths aatter tpegte tdkertshd dstanstargeis icatacvendell a
sets such that each target in a respective bounded set is associated with the
cosdmasiteastart oth€htargésinvhagespetite bbunded sseave sucothatter
20 the bounded sets are sorted according to the site-cost associated with
cogaesrpgetinghd dotihded segdal. Tae Uistricdtieerdongompugdteneofustaiti ng
16 wherein the server computer is further operable to sort each target - 63
the target;
at least one client computer coupled to the network, the
client computer operable to request and retrieve files from
other computers coupled to the network; and
at least one additional server computer having a
requested file thereon that corresponds to at least one of the

targets provided by the server computer.

16. The distributed computer system of claim 15 wherein
the server computer i1s further operable to sort the list of
targets iInto bounded sets such that each target iIn a
respective bounded set is associated with the same site-cost
as other targets in the respective bounded set and such that
the bounded sets are sorted according to the site-cost

associated with each target in the bounded set.

17. The distributed computer system of claim 16 wherein

the server computer is further operable to sort each target
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within each bounded set according to a target-priority setting associated with
each target. 18. The distributed computer system of claim 17 wherein 5 the
client computer is further operable to designate the first available target as
the set target and to subsequently determine if the set target is associated

wiwhh thelyeshositedeest ydie mewvpamsgotiher eagefeth piaibstipfy setting
targets, and if not, switching to an available target having a 10 lower site-cost
assiod flatigdating hetacpettavyectthe lower site-cost as the set target. 19.

The distributed computer system of claim 17 wherein the client computer is

further operable to designate the first 15 available target as the set target

and to subsequently determine if the set target is associated with a more

prefd@ed piibetydilsdir sburpace ctunpbeetargyistetheFstc batemgdaig, ane ife in

not, switching to an available target having a more preferred priority and
theesidnaint themacge: 20isaving tiemooperefbited toiodesag tietsetthryefirst

- 64 20. In a computer system, a method for locating a file in a network of
avedrhpbtkes tasgedthas coheprizirty: taggedingndy toclienbsempearsl |

location of a file located on at least one server computer in a network of
ded@yed ecafipiifees;set target is associated with the lowest
site-cost when compared to other targets in the list of
targets, and i1f not, switching to an available target having a
lower site-cost and designating the target having the lower

site-cost as the set target.

19. The distributed computer system of claim 17 wherein
the client computer is further operable to designate the first
available target as the set target and to subsequently
determine 1T the set target i1s associated with a more
preferred priority when compared to other targets in the list
of targets, and if not, switching to an available target
having a more preferred priority and designating the target

having the more preferred priority as the set target.
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receiving a list of targets, each target corresponding to a location in the
network of server computers storing the file, wherein targets in the list of
targets are sorted based on target information for retrieving the requested
file 10 between each respective file location and the client computer; and

selegiing a largat eomprtstrofdggetmioraosessiod therildodifting a file

in a network of computers, the method comprising:

requesting, by a client computer, a location of a file
located on at least one server computer in a network of server
computers;

receiving a list of targets, each target corresponding to
a location in the network of server computers storing the
file, wherein targets in the list of targets are sorted based
on target information for retrieving the requested fTile
between each respective Tile location and the client computer;
and

selecting a target on the list of targets for accessing

the file.
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