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application clains the benefit of United States

Provi sional Application Serial No. 60/514,760, filed
on Cctober 27, 2003, and United States Nonprovi sional
Application Serial No. 10/882,527, filed on July 1,

et of ence. PORHARE BRI TRANSARTHN Brferrafiel " ™

invention rel ates gBnablehh\Gttart Beasse ecalput er

comuni cation systens, and, nore particularly, to

met hods and systens for providing end-to-end nessage

aut henticity and securing consequential evidence of a
transactlon 15 Background of the Invention End-to-end
088 eferangenio fed, Appligations nc| udes t hree

conponents nessage aut hentication to authenticate an
originating user of a transaction, message integrity

to endhiscanmisatiomelajrnsHedeeneis ofidaiied) &tat@ﬁ Ergdsional Application
in-transit, and 20 replay protection to protect

aggiahblp. 6@/|5rl 4yr 681 tiledlon. OCloher2? i 2, bpd UniedtStatasd

message authenticity is addressed through Public Key
NohpastisionalUXsplicRldn Setialdamol00882,527, flied snalychsE®4, both of
symetric key technol ogy. However, various aspects of

WW&e ligtBB¢ indohpcrafe@iureinasyrepsrehbemat i c.  1624104. 01

Field of the Invention

The present invention relates generally to secure computer
communication systems, and, more particularly, to methods and systems for
providing end-to-end message authenticity and securing consequential evidence

of a transaction.

Background of the Invention

End-to-end message authenticity generally includes three components:
message authentication to authenticate an originating user of a transaction,
message integrity to ensure that the transaction does not change in-transit, and
replay protection to protect against replay attacks. Conventionally, end-to-end
message authenticity is addresséd through Public Key Infrastructure (PKI)
technology, or in some cases symmetric key technology. However, various

aspects of the PKI render this technology problematic.
1624104.01
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WO 2005/ 045617 PCT/ US2004/ 035459 One of the main

di sadvantages of the PKI is that it requires secure
war@sages1pf private keys by the originating usPeT/UB$004/035459

these keys are sinply stored in a conputer system

the authentication suffices only to Iink the equi pment

with the transaction; the authentication suffices

only if one protects the corrputer system 5 from

unautdid bz g Qﬁ%ﬁ%dvgﬂfaﬁgg‘?%‘l ; uﬂ{y fbgtpg ﬁde FrelsYecIRNY

appl i cati1ons ue to t ately

995@§8ﬁ*8396%3*9§’§tb§’fh§¥5’§ EPing 0566 X'E@‘%%e'%?@? f%?@@yéﬂ%ed in
LoareRlRr siteap dis athenisbn s ﬁ%@;ﬂf@%@ kb e with the

is desired. Myregver, the flop di sk has the property
tiangaciiqn; dag, autft@nﬁea%wf@wwhéﬁ ongrefestoigeonyutenaystem
fl oppy cannot be sure if another person had not

frare unautiofized preesst Hihis mayhe wiadeeptabletdr ceanyampplications due
card or USB token may incorporate copy protection;

th dhveedigficulty lné adeqaatelygmotesting equiputerisysteand. afh @ute@hal device
system software, drivers, and sonetines hardware, all

sith &8 LHoppyedisip ok FS eardsAight be Siset dnere e SEWETBIKBY Mut this
the I nvention According to the nethods and systens of

HeRSrov&s &be URYWRIMY S eRperlshie) BsH&GalyPvh BfeANidesPad

message aut henticity includes accepti'ng transaction or

§stéﬁ5|né?:5rpirs'ﬂ%ts'ir88 W@g\gé r fﬁ% ff’orﬁ)fgyo%k qusl 918 BrBpLty Bfht it can

or aut nticating an I Nng use

o I the_t ra sact e
FEIRIOPEE S8e oG %P@S@e?@e%aamq B8k Pt ppreon had
he en us const.ru he fir taltem IS
noéegevmﬁ?f Yorteg e Bogvinebno § boliGhs P uEicar er USEb(Risen tay
data item and authenticating the originating user
lrmrp@{atm@o@y protedlionahoweygr, these devices may require installation of

system software, drivers, and sometimes hardware, all of which precipitate user

resistance.

Summary of the Invention

According to the methods and systems of the present invention, a
technique for providing message authenticity includes accepting transaction or
other information, accepting a first data item used for authenticating an
originating user, cryptographically processing the transaction information using
only a second data item, wherein the entropy used to construct the first data item
is less than the entropy used to construct the second data item, and

authenticating the originating user using the first data item.
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2 WD 2005/ 045617 PCT/ US2004/ 035459 According to an
aspect of the invention, the first data itemis

wobdogionssd7 f rom an aut hentication token. |n thi BCDESE04/035459

the first data itemcan include a sequence of digits
corresponding to those displayed on an external

devi ce, such as, for exanple, an RSA authorization
token, a credit card, etc. Usually, the first data 5

ARl L T Ay U g o

dat a to 2 t he f
S8 pnen TGt ioRe R Mot e die, frat Batarieh e ﬂf}erd,uédena seencs
second data itemw ||l generally be nuch |arger,

of digits sprrespongdingcte thesq)else@e{ad aﬂfﬁb%ame\} dewpeo%ucg a5, for
aut hentication. 10 According to an aspect of the

exaraplei am RSA autherization iolseai aewditraend teie. Usually, the first data
aut henti cation token contributes to the first data
itétrawand basharalally imddrydi ugert d yaivat hauesfpdbée nombtenef digits
i nvention, the authentication token is a one-way

@éﬁé&p@hdﬁ@ttwﬁe firdteata iera Gird largLrdos et hat gaserak thefirst data
the invention, the external device is not 15

RARGHN BB'acﬁf{drb/alﬁﬁﬂﬁ\%bﬁgsfriﬁg%n@lQHBlébéén&Méiaq{'@m will generally
Accor di ng to anot her aspect "of the invention, the

i 6 o IR e R o o

aspect of the invention, consequenti al
%RIJ}F' ﬁC@éIOBf the transaction is kept. This evidence

o9 rAcesnolnan Beeays DRUMGAIAG TIREmERaR R o he

information, the first data item the second item
aviheniicationrioken eontribwtes e the firt datpiiies axausivaly. wel |

as other information. At a subsequent point, the
t r ansAeddrdingda@nbthes laspect of the invention, the authentication token is a

one-way authentication token.

According to another aspect of the invention, the external device is not
electronically connected to a computer system.

According to another aspect of the invention, the first data item is
inaccessible to an entity authorized to process the transaction.

According to another aspect of the invention, consequential evidence of
the transaction is kept. This evidence can include a message written to a
tamper-resistant log record, the message including the transaction information,
the first data item, the second item, and an identifier for the originating user, as
well as other information. At a subsequent point, the transaction can be shown

to have been sent by the originating user and received by the intended recipient,
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to have been sent by the originating user and received
by the intended recipient, 3 WO 2005/045617

wEADsEBO0D4/ 035459 by consulting the | og recordl/US2004/035459

Preferably, the validity of the transacti on would be
ascertai ned by an independent, nmutually trusted third
party. These and ot her aspects, features and

advant ages of the present invention wll becone

S et OB AT P ih e
ERCRAEA DY 4 eheendRE AR CEY Bste G PRyl ver

di agr illustrating the Portable Security Transaction
10 Pr 3‘?%&6@“9 W)?S%PPG’ features andadviaptages ofdhe praspnt
diagramfor the PSTP, FIG 3 illustrates an exenplary
hiReatiiga Withpeceme ppearent fiomyherfall@uing dlegsiledsl escription of
architecture for providing consequential evidence of
prefesed ambatimesis) ghidheis REHR;redd it dBnestion withtthataesompanying
exenpl ary screen display of a val ue-bearing

torawingst i on entry formfor securely wring noney using

the PSTP; FIG 6 illustrates a RSA Securl D t oken

useable to generate a unique nunber; and FIG 7
illustrates the architecture of a RSA Securl D t oken.

Hhict DM ARRRIP P DRl ings2004/ 035459

FIG. 1 is a high-level diagram illustrating the Portable Security Transaction

Protocol (PSTP);

FIG. 2 is an exemplary activity diagram for the PSTP;

FIG. 3 illustrates an exemplary message layout;

FIG. 4 illustrates an exemplary architecture for providing consequential
evidence of a transaction using the PSTP;

FIG. § illustrates an exemplary screen display of a value-bearing
transaction entry form for securely wiring money using the PSTP;

FIG. 6 illustrates a RSA SecurlD token useable to generate a unique
number; and

FIG. 7 illustrates the architecture of a RSA SecurlD token.
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Description of Preferred Enbodi nents Throughout the
description and drawi ngs various terns and expressions

wae@soswd’ Wi t h nmeani ngs as per the followi ng PCT/US2004/035459

definitions. Asymmetric Cryptography: ASYM e, K)
denotes that public keying 5 material, e, encrypts
informati on, K, for the purpose of providing
confidentiality. It is assumed that ASYM conbi nes an

%geﬁ'pﬂgn'ﬁtg{@%%a :gn%?oméﬂﬁt ric encryption
- yption schene rrust ensure

the integrit the encrypted . nformation

spect ThEtapalibing dneCaliiredd hEvangh Fiia s o expressions
encodi n% I S RSA Encr t|o @H;,mtl e wth Optinal

AES WS4 fﬁnﬁm%ﬁ% iRg de feipes. ‘OAEP). This
mechani sm ensures both confl dentiality, and has the
property of cypertext indistinguishability which has

been 4RBHAMALH %@’P@Q{@PO&I %%YM&%K.%@'ﬁnﬁasﬁeﬁhowhhakey@se

M Bellare et al., Relations among Notions of

Satenial; ¢, anaryima fornation, Kn éarythe iperpaserafmseviding confidentiality. It
International Association of Cryptologic Research,

98B unved thiat ASYivh compimeatamdeitedeigimethadekigh en tae)/mmmric
this 15 disclosure, the notation RSAESOAEP( e, K)

eRBgbesen Rt i The nésulting ehb?/ptnaﬁssen@hélrﬁuét@nsum thenntegrity
accordance w th RSAES- OAEP exanpl e public key is

bl Sel Woﬁﬁaﬂd?\e A cifleadxaPibI S BF ¥8§m ﬁ\%trlc,sé’ﬁﬁﬁfg%&y with

Crypt ography: SYM enotes that synmetric keéy,

égcc?tﬂﬁ YdokéA' Icggé]fﬁnallgﬂpltwe th é@ﬁ?anAQﬁﬁﬁ]eﬂfc Encf‘ryptlon

prOV| ng con spe exanp

PRI (RS ARl s Hlasgﬁagggﬂ%%g AR gt%wﬂy, L4 has
&{9&?&%3 ;9%' ”%w?%m@l.neuléﬁﬁﬁxge@%%ﬁ@ﬁﬂ:@pﬁ own to be

cryptography include but 5 WD 2005/ 045617
eqivalspbtun@s e eability (See M. Bellare et al., Relations among Notions of

Security for Public-Key Encryption Schemes, International Association of
Cryptologic Research, 1998, which is incorporated herein by reference). In this
disclosure, the notation RSAESOAEP(e,K) denotes encrypting K with the
asymmetric key, e, in accordance with RSAES-OAEP. An example public key is

the public key of the application server e..

Symmetric Cryptography: SYM(k,y) denotes that symmetric key, k,
encrypts information, y for the purpose of providing confidentiality. A specific
example of symmetric cryptography is Advanced Encryption Standard (AES) in
CBC mode using a 128-bit key that was created using 128 bits of key entropy

denoted AES(k,y). Other specific example of symmetric cryptography include but



10

15

20

are not limted to AES in CBC node with 192 or 256 bit
keys created using 192 or 256 bits of key entropy,

WO e@poetsivel y; or Triple DES using a 168-bit KRYT/US2004/035459

Message Digest: MD(x) is a determnistic function
mappi ng bit strings of 5 arbitrary length to bit
strings of fixed |length such that MDis
collision-resistant and one-way (non-invertible). A

%Eﬁﬁ%lhﬁi&%é@)ngtaiﬁ E%F)?C n”f@?@ﬁﬁ?%ﬁﬁg??{bﬁ% Ipo% ?:%algé’d using 192
‘5225@§§atq?§@§§¥ﬁ3w”er§§r?€c§iw%§§ 5 &l‘)léﬁéé%w,a Ef;s-but key.

appl i ed agai nst data, z. A 10 specific exanple of a
nmessage aut hentication code function is HVAC, using a
160-bit key which was created with 160 bits of

ent r oMessdge ligest RO ks 2)detenministic surwition Invappirg bivBITings of
denotes the nessage integrity function specification
ahatrarydergthSbibit sisndshef fiveddength sgchtisstddp islcgltisibn-resistant and
al gorithm Uni que nonce: r denotes a uni que nonce. r

w&lwae(r@ﬁﬁﬁb@tnsley N@p@dﬁc exdrhple &F.a m@@Sé{}éﬂleé%albbr"fﬁm is
server reboots, multiple nmachines, etc. Let denot e

'isfpgu &%@3%1 Qn operation. A speci fic exanple of a

uni que nonce is I (nl1tl(Server 150DN), where n is
a uni que nunber generated through a secure

pseud Eﬂés@gﬂé’ Vﬂt@gfﬁ%.eﬂ (?ez'? QEALRS th %’QS{/@d H%%RQ&Q S[lfﬁteﬂflcatlon

has t gues Y property e“serve

GO ot Rl RN PR SRR 147, BBl A S odta, =

tf t 6 th
bt P FATBler o G sAdh SytheRirtiondogk Q%Jéfﬁgﬁéﬁ@& using
bits created with at | east 160 bits of entropy. he

d6pP-hifrkeyarichvas Gigdtedyrith 16{bbitseal etiapy: ﬁ@n@tsﬁéi Mépﬁez) In

t, then each nonce nust have a different value, n. 6
Wis dizoBsonsBMAGAENIBS de MESSage integrity function specification that

uses SHA1 as the underlying message digest algorithm.

Unique nonce: r denotes a unique nonce. r must be completely unique,
e.g., unique over time, server reboots, multiple machines, etc. Let || denote the
concatenation operation. A specific example of a unique nonce is
SHA1(n||t||Server 150DN), where n is a unique number generated through a
secure pseudo-random number generator (where the generator has the
unguessability property); t is the server’s current timestamp, and server DN is the
server’s unique distinguished name found in the server’s certificate 611. In this
case, the secure pseudo random number generator has a seed of at least 160
bits created with at least 160 bits of entropy. If the server generates multiple

nonces with the same value, t, then each nonce must have a different value, n.



Userid: userid denotes a uni que usernane Tokenfactor.
SI'V denotes the Secure ldentity Vector which is a

wo 200804568uppl i ed by an authentication token. PSTRUSHe$035459
the SIV as one of the authentication factors. A
specific exanple of a SIVis the current val ue
di spl ayed 5 on an RSA Securl| D t oken. PSTP uses the SIV
as one of the aut hentication factors.. Password: SIP
denot t The pur pose of
t he %%éé%]odﬁg : neé{’iehl?ﬁsewg'h er knows a secret.
PSTP uses the SIP as one of the authentication

token pia0RgEE ?ﬁ@tcﬂéé@ %S‘*Fﬁ%ﬁﬁrﬁ \s@ﬂt'f?f [ WFBh €3 value

aut hengicatio royid n , and
SHReY %aﬁﬁé‘ 'Fat'o SOe é’ ik @Gg)é/rﬁ% 2% Phike
tokens is presented in:

ruhenticalinn factarak & sesifice@aie of 8 SdY s thecewrrit vatugodisplayed
-04. pdf, 22-MAY-04. One-way aut hentication token: A
@neam\BﬁAaﬁmmm takani A8 TR Kees the SV dboraibhibetdutbentmation
token that has the followi ng property: A one-way

fadtbesnt i cati on token displays informati on as out put;
however, ‘a one-way authentication token does not

accept information as input if that information

cont aiPassword: SlPekengis thé ISerutdRlehtify@asivopd. TRE Mlirpose of the
secured, e.g., signed, HVAC d. For exanple, if one

ARG td QoAb dle A NBSSAGBAY S, q»sw RisBB &hd BIMBSBne of
transmtting the 20 nessage "1234", then a one-way

?ﬁ#p%l?m%bg?@ogrfa&gﬁen woul d not reqU| re the user to

-4, or any other data derived fromthe
val ue "1234" through a nechani smsuch as a digest or

tzggg/sf %@ﬁ@%%@ @%ﬁgo%ﬁ%@q%gtlc%tﬂﬂ EoRANYorbvitEs the facility for two-

factor authentication (provide something one knows, and something one has).
An overview of authentication tokens is presented in:

http://www.atstake.com/research/reports/acrobat/rr2001-04.pdf, 22-MAY-04.

One-way authentication token: A one-way authentication token is an
authentication token that has the following property: A one-way authentication
token displays information as output; however, a one-way authentication token
does not accept information as input if that information contains or is derived
from the information being secured, e.g., signed, HMAC’d. For example, if one
wants to obtain the message authenticity property when transmitting the
message “1234”, then a one-way authentication token would not require the user
to input 1-2-3-4, or any other data derived from the value “1234" through a

mechanism such as a digest or fransformation. An example of a one-way



aut hentication token is an RSA Securl D card because it
di spl ays a token code wi thout accepting as input any
WO njosiomstii on pertinent to a transaction. An  eREIPEM04/035459
aut henti cati on token that does not have the one-way
property is a PKI- based smart card. A PKlI-based smart
card may digitally sign data by 5 transform ng that
data cryptographically. The PKI-based smart card
b Ao el & B5A SRUB RE PR RS ligfiayp  token code
i.llustrati.on 400 has digits,0 throu 9 t.he
WipLERRERIRG 4edtad B hBirnpe o bR ik PERacidRs A
sonme, Securl D cards that permts the, user the abiljt.
X8Meln avihgnteaioeaken Aiat BEPF Pot hes RNEoRER PraRssi i @ PK-
the fact that the user inputs a 10 password, we
besad snfayt eavd. PoRKhbasedbsmalioardmay tigitallysigndataibyput
is independent of the data bei ng secured. One may
5  temsfoomirgnthattatantryptagraphicatiie ThedtKlebased-smagrt card accepts the
authentication token in the context of a nultifactor
datd he iput ahd proyed tha trarsforendtioardsi audpito rNote dkatrthe SecurlD
provi des one conponent of the authentication

iIf<BR8hk 4Bb havhiidies Rirbligh 9 Heaf 8l idttowtl.CThiRSs anRigNoRBYfeature
provi de another factor. Typically, a validation nodule

tIﬁ%ﬁLéLﬁpteﬁrsaHﬁ Q@ﬁ%h?&?{t/jr@f‘a ?’rg%)fhé'tfpetn:%ﬁs% 081 th€ 3l to enter a

€ success ates al aut henti cati on

¢ _ ot el oo
RSl AL R S AR AT SE FhBlE

10 SGRBPE v b IRB IS g B o G5 T RS
originator's identity, (ii) the nessage received by
indgpandentefdhe dafa beiBE seRdefessage transnitted by the 8

WO 2005/ 045617 PCT/ US2004/ 035459 sender (the nessage

was not m)difiedintrans_itt), and (iii) replay L
pr evéNtd Ay employ an authentication token, or a one-way authentication

token in the context of a multifactor authentication system. The authentication
token provides one component of the authentication credential, while another

15 factor such as a PIN may provide another factor. Typically, a validation module
permits authentication only if the authentication module successfully validates all

authentication factors.

Message authenticity: An originator resides at one end of a
20 communication link; and a recipient resides at the opposite end. Message
authenticity ensures: (i) the recipient authenticates the originator’s identity, (i) the

message received by the recipient matches the message transmitted by the
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whi ch ensures that the recipient does not obtain
mul tiple copies of a nessage that was transmtted

wondog/oersee by the originator. Entropy: The preBEnUS2004/035459

i nvention uses the definition of the term5 entropy

i n: Denning, Dorothy, Cryptography and Data Security,
Readi ng, MA: Addi son-Wesl ey Publishing Co., January,
1983, pp. 17-22. Pseudo-random nunber generator and

ée%%?gq]wﬂgﬁag%%&f G Fhodifie Hgf?éﬁ dam U@;@Sfailoorevention

generators and random nunber gener tors

dj sgcussed i e followng |liferature:. S al .
VEREBDSR s a8 oo yfee bt Gha Blunl S RTEE ofpelssage
Press, 1997, pp.169-190. Unguessabl e key val ues
?@ﬁ@@é@@@ﬁﬂ“ﬁ%@oﬁVQBE?Bthe ngl88itio- random nunber
generator has the unguessability property if the
"sequence of_output 15 bits are unpredictable to an
adversarepyy The praseobiavertinnuesss tha ;sféﬁn@@a @? thesterm
Menezes et at., supra, at 169-190. A discussion of
eftapygnpBendingr Rawdhy, GriptvsrapfuraintdbaiesSeqrdy, fReddingd
therein. The unguessability property holds even in
Mide Acdsent\Wasley lRubdidhiag Car. yJdmang 1988, ppstGRY. of al |
previ ous outputs of the pseudo random nunber
generator. 20 Consequential evidence: Evidence used to
ensure that the sender of a nessage sent the nessage,

or t hesd Rf-RingBin HARBLNGSherBRr BRE 38¢om MifthBehdenrafs):
2005/ 045617 PCT/ US2004/035459 the nessage

ﬁyéq}ﬁg{ﬁngmnﬁﬁggqurgﬁﬁaﬁmﬁdpvo%ﬁ nu%%tlpsxé&%ageargs

par € sender or recrplient were

e MR b e R SEMRDRRE BLE el et
8%%?ogtrgpﬁﬁt860rcrg Qaeton: CRC Press, 1997, pp.169-190. ‘

Unguessable key values (unguessability property): A pseudo-random
number generator has the unguessability property if the "sequence of output
bits are unpredictable to an adversary with limited computational resources.”
Menezes et al., supra, at 169-190. A discussion of secure pseudo random
number generators is also found therein. The unguessability property holds even
in the case that the adversary knows the history of all previous outputs of the

pseudo random number generator.

Consequential evidence: Evidence used to ensure that the sender of a

message sent the message, or the recipient received the message, and that
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the veracity of their denial. 5 Certificate
val idation: The topics of Public-key certificates and

wo alsdateion of Public-key certificates are di BCUESHEA4/035459

in Menezes et al., supra, at 559-561. Trusted Party:
A Trusted Party is an entity which is trusted by all

10 participants and i ndependent judges to operate in
accordance to its specification. Exanples of Trusted

T T T St T ——

' ical l f 15 di gi . .
(MG bl RGBSR R S win
he CVW is to denonstrate physical possession of the
SRS 3. PeKaLH a6 TYMIRTeRDIG rsHAN B AsHickaRIUBRE forgetormine

card and hence not printed on receipts. This makes it
e Yeragaity of thejr demadne ot her than the genui ne

cardhol der to know the CvW. Sone card issuers refer
to this nunber as the Card Security Code, Personal
Security Code, 20 or Card Verification Value. SSL:

SSL r EkdifivateovalivatiSecThectopiushaf P ubligkey \¢3rifficatedcatd validation of
Wiile this docunent references SSL, one nay
atl%g‘é@)m.

PubRé-kéy tertifibSicy @6 dRRudsdl ihWemdes! &R 8062
2005/ 045617 PCT/ US2004/ 035459 to SSL. One of th

options for operating either SSL or TLS is
bidirectional authentication. In this case, the two

Pﬁ?éiaﬂ’sa%ﬁ%ﬁé -?%E?%éﬁé&?ﬁg?‘i‘% i %bb@%@miﬁwt%& B5'al

| ' v T [

Ganfireni<n haEReadeniuderdth apBLaiBat AoBo rnom ity epasiication.
erial, and the ofher peer validates the

mat _ .
géﬁ@ﬁﬁsr thrusted$anges weludeiGerdfieataiAnghorities and Trusted

Timestamp Authorities.

CVV: The Credit Card Validation code (CVV) is typically a three or four
digit number printed on some credit cards. The intention of the CVV is to
demonstrate physical possession of the credit card because the CVV is not
embossed on the card and hence not printed on receipts. This makes it difficult
for anyone other than the genuine cardholder to know the CVV. Some card
issuers refer to this number as the Card Security Code, Personal Security Code,

or Card Verification Value.

SSL: SSL refers to the Secure Socket Layer v3 protocol. While this

document references SSL, one may substitute TLS version 1.0 for any reference

10
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public keying material. TLS reference: Dierks, T., et.
al ., Network Working Goup RFC 2246, the TLS Version

wa:2@s/0dmnuary, 1999. FIG 1 is a high-level diBgran2004/035459

summari zing the Portable Security 10 Transaction
Protocol (PSTP). The PSTP's end-points are a Cient
120 that initiates a transaction and a Server 150

t hat aut henti cates and then execut es the transaction.

tég(?i[ €Oné of Héeopﬂdn%%r A@Qa If BPTLERE bicekfdnal

I tens: server ge ate uni que nonce, )

a(uﬂgergggtl erféeﬁl'ngoc%s%g eééecfg%?thﬁq\/\gégﬂur {::SI %R&Wcate each
S AL 8 BT B O A PP BEM AFocs.

appreciated that the Cient 120 wll haye aI read

Thst i, gaeh PREGUYROBSH Ates apePRP torfeain Eesnestive PE'Y%"‘P&@V &ds

di stingui shed nane and root certificate required for
matefialagndthe pther @eebvai@lateﬁrtha@tenwﬁtreaolawémgtthatcorrespondlng
identical notation for the Server's 20 150 public key
pabtic Reyihg imatatial. arlsS teéerehne:ahlieptsed ., dhudl., cNetwioryWorking Group
readily determine the notation's neaning from

REDDexs . thBEPLS Versicet €10, danddrg, ragyral crypt ographic
aspect of the prot ocol takes place. The dient 120

transmits a single nessage that contains three 11 WO
2005/ 045617 PCT/ US2004/ 035459 conponents. The

it ol P i RPENA Bl Quf AR R BN B I, Shhdy
TerORg ERoESC N R athe S TE S AR A Gyt 1205
unauthorlzed nodi fi cation

baigoRrRoRStion 36t e ver 190 B pbTiendcaRa e dgs pxeoytes the

and k2, encrypted with the Server 150's public key.
tremsaction.

In Step 1, the Client 120 downloads from the Server 150 two items: a
server-generated unique nonce, r, and the Server’s 150 certificate, which
contains the Server’s 150 public key, e,. The Client 120 validates the Server's
150 certificate and extracts the public key for subsequent use. Itis to be
appreciated that the Client 120 will have already obtained through out-of-band
means the certificate’s distinguished name and root certificate required for
validation. It is to be further appreciated that identical notation for the Server's
150 public key and certificate are herein adopted, but one may readily determine
the notation’s meaning from context.

Next, in Step 2, the central cryptographic aspect of the protocol takes

place. The Client 120 transmits a single message that contains three

11
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Aut henti cat or conmponent 130 and Message Integrity
conponent 132 use these Kkeys, respectively. Next, in

wEe@p/0&61an opti onal signaling takes place. ThRCTZUS®NL/035459

120 may ignore this signal and proceed to the next
step imedi ately. 10 Lastly, in Step 4, the dient 120
transmts data to the Server 150. The Server 150
cross-references this data into the Message Integrity

. C r j co ni,cat ed
COMBRRETE JHE Aqthonichor Sl AR K3 So3Rls FaRTT R bLRtuely
corre nd, to the data transmtied.in S , then the,
APBEBRGRSE MuetareouRiad S e Sfonst20” M Mestai ieory
wi t hout exception, then the Server 150 15 executes
EprappPRenis'R isom CrypiPdiephieseabiirbriokds Rk geairgdmauthorized
descri bed above, an activity diagramis provided in
mogification.n The Keyd¥lanageragnticpmppengnth§sh aectrelystransports
activities and events that cause an object to be in a
penmetrid keyss kaard kG EBRrypt@dwith éheCSepmr 1503 fedgicrieybyhe
sending an initiation request to the Server 150

AdthEhticaibecSiapurent U130 aricciiesssgd Bitedritg cbinpsheMER3EAESE these
by generating a unique nunber, r (202). The value r

KSR réiech@elp random val ue; however, the Server 150
mist ensure 1 s uniqueness. In this present exanple, r

has t{gxdl; {4 %§ .
per EDITSREILST SrichaL PhaRRplakésDizts, The Glient 120 may

J e . r ssability. T Server 150
BBRGI0FE Sy Bed DB RER e e i vana

addi tional. entro inforpption. The Server 150 staores

r i n b inRe %??P"Sﬂfd%{ﬁé%ﬁﬁ'gﬁﬁ??%hﬁ SPR/EdS0, The

as a counternmeasure agai nst pl a%/back attacks (203). If
Porvesdpd gross-references this data into the Message Integrity component 132.
If the cryptographic seal communicated in the Message Integrity component 132
does not correspond to the data transmitted in Step 4, then the protocol raises an

ekception. If Step 4 is executed without an exception, then the Server 150

executes the transaction.

To better appreciate the protocol described above, an activity diagram is
provided in FIG. 2. In general, an activity diagram shows activities and events
that cause an object to be in a particular state.

STEP 1

The Client 120 begins by sending an initiation request to the Server 150
(201). The Server 150 prepares for the first message by generating a unique
number, r (202). The value r need not be a random value; however, the Server

150 must ensure r's uniqueness. In this present example, r has the properties of

12
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5 150 wi shes to cancel any transaction before
conpletion, then the Server 150 nust delete r (or any

wanioguesemonce or tinmestanp used to create r) fPONUB1084/035459

volatile nmenory. The Server 150 downl oads the first
message including r and the server's certificate
containing ea to the Cient 120. The Cient 120 then
val i dates the Server's 150 certificate and extracts

; . L
b c{'#éﬂ%a T8 nda i e a°t§ {5 e sBP The
tate er not.. val
SR 15059 Lﬂf Gpal T Han B clrroRt ifigstaine arjbadaina entropy
menory, STEP 2 15 The Client 120 then generates two
Wﬂ@é@ﬁbﬁé‘%@”@bﬂﬁ%t%% rinepladtile meraly, and sebsrquendy
produce these values, the dient 120 confidentially
Exfengsicas I ps aupNteIEasHrR agRInsiquadask attasks R0B)0 Iithe Server
of entropy, and then executes the pseudo random
h50réshegdoexmatelrartydraprsadtiore befoye cenpiatied, thendhenServer 150
values, e.g., k, and k2, any initial vector required

froist ayleteet (or @nerMMUwﬁcﬂw@yor tifsbtam) used e RV esFom its
required by RSA OAEP. Then, the Cient 120 pronpts the

V8t efrﬁ‘émolg)1 erﬁéNQeFv%‘PtﬁD?doWnléeﬁ% tﬁétﬁl?éﬁ'?ﬁéé”s%tgb%cludm% r and

mat eri al and SI P ( ) he dient uses

B S o S g ﬁ%@ﬁﬂaﬁaﬁe@%ﬂ%@mm
w@}J 2T SRR Lo th%?%r%?ﬁtafikey
SR lere mnotiele. fed the shE AL irriales b1 P Hebmasete

t he Key Managenent conponent 134 yielding k1 and k2

lepeley. "Seneer sertynat V@B@nagﬁapﬁnhee%erqu 1% steeessipernancecr, in its

algorithmto decrypt the authenticator, and then
volatile memory.

STEP 2

The Client 120 then generates two unguessable key values kq'and k»
(205). In order to produce these values, the Client 120 confidentially seeds a
pseudo-random number generator with 160 bits of entropy, and then executes
the pseudo random number generator to produce any required random values,
e.g., k¢ and kg, any initial vector required for symmetric cryptography, and any
randomness required by RSA OAEP. Then, the Client 120 prompts the user for
the two-factors of the authentication material: SIV and SIP (206). The Client 120

uses ki as a key for the authenticator; and the Client 120 uses k; as the key for

13



performthe authentication. The authentication step

uses the information extracted fromthe Authenticator
weowposent 130 to query a server which knows POTUSI04/035459

val i date authentication requests. In the case of the

Secur| D token, the server is RSA Security's ACE

server. |If user authentication fails, then the Server

10 150 term nates PSTP in the state | abeled "Fail ed

NG ey AR P BB o
32 1 [ 2 ' ' 210).
e MRl oot BB, 2L 00 2100

fromthe Cient 120 to the Server,K 150 has the
f ol | HRANgeEpPEithe SaYYnLI0uses liseivaie ke)dng maderial to decrypt
SYM ki, (useridlISIVII SIP)) Message Integrity 132:
the Key Maagasnerticogipanent 13byighing k) ankisy(208hadbedsrver 150
134: ASYMea, (kill k2)) 20 The Server 150 uses the

5 agpplieaketoktbei sygmetrieralgdritirado dieatyptithe authentidiitdr, and then
decrypt the Key Managenent conponent 134 vyiel ding k1

pePfbrrante kdteddicafidre TiReaveni&lionstep Lbes thk iGfbkmiation
decrypt the Authenticator Conponent 130. Using wuserid

Rfdcted! Mo 28k AdfHEnttitoP B4mpbhéentEIovier a server which knows
aut henti cates the user and 14 WD 2005/ 045617

ST AR, R B S . o
ST AR S PSP B RIS B oo
0 el e e RGBT e

properties of ,rressaﬁe aut henticity and stores the
capeglsithg rgnsaction. The Server 150 holds the Message Integrity

Component 132 including ky for subsequent validation (210). Referring to FIG. 3,
the Step 2 message transmitted from the Client 120 to the Server 150 has the

following specification:

15
Authenticator 130: SYM(k4,(userid||SIV||SIP))
Message Integrity 132: Mi(kz,MD(userid||SIV||r]|MD(data)))
Key Management 134: ASYM(e,,(k1|| ka))
20 The Server 150 uses the private keying material associated with e; 611 to

decrypt the Key Management component 134 yielding ks 601 and kp 609. The
Server 150 uses the k4601 to decrypt the Authenticator Component 130. Using

userid 602, SIV 420, and SIP 604, the Server 150 authenticates the user and

14
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consequential evidence. STEP 3 If the Server 150
correctly authenticates the Cient 120, then the

w®er03ms56110 150 sends an optional message to tPEeT/0510041035459

120 signaling that the dient 120 may proceed (211,
212). STEP 4 The dient 120 then upl oads the data 608.
At this point the Cient 120 15 concludes its PSTP
processing in the state | abel ed "PSTP transm ssi on

é%ﬁfe'éyﬁ‘fé’%é Rt BB Els 0 cor {iciéﬁ%onéﬂf
the o greSaner RS0 abiarmoik thh iegasvorhe ciscaids the

valldatlon relles upon the Server 150 to input (the
ReRe4Q2 Hpgeity vqjatﬂ@w@eraawanm@r tgpsotest against navpe Dote that
conputation. Additionally, if r 202 contains an
dataciftdg the massagp whitleRST Resecskasy be., PSTRseinsurds that data 608
optionally validate that the tinmestanp is not too old,
gety.the prapertiddoimessare altbentiditytame JtHIBE the atsortatedn
validation fails, then the Server 150 term nates PSTP
c@hgdqaeﬁmlle@w@kgt e | abel ed, "Message integrity
failure" (214) and 15 WO 2005/ 045617 PCT/ US2004/ 035459
cancel s the transaction. |f the validation succeeds,
then the Server 150 term nates the prot ocol in t he
st at eSJ.l-épeoJ ed "Success, execute transaction." (215)

In thrs—tase, the Server 150 may execute the

{1 ansaek) S8 RUIBRLLER DY ISRt C"%S&&Pd%eﬁs%ewer
18 eSS SR Bpliothl pestsags te HC o 12AignAING A e Gtient 120

vol atil e rrermr%/ in order to protect against the reuse
Ry tHecaesh@d 10212k her

STEP 4

The Client 120 then uploads the data 608. At this point the Client 120
concludes its PSTP processing in the state labeled “PSTP transmission
conclusion” (213). Upon the Server’s 150 receipt, the Server 150 validates the
Message Integrity component 132 by revalidating the HMAC using the userid
602, the SIV 420, the r 202, and the data 608. The validation relies upon the
Server 150 to input (the message digest of the data 608) 613 into the HMAC
computation. Additionally, if r 202 contains an embedded timestamp, then the
Server 150 should optionally validate that the timestamp is not too old, e.g., over
10 minutes old. If the HMAC or timestamp validation fails, then the Server 150

terminates PSTP in the failed state labeled, “Message integrity failure” (214) and
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tenporary information. Any notification to the dient
120 that the transaction failed, is comunicated from

wo b@s8etsver 150 t hrough out - of - band nmeans. ThePCT/US2004/035459

foll owi ng exanpl e provides further details of the four
steps described 10 above. This further detail
augnents the description of the four steps by

speci fying exerrpl ary algorithnms and other pertinent

Egﬁ&ﬂ ?I on SH. ilfﬁ@é ggﬁ Abh sugpge&b%%[ﬁ@teﬁergﬁ{ 150

speci déder ove
n, t « and )

Pe?@ﬁh?ﬁ T Ls Coiébfhev@i%eﬁae%e% § ‘EGFr)éS &g gangaction” (215)
d d ded th 160 bits

E? %gsntgq%;@‘l 0516 nQEé may gﬁ%re? {t}%égqsr%%ﬁ?@m\guthonzed bylthe Client

mlliseconds, and serverDN is the server's

a%tl|%geﬁes,hh@dnfﬁaﬁetlorrﬁ@llesﬂe¢aﬁe 1608sabeves Regardlessdf the outcome

serverDN in volatile nenory, and can regenerate r upon

okiheaslidationo liess Server f1 5D disnacdéll oheSTBIsstempanarysnfepsmation

of the protocol, the server were to detect an error,

froenvdidiite sesmeny inovdeal tdipsstactagninstdhé rduserafthé abnt& or other
menory, thus 20 prohibiting any practical possibility

RimpRagNafcnalen! AnPirBifidatiohts thé CRBAt 19 @R€thd fiSnsaction
follow ng nessage to the server 16 WO 2005/ 045617

faftd4 %%%%%%é‘t’ég frdﬁEﬁ(é‘Set(v\éf ?é?_&rb?%ﬁ’bhﬂ)?%%@%ﬁ%ans

HVAC( k2, SHAI" (useridl I'SI VI

S e
58l Mathes Blirorestsfe St RdRROLITIow" Hsss e

fromthe Server 150 |nd| cating that the client may
shesifying. exemnrlany algrithms aathatherpertinentigiermeatien whlcéwﬂstantlate

the abstract specification described above.

Step 1: The client downloads r=SHA1(n,t,serverDN) (202), and e, 611
from the Server 150, where n is a the result of a pseudo-random number
generator seeded with 160 bits of entropy, t is the current timestamp in
milliseconds, and serverDN is thé server’s distinguished name. The server
stores n, t, and serverDN in volatile memory, and can regenerate r upon request.
However, if in one of the subsequent steps of the protocol, the server were to
detect an error, then the server would discard n and t from volatile memory, thus
prohibiting any practical possibility of regenerating r.

Step 2: The client uploads the following message to the server
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sends the Step 2 nessage in an HTTP POST which
requests the next URL. The client downl oads this URL

wo papyioddse? server, and this downl oad acts as t hrC10S2004/035459

proceed nmessage. Step 4. In Step 4, the dient 120

upl oads the data 608. The Server 150 wuses the data
and the values stored in nenory to validate the HVAC
result. Additionally, the Server 150 fails validation

if ot i f he current tine, and the

val urﬁﬂ"%f(‘%?@ﬂ?'\@ﬁééﬁﬁgﬁp“ﬁ edefined threshold. The

Serv an it T r action success
mssjﬂ\g%‘?&kﬁﬂﬁ\gﬁf ”gﬁSWAIQMﬁF@ﬁ%)@n ucceeds.

Ref err, I 4, an exenplary architecture for

pr ovi%é"&gsb%r&eéaéht"&g) 13%4vi dence of a transaction is
illustrated. FIG 4 includes the Client 120, a

wifesa SHY 1428rs deae aurrent vallendisplayed ga the gserss RSAnSeeuridtpken
Executi on Engi ne TEE 20 150, and a Trust Distributor
4007 and'I54P @04dd s thelcoréspondingupassaordiel y coupled to the

TSA 145. The TSA is communicatively coupled to the TD

147 StdpthdhéEHient 320 dawntrddsd messagd fromethSSeresr 150
150). 17 WD 2005/ 045617 PCT/ US2004/ 035459 Asymmetric

iA@Yty that 8 dlidht WR9RosERd! Ok the chE€ oPHTTRLiftdfEtidRTthe client
mat eri al which decrypts information that was encrypted

Shb8 g‘gégso %WE%_%?Q(E W%ﬁ BTHYPBST ﬁ%ﬁrr% los theext URL. The

resi st stri butor ection o

AT fibSgs 1Y YR fin O SER L0 3 iRadiHIGad B8 a&tne°
link., The TSA 145 and the Trust Distributor 147
PERTRATT®S$49€: conmuni cati on over an SSL |ink where the

two parties nmutually authenticate under the ausgi ces

of t IeRd; pStanbdne (diertTebupioadsfie dafaf98, The Server 150
respectively;

uses the data and the values stored in memory to validate the HMAC result.

Additionally, the Server 150 fails validation if the difference between the current
time, and the value t is larger than a predefined threshold. The Server 150
responds with a PSTP transaction success message if and only if the validation
succeeds.

Referring to FIG. 4, an exemplary architecture for providing consequential
evidence of a transaction is illustrated. FIG. 4 includes the Client 120, a
Transaction Security Authority TSA 145, a Transaction Execution Engine TEE
150, and a Trust Distributor 147. The Client 120 is communicatively coupled to
the TSA 145. The TSA is communicatively coupled to the TD 147 and the TEE

150 (an embodiment of the Server 150).
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and they validate the peers' authentication using ec
705 and eb 703, respectively. The TSA 145 and the TEE

was@soeisduct all conmuni cati on over an SSL | i nRC10S2004/035459

where the two parties nutually authenticate under the
auspi ces of the SSL protocol using db 702 and dd 707,
respectively; and they validate the peers'’

aut hentication using ed 706 and eb 703, respectively.

The TSA,. 145 .an E r . [ L . .

bi di ﬁe%vmra%gﬁk%@%ff (Bt g e 3l it ﬂﬁﬁ%‘{at%f‘%{"@ﬁwmate”al
initialization ti.nme efore praqcessjn STP . .
wiigh 48eEE) nforms B et i B8 Rl €Y. e Brivatg keving
trusts that any informati on received over the SSL |ink .
maieriak dngli fet%ﬁew meTrﬁéfeP'SH%“??feM%SL |CPM<R°?'°ﬁ asymmetric
exanple, if a nessage clains to originate fromthe
Kegavalrgswhereeeacthieypdr iB3geg) tb @uthamiisaiees bisliyectionally
arrived over the SSL link fromthe TSA 145; and
alitiserdicdted 8L ks Tge TISA 145 dnd thexdtushDistrieutor d4Y chaduct all

SSL link fromthe TSA 145. 20 The private keying

domimuhightie ogscdh 8SY AR WHeee krytwaaparties nivtlially authenticate
confidentially by each machine and is not shared with

Bidas Ehé’étﬁ%di@és of th8 8L Mdtétol k&Wh Y 70RtRd @ F0ATEspetvely;
701, db 702, de 704, and dd 707. 18 WD 2005/ 045617

%@gﬁgg%gﬁ)élétg??ﬁ% ggeris;rgﬁtﬁgﬁgca]ﬂ%ﬂ 6‘%@@ gct 55 HRB, 768, @%F%ctively.

or exanp e data I nstructions
V. 0 ins: Lk i .

IRe PR GBore o Erad AREi oDk, By AesgL i
Trust Distributor 147 incl ude but s not.lim.ted ,
wharortanws pRmas Ty Bty slfREIGRA uRder b picesy LS
that validates RSA SecurlDs). In this case, the ACE |
ryetogel using We 70R @add 197, refpectiviwtandgthenvalidaipitie paers
SI'V 420, and SIP 604. The ACE server returns a
oot rgiwation sieing: eqsiifcayked T0Rhmespatiyelyf t he userid 602,

The TSA 145 and the TEE 150 create their bidirectionally authenticated
SSL link at system initialization time (before processing any PSTP signatures).
Each respective machine implicitly trusts that any information received over the
SSL link was transmitted by the peer of the SSL link. For example, if a message
claims to originate from the TSA 145, then the TEE 150 allows the message if it
arrived over the SSL link from the TSA 145; and discards the message if it did
not arrive from the SSL link from the TSA 145.

The private keying material of each asymmetric key pair is held

confidentially by each machine and is not shared with other parties. The private

keying materials are: d, 701, dy 702, d. 704, and dq 707.
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SIV 420, and SIP 604 are currently valid in accordance
to RSA Securl D semantics. The operators of the Trust

wore@soiisut or 147 (ACE server) apply best 10 prErUSme$035459

in their operational duties. The follow ng scenario
provi des further details of the four PSTP steps. Step
1: The client 120 downl oads r=SHAI (n,t, serverDN)
(202), and ea 15 611 fromthe TSA 145, where n is a

the r - r 0 :
w th B8 BF SRR e e RS P Bk P 6 g bos
in m]liseconds nd, serve .S the server's .
AP S Aoy S THRES. HRE NREEASD afiaiBe B bysingsogic to
serverDN in volatile nenory, and can regenerate r upon
oxagyissa fundy teanster tiansacfipnt 120 upl oads the fol | owi ng
message to the TSA 145: 20 AES(ki, (useridl1SIVjISIP))

130, %mb(usﬁ Distpbutou 347 indludsis\butyis |nsrrum6tht<a)eyl6fun@i;znality of
RSAESQAEP (ea, (ki, k2)) 134. 19 WD 2005/ 045617

RERISATE SeBmt Hhe sEnecr3hat vElidates RBA Saourl®s). lrathisscase, the
di spl ayed on the user's RSA Securl D token 400, and

ADE s8nRrEiheritichtes DointeredRItidy tige peein602l. SIV20C1ane 8IP 604.
120 saves a copy of the nessage in its non-volatile

BROAREEsdrPePRiMPE G BOBlchm Rostit! SiiceSs ifRFRS ShiY FRRE U8erid 602,
Step 2a: The TSA 145 creates a value called "TS'. The

%@Aﬁ TS QEEG {grevﬁlrﬁé%tl&_?am Lrl“aéé?;?d%g @%Sﬂ%e%ugpgp

mest’anp, eeps i nt ernal menory.

2b: Th f d he~i nf j ity
A TR AR S bR EAP A B ) pest
147, The Trust Distributor 147 uses da 701 to decrypt
RrREligesntheingesRaton @i tHiSRent 134, ther eby

The following scenario provides further details of the four PSTP steps.

Step 1: The client 120 downloads r=SHA1(n,t,serverDN) (202), and e,
611 from the TSA 145, where n is a the result of a pseudo-random number
generator seeded with 160 bits éf entropy, t is the current timestamp in
milliseconds, and serverDN is the server’s distinguished name. The TSA 145

stores n, t, and serverDN in volatile memory, and can regenerate r upon request.

Step 2: The Client 120 uploads the following message to the TSA 145:

AES(ks,(userid|[SIV||SIP)) 130, .
HMAC (k2, SHA1 (userid||SIV]|r||SHA1(data))) 132,

RSAESOAEP (e, (ki,kz)) 134.
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10 di scovering k1 601 and k2 609. The Trust

Di stributor uses kl 601 to decrypt the Authenticator
weoposent 130, and then val i dat es infornmati onPCTUS1964/035459

Aut henticator conponent 130 using ACE server

functionality. If the validation fails, then the

Trust Distributor 147 returns a failure nessage to the

TSA 145. O herwi se, the Trust Distributor 147 returns

R 09 R A o
o0 b rhod 1 e Yausothutiia ity Theirdient A0 ep éﬁvw Topy of

120 may proceed. In the case of HITP |nteract,| on,
tae mﬁsasgm itgHantyolatiiRsioraesiodis pserbios ig.cl i%téﬁewwkeepmg
POST which requests the next URL. 20 The dient 120

downl oads %Qb%auw‘héc T8A M?,ecrgﬁ%s]azl\%luéEﬁlléd“"TsS”d oYd GaA

acts as e proceed nessage e Cient 120

SR Re e s PR T RS g e v

be us1ed for the client's 20 WD 2005/ 045617
BeraBY035459 record keeping. The TSA 145 uses
the data 608 and the values stored in nenory to

val i dat e tgtep AT HETSANM 45 fohlgrdbBRS agembdtioddhht i just
conponent 132 The TSA 145 responds with a PSTP ‘

rbE&DER hPf?\eSG'IFé?ﬁQQO it tt?e"‘?'rd%'f‘ bystibutypha Al at'I'fI"RanT rust Distributor

succee tep 4a: The TSA 145 creates | og record

12@5‘?% %ﬁ@é?t?qqqc |tﬁ§}<l§y%z§l]%§ement Component 134, thereby
Aﬁé\&%lﬁ%g T 604 45", BobS! ¥hé THisP TiHBaERLdds 3601 to decrypt the

Authenticator component 130, and then validates information in the Authenticator
component 130 using ACE server functionality. If the validation fails, then the
Trust Distributor 147 returns a failure message to the TSA 145. Otherwise, the
Trust Distributor 147 returns a success code coupled with the decrypted
Message Integrity key ko 609. Upon receipt, the TSA 145 stores kz 609 in
memory.

Step 3: The Client 120 downloads a message from the TSA 145 indicating
that the Client 120 may proceed. In the case of HTTP interaction, the Client 120
would send the Step 2 message in an HTTP POST which requests the next URL.
The Client 120 downloads this URL from the TSA 145, and this download acts as
the proceed message.

Step 4: The Client 120 uploads the data 608. The Client 120 preferably

saves a copy of the data 608 in its non-volatile storage to be used for the client’s

20



RSAESOAEP (ea, (ki, k2)) 13'4, 10 data 608, TS, r. Step
4b: The TSA 145 wites the log record to a

wo 20000456eVi dent |1 og. An exanpl e of a tanper - eRCTHENL004/035459
logging is found in the followng literature: B.
Schnei er and J. Kel sey, Cryptographic Support for
Secure Logs on Untrusted 15 Machines, The 7th USEN X
Security Synposium Pr oceedl ngs, pp. 53-62, USEN X

rq%?i?sﬁé"'é@ﬁ?hé ToR a5 168 T ot &Y %%3%'%8’:0

5 sends _a copy. of the rd to the .TEE
RO ANl ale IERIAG TeHIETthe %@eﬁssg?ﬂ%ﬁeﬂwwgcwq%né 132.
PSTP session stored in__20 nenor
Tie. TE: 445 sesponde witha PS3 Pe%ﬁ%?@f'@“ ﬁH@cefét'faa@benwfg\fﬁ“daﬂon
the log record and acts upon the data. For exanpl e,
sufcddus. data 608 includes instructions to nove funds,
then the TEE 150 perfornms the actual funds novenent.

21 WD 2003/ 0456 U@%ﬁ 54

S point in SF ';_ﬂb%g@‘ gé?&% %&rg,ﬁérdt EHRW
of the PSTP si gned data 608. In this case, the TSA 145
foligyvin@&spond to this question by confidentially
presenting the followi ng material to an independent,

mut ual |y AfokUGisefaREIdB@) w3budge: - the | og record

of the questioned nessage - Information required to
S:ggfteaawwﬁé,st%(h@émﬂrsﬁmn%ﬁ’—m (h9@)fasznot  been

RSAESOAEP (ea,(ki,k2)) 134,
10 data 608,
TS, 1.
Step 4b: The TSA 145 writes the log record to a tamper-evident
log. An example of a tamper-evident logging is found in the following literature:
B. Schneier and J. Kelsey, Cryptographic Support for Secure Logs on Untrusted
15  Machines, The 7th USENIX Security Symposium Proceedings, pp. 53-62,
USENIX Press, January 1998, which is incorporated by reference herein in its
entirety.
Step 4c: The TSA 145 sends a copy of the log record to the TEE
150, and then discards all information pertaining to this PSTP session stored in
20 memory, e.g., n, {, rand TS.
Step 4d: The TEE 150 extracts the data 608 from the log record
and acts upon the data. For example, if the data 608 includes instructions to

move funds, then the TEE 150 performs the actual funds movement.
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- Information which denonstrates that the [ og record
in question appears in 10 the log - da 701 - SecurlD

wee@d/ 08817 - serial nunmber 802 15 Wth one excPQI/USI004/035459

this same judge repeats all validations of Step 2b and
Step 4. In addition, this sane judge validates that
the tanper-evident |1 og has not been tanpered. The one
exception is that this sane judge validates the

aut henti cati on conponent using TS fromthe |og record,
as opposed to using the current date and tinme. This

Uhe Mg sigeeqiiapintih TP, sfenosle utsiatynelons e i of the
t ti th t | at ime, the di 120 _
R Aane A deta RO TisnkseRss ey BACHE T8y FROdP fgs cgbton

record; and then the parties nay use the 3rd

) party
biywdg@dértially piesaningribe fellowing materiabinan ipdapendepie mutually
Cient 120 may deny the transaction. 22 WD 2005/ 045617
A S2pany ARHE59  Advant ageously, the nechani sm
descri bed herein allows any, or all, of the Cient

120, théRgTrelortiisf.thé beedifidnetiafessdye Trust Distri butor
147, and the 3rd party judge. to be operated by

di f f eiBhatisH tdcefred ké deRRNSRate tAht heSaMIBEF-Bident log has not
credential, the 5 consequential evidence in the |og

r ecor OV a valid record of an historical event.
Col | nggﬁg%ggﬁe@en mul ti pl e of the above parties would

b . o . . .
D hrar TiayhEon Woisrdstorishafed aPirie8aTEetth Alblddibanpears in
executes transactions, the TEE 150, never di scovers

i nf of@lA%n cont ai ned

- d, 701
- SecurlD seed 801

- serial number 802

With one exception, this same judge repeats all validations of Step 2b and Step
4. In addition, this same judge validates that the tamper-evident log has not
been tampered. The one exception is that this same judge validates the
authentication component using TS from the log record, as opposed to using the
current date and time. This validation requires a special tool that is similar to the
ACE server.

If the TEE 150 executes a transaction, then at a later time, the Client 120
may demand that the TSA 145 produce the corresponding log record; and then
the parties may use the 31 party judge for independent validation. Otherwise,

the Client 120 may deny the transaction.
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in the Authenticator conponent 130; and the TEE 150
does not maintain the 10 tanper-evident | og. The TSA

wadmsmibech is the party that validates the MesBEm®ES2004/035459

Integrity conponent 132 and maintains the
tanper-evident |og, never discovers information in

t he Aut henticator conponent 130. The Trusted
Distributor 147 which is the party that validates the
Aut henti cat or conmponent 130 never obtains the data
608 and does not maintain the tanper-evident Iog 15

One f t t hat t ut t { | f

o0 b bt PR S i YRS RS S50 offor e
th t hent t d y
CHOBHAR TP TS/ 056 Tt 450.due HavitLarPBle" t1ﬁ2na%§ fié ¥Pparty
credit card because it is easier to make an ill

jedgsytodse aperatatl by difiecenipatias. tihdhe pasewlia §eserch9redent'a' the
conprom se Securl D security by building a copy of the
ceHbbguHritiahevidantoinehe |@Pradewd prdvidessayalichresorsolcars bistorical
the lower security afforded by a credit card nunber

JVRMit. PCOMisien Betwdepi ranltipRasfuhé hjovepartich evdlld beeeqlieed in
client. The determ nation of whether or not a credit

dr& ol UHIRR rloé’FéBHr&’ RAtri4lthaGhaPbe $SsHfdcty FbfexarBpie) thesgarty
deci si on. his case, one may use a CW nunber

02003584~ Iformation contained
t%%ég%i%%ﬁgﬁg éﬁ%TEEZ? cSnee may use a credit card

ver TP I
i e RUnERTEaNT bararhey Ritheli o SER D odein At aRlan tre
cards that is er,i.f at t ca [
tampgEe¥igent 98- eﬂ%@é R%ts BIRRY tyﬁ%?tt‘f?ip et%ﬁée Megsage
145 nor the TEE 150 di scover the val ue. of } he SIV O([zr
Istemrity eompenesidd2znskmainkaing thesmnanayidest lag,ngver discovers
property nmay be inportant because it allows vendors
ihformetion & hesSithentigatoragempanesh 130.p | bﬁleUﬁéﬂ\EbﬁilE'bﬁtﬂfH47
as the Internet, provide a secure historical record
Whick et that validatenibe Aafthenticatar avosgmnieoh$30 nevercobtains
the data 608 and does not maintain the tamper-evident log.

One factor that contributes to the overall strength of PSTP security is the
relative strength of security of the authentication credential. For example, a
SecurlD credential provides better authentication than a credit card because it is
easier to make an illicit copy of a credit card number than it would be to
compromise SecurlD security by building a copy of the authentication token.
Nevertheless, in some cases, the lower security afforded by a credit card number
may provide sufficient security to authenticate the client. The determination of

whether or not a credit card number provides sufficient security is a business

decision. In this case, one may use a CVV number wherever PSTP requires a
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recei pts for transactions (the copy of the PSTP

signature held by the client); yet never discover the
wo 20084587t he credit card nunmber or CVWW. That PGT/USBI0€4/035459

val ue of 10 the credit card nunber and CvV woul d only

be known by the Cient 120 and the Trust Di stributor

147. In this case, the entity selling nmerchandi se may

operate the TSA 145 and the TEE 150. Alternatively,

s a @d&?n%?/q}ére'é ¥red§t'1%r§ﬁﬁhu%gér ﬁ/ﬁ%}é‘v%g § requires a SIV. A

nme’r c I se "y operate t nlcate
2 Bw%@a; N %h?ﬁa{‘vh@ iy natis
AR e e %@é%c&%%asagg B e e

aut hentl CI ty at of the event, §$2) t hey
thehgad wréb@ Er{:'EciﬁQ e@ppwréhe VAlieqt ke §1V PRSIy éhihe case
and (3) the log has not been tanpered after the event.
5 oboretifiecarcdhuembits this propsstyf mey heimppdant heaguse itallews vendors
follow ng user case: Exanple FIG 5 illustrates an
tezespeigrsell suerebandiss phaypddie neftwarkvaichexsdbarntegnet, provide a
transaction entry form The screen display 300

sEE\re UisiBrical ¢868raIDF conseiudptisl evidene Flitdhsattians, lssue
PCT/ US2004/ 035459 301 for entering a user's nane,

ré&digts %ﬂ?&%@f.o#@&hé%py 8f the ST BEndfure Wl dbP#id ag;n 3) yet

party"s account nunb a destination account” box

nfe\?ansg&ﬂ I 5% %Iug%?g %Eﬁ'&g%ﬁﬁﬁ er WGQVNTH%‘H'@‘P% }/é\ue of

anount or en ering an

tr e de tio
10 e fedincard Ry S RMARMPIR 5%B¢ Bhanf bé{‘*ﬁé@%fﬁ@%ﬁzd the
306 for enterln ass ture button
Taesh Digogieg ek 1y b Gasndne Raly seflogerghentise iy SPeate
pﬁgr eci ated that the screen dis 300 shown in FIG
tree TSAA 45 ansl thei ek 180 s iAdiermstively. ggta{glgpd security, the entity selling
the merchandise may operate the TEE 150, and communicate with an
independent entity who operates the Trust Distributor 147.
15 Based on the forgoing, it can be concluded that the Trusted Parties
demonstrate (1) they had sufficient evidence to ensure message authenticity at

the time of the event, (2) they logged the event correctly at the time of the event,

and (3) the log has not been tampered after the event.

20 The invention will be further clarified by the following user case:

Example

FIG. 5 illustrates an exemplary screen display 300 of a value-bearing

transaction entry form. The screen display 300 includes a customer name box
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formand is provided for illustrative purposes.

Furthernore, it is to be appreciated that various
wortwsn4giaphi cal user interface w dgets coul d PET/USHEA4/035459

to 10 inplenent this screen 300. In operation, a user

points his or her browser towards a Web-based

financial application. The Wb-based application then

presents a | ogon pronpt. Thereupon, the user |ogs

int.o the systemhy i ' ’ -

0 R AR R e R igHo 2Rl boR 302 for onteripg an

facilities prese

nted by the b- based fin | Al :

citatpase’® senrtammyer. erieigapor Rl Aok Ry gntgring o
she wants to performa function that requir ded .
desturianbarhes aBsaURMATEReA [RBAGHPG AMOGTEdoY SUEGOLFPigring an
$10, 000 from account 437286 to account 739292. In this
araqw)t to tranafss to theudestisatien acerunt s takeaox 30 fer eateging an
"John Smith") in the custoner name box 301, origin

5  atiearization oleer, a(prsgword BEY 386 fyr enterirkpa presweidgiand a
account box 302, destination account nunber 739292 in

difieatdieshutivat 30Mforaitatly siwing308 transactiact it entodreaypgreciated
10000 in the transacti on anmpunt box 304, current

thQK®B easkh &i@ﬁlﬁ?l’.ﬁb Wni iRFRAGE Bes heknplifftevedsibn ofiad actual

password i n the password box 306. The user woul d
nRLi& BfoVs s 2PAPhEARRA Tit is to be
fg@%ﬂgi%g%\%%@gmuggée 4%%,50%{% exanpl e using a
Secur.i rd 400 j . ' .
SRR IR R Js R IAEHAL GidATbodt o uses o
FIG 6, the Secu t oken code 420 is displayed to
10 implemetthisgereen &\é&l known in the art, the Securld
card 400 continually generates a seri ?s of onﬁ/;e&)i ne
aut hdntapegationn atusrEROPEIRIS 05 hepbrawsar iRugrdse Yebapased
access a server. Heretofore, the Securid card 400
fivemicizdl applicadiopu Adei Wabskiaskd apglication then arasests a égan Rrompt.
user to a network.
Thereupon, the user logs into the system by presenting his or her authentication
credentials. The user then executes faciliies presented by the Web-based
15 financial application. Eventually, the user indicates that he or she wants to
perform a function that requires added security. For example, the user might
decide to wire $10,000 from account 437286 to account 739292.
In this case, the user would enter the customer’s name (e.g., “John
Smith”) in the customer name box 301, origin account number (e.g., “437286") in
20 the origin account box 302, destination account number 739292 in the
destination account box 303, transaction amount 10000 in the transaction

amount box 304, current token code (634917) 420 into the token box 305, and

password in the password box 306. The user would obtain the current token
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However, rather than use the Securl D card 400 solely
for purposes of network authentication, the SecurlD
W@ 200d/04807 may be used to establish user aut henPCTUB3004/035459
for a transaction. 10 To acconplish the transaction
the user clicks on the sign button 307 with a nouse
devi ce. The user's Wb browser conbines the
information that the user entered into the formwth

cblg 499! Hf' éﬁg@ﬂ'@y % g??‘dgr@@ré{ 4@9r(86r?1h?éilc1§bfy bl&ilable from

server t he user browser al ong

%#’%%lggg@ ﬁ{?g ?%e—lsgﬁ?{%and Up oa)é%te?%li?&)’g‘lr@g% l(()%;hae pecuriD
Qi srce Kot B ipalaLd heust 38 s wL ke lh g FR shgecurc

fromthe user. The browser, upI oads the |nforrmt| on in
carb490 caniiniall genseroeA setes BT aye-timeaubenlisatian ipfesherdes
a page to the user indicating whether or not the
42Pathet can be useddeageess Asarier. herptaferse Hie BReuntd 400

descri bed above nultiple tinmes. Each tinme 20 the user
vwaeked &l gorjursstiomivith a saper ieasthgeticatd aolsenitma network.
benefit of nmessage authenticity. On each nessage the

HEvRsv et SaBes thae usa e 8eturihthrpd0msoldsMbepurpogés Bhetwork
2005/ 045617 PCT/ US2004/ 035459 e.g., SecurlD token

é%nh'é‘gw She SBEIDUSEN 400 Heay B2 uSh SR asaslishuddr@uthenticity

ecur | t'oken woul d be different for each message.

%Eehasthefollovmng properties: SIV: 6
f(;rl;ﬂér]rgr?iﬁc glglts 5 SIP:. length not specified, but

0 FOVT St FAghof 98 B4Ry Bhand Bl ko i

rovi ded
neouse dev12e The user's Web browser combines the information that the user

entered into the form with the values r and e,, previously generated by the server
and downloaded to the user’s web browser along with the form. The browser
cryptographically processes the result and uploads that cryptographic result to
15 the server (Step 2). The server replies to the user’s browser (Step 3). Th»is step
is hidden from the user. The browser uploads the information in the form t)o the
server (Step 4). The server downloads a page to the user indicating whether or
not the transaction succeeded.
A user may repeat the process described above multiple times. Each time
20 theuser

securely transmits a new message and obtains the benefit of message

authenticity. On each message the user reuses the same authentication device,

26



10

15

20

k2: 160 bits of key entropy In the exanple, the
originator's client nust contribute at | east 160 bits

w@booskess1ent ropy toward the creation of k2. HOREWES2004/035459

the originator's user only needs 10 to copy 6
characters of information fromthe Authentication
token 420 into the box 305. This invention uses
technol ogi es and concepts that are known to those

At 7486 FABLEP D PSR B s

F nanmg)Otf E]i% Ser ces Industrey Part 2: The Secure
§ 615)0 PEWFICon of  X9. 30: 2- 1993).

HVAC._ ANSI X9. 71 2000, Keyed Hash Message

Aut hdhis example fasdae folland)g pmpesiesaNs|  X9. 52- 1998,

Crypt ography for the Financial Services 20 Industry:

Tr ¢ plHVDaransarcrdigits on Al gorit hm Modes of QOperation

AES:. Federal Information Processing Standards

Publ igipt iepthlAdt speifiddVvbutCdvisdManeest |1East 7 clidrabters
Standard (AES). AES supports key sizes of 128 bits,

15, 7 00 ki QORI it g
et o 1ot gL RBER o, o et ﬁguiﬁﬁé%ﬁﬁhywi‘”a

D1 <t IRdR imSi s EBA SR s 0 s
klé?/beonrt%tp?/rtcl)v?/grd tﬂé%?ejtilonvofzkz.l I-iow%%ér,%g %triggnra?grhsyuser only needs
to copy 6 characters of information from the Authentication token 420 into the
box 305.

This invention uses technologies and concepts that are known to those
skilled in the cryptographic art, including:

SHA1: ANSI X.9.30:2-1997, Public-key Cryptography for the Financial
Services Industry: Part 2: The Secure Hash Algorithm (SHA-1) (revision of
X9.30:2-1993).

HMAC: ANSI X9.71-2000, Keyed Hash Message Authentication Code
(MAC).

3DES: ANSI X9.52-1 998; Cryptography for the Financial Services
Industry: Triple Déta Encryption Algorithm Modes of Operation

AES: Federal Information Processing Standards Publication 197, 26-NOV-

01, Advanced Encryption Standard (AES). AES supports key sizes of 128 bits,

192 bits, and 256 bits.
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Standard. June 2002. RSA Security Securl D card: "RSA
Secur| D authenticators (also called tokens) allow

wWaIs@s®43607 i dentify thensel ves to the network aPdI/UR2084/035459

gain access to protected resources. Referring to FIG
7, starting with a random but user-specific 10 seed
val ue 801, the token generates and di splays a uni que
nunber every tinme period, e.g., 60 seconds, (SIV

420 |
) -PdAle iﬁ%{‘ﬁf@%@ﬁggn ) me\cfléké oA YrAGD r%&a&fdﬁ\pplled

useL and t on mGen CO

' ' SI P 604).
té‘%ﬁ{gﬁ’@ﬁeﬁs%@ﬁﬁ{ﬁ Cﬁ%@ﬁ? goﬁ \Qo{ okén a usZer S

el ecté g%ﬂl de %&%@? %7&? E(ll‘laea% ‘A glrlngcll-iepreser?ta}t( ion of

htt [/ WWW. r'sasecur i ty com product s/ securi d/ br ochures/
@ﬁW%'ﬁbﬁa Medr.ddarsh 1995. 22- May- 04. The seed 801 is
hi dden withi.n the Securl D token's 400 menory and
securR84 GRBEURSA paboraiariast BKES#EbVEr Y : RﬁﬁeCém’@gﬂaphy
nunber 802 is printed on the Securl D token 400, and

standbel. deae 2D92anyone i n physical possession of 20 the
token. The Trust Distributor 147 which nmay serve in

t he REAGHIrBf SésurRbbard GRS ReSatar Dagthenticdrsqhisbitlled
unlque seed and serial nunber of each credential. For

%Fﬁét 'a%&vyusetr{t&.d@hﬁg,l tREMEEIVES wm&ﬂa?k e tiHEsddif access to

he seri a are the sane. However, 1IN sone

i

@@ﬁ%%%@?ﬁ%éﬁ%%&@ ey L ?%*etiste? specifi
one in betme e ot her word

Soilie ot TR ‘?%k%g%?weaa Py %Eaugt%wg%fi SieRg time
the correspondi n erl nber. This table )
3506 81 8 SO Seta0ba ThR Senerated purrbes s vl anigfor tha
Trust Distributor 147.
user and that time period — and only when combined with the user’s secret PIN
or password (SIP 604). Because of the dynamic nature of the token, a user’s
electronic identity cannot be easily mimicked, hacked, or hijacked”. RSA

Security:

http://www.rsasecurity.com/products/securid/brochures/SID_BR_1202 lowres.pd

f, 22-May-04. The seed 801 is hidden within the SecurlD token’s 400 memory
and security measures prevent its discovery. The serial number 802 is printed
on the SecurlD token 400, and can be read by anyone in physical possession of
the token. The Trust Distributor 147 which may serve in the capacity of an RSA
ACE Server has a copy of the unique seed and serial number of each credential.
For simplicity, this disclosure assumes that the userid and the serial number are

the same. However, in some cases, these values are different and a table exists
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5 This present invention assunes that a tool exists

whi ch operates in a simlar manner to the ACE server;
whowswets17it allows an historical time to be PpeDUSIOH035459

as an input, in addition to the SIV, userid, and

possi bly the serial nunber. This tool is used by a

3rd party judge to independently validate

consequential evidence of historical events. Unlike

ST b A D BRI 91 e

L L T L
o pona bl ey Al SRuCBE R Bt S sbler 150 or e

exanple is the credit card nunber (perhaps along with
Triss DiStiibuioiddr) . In this case, the 3rd party judge
15 nust determine validity of a credit card nunber at

5 t he Thisepresertiisvantionadsstumasdhata ool exists which @perajas in a
performed by the 3rd party judge includes, but is not
sirhifdrtreghrier.to Wed ACE sarmehotvibeers itallbwarah kistbrical tinde tg be
of the credit card nunber against the date of the

orARSRES BATnpdtNinastlitidro, thé Isev sk, aha podsivh thdaseeiahn

Istorical Trecord of credit card nunber suspension to

nglgr{beerr.mrﬂfs fobl itsrlfaseagb‘jfiﬁrd GaHY jWRRe BAndaskiRicnad vaNddtee

er_or any ot her orized party before the date of
the 't tion. Jdo facjil] i
coseqteALedp e oapioBRe el el ACE Ss ol
10 doodt SERENSEON BEOTOARISE JorEe o Bl DEdadgn VeliBate the
However, it is to be appreciated-that th

Se
samea StV aitiphe tinges. A¥s0, theiRol dees naj 'ieqtiﬁé?h%éb‘(re of the

invention, and are provided herein to illustrate
cer t dihe SeneiEbmecharisois anedospibie autbenticationiraecharism for
exanple, while the user case exanple shown _ _
use in conjunction with the present invention. Another example is the credit card
number (perhaps along with the CVV number) . In this case, the 3™ party judge
15  must determine validity of a credit card number at the time of historical
transaction. The validation performed by the 3™ party judge includes, but is not
limited to, validation of the start and end validity of the credit card number against
the date of the transaction. In addition, the check should validate an historical
record of credit card number suspension to determine if the credit card was
20 cancelled by the user or any other authorized party before the date of the
transaction.

To facilitate a clear understanding of the present invention, illustrative

examples are provided herein which describe certain aspects of the invention.
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herein is described with respect to the financi al

services industry, it is to be 5 understood that the
woreiokogs1and systens of the present invention PElUSI80035459

be suitable in other industries. In general, the

present invention may be thought of an alternative to

PKI - based digital signature. Although illustrative

enbodi ments of the present invention have been

AR B B AR AT o
S B G BB URTER AP Lo

affected therein by on skilled in the art w thout
ageqsiated rY\gthrtPSrW‘{%'Oﬁcé:e;S’é e&?mglﬁ: while dhe Lger ¢aRcsmtanale shown
15 20 30 WD 2005/ 045617 PCT/ US2004/ 035459 WHAT | S
herein iEtescgbed with regpeeido tha fingnsial sendcesiadugisy: it is to be
aut henticity, conprising the steps of: accepting

5  uhderssmct thahtherhethodsiand; syStemes efpthierpgeserttimeantioatraay alsmbe
used for authenticating an originating user;

saitatié agotehircristriespringeasiahght ipeegantirs@otioomay be thought of
information using only a second data item wherein

ahftefidtveny PKI-ddied iigigl sgpbmrétemis less than the
entropy of the second data item and authenticating

the @i g ' SEmbSdiREntdEr the TrPésdRifventiSAhavé Beén

_The ﬁn@bﬁ%@fﬁlggﬁﬁb}i nr}n? I\ﬁ%er elgfn the second data item
dederi oetd herein with reference to the accompanying drawings, it is to be

10  understood that the invention is not limited to those precise embodiments, and

that various other changes and modifications may be affected therein by one

skilled in the art without departing from the scope or spirit of the invention.

15

20
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derivable fromthe first data item 3. The nethod of
claiml1l, wherein the first data itemis obtai ned from

wazooan4sut henti cati on token. 4. The net hod of BCHIUA2084/035459

wherein informati on obtained fromthe authentication
token contributes to the first data item exclusively.
20 5. The nethod of claim3, wherein the

aut hentication token is a one-way authentication

MK&P1P§A\{)QE%9%5/ 045617 PCT/ US2004/ 035459 6. The
, Wherein the first data item

i ncl udes ope re of. .a sequence of digits -

cor r ebponds Tebe FiguliaPe3e by taslstye faraprising the steps
device, a credit card nunber, a CW nunber, and a
%fgssvvord. 5 7. The method of claim®6, wherein the
external device is not electronically connected to a
conplAcEering trapsagiontinrmatied of claim 6, wherein the
step of accepting the first data itemincludes the

st ep adceptingal firgt datpitet uged floe atiihesticatintgoan oeginatity oser;
The nmethod of claim6, wherein the nunber of digits of
t he cgpiographicdllygirgtéssirigsthedsmstibiton inéormation uBlregy only a
nmet hod of claim9, wherein entropy of the second data

sdMdi fata #EmMBWHK&IR tRE cBr63\ 6f the ¥itst dHIL itBRY 896k Othan

claim6, wherein the nunber of digits of the sequence

fg‘% ﬁfgﬁpﬁ{i}ﬁe\%ﬁ%d&% itehE Y- one. 20 12. The net hod

erein the entropy of the second data
authenticating the originating user using the first data item.

2. The method, of claim 1, wherein the second data item is not

derivable from the first data item.

3. The method of claim 1, wherein the first data item is obtained from

an authentication token.

4. The method of claim 3, wherein information obtained from the

authentication token contributes to the first data item exclusively.

5. The method of claim 3, wherein the authentication token is a

one-way authentication token.
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itemis 80 bits or greater. 32 WO 2005/ 045617
PCT/ US2004/ 035459 13. The nethod of claim1, wherein

w0 b@sfousest data itemis inaccessible to an enpCT/YS2004/035459

aut horized to process the transaction. 14. The net hod
of claiml1, further including the step of providing 5
consequenti al evidence, wherein providing
consequential evidence includes witing a nessage to

a | ogs.r ecorih meliodEEAGL1 | VAsIrem the firStQidts RBRARLILABS one or
information, the first data item the second item anrc]

' bl f Qi gl [ ef:
e S Sp o AT aIGiRCeor b hiAg 19 thdteisplabled tn alf¥itemal

q j [ I i.n onsul ting the
FRMSE TR BarFAIBECS QW Ofloe T H ERe SRR
information, the first data item the second item and

the identifier for the originating user. 15 16. The
met hqd of _¢laim15, wherein the consulting of the |og
record i s ﬁkﬁ’é?‘?ﬁ"fol‘i’éﬁ am@y whesels the exiasaalgpyice is not
authenticity of the nessage included in the |og
qlecttnically conmpetegde inowpraputer siistem6s, wherein the

val i dation of the nmessage 20 authenticity is
performed by a trusted third party. 33 WO 2005/ 045617
PCT/ US2004/ 035459 18. A system for providi ng nessage

aut hent i ciThe, methiodrof $iang:6, avhepein U6 stdpesitRbBtiftR Y fitst data
that stores transaction information and a first data

itch®McRésahs SR 6F rAlakally lifslting 81t 448 it " opy of
the first data

9. The method of claim 6, wherein the number of digits of the

sequence of digits is less than ten.

10.  The method of claim 9, wherein entropy of the second data item is

80 bits or greater.

11. The method of claim 6, wherein the number of digits of the

sequence of digits is less than twenty-one.

12.  The method of claim 11, wherein the entropy of the second data

item is 80 bits or greater.
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itemis less than the entropy of the second data item
and 5 a processor comuni catively coupled to the

W@ st 7 readabl e nenory, the processor progPEnIBII0L/a85459
perform actions conprising: cryptographically
processing the transaction information wusing only the
second data item and authenticating the originating
user using the first data item 10 19. A program

st orage deKé eeetheddiblain Hywherais fafirst Hatadiddh ¥ inaccessible to
enbodyi ng a program of instructions executable on the

alRMRty Buth8riR& fo9srBtesetheahnshefien.f or providi ng
end-t'o-end nessage authenticity, the nmethod steps

conprising: 15 accepting transaction information;
accepting a first data itemused for authenticating an

origjnati usey ; rypt Qgr aphi cal | ocessi th
tranddot i offe ftodaf P8 dSfutihet iiegctnd s 78 ohrayiding
item erei.n the entropy of the first data itemis
cpisuehel Sidenish BRI Pr fing SoBRRARIE $YLHCeRaggs
aut henticating the originating user using the first
woting ajmessagesio a log record, the message including the transaction
information, the first data item, the second item, and an identifier for the

originating user.

15.  The method of claim 14, wherein the step of providing
consequential evidence further includes consuiting the log record for one or more
of the transaction information, the first data item, the second item, and the

identifier for the originating user.
16.  The method of claim 15, wherein the consulting of the log record is
performed to validate the message authenticity of the message included in the

log record.

17.  The method of claim 16, wherein the validation of the message

authenticity is performed by a trusted third party.
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18. A system for providing message authenticity, comprising:

a computer-readable memory that stores transaction information
and a first data item and a second data item, wherein the entropy of the first data
item is less than the entropy of the second data item; and

a processor communicatively coupled to the computer-readable
memory, the processor programmed to perform actions comprising:

cryptographically processing the transaction information
using only the second data item; and

authenticating the originating user using the first data item.

19. A program storage device readable by a machine, tangibly
embodying a program of instructions executable on the machine to perform
method steps for providing end-to-end message authenticity, the method steps
comprising:

accepting transaction information;

accepting a first data item used for authenticating an originating user;

cryptographically processing the transaction information using only a |
second data item, wherein the entropy of the first data item is less than

the entropy of the second data item; and

authenticating the originating user using the first data item.
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