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SELECTION I N AN | P TELEPHONY NETWORK BACKGROUND OF THE I NVENTION 1. Fiel
of the |Inwemioam4The present invention relates generally tPeTiUseo/fioed d of |
tel ephony, and nore particularly to a nethod and system for selecting
gateway(s) for routing calls through a packet-based tel ecomrunications
network i nterconnected with a public telecomunications network. 2.
Acronyns The witten description herein uses a nunber of acronyns to refer
to various services, nessages and system conponents. Although generally
known, use of several of these acronynms is not strictly standardized In
the art. For purposes of this discussion, several acronyns will be defined
as follows: Dynam c Gateway Sel ection (DGS) - a process enployed by a
network server and a Redlrect Server S) to aIIOM/caIIs to be routed to
an egress gat ewehE NP Eg = : S7NSL Ll Gat eways
- gateways connectlng an I'x AN IROF L EBHS ET\VE) network. | WO
01/ 039444 PCT/ US00/ 41994 Net wor k Nhnagenent Systen1(NNB) - performs a
variety of functions, including
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1. Field of the Invention

. The present in\{enﬁpn relates generally to the field of IP telephony, and more
particularly to a method and system for selecting gateway(s) for routing calls through a
packet-basad telecommunications network interconnected with a public

telecommunications network.

2. Acronyms

| The written description herein uses a number of acronyms to refer to various
services, messages and system components. Although generally kno;:vn, use of
several of these acronyms Is not strictly standardized in the art. For purposes of this
discussion, several acronyms will be defined as follows:
Dynamic Gateway Selection (DGS) - a process employed by a network server and a
Redirect Server (RS) to allow calls to be routed to an egress gateway.

Egress (Destination) and Ingress (Origination) Gateways - gateways connecting an IP

network to a PSTN, PBX or other network .



receiving and storing status changes to destination or egress gateways. 3.
Description of the Prior Art Internet tel ephony provides real-tinme delivery
of voi ce,werd/osther mul tinedia data, between two or norePEAMUSO@$199LT 0SS a
network enploying Internet protocols (IP). Internet tel ephony is

sessi on-based rather than connection-based. That is, Internet telephony
uses virtual connections or circuits to pass data between tw nodes. These
connections between the nodes are ternmed "virtual circuits” to distinguish
them from dedicated circuits of conventional networks. Wile IP tel ephony
offers benefits to both users and carriers in terns of costs and variety
of nmedia types that can be routed threrethrough, there are a substanti al
anount of traditional tel ephones being serviced by the Public Switched

Tel ephone Network (PSTN). The PSTN provi des users wth dedicated,

end- t o-Natdork Manageoemt Sysiam{NMS) - perfaimsaa vanetyfofdapttions, inclidingui ts are
reserved between an originating switch and a termnating switch based on a
cal | ed rgagivingrarstoringi@tatus 'chahge ts esfindtion diasljtkss ghtewdys he | nter net,
many public tel econmuni cations networks now carry significantly nore IP
data traffic than voice data traffic. Public tel ecomunications networKks,
optimzed for voice traffic, are ill- 2 WO 01/039444 PCT/ US00/ 41994

equi pped to handle increasing data traffic volunes. The growmh in |IP data
traffic coupled with custonmer demands for integrated voice and data
services at |ower costs

3. Description of the Prior Art

Intemet telephony provides real-tima delivery of voice, and other multimedia
~ data, between two or more parties across a network employing Internet protocols (IP).
Internet telephony is session-based rather than connection-based. That is, Internet
telephony uses virtual connections or circuits to pass data between two nodes. These
connections between the nodes are termed *“virtual circuits” to distinguish them from
dedicated circuits of conventional networks.

While IP telephony offers benefits to both users and carriers in terms of costs
and variety of media types that can be routed threrethrough, there are a substantial
amount of traditional telephones being serviced by the Public Switched Telephone
Network (PSTN). The PSTN provides users with dedicated, end-to-end circuit
connections for the duration of each call. Circuits are reserved between an originating
switch?and a terminating switch based on a called party number. |

However, because of the popularity of the Intemet, many public
telecommunications networks now carry sighificantly more IP data traffic than voice

data traffic. Public telecommunications networks, optirmized for voice traffic, are ill-



has led to the adoption of IP as the preferred protocols for carrying both
voi ce and data traffic between originating and termnating swtches of the
publ i c t eWemowsadmi cati ons network. Accordingly, in order PCorushi4toased

t el ephony services to becone broadly accepted by users of traditional

tel ephones, it Is necessary to interface the IP tel ephony network with the
existing PSTN and with private PBX phone networks. To permt this nbde of
operation, a packet-based network, such as the Internet, must interface
directly with public tel ephone networks and operate as a bridge between
originating and destination switches of such networks. Media streans which
originate froma public network nust be capable of being transported

t hrough the packet-switched IP network and term nate at the same or

di fferent publlé‘network Thi s tygg of interfacing is perfornmed by gateways
whi ch eaHippeddedandle icgpasing dala raffisvolymes: Thegrowtein IFhdatavteaffiet wor ks.

Therefore, Internet gateways perform code and protocol conversion between
two ot la:eupledemlmcustpmertdamam forintegrated voicedend datassereices atlowédracostsd
packets between the two different networks and thus nake
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reliability it is crucial that the gateways are reliable and
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Accordingly, in order for IP based telephony services to become broadly
accepted by users of traditional telephones, it is necessary to interface the IP telephony
network with the existing PSTN and with private PBX phone networks. To permit this
mode of operation, a packet-based network, such as the Internet, must interface
directly with public telephone netwofks and operate as a bridge between originating and
destination switches of such networks.

Media streams which originate from a public network must be capable of being
transported through the packet-switched IP nstwork and terminate at the same or
different public network. This type of interfacing is performed by gateways which
interface the signaling and bearer paths between the two networks. Therefore, Internet
gateways perform code and protocol conversion between two otherwise incompatible
networks to provide links necessary to send packets between the two different networks
and thus make network-to-network connections possible. To assure overall system

reliability it is crucial that the gateways are reliable and their availabllity, especially



SUMVARY OF THE- 1 NVENTI ON I n accordance wth the principles of the

I nvention, a nethod and systemare provided by which an egress (i.e

desti nat iwp)1gauenay i s dynam cally selected to establisirCa/usoommeni cati on
session over a path supported at least in part by an IP tel ephony network
and a PSTN, PBX or other network. A redirect server (RS) in concert with a
net wor kK managenent system (NVS) enpl oys a gateway sel ection nethodol ogy
whi ch includes recordi ng egress gateways which are not avail able due to
several reasons, such as having tined out, or having a mal function, i.e..
failure status. In one enbodi nent of the present invention, a nethod is
provided for dynamcally selecting an egress gateway to allom/a call to be
conpleted in a communication session over a path supported at least in
part by an I P tel ephony _network and ,a PSTN, PBX or other network. The IP

t el ephéieptinaiampregiessgadaways. hemanit @r@dcfpr AHigkisand atficiantlyseleptingatys, at

| east one Session Initiation Protocol (SIP) proxy server (SPS) and at

| east aveilabidigatewaygerver (RS). A dynamic gateway selection (DGS) feature
is always active and is typically invoked whenever a source user agent

(SUA) initiates a call attenpt by sending a session participation request
to the SPS. 4 WD 01/039444 PCT/ US00/ 41994 The preferred nethod generally

i ncl udes the steps of; receg hlﬂ_a - e Tl apwest at the SPS fromthe
SUA. The SPS forwards the regues arn i nformation of

desti nati on gat eways. S responds._ o the SIP sessio rticipation
IR accordance w hﬁ] &e pr?ncpﬁes of%he nvent on, a me hoci1 aR3 system are

provided by which an egress (i.e., destination) gateway is dynamically selected to

establish a communication session over a path supported at least in part by an IP
telephony network and a PSTN, PBX or other network, A rediract server (RS) in
concert with a network management system (NMS) employs a gateway selection
methodology which includes recording egress gateways which are not available due to
several reasons, such as having timed out, or having a malfunction, i.e.. failura status.
In one embadiment of the present invention, a method is provided for
dynamically selecting an egress gataway to allow a call to be completed in a
communication session over a path supported at least in part by an IP telephony
network and a PSTN, PBX or other network. The IP telephony network includes a
plurality of ingress and egress gateways, at least one Session Initiation Protocol (SIP)
_proxy server (8PS) and at least one redirect server (RS). A dynamic gateway selectior;
(DGS) feature is always active and is typically invoked whene\)er a source user agent

(SUA) initiates a call attempt by sending a session participation request to the SPS.



request with either a redirection response or a request failure response.
The RS redirection response includes a routing list. The routing list is a
list of eyo@sm3Yi4 e., destination) gateways that are det @cCriused49o4 be

i n-service. Upon receipt of a redirection response fromthe RS, the SPS
proxi es the session participation request to a first destination gateway
in the routing list. Oherwse, the RS returns a failure response which is
sent to the SUA. The failure response is an indication that there are no
destination gateways having an in-service status. Wien the SPS proxies the
request to a destination gateway, the SPS waits for a final response from
the selected destination gateway. The SPS will either receive a final
response or time-out. \Wien the SPS receives a final response fromthe

destination: | : : ) it
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times-out for a final tine, the SPS sends the session participation

r eques tinfogmatien ptdestinationgatewaysathaRP 1esponds tothe SIP session padidipiioroy
the RS. 5 WO 01/039444 PCT/ US00/ 41994 The process of sending a request a

pr edet gequestvithugittear afedirection respansesdretrdquest fullune xéspbarsel 'fHid R8 gat eway
in the routing list until one of the follow ng occurs: (1) a success
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destination) gateways that are determined to be in-service. Upon receipt of a
redirection response from the RS, the SPS proxies the session participation request to
a first destination gateway in the routing list. Otherwise, the RS returns a failure |
response which is sent to the SUA. The failure response is an indication that there are
no destination gateways having an in-gervice status,
When the SPS proxies the request to a destination gateway, the SPS waits for a
final response from the selected destination gateway. The SPS will gither receive a
final response or time-out. When the SPS receives a final response from the destination
gateway, the SPS proxies the final response to the SUA, awaits an acknowledgment
and proxies the acknowledgment. Otherwise, when the SPS times-out waiting for a
final response from the destination gateway, the SPS re-sends the request a
predetermined number of times. If the SPS times-out for a final time, the SPS sends
the session participation request to the next destination gateway in the routing list

provided by the RS.



descri bed above with respect to the first destination gateway in the
routing list; (3) the SPS receives an unsuccessful final, non-server
failure rwoponsa4fromthe currently selected destinati onPgatseayr9pr (4)
the destination gateway returns a server failure response, in which case
the SPS infornms the RS of the destination gateway failure. In case of the
second to fourth situations, the SPS sends the session participation
request to other destination gateways in the routing list provided by the
RS. For each destination gateway that returns a gateway failure response to
the SPS, the destination gateway is recorded as an out-of-service
destination gateway in the RS and is dynamcally renoved fromthe routing
list. Therefore, subsequent requests are not sent to destination gateways

whi ch are ryparfistosSolidndilg 82646 fSRdetaiifed naPdRMDf fimds ihhép@ﬁe‘d”t' !
after a predeterm ned anount of tine. After the predeterm ned anount of
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Is determned that a gateway is out-of-service or back I n-service. \Wen
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01/ 039444 PCT/ USOO 41994 gateways and no successful response is received,
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indicating that a call cannot be nade. In an alternative neth
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response, in which case the SPS informs the RS of the destination gateway failure,

In case of the second to fourth situations, the SPS sends the session
participation request to other destination gateways in the routing list pro(tided by the
RS. For each destination gateway that retums a gateway failure response to the SPS,
the destination gateway is recorded as an out-of-service destination gateway in the RS
and is dynamically removed from the routing list. Therefore, subsequent requests are
not sent to destination gateways which are recorded as out-of-service destination
gateways in the RS until after a predetermined amount of time. After the predetermined
amount of time has elapsed, the RS automatically recovers failed or out-of-service
pathways and issues a report to a network management system (NMS) indicating that
the destination gateway is back in service. Table structures, stored within the RS, are
updated on a real-time basis when it is determined that a gateway is out-of-service or

back in-service. When the session participation request has been sent to all destination



a ping method. In this nethod, gateway availability is determ ned by
sendi ng at | east one packet to each destination gateway to ascertain

whet her twe odestithati on gateway is .available, or in-serpCTaiSod/itonhe
destination gateway is in-service, it transmts an ACK nessage. If an ACK
nmessage is not received after a predeterm ned period of tine, the
destination gateway (DGN is determned to be unavail able. The ping nethod
preferably queries each destination gateway one-by-one and updates gateway
i nformati on tables by recording the status of each destination gateway. The
present invention thereby provides several functions, including: (1)
dynam c detection of failed and unavail abl e gateways; (2) dynam c renoval
of failed and wunavail able gatemay(s) froma routing list, gateway

I nf or %dt&ﬂa&@ghﬂ ’noez%&fcgs s d nsk'i€ s o il a fihaFrespofsd B

auto C recover unaval € gateways by updating gateway
status tabl es fter f I CRI PTI ON OF
THE DRA@\P rB%é?gﬁ%g(ﬁ%ﬁéggﬁ%hgghé}rae& gg%‘?'%t?bg hergl n wth
reference to the accqnpanyij aw n n which: FIG | a blo

di agr am of aln;ﬁféﬂ@méﬂv%mm‘gé?{a“éb“'&@f destination oAlRWAYSS: dset 81-956399444
PCT/ US00/ 41994 FIG 2 is a flowhart illustrating signaling and call setup
pr ocedus pingrettiot. nip thisometieod; gatelape avaitzbily 3 detefnieddby semdmglalt lédsbw

diagramillustrating the signaling and call setup procedures

one packet to each destination gateway to ascertain whether the destination gateway is
available, or in-service. If the destination gateway is in-service, it transmits an ACK
message. If an ACK message is not received after a predetermined period of time, the
destination gateway (DGW) is determined to be unavailable. The ping method
preferably queries each destination gateway one-by-one and updates gateway
information tables by recording the status of each destination gaieway.

The présent invention thereby provides several functions, including: (1) dynamic
detection of failed and unavailable gateways; (2) dynamic removal of failed and
unavailable gateway(s) from a routing list, gateway information table, etc., after a

_ predetermined period of time; and (3) automatic recovery of failed and unavailable

gateways by updating gateway status tables after a predetermined period of time.

BRIEF DESCRIPTION OF THE DRAWINGS
Various preferred embodiments are described herein with reference to the
accompanying drawings, in which:

FIG. 1 is a block diagram of a preferred embodiment of the present invention;



according to the enbodinent of FIG 1; and FIG 4 is a flowhart
illustrating an alternate enbodi nent of the present invention. DETAILED
DESCRI PTIvON 0DB390HE PREFERRED EMBCDI MENTS Preferred enbodiPe@risso/af9t he
present invention will now be described with reference to the figures
where |like reference nunbers indicate identical or simlar elenents. It

w |l be apparent to persons skilled In the relevant art that the present

i nvention can operate on many different types of networks w thout departing
fromthe scope of the present invention. In the preferred enbodi ments
descri bed herein, the P telephony network is preferably the Internet.

O her exanpl es of networks which could be used include |eased |Iines, frane
del ay, and asynchronous transfer node (ATM networks. The present

i nvention provides a nethod and system for selecting an egress or

desti nati on RI& @wdy atfioveshzrbillistratingesignalingand call sekspi procedarascagrairding
supported at least in part by an IP tel ephony network, such as a WAN, and

a PSTN.io tReefibodiirient of RIGWY k. The method further determines the status of
a destination gat evvay, 8 WO 01/ 039444 PCT/ US00/ 41994 particularly. as
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destination gat e oTservice ervi ce

det d t
prede ezgcnc]on mg%o ie em od%gﬁt of FIG. 1; and

"FIG. 4 is a flowchart illustrating an alternate embodiment of the present

invention.

DE IE PRE T

Preferred embodiments of the present invention will now be described with
reference 1o the figures where like reference numbers indicate identical or similar
elements. It will be apparent to persons skilled in the relevant art that the present
invention can operate on many different types of networks without departing from the
scope of the present invention. In the preferrad embodiments described herein, the 1P
telephony network is preferably the Intemnet. Other examples of networks which could
be used include leased lines, frame delay, and asynchronous transfer mode (ATM)
networks.

The present invention provides a method and system for selecting an egress or
destination gateway to establish a communication session aver a path supported at
least in part by an IP telephony network, such as a WAN, and a PSTN, PBX or other

network. The method further determines the status of a destination gateway,



Referring now to the drawings, and first to FIG 1, a systemaccording to a
preferred enbodi nent of the present invention is designated generally by
ref erencewonunexad 10. System 10 is a tel ephony network sypsTrdarso@nddd ncl udes
a first public swtched tel ephone network (PSTN) |14a which interfaces to
an | P tel ephony network or Internet 112  The Internet 112 is further
interfaced to a second PSTN 114b. The first PSTN 114a includes a source
user agent (SUA) 102, i.e., originating agent, which originates a session
participation request. The second PSTN 114b includes a called party
destination user agent (DUA 103). The Internet 112 includes a redirect
server (RS) 104, an. SIP proxy server (SPS) 106, a Network Managenent
System (NVMS) 108, and destination gateways (DGM) | 1Qa, 11Gb. Wiile only

t wo DG@% : ; oL dinar iAel el ' L.ze that
addi ti n:ﬁé %@%ﬁﬂ‘}yeug@@gpgwgée%y@h%@Qdffgbn g%%ﬁémy%%@g%&ﬂ% agenent
functiq Lech cks Status. of . the . The NV 1 recei ves and
stores ‘{fﬁsmé‘f% éét%ﬁ}fyré;%g( 'ﬁ{ébé?’ai%dfm%ﬁ%%%%%ﬁfw groungd o
reported to the NVS 108 -by the RS 104 via the SPS 106.' SPS 106 acts as
bot h a2peewdofime.client for the pur pose of making requests on behal f of

other <clients. SPS 106 provides proxy server and gateway resource

managenent fRefetringsow tGHE dffwingy, dred AirsBtdFIG.okya systenT agdoraingHod 3
gat ekeeper. 9 WD 01/ 039444 PCT/ US00/ 41994 The net hod of the present

o ne R SR et AN (SRRt Y B htetoy 1
numeral 10. System 10 is a telephony network system and includes a first public
switched telephone network (PSTN) 114a which interfaces to an |P telephony network
or Internet 112. The Internet 112 is further interfaced to a second PSTN 114b. The
first PSTN 114a includes a source user agent (SUA) 102, i.e., originating agent, which
originates a session participation request. The second PSTN 114b includes a called
party destination user agent (DUA 103). The Internet 112 includes a redirect server
(RS) 104, an SIP proxy server (SPS) 106, a Network Management System (NMS) 108,
and d_‘estination gateways (DGWs) 110a, 110b. While only two DGWs are shown, one
of ordinary skill in the art will recognize that additional DGWs may be provided. The RS
104 supports a gateway management function which tracks the status of the DGWs.
The NMS 108 receives and stores all status changes regarding DGWs 110a, 110b.
Status changes are reported to the NMS 108 by the RS 104 via the SPS 106." SPS 106
acts as both a server and client for the purpose of making requests on behalf of other
clients. SPS 106 provides proxy server and gateway resource management functions.

SPS 106 may be a SIP proxy server or an H.323 gatekeaper.



order to allowcalls to be routed to one of the DGM 11 Ca , 11 Ob. The
dynam c gateway selection and-renoval feature is particularly invoked upon
recei pt byotohe3R$ 104 of a session participation request PCTHESI@UAIL02
Initiates a call attenpt to transmt the session participation request to
the SPS 106. Accordingly, an attenpt is nmade to establish a conmunication
session between the SUA 102 located in the first PSTN 114a and the called
party destination device (DUA) 103 | ocated in the second PSTN 114b. PSTN
114a and 114b are bridged via the Internet 112. FIG 2 is a flowhart
illustrating the call routing logic for establishing a conmmunication
session in accordance with the nethodol ogy of the present invention. At
step 702, a user initiates a call attenpt by sending a session

ticipati . . .to the SPS 106 t h
Par el Pat ot MR of e ipso B hdoh S BB bR SESPAS InRg
705, | HemOvabYE PhItRERedRUIRE S P8 and 148 10AT0icotd WiV 19 st 1 57y
the request. If so, at step 706, the RS 104 responds to the SPS 106 query
wi th a ardes torgjlaw ealls to ke routed te pnefof the BIGIAs & 10a\Vs! 10ba Theatyriamnidlgateway

call. The RS 104 supplies the routing list froma gateway information

tabl e siepsctidntdrel @imoval fedtare Rysarticilagy Rvoked uppnaesbipe Bythé RS are no
DGWN that can satisfy the [INVITE reqﬁ%st, at step 70?? Z requegtm?;i lure

Ctop 707 BrRNEREton feddie “HheiA Foiptiets EpL IRAHE o banaitibe) ' re
' equeStsetsgion participation request to the SPS 106, Accordingly, an attempt is made to
establish a communication session between the SUA 102 located in the first PSTN
114a and the called party destination davice (DUA) 103 located in the second PSTN
114b, PSTN 114a and 114b are bridged via the Intemet 112.
FIG. 2 is a flowchart illustrating the call routing logic for establishing a
communication session In accordance with the methodology of the present invention.
At step 702, a user initiates a call attempt by sending a session participation request
(i.e., an INVITE request) to the SPS 106. When the INVITE request is an initial
" request, the SPS 106 forwards the initial INVITE request to the RS 104 for routing
instructions at step 704. At step 705, it is determined whether there is at least one
DGW that can satisfy the request, If so, at step 706, the RS 104 responds to the SPS
106 query with a routing list, 1.e., a list of candidate DGWSs that can handle the call. The
RS 104 supplies the routing list from a gateway information table stored therein.
In the event the RS 104 determines that there are no DGWs that can satisfy the

INVITE request, at step 705, a request failure response is returned to the SUA 102, at

10



one of the DGW 11 Oa, 11 Cb. At step 708, the SPS 106 selects the first
DGW11 Ca in the routing list to determne Its serviceability and/or

avai | abi IwWoy1es®tus. Steps 710 and 712 determ ne whet her PCh@Sousvent | y
selected DGW 110a fromthe routing list Is in a failure state or has tined
out. Specifically, at step 710, a determ nation is nmade concerning whet her
the DGW 110a returns a failure response (i.e., out-of-service response).

If there is a failure response at step 710, the SPS 106 reports the gateway
failure to the RS 104 at step 714. The RS 104 marks the selected - DGV 110a
as an out-of-Service destination gateway in a gateway information table
stored in the RS 104; at step 716. In addition, the SPS 106 sends a
nmessage, (i.e., Sinple Network Managenent Protocol (SNWP) trap), to the

NVE 108step di07atlpan readdving tied routingdise\ihs SRS 106 proXies the RIS rddifist &1 ect s
the next DGW 11 b in the routing list, at step 718. Control then returns

Lo stefufd 8 e IEW 1408,  th.aKPbich bidd, weeiast%asméﬂ AsCHPY1bh State .

that is, whether the next sel ect gat eway Is 1n a
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repeated. In short, t he process of selecti ‘n;ma gat eway from t he rout| ng
list an@iideterming WBeMtth@PUrfﬁnﬂlé selected BGW Ad Oatfeara the rowuting liskisiin aut i s

repeated until a DGWIs found fromthe routing |ist which accepts a call
with a faluecstate ochaotimedaduts iSppciitaily, Wit 7 $0 8 deterhinalisiti rhadéecei ved,

the SPS 106 11 WO 01/039444 PCT/ US00/ 41994
conceming whether the DGW 110a returns a failure responsa (i.e., out-of-service
response). If there is a failure response at step 710, the SPS 1 06 reports the gateway
failure to the RS 104 at step 714. The RS 10“;4 marks the selected DGW 110a as an
out-of-service destination gateway in a gateway information table stored in the RS 104,
at step 716.
In addition, the SPS 106 sends a message, (i.e., Simple Network Management

Protocol (SNMP) trap), to the NMS 108 indicating a destination gateway failure. The

. SPS 106 then selects the next DGW 110b in the routing list, at step 718. Control then
returns to step 710 to determine the availability of the next selected DGW 110b; that is,
whether the next selected gateway 110b is in a failure state or has timed out. If the
next selected DGW 110b retums either a failure response at step 710, or times-out at

| step 712, then steps 714-718 are repeated. In short, the process of selecting a
gateway from the routing list and determining whether it is in a failure state or has timed

out is repeated until a DGW Is found from the routing list which accepts a call with a

success response at step 720. When a success response is received, the SPS 106

11



forwards the response to the calling user SUA 102 at step 722. The nedi a
streamfor the call is then set up at step 724 to establish a

conmuni cawpDem/0d4mk bet ween the SUA 102 and DUA 103. FI G PBTIGS0@4199d |
routing flow diagramillustrating in greater detail the call routing |ogic
procedure descri bed above with reference to FIG 2. Table | below lists the
I NVI TE required paraneter fields in the preferred enbodi nrent when a SUA 102
initiates a call attenpt by sending a session participation request (i.e.,
an INVITE request) to the SPS 106 (See FIG 1. item1 and FIG 3, step
"a"). Table I Paraneter Usage Request-Line Contains the nmethod (e.g.,

I NVI TE), Request Uniform Resource ldentifier (i.e., Request-URI) of the
SPS and protocol version To Contains the address of the recipient of the

reques Fr tal A A1 | f I1-1D
Uni auorgr RIS sBopie 16 fhf Ealifd RsBL slAoR ot bEHITRE, ThE DA SfiRb 1 -
deci mal  sequence nunber, chosen. by {he requestin lient, ,unique wthin a
i ngl o thepaLIEIan/AEt ERIAL e (4 9 halablish & GommbRitAton Bk bapwerd the SHA T "so
far The SIP INVITE |Is addressed to the called party DUA 103 at a proxy
addr esg02tand DUA 103.
FIG. 3 is a call routing flow diagram illustrating in greater detail the call routing

logic procedure described above with reference to FIG. 2. Table 1 below lists the

INVITE required parametér fields in the preferred embodiment when a SUA 102

initiates a call attempt by sending a session participation request (i.e., an INVITE

request) to the SPS 106 (See FIG.1, item 1 and FIG. 3, step “a”).

Table 1

Parameter Usage

Request-Line Contains the mathod (e.g., INVITE), Request
Uniform Resource Identifier (.e., Request-URI) of
the SPS and protocol version

To Contains the address of the reciplent of the request
From Contains the address of the initiator of the request
Call-ID * | Uniquely identifies the invitation '

Cseq Contains the request method and a decimal

sequence number chosen by the requesting client,
unique within a gingle value of the Call-ID

Via Indicates the path taken by the request so far

The SIP INVITE is addressed to the called party DUA 103 at a proxy address at

the SPS 106. The SIP INVITE specifies the real IP address of the DUA 103. Upon
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the SPS 106. The SIP INVITE specifies the real |IP address of the DUA 103.
Upon 12 WO 01/039444 PCT/ US00/ 41994 receipt of the SIP INVITE, the SPS 106
sends a IWO otfogd4myg nessage to the Ingress or originati onPgatesSeayofFl G 3,
step "b"). Table 2 lists the mandatory fields associated wth the 100
trying response nessage in the preferred enbodi nent. Table 2 Paraneter
Usage Status-Line Status Code = 100, Reason phrase and protocol version To
Content copied fromthe original request nessage From Content copied from
the original request nessage Call-ID Content copies fromthe original
request message Cseq Content copies fromthe original request nmessage Via
I ndi cates the path taken by the request so far. Add the received-tag
paramnmeter if the previous ho address is incorrect in the via header field

The SP%;m&gt GPtHISIF RVITETORE ©bs 11NE sEndsef! 180 t}@;q@gsggge f%%n@ré&cgﬁ ved

r equest sage does not dontain a route hea rmned to

he T ol Hslidllon gy (G PR om e 2 S bersaGia SRR B shnmats (<™

i ncorrect, adds ? " Recei ved" . .
_ with the 100 trying response message in the preferred embodiment,

Table 2
Parameter Usage
Status-Line Status Code = 100, Reason phrase and protocol
version
To Content copled from the original request message
From Content copied from tha original request message
Call-iD Content copies from the original request message
Cseq Content copies from the original request message
Via Indicates the path taken by the request so far. Add
the received-tag parameter if the previous ho
address is incorrect in the via header field

The SPS 106 counts the number of INVITE requests received. When a received
request message does not contain a route header field, it is determined to be an initial
INVITE request message. In such a case, the SPS 106 performs the following steps:
(1) if a Topmost Via Header (TVH) source address is incorrect, adds a “Received”
parameter (or replaces the existing one if there is one) with the source package to the
Via header ﬁeld inserted by the previous hop;. (2) generates an internal Call-ID; or (3)
forwards the requested message to the RS 104 (See FIG, 1, item 2 and FIG. 3, step

*c"). Table 3 lists the required fields in the RS INVITE request message.
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parameter (or replaces the existing one if there is one) with the source
package to the Via header field inserted by the previous hop; (2)

gener at eswantiostdes nal Call -1 D; or (3) forwards the requeCedsnes®age to
the RS 104 (See FIG 1, item2 and FIG 3, step "c"). Table 3 lists the
required fields in the RS I NVITE request nmessage. 13 WD 01/039444

PCT/ US00/ 41994 Tabl e 3 Paraneter Usage Status-Line Content copied fromthe
original request nmessage To Content copied fromthe original request
nmessage From Content copied fromthe original request nessage Call-1D
internally generated Call-1 Cseq Content copied fromthe original request
nmessage Via Add the received tag In response to receiving the RS I NVITE
request message fromthe SPS 106, the RS 104 perfornms the follow ng: (1)
counts the nunber of |NVITE nessages Jjebge%ved; (2) determ nes that the
user portion of Request Uniform Resou T Tdentifier (Le.,. (Request-URI)
I's | ess than or reguar—to—t§ drgrts—and—does—rot—econrtat—a—teading 0 or 1;
and (3) queries |Parameter k JoMsagel Systenf Data Actess Point (].e., NCS/ DAP)
to obtain routilng_informatlion (FIG 3, step ud"). Routing ipformation,

NeS) bR D0 hot hetugLibd o) cAGRBR b hEWinal RalelfResiags | O™ "

I LU TTS

To Content copied from the original request message
From Content copled from the original request message
Call-ID Intemally generated Call-|

Cseq Content copled from the original request message
Via Add the received tag

In response to receiving the RS INVITE request message from the SPS 106 , the

RS 104 performs the following: (1) counts the number of INVITE méssages received;
(2) determines that the user portion of Request Uniform Resource ldentifier (i.e.,.
(Request-URI) is less than or equal to 15 digit_s and does not contain a Jeading 0 or 1;
and (3) queries a Network Control System/Data Access Point (i.e., NCS/DAP) to obtain
routing information (FIG. 3, step “d"). Routing information, including a routing list of
prospactive DGWs, is then sent from the NCS/DAP to the RS 104 (FIG. 3, step “e”).
The routing information is used to update the gateway infprmation table stored in RS
104. The gateway information table is subsequently used to create an updated routing
list.

'For example, when a gateway address is marked as out-of-service in the
gateway information table stored in RS 104 and its associated time value is zero the

gateway address is not added to the routing list. When the gateway address is marked

14



The routing information Is used to update the gateway information table
stored in RS 104. The gateway information table is subsequently used to
create arwopdassds routing |ist. For exanple, when a gat eRay/usdds®ss s

mar ked as out-of-service In the gateway information table stored in RS 104
and its associated tine value is zero the gateway address is not added to
the routing list. Wen the gateway address is marked 14 WO 01/039444

PCT/ US00/ 41994 as out-of-service in the gateway information table and its
associated tinme value is greater than the current absolute RS tine, the
gateway address is not added to the routing |ist. Wen the gateway address
I's marked as out-of-service in the gateway information table and its
associated tinme value is less than or equal to the current absolute RS
time, the gateway address |Is added to the routing |list and the gateway

addr essa$ guheirganicgdn the gatawaydinformatiengableand ithassoniatedtinaNaie iFhe RS
104 also sends a nessage, i.e., the Sinple Network Managenent Protocol

( SNVP)  greater than thecumest dlidliteRS dime, ghe gatewadcadupess és not sdded tethe f

there is only one gateway in the routing list, the RS 104 will send a 302

I €S ponspuKRG Hist VRaT the gatehaySRRIrd86is Markedrasoutlof-sdroiBednang ?Et@%ﬁ, step
nmber o XX

"f"). The RS 104 increnents a counter which counts the nu

or e ont MOTEion JREl it Bisbo B HRM VAGE i e Rr BB we e T

Table 4
41 “absolute RS time, the gateway address is added to the routing list and the gateway

address is marked as in-service in the gateway information table. The RS 104 also
sends a message, i.e., the Simple Network Management Protocol (SNMP) trap, to the
NMS 108 indicating that the DGW is in-service. If there is only one gateway in the
routing list, the RS 104 will send a 302 response message back to the SPS 106 (See -
FIG. 1, item 3 and FIG. 3, step “f*). The RS 104 increments a counter which counts the
number of 3xx messages sent. Table 4 lists the required fields in the 3xx (302 in the

present case) response message and an example of the contact address list.

Table 4

Parameter Usage

Status-Line Status Code = 302, Reason phrase and protocol

version
To Content copied from the Original INVITE request
From | Content copled from the Original INVITE raquest
Call-ID Content copled from the Original INVITE request
Cseq Content copied from the Original INVITE request
Via Content copied from the Original INVITE request
Contact Multiple gateway addresses

15



Par anet er Usage Status-Line Status Code = 302, Reason phrase and protocol
version To Content copied fromthe original INVITE request From Content
copi ed frwmottloao4@ i gi nal | NVITE request Call-1D Content @opiusdoirmem the
Original INVITE request Cseq Content copied fromthe Oiginal INVITE
request Via Content copied fromthe Oiginal INVITE request Contact

Mul tipl e gateway addresses 15 WO 01/039444 PCT/ US00/ 41994 Table 5 lists the
required fields in the SNWP trap nessage to the NVS. Table 5 Paraneter
Usage Protocol Data Indicates that this is a Trap PD Unit (PDU) Type
Enterprise Identifies the network-nmanagenent subsystemthat generated the
trap. Its value is taken from sysQbjectiD In the system G oup Agent-addr
The | P address of the object generating the trap

Table 5 lists the required fields in the SNMP trap message to the NMS.

Table §

Parameter Usage

Protocol Data | Indicates that this is @ Trap PD

Unit (PDU)

Type

Enterprise Identifies the network-management subsystem that
generated the trap. Its value is taken from
sysObjectiD In the systern Group

Agent-addr The IP address of the object generating the trap

Generic-trap 6 = enterprisaSpecific. This value signifies that the
sending protocol entity recognizes that some
enterprise-specific event has occurred. The
specific-trap field indicates the type of trap

Specific-trap A code that indicate more specifically the nature of

the trap

Time-stamp The time between the last (re)initialization of the
network entity that issued the trap and the
generation of the trap

Variable The address of the gateway that returned the 5xx

bindings response and status (In-service)

In the case where there is more than one gateway in the routing list, the RS 104
sends a 300 response message, instead of a 302 response message for a single
gateway, back to the SPS 106. For a 300 response, the RS 104 also counts the
number of 3xx responses sent. Table 6 lists the required fields in the 300 reSponse

message and an example of the contact address list.
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Generic-trap 6 = enterpriseSpecific. This value signifies that the sending
protocol entity recogni zes that sone enterprise-specific event has
occurred.wOhe/o3speci fic-trap field indicates the type of ®CcapsBpedvfic-trap
A code that indicate nore specifically the nature of the trap Tine-stanp
The tinme between the last (re)initialization of the network entity that

I ssued the trap and the generation of the trap Variable The address of the
gateway that returned the 5xx bindings response and status (in-service) In
the case where there is nore than one gateway in the routing list, the RS
104 sends a 300 response nessage, instead of a 302 response nessage for a
single gateway, back to the SPS 106. For a 300 response. the RS 104 al so
counts the nunber of 3xx responses sent. Table 6 lists the required fields
in the 300 response nessage and an exanpl e of the contact address list. 16
WO 01/ 039444 PCT/ US00/ 41994 Table 6 Paraneter Usage Status-Line Status
Code = 300, Reason phrase and pr ot ocol

Table 6
Parameter Usage
Status-Line Status Code = 300, Reason phrase and protocol )
version
To Same as the original INVITE
From Content copied from the Original INVITE request
Call-iD Content copied from the Original INVITE request
Cseq Content copled from the Original INVITE request
Via Content copied from the Original INVITE request
Contact Multiple reachable addresses

The SPS 106 counts the number of routing rasponses received from the RS 104.
The SPS 106 sends an INVITE to the first DGW 1103, and inserts the “user=phoneg”
header in each contact list address (See FIG. 1, item 4 and FIG. 3, step “g*). Table 7

lists the required fields of the INVITE request sent from the SPS 106 to the DGW 110a.

Table 7

Parameter Usage

Request-Line Contains the method (e.g., INVITE), Request-UR!
usging the gateway from the top of the unused
contact list and protocol version

17



version To Sane as the original INVITE From Content copied fromthe
Oiginal INVITE request Call-1D Content copied fromthe Oiginal |INVITE
request voawoamt ent copied fromthe Oiginal | NVITE reqreItusodi@oLont ent
copied fromthe Oiginal INVITE request Contact Miltiple reachable
addresses The SPS 106 counts the nunber of routing responses received from
the RS 104. The SPS 106 sends an INVITE to the first DGV 11 Ga, and

i nserts the "user=phone" header in each contact |ist address (See FIG 1,
item4 and FIG 3, step "g"). Table 7 lists the required fields of the

I NVI TE request sent fromthe SPS 106 to the DGW 11 Ca. Table 7 Paraneter
Usage Request Line Contains the nethod (e.g., INVITE), Request-URl using
the gateway fromthe top of the unused contact |ist and protocol version

17 WO 01/ 039444 PCT/1IS00/ 41994 To Content copied fromthe original request
nessage From Contwnt copi ed E6mént bdadFomdhdalginaPdRst méRasade Call-1D
Content copied firomthe ortrgrnal Tequest—TTESSage

From Content copled from the original request message

Call-iD Content copied from the original request message

Cseq Content copied from the original request message

Via Add the NS URL to the top ‘

| Record Route | Request-URI of tha NS |

The SPS 106 may receive a 100 trying response (see FIG. 3, step “h*) or
@ 180 ringing response from the DGW 110a (See FIG. 3, step “i"). Table 8 lists the

required fields of the 180 ringing response.

Table 8

Parametar Usage

Status-Line Status Code = 180, Reason phrase and protocol
version

To Same as the origingl INVITE request plus tag

From Same as the INVITE request sent to the Egress
Gateway

Call-iD Sama as the INVITE request sent to the Egress
Gateway

Cseq -Same as the INVITE request sent to the Egress
Gateway '

Via Same as the INVITE request sant to the Egress
Gateway

18



Cseq Content copied fromthe original request nmessage Via Add the NS URL
to the top Record Route Request-URlI of the NS The SPS 106 may receive a 100
tryi ng reapon®s4fsee FIG 3, step "h") or a 180 ringi ng PETSNEE994 om t he
DGW 110a (See FIG 3, step "I"). Table 8 lists the required fields of the
180 ringing response. Table 8 Paraneter Usage Status-Line Status Code
=180. Reason phrase and protocol version To Sane as the original |INVITE
request plus tag From Sanme as the INVITE request sent to the Egress
Gateway Call-1D. Sane as the INVITE request sent to the Egress Gateway
Cseq Sane as the INVITE request sent to the Egress Gateway Via Sane as
the INVITE request sent to the Egress Gateway 18 WO 01/ 039444

PCT/ US00/ 41994

‘After receiving the 180 ringing response from the DGW 110a, the SPS 106
removes itself from the top of the Via field, re-starts the invite User Agent (UA) timer if it
exists, and forwards the 180 ringing response to the ingress gateway (See FIG. 3, step
“i*). The response message is sent to the address indicated in the Via header field.

Table 9 lists the required message elements.

Table 9

Parameter Usage

Status Line Content copied from the 180 response received
from the gateway

To Content copied from the 180 response recelived
from the gateway

From Content copied from the 180 response received
from the gateway

Call-ID Content copied from the 180 response received
from the gateway

Caeq Content copled from the 180 response received
from the gateway

Via Content copied from the 180 response received
with the remaval of the NS URL,

The SPS receives an INVITE responsé (i.e., 200 OK response) from the DGW

110a (See FIG. 3, step “k™). Table 10 lists the required fields in the INVITE message.

Table 10
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After receiving the 180 ringing response fromthe DGV 11 Ca, the SPS 106
renoves itself fromthe top of the Via field, re-starts the Invite User
Agent (UAyotoioex44 f it exists, and forwards the 180 ringi RGTrESs@Qorse to the
i ngress gateway (See FIG 3, step "j"). The response nessage is sent to
the address indicated In the Via header field. Table 9 lists the required
nessage el enents. Table 9 Paraneter Usage Status Line Content copied from
the 180 response received fromthe gateway To Content copied fromthe 180
response received fromthe gateway From Content copied fromthe 180
response received fromthe gateway Call-1D Content copied fromthe 180
response received fromthe gateway Cseq Content copied fromthe 180

response received fromthe gateway Via Content copied fromthe 180
response recei VEO Wt thg renovat—ofthe NSUR—The—SPS—THgcei ves an

I NVI TE response Pﬂmme_terzoo Heage s ponse) fromthe DON 110a_(ISee FIG 3,
step "k'). Tabl bollits {1afuusRchli’-ofbo Reakorrikelaf plalbdbiTE [TeSsage.
version
To Same as the original INVITE request plus tag
From Same as lhe INVITE request sent to the Egress
Gateway
Call-ID Same as the INVITE request gent to the Egrass
Gateway
Cseq Same as the INVITE requast sent to the Egress
Gateway
Record Route | Request-URI of the NS
Contact The reachable address of the Egress Gateway

After recsiving the 200 OK response from the DGW 110a, the SPS 106 performs
the following steps: (1) cancels the invite UA timer, if it exists; (2) removes the SPS
URL from the Topmost Via Header (TMVH) field; (3) adds the next hop's Request-URI
at the top of the record-route header field when either of the following conditions are
met: a) there is no contact header field in the 200 OK response, or b) the SPS URL is
on the top entry of the record-route header field; (4) counts the number of 200 INVITE
responses sent by the SPS 106; and (5) the SPS 106 starts the ACK timer. The SPS
106 forwards the INVITE response (i.e., 200 OK response) to the Ingress gateway (See

FIG. 3, step *I"). Table 11 lists the required headers in the INVITE response.

Table 11
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Tabl e 10 19 WO 01/ 039444 PCT/ US00/ 41994 Par anmeter Usage Status Line Status
Code= 200, Reason phrase and protocol version To Sane as the original

| NVI TE r ewoego3qphus tag From Sane as the | NVITE request PERMUSHOIOMEL EQress
Gateway Call-1D Sane as the INVITE request sent to the Egress Gateway Cseq
Same as the INVITE request sent to the Egress Gateway Record Route
Request - URI of the NS Contact The reachabl e address of the Egress Gateway
After receiving the 200 OK response fromthe DOW 11l Ca, the SPS 106
perfornms the follow ng steps: (1) cancels the invite UA tinmer, if it
exists; (2) renoves the SPS URL fromthe Topnost Via Header (TMVH) field:
(3) adds the next hop's Request-URI at the top of the record-route header
field when either of the following conditions are net: a) there is no

cont act header f_|_eJﬁri 0 j’ he 200 CK response, Or. b) the SPS URL is on the
top entry of t hd-E Msageader field: (4) counts the nhnber of 200
I NVI TE : Status-Lina Status Code = 200, Reason phrase and protocol
version
To Same as the original INVITE request plus tag
From Same as the INVITE request sent to the Egress
Gateway
Call-ID Same as the INVITE request sent to the Egress
Gateway
Cseq Same as the INVITE request sent to the Egress
Gateway
Via Content from the INVITE request sent to the
Egress Gateway
Record Route Request-UR( of the NS
Contact The reachable.address of the Egress Gateway

The SPS 108 receives an ACK response from the ingress gateway and stops the

ACK timer. The SPS 106 counts the number of ACK response messages received by

the SPS 108. Table 12 lists the required headers of the ACK response (See Fig. 3,

step “m").
Table 12
Parametor Usage
Request-Line Contains method (e.g., ACK), Request-URI of the
NS and protocol version
To Same as the orlginal INVITE plus the tag
From Sama as the original INVITE
Call-iD Same as the original INVITE
Cseq Same sequence number as the original INVITE
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responses sent by the SPS. 106; and (5) the SPS 106 starts the ACKti ner.
The SPS 106 forwards the INVITE response (i.e., 200 OK response) to the

| ngress gaoamayp4fsee FIG 3. step "1"). Table 11 |ists tireTrisquimed
headers in the I NVITE response. Table 11 20 WO 01/039444 PCT/ US00/ 41994
Par anet er Usage Status-Line Status Code = 200, Reason phrase and protocol
version To Sone as the original INVITE request plus tag From Sane as the

I NVI TE request sent to the Egress Gateway Call-I1D Sane as the INVITE
request sent to the Egress Gateway Cseq Sane as the INVITE request sent to
the Egress Gateway Via Content fromthe INVITE request sent to the Egress
Gat eway Record Route Request-URI of the NS Contact The reachabl e. address
of the Egress Gateway The SPS 106 receives an ACK response fromthe ingress
gat eway and stopFV{ahn

| UA originated |

The received ACK response may contain a route header field. The SPS 106
either proxies the ACK response using the address in the route header or uses the
address in the “To* header to determine whether 1o proxy the ACK response or
consume the ACK response. The ACK response will be consumed when the *To"
header address is equal to the SPS address, and no route header exists in the ACK
response. When the SPS 106 determines that the ACK response should be proxied,
the SPS 106 performs the following: (1) the SPS 108 adds the ACK's address to the top
of the Via field; (2) the SPS 106 removes the top address from the route header field:
(3) the Request-URI is set to the address located at the top of the route header field;
and (4) the ACK message is forwarded to the DGW 110a based on the top address in
the route header field if it exists or based on the call context's DGW information (See
FIG. 3, step “n"). Accordingly, the DGW 110a is selected as the available gateway for
completing the call. If the DGW 110a is determined to be unavailable, the same
method outlined above is usgd to determine if DGW 110b is available, If neither DGW
is available, a message is sent to the SUA 102 that the call cannot be completed.

Table 13 lists the parameters of the ACK request message sent to the DGW 110a.

Table 13

Parameter Usage
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ACK tinmer. The SPS 106 counts the nunber of ACK response nessages received
by the SPS 106. Table 12 lists the required headers of the ACK response
(See Fig.wB,01/034ep "m'). Table 12 Paraneter Usage Reques®PCIiuseo/Oom ai ns
method (e.g., ACK). Request-URI of the NS and protocol version To Same as
the original INVFTE plus the tag From Sane as the original INVITE Call-ID
Sanme as the original INVITE Cseq Sane sequence nunber as the original
INVITE 21 WO 01/039444 PCT/ US00/ 41994 Via UA originated The received ACK
response nmay contain a route header field. The SPS 106 either proxies the
ACK response using the address in the route header or uses the address in
the "To" header to determ ne whether to proxy the ACK response or consune
the ACK response. The ACK response will be consuned when the "To" header
address is equal to the SPS address, and no route header exists In the ACK

response. Wen thRe P ﬁi%ﬁ{a \ [, € nse€ 3houl d be
proxied, the SPS 106 perf of @p@&mﬁoﬁ?&"? "'Aéé?& qéfjigﬁ%ﬁ leEi adds t he

ACK' s address to]the top protocol version

To Content copled from the ACK received from the
Ingress Gateway

From Content copled from the ACK received from the
Ingress Gateway

Call-ID Content copied from the ACK received from the
Ingress Gateway

Cseq Content copied from the ACK received from the
Ingress Gateway

Via UA originated with the NS URL added (o the top of
Via field

In another preferred method, a DGW is selected using a ping method. In this
embodiment, gateway availability is determined by sending at least one packet to each
destination gateway to ascertain whether the destination gateway is available, or in-
service. Accordingly, if the ’destination gateway is in-service, it transmits an ACK
message. If an ACK message is not received after a predetermined period of time, the
DGW is detennined to be unavailable. The ping method preferably queries each
destination gateway one-by-one and updates a gateway information table by recording
the status of each gateway. For example, if the ACK message is received, the DGW Is
then checked to determine if it is available. Ifitis available, its address is stored in a

gateway information table, and the process repeats for the next DGW,
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of the Via field; (2) the SPS 106 renoves the top address fromthe route
header field; (3) the Request-URI |Is set to the address |ocated at the top
of the rowDelkemder field; and (4) the ACK nessage is foPoearused49o4 t he DGW
11 Ca based on the top address in the route header field if it exists or
based on the call context's DGWinformation (See FIG 3, step an").
Accordingly, the DGN110a is selected as the avail abl e gateway for
conpleting the call. If the DGW110a is deternmined to be unavail able, the
same nethod outlined above is used to determne if DGW11 (b is avail able.
If neither DGW is available, a nmessage is sent to the SUA 102 that the
call cannot be conpleted. Table 13 lists the paraneters of the ACK request
nmessage sent to the DGW 110a. Table 13 Paraneter Usage 22 WO 01/ 039444
PCT/ US00/ 41994 Request Line Contains nethod (e.g.. ACK), Request-URl is
copi ed from Fie. 449 alfloychst itusiratingtheanethicdotbgynof arpalierate erbosirmentiof
Content copied fromthe ACK received fromthe |Ingress Gateway From Content

o 2 et ot g o s ke S0
indicate the currently selected destination gateway from the routing list (i.e., i=1 to the
number of gateways in the routing list). In step 802, a message is transmitted from a
server (e.g. proxy server, redirect server) to the ith destination gateway for the purpose
of obtaining a response. In step 804 the server awaits a response from the ith
destination gateway. Step 806 is a determination step to determine whether a
response was received from the ith destination gateway. If a response is not received
within a predetermined amount of time, the process continues at step 808 where it is
determined whether there are additional destination gateways to check from the routing
list. If not, the process terminates at step 810. Otherwise, the counter is incremented
to select a succeeding destination gateway from the routing list at step 812, Steps 802-
806 are then repeated to check the response and/or availability of the succeeding (i.e.
ith + 1) destination gateway from the routing list. If it is determined at step 806 that a
response is received within the prede@ermined time, the process continues to step 814
where it is then further determined whether the responding destination gateway is
available or not. If the destination gateway is not available, the process returns to step
808 to determine whether there are additional destination gateways to check from the
routing list. If so, steps 802-806 are repeated for the sucgeeding destination gateway.

Otherwise, if it is determined at step 814 that the responding destination gateway is
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i ngress Gateway Cseq Content copied fromthe ACK received fromthe Ingress
Gateway Via UA originated with the NS URL added to the top of Via field In
anot her pwefoensaas net hod, a DGWVis sel ected using a ping merhisdo/419m t hi s
enbodi ment, gateway availability is determ ned by sending at |east one
packet to each destination gateway to ascertain whether the destination
gateway is available, or in- service. Accordingly, if the destination
gateway is in-service, it transmts an ACK nessage. |If an ACK nessage is
not received after a predeterm ned period of tinme, the DGWNis determ ned
to be unavail able. The ping nethod preferably queries each destination

gat eway one-by-one and updates a gateway information table by recording
the status of each gateway. For exanple, if the ACK nessage is received,
the DGNIs_then checked to determine if it is available. If it is

avai | ablayailable, thecprocess costinuesiat step 81§avkerethe middrasy ofthetabilableand t he
process repeats for the next DGN 23 WO 01/039444 PCT/US00/ 41994 FIG 4 is
a f | ovchigstinafidn gatewaye sioredh e ateWvagintoimatiort i N The rBBact MY et he

present invention, the ping nmethod. A counter is ini

800 to A ate fromthe
routing %t‘i%gtB 6? & a‘?s"ﬁ‘f‘ ﬁ{enr% gﬁgéﬁ)ﬂg?&%@f\gﬁéég %Phﬁ@qu ixthe | n
step 802 {;\ r’rFstsage is transmtted froma
routing lis
What has been described herein is merely illustrative of the application of the

principles of the present invention. For example, the functions described above for

operating the present Invention are for illustration purposes only. Other arrangements

and methods may be implemented by those skilled in the art without departing from the

scope and spirit of the invention.
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server (e.g. proxy server, redirect server) to the Rh destination gateway
for the purpose of obtaining a response. In step 804 the server awaits a
response Woomosdae+ [th destination gateway. Step 806 i s aPdEtusoerimet i on
step to determ ne whether a response was received fromthe ith destination
gateway. If a response is not received wthin a predeterm ned anmount of
time, the process continues at step 808 where it is determ ned whet her
there are additional destination gateways to check fromthe routing |Iist.
If not, the process termnates at step 810. OQtherw se, the counter is
Increnented to select a succeeding destination gateway fromthe routing
list at step 812. Steps 802- 806 are then repeated to check the response
and/or availability of the succeeding (i.e. ith + 1) destination gateway
fromthe routing list. If it is determned at step 806 that a response is
received within the predetermned tine, the process continues to step 814
where i en further determ ned whether the respondi ng destination

gat eway ‘not. If the destination gateway is not avail able,
the process returns to step 808 to determ ne whether there are additional
destination gateways to check fromthe routing list. If so, .steps 802-806
are repeated for the succeedi ng destination gateway. Oherwise, if it is

det ermi ned at{, st e\ ghbthddfr j [ ' teyqy. is 24 WO
01/ 039444 PCT/ US00/ 4199‘51Ch av@?ﬁ%?@%ﬁ%Bg?@@%@?%h%ﬁﬂ@&*‘%‘@bé”p 816
where t y he avail able destingtion gateway is stored in a
gat eway %Hﬁggﬁﬁ%ﬁgf’%ﬂ?ﬁ .C"’@Hba 8?'58@%@%%!1‘%% 'IQ%WOEK e%/ﬂtm)eaﬂbsmmd ate if
there are %?diti nal destination gateways to be checked in the
least in part by a telephone network and an IP network, said IP network Including a
plurality of ingress and destination gateways, at least one proxy server, and at least one

redirect server (RS), said method comprising the steps of;

a) receiving a call setup request at the at least one proxy server from a

source user agent;

b) forwarding the received call setup request to the redirect server to
obtain routing information;

¢c) responding to the forwarded call setup request l;eceivad at the redirect
server by returning said routing information or a request failure response;

d) proxying the call setup request by the at least ane proxy server to a
destination gateway selected from said routing information upon receiving the routing
information from the redirect server;

e) upon proxying the call setup request by the at least ona proxy server to
the selected destination gateway, waiting for a response at the at least one proxy

server from the selected destination gateway;
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routing list. What has been described herein is nerely illustrative of the
application of the principles of the present invention. For exanple, the
functi onswoadosdi4ped above for operating the present | nveRrCirarso@s®of or

il lustration purposes only. Oher arrangenments and methods may be

I npl emented by those skilled in the art without departing fromthe scope
and spirit of the invention. 25 WD 01/039444 PCT/ US00/ 41994 WHAT
ISSCLAIMED IS: 1. A nethod for routing calls to a destination gateway to
establish a communication session call in a tel ecommunications network
over a path supported at Ileast in part by a tel ephone network and an IP
network, said IP network Including a plurality of ingress and destination
gat eways, at |east one proxy server, and at | east one redirect server

(RS). said nethod ﬁo risi,n% he steps of: a) receiving a call setup
request at the at é’%ﬂ'%@ bfﬁﬂ?}OgeWWr&ﬁfeﬁc%\é@ﬂ&P@monagémmtm'
forwarding the received call setup request to the redirect server to
obt ai n r8tlected destioation geteway withinow pradeiemiined dinie restablishingpd | set up
request received at the redirect server by returning said routing

| nf or mat commamicatiopasesior’ asihg'said sslacteddesthalicr yaictay; Adcal | setup
request by the at | east one proxy server to a

g) if the response is not received within the predetermined time, sending

the call setup request to a succeeding destination gateway selected from-the routing

information.

2, The method as claimed in claim 1, further comprising repeating steps (d)
to (g) until a destination gateway is determined to be available for establishing said

communication session or untll all destination gateways from said routing information

have been determined to be unavailable.

3. The method as claimed in claim 1, further comprising the step of recording
a destination gateway status as out-of-service if the response from said destination

gateway is not received within said predetermined time.

4, The method as claimed in claim 3, wherein said step of recording records

said destination gateway status as out-of-service in a gateway information table stored

within the RS.
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destination gateway selected fromsaid routing information upon receiving
the routing information fromthe redirect server; e) upon proxying the
cal | setuworreqsmst by the at | east one proxy server to tReTaSh@ced
destination gateway, waiting for a response at the at |east one proxy
server fromthe' sel ected destination gateway; 26 WO 01/039444

PCT/ US00/ 41994 f) upon said at |east one proxy server receiving the
response fromthe selected destination gateway within a predeterm ned
time, establishing a conmmunication session using said selected destination
gateway; and g) if the response is not received wthin the predeterm ned
time, sending the call setup request to a succeedi ng destination gateway
selected fromthe routing information. 2. The nethod as clainmed in claim

|, further cgnprigj i S i Jnation
gateway is dg‘t er m?%ggnétgsggga@g@éﬁﬁedé@r 1!3%’ g&'ﬁ% géﬁgﬂeggqﬂggéxmg@%ti on
session qr until all deigj@n tion atewrz\a)/s fromsaid routing information
have beRFIURJEGHRRHRIANE Gt lRash ARG AIPRY BEIVEEfronha SRt UsaRagaNLIRGIdeRthg ai m
1, further corarH)ri sing the step of recording a destination gateway status
as out - siepsdagdeessing said ealkiatup sequenhie ai prowy edidressi afithe gd east pnesprosy

received within said predetermned tine. 4. The nethod as clained in claim
3, whersgemerai d step of recording records

6. The method as claimed in claim 1, wherein said step of receiving a call
setup request at the at least one proxy server from a source user agent includes the
step of counting a number of received requests subsequent to said call setup request at

the at least one proxy server.

7. The method as claimed in claim 1, wherein the at least one proxy server

comprises a Session Initiation Protocol (SIP) proxy server.

8. The method as claimed in claim 1, wherein the at least one proxy server

comprises an H.323 gatekeeper.

9. The method as claimed in claim 1, wherein said step of responding to the
forwarded call setup request from said at least one proxy server received at the RS

includes determining the status of a group of destination gateways.
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sai d destination gateway status as out-of-service in a gateway information
table stored within the RS. 27 WD 01/ 039444 PCT/ US00/ 41994 5. The met hod
as cl ai rewoiomogd4ad m 1, wherein said step of receiving a c&CI/ussetps r equest
at the at |east one proxy server froma source user agent includes the

step of addressing said call setup request to a proxy address of the at

| east one proxy server. 6. The nethod as clainmed in claim1l, wherein said
step of receiving a call setup request at the at |east one proxy server
froma source user agent includes the step of counting a nunber of

recei ved requests subsequent to said call setup request at the at |east
one proxy server. 7.. The nethod as clained in claiml1l, wherein the at | east
one proxy server conprises a Session Initiation Protocol (SIP) proxy
server. 8. The method as clained In claim1l, wherein the at |east one proxy
server conpiP@es anThp gathgdasicdlaimad inglainh, whereinithesstatus ofesadhofcsaid m 1,
wherein said step of responding to the forwarded call setup request from
sai d at gtoepsor destination gatewagis o of inesbrolcetdnd difi-of-serviodes deternining the

status of a group of destination gateways. 28 WO 01/039444 PCT/ US00/ 41994
11.  The method as claimed in ¢claim 10, wherein if the destination gateway
status is recorded as out-6f-service in a gateway information table and its associated
| time value is greater than a current absolute RS time, the gateway address is not

added to a routing list of said routing information.

12, The method as claimed in claim 10, wherein if the destination gateway
status Is recorded as out-of-service in a gateway information table and its associated
time value is less than or equal to the current absolute RS time, the gateway address is

added to a routing list of said routing information and recorded as in-service.

-13.  The method as claimed in claim 10, further including the step of sending a
message from the RS to a network manager to record the status of a destination

gateway.

140 The method as claimed in claim 1, further comprising the steps of

29



100 The method as clainmed in claim9, wherein the status of each of said
group or destination gateway is one of -in-service and out-of-service. 11.
The net howoad/ogd4ad med in claim 10, wherein if the desti naPCorusgasoaay
status is recorded as out-of-service in a gateway information table and its
associated tine value is greater than a current absolute RS tine, the
gateway address is not added to a routing list of said routing
information. 12. The nmethod as clainmed in claim 10, wherein if the
destination gateway status is recorded as out-of-service in a gateway
information table and its associated tine value is |less than or equal to
the current absolute RS tine, the gateway address is added to a routing
list of said routing infornmation and recorded as in-service. 13. The nethod

as clai i Laim. 10, fhurther includin he step of-sending.a ssage

't om ¢ horalding 5 LGS el AShon e o ey uSef Bodar donrareidoa s o'
gateway. 140 The method as claimed in claim1, further conprising the steps
of 29 kequest tallyreresponseiamm iealleashend PRy Savel @@ésttarmmalhugéﬁe esponse

to the source user agent upon receiving the request failure response from
t he at temsiunicatioprsesgiorer ver, and terninating the communication session.
150 The nmethod as clained in claim1, further conprising the step of re-
sending the call setup request to the sel ected destination gateway a

pr edet er m ned

180 The method as claimed in claim 1, further comprising the step of re-
sending the call setup request to the selected destination gateway a bredetermined
number of times when the response is not received within the predetermined time.

160 A system for allowing a call to be completed in a communication

session

between a calling party and a called party, whiér‘\v comprises:

a first telephony system including at least one service user agent (SUA);

a second telephony system including at least ona destination uger agent
(DUA);

an IP network connected between said first and second telephone
systems, |

a plurality of ingress gateways for interfacing said IP network to said first
telephony system; A

a plurality of egress gateways for interfacing said IP network to said

second telephony system;
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nunber of tinmes when the response is not received within the predeterm ned
time. 160 A systemfor allowing a call to be conpleted in a conmunication
sessi on bwDwe®spr4ad cal |l ing party and a called party, whi chPcongsni/gm®ss a first
t el ephony systemincluding at | east one service user agent (SUA); a second
t el ephony system Including at | east one destination user agent (QUA); an

| P network connected between said first and second tel ephone systens, a
plurality of ingress gateways for Interfacing said IP network to said first
tel ephony system a plurality of egress gateways for interfacing said IP
network to said second tel ephony system 30 WO 01/039444 PCT/ US00/ 41994 an
| P tel ephony proxy.server for selecting one of said plurality of egress
gateways for conpleting said call; an IP redirect server for providing

routing Informatio 0,said | P tel epho [ erver,..and net wor K
managenent syst erﬂ“fn' e} “Yiprfﬁx%ﬁﬂR’?f g&iﬁe‘gﬁééﬁe eﬁﬁﬂﬂe‘gur% @te%Q'Pﬁ%lt i on
gat eways, sai d network management system being in comruni cation

gateways for completing sald call;

an IP redirect server for providing routing informatipn to sald IP telephony
proxy server; and

a network management system for recelving and storing status changes
of destination gateways, sald network management system belng in communication

with sald IP redirect server.

170 The system as claimed in claim 16, wherein the IP telephony proxy
server

is a Session Initiation Protocol (SIP) proxy server.

180 The system as claimed In ciaim 18, wherein the IP telephony proxy
server

is an H.323 gatekeeper.

19. A method for detecting an avalilable destination gateway from a plurality of

destination gateways in an:IP network for completing a communication session

between a caliing party and a called party, said method compriging the steps of:
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with said IP redirect server. 170 The systemas clained in claim 16,
wherein the I P tel ephony proxy server is a Session Initiation Protocol
(SIP) prowgosmesoser. 180 The systemas clained in claiml8pPChuso@inmithe | P
t el ephony proxy server |Is an H 323 gatekeeper. 19. A nethod for detecting
an avail abl e destination gateway froma plurality of destination gateways
in anl P network for conpleting a communi cati on session between a calling
party and a called party, said nethod conprising the steps of: 31 WD

01/ 039444 PCT/ US00/ 41994 a) transmitting a nessage to one of said plurality
of destination gateways froma server to ascertain an availability status
of said one of said plurality of destination gateways: b) waiting for an
acknow edge response fromsaid one of said plurality of destination

dai a plurali vy of SagersRdesdaglo bheB ol MBI brUSRnioh Hetle B
{ranam foMhg Sevel thastatian e valRHBLAIALS GEaR Pl s PRt Ty of
destinatiori gateways;
b) waiting for an acknowledge response from said one of said plufality of
destination gateways for a predetermined period of time;
¢) determining if said one of said plurality of destination gateways is
available if said acknowledge response Is received within said predetermined period of

time: and

d) transmitting sald message to a succeeding gateway of said plurality of

destination gateways.

20.  The method as claimed in claim 19, further comprising repeating steps

(b) to (d) until the availability status of each of said plurality of destination gateways has

been determined.

210 The method according to claim 19, wherein if said acknowledge response
is
not received within a predetermined period of time, said availability status of said

destination gateway Is said to be out-of-service.
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destinati on gateways. 20. The nethod as clainmed in claim19, further
conprising repeating steps (b) to (d) until the availability status of
each of swpDd1pbunal ity of destination gateways has been aerarsnimoy 210
The met hod according to claim 19, wherein if said acknow edge response is
not received within a predetermned period of tine, said availability
status of said destination gateway is said to be out-of-service. 32 WO
01/ 039444 PCT/ US00/ 41994 220 The net hod according to claim 19, wherein if
said one of said plurality of destination gateways is determned to be
avai l abl e, then said availability status is determned to be in-service.
33 ,

220 The method according to claim 19, wherein if said one of said

plurality of

destination gateways is determined to be available, then said availability status is

determined to be in-service.
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