wo 20247254614 A2 | 0RO TR OO O U O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert J
(yner Organisation > 0 10RO 0O OO A

International Bureau

/ (10) International Publication Number
(43) International Publication Date g WO 2024/254614 A2
12 December 2024 (12.12.2024) WIPO | PCT
(51) International Patent Classification: (72) Inventor: LIBURDI, Joshua; 12832 Frontrunner Blvd.,
GOG6F 21/56 (2013.01) Suite 500, Draper, Utah 84020 (US).
(21) International Application Number: (74) Agent: PETTIT, Andrew; P.O. Box 1247, Seattle, Wash-
PCT/US2024/033305 ington 98111-1247 (US).
(22) International Filing Date: (81) Designated States (unless otherwise indicated, for every
10 June 2024 (10.06.2024) kind of national protection available). AE, AG, AL, AM,

AOQ, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM,
(26) Publication Language: English DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR,HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE, K G,
KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU, LY,

(25) Filing Language: English

(30) Priority Data:

18/332,254 09 June 2023 (09.06.2023) UsS MA. MD, MG, MK, MN, MU, MW, MX, MY, MZ, NA,
(71) Applicant: BREX INC. [US/US]; 12832 Frontrunner NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
Blvd., Suite 500, Draper, Utah 84020 (US). RS, RU, RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA, ZM, ZW.

(54) Title: SYSTEM ALERT MODELING BASED ON HYPERGRAPH ALERT CLUSTERS

/1‘3‘@

Security Platform 130

Signat Processing Application 131
Client Device 110 Signals 132 133
Metadata
Security Application 11 Y Dl

Hypergraphs 134
Sacurity Signal Request 11 Vertices 135
Database 116 .y Hyperedges 136
Network Interface Component 118 Security Actions 13

Service Applications 122
Database 124

Past Alert Data 128

Network Interface Component 1283

FIG. 1

(57) Abstract: There are provided systems and methods for system alert modeling based on hypergraph alert clusters. An entity, such as
company or business, may utilize computing services provided by a service provider. Use of computing services provided by the service
provider to different entities may generate security alerts when computing events are flagged as risky, fraudulent, malicious, computing
attacks, or the like. Forbetter security alert management, search, and alert linking, the service provider may utilize hypergraphs generated
from metadata and hashes of data extracted from security alerts, such as a name, payload and the like. The service provider may model
the hypergraphs using vertices and hyperedges associated with this metadata and hashes, which then allow for identifying of a threat or
security alert scope, retrieval of linked security alerts during investigations, and correlation of security alerts to provide threat-focused
alerts.
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