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CRYPTOGRAPHY COMMUNI CATI ON APPARATUS 5 Technical Field This invention
relates to a quantum cryptography comuni cati on device and a quantum
crypt ogr aphy comruni cati on net hod whi ch share random nunber information
whil'e maintaining privacy by detecting an eavesdropper based on 10
uncertainty principle in quantum nechanics. Background Art Awhole
configuration chart in Fig. 5 illustrates conventional techniques
represented by quantum crypt ography which was first proposed by Bennett and
Brassard in 1984 (Docunent 1: C. H Bennett and G Brassard, "Quantum 15
Crypt ogr aphy: Publlc Di strlbutlon and Coin Tossing," in Proc. |EEE

L nt er naEnglishiTr @é ®R ers, Systens, and Signal Processing,
Bangal or e, Indla PP175-179, (1 84 ,_and Docunent 2: C. H Bennett, F.
Bessette, G Brassard, and L.S Hpns » Experi mental Quant um
Cryptography, " J. Cryptology, pp-3-28, (1992)), for exanple. 20 In Fig. 5,
a quantum sendi ng device 100 is a device which sends a ciphertext by using

t he quantun1cryphg%é?ﬁﬂé$%gﬁ§ t * i, V1 [t 200 is a device
whi ch receives t é@ﬁﬁgﬁ$b’r %ﬁﬁéhggﬁ¥@ ypt ography. A quantum
cr%ptography communi cation channel 1 is a comuni cation channel for

nsmtting a qubit fromthe quantum sending device 100 to the guant um 25
rece| vhﬁ%hde;/llﬁeeldzoo 1 22 March 2007

This invention relates to a quantum cryptography communication -device
and a quantum cryptography communication method which share random number
information while maintaining privacy by detecting an eavesdropper based on

10 uncertainty principle in quantum mechanics.
Backgroﬁnd Art

A whole configuration chart in Fig. 5 i].lﬁstrates conventional techniques
represented by quantum cryptography which was first proposed by Bennett and
Brassard m 1984 (Document 1: C. H. Bennett and G. Brassard, “Quantum

15 Cryptography: Public Key Distribution and Coin 'Ibésing,” in Proc. IEEE
International Conference on Compﬁters, Systems, and Signal Processing,
Bangalore, India, PP175'179. (1984), and Document 2: C. H. Bennett, F. Bessette,
G. Brassard, and L. Salvail, “Experimental QuantumC.ryptography,” J. Cryptology,
pp.3-28, (1992)), for example. |

20 - In Fig. 5, a quantum sending device 100 is a deﬁce which sends a
ciphertext by using the quantum cryptography, and a quantum receiving unit 200
is a device which receives the ciphertext by using the quantum cryptography. A
qua.ntum cryptography communication channel 1 is a communication channel for
transmitting a qubit from the quantum sendirig device 100 to the quant.um‘

25 receiving device 200.




Here, the qubit includes arbitrary two-level states: 10), R¥Marpe@bit is
a quantum state where even linear superposition of the states a~0)+ fJi) 5
is allowed. Specifically, in quantum cryptography comrunication field, a
pol ari zati on state, a phase state, etc. of a photon are often used to
represent a state of the qubit. A classical comrunication network 2
connects the quantum sendi ng device 100 and the quantum receiving device
200. The cl assical conmunication network 10 2 is a network for perform ng
conmmruni cation between the both devices in a conventional comrunication

et hod. Secretly shared information 3 and secretly shared information 21
are information secretly shared between the quantum sendi ng device 100 and
the quant unfieeee tiegubl indudesarbitrmey fwelpyghwtatesi t s an object of the
guantum 15 ck%pﬁﬁgraphy to share randominformati on which is nmuch |arger
than the abo ‘ecretly shared informati on between the quantum sendi ng
device 100 and the quantum yeceiving device 200 while naintaining the

_pri vacytheAuhts & ayanm statngv hars srenlinger suparpesitionetdhe sddesqubi t - 10) 20
periodical |y, f;rﬁgdonlnunber generating nmeans 5 outputs a first random
nunber -bit. 4& rg om nunber generating neans 6 outputs a second random

n er . bjt. uant um encodi ng neans X7 perforps. .quantum encodi ng of the
qubit 28 a%\?ﬁ"tﬁ kel @@H@?%&m{}gﬁ?@mxﬁmﬂgﬁl ﬁ?%dng means 4 in
accor d%lnz?o?ar\{\éattx}gmtspa%e, a2ph2a%é g@&e? thZQtO a7 photon are often used to represent a

state of the qubit.

A classical communication network 2 connects the guantum sending device

100 and the quantum receiving device 200. The classical communication network
10 2 1s a network for performing communication between the both devices in a
'conventi.onal communication method.

Secretly shared information 3 and secretly shared information 21 are
inf;)rmation secretly shared between the quantum sending device 100 and the
quantum receiving device 200 in advance. It is an object of the quantum

15 cryptography to share random information which 'is much larger than the above
.secretly shared information between the quantum sending device 100 and the
quantum receiving devicé 200 while maintaining the privacy.
| IA qubit generating means 4 outputs a pre&eﬁneﬂ qubit
10)
90 periodically.
. A random number generating means 5 outputs a first random number bit.

A random number generating means 6 outputs a second random number
bit.

A quantum encoding means X'? perfofms quantum encoding of _t.he' qubit

25 ‘which has_bé_ex; generated by the qubit generating means 4 ,i]-l accordance wiﬂi the
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first random nunber bit which has been output fromthe rantoMpiIREEf
generating nmeans 5. The quantum encoding rule will be described bel ow.

. Wen the first random nunber bit is 0, an identity transformation:

10) (01+11) (11- 5 When the first random nunmber bit is 1, an X
transformation: 10)(11+11) (01 The X transformation in the above rule is a
bit-flip transformation, and an x elenent in Pauli matrix corresponds to
the X transformation. A quantum nodul ati ng neans H8 perforns quantum

nodul ati on of the 10 qubit on whi ch quantum encodi ng has been perfornmed by
t le quantum encodi ng rmeans X7 in accordance with the second random nunber

bit whi ¢h has, been , out.put .fromthe random nunber, generati ng neans 6. The.
moul at BE% TFE1oE GRTPELEe Whis BB BRSO Nn IS SIABH number bit i s 0,
- i i. ion: 1+11) (.31- ; [
o1 ORI R O RO IR et dps o Bptanin o O MU P
transformati %ein'}h%egg tarbogéa I’nld| %Si § a damard transformation, and the H
transformation Cofr %oﬁas A L84 ansformation. 20 As stated above, a

pr ot ocol forahq@%ﬁg%hkgg%nﬁgﬁmgug@%“¥Egﬂg two conjugate bases of + base

and X base.is ca pr ot oc two conjugate bases of + base and

X gase w T %eq’h%gﬁﬁﬁtq”ﬂ%%’ﬁb@ﬁ‘ﬁsef’ in conparison with the above BB84

pr ot ocol where the qubi een trarfismtted using two nodul ation rul es

of the identiZhK trhRdshPignt | on am{g.}ﬁgolt he H transformation, in six-state
guant um crypt ography (Docunent 3:°D. Bruss, 3 22 March 2007

The X transformation in the above rule is a bit-flip transformation, and an
x element in Pauli matrix corresponds to the X transformation.
A quantum modulating means H8 performs quantum modulation of the
10 qubit on which cjuantum encoding has been performed by thé quantum encoding
means X7 .in accordance with the second random number bit which has been
output frorﬁ the random numbef generating means 6. The modulation rule will be
- described below.
| When trl'le random number bit is 0,
| 15 an identity transformation: [0)(0]+|1)(1].
When thé random number bit is 1,
an H transformation:  (o)0]+[0){1|+[i)(0] -1\ +Z.
The H tran;s.formation in the above rule is a Hadamard transforﬁlatioﬁ, and
the H transformatioﬁ corresponds to a base transformation.

20 As stated above, a protocol for transmitting the qubit using two conjugate
base's‘of + base aﬁd X base is called BB84 protocol. ' The two conjugate bases of
+base and X base will be described later.
| Further, in comparison with the above BB84 protocol where the qubit has
been transmitted using two modulation rules of the identity transforniation ari_d

25 “the H transformation, in six-stat__e_qn.antum cryptography (Docume.nt 3: D_.'Bruss,
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"Optimal Eavesdropping in Quantum Cryptography with Six Stéd bMerch308ys. Rev.
81, pp.3018-3021, (1998)), the nodulation is perforned by using three
bases (nodul ation rul es) by adding a phase Hadamard transformation, SH:
1O){O1+IO)(IT+il1IXO-ill)(il)if 5 to the transformati ons used for quantum
nmodul ation. In this case, the above three base transformations are

sel ected for the second random nunber which has three values of 0, 1, and
2. Abase exchangi ng neans 9 perforns cl assical conmunication with the
guantum recei ving device 200 for the first random nunber which has been
output 10 by the random nunber generati ng means 5, and extracts random

shared | nfor t| 0, An er cor ctl n S.l e ns .t he cl assi cal
comuni CARYREH °Rm%€%fd§ &Ydﬁ %’é%’fgtﬁ ﬂ{‘%‘%gﬁ"%}e cl assi cal
conmuni ca for he rand red in ti on whi ch has been
out put B@/E{)ﬁnac%i égééﬁbﬁ%ﬁﬁoﬂ atlf%%ea EmQEE HS‘B&’:;”E?F S8rror correction. A
classic i on ans with authentication 11 is provided so that

t he basgn%ﬁ"%ﬁnﬁ “ﬁaﬁi @ and the error correcting nmeans 10 performthe
cl assical co nicaty

explicitly ggﬂcérel be Eamf%@ﬁénﬁésg %q@ﬁ@ﬁtl%llgmf lagﬂg y shar ed

I ng or mi%ol D inl gtlusselgse&?ojx_fu% pu%mnloﬁglahgn b%f agé el ab %ﬁ Commn! cation

ns w ttﬁe“ elnzl cati on privacy anpli Heans anplifies the
e LR S LN SO il o e
means 13 Ludges O\y@?i’rﬁ%d 4 here has been 4 22 March 2007 -
A base exchanging means 9 performs classical communication with the
quantum receiving device 200 for the first random number which has been output
10 by the random number generating means §, and ex‘tracts random shared
" information.
An arror correcting means 10 performs the classical communication with
the quantum receiving device 200 through the classical communication nefwork 2
for fhe random shared information which has been output by the base exchanging
- 18 ~ means 9 and performs error correcﬁon.
A classical communication means with authentication 11 1s provided so
that the base exchanging means 9 and the error correcting means 10 perform the
. plassical communication with the quantum receiving device 200. As explicitly
described in Document 1 and Document 2, the secretly shared information 3 is
20 used for anthentication by the classical communication means with authentication
11.
A privacy amplifying means 12 amplifies the privacy of the error-cofrected
random shared information, which has been output from the error correcting
‘means 10. |
25 N An .éavesdropping detecting Ineans 13 judges whether there has been




eavesdr oppi ng based on additional information which has be&? Marcpdd0% rom
the error correcting neans 10. A private key 14 is a key which is output
fromthe privacy anplifying means 12 and shared with the quantum receiving
device 200 while the privacy 5 with the quantum receiving device 200 is
mai nt ai ned. A random nunber generating nmeans 22 outputs a third random
nunber bit. A quantum denodul ati ng nmeans H23 perfornms quantum denodul ati on
for the qubit transmtted through the quantum cryptography comuni cation
channel 10 1, in accordance with the third random nunber bit which has
been out put fromthe random nunber generating nmeans 22. A denodul ation rule

ill be d hed. b ) t dom. nunb bit is.0 identit
b ansf GHTRC B S8 B0 £ FHA PR e FpRBAn ST DR aRR AUBEEOBI e o 1, an’
transforrr rtclc’g%{:mﬁ,%???&%st]}: 10) (11 + 11)(01- 11)(11)/12- Further, in the

Si x-state qua graphy, the denodul ation is.perfornmed by usi ng

t hree bases .ant se transfor td on,

HS": 40) (01- 1?%’)‘?’1‘%%%)1?6{%% ?‘T liouépu%‘ioﬁle 51?1’% it Ss used for the

guant u 5ﬂ§ﬂ¥ ansf ormati ons

are selr%gt %@%ﬁ%ge(%%%%%%‘ﬁlu?ﬁg‘g@ge%ﬁc%a a%//e?do lrggetggi N£ of 0, 1, and

: i antum rreasurerrent for the 25
qu%lt on Whl C qua%tﬂg%‘gﬁﬁg %at(pg%lhhas Begn performed. As the neasuring 5

22 March 200% random number generating means 22 outputs a third random number

bit.
A quantum demodulating means H23 performs quantum demodulation for
| the gubit transmitted through the quantum cryptography communication channel
10 1, m accordance with the third random number bit which has been output from the
“random number generating means 22. A demodulation rule will be described
below. |
When the random numbgr bit is 0,
-an identity transformation: ]0)(0| + Il)(1| .
_ 15 When the random number bit is 1,
" an H transformation: GO)(OI +|0)(3| +|1){0] - |1)(1|)/ V2.
Further, in the six-state quantum cryptography, the demodulation is performed by
| l;sing three bases by adding
| a Hadamard - anti-phase transformation,
20 HS™ (o)o|~doXtl+[iol + iNu) vz
to the transformations used for the quantum demodulation. In this case, fhe
above three base transformations are selected for the random numbers which have
three values of 0, 1, and 2.
A quantum measuﬁng means 24 performs quantum measurement for the

25 qubit on which quantum demodulation has been performed. As the measu.ring_
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result, for qubit 10), "0" is output, and for qubit |1> "22Mascho2i0gut .
Specifically, in a case that a polarization state of a photon is used as
the qubit, it 5 can be easily realized using a polarizing beansplitter and
two photon detectors, for exanple. A base exchangi ng nmeans 25 perforns the
cl assi cal communication with the quantum sendi ng device 100 and extracts
the random shared information, with respect to the measuring result which
has been out put by the quantum neasuring 10 neans 24 and the third random
nunber whi ch has been out put by the random . nunber generating neans 22. An
error correcting neans 26 perforns the classical comunication with the
~quantum sendi ng device 100 and perforns error correction, with respect to

-t he rdﬁﬁ@ﬁlshared i nformati on which has been output fromthe base

exchangi ng ép NS A5 .waf.Cl ass cah conmmruni cation nmeans wi th authentication
27 is provi gﬁgﬁ%F FQErPo?%?ﬁﬁubﬁg cl assical connunication with the quantum

sendi ng devige 1 » f using the base exchanging neans 25 and the
error correc@fﬂ%g%e§%3856§cg%ﬂ§'secretIy shared information 21 is used for

aut hentj cat.i wth t uant um . 20, sendi device,100Q. A.privacy

o1 R &g Ak Pl PiioR drate BEA PR aFd Anin SR 81°Y ot or rat i on
on. whi ch_error. cor.egtion has been,perforned. An eavesd i ng detecting
mihns 397 B AL TRalied vt Pt bl solithersnd g BRAGRARIER Y acai 11 onal

i nfor | { ch has been output by the error 25 correcting nmeans 26. 6
22 var it S0 | -

" Abase exchanging means 25 performs the classical communication with
the quantum sending device 100 and extracts the random shared information, with
respect to the measuring result which has been output by the quantum measuring

10 means 24 and the third random number which has been output by the random
| number generating means 22.

An error correcting means 26 performs the classical communi@:atiou with
the quantum sending device 100 and performs error correction, with respect to the
random shared information which has been output from the base exchanging

15 means 25.

A classical communication means with authentication 27 is provided for
performing the classical communication with the quantum sending device 100 at a
time of using the base exchanging means 25 and the error correcting means 26.

" The secretly shared information 21 is used for authentication with the quantum
20 . sending device 100. _

A privacy amplifying means 28 amplifies the privacy of the random shared
information on which error correction has been performed. |

An eavesdropping detecting means 29 judges whether there has been
eavesdropping based on additional informatidn_ which has been output by the error

25 correcting means 26.




A private key 30 is a key which is output fromthe privacy a#pMafchiadgzneans
28 and shared with the quantum sendi ng device 100 while the privacy with

t he quantum sendi ng device 100 is maintai ned. Next, operations wll be

expl ained. 5 A whole process chart in Fig. 6 shows the conventi onal

techni que of the quantum cryptography conmuni cati on nethod, represented by
Docunent 1 and Docunent 2. A whol e process can be divided into two | arge
steps, i.e., a large step of quantum cryptography comuni cation (S100) and
a large step of classical data 10 processing (5200). The processing on a
left side is perforned by the quantum sending device 100, and the

processing on a.ri | de.i s perf.orned uantum_.recei ving device
200. The lar gé’%"@é%‘e@fe‘ dﬁﬁl’ﬂ’ﬁ ﬁPB@P&BﬁV‘E‘B VAP PR 5100) is a step
of transmt fron1 m.s i ng. devi 100 to the
guantunfnei%s #ée%&%‘iﬂ'iuﬁ!bvdébﬁ& é%“ﬁfziﬂ%“'hfoqgf*(?%"ﬁﬁ’gﬁﬁ steps (S11
- S16) r geate blt generating step (S11), the qubit

gener at #&cﬁt 8@%"‘?9‘3%‘8? $ned qubit 10) periodically. 20

Next, in a qyant um e 8Od'ﬁ5[qae ep 12), the quantum encodi ng neans X7
encodes the g&hePRFEHNH @'H‘E h the first random nunber bit. which has

oA 0D AL AT D ARICHEL R TR et Bl 2T
creosedy s SaAH0N, 05,55000 LRSS ANENL: B by 1R, 25 oo
Document 2.
. A whole process can be divided into two large steps, i.e., a large step of
quantum cryptography communication (5100} and a large step of classical data
10 - processing (5200). The processiné on a left side is performed by the quantum
 sending &evice 100, and the processing on a right side is performed by the quantum
receiving device 200.
The large step of quantum cryptography communication (S100) is a step of
transmitting a qubit string from the quantum sending device 100 to the quantum
15 receiving device 200. For each qubit, following six steps (S11 - S16) are repeated.
First, in a qubit generating step (S11), the qubit generating means 4
generates a predefined qubit |
10)
-periodically.
20 Next, in a quantum encoding step (512), the quantum encoding means X7
encodes the generated qubit based on the first random number bit which has been
output by the random number generating means 5.
In a quantum modulating step (513), the quantum modulating means H8
modulates the encoded qubit based on the seéond random number bit whic]_l has_
- 25 been output By the randoin number generating means 6.

7




By this nodul ation, the qubit becones a nodul ation bit which dm@afc@Woo7
states first randomnunber 0 1 + base 10) 11) 5 X base 0)+l1))/-%2
0)-11)b,r representing 0 and 1 by two pairs of nutually conjugate bases (+
base and X base). In a quantumtransmtting step (S14), the above

nmodul ation bit is transmtted fromthe quantum sending device 100 to the
guantum recei ving device 200 through the quantum cryptography

comuni cation channel 1. 10 In a quantum denodul ating step (S15), the
guant um denodul ati ng neans H23 denodul ates the transmtted qubit

(modul ation bit) based on the third random nunber bit which has been

out put by t rando unber geperating neans 22. Here, by using a
characteri st I‘,ﬂflﬁé&oré: at{oﬁe“?d@ﬂ‘@ﬁ‘??“ﬁ%r@?@#%@b‘tﬁwmhaﬁé"“rlS Hadamar d
transfornmati on which have been used in the quantum nodul ati on and the
_quanturﬁtﬁtﬁﬁndul ation are repeated twi ce, the transformati on becones the
identity trapsfornption,. it can be kno that only when the second random
nunber and tﬁ?tf"’?ﬁr%al?‘éfﬂ%m(iunber ar evlv?denti cal and the same
transformatigny.is used for b)he quantu[{erdul ation and the quantum
denodul ati on, Pla*ne guant um ZCJ encodi ng perfornmed, and the quantum

degodul ati ony0 he qubit o i qu@it dul ati on has been perforned
X |
i sﬁngorrect |y péarl formed. In ;nogggm]@m' smm!gg step (S16), the quantum

et | e BBAT 1 PR LR BRI A Bl St bl o
when the qu bfr{[a j;éi[nq.)lm @éﬁsml&né s%epofglﬁf the gg‘ogre n180dulation bit is
| transmitted from the quantum sending device 100 to the quantum receiving device
200 through the quantum cryptography communication channel 1.

10 In a quantum demodulating step ($15), the quantum demodulating means
H23 demodulates the transmitted qubit (modulation bit) based on the third
random number bit which has been output by the random number generating
means 22, ‘

Here, by using a characteristic that if the identity transformation and the

15 Hadamard transformation which have been used in the gquantum modulation and
the quantum demodulation are repeated twice, the transformation becomes the
identity transformation, it can be known that only when the second random
number and the third random numbex are identical and the same transformation
is used for the quantum modulation and the quantum demodulation, the quantum

B 20 encoding is performed, and the quantum demodulation of the qubit on which
quantum modulation has been performed is correctly performed.
In a quantum measuring step (S16), the quantum measuring means 24
- performs quantum measurement of the qubit on which quantum demodulation has
been performed. In the quantum measuremént,
25 when the qubit is|0), bit “0" is output, and

8




e T 22 March 2007 when the qubit is 11), bit22 Blafch'2008
~output. Therefore, only when the quantum denodul ati on has been correctly
performed in the quantum denodul ati ng step (S15), a neasurenent bit and
the first random nunber bit becone identical. Wen the quantum

- denodul ati on has been wongly 5 perforned, the neasurenent bit becones
identical with the first random nunber bit only with 1/2 probability As
descri bed above, after repeating the six steps of the qubit generating
step (511) through the quantum neasuring step (516) for all of the qubits,
the Ilarge step of quantum cryptography comunication (5100) ends. 10 In

the large step of classical .data processing (5200), the follow ng four
steps are pe B?H@oqu%ﬁlﬁgﬁ,’b}tﬁsal BaStP¥change processing step (S21), base
~information, second random nunber bit information and third random nunber
bit i nf CheraioreAnliiThen the guantyeedemaeddetion hasheen earretipatfenmed ioon and t he
quant um. denodul ation_in 15 trgnsm ssion of the qubit, which has been _
per f or n@‘ﬁquﬁnﬁ%d?%?‘b’éa%‘fﬂ’eﬁeb%]é Areegsurepebiandhy ledraadeeat i on (5100),
-are exchanged .het ween t he quantum sendi ng ., devi ce and the quantum receiving
devi ce %anﬁfgﬂﬂtb‘r%@n‘éfd&%f’a&a| Pt aeantreylemodlabipn hos bean wranglst i ne, if the

- exchanged, base information js.identical, jt can be known that the correct
Bt RGO ARG PRE: b PPeEtos disticalvs oL AP PR REFe boen
perforgiﬁg. Theheifgre ﬁn.l the first random nunber bit and the quantum
measur efeRRY PFaRYY ssion of a qubit where the base information is

et cal. oBacobhSt MMM o0 A0S, FApLoES auanLum Comdul ot o
e B hr b AR SEoh b Bt P R AR RS 2.0 O 256
to large step of quantum cryi)tography communication (S100) ends.
10 In the large step of classical data processing (5200), the following four
steps are performed.
First, in a base exchange processing step (821), base information, second
‘random number bit information and third randorﬁ number bit information which
have been used for the quantum modulation and the quantum demodulation in
.15 ~ transmission of the qubit, which has been performed in the large step of quantum
cryptography communication {S100), are exchanged between the quantum sending
_ ﬁevice and the quantum receiving device through the classical communication
network 2. At this time, if the exchanged base information is identical, it can be
- known that the correct quantum modulation and the correct quaﬁtum
20 demodulation have been performed. Therefore, only t_lie first random number bit
and tixe quantum ineasurement bit in transmission of a qubit where the base
information is identical, and correct quantum modulation and correct guantum
demodulation have been performed are extracted and output as random shared
information. - Since a half of the base information is not idéntical, about a half of

25 the qubits which have been transmitted from the guantum sending device 100 to

9 . B




9 22 March 2007 the quantumreceiving device 200 becones i nvad Mdrchl sngtzhe
Si x-state quantum crypt ography in Docunent 3, about 2/3 of the transmtted
qubits becomes invalid. In the classical communication used in this step,
eavesdroppi ng action can be ignored. However, tanpering and spoofing by a
third party nust be prevented. 5 If the spoofing is allowed, a device owned
by an eavesdropper relays in each of the quantum cryptography

conmmruni cation channel 1 and the classical communication network 2
connecting the quantum sendi ng device 100 and the quantumreceiving device
200. The device owned by the eavesdropper can act as a fal se quantum

recei ving device 200, for the quantum sendi ng device 100 and act as a false
10 quanti§ivasty WW@W‘%@%@@O besemen invglidnt inbhe stestoterayani® ce 200.
Therefore, an _attack becqones possible, that a private key is _shared

T espect PYRICFTaBBY He Dpcupprat 35%5’?‘1‘53 of Eheitrapsmebied qubite beogmes tvelidevi ce of t he
eavesdr opper. and between the. device of {he eavesdropper and the quantum
recei vi ng de@@@ %@ﬁ%@%ﬁ%’ﬁ%us%%hﬁg“ﬂé%@d{%%%n &% phert ext

usi ng the key.shared in the.quantum 15 cryptography comuni catjon by

o DR EPoTE g eeret, R LRIy Bt A O Y S b ant
igggirv:lﬁ*g‘ device 200, and f he devi&: of the eavesdﬁlgls Eﬁ; d c?ﬁyg?su[nhe
ci-%hert]ggl?e‘ﬂ)g? ¥ OW%‘{/]avéﬁ‘”c?ﬁ(’Wﬁ% &%G%W5‘?‘@BPWEF{?Y$E%3%£§P% sendi ng
devi 100 t in using t i,vat.e. key whi.ch has.b har ed
PN L I e R T
uant um, | ice : erefor 0 reventin he tanperin
and 't hegRoler Sntidhe iRl it sendi BB Ron e R ub SHHuR AetRE oo ety
Shar o0 AkEBL A ML bu Aty BETACEORRGL LoRLEL Al BGURNEE Dol veer he

quant um sendi ng Vi ce an uantu VI
) Vv i.f the device of
AT e

: tGﬁger ggﬂegeeil‘\’/igg&%@%péeurﬁgltaf\#gs :aggéﬂ% ]Iediltgg%eﬁé%ﬂp 'g) ?ééqu e device of the
efy esdr ARRAGIm sending device 100 for the quantum receiving device 200. Therefore, an
“attack becomes possible, that a private key is shared respectively between the
quanfum sending device 100 and the device of the eavesdropper and between the
device of the eavesdropper and the quantum receiving device 200, ﬁhe gquantum
sending device 100 sends a ciphertext using the key shared in the quantum
15 cryptography communication by regarding the device of the eavesdroppér ag the
appropriate quantum receiving device 200, and the device of the eavesdropper
decrypts the ciphertext using the key which has been éhared with the quantum
sending device 100, encrypts again using the private key which has been shared
with the quantum receiving device 200, and sends the ciphertext to the quantum
20  receiving device 200. Therefore, for preventing the tampering and the spoofing by
the third party, authentication using the secretly shared information which has
- been secretly shared in advance between the quantum sending device and the
quantum receiving device must be performed.
| Generally, in the quantum transmitting step (S14), even if the device of the

25 . eavesdropper eavesdrpps the transmitted qubit, the device of the eavesdropper

10




10 22 March 2007 cannot always perform correct quantum demzdaath pro/as t he
devi ce of the eavesdropper does not know the base information which has
been used for the quantum nodul ation. If quantum denodul ation is carried
out wongly, the transmtted qubit changes to a qubit in a conpletely
different state according to 5 uncertainty principle in the quantum
mechani cs. Therefore, a trace of eavesdropping remains. In an error
correcting step (S22), the error is corrected based on the random shared
i nformation which has been output in the base exchange processing step
(S21) while the classical comunication which allows the eavesdroppi ng but
does 10 not allow the tanpering and the spoofing is perforned via the

cl assi cahnd@hvans reaformrcorrecimapium demodwatiorhes thealevigerokidadi ng devi ce and
the quantum receiving device. Therefore, the authentication nust be

per f or regdesdsonrgr dons not kuew the bash nfanationoviich hanbegnivsed fadhveen secretly
shared in advance between the gquantum sendi ng device and the quantum
recei vigygntey medulagign: hEquagusdemodylalionss rargiedoupwrenglyd® i n which t he
error correction is performed, however volume of information | eaked to the
third pgegasyutted quhit changes ooyt ipacspmpdetelygiittergnhatate aseordimigdot i ne, a bit
rate and a hit errqr, rate are output as additional information. It is

| ttiged YreeHtHBHEPIREPls da the giranturn aeshamps. nd beredard: atraee ofi ze, change, etc.
of this value. 20 In_a privacy anplification processing step (S23), by

adopt | $§YeSAFPRRHE PHIRS on to the error-corrected random shared information

arpl |11 ed. " 11 8 <0 PP e 2P ot et o PO e &8 B9 9 . ¢ he
AR 3 RN SR A U AT S
pri Vac)(sﬁ‘ﬁ%ﬁiﬁ%‘%& glgg)slul:afl icgrglmu%g]cgtion which allows the eavesdropping but does
10 not allow the tampering and the spoof_iug is performed via the classical
communication network 2 between the quantum sending device and the quantum
- receiving device. Therefore, the authentication must be performed using the
secretly shared information which has been secretly shared in advance between
the quantum sending device and the quantum receiving device. Further, data
15 processing is pexformed, in which the error correction is performed, however
{rolume of information leaked to the third party is small and the privacy is
maintained. At this time, a bit rate and a bit error rate are output as additional
information. It is judged if there has been the eavesdropping based on a size,
change, etc. of this value.
| ‘_20 . In & privacy amplification processing step (S23), by adopting a hash
function to the error-corrected random shared information, the privacy of the
information regarding the information volume is amplified.
In a secretly shared information updating step (S24), the secretly shared
information is updated for next quantum cryptography communication using a

25 part of the random shared information of which privacy has been amplified, and

1n




11 22 March 2007 remaining random shared information is GgtMRIeh 8894
private key. Further, a procedure of outputting the random shared
information fromthe above secretly shared information in the conventional
cryptography which is not the quantum cryptography wll be expl ained
“briefly. 5 1In this case, secretly shared information which has been

secretly shared in advance between a sending device and a receiving device
is used as an encryption key and a decryption key, encryption
communi cati on of randominformation which is larger than the above
secretly shared information is perfornmed, by using common key bl ock
cryptography, streamcryptography, etc., and the random 10 information is
shared ¥pRpiEngangam oharpd beiprreating in pulipubas 2 pwktedey. i n t he conventiona
cryptography, there is no eavesdropping detecting function. Therefore, if
the eavesdr oppethen grprprednrsy hopipyéidag thagandomshaved mferiation fronnthye
conput atjon vol une, the eavesdropper can_cryptanal yze the random
i nf or ma@PYs segeidnshared pdemation iy ﬁﬁ%@m@,ﬁ@@i& ¢ryplogiaphy whidhds@obhvent i onal 15
cryptogr.aphy, the privacy of the random shared i nformation which has been
‘transm Flieg%‘}/ai“é‘“%é’@%ﬁ&am‘Vﬂllﬁs?é‘ﬂl%‘??dthﬁ@ﬂgecuri ty of the conputational
vol.ume. Mea i.le, in the quantum cryptography, when the eavesdropping is
dePect ed bag’\é\/ghlﬁﬁasﬁh@méegb'eﬁg‘ﬁ?egdbgﬁ@a%‘é‘%@ h bas bepicseristly shavsddn ng to the

i and processing such as

guant um nechg ics, the.co ni cation _i.s di scarded

repeat i AfVaRRe e%ﬁﬁﬁ‘&% T aﬁ‘ﬁf’i necgiying deyigrisiuserbas AMBACTYRe i s no

eavesdr i LS rfqrned, herefore, the priyacy Js secured based on the

secur | tgé)}g?nr}’tg%%ecfﬁ%ﬂlﬁﬁ i SBTREL R grmicption ?ff’-‘aﬁlqw QFORHAS ek which no
 Communi SRR A ROAREEE Ay LR SO R B ity B HERE D oblem that t he

aut Nent b ahbPRey Bl PorpRaBRY BLIR oGk 385 bE an § AT HRAaGH' ' ONy UST NG the

secretly share
10. information is shared while the privacy being maintained.

.However, in the conventional cryptography, there is no eavesdropping
detecting fﬁnction. Therefore, if the eavesdropper can perform processing in a
sufficiently large computation volume, the eavesdropper can cryptanalyze the
random information which has been encrypted. Specifically, in the conventional
15 cryptography, the privacy of the random shared information which has been
| transmitted is secured only based on the security of the computational volume.
Meanwhile, in the quantum cryptography, when the eavesdropping is detected
based on the eavesdropping detection function according to the quantum
- mechanics, the communication is discarded, and processing such as repeaf;ing the
20 communication until it is confirmed that there is no eairesdropping is performéd,
. therefore, the privacy is secured based on the security of the information velume of
the transmitted qubit fér which no eavesdropping is guaranteed.
In the conventional quantum cryptography communication device and
communication method, there is a problem that the authéntication must be
95 performed in classicaJ communication, using the secretly shared information which

12




12 22 March 2007 has been prepared in advance. Further, 2Réfasch 20 probl em
that the base exchange in which information on the quantum nodul ati on and
guantum denodul ation is exchanged between the sendi ng device and the
receiving device via the classical conmunication network, nust be

per f or medhas been prrparedon esange t Furthes | there b 4 pfoblem thhethe hesesuckamgain bi t whi ch
has been o?ltc%i.n d in the_gquantum comuni cation, and consequently, about a
hal f (abolftic/iniopgatipnonsthe gpantpmp naedifaiog ind yuatemdemedrlaheR s of "t he qubit
strings o i ransm ssion,has been perfor.ned i.s |ost. Further,
a1 oot hePishihcd SOOI s e 300 HRGeraiRe AGHEC T R Bsi8Ent  ona

Cr yPt 001 BfimubGtidh ddtwBkP A KPR ed I offel ¥ARYabih VAHIGA £l thalependi ng
on processing capacity of the eavesdrdpper regar d ng the conputation

vol une. EmeadireiRait bitaFhithhs beBy 6bthined iPhe\Gualtud dHIMInidRtieh yaidogr aphy
communi cation device and a quantum cryptography conmmuni cati on net hod which
do not rexpsequentihaebauttaietli (abatt 2¢hin axashef sik-attd grhtumoonypioigephiypef nor t he
base exchange, . and further which can use all of the transmtted qubits for

signal t r BSSNPY sirizgs apwihich quantymatransiyssionchas been parfprged tsestt r ansmi t t ed
qubit regardin he Lnformation volune.by. the eavesdropping detegting
function. Di sc?’ﬂ)‘iltﬂ’es“bcf%%glsl Wﬁ?ﬁd&??ﬂqg ‘é‘?t?f’t’&g?%rfc B Cag\%‘&ﬂ{‘ m sendi ng
devi ce copmhiostdady ahdrk it nid 5 [ nit which
gener at es&gﬁfoﬁa?t y’pserud'g(s)-lg andom %tutﬁggﬁ%epg%ﬁggéﬁr%gﬁ%{}&mﬁ%ﬂd i nformation
whi ch hasprlaearingeapRitl bf SHraaeehdidppeianetomt Bodp it Whmeecei vi ng devi ce
synchronously wth generation of a pseudo-tTandom nunber perfornmed by the
quant um r ecei viEmpodanénteof thisqoeentiom provide a ggantainterytogrhplper f or ms quant um
encoding of a qubit which has a predeternm ned quantum state, and 13

communication device and a quantum cryptography communication method which do

not require the authentication in the classical communication nor the base exchange

and further which can use all of the transmitted qubits for signal transmission while

maihtaining the security of the transmitted qubit regarding the information volume by

the eave-sdropping detecting function.

Disclosure of the Invention

Herein disclosed is a quantum sending device comprising a first pseudo-

random number generating unit which generates a first pseudo-random number from

secretly shared information which has been secretly shared in advance with a quantum

receiving device synchronously with generation of a pseudo-random number

performed by the quantum receiving device,

a quantum encoding unit which performs quantum enceding of a qubit which

has a predetermined quantum state, and

13




22 March 2007 a quantum nodul at or whi ch perforns quant umZAdRIEREZIGN of t he
qubit on whi ch quantum encodi ng has been perforned by the above quantum
encodi ng unit, based on the above first pseudo-random nunber. According to
a first aspect of the present invention, there is provided a quantum
sendi ng devi cea guampmi modglaton wiseupkafaras domtmu mveluldien et did quipitioni t
configured to generate a first pseudo-random nunber from secretly shared
i nf or mat i Stusvaptmsensading hpgbesnpedgrmed bthggbevaquantum eprafigmnitecei vi ng
devi ce, nghronoysly wi.t h the neratjon of a second pseudo-random nunber
by the qﬁéﬁ?ﬁa’&?ﬂ%@&‘%ﬁfﬁépﬁkﬂo' égf%nawa t'um encoding unit configured to
perform quantu J f i : . j t wo- | evel
Ellcc&ﬁﬁl%g? QQitrr&gﬁﬁecg gﬁf(ljﬁe g§e;sleﬁ‘i§x‘?e%§§ﬁ (}ﬁ%g ;fsf o%fd@@ ¥

state of a photon or ec ~quantum _ or confrgured to

per f or m qyasinmsemihy @dviecoiiprishiy: 8Yhkddo-tadaE nSfber fdneftinpagdo- random
nunber; a cl assical conmunication unit provided to performclassical
comuni catomfipuned th geheratgudintipsendecaindomqudber frem\seeretly shaaski cal

communi cati on network and configured to receive a nmeasuring result output
by a quattiomaieasthichig searptly grarediio advanse withreegantinntpceizingaisyicehe quant um
measuring unjit being,configured to nmeasure the qubit after quantum
denodul at Fﬂﬁh{oémbg}'f"’gﬁhﬁgﬁg ragion of 24,3650 BEFHIGUI HB‘PE‘?rh Yﬂ%ant um

recei ving g&ﬁ]ﬁ ; gq-% . e r i ' f formerror
correcti ol 0 E%Ceqﬁ_ @bcs_ %gﬁ%@g&n@g@dﬁ?%%w%@g erart%e)gg{@g%&& y said first
cl assi cal e:&‘&ﬁfﬂgmf‘a%][hb@@elb'&b& as WM BORERy BA-fvbl SRk ofh ﬁﬁ&b&_@f cle@fgpeIni cat i on
unit is configured to communi cate with said quantum receiving device

W thout  ami heumintiairiodglas@icOnfip@sd tperReal quamgmiaydulstion \efthe gibig to a
second aspect of the invention, there is provided a quantum receiving
devi ce conpng sdig§rst psqudewaislonanatoberha plassical eeremanicatgonwmiit prowided gured to
generate a second pseudo-random nunber from secretly shared_ information
which is P Ipspicalconyaun pation wite the\guanpfum rgepaying Ao denvriglassigilc e,

Syneht ooyl b A o 4SS B loflo Aolhd SnRREHIGeL A ByTPer bY the

quantum measuring unit of the quantum receiving device, the quantum measuring unit
being cdnﬁgured to measure the qubit after quantum demodulation is performed by a
quantum demodulator of the quantum receiving device; and an error correcting unit
configured to perform error correction of the qubit using the measuring result received
by said first classical communication unit, wherein said first classical communication
unit is configured to communicate with said quantum receiving device without
aﬁthenticating said quantum receiving device.

According to a second aspect of the invention, there is provided a quantum -
receiving device comprising: a pseudo-random number generating unit configured to
generate a second pseudo-random number from secretly shared information which is
secretly shared in advance with a quantum sending device, synchronously with the
generation of a first pseudo-random number by the qﬁantum sending device; a
quantum demodulator to which a qubit selected as an arbitrary two-level state of a

photon or an electron can be sent from a quantum sending device configured to

14




quant um denodul ator to which a qubit selected as an arbit 2dMaremgld7eyel
state of a photon or an electron can be sent froma quantum sendi ng devi ce
configured to 14 22 March 2007 perform quantum denodul ati on of the qubit
usi ng said second pseudo-random nunber; a quantum neasuring unit configured
t o neasur perfdrm quabtuim derdodudatomt qfihe qubithsagpsidygcoebpietido-eandbassi cal

comruni cation unit provided to performclassical comunication with the
quant um sByEPega deantea meaguringykenéigured dhmeasueathesbit ged Worwpwnd
configured to recei rte t he c?alll it: and.an error, correcting unjt configured to

.qub
per f or m efFEHEEITE i ¢ §sH ErEMRieaten Yt Pré'é’{ﬁlf R g%%lss’é’ i d quantum
measuri ngcon‘fﬁhﬁichizdn'\gvﬁ 'El?ec@ﬂﬁfuhx SedinG e cQ¥iaSaaé1€ss&5f‘c§o?ﬁ:§ﬁ&llicﬁ% nication
c a cat |

uni t, wherein sal assl comrun on unil I'S confrgured to

conmuni Cah&whiK dhdScdnfighiansd Hidkive aRdjubs; AQVirc&roMbResinaltiBRkinG8Y t19 said
guant um sendi ng device. According to a third aspect of the present

i nvent i onperfdiay @rdr sofrectiondfdheameguing Ukt bUPLOBY sl Yyuadmmuagaingon system
conpri sing: a quantum sendi ng device configured to perform quantum

encodi ng, upibasingthc gubid mecetved by shidsilassicalfcommyubéation spitegbeseingaidan arbitrary
two-| evel state of a photon or an_el ectron; and a quantum receiving device
confi gur eaa%sefaﬁéqm@mca%%%m?%%@wﬁﬁ caﬁuwlﬁqﬁ%wﬁﬁawémuw%@ qubi t,

wherein t ' dev] incl ud fi do- d mb
gener ot e ge AR PG R RER ptledinBr andom nunber 1rom
I nfor mati on WiaGho it o6 Gl tfiird Xﬁ%ﬁﬂe ebdht ﬁ%’eﬂti&ﬁf YBgr6GgLdd Ng device in

advance, a quantum encodi ng It configured to perform quantum encodi ng of
t he qubi t quanfui cigptograhl/wommohidaBib ky@n toRpF d8g tORafhOsddigatetice

nodul ati on of the qubit using said first pseudo-random nunber, and

conf i gur econfigusdria petiennygaehnteh evcogling, motdulasen dnd geresntission efcequbitng devi ce,
wherein said t(guantum.recei vi ng devi ce includes a second pseudo-random

nunber ge 3 gn @Eitraydwergv state of agdivianearanslecesndisquiagBin r andom
number fromiNg RAh SR P loSirorh SRt e moAG0n SP R Halisntited ¢ e
qubit, wherein the quantum sending device includes a first pseudo-random number
generatihg unit configured to generate a first pseudo-random number from
information which is secretly shared with said quantum receiving device in advance, a
quantum encoding unit configured to perform quantum encoding of the qubit , and a
quantum modulator configured to perform quantum modulation of the qubit using
said first pseudo-random number, and configured to send the modulated qubit to said
quantum receiving device, wherein said quantum receiving device includes a second
pseudo-random number generating unit configured to generate a second pseudo-
random number from the secretly shared information, synchronously with the
generation of said first pseudo-random number, and a quantum demodulator
configured to receive the qubit sent from said quantum modulator and to perform
quantum demodulation of the received qubit using said second pseudo-random
number, wherein the quantum receiving device further comprises a quantum
“measuring unit configured to measure the qubit and to output a measuring result,
- wherein said quantum sending device further includes: a first classical communication
_ ' unit provided to perform classical communication with the quantum f_eceiving device
via a classical communication |
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generation of said first pseudo-random number, and a quanfdMaIendeRfi at or
configured to receive the qubit sent from said quantum nodul ator and to
perform quantum denodul ati on of the received qubit using said second
pseudo-random nunber, wherein the quantum receiving device further

conpr i sesnetwgdkaantdronfigesd to racgivatiameasnfing wesald oviputiasid guanhen qubi t and to
out put a neasuring result, wherein said quantum sendi ng device further

i ncl udes: MEATYTINGUNE gl st ersos RTIAFtENR ydtcontigpred b BB cpaedtinnm

cl assi cal nuni catign with.the ant.u ecei, v devi.ce via a classical
Sommuni ca?] B Eoik 95 fheapsugeresiLRGEvRA bR S Comet SOBmIERRon (ne
e & 1 OubiE Stlcheif iR a8 BRI ESHE G U Abdona 3By | 51 e 1 OF
correcting unit configured to performerror correction o e qubit using
t he neasugdmuhiRstidd udieselied tdperfomndidskical conlri@iéfnh WY Qhfihon unit,
wherein said quantum receiving device further includes: a second cl assi cal
comuni casandmgudeivice piaothe dindsitad cpmmunicatich astsiodaindommfigmied &t feoeivaitieh t he
guantum sendi ng device via the classical conmunjcation network and

conf i gur edltit apda spapad errer cotasting unih eonfigyeaddndedpimp erregorsetiomef tai t
configured to performerror correction of .the. neasuri resul t, out put by
sai d guan?’ﬁ?ﬁuﬁgﬁﬁﬁlhr%‘ﬁ]b’ﬁglf Sfﬁg ARPRENGFEBTIRS THE LTRSS gyoL ?&F‘H%B%nd

cl assi cal ¢ | : Lt . ar rej L f i cal
comuni Ca?aff&g%@%ﬁéll ?ﬁ%éé&gg%ﬁ%ntgﬂ}cg@g}%ﬂggﬁrﬁwgﬁ%g S’eag(\i/\nﬁfshd(ségsﬁ‘%%uant um recei Vi ng
devi ce W ¢dipmbnidbidiantii S @bhs &ﬂb%oﬁﬁ&ﬁﬁﬁé&ﬂ%ﬁvﬁﬁ%&i&'qﬂ%tﬂﬁ% iggd said second
cl assical comunication unit is configured to conmunicate with said

quant um séevikkengitistay batbentivatifistid gunhen réBlingdevicd ahdguidnbeondsodagicalg devi ce.
According to a fourth aspect of the present invention, there is provided a
quant um ceoppmBRcaimundicaenfigised torcomainichtewith gaid quaimuendiegdévice devi ce
and a quan]@lumr cei.ving device and conprising: performng in the quantum
sendi ng dBHE aufGatRAGRE eHE GUMHEMSERdNg GeViee- sel ected as an arbitrary

two-level st atfccgf;dil?g t%haoftoggh gstpegtnof the present invention, there is provided a

quantum cryptography communication method using a quantum sending device and a
quanturﬁ receiving device and comprising: performing in the quantum sending device
quantum encoding of a qubit selected as an arbitrary two-level state of a photon or an
electron; generating in the quantum sending device a first pseudo-random number
from information which is secretly shared in advance by both device; performing in
the quantum sending device quantum modulation of said qubit using said generated
first pseudo-random number; transmitting said qubit from the quantﬁm sending device
to the quantum receiving device; generating in the quantum receiving device a second
pseundo-random number from the secretly shared information, synchronously with the
generation of said first pseudo-random number; performing in the quantum receiving
device quantum demodulation of said qubit using said second pseudo-random
number; establishing a classical connection over a network connecting the quantum
sending device and the quantum receiving device, between a first classical
communication unit in the quantum sending device and a second classical
communication unit in the quantum receiving device; fneasuring in the quantum

receiving device said qubit; sending a measuring result from the quantum receiving

14b




el ectron; generating in the quantum sending device a firsZ2pEe82dandom
nunber frominformation which is secretly shared in advance by both
device; performng in the quantum sendi ng devi ce quantum nodul ati on of
said qubit using said generated first pseudo-random nunber; transmtting
sai d qubi teficoimthé Brstjolassicatreeemiinitgticiewmit perfominp & tha gnantomrsendingi ng
device; generating in the quantumreceiving device a second pseudo-random
number f r BNiehRTsEeraetion of said cpbit msiae yaidirasasuringress sending said aubit fee

gener at i o&eof first pseudo-random nu r.f or m nﬁ}fi n .t he quantum

recei vi ng cfg?ﬁs“?:a‘gacfﬁfﬁﬂtcﬁw Guar art b%d&e%%ﬁlggﬁ B’Ietquﬁgﬁu 8 Vi#esecond
pseudo-r a@@'@ﬁ@ e&&@ft@étio%%f@%h'ﬁ&g&@n@eﬁlﬁﬂeﬁﬁﬁ S9RREUkQEy0ver a network
e quan ng devite an e

connecting t um sendi (Squan umreceiving device,
bet ween acdthinghicati@Si CIMmER B WRR EAIQ quitithi rbddiviRedeHaviHpxaendi ng devi ce
and a second classical communication unit in the quantumreceiving device;
measur i ngautherttivetingsant quantune ceeivingpgdelioe and viridn sgidkdcond elaskdice a nmeasuri ng
result fromthe quantumreceiving 14b 22 March 2007 device to the first
cl assi cal copmHpshizan yarcomenicaies Wish said guantumisending gevien widhelitng  devi ce
error corregtion,of said qubit usipg,said nmeasuring result; sending said
qubit to AYREMICERERFIGHUAD é‘Tndb"tﬁfﬂngﬁecati on unit:; and performng in the

guant um r 8Gep M . j r.correction of said nmeasuring result;
B/l sglﬁgfpé&ﬁ u(glfé{ftﬁSD?{uLﬁ 5

I'rs assrl Ca omruni cati on unit conmuni cates with said
quant um r ecei VERg1 dRSLwhblb RO gurdith QR St Aiiac 4, quant um r ecei ving
. device and wher€in said second clTassical connunication unit conmuni cates
Wi th said quanFigh? siesvl a@uatifing 66 pidgidphlytcomantiniafibh pricksmf Easbdgtadt um
sendi ng device. Brief Description of the Drawings Fig. 1 shows a whol e
configuralion chart of Enbodinent 1. Fig. 2 shows a quantum crypt ography

comruni cation process of Enmbodi pent | 1. ]
ig. 3 shows a whole configuration chart of Embodiment 2.

Fig. 4 shows a whole configuration chart of Embodiment 3.

Fig. 5 shows a whole configuration chart of quantum cryptography in
conventional art.

Fig. 6 shows a chart illustrating quantum cryptography communication
process in conventional art.
Best Mode for Carrying out the Invention
Embodiment 1.

Fig. 1 shows a whole configuration chart of Embodiment 1.

In Fig. 1, the quantum sending device 100 and the quantum receiving device
200 are connected by the quantum cryptography communication channel 1 for
transmitting a qubit from the quantum sending device 100 to the quantum receiving
device 200. |

The classical communication network 2 is a cominunication network which
connects the quantum sending device and the quantum receiving device.

The secretly shared information 3 and the secretly shared information 21 are

 secret information which have been shared in advance between the quantum sending

device and the quantum receiving device. o
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Fig. 3 shows a whole configuration chart of Enbodi nent 2.22Majch 0®hows a
whol e configuration chart of Enbodinent 3. Fig. 5 shows a whole
configuration chart of quantum cryptography in conventional art. Fig. 6
shows a chart illustrating quantum cryptography comruni cati on process in
conventional art. Best Mdde for Carrying out the Invention Enbodinent 1.
Fig. 1 shows a whole configuration chart of Enbodinent 1. In Fig. 1, the
guant um sendi ng device 100 and the quantum receiving device 200 are
connected by the quantum crypt ography conmmuni cati on channel 1 for
transmtting a qubit fromthe quantum sendi ng device 100 to the quantum
receiving device 200. The classjical conmunication network 2 is a

comuni cat i onApdrtigERak copfiearationyf the geantwa sgrding deviee B Wi lsevi ce and the
guantum recei vi ng device. The secretly shared information 3 and the
secret | yOPHIPY i nformation 21 are secret information which have been
shared in advgglg1 . between the guantum serad' n %evi ce and the quantum
recei vi ng devf@abit ganersbngupit 40 sytpnts apre ﬁ%%‘-’r%rf&l configuration of the
guant um sendi Bﬂ device 100 w il be explained. A qubit generating unit 40
outputs a predeéfined qubit 10) 5 periodically. Here, as the qubit, a

Dol B i 2R FOBHE: B35 B & PRITAERA it A IO BOFSF 2t  on atate 1V)
for qubit |0), horizontal polarization state |H), and
for qubit 1}, vertical polarization state |V)
may be selected. A phase state in a case of having constructed a system of
interference may be also selected as the qubit. Further, besides the photon,
10 arbitrary two-level states such as an electron may also be selected.

* Ina case that the polarization state of the photoﬁ has been selected, the
stated qulﬁt generafing unit 40 can be easily realized by plaéing a polarizer at an
outlet from a light source.

A random number generating unit 50 is a unit which outputs a first
15 1;andom number bit.
A first pseudo-random number generating unit 60 is a unit which outputs a
first pseudo-random number bit using the secretl& shared information 3 as a seed.
A guantum encoding unit 70 is a unit which performs quantum encoding
.for the qubit which has been generated by the qubit generating unit 40 based on

20 * the first random number bit which has been output from the random number

generating unit 50. The enceding rule is that

when the random number bit is 0,
an identity transformation: |0)(0|+|1)(1], and
when the random number bit is 1,

25 an X transformation: |0)(1| _+.|1)(0| i
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may be selected. A phase state in a case of having constrdéMaich2®/st em of
interference may be al so selected as the qubit. Further, besides the
photon, 10 arbitrary two-level states such as an el ectron may al so be
selected. In a case that the polarization state of the photon has been
selected, the stated qubit generating unit 40 can be easily realized by

pl gcing a polarizer at an outlet froma light source. A random nunber
generating unit 50 is a unit which outputs a first 15 random nunber bit. A
first pseudo-random nunber generating unit 60 is a unit which outputs a
first pseudo-random nunber bit using the secretly shared information 3 as a

seed. uantum encoding unit 70 is a unit which perfor gyant um encodi ng
for theAE@bﬁxe %aﬁasstﬂ%@ﬂe@%@?%ﬂ%ﬂwqfﬁ@&f%?%lﬁg@ﬁ@?@ﬁ?ﬁﬁ unit 40

andom nHBRA SRR AR HUSIira RIS oT IR PLa PHE when the
uhen t hoHPRREI e ohB D 5Eepeltieadh shfe Batereied B 10) (11+11) (01 15
oot on 1 Gresalte BTG R Aol v R eS| ol 11 ng o
Crabe w PRATEFPr@%h Bt afhe PSR RIS, Bt el ECTrr ¢ POARI ZATI ON WAVE)
quant um modut SCSAeREE St d s RARR A bl Bt ATRBIIRMIER or e

qubi t onywhinGft AYAREL FRAREA LA NRER pPAL TR Il Yuldi§auant um

encoding unit 70,based on the first pseudo-random number bit which hés been

output from the first pseudo-random number generating unit 60. The modulation
10 rule is that
when a pseudo-random number bit is 0,
an identity transformation: |o){o|+|1)(1} and.
when a pseudo-random number bit is 1,
an H transformation: (o)o|+ |0X1| +]1)0] - Il)(l])/ J2.
15 The H transformation is 2 Hadamard transformation, and the H transformation
corresponds to the base transformation.

Further, in comparison with the above BB84 protocol where transmission

of the qubit has béen performed using two conjugate bases, in the six-state
quantum cryptography, the modulation is performed by using thfee bases by
20 adding
a phase . Hadamard transformation,
sH: (0)0]+]o)a|+ o] - n)af~2
~ to the transformations used for the quantum modulation. In this case, the above
three base transformations are selected for the first random numbers which have

- 25 three values of 0, 1, and 2. Specifically, the above transformation on the

16




encoding unit 70, based on the first pseudo-random nunber B%Maf#h €407has been
output fromthe first pseudo-random nunber generating unit 60. The

nodul ation 10 rule is that when a pseudo-random nunber bit is 0, an
identity transformation: 10)(01+11)(11 and, when a pseudo-random nunber

bit is 1, an H transformation: 10)(01 + 10)(11 + 11)(01-11)(11)/.. 15 The H
transformation is a Hadamard transformation, and the H transfornmation
corresponds to the base transformation. Further, in conparison with the
above BB84 protocol where transm ssion of the qubit has been perforned
using two conjugate bases, in the six-state quantum cryptography, the

dul i i f b i h . 20 addi h -
e damar (P pFatio et O fhe RaFomiaR 26 Pegiviabfinad b udns S phAtes 1) 110/ r to the
t f i . f t i o t hi , th b
et o BRaAlR e Mlinethe bhS AT TRAL A e Rode Hlate SRS BR S Unbar o bt ch
h 25 t | f 0 .and 2. S i fi [ly, t
Lo st or G Eor s Ao RS Lo BosSand i ihe pfiStitation'sbite B ¥Em 1o pot on

can be easily obtained by,using.the phas dul ator ..installing the phase
rodul at ob SRR B AR, FRADSTEhiad Srrpititp RBEE SRR BR AR hor i bont
pol ari z 'g%]odgl ane in the polarization state will form an appropriate
angle, and perform ng appropriate phase nodul ation only for the 5 TE node.
A first error I I ng. A ' Lt . whi e cl assi cal
commruni cat i onAvcﬁ} £ {ﬁg é{ecﬂ%ﬁgt'#%u&%b B vahléz 'pcegfgﬁgﬁaé%%’gf

mrecel ving Vi performs error
communication with the quantum receiving device 200 and performs error

‘correction with respect to the first random number which has béen output from the
random number generating unit 50, This cutput becomes the error-corrected
10 random shared information.

A first classical communication unit 130 is a unit which is provided in order
for the ﬁfst exror correcting unit 90 to perform the classical communication with
the quantum receiving device 200. In this embodiment, the pseudo-random
number which is generated from the secretly shared information 3 and the secfetly

15 shared information 21 is shared by the quantum sending device 100 and the-
quantum receiving device 200. Therefore, an authentication function is not
necessarily required.

A first privacy amplifying unit 110 is a unit which amplifies the privacy of
the error-corrected random shared information. |

20 A first eavesdropping detecting unit 120 is an eavésdropping detecting unit
whi'ch judges if there has been eavesdropping based on the additional information
which is output by the first eﬁor correcting unit 90.

The private key 14 is a key which is output from the first privacy

amplifying unit 110 and shared while maiﬁtaining the privacy with the quantum

- 25 recetving device 200.

17




correction with respect to the first random number which Radas@et%ut put
fromthe random nunber generating unit 50. This output becones the
error-corrected 10 random shared information. A first classical
comuni cation. unit 130 is a unit which is provided in order for the first
error correcting unit 90 to performthe classical comrunication with the
quantum recei vi ng device 200. In this enbodi nent, the pseudo-random nunber
which is generated fromthe secretly shared information 3 and the secretly
15 shared information 21 is shared by the quantum sendi ng device 100 and
the quantumreceiving device 200. Therefore, an authentication function is
not necessar|]y required. A first privacy anplifying unit 110 is a unit
whi ch anpl i fi &X‘b ﬁ%"&mﬁgwﬁ@mﬂ%@?é‘a&r%@&w recervane feyigAM0svil begd
information.. 20 A first eavesdropping detecting unit 120 is an
eavesdr opH8eHet ecting unit which judges if there has been eavesdropping
based on the additional, information which is output by. the first error
Bupeler

correcting un e‘é’@fi_p?‘f’r_@oﬁ'ﬂl : ﬁ%efﬁméW%Féﬁn_#sw i put fromthe
Hig T e T G S
i nt | fi ti f_th t Vi I oowll b

expbar netPonm iRt g estng vk B8 P RE A FSGUN Pl Mo tRrEoD3b4 & o uni

whi ch og%guts a second pseudo-random nunber synchronously with the first
pseudo 5 tandom nunber generating unit 60 using the secretly shared

| nformation 2} (igsdm &8s ARt 4 AR b s ilnhdn @ UM ¢ Whi ch

per fornms quan
demodulation for the qubit which has been transmitted through the quantum

eryptography communication channel 1, based on the second pseudo-random
10 number bit which has been cutput from the second pseudo-random number
generating unit 220. The demodulation rule is that
when pseudo-random number bit is 0,

an identity transformation: |0){0| +|1){1|, and

when pseudo-random number bit is 1,
15 ~ an H transformation: QU)(0| +[0)(1] + |1)(0| - |1)(1|)/ V2.
Further, in the six-state quantum cryptography, the demodulation is performed by
using three bases by adding
a Hadamard + anti-phase transformation,
Es: (o)o] - {o)a|+ 1Yol + 1Y) +2
20 ~ to the transformations used for the quantum demodulation. In this case, the
above three base transformations are selected for the second pseudo-random
numbers which have three values of 0, 1, and 2.
A quantum measuring unit 240 is a unit which performs quantum
measurement for the qubit on which quantum demodulation has been performed.

25 As the measurement result,
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denodul ation for the qubit which has been transnitted thr8adfréeh&uant um
crypt ography communi cati on channel 1, based on the second pseudo-random 10
nunber bit which has been output fromthe second pseudo-random nunber
generating unit 220. The denodul ation rule is that when pseudo-random
nunber bit is 0, an identity transformation: 10)(01+11) (11, and when
pseudo-random nunber bit is 1, 15 an Htransformation: (j0)(OL + 10) (11 +
11) (01-11)(11)/ . Further, in the six-state quantum cryptography, the
denodul ation is performed by wusing three bases by addi ng a Hadamard

anti - phase transformation, HS 10)(ol-ilo)(11+11)(01+i11)(IlI)/,r 20 to the
transformatiops usedfiof..t he ant um denodul ation. In this case, the above
t hree base trgoﬁs §lr%m§{)i (Qnés%urtg&sg?‘gct ed for the second pseudo-random

nunber s whi ch thr eg, . of 0, 1, and 2. A quantum neasuring unit
240 is a unitf%@ﬁ lE;)(-i‘r?ol\réﬁwlé'%glgantum measurenent for the qubit on which

auantum eyl gL o S RESRES! BT S5, LS, TRRSHE ST resul L 18
o ol o SRS 0 R R B0k & 0 "o
PP BB S o 95 ko SPRER b O BT SRE U, L1
becones &%tﬁﬁmrﬁézisﬁﬁqﬂe%% Lﬁﬂ 240. This output becomes the error-corrected
random shared information.
A second classical communication unit 260 is a unit which is provided in
order for the second error correcting unit 250 to perform the classical
10 communication with the quantum sending device 100. The authentication
function is not necessarily required like the first classical communication unit 130.
A'second privacy amplifying unit 270 is a unit which amplifies the privacy
of the error-corrected random shared information.
A second eavesdropping detecting unit 280 is a unit which judges if
15 there has been eavesdropping based on the additional information which is output
from the second error correcting unit 250.
The private key 30 is a key which is output from the second privacy
amplifying unit 27 0 and shared while maintaining the privacy with the quantum
| sending device 100, |
20 Next, an operation will be explained.
Fig. 2 is a whole process chart.
The whole process can be divided into two large steps, i.e., a large step of
quantum cryptography communication (S300) and a large step of classical data
processing (S400).
25 | The large step of qﬁantﬁm cryptography communication (S300) is a step of
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random shared informati on. A second classical conmmunicati éAM&Ft2880 is a
unit which is provided in order for the second error correcting unit 250
to performthe classical 10 conmunication with the guantum sendi ng device
100. The authentication function is not necessarily required like the
first classical comunication unit 130. A second privacy anplifying unit
270 is a unit which anplifies the privacy of the error-corrected random
shared i nformation. A second eavesdropping detecting unit 280 is a unit
whi ch judges if 15 there has been eavesdroppi ng based on the additional
information which is output fromthe second error correcting unit 250. The
private key 30 .is a key which is output frgmthe second privacy anplifying
uni t 270traRYRtEg 8 quintistangfom the qransupendipg delece tRithhawdmtudguant um  sendi ng
devi ce 100.. 20 xt, an operatign will be explained. Fig. 2 is a whole
process TaFE¥IRE ﬁ@ew@réaﬁwmgéoﬂeywwaﬁew gedepsated-t wo | arge steps, i.e.,
a large step of antum crypt ography communi cati on (5300) and a | arge step
of cl assi cal g‘éﬁgﬂgﬁﬁ%"é%{%ﬂ?% %%g)tﬁe aubiy generafingmeans 0fengiaten um
crypt ograph 0 i.cation (S300) is a step of 19 22 March 2007
transm t?BF%‘eﬁn%q?t string fromthe quantum sendi ng device to the quantum
recgi Vi ng deviltrfze. For each qubit, following six steps are repeated. In a
qubr't generating step (S31), the qubit generating neans 40 generates a
predefined. %Jl?iht 5 10) periodically.

perodically.

In a quantum encoding step (S32), the quantum encoding unit 70 encodes
the generated qubit based on the random number bit which has been output from
the random number generating unit 50.
10 In a quantum modulating step (S33),.the quantum modulator 80 modulates
the encoded qubit based on the first pseudo-random number bit which has been
- output from the first pseudo-random number generating unit 60. By this

modulation, the qubit becomes four states representing 0 and 1 by two pairs of

mutually conjugate bases.

15 ' pseudo-random number bit 0 1
+ base |0} 1)
X base : (o) +|1yyv2 (o) -|n)y~2

In a quantum transmitting step (534), the above modulation bit is
transmitted from the quantum sending device 100 to the quantum receiving device
20 200 through the quantum cryptography communication channel 1.

" Inaquantum demodulating step (S35), the quantum demodulator 230
demodulates the transmitted qubit based on the second pseudo-random number bit
thch has been output from the second pseudo-random number generating unit
220.

- 25 In this embodiment, the first pseudo-random number bit which has been
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In a quantum encodi ng step (S32), the quantum encodi ng unf® MACe#l%¢des t he
generated qubit based on the random nunber bit which has been output from

t he random nunber generating unit 50. 10 In a quantum nodul ati ng step
(S33), the quantum nodul ator 80 nodul ates the encoded qubit based on the
first pseudo-random nunber bit which has been output fromthe first
pseudo-random nunber generating unit 60. By this nodulation, the qubit
beconmes four states representing O and 1 by two pairs of nutually

conj ugate bases. 15 pseudo-random nunber bit O 1 + base 10) 11) X base
0)*l1))/,r o)-11)>/,la In a quantumtransmtting step (S34), the above

Coant am PRSHGR b the SRR o dBls R Pl e AEC Ch T BEDAT By O e
i i L1, | t d dul ati t th t
Gomoul aEBPBSI5E SRR bat el R IET nthe e Gt RBhER e b ecand
do- bj whi.ch h b t put. f t.h
P eudo. 1 SR Chebibee, AT hE coR iR B30 SthBHofd ATWIGR AR the i v st
do- it _which 20 22 h, 2007 ted inth
pecudo: OIABEUNEL Ao L s AR RSFE o BB Bu A it 2 o | e
whi gh h i . i f. 35
eyninr onpy it Ty B GIALEH cbeleho ) AR ERIRBAN BB SRR T her o
about 11 embdlrieht)aldISnaboaabfll AHBRMALELXBLABEAPINrRkat he Lransm it ed
Id, Tnthe ¢ grap

qubit strings are 5 inva uantumcry y  conmmuni cati on

method accor di0d ghfuhbl feaBIRGHRBYE), dkarERHEEk-AHAPLHHL JEBRAY! 2t on 1

constantly perfornmed.
which quantum demodulation has been performed is performed. In the quantum

measurement,
10 when the qubit is |0), bit “0” is output, and

when the qubit is |1), bit “1” is output.

Thereforé, in the quantum demodulating step (S35), the quantum demodulation is
always performed correctly. Therefore, as far as turbulence due to noise or an
eavesdropping action does not occur to the qubit which is being transmitted, the

15 measurement bit is always identical with the random number bit which has been
generated in the quantum encoding step (S32).

After repeating the above six steps of S11 through S16 for all of the qubits,
the large step of ciuantum cryptography communication (S300) ends.

Next, in the large step of classical data processing (S400), the following

20 three steps are performed.

In an errdr correction processing stei) (S41), the error is corrected based on
the random number bit generaf,ed in the quantum encoding step (S32) and the
measurement bit measured in the quantum measuring step (536), while the
classical communication which allows eaveédropping is being performed via the

25 classical communication network 2 of the quantum sending device and the
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In a quantum neasuring step (S36), quantum neasurenment of 2ZHEregudid on

whi ch quant um denodul ati on has been perforned is perforned. In the quantum
nmeasurenent, 10 when the qubit is 10), bit "0" is output, and when the
qubit is 11), bit "1" is output. Therefore, in the quantum denodul ati ng
step (S35), the quantum denodul ation is always perforned correctly.
Therefore, as far as turbul ence due to noise or an eavesdropping action
does not occur to the qubit which is being transmtted, the 15 neasurenent
bit is always identical wth the random nunber bit which has been

generated in the quantun1encoding step (832) After repeating t he above six

steps of Sl throu 16 fo t.he tep of quantum
crypt ogr &P '85% ?m(i?h %50 ]:hg%e erﬂ?é)??rreqt’r?n lﬁBerlf%{r @ 8p of

per T of e 09%5%5% Bfapelts ?heaet. owfoé?n%afﬁé"g%lﬁé-”e %g%a SR 2 )
Crep ( sy L fbnd I8 bR bAUIRSLL A VAR R T BB reas i no step
(S36), Whirdithahle, o ik ARSIaBR b bROTRNALEALD Skl G lsguhgva%f&avegdfopp' ng 1s

bei ng perforned via assi ca nica et Wor” of the guant um

sengi ng pleyicee A eoas%dl(h L4 57, chiangs Gt G IARY; ueZZhNPEa ! ?8937 quant um

recei vi ng evi ce. vVen e er corr.ectl.on 1s per OI’ ned, data

pr 0¢esS! iJertonl el R $ahiAEbn L tm;ﬁﬁlf% 'dQﬂoXﬂhHEﬁnge?g&r%gfks to the

third party 1S s he privacy I's malntal ne rme, as the

addi ti onglgeq b@mréa@ieu%ha&d%nﬁﬁa%@Mﬁbf%&mﬁf EI?afre& ﬁ{f&rn?s[t noMtput. It is

judged if there has 5 been eavesdroppi ng based Sl ze, ange, etc. of
thi's val &he lRg@stef 8L RntlRicSyptography communication (SBOO).

(( ()

Therefore, in the classical communication, even if the spoofing and the

10 tampering are allowed, consistent error correction processing is impossible, and
the eavesdropper can be detected without failure.

Therefore, as the relay attack which is seen in ‘_che boﬁventional art is not
possible, the authentication function in the classical communication is not
necessarily required.

15 Further, in a case that the eavesdropper eavesdrops the qubit which is
being transmitied in the quantum transmitting step (S34), the eavesdropper
cannot forecast the quantum modulation information due to the pseudo-random

. characteristics. Additionally, due to the random characteristics of the quanfum
encoding information, it is completely impossible to exfreet meaningful

20 information from a qubit of which charaeteristics that the qubit cannot be copied '
has been proved by the quantum mechanics. Further, the eavesdropping action
can be detected from the turbuience which is inevitably caused by the
eavesdropping action.

In the privacy amplification processing step (S42), the privacy is 'amp_liﬁed

‘-25 in a manner of the information volume by using the hash function to the error-
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i nvention, the quantum nodul ation and the quantumdenndul%@l\‘@ﬁ*b%’7
performed based on the secretly shared information 3 and the secretly
shared information 21 in the large step of quantum cryptography

comuni cation (S300). Therefore, in the classical comrunication, even if
the spoofing and the 10 tanpering are allowed, consistent error correction
proecessing is inpossible, and the eavesdropper can be detected w t hout
failure. Therefore, as the relay attack which is seen in the conventi onal
art is not possible, the authentication function in the classi cal

comruni cation is not necessarily required. 15 Further, in a case that the

quant um CPRTER R °€ara@wefgr%mnt SIS i g G SOBIBRGFF or ccast 1 he

quantunln?dulg on i nq; n due to the pseudo-random characteristics.
Addi t i onSITY" %B’é’c‘f%‘“{gﬁé‘a F’f om characteristics of the quantum encodi ng

i or mat i o'  PbeSe TR kot B SRiatan o GEPL B 00 tbi ¢ cannot be
e omeEh sPhAEG et 0Fad ?teﬁfTP?eﬁnSﬁ fﬁ?ﬁ%ﬁ‘wﬁlﬁ«%mﬁﬁheh s
i ne 'tabg%ﬁ{ g%asgee%a %ed%vl%§g§ g t'°§C§Lor;a,§ahe i35

|f|c processing ste 25 in a

rranner olfe%g@nbggﬁo@% ag@d%% Wi ¥55‘L§b&g§ ﬁa{,}ﬁgﬂefunctl on to the error 22

22 Marc correc random's YWhi ch has been out put

fromthe erropeg 0 p |y shared

i nformation upéaﬁﬁﬂggé?éﬂ“€§n§§ éﬁ%%ngégf%éﬁﬁ&%ﬁlr@gﬁgghﬁ%rnatlon is

updat ed 43| RAgitatRA devif, lh%éw@amoﬁ%%vm TR 5204 8 WitGlh S privacy

has been anplified for next quantum cryptography connunlgatlon and
mechanics is carried out using the quantum communication channel 1 for

10 performing first signal transmission using the quantum states which cannot be
mutually observed simultaneously and the classical communication network 2 for
perf_'ormiﬁg second classical information data communication, in which the
guantum sending device 100 and the quantum receiving device 200 can prevent the
tampering and thé spoofing in the classical communication using the secretly

15 shared information 3 and the secretly shared information 21 which have been
securely maintained in advance ,and in which the quantum sending device 100 and
the quantum receiving device 200 can share the random data securely and secretly ,
includes the quantum sending device 100 and the quantum receiving device 200.
The quantum sending device 100 includes the qubit generating unit 4 which can

20 constanﬂy generate a qubit in an identical quantum state, the random number
generating unit 50 which is a signal source for quantum encoding which is
implemented to the qubit, the first pseudo-random number generating unit 60
which treats the secretly shared information 3 as a seed and generates the
pseudo-random number from this seed, the quantum encoeding unit 70 which

- 25 performs quantum encod.ihg for the qubit based on the random number which has -
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renai ni ng random shared information i s output as a privat é2#M&ch 207+t at ed,
according to this enbodi nent, a quantum cryptography conmunication device,
in which a detection on eavesdroppi ng based on quantum nechanics is
carried out using the quantum conmuni cation channel 1 for 10 perform ng
first signal transm ssion using the quantum states which cannot be
mutual |y observed sinultaneously and the cl assical comrunication network 2
for perform ng second classical information data conmuni cation, in which
the quantum sendi ng device 100 and the quantum receiving device 200 can
prevent the tanpering and the spoofing in the classical comunication

using the secretly 15 shatred intformation 3 and the secretly shared
| nf ot PesR %ipm%awaegé%aﬁmtb%wwwm o RERR REVUALE BAnd i n whi ch

Shar o nE R RaTAHE PG g ye it dhe i Groed o e peed s ant um sendi ng
dovi co 188 PP HAR L R abTE Hmh UPder e Gl o dommcip et BRPesBEEG et ant | y
Goner at | Rt e BePkehibr RorF ey g PP B vty B SHHOB B g whi ch is
wht € e r beferlnt B8 B oSl Ph RO B SORAMER SR BBE B 10 e ¢ o
Por f or s BAUSARHEBEpAH A B Y3880 b AB U TS SR e 0 i ch
50, o quifehBHER AR ARER 4Bl porRih e BN ISR ANIBREAERETR | 1T Libi
based ongty g%@gﬁ#geﬁr@mﬁg%ﬂm&%owecdgsm@ﬁgf%gpwm% b first

pseudo-ran er generating unit fror correcting unit

90 Whi ChapRRAIHE pRLAGof BRY dECk LABmMHohSr ShREIR BadBodd orfdeRST €2

151%
comuni cat 1 on mntﬁ t%e guantum recei vi ng device 200
10 and the first eavesdropping detecting unit 120 which performs eavesdropping

based on the additional information which is output in the error correction
processing.
Further, the quantum receiving device 200 includes the second pseudo-
random number generating unit 220 which treats the secretly shared information
15 21 as a seed and generates a pseudo-random number from this seed, the guantum
‘demodulator 230 which performs demodulation by performing quantum
modulation of the received qubit based on the pseudo-random number which has
been output from-the secdnd pseudo-random number generating unit 220, a
quantum measuring unit which measures the demodulated qubit and outputs a
20 classicai bit, the second error correcting unit 250 which performs error correction
after the quantum communication finishes while performing the classical
communication with the quantum sending device 100 in maintaining the privacy,
Ithe second classical communication unit 260 which performs classical
communication in order to perform the error correction processing with the
- 25 quantum sending device 100, a second privacy amplifying unit which amplifies the
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mai ntaining the privacy, a first classical conmunication gAiMaraB@Ushi ch
performs the classical comrunication in order to performthe error
correction processing wth the quantumreceiving device 200, the first
privacy anplifying unit 110 which anplifies the privacy of the secret
information of which error has been corrected, 10 and the first
eavesdroppi ng detecting unit 120 which perforns eavesdropping based on the
additional information which is output in the error correction processing.
Further, the quantum receiving device 200 includes the second pseudo-
random nunber generating unit 220 which treats the secretly shared
information 15 .21 as a,seed, an eperates a pseudo-andom nunber fromthis
seed, th%nmfaﬁ?msa@ﬁbwrwnz WHiGHISERE fioRiSHse SRSHURGREE on by per for i ng
quantum nodyl at.ion of .the .received qubit based on.the pseudo-random nunber
Whtch aeveaRping fearing Gt FHEVLER d ceTONPRIOHPTAIGE gener ati g unit
220, a tu asyring .unit i.ch nmeasures the denodul ated qubit and
outputs SBEoAT Rt onTie s ou b G HF G S e U PTG B ¢ 280 whi ch
ction, after th uant um

: PRI ¢ 250 which
et form ng t hEuRPEt e abend chtoerath e B Rar Rl Rtho iR Bekiing dovi ce 100

in i nt aj. -Hﬂ : pr.izvacy, the second cl assical comunication unit 260
mhi%ﬁ peﬁ?%%nsc% g@??@ﬁﬁmyconnunication in order to performthe error

cor 1 oct O B ASER  oet PUABBURASOE B ARy ° 20
e 2cCt ot AERLTSE B8 s MOLGRSECEATR QBB AT R PRET] |,
L O B e G R el
this enbgdi-grfhtddYebitdaSed on the random number bit which is generated by the
10 random number generating unit 50, a quantum modulating step for performing
quantum modulation for the qubit on which quantum encoding is performed based
on the pséudo-random number bit which is generated by the first pseudo-random
number generating unit 60 from the secretly shared information 3 as the seed, a
gquantum transmitting step for transmitting the qubit on which gquantum
15 modulation is performed from the quantum sending device 100 to the quantum
receiving device 200 via the quantum communication channel 1, a quantum
demodulating step for performing quantum demodulation of the received qubit,
and a quantum :ﬁeasuring step for performing the quantum measurement for the
qubit on which quantum demodulation is performed
20 , and a large step of classical data processing including a group of steps of an
error correction processing step for performing error correction via the classical
communication network 2 for the classical data which is obtained as a result of
communicating a qubit string, a privacy amplification processing step for
performing the privacy amplification by the quantum sending device and the

25 quantum _i'eceiving device respectively for the classical data of which error
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a large step of quantum cryptography communication whi ch PéMARER28Yr each
qubit a group of steps of a generating step for generating a qubit by the
gubit generating unit 4, a quantum encodi ng step for perform ng quantum
encoding for the generated qubit based on the random nunber bit which is
generated by the 10 random nunber generating unit 50, a quantum nodul ati ng
step for perform ng quantum nodul ation for the qubit on which quantum
encoding is perfornmed based on the pseudo-random nunber bit which is
generated by the first pseudorandom nunber generating unit 60 fromthe
secretly shared information 3 as the seed, a quantumtransmtting step for

transmtting the qupit n |ch gy ntu 5 modul ation is perforned fromthe
quant um SOEFREFAR1 09@3 @G 2GR fi ripation WRdalng sep & 200 via the

guantum co ni catio nnel ntum de ul ati.n ep.for
performhﬁ??gmﬁ#aﬁ%g@ﬁsmléﬁm&? ReiRGy MR i PerlRrmEddBant um
measurin ep,.fo rnln t he quantum neasurenent for the qubit on
whi ch qu ﬂ?ﬂ%ﬁgﬂ@ﬁgﬂo g‘perforned 20 , and a large step of classical

d f i
pf‘é?eé’;?ﬁésilE%t}%x%%mﬁawﬁpﬁtﬁegqu@%r" g zep.aaﬁ%f Gtame | sei cal |

co ni c anQdQP t wor k %‘E&h ghe & SSi C A a a mhl §“%$ alned as a
resbit o %ommﬁ*agss). e Rt O FPﬁed‘ 53?%891 55%1 @ on processi ng
step for &Bﬁ Ql,rgi'ongustl h’gSIH Lheas% reﬁgghaae %l bl O%é};bc t\f)%leggatnt u endl ng

devi ce an ?eCer V] f cl assi cal

data of n%am§a Bhe 425 @&Mﬁg GeAd0 oSO OEHEN e BSE! fiBd. and @

secretly®share £ on up rt of the

cl assi calef] nggngnm%h&@b ¥ 8k Ogg%oéasgﬁg wgwﬁc@sﬁt@ “as the secretly

shared in uant um npdul ati on and the

quantUHHQnQQﬂgggié&mggﬁganag&forned based on the pseudo-random nunber bit
which is

10 Therefore, all of the qubits can be utilized effectively instead of making
about 1/2 (2/3 in the six state quantum cryptography) of the transmitted qubit
strings :in-vaJid, and high speed characteristics that the bit rate is two times (or
three times) of the conventional art can be realized.

Particularly, in the six state quantum cryptography (12.7%) which has
15 higher allowable bit exror rate for securing the security compared with BB84
- protocol (11%) (Document 4: H.-K. Lo, “Proof of unconditional security of six-state
quantum key distribution scheme,” quant-ph/0102138 LANL-preprint),
- transmission efficiency according to the conventional art is as low as 1/3, however,
the transmission efficiency according to this invention becomes three times, and

20 the transmission efficiency which is not inferior to the BB84 protocol -can be
realized.

Further, since the quantum modulation and the quantum demodulation
are performed using the secretly shared information which is shared in advance
between the quantum sending device and the quantum receiving device, it is equal

25 to that the authentication is performed in the large step of quantum cryptography
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out put synchronously using the secretly shared infornatiof?&ere ¥

bet ween the quantum sendi ng device and the quantum receiving device.
Therefore, the base exchanging unit and the base exchange processing step
whi ch exists in the conventional art may be omitted. 10 Therefore, all of
the qubits can be utilized effectively instead of making about 1/2 (2/3 in
the six state quantum cryptography) of the transmtted qubit strings
invalid, and high speed characteristics that the bit rate is two tinmes (or
three tines) of the conventional art can be realized. Particularly, in the
six state quantum cryptography (12.7% which has 15 hi gher allowable bit

(ocurentos Shiof i (a0 bl R bt Renan Hethboatbi o ot ate

Cr ans s STERUAR Ak g Y e R o Bl feomar s S v s 1/
oot B R B, s SSi On ef11 ci ency whi ch s ot i nforior 1o
and the quant SRS EaBbA S techot e ch R onabet PR 00T "

| 1 et e WYl b cSR0G! MTAAMANE Sho BRLNERY A BoMBREITLBS O O, dovi ce

and the quantumrecelvin i i's eg aut henti cation

is perf ommsiuéaav%égg%p&,ﬁ{g&%nm@cﬂéd AR U HREAGE fumé® Agaddr ch 2007

comuni cation (S and it Is not rTequired to performthe authentication

communi caté fsBAth shaRahe %fx_'ii/é]:yto? Ehel @r@@ecﬂ’@ﬁnﬁ{% 1 A5 oo frocessing

(S400) unli ke the conventional art. TFurther, t he eavesdroppi ng

detecti n@ith‘ﬂﬂ&&dn@éhti({cnbl é@p?ﬁlzfp plvﬁzi(_t.li)reﬁﬁ@é"&ﬂ %H@siaéurit? ré%&?&i%grqﬂgw%i been

eavesdr oppi ng. Therefore, security of the transmtted t
computation volume.
10 In this embodiment, the quantum cryptography communication is realized

by adopting a polarization state of an arbitrary qubit as an actual example.
However, the quantum cryptography communication can be performed by adopting
a phase state of an arbitrary qubit.

Embodiment 2.

15 In this embodiment, an embodiment of adopting a phase state of a photon
as a qubit and performing the quantum cryptography communication using a
Mach-Zehnder interferometer is described.

Fig. 3 shoﬁrs a whole'conﬁguration chart of Embodiment 2. A Mach-
. Zehnder interferometer 900 includes the qubit generaﬁng unit 40, a first phase

20 modulator 81, a quantum communication channel 101, a quantum communication
channel 102, the quantum measuring unit 240, and a second phase modulator 231.
Difference in configuration from Embodiment 1 is the configuration of the qubit
generating unit, the quantum encoding unit, the quantum modulator, the quantum
communication channel, the quantum demodulator, and the quantum measuring

, 25 unit,
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wi t hout eavesdroppi ng can be secured regarding the infor mg€MaRHAXne.
Hence, it is possible to share the privacy of the very secure random
information conpared wth the conventional cryptography which relies on
the security regarding the conputation volune. 10 In this enbodi nent, the
guant um crypt ography conmuni cation is realized by adopting a polarization
state of an arbitrary qubit as an actual exanple. However, the quantum
crypt ography comruni cati on can be performed by adopting a phase state of
an arbitrary qubit. Enbodinment 2. 15 In this enbodi ment, an enbodi nent of
adopting a phase state of a photon as a qubit and perform ng the quantum

crypt ography co ni cati on usi a hZehpder_interferoneter is

described. Fi @e@weﬁtwbﬁ&%m@w&m P Batodigentdedisdi ment 2. A
Mach- Zehn ereénterferoneter 900 includes the qubit generating unit 40, a
first ph&E®® npdul ator 81, a quantum communi cation channel 101, a quantum

communi cation,, channel 102, the guantum neasuring unit 0,,and a second

phase modul at Gbe S8t Eengraipis HE A0 elvden p FIRECHRE P BHCABARNL 1 i s t he
conf i gurati,on t he qubit, _generating unit, the quantum encoding unit, the
quant um K réﬁ@ﬁ#& %P um  communi cation channel, the quantum

dorpaul ot o a0 Sy R TSTGNY R R el BSE P ' o1
o1 1 11 or DS Bk Bkl By bdpob aogRe u Pt BR300 2Bt ptc T om t ne
singl e- p@mcﬂ The Mtgr?1s719@hé &pp%? lqllgntum communication channel 101 is defined
as
1)
10 and a state in which the photon is in the lower quantum communication channel

102 is defined as

1,
then, a qubit to be generated can be described as
0)= ) 1)) +2.

15 ~ The first phase modulator 81 corresponds'to the quantum encoding unit
and the quantum modulator in Embodiment 1. The first phase modulator 81
performs quantum encoding and quantum modulation of the generated qubit based
on the first random numbet bit which is output from the random number
generating unit 50 and the first pseudo-random number bit which is output from

20 the first pseudo-random number generating unit 60 so that

when the .random number bit is 0 and the pseudo-random number bit is 0,
10)= )+ )2,
‘when the random number bit is 1 and the pseudo-random number bit is 0,
[y = )+ )2,
- 25 when the random numbé'r bit is 0 and the pseudo-random number bit is 1,

28




into two optical paths by the beamsplitter 350 and the nPEMCgP? A state
in which the photon is in the upper quantum comruni cati on channel 101 is
defined as 1lu) 10 and a state in which the photon is in the | ower quantum
conmmuni cation channel 102 is defined as then, a qubit to be generated can
be described as 0) u)+11))I,r. 15 The first phase nodul ator 81 corresponds
to.the quantum encoding unit and the quantum nodul ator in Enbodi nent 1.

The first phase nodul ator 81 perforns quantum encodi ng and quantum
nodul ati on of the generated qubit based on the first random nunber bit
which is output fromthe random nunber generating unit 50 and the first

pseudo-rando u rooy, t=which is output from20 the first pseudo-random
nunber genergw?"gz‘j’ﬁwﬂ”é% t hat when the random nunber bit is O and the

pseudo-r andom r biit is 0 en th ndom nunber bit
is 1 and the WSQEEE’WEWHBHPHEWBEW %ﬂé % SGWQT?%QWP&¥¥§T§?W1§ L 25 when the
random nunber —3_t( @ %yg&l t he pseudorandom nunber bit is 1, 28 22 March
2007 O l ) 1 and when the random nunber bit is 1 and the

pseudo-randon1nunb 1 antu ransm ssi on of
the qubit on whi ch%ﬁm}‘ﬁaﬁﬁﬁﬁf’ﬂ (hﬁ %ﬁ LYQ‘]?}{JWI’EW%’HIE&F‘? have been
gﬁ%;’Lgﬁ%ﬂgﬁﬂ%ﬁ?ﬂﬁjgd#ﬁg%ﬁ% (A ﬁﬂd{%’é&o thé%ﬁaﬁt% RO Lo ough the

200 is performed through the quantum communication channel 101,

Quantum demodulation of the transmitted qubit is performed by the
second phase modulator 231 corresponding to the quantum demodulator in
Embodiment 1 based on the second pseudo-random number bit which is output

10 from the second pseudo-random number generating unit 220 which is synchronized
- with the first pseudo-random number generating unit 60 in accordance with the
following Me.

When the pseudo-random number bit is 0,

identity transformation: |u)(x|+|1){|, and

15 when the pseudo-random number bit is 1,

phase transformation St |u)u|+{){i|.

At this time, since the first pseudo-random number bit and the second

pseudo-random number bit are identical as stated above, the above qubit on which

quantum demodulation has been performed is

20 vﬁhen the random number bit is 0,
| 10 = (i) + [V VZ, and
when the random number bit is 1,
1) = [u) |2
based on the first random number bit.
25 In the quantum measuring unit 240 including a mirror 241, a beam-splitter
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Quant um denodul ati on of the transmitted qubit is perforrreazM?r?h"n%OOTSecond
phase nodul at or 231 correspondi ng to the quantum denodul ator in Enbodi nent
1 based on the second pseudo-random nunber bit which is output 10 fromthe
second pseudo-random nunber generating unit 220 which is synchronized wth
the first pseudo-random nunber generating unit 60 in accordance with the

follow ng rule. Wien the pseudo-random nunber bit is 0, identity
transformation: lu)(ul+l1)(1l, and 15 when the pseudo-random nunber bit is
1, phase transformation S | u)(ul +it "Xl | . At this time, since the

fiTst pseudo-random nunber bit and the second pseudo-random nunber bit are

has beon? ﬁiﬁr%?ﬁ%@dwg ST P TR AR 48 0,
10) =l u) +11))/ Nf2-, t j 1 +11))/,
nated on the Atpaf B HE Rt R A, By f%ﬂ%%é el s ?ﬁ%%%#ﬁg it 240
| udi ' 0, f t
phot on det eot Pedfaé diie® ) 3@%%’35‘54% op 8088 0 SRt MR abo0R Qi i s
10 the f hot det. cts th hot th bi t
10, the 1S e e o 215 SRS Sl B iy, e o

con%i gurgtlon besi des the above is conpletely sane as Enbodinent 5 1. As
stated, &ven in a case that the phase state of the photon is adopted as

As stated, even in & case that the phase state of the photon is adopted as
the qubit and the quantum cryptography communication is performed using the
Mach-Zehnder interferometer 900, high speed characteristics of the quantum
cryptography communication can be realized by omitting the base exchanging unit

10 and the base exchange processing step which exist in the conventional art and by
utilizing all of the qubits effectively.
Embodiﬁent 3.
In the above embodiments, the qubit generating unit has been provided in
the quantum sending device 100. In this embodiment, the system can be realized
15 also with a configuration where the qubit generating unit is provided in the
guantum receiving device 200 (document 5 : G. Ribordy, J.-D. Gautier, N. Gisin, O.
Guinnard, H. Zbinden, “Automated “Plug & Play” Quantum Key Distribution,”
Electronics Lett. 34, PP. 2116-2117,(1998)).
Fig. 4 shows a whole configuration chart of Embodiment 3. In this
20 embodiment, as illustrated in Fig. 4, a forward path and a return path between the
Quaptum sending device and the quantum receiving device are provided |
respectively as the quantum communication channels (a quantum communication
channel in a forward path 105 and a quantum communication channel in a return
- path 106). . However, it is also possible to realize a configuration in which an

25 identical optical path is used as a forward path and a return path by using an
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the qubit and the quantum cryptography comunication is péZMaehdddsing the
Mach- Zehnder interferoneter 900, high speed characteristics of the quantum
crypt ography comruni cati on can be realized by omtting the base exchangi ng
unit 10 and the base exchange processing step which exist in the
conventional art and by wutilizing all of the qubits effectively.

Enbodi nent 3. In the above enbodi nents, the qubit generating unit has been
provided in the quantum sendi ng device 100. In this enbodi ment, the system
can be realized 15 also with a configuration where the qubit generating
unit is provided in the quantumreceiving device 200 (docunent 5 : G

Ri bordy, J.-D. ti .N. Gsin, 0. .Gui ., H. Zbi nden, "Aut ted
001 el on AN el L LR e BT o
2116-2117, (19 ._Fig. h whol fl ti hart of Enbodi t
2106 24T, Lok e . AR DO LU SRR, oo e

return path _between the. ant um sendi ng . degvi e, and t ke quantum recei vi ng
devi ce afl‘éand;}ngvfio T mcraglg%gg?rfn\?efri/{h Sret gpaﬁlahfeuh?véed’ iPREFHR channel s (a

quant U GOIEHALEESAORey SOARIElealaboln | VBRI N R 0R AR R HERL U

. n .
communi cat'i on channe urn Wever, fso possi bl e

to geali @ ﬁ [ tion in which an 25 identical optical path is used as
a férmargﬁba Egg%éggﬂggturn path by using an 30 22 March 2007 optica

path control il @Mﬁ&ﬂiagn,afgmmzegfg&:atgtop ex oG 'agﬁ,egeﬁ%ln of. Further, in

Fig. 4, the quantum denodul at or rovi I'n

comuni CabiRA: 6P3RNRInG the 4dFit BhAEBnR A0 4590 the IRWEMEL rdcBf L @RERM

denodul ator 230 hmy be provided al so in the quahtum communi cation channel

in 5 theod, of W8bddieded ke a frocdsbing 1GEANNERBAntuA SRR GkiRE08S Ot her
enbodi nents can be realized.
Industrial Applicability
10 According to this invention, it is possible to omit the processing of
exchanging the bases between the devices.
Fﬁrthei', the qubit can be utilized effectively.
Further, it is possible not to require authentication communication again in
the classical communication.

15 Further, it is possible to share the privacy of the secure random

information.
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Further, by providing the qubit generating unit 40 in the2dMah#R0ecei vi ng
device 200, it is possible to reduce a processing |oad on the quantum
sendi ng device 100. Industrial Applicability 10 According to this
invention, it is possible to omt the processing of exchanging the bases
bet ween t@midevi ces. Further, the qubit can be utilized effectively.
Further, it is possible not to require authentication comuni cation again
in the cladsuertibmeendingidedce epmprisingrurther, it is possible to share the

privacy of the secure random _information., 31 22 rch 2007. Clains 1. A
quant um sendi n Pagfogan Bt RFneraing uni oty REREaE afEier ating unit

conf i gur ed. |6, B08EANFoide hbhSloc S SR LATHORANTRG! i LAM o SaLELLY Shar ed

i nf ormation i's secretly's a q um receiving

devi ce, Sé(dl&ﬂéc%%@hﬁaxi@ﬁﬁm*}eéeﬁkﬁngﬁ&%@,tégﬁéhrgﬁoﬁl Wik MbR&aHEPof Andom nunber
by the quantum recei'ving device; a quantum encgdl ng unit configured to

per f or m gsseotdipscads-aaidog imter Giytthé quaeke eéRiVigsdadceaar bi trary two-| evel
state of a photon or electron ; and a quantum nodul ator configured to
per f orm quant um nodul ati on of the qubit wusing said first pseudo-random
nunber; a cl assical conmunication unit provided to perfqormclassjcal

conmuni cati on 2 Qfa0HIR gRCOIREHNINROnERTed it Berdus quaniin encodingdjaaypit

comuni cat i on ,net wor,k an onf i gur Q. receive a neasuring result output
by 5 quanieliS ol Pftig R e IBr bRl ST AR Eletef FBP o co, " the quant um
measuring unit being configured to neasure the qubit after quantum
denodul ation is perfornmed by a quantum denodul ator of the

a quantum modulator configured to perform quantum modulation of the qubit

using said first pseudo-random number;

a classical communication unit provided to perform classical communication
with the quantum receiving device via a classical communication network and
conﬁgufed to receive a measuring result output by a quantum measuring unit of the
quantum receiving device, the quantum measuring unit being configured to measure
the qubit after quantum demodulation is performed by a quantum demodulator of the
quantum receiving device; and

an error correcting unit configured to perform error correction of the qubit
using the measuring result received by said first classical communication unit,

wherein said first classical communication unit is configured to comrmunicate
with said quantum receiving device without authenticating said quantum receiving
device.

2. A quantum receiving device comprising:

a pseudo-random number generating unit conﬁgﬁred to generate a second
pseudo-random number from secretly shared information which is secretly shared in
advance with a quantum sending device, synchronously with the generation of a first

pseudo-random number by the quantum sending deviée;
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quant um recei ving device; and an error correcting unit coRZMpiedld7o
performerror correction of the qubit wusing the neasuring result received
by said first classical comunication unit, wherein said first classical
conmmuni cation unit is configured to comuni cate with said quantum receiving
device w thout authentjcating said guantumyreceiving _device, 2, A quantum

recei ving devi @aueswprdesiodylaios i whisha-qubiHaeierisd abar agErsy BY9-Hyelini t
oo oo ARSI o B R o L B Ao =
devi ce, i , ' f i ! d nb
by the. qu el Bt bl SRR bl sfid/sbbdid pefiRiifiadd IUOT DS

whi ch a guidhbersel ected as an arbitrary two-level state of a photon or an
el ectron can be sent froma quantum sendi ng device configured to perform
guant um denoduh ghardmmaheastvénguitii donfigured ts aiedsige tterpibjisad toeutputdom nunber ;
a quantum nmeasuring unit configured to nmeasure the qubit and to output a
measur i ngmeasging resylts| assi cal comuni cation unit provided to perform

cl assi cal com‘run'l cation wth the quan sendi ng .devi ce via .a cl assical

fu
comuni cat i on MEREFAL CammuUniction Wit E@V{%H]F%B@'W‘Elﬁ%% MMUGEHIORn er r or
.correcting.uni I gur . f i e nmeasuring
result ou%btﬁ?lll ‘{)%]faglg{l{ag%&gn%[%B%C%%ﬁéllg;ﬁgga&g‘?rpﬁ'&éil’c%{g%&l rﬁégwg%kbaltntﬁ recei ved by
sai d cl asgdrfFRlur<dqfmeidiveahé @bhikni t, wherein said classical comunication
unit is configured to communicate with said quantum sendi ng device w t hout

aut hent i cat i ngarsbdrfereptaniroctingamet cogfigeeéd eeperform error correction of the
measuring result output by said quantum measuring unit using the qubit received by
said classical communication unit,

wherein said classical communication unit is configured to communicate with
said quantum sending device without authenticating said quantum sending device.

3. A quantum cryptography communication system comprising:

a quantum sending device configured to perform quantum encoding,
modulation and transmission of a qubit selected as an arbitrary two-level state of a
photon or an electron; and

a quantum receiving device configured to perform quantum demodulation of
the transmitted qubit,

wherein the quantum sending device includes a first pseudo-random
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3. A quantum crypt ography communi cation system conpri si ng22#ajemAUm

sendi ng device configured to perform quantum encodi ng, nodul ation and
transm ssion of a qubit selected as an arbitrary two-1evel state of a
photon or an electron; and a quantumreceiving device configured to perform
guant um dewmblerd geheretingfinit ¢dndigbredrio gendratd adfirki pseudvandom niiwbegfiamt um sendi ng
~device includes a first pseudo-random 32a 22 March 2007 nunber generating
uni t conf ingermaiion svhidnis searetlashpradswitly said avantem desel ingirvice ingdyancafor mat i on
which is secretly shared w th said antum receivin vi ce.in _gdvance, a
Guant um RS SHomE B aongarEh tt siam srge st s Grdtne. qubit
and a qu I ! 0 %gfw} I of the
gubi t using Hisﬁégg)%g !a?%% 0%@@%%%%%%%%%&@% coérﬁ‘ﬁlgg%ga‘%%@end t he
nodul at eds@ it pbddd RhsonPianbdMrddesatiyined 16 S4HdaR: myBshRH QubRidisguant um
recei ving device includes a second pseudo-random nunber generating unit

conf i gur equanturgeseivadgedaviceecond pseudo-random nunber from the secretly
shared information, synchronously with the generation of said first
pseudo- r andom whgissy saldqrananyeseiving diyirsdudludesra secomidingendedrandomecei ve t he

gqubit sent from sai.d quant ym mpdul at or and tq perform quant um denodul ati on
of the rBUBPSFEINEIAKRY 'ﬂug?%égggaﬁdo geRsapia Aseeand s ORI ABED (HEY ei n t he

quant um r%%g%&gl e 1§iﬁmfnﬁ{1(%1{]eggﬁc (rg)hglgﬁ%lﬁ} tﬂg%@ﬁéﬂmo’ﬁ%ﬁgﬁiﬂ}gﬁ ¢ uni t

configure asure e qubi neasuring res , Wherein

sal d quaniie idbRtuiel GRd b Wbl dMMRES: cofffired to £hase iedjubit

communi cation unit provided to performclassical comunication wth the

quant um  gefe from satl gavivgemeildar ah@&SpERIrmGRaRf daiddammtidgioftiek and
configured to receive the neasuring result output by said quantum
measur i ngreaeived qebid using said seaond psewdlormediin ngmber,
wherein the quantum receiving device further comprises a quantum measuring
unit configured to measure the qubit and to output a measuring result,
wherein said quantum sending device further includes: a first classical
commuﬁication unit provided to perform classical communication with the quantum
receiving device via a classical communication network and configured to receive the
measuring result output by said quantum measuring unit; and a first error correcting
unit configured to perform error comrection of the qubit using the measuring result
received by said first classical communication unit,
wherein said quantum receiving device further includes: a second classical
communication unit provided to perform classical communication with the quantum
sending device via the classical communication network and configured to receive the
qubit; and
| a second error correcting unit configured to perform error correction of the
measuring result output by said quantum measuring ﬁnit using the qubit received by

said second classical communication unit; and
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unit configured to performerror correction of the qubit ¢23iMajch Y7
nmeasuring result received by said first classical comunication unit,
wherein said quantum receiving device further includes: a second cl assi cal
comuni cation unit provided to performclassical conmunication with the
guantum sendi ng devi ce via the classical, communi cation network and
configured to rEwCEY e fisst cligsirdl copmpmication S 1eGonHEUEE 19 ERIHBICHA| t
configured.to performerror correction of, the . neasuring result output by
cord SuandeiaR iR A P RHE SiheR St BRe R a) bR beCony

¢l assi cal dGABIHY G deObhd ilhdsicaPOnithication vinitis ponfiguted b cofonfmidfey ¢ 2007
wherein said first classical comrunication unit |ém£onP|gure to

comuni caiwgth swididuams@intketdiag device Se@b AEhHBYEE sididaestindehdliapt i cating said
guantum recei ving device and said second cl assi cal conmunication unit is
confi gur ededice.communi cate with said quantum sendi ng devi ce without

aut henti cating_sai d quantum sendi ng device. 4. The quantunycrgptography

comuni cati on $heduanium copfogEyi ool eation systemes defineg ia CGlaimi 3. generati ng
it fi d t t bi t jodically in.eith .of id

O i BT B B SRR e

e oh ! ) ard ! . ! L

dovi ce. s Dbt saEha AR devics oRd QX SEfha] ANIEUARAT, " CE0C LMo

qubit to sai dylftskdinEase A thefhbiteheritth it { pAMANAIN BRACRERIE UNit is
configured to perform quantum encoding of the qubit sent by said qubit

gener at i nepceining,deaicd, satldbqubitzeneratiag enit isadonfipered wbseind gengamatatetgquibiti t | S
provided in said quantum sending device, said quantum encoding unit is
conf i gur e seidl grantugr ehcgdimsunihand seid duarfumfencoding ubit is aanfigereil do gener at ed by
sai d qubié enerating un

[ . . . . .
erform quantum encoding of the qubit sent by said qubit generating unit, and
wherein in case that the qubit generating unit is provided in said quantum
sending device, said quantum encoding unit is configured to perform quantum

encoding of the qubit which is generated by said qubit generating unit.
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33a 22 March 2007 5. The quantum cryptography communi cat P3Mas§EH i s
defined in Caim4, wherein said qubit generating unit, said quantum

nodul at or, said quantum denodul ator, and sai d quantum neasuring unit are

i npl emented with Mach-Zehnder interferometers. 6. A quantum cryptography
conmmuni cation nethod using a quantum sendi ng device_and a quantum

recei vi ng3devi &8¢ gunten sHmteg Aty ErRWHeAteg systemtgdefined i lamdei ng devi ce
guantum encodi ng.of .a qubit. selected as an agrpitrary two-level state of a
Aot on or wfed Sf e Sitiae Bitrgid et BoRNBlnn S ey ce o f i ot
pseudo-ra . | DR gﬂ which | . A i.h advance
by both dggﬁg%@&gg%%%%g%mﬁ}%%e quanht um ggﬁhﬁ%ﬁ%ﬁ%gﬁlwg%g% ur%e?mdul ation
of said quhéderoteieftd sai d generated first pseudo-random nunber;
transmtting said qubit fromthe quantum sendi ng device to the quantum
recei vi ngédevi agpagmnecrgptiopgphy corhmueicatibnmmethed ekng Agudetvincendingecond
pseudo-random nunber fromthe secretly shared information, synchronously
with the dederand otpagiunsehcaivingrdevicegad gaoprisingom nunber; 34 ----- ------ 22

March 2007 performong.in the quantumreceiving devi ce quant ym denodul ati on
of said qubitP§ ngéﬁﬁleg@ Ei‘Sﬁg‘g‘ﬂaéﬂlﬁ%ﬂ%%%ﬁﬁ@d}nge%faaa‘lﬂ%ﬁshi ng a

and & he. otaRTaree s RO Ao RRRELO A QPiedsdi Sl Communi cat i on
unit in the quaBidIRRCRAhOGuARIh S&dRRHRIRSCARpEhIRFnash number from
information which is secretly shared in advance by both device;
performing in the quantum sending device quantum modulation of said qubit
using said generated first pseudo-random number;
transmitting said qubit from the quantum sending device to the quantum
receiving device;
generating in the quantum receiving device a second pseudo-random number

from the secretly shared information, synchronously with the generation of said first

pseudo-random number;
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communi cation unit in the quantum receiving device; measuf?Mpreh?d®e
gquantum recei ving device said qubit; sending a neasuring result fromthe
guantum recei ving device to the first classical comunication unit;
perform ng in the quantum sendi ng device error correction of said qubit
using said nmeasuring result; sending said qubit to the second cl assi cal
conmmuni cation unit; and perforning I n the quantum receiving device error

corr ecf[ i on of E)@Il rmlﬂﬁ’n‘unl tul%srg%ehvmg‘ag\ylgé un%j dém(r)g tlona()sf%%l%al

conmuni cati on es 'w antum recel vi ng devi ce wit hout
aut hent i cghtingkisad a%gg@ﬁﬂﬁg&&@gﬁdgmn%w ce and wherein said second

cl assi cal "communi cat lon unit communi cates’ with said quantum sendi ng device
wi t hout aut hentestablishilg sdadicglcnhbitionandt Hgetdevk amned#g the quantum
sending device and the quantum receiving device, between a first classical
communication unit in the quantum sending device and a second classical
communication unit in the quantum receiving device;
measuring in the quantum receiving device said qubit;
sending a measuring result from the quantum receiving device to the first
. classical communication unit;
performing in the quantum sending device error correction of said gubit using
said measuring result;
sending said qubit to the second classical communication unit; and
performing in the quantum receiving device error correction of said
measuring result; |
wherein said first classical communication unit communicates with said
quantum receiving device without authenticating said quantum receiving device and

wherein said second classical communication unit communicates with said quantum

sending device without authenticating said quantum sending device.
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