ON-LINE MEMBERSHIP VERIFICATION Cross-Reference to Related Applications This
application claims the benefit of US Provisional Application No, 61/270,574, 5filed July 10, 2009 and
herein incorporated by reference. Technical Field The present invention relates to a system and
method of providing on-line verification of various credentials without requiring second site
authentication. 10 Background of the Invention The question of on-line identity has been an active
area of research for a number of years. The question of whether a person or organization is who they
claim to be has produced a number of web-based innovations. Often associated with on-line retailers,
a 15web site may include a link to another site that purports to "verify" the authenticity of the on-line
retailer. By clicking on the link, a G¥8{L{ENENMENVBERSRIAVERIBICaTION-directed to another web
page displaying the "certificate" of the on-line retailer. In general, these systems are referred to as
"second site authenticatjon" and have (u fg}r’nfortunately) been found to be relatively easy to forge.
Domain names tHat'a %aé} PLIALR MR e RBl %958 bie 20 verification services" may be purchased by
unscrupulous individuAlgsebplipatigntbleims tbatentdikef tiérifivitieshngmiesenNhaidguiddvary third

parties lookifg fareyetificationnohAoartan R by filies.>IMply put, good sites send you to other
good sites for authentication, bad sites send you to other bad sites. Moreover, the proliferation of bad

sites in the marketplace of second site authentication services remains problematic. While 25some
browser add-ond4¢fejcaldtietie user to "bad sites”, this solution results in a race

The present invention relates to a system and method of providing on-line
verification of various credentials without requiring second site authentication.
10
Background of the Invention
The question of on-line identity has been an active area of research for a number of
years. The question of whether a person or organization is who they claim to be has
produced a number of web-based innovations. Often associated with on-line retailers, a
15 web site may include a link to another site that purports to “verify” the authenticity of the
on-line retailer. By clicking on the link, a user (such as a potential customer) is re-directed
to another web page displaying the “certificate” of the on-line retailer. In general, these
systems are referfcd to as “second site authentication” and have (unfortunately) been
found to be relatively easy to forge. Domain names that are relatively similar to reputable
20  “verification services” may be purchased by unscrupulous individuals who may then
create ‘fake’ certificates and present them to unwary third parties looking for verification
of a certain product or service. Simply put, good sites send you to other good sites for
authentication, bad sites send you to other bad sites. Moreover, the proliferation of bad
sites in the marketplace of second site authentication services remains problematic. While
25 some browser add-ons may alert the user to “bad sites”, this solution results in a race
between the bad guys who create new bad sites, and the people who administer the add-
ons and have the task of continually updating the identification of bad sites. Indeed, this
approach is the same as the one used by parental control tools to warn of internet-based
sexual material. Experience has thus shown that the race is never over, and there will
30  always be ways to access untoward information.
One prior art attempt to address some of these problems is disclosed in US Patent
Application Publication 2009/01 77694, issued on July 9, 2009 to Paul L. Olson. In this

disclosure, a central repository is created for storing all authenticated credentials, where
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between the bad guys who create new bad sites, and the people who administer the add-ons and
have the task of continually updating the.identification of bad sites. Indeed, this approach is the same
as the one used by parental control tools to warn of internet-based sexual material. Experience has
thus shown that the race is never over, and there will 30always be ways to access untoward
information. One prior art attempt to address some of these problems is disclosed in US Patent
Application Publication 2009/0177694, issued on July 9, 2009 to Paul L. Olson. In this disclosure, a
central repository is created for storing all authenticated credentials, where each credential is formed
to include a checksum. An individual interested in reviewing a particular credential then accesses the
repository, retrieitel sisdeabdliiefpened entialudnd theskstekdu indiaidud interesiedrio royeeyspged for

verification. ThepaxisieneaahtidnataischusicoapidrigdtaRubartiraiedor wiadenitalho the

individual. 5Whll% apsgrg‘\{gga gup\{eJ tpﬂe rrrggcretcg?neral tscagondﬁeee ;ﬁs terrlltgglg atlon Ero&esses it is still
possible for someone to implement eps stem of 8[50n SO as tosetup an malntaln a "faux site" for

holding fake cre%féﬁl‘i‘&lﬁdlWé‘éh‘?ﬂFéﬁWﬁﬁﬁ@d@ﬁ’é@éh@éﬁ'tﬁﬁﬁﬁb pOSS|bIe is that the originating
organizations (e.g., prufeaewm&ti@aﬁa&@Ea%,sﬁmﬂﬁém@aewmﬁﬁmmmﬁ ilike) do not

retain control of}pﬁe %gmflg%tfe%np&c}"epn%fjn% em F(ﬂ&gs e H%L {%(P%%I %ré/s 5 h hﬁ{:ﬁdl% nQ indication

that any kind of explratlgn of a cre Inc ata store |n e repository. Summary of
the Invention 15 THESE S ddngiHkssaHebrthE b?fﬁ?'ﬁ?ﬁ'&fé‘%d@r‘@‘s@éﬂ’bﬂ‘tﬁé presddntSinvention,
which relates to taasmteﬂgnam&mgaﬁdafmmpl(e\gldmqaseuﬂﬁﬂaﬁm@fmrlw&g}mdieﬂﬂaig to an

independent pers AALSReeH b iAEA SeoaNd SIS IRRLOMR e YRHlcAp R

accordance with the present invention, a system and met provided that 20utilizes protocols and

cryptograpft§ to GR&f cu@lﬁhﬁér@?ﬁéﬁ%ﬁ‘%%@r‘@ﬂ ?BY}'I%Pélﬁ%ﬁi‘éF%&D“L&fé‘r%")dﬂ’?ﬂ?ltﬁey are dealing

with a person (oincrgeshizahitr)dhasosd présarpayiudtiple, non-repudiable proof of their identification.

The system is launched directly from the user's browser such that certificate verification is performed

"locally", without needing to go out and obtain information from another (perhaps unscrupulous) web

S|te An 25expiration date is preferably associated with each credential in order to ensure that the
Summary of the Invention

15 These and other limitations of the prior art are addressed by the present invention,
which relates to a system and method for providing verification of various credentials to
an ind-ependen't persbn without the need to utilize a “second site” to perform the
verification.

In accordance with the present invention, a system and method is provided that

20 utilizes protocols and cryptography to assure customers (generally referred to hereinafter
as ‘‘users”) that they are dealing with a person (or organization) that can present multiple,
non-repudiable proof of their identification. The syﬁtem is launched directly from the
user’s browser such that certificate verification is performed “locally”, without needing to
go out and obtain information from another (perhaps unscrupulous) web site. An

25 expiration date is preferably associated with each credential in order to ensure that the
certificate is not “stale” and to create a fixed date upon which the certificate will expire.

It is an aspect of the present invention that the certificates provided by the system
and method are difficult to forge or steal. While it is possible for a knowledgeable (i.e.,
computer-savvy) user to manually verify the authenticity of the certificate, the preferred

30  embodiment of the inventive system is based upon the creation of a new MIME (i.e.
Multipurpose Internet Mail Extensions) type that is employed by the user’s browser and
utilizes public keys associated with the credentialing organizations in combination with a

public key of the verification organization. Unlike the prior art, the credentialing
2



certificate is not "stale" and to create a fixed date upon which the certificate will expire. Itis an
aspect of the present invention that the certificates provided by the system and method are difficult to
forge or steal. While it is possible for a knowledgeable (i.e., computer-savvy) user to manually verify
the authenticity of the certificate, the preferred 30embodiment of the inventive system is based upon
the creation of a new MIME (i.e. Multipurpose Internet Mail Extensions) type that is employed by the
user's browser and utilizes public keys associated with the credentialing organizations in combination
with a public key of the verification organization. Unlike the prior art, the credentialing organization
retains control of the certificate. It is further possible to allow multiple persons associated with the
credentialing orgegsiriadiom teisigreaiidrefiie ceatfeatialltpr uidimgasititonallcerainyethat the certificate

is genuine. BeygraddeinsvaidiadRyheQeqingmg e nResbiny sElicationfenisehe system 5of the
present invention is apagle of including verificati qther reputable, third-party verification

. on.b
services, thus pFoVHiiRG AdCitiRTa! ?@6%@%@8@8&\7@%%5‘?%& In one embodiment of the present
invention, it is possiblBtyadrigisthaibstdhitiarreitohcphifiddiasrificatouisnirththasydiere membership

verification @rvmﬁap?&‘d@ﬂrai@mmﬁ@%m%@mlﬁ@ﬂxlg%l;ﬁii&ﬁfrtiﬁ%tﬁetr&gh@bw%i.fé@p%s}anization-
100ther and furtheﬁgﬁpects and ehmbo igAents of the resen}ein ention will become apparent during

Ven an services, thus providing multiple, separaig levels of verifica . .
the course of the TOl1BWING discussIon and By FetereRcSRo e sceompany g drawings. Brief

Description of the DraViagsersREfeeningf Howrtssah e draigmmbds possilie ¢dlitistthtes an exemplary

network arrangesiisiisfeicenoplRyifgbe n-inrinens banshpyaulicaiionsanics afihe present
invention; FIG, 2 ntainsfpog%W%hart illp%tggggga?enﬁexem%lar process for allowing an

. . separately Sign- ch reques M a sPECIic organi
organlzatlon to subscribe t eon-?lne em ershlp verlﬁcaﬁo serwc%; %% 3 shows an

exemplary Bublic key Qg@gaﬁqm%cﬁmmems of the present invention will become

apparent during the course of the following discussion and by reference to the

accompanying drawings.

Brief Description of the Drawings
15 Referring now to the drawings,
FIG. I illustrates an exemplary network arrangement for employing the on-line
membership verification service of the present invention;
FIG. 2 contains a flowchart illustrating an exemplary process for allowing an
organization to subscribe to the on-line membership verification service; -
20 FIG. 3 shows an exemplary public key associated with an organization;
FIG. 4 shows an exemplary private key associated with the on-line'membership
verification system and sefvice of the present invention;
FIG. 5 shows an exemplary “signed public kéy”, that is the public key of FIG. 3
upon signature by the private key of FIG. 4;
25 FIG. 6 shows an original “membership certificate” created by an organization
FIG. 7 shows a signed version of the membership certificate of FIG. 6;
'FIG. 8 is an exemplary GUI of a certificate as expanded by the add-on and viewed
by a user interested in validity a presented certificate;
FIG. 9 contains a listing of the parameters used to control the validity tests
30 - assoctated with the certificate handler process;
FIG. 10 is a flow chart of an exemplary process executed by the cert handler
MIME type to check the authenticity of a presented “certificate”

FIG. 11 is an exemplary GUI created for an “invalid” certificate; and
3



FIG. 4 shows an exemplary private key associated with the on-line-membership verification system
and service of the present invention; FIG. 5 shows an exemplary "signed public key", that is the
public key of FIG. 3 upon signature by the private key of FIG. 4; 25FIG. 6 shows an original
"membership certificate” created by an organization FIG. 7 shows a signed version of the membership
certificate of FIG. 6; FIG. 8 is an exemplary GUI of a certificate as expanded by the add-on and
viewed by a user interested in validity a presented certificate; FIG. 9 contains a listing of the
parameters used to control the validity tests 30associated with the certificate handler process;

FIG. 10 is a flow chart of an exemplary process executed by the cert handler MIME type to check the
authenticity of a presefil€d M ertifiloatchdn 6 ah Exsraplaexprneha arscristet aateusies aneristiedid” certificate;

and FIG. 123ssadftewi fiiadt0h 36 RN PRMPFAIBs SresteRIRtewk Mitarisinghadt eKiating X.509

certificate in assor%%%ﬂ?ﬁ \yvlimothe on-line membership verification service of the present invention. 5
Detailed Descrip%on ASWIN be explained in detail below and shown in FIG. 1, the on-line '

membership verification system 10 and method of the present invention is practiced within an
environmentsinclpgigiganvekisgsuer 20 (for example, Apache) for storing public keys 16 and a web

browser 30 (for example, FEOR As0rRIEh IS, Usehalaipien foneliandaindidual o
organization 40. A significant aspgct of the working Sk e present invention is the creation and use of
"signed keys" 18iHERHOMFYHRE RS hasHiad i dharIseRIMFAHAB PSR VEHaEA verified and
"signed off' by theiftsentverianeiship sevification Sarvite Abhcheyraceasiis pubilakeutgot limited to,

the creation of ag, .50 GRSNIGPIS (PR HIPRER LRI aT % AP SIPLRCHRMER SER L0 and
"10  individual or organization 40. A significant aspect of the working of the present invention

is the creation and use of “signed keys” 18 — that is, public keys associated with
organizations that have been verified and “signed off” by the inventive membership
verification service. The process is similar, but not limited to, the creation of an X,509
certificate. These “signed” keys 18 are also stored in web server 20 and accessed, as

15 needed, by the verification process of the present invention. The details of this procedure
will be discussed in association with the following figures.

In particular, the first step in the inventive process is to install an'add-on 15 for a
user’s web browser 30 that will execute a new MIME type handler (as described in detail
below) that functions to download a current set of signed keys 18 onto the user’s machine

20  via web browser 30 and thereafter execute a process to determine the validity of a
presented membership certificate. To implement this new MIME type, web browser 30
first accesses a trusted source 50 of add-ons (such as, for example, the site run by Mozilla
for Firefox) and downloads add-on 15, as well as a file containing a current set of signed
public keys 18 from web server 20. Tt is to be understood that the add-on code will not

25  change (except for bug fixes and upgrades), but the list of signed public keys 18 will be
frequently updated as old keys expire and new organizations subscriber to the on-line
membership verification service. The install process is the same as that which is used for
installing any add-on, and will include the registéring of the new MIME type. The user’s
machine is now enabled to process certificates in an automated fashion.

30 - Upon enablement, therefore, the user is able to verify a “certificate” that appears
on a website of an individual or organization directly through his own browser 30 (without
requiring access to ‘second side’ authentication). Every time the user starts his browser

30, add-on 15 is triggered and will search for an updated list of signed keys 18.
4



15needed, by the verification process of the present invention. The details of this procedure will be
discussed in association with the following figures. In particular, the first step in the inventive
process is to install an-add-on 15 for a user's web browser 30 that will execute a new MIME type
handler (as described in detail below) that functions to download a current set of signed keys 18 onto
the user's machine 20via web browser 30 and thereafter execute a process to determine the validity of
a presented membership certificate. To implement this new MIME type, web browser 30 first accesses
a trusted source 50 of add-ons (such as, for example, the site run by Mozilla for Firefox) and
downloads add-on 15, as well as a file containing a current set of signed public keys 18 from web
server 20. It is toArernmicdelstibedetinett fhreamdpiianddzdel vighaittebc hiimije exigepietbbyshe fixes and -

upgrades), but tieigt.Qfr#aned RIS KEYdLE Wl G HEGHT NN UBdAIshasRIddkeNRExPIre and new

organizations subscriber to the on-line membership verification service. The install process is the

same as that whith"E SR RS BAHR GRS PRariRhYesHer winFTtabiasdhe YegietihgY FFthe new MIME
type. The user'svrladifimgnés hpthermbiedntmpecbaseobriifiontes e aheauiomatedefashivh. 30Upon
enablement sthejefQ{Redbe J1S¢fiis-aklia to verify a "certificate” that appears on a website of an
individual or organization directly through his own browser 30 (without requiring access to “second
side’ authentication). Every time the user starts his browser 30, add-on 15 is triggered and will search
for an updated list of sigwdel keyrsr8ragiehmatil ity dbreribeake nrfoe wnwddatendistrifased key6s 18

will be triggered fysdhipdirsitésm Dhiteeated-ap leancuspiadidistiniadady i withsidpvmniraded and
installed on the users machine, in glace of theﬁ%reV|otHesn¥g§élﬂtn. In srné“;nh %§atp%é<e%s \1VI|| only be

e u he setvice meone desiring to au creden 1y LT
valid if signed by the on-ine me ers?np verification service, there is no concern about Sthe injection

of "false” kéfls. assocrHed Wity SSElPAE Raptdzatinns s thfccsedmdaline pfesesgnizalrBy & organization to
subscribe to the (etiing faredagnehip velifiealtgmservice, followed by a description of the use of the
service by someone-desiring to authenticate the credentialing of an individual 10associated with a
subscribed organization, or the credentialing of an organization itself (such as, for example, an on-line
retailer). Setting UPFHIMENB AN LRRITANSAARIENSIRI D tho dmRASGRRkdR1embership
Verification Systsremierfip ¥ a@efdaing Sytawchart of the steps associated with the process followed by
an 15 FIG. 2 contains a flowchart of the steps associated with the process followed by an
organization desiring to subscribe to the on-line membership verification service of the
present invention. The “organization” may be, for example, an ¢ducational institution
{high school, college, medical school, law school, etc), a professional organization, a trade
~ association, or any other group with whom an individual is associated. In many respects,
20  the process is like that used by conventional Certification Authorities (CAs) to verify the
identity of an organization, or that used by a commercial bank to verify an individual or
organization prior to opening a bank account. Thus, referring to FIG. 2, a first step 100 is
shown as an organization initiating a request to subscribe to the on-line membership
verification service offered in accordance the present invention. The organization is then
25  requested to present verifying material to the on-line membership verification service (step
110). The verifying material may include one or more items selected from, for example,
Articles of Incorporation, notarized organizational papers, letters on company stationery
including a corporate seé;, references from other companies, etc. The specific types of
verifying material are not pertinent to the operation of the on-line mefnbcrship service of
30  the present invention.

_ The on-line membership verification service then proceeds, in step 120, to review

the presented verifying material and either accept the organization and approve the



organization desiring to subscribe to the on-line membership verification service of the present
invention. The "organization" may be, for example, an educational institution (high school, college,
medical school, law school, etc), a professional organization, a trade association, or any other group
with whom an individual is associated. In many respects, 20the process is like that used by
conventional Certification Authorities (CAs) to verify the identity of an organization, or that used by a
commercial bank to verify an individual or organization prior to opening a bank account. Thus, referring
to FIG. 2, a first step 100 is shown as an organization initiating a request to subscribe to the on-line
membership verification service offered in accordance the present invention. The organization is then
25requested to SFESERFORAYIRGHREL Y R He ShisisanABrineretryesirmdirstiice (step 110).
The verifying mateviat.nibshérpeiseiaed neaerishonedem sea@isitbel riprs; fodanahipte, LAlicles of
Incorporation, notarizeg Qraay ZHANA BARSISer SEES A e BRAN SRUANEHHNCIUging: & corporate

seal, references from other comganies etc, The specific types of verifying material are not pertinent to

. [ fying
the operation of 8 BriffPE°Rs %préﬂpﬂ SdP0ib8 BrEeIHRN SrRNER GRS aReues P DB n-line
membershipsverdfigationisesvick ithary pocerssrinrt@pFlQQ0 thusguieswilvaepndsriablivieifying material

and either accepbie RkganatoR 2R ARRIANG IR YaIRSGURTRY), PhdBleatitaRHnn Ok, This is an
off-line process g)gr,fo med by the seryice. If the gfiesefn ed material ct?nn%t be g%la{ed, the request is
: [

denied (step 125§ ASSIHTRGIFALRS Sig REm R SUBSEIRBRNTS S LR ¥ APp¥8ved, the next
step in the proceis (ateberdiy isribeatienertiicsatiinitseryicerinathakaychy &stagli@dt for the Sorganization's
?ubuq key 16 \t(o iés@gﬁmy%z&eﬁ@aﬁaié&fé:a@_w&ian&@mma%ﬁwm;kee/rifmraao?t&bwyi@d organgzatiﬁ_n
in this case, Yale University). The prganjzatign’ ic ke n impo on-line membership
verification }s%/stes'?nm% lgerlfgg s'igraféddabf/'?ﬁgégﬁﬁllbﬂécrineprﬁ ésrslsﬁ?l%“v@rlﬁ]lgg |'or£1{'ln B?é:]g%ﬁths Its own private
key 17 (step 14G)pafce ke i assypriibigordy 0) andestdeiiedelishodooord e linksrbdidhip Reerification
service is 10shoxstediialGhedigntus: Signesh- pudtientaysAp ieshavweh igeivlce. e Sienadnikey 18 is re-
exported to web server.20 (step,150) and added ta the list of s blic S. ltis tq.be noted that
o signature by T B B e SRR RG SIORTE B R St e o
16, as seen by cBfripEatRyriekes {6 mepesn pisepiahby SRpifin membseshintal pHiNcRFa% has been
accepted bysthe aarhdine. NTRRDAY SHEihiAtidationtaRIAC SuBSribe to the on-line membership

verification service, the list of active keys will continue to grow.

Preparing a Membership Certificate for a Verified Member

20 For the purposes of the present invention, it is presumed that each organization
utilizes its own methods of “verifying” its members. For the sake of discussion, it is :
presumed that a graduate of Yale University would like to include this information on his
website and requests a “membership certificate” from Yale (where Yale has previously
subscribed to the on-line membership verification service as described above).

25 Yale then proceeds to create a membership certificate 70 for the requesting
graduate, with an exemplary type of certificate payload 70 being as shown in FIG. 6. The
three necessary components of certificate 70 are: (1) the identity of the credentialing
organization (contained between the <organization> and </organization> tags and shown
on line A of certificate 70); (2) the website with which the requested certificate will be

30  associated (shown as <website> on line B of certificate 70); and (3) the expiration date of
the certificate (shown as <expires> on line C of certificate 70). The other information
included in exemplary certificate 70 of FIG. 6 is considered to be optional. The created

certificate 70 is then digitally signed by Yale with its private key, rendering a “signed
6



15authentic. Thus, as organizations continue to subscribe to the on-line membership verification
service, the list of active keys will continue to grow. Preparing a Membership Certificate for a Verified
Member 20For the purposes of the present invention, it is presumed that each organization utilizes its
own methods of "verifying" its members. For the sake of discussion, it is presumed that a graduate of
Yale University would like to include this information on his website and requests a "membership
certificate” from Yale (where Yale has previously subscribed to the on-line membership verification
service as described above). 25Yale then proceeds to create a membership certificate 70 for the
requesting graduate, with an exemplary type of certificate payload 70 being as shown in FIG. 6. The

three necessary CoHfBhefteohemtiiichie. 7o While@)RER SiEantty Srineersaesetiafsg dfyinization
(contained betweeratheGiokgnbizatienmpanter anigan pakian kdaaetantbbiggwiayte linel A of certificate 70);

(2) the website with, Which e SRMERIRSEHICA I D AARTSRHAIRTASRQUR A RitERSTE> On line

B of certificate 70); and (3) the _e>f(]%|ratior_1 date of the certificate (shown as <expires> on line C of
certificate 70). THS'BHEN MR PO strmrs@ fip Rt orfiicaererore At s R sidered to be
optional. The crebtéadiba tiiadiei s/ dsdh Oneciggiapiurgigae dflayiNpiitsvidks it PilPakakeys rendering a

‘signed_certicalgi. 12RssoN) MGG LuddiUine EERAIRMRmANONR%ARsRE d with the

private PGP key of Yale, an er suitable private key methodology may be used in accordance with
the present inveXH&H 18" GREE A Hgned certificate 72. Created certificate is stored in a file, in this
specific example a file €&ifed: yale-cahncert.asc. At this point, 5 the MIME header is added. One
exemplary way of doingdhis-keeadhrmbiPdangiage, where the following lines are added at the
beginning 0}‘ 0yale-cahn,():‘ert. asc to produce yale-cahn.certasc.php: <?php Header('Content-Type:

text/x-mh);
This file is then forwarded to the requesting individual for inclusion in his web site.

In reviewing signed centificate 72 of FIG. 7, it is 10 be noted thal the expiration
date of the certificate itself may be different from the expiration date of the organization’s
original pﬁblic key 16 (compare FIG. 3 - the expiration date of the certificate may be

15 earlier, but not later than, the expiration date of the key). It is also important for signed
certificate 72 to include an expiration date inasmuch as otherwise an “unending”
certificate is created, where the credentialing organization then becomes hard-pressed to
rescind or modify all outstanding certificates. That is, it may be possible that Yale (in this
example) decides to issue more information in a future certificate, but without a certificate

20  having an expiration date there may be muitiple versions of the certificate floating around

in the digital space of the intemet.

Activating and Validating a Created Certificate for Users visiting a website

' 25 As noted above, a signed certificate 72, upon creation, is then included in the web
site of the requesting individual (i.e., the authenticated member of the organization
creating the certificate) and thereafter ‘advertised’ by the web site’s owner (i.c., the
“requesting individual™) as available to confirm histher authenticity. In fact, some sites
may include several such certificates, some associated with educational institutions {e.g.,

30  verifying degrees eamed), professional associations (e.g., affirming member-in-good-

standing of the AMA), civic associations (e.g., Rotarian of the Northeast Region), business

groups (e.g., member of local BBB).



107> This file is then forwarded to the requesting individual for inclusion in his web site. In
reviewing signed certificate 72 of FIG. 7, it is to be noted that the expiration date of the certificate itself
may be different from the expiration date of the organization's original public key 16 (compare FIG. 3 -
the expiration date of the certificate may be 15earlier, but not later than, the expiration date of the key).
It is also important for signed certificate 72 to include an expiration date inasmuch as otherwise an
"unending" certificate is created, where the credentialing organization then becomes hard-pressed to
rescind or modify all outstanding certificates. That is, it may be possible that Yale (in this example)
decides to issue more information in a future certificate, but without a certificate 20having an expiration
date there may be mulifiBevesighadsofifivetedrtifizate floatiifgeanovamy septhistichgidalsepdcs, of the intemet.
Activating and Vedisladag: & e idate e Grestli ) farokis ers Wastling: aigneRsliendaisopriodiahove, a signed
certificate 72, upon cre: i0 s i‘?egh_gtn Lrgglgded in the \ﬁ/ebt ite 3}‘ tq%ire(?yenstinr%ndividtial &i:.e., the
authenticated mémber of ihe organ?za 0K cre f?n%ﬁ) e certitica ?—:-5 R SRR SEVEfiSEy by the
web site's ownemgeé futtsrresiianstndingliin derdrdaaec aviti dblresRoRTirmt McREME thienticity. In fact,
some sites may {(neHIRSENaTAEBY GhsaRENGaiRg (SR RIRWSARGIsaAdVWhigeucatiansd dpskitytions (e.g.,
30verifying degrees earned), professional associations. (e.q.. affirming member-in- - standing of
e AMA) civie L S T e U e ermer
of local BBB). YPevhifsHdStReaddentificeity ippsiniapdsd ee dissire bpardigestp ritivaediusers (i.e.,
knowledgeable atakRRiaRtaGPLa) disoisked tboeriyritbe:signatrahivgsispaapitavditiog an

individual's web ﬂg&%@& q,%iqmgcte ﬁ%g{érmntmgrar t&%@ﬂ%ﬂg v9J o r,more certificates need further
it - GNES

assistance. Thus, in accordance with the present invention, a _t§/ e 5("certificate handler”) has
been created that alloWs3SPEEGhEHERRESRY Pyt B dipaAd ik ed By artilerti.e., a person
visiting an individaadienpetbosite fouvkpea thindENIE wyps st veteddnalidon-tpyientausly loaded onto

the user's machigﬁOWQ WER RERYASR 3B BFoPPRYR)IN \Ginds B HISURRASHARPY S« D pxemplary
graphical user |nseecrl1:ﬁ%ep£GUI) associated with this certificate handler process is shown in FIG. 8.

rase In a locally-chosen (i.e., “secret”™) color (shown as section II in the GUI of
FIG. 8, where the shading in the drawing is intended to be indicative of the inclusion of

15 color); and (3) writes out the results of the validity tests (shown as section III in the GUI
of FIG. 8. The details of this process are controlled by the parameters shown in FIG 9,
which shows the location where the add-on will store the certificate listed in step (10,
above, as well as the secret phrase and locally-chosen color. The secret phrase and

" locally-chosen color are used to avoid “playback attacks” and are local to the user’s

20 browser. Without this phrase, a bad website could simply provide a web page that looks
like the verification page shown in FIG. 8. Therefore, unless the “secret phrase” - printed
in the “secret color” - appears in the process of checking the certificate, the user will

know that someone is trying to present a false certificate verification page to him.

25 The following steps outline the process performed by a user’s web browser 30
when presented with a “certificate”. At this point in time, the user has no idea whether or
not the offered “certificate” shown on a web site being viewed is valid or invalid.

When add-on 15 receives a “certificate” from a web site being viewed by the user,
a series of steps are performed as outlined in the flowchart of FIG. 10 to determine if the
30 “certificate” is valid, or a forgery. As shown, the process begins at step 200 with receiving
. (from a web site being accessed) a certificate to be checked by add-on 15. Add-on 15 first
checks (step 210) that the site specified by the <website> tag on the certificate matches the

site from which the certificate was downloaded. If there is no match, the verification
8



10In accordance with the present invention, and as shown in FIG. 8, the certificate handler performs four
specific tasks: (1) writes out the certificate for non-repudiation (shown as section | in the GUI of FIG. 8);
(2) writes out a locally-known (i.e., "secret") security phrase in a locally-chosen (i.e., "secret") color
(shown as segtionIf.if tﬁ@e%uthg G Gonheredhe.shad @aﬂghafaﬁeq@wmt@hma%@gég Ipdag.indicative of
the inclusion of 15 olor% writes out the results of the valldl%tes §T(1 wn as sgctlog Il in the GUI

b 48 ity poli
of FIG. 8. The oflet% 5.0 tﬁlls %8ceél$ls?a(r)g [of0) {(r)g@ler Eézut%g %lrm?%gters show h shows the
location wher& e &d

whi
BRI S8 ve Tha e R At ls(ﬂﬁt above Sléesa?/v‘eﬁ aDs?(ﬂ\ﬁ” dcret phrase
and locally-cHSSeF UG 2R NE s BEEP S e PaiNg TRy ‘Eﬂ‘i‘ff’é@ﬂgég‘fc?ﬁ’ Ryddhy sl Pola5ack attacks”
and are local9'the Hsersebpreitsatdnntot gy Hiassatiobeidhyelssitesdsetalsibapiy pisgide a web
page that lookistdike¢hBopérifiedsioddpage shibwprinaFtGs8inkh&ibfsrandusiepsteibe meaet [fHase” - printed
in the "secretstolosh isappebastin ey processygfothedkingptipercertifioape oflvbetis eliewildknow that someone
is trying to presesl adalsgheastificataocatificaticapageto hivess 2 Hieofo)lowiney Steps oultlirgathe process
performed by usefsweb hrewary ILwhenpresstsdwith & wedificaies 4 timprinta time, the user

has no idea %% [l H%&%@JBE‘J&%&?G&Q&@R% t&hﬁ%ﬂ?y%’ﬂjékwtﬁ?aﬁﬁ%&%igb\é'%% the a%l&ﬁj?gr invalid.

When add- -on r celves cer e" from a web a series of steps are
performed as %%IE ufrﬁ t %%N a? OHF Fqlucearyféemu evtvgﬁrsﬁﬁe;]zgrllfl %?Wﬁggl%wsﬁlfy c%aF{ngbs ?/alflé or a forgery.
As shown, thE'broceSs Beg |n(s Af srfen lﬂéﬁn PRGOS SRESESitke é‘?ﬁlouégc?esssegfa certificate to
be checked bfi}r%b%?‘i‘%f%e“ﬁ%‘rﬁﬁ %@ ﬁFs’tSC‘H%Vc'P&I@t@B t? i?ﬁ)‘lf}%é’fjﬂfécglf%qgﬁéﬁ?f’86%&9%11:@9 <website> tag
on the certificBifamratehbslithéo sirertrotopnsichetpribde fifiesrenhess i fievenlbBd ertpenshierERSho match, the
verification proceswdaild.cmdeed [fthis BApECtthf phegroecest males andaettrenticatetinde fifioate hard to
steal and use on anotheniwebesite aldefericingtshcthetdd; o gesissecurityopelidiesstgdmd 5 may then try
and verify usiagh¢he thy pmsINg Aisian imessursthah hercpreveus pagaidsyendhe samme sia as that
specified by %E} WRRBIeRRE (BRI RYIQUS DaRG:PEING g PRGR COMAINIRG AR YRSk that was
clicked). If th t?‘@(&eib%UQ"pr%%ﬂn%?gC&?s 2400 R MULYETINC G Incaian gl e RISYigs page. If the

browsing hlstor,c}/1 1fIC tion |(I)§inatggtgsgn r\{)vtgllre port a nonolgsitllrga falll r%gsa nd terminate thf(; process. If
the situation IS SUC f/ browser seCLﬁ'llf dgoes ROt permit this type of ghéc& Phe’user can be

warned that hPfﬁéFrﬂlfg\%g Fﬁ%gg’ﬁ foa]fII&ngtheé’t’iSTg {'&5‘3%68%%’&%% %t%‘ﬂ}” “a‘ﬁdtfﬁgy st Stily regard
the certificate/a& v 8y Wi dlsitng s dibekpreifiaenlsy thieanubsitss tavasing RRvard, it is
expected thatef atidicoisted prytiBdrisn Hotessteontiedrbstory etjeietatehban ehirions thriltbecvfferad the ability to
issue a queryaibthE:gene rebt0rharguemnpprewious the bgite(stin g) tHEhebrpwdeiweilifithen return a TRUE(1)
or FALSE(0), deprending gRrswhetlhe mahagbibe, stringviepr @ésentsf the "peeifiaus wabsitel. To further
strengthen security padehnry darhayReitmidIQ ispraaRne:SHep (guass Refpage dedchinminimize its
ability to try anddiscouerihe Q%ﬂ;h&ﬁ EQ%QU{J&%HE%{QH&%% ffthe esRRRSG ISy -%B}J&)QH&(&S@W will
continue; if it)s FAL Lok fptr%?s s§ NGl ferm E}E‘% A Jf’)%ée Jé)§§ Brklélu gJ)'%ﬁ?to serybrgEUMINg the
tag and oﬁerln% W hF elts%tnﬁ%{n , e¥£{ggsecssrggp onwar 6%28 0 a ]9 []1 'ih Bartlal

r

certification handler er of the valfJE |ty tests using, aid |caf|on) or merely
proceeds to @Q&f&[ﬂaéletﬁénflég‘f fﬁeﬂl?é’v HbRaCSrAst LGS TS Withit o I(ﬁﬁ b l%{é)trﬁ%‘ﬁﬁ %‘é’cf Ybove, by
performing tHEeeRRIGHPRIBARSSlERSH# AiadHine, the inclusion of a secret phrase in a locally-chosen
color in the testing prévedssisredéritd hiothio gltinkadd s s sofdomneryinbthe yreresisfts fead (teertficates.
Referring to Bi&prdr thedie stpi thessordmdiwmihghtestsinghaowis adistépy A80yédts ichseeitthecdcurrent
date" of the valigitgrequiest i bigfeueer iecrakdo He expitatientdaiecsetibythg sexpixpss tag @n the
offered "certificasginlf ﬁéﬁ&%ﬁﬁﬁ%ﬂﬁ@h&hﬂ%&%é%@ﬁ@tﬁfI@ﬂﬁs%ﬂé&ds ya%da,r%e&&i_ﬁg@énsfails FIG. 11 is
aGUl of an %ﬁﬂ%@'ﬁ%:ﬁﬁ{e%@%@%%&@%ﬁoﬁ%é@%hﬁﬁé ééﬂ%af@'lyL‘?v&ifclt,hﬁe'&@ﬁkf'&ﬁ%e" to pass _thls
step in the pracess, %?atshe W % deard Ltgleungceﬂtl ul agelzn don dua Source Presumlng that the certificate
aly

has not explreda rr]herg ext ste roceeds | irare ated SI ed by the
credentialing organlzaetloﬁvelsesn e CaENe Stippiidt 1tno a %tmr]? VA OesIéSIrHer itg’ g% Stage, there
may be an oSSBT VIR L cB’FFYE%“\?WHa@'(B‘GBHfﬂ‘Bd%élf%@?%%dQéfél?F?ﬁ‘é 9@¥yc?ft§fgj’ﬁ‘§tf)ﬁ%ys 18 is

current. Shouitheiéresdasfagpazist isdreoriidyatefrespiralpfirstlisle: It is to be understood that the

specific order of these tests is not fixed; for example, one may check the signature first and check the

en tr

website at the end of the process.



downloaded and the check will proceed against the new set of keys. If a key is not found, then the
process will stop and be defined as a failure. If found, signed key 18 is then checked (step 250) to
determine if the signature is good (that is, the proper private key 18 is associated with the
organization's public key 16) and that it has not expired (step 260). Lastly, the signed key is checked
(step 270) to see if has been signed by an unexpired key of the on-line membership verification
service (see FIG. 5). If this last test is passed, the certificate is defined as "valid". Otherwise, the user
is informed that the certificate is invalid; the user is thus "warned" that he may be dealing with an
unscrupulous individual/source. The above-described validity tests as outlined in FIG. 10 are used
to ensure that an unexpretiesstsntEheryidatioropsetess of it elasas pvantioa ntiedtisd 4ittyhas been
downloaded. Oniddbiel Pashcana afithgsaiassbascbaeidpassscinikercantficais aceepted as "valid".
Itis to be undersjoog. at, eo?gkb?%'ifé o?r%?(ﬁgicﬁﬁﬁﬁ?eE%étssk%éh‘atsflée%gﬁ%r%?éEi‘EHH%%’ ane may check the

signature first and check thé website at the end of the process. Advantageously, the validation

process of the prESaHHanEsESR iheinsbtion PR RiERIBy fares Qadbrrattifisaimrkane ader's browser and
does not requiresipeindiviciumniidbe disectéd o meneatherssike fenie ks adimmbiein No "second site" is
involved in the validatian, process). The inclusion of expiration dates on the certificate, keys and
5signatures are considered to useful in preventing “stale' certificates to remain in circulation.
10Additional Features It is possible that existing, commercially-available third party security
services may desire to become associated with the on-line membership verification service of the
present invention, thus providing additional levels of authentication to a specific certificate. In this case,
the individual/organizatian.is vetted by both the on-line 15membership verification service and any
other assoctited third PARPLRUFRIESice, with the organization's public key then "signed" by each
service. The certificatelhancisiblorbgraxstisgnodified: idl thigatabls thidd pirfoseamittestvihes signatures

offered by each geiviegrAleRakveMoaAllferan N bmenfiRRINE weatashargsificathnfor handling
multiple-signed keé/s. tZOIn an al ernativ%,em%%c!iment oflth(?aprﬁs?nttinvention, the on-line membership
verification servilS sy be configurBa 1o TEER™ S R M GHINERVER G &8l Dy a specific
organization, rath@tifisale. Jertosease.cheindieduidiaraitias iendspaiitid theob tieatroligainization. This
embodimenismayhgtaRiaiplamssiee-incarmRiiading wikifia abrvandeseibadmubipiarsigned keys,
here Ihe addignel RAIY SSUI Servcaml ey S0alestlo Al one. o Ralh of he signatures
associated with the Certficate. nasmuch asman organlzaflons alread'yahave created and used
X.509 certificate8"r8fehHempliiptbissiptispissadockéy mdycedbirdanamipsoffecskbysaihicatesein place of
signed keys to cragiadinembeistitp: ceriitB9pe: an 55 Qaiatio spidlticine Rraraaliaventign. In this case,
the on-line memggﬁggi]pe%erifi(:ation system and service of the present invention 30operates in a

slightly different manner: A presented X.509 certificate is itself signed with the private key of a known
certificate atfthority. THE 3¢ B eEyGetedimen by Mg REerBhRHEHHL e tdifoBsarfshtification service
and stored in a datdzadenkerckeaiad boraiftfured to “sign” each individual certificate created by a

specific organization, rather than perform a one-time sign-off on the public key of that

organization. This embodiment may also be implemented in combination with the above-

described multiple-signed keys, where the additional third party security service(s) may
25 attest to only one or both of the signatures associated with the certificate.

Inasmuch as many organizations already have created and used X.509 certificates |
for other business purposes, they may desired to use these certificates in place of signed
keys to create membership certificates in association with the present invention. In this
case, the on-line membership verification system and service of the present invention

30  operates in a slightly different manner. A presented X.509 certificate is itself signed with
the private key of a known certificate authority, The X.509 certificate can be signed by

the on-line membership verification service and stored in a database 19 created for such

10



files (i.e., "signed X.509 certificates"). The cert handler then follows the process as outlined in the
flowchart of FIG. 12. As shown, the cert handler will first look (step 300) for the proper X.509
certificate in database 19 created as noted above. If a certificate is not found (step 310), the process
5will exit and the user will be advised that no proper validation exists. Otherwise, the process
continues by checking for a correct signature from the originating organization (320). If either the
certificate is not found, or the signature is not proper, the process fails and the failure is reported to the
individual attempting to validate the certificate. Presuming a properly-signed X.509 certificate is found,

its expiration date is checked (step 10330) and the process continues if, and only if, the X.509
certificate has ndt'esqhpedsigisd X-Bicedfifitte iShhent pardisd therofidossibrerassmponents (step 340)
and the <organizaifim fiels dbthaamemigership” certificate is checked (step 350) to see if it matches

either the common na&qa&lr &FQ%I%QI[I(RQH d§ted ?rglg EQQ% é@ %? éa(rae Itf ther, %ﬁﬁfce'nl%@?t‘:h an error

message is issued an é\))é)cessm stops e val ecked at step 360 and
if the current tim&" €4 3bet5eivaeticthes Mesdsbrre: {%ﬁnﬁﬁﬁ@ﬁémté?%?r@e?n}e@a@%ﬁ?@?@ated and
issued. PresamingitBeicektifieate:dsvilbliel adhigegi gnatuiedptinelidentficaiass oheakies thsing the public

key of the issuing, Gerllgale, AYAHIACALY SRe. 340801 ARl epuBli e aniL ey ype of the

organlzatlon is read and used to check the signature of the on-line m ership verification service of

the 20present inf&Athioh S dhe rrratiaal i Q/%{Ifa‘“iﬂ’e?ﬁ the FERAEP I HTSHAERRE e REPRSH s reported
(step 390); otherwvisthednilersds iepimait atetok. individhis Atebptingde relatact thatthdicaet handler will still

need to verify th@r%wmtgsréﬁﬁmg«@a?&t%g%ﬁmstm@ fﬂé‘&?’uQEWﬁ%Jﬁﬁa'Q%VdﬁééﬁL&?Ml%W'“g the

certificate to do so manually (as with- GPG sig natureg 25A further extension of this service is in the
area of verifiing 1H® é%ﬁ‘ﬁﬁ’é?f%\?&ﬁ?‘h‘?é’f’&’& WA gUHE MRS PSSRE R R RbRdiEte. The job
candidate creates a wélhskes Raedcdranly thenpeced sud ibydefpessompoheirhetem3dspetdteve employer

wants to check ht%rgmﬁrt.%chgr@m@lmnwgﬁlp knawnedhat Uﬂ@&é@%ﬁ@&ﬂy@ foRigyge is not
masquerading as s someone etse ite |Eghe cangl at ask ftrl]e Iprospectlve

rove control of the
30 employer for SHUEEFiH 548 wgmd"%alra[ﬁgtofﬁé?wgﬂ% GoN &5 n &hables the user
id, password for his wismeictven s m@ﬁ%hmsﬁﬁedm@sﬁbéetmsemwgr Tdgs' ‘Cﬂhfhb/ ohdike can be
assured thaighe peraicHeesehavR-5 e8RS IR PaRQNPEsEHIREM YRR before™ and

“not after”, an error message is created and issued. Presuming the certificate is valid, the
signature of the certificate is checked using the public key of the i issuing Certificate
Authority (CA) in step 370 and, finally, the public key and key type of the organization is
read and used to check the signathre of the on-line membership verification service of the

20 present invention. [fthe signature is valid, then a “verified” membership certificate is
reported (step 390); otherwise, an error is indicated. '

It is to be understood that the cert handler will stili need to verify the <website>
field against the URL of the page, or wam the individual reviewing the certificate to do so
manually (as with GPG signatures).

25 A further extension of this service is in the area of verifying the education, work
history, and other background of a job candidate. The job candidate creates a web site that
can only be accessed by a password. When a prospective employer wants to check his or
her background he wishes to know that the prospective employee is not masquerading as
someone else. To prove control 6f the site the job candidate asks the prospective

30  employer for a user id, password pair that they wishes to use. The job seeker then enables
the user id, password for his or her web site and when the praspective employer logs on he

or she can be assured that the person they have spoken with is the person described by the

11



certificates on the web site. This password may be limited to one-time use or limited time use for
purposes of maintaining confidentiality.  The present invention, as described above, is associated
with an on-line membership verification service and system whereby organizations certify the
credentials 50f a member for a given web site associated with the member. The service gives
members the ability to provide their various organization affiliations to others using certificates signed
by both the organization(a) and the on-line membership verification service provider. The inventive
service does not require that the organization divulge their secret keys to the service. Multiple signers
may be required to sign a key, providing additional 10certainty that the certificate is genuine. The
inventive system ﬁ’i'éﬂﬁﬂ‘é%‘t’bé% Y51t oBIRRR Y CMEN LE HRPRAER SuEErtR LS/ ISR iR atically
invoked using thesttivifuipasdlifenareshanistsidehbaowsers to check the validity of the certificate and,
optionally, store the cemg(b@ggemm Qﬁaﬁéﬁ&%nﬂéﬁ mqglggg&%{wwghp‘rpmqmeanse Although the

invention is illustrated and described herein with reference to specific 15embodiments, the invention is

not intended to HECRTEMRA LA TELB A SRR RTsYGUERIATRSRSHY ey HsHalbe in the
details Wlthlrﬁth@SeowmrdqmgeeoMmmmmam‘dtWaMMmsm Witk eertvite gartingembensthe

invention. What g Glaimed ffovide teir VYIS R IRLYES G ARHINC YRS APRGALINGRRA Web site
purportlng to certl amem ershl of the web site owner with ap artlculﬁr organization, the system

comprising a dat4 %\%Eydjfo tSﬁc? 2006 278 G A D SRR SBIPERE B ¥ $fons, each
5organization capabiéenf Breitinnizevetyitradiss e rifivateheoheairgenjzanos| dotraniteighetire of the

organization;  kap Qﬂﬂi:!k%rm@éﬂpﬁrﬁmi@ é{@{maﬁp@en@uieemté%gqcavm@;paﬁﬂmﬂ.ag%@lﬁﬁb%ﬁln public key .

from the data base Qf ic ke nver| the authent|C|t ftheo n|z tion associated
with the selé%ctecf pnab'h Pé‘&f"é?%%’f%?& ?Fwe 8 Tohe T(L?/R%'%‘?ee“éve 5 gtlegrﬁé %Sll e :ln é:é? exporting

the signed pubI|@Néf@9"&cﬁawwéﬁs@6ﬂ§@h@d3w}mm{@9§¥ invoked using lhe MIME haﬂdlmg

mechanisms of browsers to check the validity of the certificate and, optionﬁlly, store the
certificate on the local machine should some future problem arise.
Although the invention is illustrated and described herein with reference to specific
15 embodiments, the invention is not intended to be limited to the details shown. Rather,
various modifications may be made in the details within the scope and range of

equivalents of the claims and without departing from the invention.
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a MIME type available as an add-on for a local browser that, when triggered, will verify the validity of
an offered "certificate", using as one input the data base of signed public keys, and provide a user with
a graphical user interface (GUI) indication of either the validity or invalidity of the offered "certificate"
without querying an additional site for 15validation. 2. The system as defined in claim | wherein
the GUI indication supplied to the use includes a copy of the offered "certificate” and a
locally-generated private message controlled by the user. 3. The system as defined in claim 2
wherein the locally-generated private message 20includes a locally-known, private phrase presented
in a locally-selected color. 4. The system as defined in claim | wherein the validity checks
performed by theAFECHgiRedtieiude an expiration check of the offered "certificate”, an expiration
check of an associatedipulaleidse Yorik teify1ah, cerifiatk pparisignesdweriopuaidmaguligikey and an

expiration of the ﬂ%ﬁge}%‘ﬁ}% gt%?e &Q@S% t@lr,nl_a‘tws1 eflnﬁq IS %mllzé/t\{hgrg‘m a Ieast one additional

verification service Is used to sign the ub Ic key of n organization. 6. A et o'g ot v \}%rlfyﬁ'ug an on-line
membership certlflcatearﬂ”éééi‘ﬁ‘éﬁifﬁybéﬁ\yébss"ﬁ%’%ﬂ&?fb\‘”"fh%w&'l‘fé&%ﬁbfrﬁ’éﬁ“ﬂ?téﬁ‘soﬁﬁ%e
membershlpwerlﬁ@ummlsemmlamﬂ ceify isivneh ihratepsihtSbmdiate) dingandcaitaigohtigertificate” for
evaluation from g gn&gmgrtlng membership in a predefined organization; b) comparing a
<website> tag contained in the offered "certificate" to the website purporting membershi and if not

the same, issuing a "faffufe iHfcBERGE shihywificaion plat iy fafsstinlp o araies st rnllis
"certificate" and, fifomvhgidatisbasngf autihd kegt mdsgageciffieguliseythenticity obtmmrwmpmmlc key

associated with t£§£fﬁgﬁﬁﬂﬁ%9@@@@ﬁ9ﬁﬁc key, signing the public key to create a signed public
10 key and re-exporting the signed public key to a data base of signed public keys;

a MIME type available as an add-on for a local browser that, when triggered, will
verify the validity of an offered “certificate”, using as one input the data base of signed
public keys, and provide a user with a graphical user interface (GUI) indication of either
the validity or invalidity of the offered “certificate” without querying an additional site for

15  validation.

2. The system as defined in claim 1 wherein the GUI indication supplied to the use
includes a copy of the offered “certificate™ and a locally-generated private message
controlled by the user.

3. The sysfern as defined in claim 2 wherein the locally-generated private message

20  includes a locally-known, private phrase presented in a locally-selected color.
4. The system as defined in claim | wherein the validity checks performed by the
MIME type include an expiration check of the offered “certificate”, an expiration check of
“an associated public key (if found), a check for a “signed” version of the public key and an
expiration of the signed key.
25 5. The system as defined in claim 1 wherein at least one additional verification
service is used to sign the public key of an organization.

6. A method of verifying an on-line membership certificate presented by a web
site owner, the method performed by an on-line membership verification service and
comprising the steps of:

30 a) receiving an offered “certificate” for evaluation from a website purporting
membership in a predefined organization;

b) comparing a <website> tag contained in the offered “certificate™ to the website

purporting membership and, if not the same, issuing a “failure” message, otherwise;
13



e) determining if the public key is valid and signed by the on-line membership Sverification service and,
if invalid or not signed, issuing a "failure” message, otherwise 1) presenting a statement to a user that
the offered "certificate" is valid. 7. The method as defined in claim 6 wherein in performing step
c), the evaluating includes the steps of: determining if the offered "certificate" contains an expiration
date and, if so, 10checking the current date against the expiration date and if the "certificate” has
expired, issuing a "failure” message, otherwise; determining if the offered."certificate" contains a valid
signature from the predetermined organization and, if no signature is found, issuing a "failure"
message. 8. The method as defined in claim 7 wherein in performing step e), the determining
15includes the steps of) §Etbagithg metisinefihie dEsredoRestifisany asghittinvrliddfsuingct if so,

checking the curren:eitteagae)stibeveypiration date and if the key has expired, issuing a "failure”
message, otherwise; d) Obtamqlegtgrpﬁmngelf the ckgg{,co tﬁlns a Vi;lhd S|9%nature from the predetermined

asso
20organization and, if no signature Is found, issuing a "tailufe” messag The method as

defined in claim 6 furth@rdﬁﬁ%‘l’ﬂ‘d]ﬁ@tﬂ@"s%ﬁl’ﬁfkéi’ééﬁﬂffé@ééﬁﬁﬂ/bﬂtg‘ﬁ adisemEPeHPa local machine
performing the vadidiyatests ofctens b‘)iraraddct): not sighé, hanpetiisithas tefiagd dthetaisa 9 wherein the

security step includes ‘ﬂ?‘ﬁé&@fﬁﬁ]g& statement to a user that the offered “certificate” is valid.
7. The method as defined in claim 6 wherein in performing step c), the evaluating
includes the steps of:
determining if the offered “certificate” contains an expiration date and, if so,
10 checking the current date against the expiration date and if the “certificate” has
expired, issuing a “failure” message, otherwise;
determining if the offered “certificate” contains a valid signature from the
predetermined organization and, if no signature is found, issuing a “failure” message.
8. The method as defined in claim 7 wherein in performing step e), the determining
15  includes the steps of:
determining if the public key contains an expiration date and, if so,
checking the current date against the expiratioﬁ date and if the key has expired,
issuing a “failure” message, otherwise;
determining if the key contains a valid signature from the predetermined
20  organizalion and, if no signature is found, issuing a “failure” message.
9. The method as defined in claim 6 further including the step of creating a security
step associated with a local machine performing the validity tests of steps b) and d).

10. The method as defined in claim 9 wherein the security step includes the steps

of:
25 creating a secret phrase; and
presenting the secret phrase in a locally-known color as a portion of the presenting
in step f).

11. A method of initiating a subscription to an on-line membership verification
service certificate for an organization, the method comprising the steps of:
30 receiving a subscription request for the on-line membership verification service
from a requesting organi'zation;
reviewing verifying materials associated with the requested organization and

assessing the validity of the organization and, if valid,
14



25creating a secret phrase; and presenting the secret phrase in a locally-known color as a portion
of the presenting in step f). 11. A method of initiating a subscription to an on-line membership
verification service certificate for an organization, the method comprising the steps of: 30receiving a
subscription request for the on-line membership verification service from a requesting organization;
reviewing verifying materials associated with the requested organization and assessing the validity of
the organization and, if valid, downloading a public key associated with the organization from a public
key data base; - signing the public key with a private key associated with the on-line membership
verification service to f8rm a "signed" public key; and 5exporting the "signed" public key to a data base
of signed public keys. T FALHARMY sy detriatedvidtiaihe reanRetieniemn rrablisdeufter comprises

supplementing tiressigned public key with signatures from other third party verification services to add
levels of security to the;yeHEGRIRLREREFSSith a private key associated with the on-line membership
verification service to form a “signed” public key; and
5 exporting the “signed” public key to a data base of signed public keys.
12. The method as defined in claim 11 wherein the method further comprises
supplementing the signed public key with signatures from other third party

verification services to add levels of security to the verification process.
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