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300 ( smr )

\ 505
INITIATE A LOYALTY POINTS TRANSACTION -/
v 510
TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO TRANSMIT ENCRYPTED DATA |
! 515
ENCRYPT, BY CONTACTLESS CARD, A COUNTER VALUE USING MASTER KEY CRYPTOGRAPHIC ALGORITHM |-/
T0 A GENERATE DIVERSIFIED KEY
! 520
ENCRYPT, BY CONTACTLESS CARD, DATA USING THE DIVERSIFIED KEY AND THE CRYPTOGRAPHIC ALGORITHM|—
| 595
TRANSMIT. BY THE CONTACTLESS CARD, THE ENCRYPTED DATA TO THE MOBILE DEVICE |/
| 530
TRANSMIT. BY THE MOBILE DEVICE, ENCRYPTED DATA TO THE SERVER /
| 535
DECRYPT, BY THE SERVER, THE COUNTER VALUE USING THE MASTER KEY AND THE CRYPTOGRAPHIC |-/
ALGORITHM TO GENERATE THE DIVERSIFIED KEY
‘ 540
DECRYPT, BY THE SERVER, ENCRYPTED DATA RECEIVED FROM THE CONTACTLESS CARD USING THE |/
DIVERSIFIED KEY AND THE CRYPTOGRAPHIC ALGORITHM
| 545
VALIDATE, BY THE SERVER, THE ENCRYPTED DATA RDEECVEIICVEED FROM THE CONTACTLESS CARD VIA THE MOBILE |-/
| 550
RESPONSIVE T0 THE VALIDATION, PERFORM AN OPERATION RELATED TO ACCESSING OR UTILIZING |/
LOYALTY POINTS
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600 START

IN RESPONSE TO RECEIVING THE VERIFICATION, GRANTING AUTHORIZATION TO PERFORM THE AT LEAST
ONE OPERATION, WHEREIN THE AT LEAST ONE OPERATION INCLUDES AT LEAST ONE OF 1) ACCESSING A
DATABASE CONTAINING A PLURALITY OF LOYALTY IDENTIFIERS ASSOCIATED WITH AT LEAST ONE USER AND
AT LEAST TWO DISTINCT ACCOUNTS, EACH ACCOUNT ASSOCIATED WITH A DISTINCT SET OF LOYALTY POINTS
AND 1) STORING AT LEAST ONE OF THE PLURALITY OF LOYALTY IDENTIFIERS WITH RESPECT TO THE AT
LEAST TWO DISTINCT ACCOUNTS IN THE DATABASE, AND 1) PERFORMING A REDEMPTION OPERATIONS

605
DETERMINING, BY AN APPLICATION EXECUTING ON A PROCESSOR CIRCUIT, THAT A USERIS |-/
REQUESTING ACCESS TO A LOYALTY POINTS ACCOUNT DATABASE
! 610
TRANSMITTING A FIRST APPLICATION USER CREDENTIAL, BY THE APPLICATION AND FROM A COMPUTER |-/
DEVICE ASSOCIATED WITH THE PROCESSING CIRCUIT, TO THE SERVER
! 615
COMPARING, AT THE SERVER, THE FIRST APPLICATION USER CREDENTIAL WITH THE STORED SECOND |-/
APPLICATION USER CREDENTIAL, A STORED SECOND APPLICATION USER CREDENTIAL BEING
STORED AT THE SERVER
! 620
RESPONSIVE TO A MATCH OF THE FIRST AND SECOND CREDENTIAL, RECEIVING, BY THE APPLICATION, |-/
ENCRYPTED DATA FROM A COMMUNICATIONS INTERFACE OF A CONTACTLESS CARD ASSOCIATED WITH AN
ACCOUNT, THE ENCRYPTED DATA GENERATED BASED ON A CRYPTOGRAPHIC ALGORITHM AND A DIVERSIFIED
KEY. THE DIVERSIFIED KEY STORED IN A MEMORY OF THE CONTACTLESS CARD AND GENERATED BASED
ON A MASTER KEY AND A COUNTER VALUE STORED IN THE MEMORY OF THE CONTACTLESS CARD
! 625
RESPONSIVE TO A MATCH OF THE FIRST AND SECOND CREDENTIAL, COMBINING A LOYALTY IDENTIFIER |-/
ASSOCIATED WITH THE USER WITH THE ENCRYPTED DATA, AND WHEREIN THE DATA COMBINATION INCLUDES
THE COMBINATION OF THE LOYALTY IDENTIFIER AND THE ENCRYPTED DATA
! 630
GENERATING A BARCODE AT EITHER I) THE CONTACTLESS CARD AND Il THE COMPUTER DEVICE, WHEREN |-/
THE GENERATED BARCODE IS BASED ON A TOKEN RECEIVED FROM THE SERVER AND UTILIZING THE
ENCRYPTED DATA AND THE LOYALTY IDENTIFIER
! 635
DISPLAYING THE GENERATED BAR CODE -/
! 640
BASED ON A SCAN OF THE GENERATED BAR CODE, RECEIVING, BY THE APPLICATION AND FROM A SERVER, |-/
VERIFICATION OF THE ENCRYPTED DATA, THE SERVER TO DECRYPT THE ENCRYPTED DATA BASED ON THE
CRYPTOGRAPHIC ALGORITHM AND THE DIVERSIFIED KEY STORED IN A MEMORY OF THE SERVER TO VERIFY
THE ENCRYPTED DATA, THE DIVERSIFIED KEY STORED IN THE MEMORY OF THE SERVER GENERATED
BASED ON A MASTER KEY AND A COUNTER VALUE STORED IN THE MEMORY OF THE SERVER
! 645
W

WITH RESPECT TO ANY LOYALTY POINTS IN LOYALTY POINTS ACCOUNT DATA 1248
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