-1- A PRIVATE NETWORK SYSTEM AND METHOD TECHNICAL FIELD
The invention concerns a method of sharing data, between a number of
computers, or with other electronic devices, such as mobile telephones,
personal digital assistants 5 (PDAS), or the like. The data is shared via an
electronic connection between these devices, especially via the internet, or
via other means <hEREEATEANE TWHRRE %ﬁ?ﬁ@gﬁe{wgﬂgTﬁqpﬁance. In
particular, the invention concerns the sharing of data stored on separate
deviEESHINAGAEEERBNner, optionally using encryption, over the internet
using a special secure partition. The invention relates to the secure partition,
a method'né creating ad& seauirpadtiionand applicatiom sofiwaie t@ computers,

perform t{ge meth edt%fn?crecﬁegf‘ a secure rgo%rptlo The mvggtlorl %1 ‘%al asmmnts
concerns a computer system, “ethod and interf provide acc

MataPansiurictiofildityl boeddrieehivicona en #ﬁ@t@mﬁe@ee&e@ﬁdﬁwem these devices,
BACKGROUNAREMany peqmepeeamwﬁimeasdigﬂtﬁimsvmsomtfe&@sreetwork,

mformatlon For exa Ple a user 15 ml%ht use art mao g]‘Ie phone,
laptSh S H8Fe BhER4! er%&n%tf%vc??ﬁlﬁﬁ rafw ARARIShARY, YIS 83 BEan"c

diffidettdo,do abeoaawﬂmerdapaqmlsttbelmnuaﬁyrtransfehremtd:mueme a special
devige,fo anather. Therg argioihelpeansavallakie gfisynchrapisigfhe.data

between two or more devices, but these generally require a specific software
1 ppifcatfoR5a 11, 2OUFHSR 18IAHIACRASTIITREEE BBk Hrubeetsecure
the mafarnatiorhstaresh @mthesecdedices seapely frammanywiete adhisshac do

be SimpIe to.operale, and manage, 20d allow any type ofdata, and e

softvare apphcatlon tghélt accesses mOdIerS eac type of data fo

available on any of a user's eIectronlc devices. The data is accessed via a
net\ﬁ&ﬁKgﬁ&Lﬁg%ﬁﬁrtemet, or WAN, for instance, and the data sharing
system should also have 25 effective security to allow only the owner of the
data to abessierforewhditelelidelaicthspareairentyiasing oA, 2 user

155ystems and mmmge pesn devised in anattenapt i Aiokamidti@er ac work.
deVJP 3 For ex Bzﬁj&o 2toC ang rLet al descrl)bes the ?reatlop
rad1 iC use y rred

Uonally een t to do, ¢ data must be manually trans
of a'séc
from one device to another. There are other means available of synchronising the data

between two or more devices, but these generally require a specific software application to

do this.

20 There is an increasing need to be able to access the information stored on these
devices securely from anywhere. This should be simple to operate and manage, and allow
any type of data, and the software application that accesses and modifies each type of data
to be available on any of a uset’s electronic devices. The data is accessed via a network,
such as the internet, or WAN, for instance, and the data sharing system should also have

25  effective security to allow only the owner of the data to access it, from whatever device

they are currently using.

Various systems and method have been devised in an attempt to link multiple
devices. For example GB2411092 to Changwen et al describes the creation of a secure
network path for a mobile node e.g. laptop The method involves sending a registration

30  request to a home agent specifying permanent network address for mobile node and proxy



network path for a mobile node e.g. laptop The method involves sending a
registration 30 request to a home agent specifying permanent network

address for mobile node and proxy -2- care-of address. The proxy care-of
address is used for communicating with the mobile node. Another example is
W004081818 to Fontijn et al that describes a method of transferring .
owrféféhip Ay e SAcHGUSHESS M UPLE-REDELT FEHPBRCH e F8tHsgmsbile
invalves propagating change to one or more devices for which change is
relevant. The responsibility of committing the change is passed among the
devices. TheHEMRMMPLISING) A% HER N thisRPLIiCAIRNIMEANS 2 method of
"consisting, at least in part of'. When interpreting each statement in this
spebtAHBRCIATERIERHE fEPRTSEORTEISINYG P YEaRIPSE P thanthaftsod
Thosevprefapegdytihe dempemayaise beprdsents 1@ Reldiedierms stich@s The
“compriseiand comprises e o e nietpreted indha same manner. As
used Ilnjereln tﬁ/e term "and/or" means "gnd" or "or", or both. As used herein
"(s)" following a noun means the Iura{j.and/o,rfsin ular forms of the nPun..15

It is intentfSd that FOFPEREE 15 A AHgE S RESAI daEsed REHSR FroRst in Part
exaniple, When1dyatseimconpbratesreferendesto@aiifationalthumberdawithin term
that‘@%@is@%p’,e%mgeotﬂrer thin S osHod éeécgi %’ylhgte%@qg 1&2(@5@p§é§&t

any range of rational numbers within that range (for example, 2 fo 8, 1.5to
165 5 BAlgf s 14573 )T R éhititr disclsureBralt apilicatisn Sy patetits ‘Ange same

pubficatiens, cited above and 20 below, if any, are hereby incorporated by

reference. In this specification, where reference has been made to external

sources af; infairpation. iRclding/Batent.spegifications apd.gther documents,
this is generally for the purpose of providing a context for discussing the

features of the present .éé“’%ﬁl%%”ﬁ Unless stated othenise, relerenceto suchy,.
sources oflnformatlong not to be construe , Inany 25 ]UI’ISéICtIgn, as an
adnii’gion that such sources of information are prior art or form part of the
common general knowledge in the art.

15 It is intended that reference to a range of numbers disclosed herein (for example, 1

to 10) also incorporates reference to all rational numbers within that range (for example, 1,
1.1,2,3,39,4,5,6,06.5,7, 8,9 and 10) and also any range of rational numbers within that
range (for example, 2 to 8, 1.5 to 5.5 and 3.1 to 4.7).

The entire disclosures of all applications, patents and publications, cited above and

20 below, if any, are hereby incorporated by reference.

In this specification, where reference has been made to external sources of
information, including patent specifications and other documents, this is generally for the
purpose of providing a context for discussing the features of the present invention. Unless
stated otherwise, reference to such sources of information is not to be construed, in any

25 jurisdiction, as an admission that such sources of information are prior art or form part of

the common general knowledge in the art.



-3- DISCLOSURE OF THE INVENTION The present invention is now
described in general terms. It is an objectof the present invention to provide
an improved private network or at least to provide the public or industry with

a useful choice. 5 In a first aspect the present invention consists in a method
for forming a secure virtual private network (VPN100) consisting of two or
mor2 i %ﬁ%ﬁe@%ﬁﬂ%ﬁﬁt‘éﬁ%ﬁ&mnectability where each entity has

links with at least one other device on the VPN, said method characterised

by the stéps ofcs@) providing ia lookdpsddvidarhavinglatknowit addressjwitlef the
an ypdatable.index. 10 Lfentities knewp:io.he gernestable to dhe: XRN dwhichic

look up device accepts requests from known entities ("joining entity") wishing
to iK' HHE VBN 155TEETEI5Y at least one pre-designated contact entity on

the VPN to periodically poll the lookup device for received joining requests,
c) said |&bRuUiy devitet réseiving b irsguest fomise jBiningcdndtyto feoniect tscure
15 theMAN(#) inresraRssaopPifariQininoreauestsaltlpakiiRdeVIEs internet
notifying ti;rg. pollin conltlact ,enEty ﬁ)fkat Ieﬁst lihe addre%s r\%each joini N. said
entity (6] NS CORASE Entity peimits & conAectivl 16 the VENCHE Ebntact” **
entityctsuppliescatredstitbaddress to the lookup device which passes this to
the joining entity, 20 (1) the joining entity and contact entity establish a first

link betwggn thepro(@ldhe QiRipgientityang the,contadk & tiyhceNdIdaEBIR index
juthenfication process over said fir %gg[e'wm a1 dne apthentication queqs
process is successful the contact enti y notifies the JOlrﬁng entify of at féas
the Standsofvotneitientitids tetovgingvierthe tv PN endinBlities all 25 entities
on the VPN that the joining device is joining the VPN, -4- (i) said joining
device using the statugs-oiathetentitiesibatonginegdocthey VR Mio/ealaulate its

nodg ROSILAN s YA ingliding,the.one;of, o, nelghbour entities it will

(© said lookup device receiving a request from a joining entity to connect to
15 the VPN
(d) in response a poll for joining requests said lookup device notifying the

polling contact entity of at least the address of each joining entity,

(e) if the contact entity permits a connection to the VPN, the contact entity

supplies at least its address to the lookup device which passes this to the joining entity,
20 ® the joining entity and contact entity establish a first link between them,

(® the joining entity and the contact entity conduct an authentication process

over said first link,

() and if the authentication process is successful the contact entity notifies the
joining entity of at least the status of other entities belonging to the VPN and notifies all

25  entities on the VPN that the joining device is joining the VPN,



connect to,. (j) said one or two neighbour entities initiating a process of the
type specified 5 in steps (c) to (f) with sajd lookup entity to establish one or
more second links with said joining entity and terminating said first link, (k)
and said joining entity and at least one neighbour entity conducting a mutual
authentication process which if successful sustains said one or more second
links. Préferably"4diestiisdSneriitky Sntinapragistriisonag vt fepy PN
entitiearegistes deiwiibsithe l@okup e vicedorcateess 40 widaasibarecaestathvill
VPNs anq onIy entities which are so registered are subsequently recognised
or known to the lookup device, said registration step comprising: the entity
sending to the lookup device registration information including at least a
username, a pasBilor, At HREFOBRYp BEVIEE SiBiRG BEicrtebidhiatiphpecfied
Snformatoriofer (lentificationpurposes wheis registenec entind sekdsieh VRN
JO'”L”%&%{%H% ttosthe 1319 % kup ﬂg\ﬂ(ﬁ‘g Preferably said registration step
includesthe lookup device Sending to registering entities a security key to
allow suc entltlesdé ?%cess securlt eys unlque to VPN for Whl%
registration has BE&H hdé%r?é’%e REFEhGTE S TEYRIE S for tRatURN
Prefenablyamhsteipa(i@)lth@@mmlelﬁutycmfh@ume&dhmqmnmrg@wuo}md)ﬁmhe
entity 20 identifiers of other entities belonging to the VPN. Preferably in step
O said joming.8ntityadditionalyudsestheiantiysidentfierspolether emtiiescgister
elongin e VPN ta calculate itS node |tlo erabl a|d entl
et o B SRS STty Sa SRR SR SE § A yeh are
eachr ofgheetwoertities etvaliengiags @5otheotirete ubing & ke geuisi sedactirgration

purpepeddgent %/1&fetaﬁ@tt@leﬁ@ttm@ag&gp@uefag@egggmmﬁsmr%mn including
transmission to the other entity, a resg)onse from the other entity and

veriticatioh By THEEHHIEAGIHE bt R e FESpOHEETS K Fregi g information
Preferabidyiigastioohalienge bétween@sfiist entity sundsaasECdN@ieitityequest to the
5con15)51§1%sd@§c€steps of: (a) the first entity generates a random sequence of
data, stores it and encrypts it

Preferably said registration step includes the lookup device sending to registering
entities a security key to allow such entities to access security keys unique to VPN for

which registration has been made and the other entities registered for that VPN.

Preferably in step (h) the contact entity further notifies the joining entity of the entity

20  identifiers of other entities belonging to the VPN.

Preferably in step (i) said joining entity additionally uses the entity identifiers of other

entities belonging to the VPN to calculate its node position.
Preferably said entity identifier is an address.

Preferably said authentication process consists of each of the two entities challenging
25  the other using a key unique to the purported identity of the other entity, each challenge
comprising a transmission to the other entity, a response from the other entity and

verification by the challenging entity that the response is correct.



with the public key of the second entity and sends the resultant cyphertext to
the second 5 entity, (b) the second entity yeceives the cyphertext from the

first entity, decrypts it using the private key of the second entity, encrypts the
resultant plaintext with the public key of the first entity and sends it to the first
entity, and (c) the first entity receives the cyphertext from the second entity,
decrypts Tt it e Hls0at P RO OF i first ERs compare ST resttisht the
plaistgxtorith said stored random sequence of data and if there is a match
accepts that the second entity is authenticated. Preferably data traffic

between gntities coRnecte Q. MRN 5. QReNRIGE WS IR, SYTRORUIC KBYryprs it
and said symmetric keyq is said random sequence of data. 15 Preferably said

autNERCaROR rotedd s JSenstiea i rdpaatah afd e PeRbaiesy the second

generéted random data sequences are used as a dynamic symmetric
session key. Preferably said entities are devices having a processor that can

be connggied to ghesctteregtinPeeiarabhe said devigasinclude cRmMpUterss it
PDAs, PPC, mobile telf?% hones or 20 smartphones, and mbedde(a cLevic S,

In 2 fiFHEF BEpEGHtHE veesﬁﬁ%%d€8ﬁtsyis?%cil?ipc%Fnepﬁetsél}t%%tftﬁv&é‘}%%‘?”fortmeirﬁ’él ac
seckire ovitte &t prvateane bastki( VRN fosnsistingndf two or more linked entities
having internet connectability where each entity has links with at least one

other entity on thaMPiN-ang a:cloakuR:deviersonoectiadtedilieraet-having
Oa known address ﬁvith n updatable index 25, of en}ities nown to.be
1 E Ethe

be
conRectable to the VBN Said softwars Fesiding 'on Gach Said entity” and°

comprisingeayerrodtine fod doheredtingiosaidelsokup tHevicendrvdtmaking a
reqyestieisaid lookup device to join to the VPN, -6- (b) a routine for polling
the lookup device for received joining requests, (c) a routine for receiving

from the jogkup, deyice e aehing, addess .ol 22EN OIS Wcrypred using a

symmetric key and said symmetric key is said random sequence of data.

15 Preferably said authentication process is periodically repeated and the periodically

generated random data sequences are used as a dynamic symmetric session key.

Preferably said entities are devices having a processor that can be connected to the

internet.

Preferably said devices include computers, PDAs, PPC, mobile telephones or

20 smartphones, and embedded devices.

In a further aspect the invention consists in computer software for forming a secure
virtual private network (VPN) consisting of two or more linked entities having internet
connectability where each entity has links with at least one other entity on the VPN and a
lookup device connected to the internet having a known address with an updatable index

25  of entities known to be connectable to the VPN, said software residing on each said entity

and comprising:

(a) a routine for connecting to said lookup device and making a request to said

lookup device to join to the VPN,



(d) a routine for matching the address of each joining entity with stored
criteria, 5 (e) a routine which allows matghed entities to establish a first link
between them, (1) an authentication routine which enables entities which
have established a first link to mutually authenticate the identity of the other,
(9) a routine which if the authentication process is successful notifies the 10
joining efftity of dtTR4ErtHE RedtesBr birfePeltite Sp&erGn g tohEwsEand
notifies all entities on the VPN that the joining device is joining the VPN, (h) a
routine which usescthastatuscofiotheeemtitiesbeldaging tiyahiehy RN tes of cach
calgylate; theigode position in the VPN and the one or two neighbour entities
that the entity on which the routine resides will connect to, 15 (i) a routine
which thiguoh said \aakup.devies estanlishes encr more second, Inks i,
said one or more ne|g]ﬁ ouring entities in said VPN and énds Said first Tinlc<, 65 ’
a routine which invokes said authentication routine to conduct mutual
Sauthentid&tion b&tHEER SAEHiAKEE ABIGRBLUNHE Entad shey Visikpperveen
sucaessful sustains said one or more second links. 20 In a further aspect the
invention consists in a method for sharing functionality and/or data between
two or mgye linked gntities 4sing,a-Re Wk GORRIISIRg:{ReBIERS Ofst{@ished 2

cree%tin .on at Ieashone entity athleaést one real oEject, each said real object
wstlink to mutually utl?entl ate t Fl ent1ayo the, other, . o .
providing access o tAe tinctionafity and/Sr datd df said entity; (b) creating on

each entity at least one virtual object, each said virtual object 25 providing
access téthe furtctisHatityrihdf SRt Gris FealRIpjett b SR Bty bR
1(8aidoMiktkiah@bjecicantahringal Jeasi-0beiakj@eloastigns;RNUPX-AQ) creating

on ae'% L%%go gqﬁe%&yﬁgtlgh%st .one remote .o%ecttﬁce)r nection to a virtual

. d . . .
object on a remote entity via'the e%%rﬁ;‘%laﬁ emote object allowing a entity
to access functionality and/or data of a remote entity. Preferably includi]g]g

jEtt

the step 6% 5 (d)*CrESAARY DRt e4RE SAEErtriP e AEtsoBRRUELitr etk

providingte the node position in the VPN and the one or two neighbour entities that the

entity on which the routine resides will connect to,

15 @i a routine which through said lookup device establishes one or more second

links with said one or more neighbouring entities in said VPN and ends said first link,

G) a routine which invokes said authentication routine to conduct mutual
authentication between said linked neighbouring entities and which if successful sustains

said one or mote second links.

20 In a further aspect the invention consists in a method for sharing functionality

and/or data between two or more linked entities using a network comprising the steps of:

(a) creating on at least one entity at least one real object, each said real object

providing access to the functionality and/or data of said entity;

(b) creating on each entity at least one virtual object, each said virtual object
25 providing access to the functionality and/or data of a real object on said entity, each said

virtual object containing at least one object actions; and



access to the functionality and/or data of a plurality of virtual, remote and
meta objects. Preferably said metaobject can contain data and/or
functionality independent of any virtual or remote objects. Preferably a list of
the objects of each entity is synchronized between entities. 10 Preferably
each of said virtual and meta objects may include security functionality for
controlli§ acce SEHSRRE DI KR PrefSFHhR} SATHRE BB S G ceten to 2
netwoilki(MRN) o referablyeachofsaichreal; ebjecisareiseteciedifiomdihe o
group consisting of File  Browser, Mail Browser; Calendar Browser; Music
Streaa%)?ﬁsesr; Bﬁggar%%%ﬁé?ﬂﬁa écc))efr t]rfee%?ﬁ%??wﬁ Chat module; MediaPlayer
Remote; Remote Application Module; Advertisement Module; Banking
Module; PFifftaP a8t P hnRIddule; web RSS feed module; FTP Server
module; BLOG update module; Legacy module; Database module; Web
Tamera rifodule. cRrefarably atteaist ohe efeuidiorities! ivaadbivicetoaiding a

progessorARd thaticanengonnecied 1o ithaiintarnat20-Rrelerably.at Jsast.
one said device includes computers, PDAs, PPC, mobile telephones or

smartphangs, and gMReddied devices. i &, HNeLAFREELINRINMENU ent of any

consists in computer software for sharing functionality and/or'data between

two BitiilaretimRECBISEies using a network, said software residing on each

said entity and comprising: 25 (a) a routine for creating at least one real

object, edclesdily réat objectgrovidingclaguess tothedunetibaalitn andder. data

of said entity; -8- (b) a routine for creating at least one virtual object, each of
1(5aid of viridakjects pravidingwacsessta hefunetipnalitycaselory dataedohdity for

real objecp} on said enﬂ'%yébeach said virtual object containing at least one

objecc(:) ac |8ﬁ;a§1cr$(s:is(8)ta roufine for creating at least one remote object for

connection to a virtual 5 object on a remote entity via the network; said

remote objEEiARIToWihgear Entit 15 el CELatFiRoh ANy and/or data of a

remote entity. In a further aspect the invention provides a secure internet
partition BeepyiSingclvwd said real objects are selected from the group consisting of File

Browser, Mail Browser; Calendar Browser; Music Streamer; Voice module; Video Streamet;
15 Chat module; MediaPlayer Remote; Remote Application Module; Advertisement Module;

Banking Module; Printer Module; Panic Module; Web RSS feed module; FTP Server

module; BLOG update module; Legacy module; Database module; Web camera module.

Preferably at least one of said entities is a device having a processor and that can be

connected to the internet.

20 Preferably at least one said device includes computers, PDAs, PPC, mobile

telephones or smartphones, and embedded devices.

In a further aspect the invention consists in computer software for sharing
functionality and/or data between two or more linked entities using a network, said

software residing on each said entity and comprising:

25 (a) a routine for creating at least one real object, each said real object providing

access to the functionality and/or data of said entity;



or more devices each containing data and a private key used for verification
checks; wherein, in use of the partition, gach device is associated with one
or more neighbour 10 device(s); wherein, in use of the partition, each device
also contains a cryptographic key used for encryption and/or decryption of
data traffic between neighbour device(s), and public keys of its neighbour
device(sfPand whErRGACHSEBIIY [sattim) Badie iesicacbperated tétual
perfsma pmerificatianeheck ofitsigiginboid) dedieets) using jts: pr\ateckeay;,

andea]:C)Hblig1 keys.of its nei%hbours f:lnd if a rheégpb ur.degice is verified,

1 t T ; .
transmlt%laﬁgVl ata to'the aﬁlé?éﬁbgﬁsr evice us?ﬁéotrhémcryptographlc key.

The neighbourhood of devices may form a loop. Where the secure internet

partition & comprigBH 61 o EE GIira B CES AN He e e ARSS RA VR G 2!
heighbousdevicese Metificatiemahecksidayheddsed dovaghallengetanctess

resnonse auipencatan: Fs.eriication checks may be performed a

intervals. The verification checks may be based 20 on a verification

sequence that is updated at intervals. The cry togra hickey maybea .
symmetriée RS EriaPSECh VIS Tha HEGe" StSnaElf) e iehigmprising: oo
cryptographitkey. Jke partitiongmiawy farther frave sdpokup pointtiantion checks;
maipiaing, ailistef deyices hat, camprise.he partifion: Miitherdeyice Ba¥bour

join the partition by obtaining from the look 25 up point address details of a

! Heviteiiithe Baititio thiat WilhbEHE HirtHeR dEVRe S nerghtUr CARIeSRE 6y
the paditionemay ten comprisedro i setfafdevidas, bakeraimdagset dkvice(s), and
deviees 9 a fnerRariion. g Inventin s congerns.a methad e
creé)tlng a secure intefhet partition. Tn a further aspect ;%e mvf%nt}on is
appiiegtish ©afeiare mstafledionadbvics tsigdsrirts Cmetrots oficreakingnd
a secmiR Iterpetpantition:dnyet @ fwithehaspeste the NENtANsERMEENNS & the

{%g)int Ctio facilitate a further d% ice to join a secure internet partition. 5

ooku Vi
1%n anﬁ% S SN ES AR O RHOVIIESS a secure internet partition to

transmit data securely on the internet, the partition comprising: a first device
containinfhaates tuhersiARTEEs Y SsdbhlpaRvIVES By pefdpriagday ttion

andiacyeiticationisREVeRLR: AcsREQRELh device may have two neighbour devices.

Verification checks may be based on a challenge and response authentication. The
verification checks may be performed at intervals. The verification checks may be based

20 on averification sequence that is updated at intervals.

The cryptographic key may be a symmetrical key and each device may have

substantially the same cryptographic key.

The partition may further have a lookup point that maintains a list of devices that
comprise the partition. A further device may join the partition by obtaining from the look
25  up point address details of a device in the partition that will be the further device’s

neighbour.

A device of the partition may be comprised of a set of devices, wherein the set of

devices form a further partition.



device containing the verification sequence received from the first device in
order to verify the second device and thecryptographic key; and wherein, in
use of the partition, the first 10 device operates to encrypt the data using its
verification sequence and cryptographic key and the second device decrypts
the data using its cryptographic key and verification sequence. The first
device ma§F SPErEtR A BNty e RARUSHE tHESRtBgfapHfenyton. In 2
conthiniagatheccryptogeaphicikaeypithoa pafititianiseguanse . alad @nNesypRiifgm the
the dafa yeing, 43 the combined cryniographic key, and partion Seauenae: . ion
The data may be p§cﬁetlze§ into packets and the com ined cr)]?ptogra hic
key @neEpantitivhsertieriedigliged tardacryprpariobfhs padketaT herpaket
may comprise a header and body and the part encrypted may be the body.
5The first devitedmeayspperatedaencrypitides datawsing the yerificationransmit data
seayengs, B 0 SRENVRIing. e RrHUon seaHenee e veiGalioNyy « be
sequence and adding it fo the data transmitted to the second device. The
datd sy be! jacken2ed dati hackeporEvig 'S haxber cafierdopodyuane tiscond
enciypied paktition sequencedsmayybe addedita theheadet: e SRCOAE: to verify
device may decrypt the data using jts yerificatign sequence by using the
e e AR oo it Sau el PLhGEr R e
1(secdndecd evicetc Hodecryptshthdadataiusirgvittieapotograyshic key byreogmpimingey
the determinedpariien with shetypiagranhic.key, ogdusing it fo.deciRtcaon
the data. The partition sequence may be dynamic in that it is changed at
inte?Va1S)Fhe partition sequence may be randomly generated. The
verification sequence may be dynamic in that it is changed at intervals. The
partition SEgUBHcecray e eseomly generated. o The Verificagsrphic key by
sequanscRinaydeprighsie the first apsaesond devicend hephificatioNta using
| Seayence Enaé}ébe utnicllu%to data ranamissions fromFLhedfitrst dggicet theCl ot
secolid fBUIRE! THRIBHRIEAGoh BERIEHEE Wy BE retaivEy i hB firspzed into
devicekas patitof eorchialié ngefresponseauth eaticationgTdiecsecond devigpt part
ma}éf{@fétﬁi@k@t.f Ufﬁl%@’l_?ééf&gl%ﬁrﬁgg%%&fe@gaﬁ@@&ﬁ‘ﬁaﬁ(ﬁ!h@%\ﬁ‘é%&@%ed may be
contain the further verification sequence that is received from the second
deviBe iR%Brder to verify the first device.

The first device may operate to encrypt the data using the verification sequence by
20 encrypting the partition sequence with the verification sequence and adding it to the data

transmitted to the second device. The data may be packetized into packets having a header

and a body, and the encrypted partition sequence may be added to the header.

The second device may decrypt the data using its verification sequence by using the
verification sequence to determine the partition sequence. Further, the second device
25 decrypts the data using its cryptographic key by combining the determined partition with

the cryptographic key and using it to decrypt the data.

The partition sequence may be dynamic in that it is changed at intervals. The
partition sequence may be randomly generated. The verification sequence may be dynamic

in that it is changed at intervals. The partition sequence may be randomly generated.



The partition may comprise further devices that all contain the cryptographic
key. The partition may comprise further ggvices and the partition sequence
is used by the first device when transmitting data to any device of the
partition. 10 In a further aspect the invention concerns a method of
transmitting data securely on the internet. In yet a further aspect the
invention BENtEHRLL et Gf FeeeRirigatatsdeurélf RteTitdrAsticrn The
anothefiaspeckdhadaventibn cogeemnsdacs ofiwatesapplication topedarita hehe
methods of transitting and recelving data securely on the ntemet, Ina . o,
further aspect the invention provides a computer network to provide access
to ThalenecamsePfumetiothalitirciontaiRedsironedorieacrerrernpie dévitss vemdication
LOMPYIEESYHE e CRINPEISIG: MQQLMeLErdevices@ash confalniRgA: €&l ceived
objefct th%t allowg Ci\ccess to data an %rotyides functionality; and wherein, in
use "8RRGS RIS RS AR ARG’ fiHEtionality in a remote device
by use of a pair of virtual objects, a first virtual object is positioned in the
device fof omrtPcRibrmitithdurasT slsidess ditd 8l seawitl VirttraProrapjisckey-
is positignaddn the remeie:device fevicammunicationowithythedinstadual te first
obiept; Theirual oblect may, extract data and iupctionality from the real
object so asto make data and unctlonaTiR/ md%pendent of operating
system of the real object. An object may be a software application that can
1%tore dath arit BISHREFURE GO ARRM I e hamphrtioh Br iR g g2 5egyrely on
usesleaahcevich iscahléutehacegss: fthiherdunctionaliydn ankeimotefdesdsepyiata
use of a pair of meta objects, a first meta,object may be positioned in the. .
device Tor gomminication wih the Vitual Sbject WHEreik (he mels objeet /"
provivess furtHer faiebralitysandze sadsrrdi riedasbiect sy pashionsa it the
remote device for communication with the first virtual object to provide the
further fumctiénélitly asyithttive i3@:fiish yirtualeo bjechpAircoljectinay gontiinccess to
1gnultiple agtions s dnyakadirherasnest e nyention Rrovides, AcGess tQem
data and functionality contained in one or more remote devices. In another
aspEUTEHEINEVETRIGH Provitedcancariteirarintor ancaiebirshibageline, ks todan
provige @eckiss tandataa.and funetionalilyincanlainadierierne ldmoracematea and

devices. . . , A A . , —
%ﬁnctlonahty in a remote device by use of a pair of virtual objects, a first virtual object is
positioned in the device for communication with the real object, and a second virtual

20 object is positioned in the remote device for communication with the first virtual object.

The virtual object may extract data and functionality from the real object so as to
make the data and functionality independent of operating system of the real object. An
object may be a software application that can store data and provide functionality in the

manipulation of the data.

25 In use, each device is able to access further functionality in a remote device by use of
a pait of meta objects, a first meta object may be positioned in the device for
communication with the virtual object wherein the meta object provides further
functionality, and a second meta object is positioned in the remote device for
communication with the first virtual object to provide the further functionality with the

30  first virtual object. An object may contain multiple actions.



5 Embodiments of the invention provide a secure, flexible and simple way for
people to access data content stored on @ network of multiple devices on a
single interface. The user of each device may be different allow a user of a
device to control what content on their device others can access using the
single interface. The data can be any digital file such as documents, music,
pictures, '8-nififs, fATE1EE, 25PechrfBeulidstEen FURHESIHECERtECattds¥xt BEGHeHaY
fromdayiiadit Solree snsc e cligatitrputl rcatdireacipg teRaparatutasSp Ok des an
soreen shot from the deyice, Any device that is able to be, cannegleddo e
networf<, such as the internet, ma’ysbe used'in conjunction with the invention.
As ysedifweteinotheatere irteadevishould be interpreted broadly, to include
other 15 types of networks that connect together electronic devices such as
Tomputefsnbadbilentielé phones oD Asyvaiad theulike]caibit thel térmlé interfaetpeople
will lpelude aieL AIRRITaniEs CAMMANIGRIGNEIOTS; Sueh ASINARRIR T rhe
WAN, LANs, wireless networks etc. BRIEF DE%CRIPTION OF DRAWINGS
Exafiijles rinTifrentio Rt Bloaeseibed wityirsrersnsadothas content on
accerpanyieg20s drawiegs ubhwhiehinfilgdre ficshows a schematic view of

the architecture of a single cloud; Figure 2 shows a schematic view of the

architectyif af MUliRle GloURSFIEgNE 3 ShoWS.A SEREMANC YigW.Of MMHD G s,

entities that are centrally managed; Figure 4 shows a schematic view of
Unultitsletetiities tHarare skt iFhrageac rigie’s SeremaitalyLrbina-:

the celatiodshp-bpbneaasdevices-anchentitiesiHeigeiriect showslew aljetls to be

WOr&%&é@@%agqsei”%%‘él%}"’sgihd9&%}%“%%%99@%’&‘9'"E}’e that can be greated. 1, the
across muTtlp e devices; -12- Figure 7 sc ematlcglly shows that felations Ip
betweerfifgal, virtual, remote and meta objects; Figure 8 schematically

shows the relationship between actions and objects; Figure 9 schematically

shows h@\N msiatwe‘s? mﬁa@i@nfﬁraee_lareate@ldrbebjmmwﬁ_ Féiglakﬁe’,]rﬁ include other
1$ChgmRtGAIY, SROWSINEGHRANKR I 8 FRHUELARCEARELTHIY 15108k puters, mobile

telephones, PDAs, and the like, and the term “internet” will include other electronic

communication networks, such as intranets, or WAN, LANs, wireless netwotrks etc.
BRIEF DESCRIPTION OF DRAWINGS

Examples of the invention will now be described with reference to the accompanying

20 drawings, in which:
Figure 1 shows a schematic view of the architecture of a single cloud;
Figure 2 shows a schematic view of the architecture of multiple clouds;
Figure 3 shows a schematic view of multiple entities that are centrally managed;
Figure 4 shows a schematic view of multiple entities that are privately managed;
25 Figure 5 schematically shows the relationship between devices and entities;

Figure 6 shows how objects work to create a single view of data and functionality

that can be created across multiple devices;



Figure 11 schematically shows integrity links in a cloud once an entity joins;
Figure 12 shows the arrangement of keys,on a device and lookup point
during registration of a device; Figures 13,14 and 15(a) show the
arrangement of keys when a device joins a loud; 10 Figure 15(b)
schematically shows the establishment of an integrity link between two
entities; Eiguife 15(brerHethatiRany SHOWRAHEHIDESYSh sEMdig BatsE Rarficnd
betwrenbpatsentities in a cloud; Figure 15(d) schematically shows the
process of an entity joining a cloud; 15 Figure 16 schematically shows the
arrangenentefsmoduigs for haseiware ke invention, figuie JiZ.ghows
the relationship between software modules in multiple clouds; Figures 18, 19
and 20 shows examples of the relationship between devices that shar
mliplo SR 0 A B 4 e aen Ok S,
(GUIs) that can be presented to users of the invention; Figure 48 shows a
Towchart SRS BHLRAFE FISETS d0Tgiles o byahBe 81 g
screen; Figure 50 shows a flowchart of a device start-up procedure; -13-
Figure 5Figneod schowichely gfowyprocedntekoiejdindovkapreeiigstinFigure
52 illustrates a cloud join process using a flowchart; Figure 53 shows a
flowcharFagwadold sjeivproceacungsnfeiguse Sdsshowsdavfltowehdriodfia jeid during
star;égigtg[%%eo%rgévigigure 55 shows a flowchart of a loud initialisation
procedure; Figure 56 shows a flowchart of creating a single view over all
devu_:es Iﬁ.ia ELOLH’ 111: g—-%?? a 65'}61\636'(}186 22‘9ﬂ5§ C%:rlsthoof\{l\{l as%v Il:em g%c%f'(gpnes a cloud;
relationshif between dévices, *actoss d Sitgle View; Figlire 5 7°shows'a
flowchart of a loud start-up procedure;
10 Figure 15(b) schematically shows the establishment of an integrity link between two

entities;

Figure 15(c) schematically shows the process of sending data traffic between two

entities in a cloud;
Figure 15(d) schematically shows the process of an entity joining a cloud;

15 Figure 16 schematically shows the arrangement of modules for the software of the

invention;
Figure 17 shows the relationship between software modules in multiple clouds;

Figures 18, 19 and 20 shows examples of the relationship between devices that

share multiple clouds;

20 Figures 21 to 47 show sample graphical user interfaces (GUIs) that can be presented

to users of the invention;
Figure 48 shows a flowchart of a start-up procedure;
Figure 49 gives an example of a logon screen;

Figure 50 shows a flowchart of a device start-up procedure;



10 Figure 58 shows a flowchart of object communication; Figure 59 shows a
flowchart about device lookup and connegtion procedures; Figure 60 shows
a flowchart of a message switching procedure; Figure 61 shows a flowchart
of a cloud integrity maintenance procedure; Figure 62 shows a flowchart of
peer information synchronisation procedure; 15 Figure 63 shows a flowchart
of a Ioudﬁfﬁ&fﬁw’&t%ﬁ%@ﬂ\”éh?éb%%%%@ﬁ%?%ﬁ LHURS B SHOWS some
details about lookup point message handling procedure; Figure 65 shows
some deliyaiduljeintererpmessagingsproceduteydnd;Figures 66 to 70
provide some additional examples of screens that allow users to operate a
software Bigplicasiebthat fsnbpdies thevinveripnc20B8EST MODES FOR
CARRYING OUT INVENTION Examples of a secure partition of the internet
will now b, deseriea <10 Ahis HRSATIRIQM &aecyre-datarret partition will be
referred to as a "cloud”. -14- Device - Any device having a processor and can
be connggied.lodne Interpel (eueh as 4eing TGRIR) Gande, connected 1o a
cloud to fofm part of the secure Internet partition. dch @ device must also
meet certain minimum system requirements. Examples of a device include:
PC, (wittF SR Rt Aty Sy Y SR HE SARFSWE™ Virhd RfstiRbS R Jor
5 open source operating systems); PDAs, PPC, with whichever operating
system, $iigtressSopaheBagd 5¢finbows TRl thecclsiitbinddeptiones dics,
smq%@ppggglgm,as, "BlackBerry", Java phone, Nokia "Symbian" operating
system mobile phones; and Embedded devices. Entity - An entity is the
basic unif4r,0qde) in &, riyalRriyalR DMK MENL Y, L0 "loud". An entity
is a collection of objects and can be created by a device or a cloud or VPN

) d;self. Ob{:ects é\? gbject ' ashsocia}teg with an entit g:e., device or cloud).

he object8"tontailt furctionaiity Witidh afidWs Gecés o data and
functionality on the devices in a cloud. That is, an object is a collection of
actions. Aigisi@drearscrdanehti igFlaAkEB ”A&W?@B}é’o‘%oéé‘#fié;
added to the cloud from each device in the cloud so that the objects
Figure 60 shows a flowchart of a message switching procedure;

Figure 61 shows a flowchart of a cloud integrity maintenance procedure;
Figure 62 shows a flowchart of peer information synchronisation procedure;
15 Figure 63 shows a flowchart of a cloud information synchronisation procedure;
Figure 64 shows some details about lookup point message handling procedure;
Figure 65 shows some details about join query messaging procedure; and

Figures 66 to 70 provide some additional examples of screens that allow users to

operate a software application that embodies the invention.
20  BEST MODES FOR CARRYING OUT INVENTION

Examples of a secure partition of the internet will now be described. In this

description a secure internet partition will be referred to as a “cloud”.



in a cloud are available from all of the trusted devices. Cloud - A VPN created
between known trusted entities. The cloyd is aware of which devices are
trusted and the status of these entities. Also a cloud can be a VPN of
devices and/or other clouds. Objects can be added from each entity in the
loud. 20 Lookup point - A lookup point is used in the system to allow the
entities tPAHAE aatH SEHiE, PHESRAFEEFIEUIKRY FYITCARRE Ca it &g dyernet (such
registiationrandiepairobotslowdsi «J heldaokupopaipicanthe slaﬁ&taddaﬁbomt%n
the deyicesinagloud Altemaivaly, (6. J00KiRPOINLEAN ASG DG OLA, ¢ device
separate evice. These concepts will be exBIalne urther in reférence to the
Figuresde:t8 QOB Figup I siclevisticalle sHowy thdoarchitbeture oMacsirgles or
£10ug, 00, e louh 00 reatod fiop | f%{hemggv@f 0D BRI AS Sich as
cloq% Pﬂtésslts elf c mprl d ofsg set of ces ncludlng a desktg b
compater Hotebdd A artT)tFrone ?f@?nesaﬁothm?répesol?tgp Sueh s,
co m‘[ﬁlﬁéiBEnftityJ@as IdrqmtheNslmmrT&yhm.”Eﬂpﬁgﬁ@gs astantheroblibughhdeachand
entity, A 19,0 is.cenfigured behind a firewall 106 and connected to the internet
102. - 15 There is a shared lookup point 104 for all four entities A to D, that
is maintajned on another vice. Each entl AtoDis somated wit
dlﬁerenté]]g:)n'[tént [abell ()% i 51084 ?felslpe(?tlve /! uon ent 10831 Elé\épc}\] )5, o
1(shareldwh- thienclotfd matheﬂf’@mndffotbye@i%ar(ér%la‘ahcr@aeﬁtlw Act@f@thlevecl@ld or
full ggsess.i0 and manipulation of all the content 108a to 108d. This is shown
schematically with the reference numeral 110 Figure 2 shows three separate

clouds E a@%‘ G that Use.a shared look 04d¢%'c%“9 '1 Stsfhe : objects
separate y has a private 100K up pomt 105 entities o

and’@ige @H@tgﬁ)ak@d\f@eﬂmeﬂ@wﬁnmm Wr@@mﬂﬁe@m@eﬂ@ywmbeadsﬂ%ﬁen a

looku.d.0"paint, GougkH 1gsai5@i@£ag@&daam>ylaexlcegalaatdﬁqt@raeejmnggame of an
Cloud H n§ ds to beb aware of df tered h the CL (ii H pnvgte }Iloolf)ufp
Booidf 105, AT SRS HECiodd £'1A 8rrré€§ 00 Vd(be BbiRt 7647 the dfalg t8/ect
consideteet @emr«awlrrfanagéd.f ﬂfheresadedff@upfentltles A, B, C and D that

may each be a device or a cloud, which together form a centrally managed
cloud 114€loud - A VPN created between known trusted entities. The cloud is aware of

which devices are trusted and the status of these entities. Also a cloud can be a VPN of

devices and/or other clouds. Objects can be added from each entity in the cloud.

20 Lookup point - A lookup point is used in the system to allow the entities to find
each other. The shared lookup point allows centralized registration and control of clouds.
The lookup point can be located on one of the devices in a cloud. Alternatively, the

lookup point can also be on a separate device.
These concepts will be explained further in reference to the Figures 1 to 20

25 Figure 1 schematically shows the architecture of a single cloud 100. The cloud 100 is
created from four entities A to D. Entity A is a cloud that is itself comprised of a set of
devices including a desktop computer, notebook, PDA and smartphone. Entity B is
another desktop computer. Entity C is another smart phone. Entity D is a further cloud.

Each entity A to D is configured behind a firewall 106 and connected to the internet 102.



15 All traffic between entities is optionally encrypted. At the very least all
entities must be authenticated. If encryption is used the encryption is entity

A, B, C or D specific as well as cloud 114 specific. Further details are shown
in Figures 3 and 4. The Integrity link is indicated as 120 in the Figures. Only a
single link is ever 20 established between two entities but this link may be

used T MR peer iRFSHAoR ! IMKkEYUERISES date dRd Tty it on
exampiieedinks:d.20 represents integrity links. These integrity links 120
maintain a complete circle around all entities in a cloud. These integrity links

120 are ysed tQuerify the credentials ofigach SR AL dhintbaiclous L 16 1084

Each entity in a loud is gretferably verified twice by each of two other entities

in a'BIBERY EGr 98rEstHpte e H B e ve el 0y AR dPE Tt Afrabdiithé n cach
feacknsiglé\ 0d B'stintegrityl linkssk2@ndthanipetiticationlistdanetwia B8a to 108d. This

challenge:respanse.meshanismhateonfitms tht the entity is who it says it

is, and also that the e}r71tity knows who the user accessing the system is. If A

is challenging B, the challenger A creat random data sequence that is

o o Bto0, LIRS DRES SHBTE LSS b el ety ARG e AR A BTy W
send® tisidataste-B0entinnBhaFhepchalidnged eotityl BtHEm: decriypts thewds E, F,
rangdomciata H%QQJI%HUMQ&E ES%@M.' 19, eAERQT YRS L HSING the MQU@ l%%)(up

of the device that challenged A. The re-encrypted data is sent from B to the

1halleigeXora AR Bsl AadEiFataitiety, Podiirr verdtestidh PRk to be
takerrplaceandelficatiarvish répeated Atpmter/misiup phistedy if security of a
device is compromised 5 or a device goes off-line the integrity circle is

automatigally tgadivsted taremayesthat gny&ugﬁiﬁ%&wﬂ, indudher detllsidered
below). The Data links are indicated as 122 in the Figures. In I;if%ure 3, the

dottesd e PapFE et HERTiIHRY 122 that dte u&ut o EbihGiRatirgtevice or 2
betwleed ehtitiesgddior Doimthe:nctdlydhribhfeA diaté link 122 is first established
as an integrity link 120 to verify the other 10 entity. The data link 122 is not

13valid untihinteghity.is.established. Hataganhe taasperied, by kelaying ifiBomust

direct lin existscpelt een the entiti slyvishin to exchan%eqéj a. ese.lgata 1

linkS 189 SrE Created A REAE Sid CiSEEaRNReR IdIEY A direct datdPfinke *°
as cloud 114 specific.

Further details are shown in Figures 3 and 4.

The Integrity link is indicated as 120 in the Figures. Only a single link is ever

20 established between two entities but this link may be used for multiple types of information
links such as data and integrity. In this example, links 120 represents integrity links. These
integrity links 120 maintain a complete circle around all entities in a cloud. These integrity

links 120 are used to verify the credentials of each entity A to D in the cloud 116. Each
entity in a cloud is preferably verified twice by each of two other entities in a cloud. For

25  example, entity B is verified by A and C that are on the each side of B’s integrity links 120.

The verification is done via a challenge-response mechanism that confirms that the
entity is who it says it is, and also that the entity knows who the user accessing the system
is. If A is challenging B, the challenger A creates a random data sequence that is then
encrypted using the public key of the entity being challenged B. Entity A sends this data to

30  entity B. The challenged entity B then decrypts the random data using its private key and



122 between entities is desirable when and occurs automatically when

multiple messages are sent between thg two entities. The direct data link

122 is then closed when it is idle for 15 a predetermined period of time. To
open the link between two entities that do not already have integrity link
between them, such as A and C, then the entities will verify each other first.
ThidaRENmKY 1928 ey B st e syt 8iizing etatrt stateeirfronaisricn data is
suckeastrthe Busrentdist efusted entitias (ol hedlala lifks.dR2dnmpayi@alsedd@ication
usefj1 Eor kee}g&r&g the 20 cloud 116 records synchronized across the cloud.

tak ? . .
The data links are used for transferring all data between entities. Data sent

over a data link contains header information identifying the data type. ,
SynchroniZafigH BTt BarkEtit iL BB {6 Vi A dp'ts tate nEpamised
Tontentdavailable off-hikehtittesAntoifdlof theoaiotic v badllzesersecards that entity

conEgin Cloyd. settings. hHL.can, )also be application specific. The data links
122'may also be used for 25 communicating with cloud objects. Header

informatigp in.a packet sent over. a data link is_able to address a particular .

Cloud obybit THb PSR THR Sl in tedtod ol £9%1n T Fitroe r R
116rgisocoryprisess IG8kbpr lunksst24cdoctiveniookump biktvi G cintidve exaphethe
shown,inrigure 3.thedaekup REINL i8I_HCMPHIEE, ﬁly"'lﬂ& a7BMR.ap fte other

The lookup point should have a URL or a 30 fixed IP address so it can

10 wagdthe ouiis? el ok ke 129 Lysetiset B A ety cagdir Aransported
attemptsiogegistar-thdicsant leeatiantefdhe entikhiowithxtdhenglodiah116.
The -17- entity A can find other entities B, C and D via the lookup point 104.

This regisifation LAMMUYRILAON ISIERGIRIRIRC, HFINGs e RURICIREVAI&IKEY data link
mechanism that exchanges symmetric keys to use for the entity A's session.

The ! iGoRUF FBiftAta HOIGithE IEeatins SrantreRIEsC EHg B hskmsssases
pointc5ch04ccontrols the engationlof devwehtitibskfor2asuber. db ganvalsoicemtiofor

14he Jaining O IRABE. £IAES-tOr I9ud- AN AR YISE ARSI KEX SIS AN A ady

lookup point for each registered device. This key is used to lock all the
privatEcdateTor the kibty dpplicatbas it anevica-arbtrM & sstdleiirifprach other
example, then by blocking receipt of this key from the lookup point 104, any

This data links 122 may be used for synchronizing cloud state information such as

the current list of trusted entities. The data links 122 may also be used for keeping the

20 cloud 116 records synchronized across the cloud. The data links are used for transferring
all data between entities. Data sent over a data link contains header information identifying

the data type. Synchronization means that each entity is able to view an up to date list of
content available on all entities A to D of the cloud 116. These records contain cloud
settings but can also be application specific. The data links 122 may also be used for

25  communicating with cloud objects. Header information in a packet sent over a data link is

able to address a particular cloud object.

The Lookup links are indicated as 124 in the Figures. The cloud 116 also comprises
lookup links 124 to the lookup point 104. In the example shown in Figure 3, the lookup
point is a computer that has a DBMS on it. The lookup point should have a URL or a

30  fixed IP address so it can always be found. The lookup links 124 are used when an entity,

say A, attempts to register the current location of the entity A with the cloud 116. The



10 access to a user's clouds using the stolen device is prevented. The lookup
point 104 is used to register the name of,gach user's clouds. Also it can
register the invitation password that is a secondary password needed to join
the cloud if the user so chooses. A Join Query can be performed on the
DBMS stored on the lookup point 104 to 15 obtain the list of clouds a user
canoif. A SUIEOSKE eavfBatheridrthit oh i tebkuBOBbiNt L 0A%S Eshaten
to acolandtr4performead@pted heilgokupusipgifetmerd-byrmatching the eletshges
name an ﬂo&(téosngllgsg Origl\éitéantg1 n fE’??SsV‘{QrEd' A cloud 130 can also be

privayteﬁ/] manayée and an exarr%p e of this is shown in Figure 4. For

simplicity, the same reference numerals have been used to representthe
same itert¥ 2048 BRBIVH M elguree 30RO ERIE YD 1% SmtiiatdPoidug'tagoint
Eexcept thatrtihedioakupqpoifihisvlecaiedfamone. of the aloudndevite $oiidhis those
casg a deyice of eptity B. In this arrangement the lookup point may manage
both the one cloud, or else multiple clouds. Unlike the cloud 116, entity B
should have a registered URL or a fixed IP address so that the other entities, .
A or DG O5 R AGHLEK e TaRU BT TS SO BET, et
interaiedintadhecsahecspftwardastis rhnninglthecliouenT hié relationshipld be
betwsen %y@sagq)@%&t'Hg%lweum%yg&&dasgﬁgbﬁg inith LefeIenCgile 104, any

Figures 5(a) to 5(c). -18- In Figure 5(a) a device is able to create an entity.
1lon@sssii Entityss Geutedsie Moy demABLtmt HYEYEs to a loud) then

functionality can be added by linking to the entity software objects on the

device. |dthivdxarmpie: ddeal whjcct rtSgwnhtheathevicead!B6si satidel tdlamit can

entity, 135 By creating airivalehiget L3&hat inks packde.dhe reabobigrl if the

134. 5 The end result is the entity I. Multiple entities can be joined to create
furth&r RHideth Figure 5(b) entities I, J, K and L have been joined to create
a new entity M. There is no limitation that the entities | to L must have been

created flofia Sirrglecdiebicecorssamphe, BRI Moy teprosehtriogint 104

15levigesjained together tocreata pisloudieat farkGloudsiojeadtegethaentaookup
Creaf)toelr;[p ?04 to connect to a cloud to perform a join. The lookup is performed by matching

the cloud name and optionally the invitation password.

A cloud 130 can also be privately managed and an example of this is shown in Figure
4. For simplicity, the same reference numerals have been used to represent the same items

20 as shown in Figure 3.

This cloud 130 is similar to cloud 116 except that the lookup point is located on one

of the cloud devices, in this case a device of entity B. In this arrangement the lookup point

may manage both the one cloud, or else multiple clouds. Unlike the cloud 116, entity B
should have a registered URL or a fixed IP address so that the other entities A, C or D can

25  find it to access the lookup point. The lookup point can be integrated into the same

software as is running the cloud.

The relationship between devices and entities will now be described in with reference

to Figures 5(a) to 5(c).



10 cloud M. Alternatively, the cloud or two devices and two clouds joined
together to create a cloud, etc. An examgle is shown in Figure 5(c) where
Entity Xis created by joining entities M and N. Entity M is comprised on
entities I, J, K and Land entity Nis created by joining entities O to R. Figure 6
shows how objects work to create a single view across multiple devices. In
15 this eXahiplecth@re dreithie dbie @ E36, LAY and a2 it hAV e Bisar{ic» by
joineaﬁ@gﬁt@elr devieseate adm;dMélfthefﬁlagectlahr%e iypesiof mbg'ﬁgtsgi fhe entity
Figure 6: Real abjects, 146, 148 and .150; Virtua ject 154 and 156;, . .
RS e 8D B0 T, T e TR el Sy, By 1
150asecdetearoijetis ancthtidevice riebitad Hnda ligkybapeetiveleaintivee 134.
Pbjeats allpwaccass tadata and functionality from the device. There 20 may
be multiple real objects on a device, each providing a certain type of
functionality;Fxamples of replohiects arerFile Browsen: Mlows-aseessdor | k
files and foldgrs; Mail Browser - allows access to email content and
funéfiddalityc CefeiiagIBrowssr ¢ ambwaitdteddits damniiaiairoshe Shesptss |
- allpis Aceess O phisiccantant Vaice: madile FallowsREcesstordemiGepresent
microphone angd S%et%kee 1 for YOIP, Videp Streampr 1 allows 29 8CCesS 0 ¢ the
video conten ;](O,‘lﬁa module < aflows tex messaging; ﬂﬁédla layer Remote -
1Gallogksureihotdtemntralofle devites mediziplayel rRerwtl AppticatiohcModedec a
- allgwisy, lemote %B@@QQHO%M RgaRG INteIRRlIERL AdvRItisamant Madul& dties
has cloud user specific information and can reach out to the web and pull in
adveri8e Mentd BARKIAYRIBHURS <3t8fed bahRKIEISHTAISON & SSREedavies ns
andepettorts>tRansactions remotely; 30 Printer Module - allows access to a
printer from the cloud; Panic Module - displays panic alerts from another
device.; W@De%%ﬁof%?ﬁomgﬁfékl%é %d&lﬁ PRIVEE Wﬁﬁiglkev‘réa’l:&‘f(ﬁ,fﬁﬁﬁ@%t@evi@&.f In
existing FTP servers from the loud; update module - allow updating o
1 B G ROR 0 SRS AP e Gy AL A BebBbd i ATSOAys e c
appticationcoverltie dloudarDdtabasesmbduiets allbigudataBagebiccess@udh and

th_e P&@,Udi_réélﬂ?@ Amersmodulg Iﬁ?ﬁ%%té?_‘%?e@?éﬁ%{ i?&?ﬂ@z@h%}'ﬁd%ﬁ 168.
Virtual objects 152, 154 and 156 are the objects added to an entity 135, 170

and 172 Jhat link to the eal obiects 148, 148,84 130 feSREsives, B hnd 142
virtual object inked to a

respectively. These objects allow access to data and functionality from the device. There

20 may be multiple real objects on a device, each providing a certain type of functionality.

Examples of real objects are: File Browser — allows access to files and folders; Mail

Browser — allows access to email content and functionality; Calendar Browser — allows
access to calendar; Music Streamer — allows access to music content; Voice module —
allows access to device microphone and speakers for VOIP; Video Streamer — allows

25  access to video content; Chat module — allows text messaging; MediaPlayer Remote —
allows remote control of a devices media player; Remote Application Module — allows
remote application viewing and interaction; Advertisement Module — has cloud user
specific information and can reach out to the web and pull in advertisements; Banking
Module — stores bank credentials on a safe device and performs transactions remotely;

30  Printer Module — allows access to a printer from the cloud; Panic Module — displays panic

alerts from another device.; Web RSS feed module; FIP Server module — allows access to



real object can have individual preferences set. This allows one virtual object
in one entity to allow access to different data then another virtual object from
the same real object in another entity. In this way, different folders may be
shared in each of the entities from the 10 same file sharing object. Remote
objects 158 to 168 are objects that are linked to virtual objects via data links
17455985 Eots BHete1 88 (16 PhiE UL o Heddss AMurrgbe A RFHhOC
another entiyoan thgdguaolitie suifiaceotasremotecatjeghanta Wkitathe cloud;

objegt i%identicdal:%;o_nla){1 the underlying 15 commuynication mechanism is
diffarae ity T35 RS AGAnea o oo Tad: TEHT1NG WhIGH Vi fhas — aeces
underyingeogimimieatiorndmechanisms allows access to the real objects

146, 148 and 150. Similarly, entity 170 has access to objects 154, 162 and

5164 Whicﬁij_xtialthlaeundﬁrjyiﬁgaﬁdrrﬁﬂ lafdcmicljjmeelfh@mﬂissmaﬂﬁwﬁ ¥cdessida 172
the geal gbiects 148, olo‘,‘e%tsa{l%,%ﬁg-a&”%@%%l?r&_‘év”e‘igy {4 N8RG58 Wiked 10 a

objects 156, 166 and 168 which via the underlying 20 communication .
medHARTYATE AN artisds ¥R FastoBjectss A6 B4 aiidasthicFhig one entity
fungtanalityaed acagasdmethedaiiowgach phihegatites:13%, hil and i in
to have access to the same. functignglity and data using a,single view share
ot RS SA BEbS Mot 1D A T Mo Ry Do e
1Ganothre typehofiahibrscwhich is the metaobject. This is 25 similar to a virtual
object except that instead of linking to a real object, a metaobject links to
other objretsia thpsane entity theljakechabjedidan itselbe @remotedata links

objel viftual. blects.or piber metachieats; Lorexample 8, 3andRIONC ver covy
meta-object coul BeJlmp emented using a real object-virtual object pair,
whete Hfeckast object is only active on one cloud. In this example a cloud 176
has been created between the three entities 178, 180 and 30 182. The real

object 18vhonutievéces 18_6rﬂrtas &ﬂa’c_ém &hhnedrwiiﬂrbtﬁ\@rdgwxﬁﬁﬂ;\dalsthhevmﬁtdaiying
1:0bjegt A8 S MEIA0RIGE! 1 8HINKS toile reqaole oRIect 19012Q- (EBerearg;

two remote metaobjects 192 and 194 which are identical in functionality to
norifiaicheriiches BRjsdre s 90 RN ot HErE et 88 DIStaiRgeRSObiects 146,
funatignality Fndsidatalfremisenoteobjeets 19U b[dke neal oblecidl85 ebliainsiitshe
fun%ﬁ%@ﬁ‘}'f&%%&%g@}%;&%m mechanisms allows access to the real objects 146, 148, and 150.
And again, entity 172 has access to objects 156, 166 and 168 which via the underlying
20 communication mechanisms allows access to the real objects 146, 148, and 150. This

functionality and access method allow each of the entities 135, 170 and 172 to have access

to the same functionality and data using a single view shared across all three devices 130,

140 and 142.

Figure 7 schematically shows another type of object which is the metaobject. This is

25  similar to a virtual object except that instead of linking to a real object, a metaobject links
to other objects in the same entity; the linked object can itself be a remote object, virtual
objects or other metaobjects. For example a standalone meta-object could be implemented

using a real object-virtual object pair, where the real object is only active on one cloud.

In this example a cloud 176 has been created between the three entities 178, 180 and
30 182. The real object 184 on device 186 has been shared with the cloud 176 via the virtual

object 185. The metaobject 188 links to the remote object 190.



real object 184. 5 The metaobject 188 contains additional logic that is able to
create additional functionality not contaipgd in the object(s) it links to. A
single metaobject is able to link to multiple (potentially all) other objects in
the cloud. Examples of meta-objects include: Alert object - watches one
object for a change and acts on another; Virtual Folder object - uses a File

Fetcher JREEET6 HOd At D FERIERSE AL Ay Bata davisalts tHecUnmalisy to
folde@magautamat@aﬁycmooa@tdot sobaakip docatior:, mdotﬁmeg(&mﬁtﬁm@aaaty and

mohjl eV|ceW|hI| It(i/l e space t beu ‘? aII
%I ? remo Eneec% o ttaceh ch)j ecrI Il%m?( tSs un tryo d data from

unlimite oto stora ect he'f jects
andfaﬂrﬁhj%tij%‘ct to implement a Send Mail action that can attach files from
anywhere in the loud; Backdoor Object - allow access to all cloud objects to
implemeta backdpor f@$815cﬁtlf@]nh9gﬂﬂit&q1alr%’gﬁntﬁaﬂﬁsthélsoﬁmmtepﬁﬁi'ﬁional

Ale@ug)clgtbecaﬁltizl W&%‘Htﬁﬁ‘&f(fn'\’t?d(%’b%cgglﬁ%ﬁs@osy@s t{%@%&!&g €ct 1s able to link to

simultaneously alert other devices. Figure 8 schematically shows the
relaﬁﬁﬁ%tﬂpﬁé@t%%haabﬂ@%%%bjgeﬁl%ﬁy object contains actions. In this
example, object 194 contains actions O, (ii) and (iii). The meta-object 196
also contaiasdetionsaiv)obyocandcvil: 20cThebjgse-ofvactionswitiviebjéots ishange

now, desaubed withdeeranes:tabigwne O Adaud pAd8 has PEBRCTeAIEE o virtual

between two devices 200 and 202. A virtual object 204 has been added to
1ntitg'sefromta Pl bhiatthes Bh zﬂlé%ef%éa A et 220°Ad8 Bekikup
addledat@lentﬁy 206-omdeyieca200biEhe vieakod)¢6ti20 8tcogtains dwdsaatiorsused

O and| A fesRAclions are avallaple, A}thﬁ yirtual qbjech 204 as fviand ..
(vii) and on the remote P28 object’220 as (vi) an VII ). An instance of action is

createditariisebistaetiomn oandeieed 22 thrden Hstarieestoh Altorei}oikise in

remotecRRied.220 havsibeenicreated as @itdrii)BRds(RiliAsaR: LXAMRIS: for
he Ob‘é ct |s a "FileFetcher" a {d the CtIOI}\ EIF”e"t en %e dﬁ@g

R hred SIS AESTE Rie T qUiaSts sy, prﬁ ane (ol eaction ¢ ij%lﬁco fegtcodgeets
on entiy226i80ymapstéaectiony (ontbbjdcti2®4 on entity 206. This maps to
action (i)on object 208 on device 200. -21-

Figure 8 schematically shows the relationship between actions and objects. Any
object contains actions. In this example, object 194 contains actions (i), (if) and (iii). The

meta-object 196 also contains actions (iv), (v) and (vi).

20 The use of actions with objects is now described with reference to Figure 9. A cloud
198 has been created between two devices 200 and 202. A virtual object 204 has been
added to entity 206 from a real object 208 on device 200. A metaobject 210 has been
added to entity 206 on device 200. The real object 208 contains two actions (i) and (ii).
These actions are available on the virtual object 204 as (vi) and (vii) and on the remote

25  object 220 as (vi) and (vii).

An instance of action is created to use an action. On device 202 three instances of
action (vi) on the remote object 220 have been created as (pi), (pi) and (piii). As an
example if the object is a “FileFetcher” and the action is “GetFile” then we may be doing
three simultaneous file requests (pi), (pii) and (piii). Action (vi) on object 220 on entity 226

30  maps to action (vi)on object 204 on entity 206. This maps to action (i)on object 208 on

device 200.



The action instance (ai) on device 202 maps to the action (mi) from the
remote meta object 232 on entity 226. Agtion (mi) maps to the action (bi) on
the meta object 210 on entity 206. Action (bi) creates an action instance (bii)
of the action (vi) on the virtual object 204. Action (bi) in this example only
interacts with a single object, though it is possible to 5 interact with several

action indBREE B ATFE AL SISIASBr THB <A tbfetimPHEHsRbfRete meta
integrityd |m<5<ﬁ1eaert§aed6abwertqﬁeta@'patmtssmg@nttty wﬂlkmweeeob,ect 210 on

described with reference t a In this example, the e ar

entltlelﬂs 2%? érgélo 2@8 anc eﬁﬁ 1(gltve or?ﬁ@c? gﬁé ogcdéBsz at |nc “a%ls"‘é]e“
looktp e‘Gﬁ&ﬂfQQt?@.lAthh?egfﬁt}k ﬁﬁk{ t@teerabnetheadseglﬁ 9l 24 0pgDit IEPoaiHele to
254ithatcanmpletessitsielinking @lhentities,10n%30, 23& M apd242

together. As shown in Figure 10(b), if entity 236 goes off line, then a new

integriy I 625 esipblishaReiienn eufiles. s 30 and ad& LLAIRLINR, 1.

remain unaffected In theé same Wa% the links can be used to |0cate 'a new

devikectbstwishedtstsrinddtite ¥ @lodd. Wit reritethcs ty Figureticsclotd3S,
2602 established hetween-entlias 238 (24 thddland 242 rptegtrrtydmks BhA&yity

250 an d 25 bet titi ntit 236 comes
conlrltrec foeﬁt%gi |sése) %[\:l;)% Eed[}v% h2 Qe ogoztj{p?bo%mfféeslf CICZ%BB re q"llljleestétles
1the 186k2A% iU BHop tatdocatichofrclo by 260 O Phetlooky @3@)9% 2fgine, then

detgrmip %?te@lﬁ& entins @38 is theregistarad.aland 200, coniact NI S HRE remain
oint 246 asks 264 entity 238 if a connection from entity 236 is

lookup

pen’fﬂ%@%f& ‘It has also 20 transferred location information about entity 236 to
entity 238. If entity 238 replies 266 that the connection is permissible, the
lookup péirth2agreommibnitzies 267 with ertityi 236 thecideatieh ofentipyconnect

238:A cpnnestion h4-irdhemigstablished betweean st 236 and-eiity 283240
ntit nd enti len nd verify each other descrlbed in
urthédzggt % éro%{%éssﬁy’ '};é %%Sﬁagxll clold egtgt%% itSiTiation updated

by copyln[g the information from entity 238. The update information is a
synchrorliz&tiéh 6GrreatatoRiBftAs sthetienatl iferibRidehd tha rdegfipureint

memwmerﬁnﬁ{@laaatatqﬁeupda&%(m@@mg 1he fonlinel anadovestfias.gtadus Ohe thekup
other e”%ﬂ?%é{‘e}h%e%'t ud) allows.ent 2%%%&“10 re it S'%%AP&Q t% eéookup
mteBrlty ink circle an What S ava|Ia oitont entlty 3

andr242 4ablisRo4 pew 238 if a connect1on from ent1ty 236 is perrn1ss1ble It has also

20  transferred location information about entity 236 to entity 238. If entity 238 replies 266
that the connection is permissible, the lookup point 246 communicates 267 with entity 236

the location of entity 238.

A connection 254 is then established between entity 236 and entity 238. Entity 236

and entity 238 challenge and verify each other (described in further detail below). Entity

25 2306 has its cloud status information updated by copying the information from entity 238.
The update information is a synchronization of the status of the other cloud members and

the list of cloud members. This status update (including the online and verified status of

the other entities in the cloud) allows entity 236 to know where it slots into the integrity

link circle and what is available to it on the cloud. Then entity 236 and 242 establish a new

30  integrity link 252 to complete the integrity link circle.



30 integrity link 252 to complete the integrity link circle. _22_ For increased
security, before a device can connect to ay cloud it must first register. This
will be described with reference to Figure 12. Using their device a user must
enter registration information. The registration information can normally
include: a username and a password. 5 In this example, device 270 ,
establishe $E6HTE CHOR 272N HEISORGF YOIt 5720Y Alag istPanibfirst register.
mes”age s Iseadsonesdtheic arpratio mATiZ.eontainisngy rbgistiatienusernamenter

saltedlhta%h of the re istra{jlgn rgassword; gfln'l%ue identifier fOﬁ the 1dg{v.ice' and
registration mnrQrmatton. € 1Strafjon mrormlation, can, norma m ¢; a username
local hetwork ‘address information. It the registration is accegtecf By the

lookug piAT274 then the following information 10 is returned 276 to the
device 270: master key 278 used to unlock the cloudy application
jnformationshithisamgpledesicd @vitesirfinimationydevisce25ecuirltytkdyskup point 274.

encly Qégi‘étﬂk‘?oé)’r%E?!l%e'ﬁ?Xé&' ond ipfo E@%Eé?@énc@fédcéﬁ%ﬁﬁg; KEYS)addlusername;
cloudy dpplication is tinlocked on the device 270 by using both’a locally
stor@ge%éwgé fifessHater ReavESthegavidsodfer tvs fokiirpant Setagovork
informmtiomtbahisdhe 15 master key 278 which is never stored on the

device. The use of security keys when an entity joins a cloud as described in

Figure 13ewill 0o RS, AESEHRE WIth (RISEERCEILe FIgHIE, 3. MPIOHE 28 {Siion

established between devices 290 and 292. Device 290 contains the following
e ciirisitetmdtisheIdadcs rinBaita Rey Soned Sokals Potht papfle gficaton

296inRrivatekeyh300¢1Ritslidckey B0 nandnPablic: keyun364ke2Q Elawsted file system

syn](rygtcrlié:%i key 294 is qu@&%cc)gglyy f{:ggs?ted sequence unique to each cloud.

All ofthe clou speciﬂ’c portion o% a data message is encrypted with this key

294 compined with a randomly created seed that changes at timed intervals

and is difféfent ot BRI SRR R8s bEH T flivtiier detlirbBroRy Withocally stored

refekenz® toHdgukesr 15}, () dnddd))l thodkeipypomtpublid key:2@6ds used the
140 cgmgg%ggg wiithy the lookyp. ppint 298. 26 Private key 300 for device 290

is used to unlock messages sent from other devices. It is only used for initial

integrity [}nk esta Iishrge tas st\]/mnmnetric.al k? s are ecf<ché?n9%j ‘99%[3% re 11 will

integrity K SSADASHIRERD ORI B8y 405 1Ot ViR 296 - RaRuSd Bure 1T W

trusted batitiexibe! with reference to Figure 13. A cloud 288 is established between devices
290 and 292. Device 290 contains the following security information: Cloud symmetrical

key 294; Lookup point public key 296; Private key 300; Public key 302; and Public key 304.

20 Cloud symmetrical key 294 is a randomly created sequence unique to each cloud. All
of the cloud specific portion of a data message is encrypted with this key 294 combined
with a randomly created seed that changes at timed intervals and is different for each entity

(described in further detail below with reference to Figures 15(b), (c) and (d)).

Lookup point public key 296 is used to communicate with the lookup point 298.

25  Private key 300 for device 290 is used to unlock messages sent from other devices. It is
only used for initial integrity link establishment as symmetrical keys are exchanged during
integrity link establishment. Public key 302 for device 290 is handed to trusted entities so

they can communicate with device 290 during integrity link establishment. Public key 304

for device 292 is received from device 292 so device 290 can establish an integrity link with

30 device 290.



they can communicate with device 290 during integrity link establishment.
Public key 304 for device 292 is receivegsfrom device 292 so device 290 can
establish an integrity link with 30 device 290. -23- Device 292 contains the
following security information: Cloud symmetrical key 294; Lookup point
public key 296; Private key 306 for device 292; Public key 304 for device
292; and 5ﬁc2?<%§70§€?2‘lfotP8@9)?8@1296?%%‘@H%ﬁﬁw%0(§ﬂbd2@?f@%{€ﬁal key 294;
contaiskfiyrthenkeysiwkic e areromitiad;irpthisoexampeleod famsimplicity: ot aceice
described in further il below with reference to Figures 15(b), (c) and (d).
Devglé%? éﬁdoliglggr%tl{gr%geﬁr? er of 6t:r%(séloud 288 and only contains: Lookup point
public key 296; Private keg 312 for device 310; and Public key 314 for device
310. The'TEOKEI Boift*288 Cofitaite 8L Pdint pUbfie key D86 dhdidorup'e
Joirfbr korpliviate key3d6cBased wnlihedetalid-2 88 deseribedcintd-igyte:4 B5the (c)
metﬁl%d@f device 310 joining the cloud will now be described with reference
to Figure 14. Firstly, the user on device 310 enters the following information
into the cloudy lication: cloud name (C); cloud invite number (I); cloud
ser a0 IO EAF TS LSNPS BT FHS HeURE o i sah e
to IdekdpopbintI8yadjaifrlotkisp Thessddridentaitingocldudnaime (C) and
invite number (1). The lookup point 298 searches for this cloud and returns
332 the unigue riipbidentiesdarthe cloug. Jhe davicekdladhensendsup3doint
1R corrmectL%n gcf(guest for this entity ID to the lookup 20 point 298. Lookup
poirﬁ 388 Sends 336 a connection request to entity 290. Device 290 replies
338 to lookup 298 with a connection accepted message. Lookup point 298
sends 340°td device'31 AT hirabractiistan Mdbsayd Wk iesice Qg0 idhe
devite:3 JGlestablishkartenredtioride: mifsty,edavice 310 constructs a join
message to send to device 290. The message is self encrypted using 25

hashed vgraions ofCor UnFiand | 800 &LRANGR M E6QMENEE (R)iRE VIS @R0:10udy

checks the join .y
application: cloud name (C); cloud invite number (I); cloud user name (U); and cloud user

15 password (P).

The device 310 sends 330 to lookup point 298 a join lookup message containing
cloud name (C) and invite number (I). The lookup point 298 searches for this cloud and

returns 332 the unique entity identifier for the cloud.

The device 310 then sends 334 a connection request for this entity ID to the lookup
20 point 298. Lookup point 298 sends 336 a connection request to entity 290. Device 290
replies 338 to lookup 298 with a connection accepted message. Lookup point 298 sends

340 to device 310 a request accepted message.

Next device 290 and device 310 establish a connection 342. Firstly, device 310
constructs a join message to send to device 290. The message is self encrypted using
25 hashed versions of C, U, P and I and a random sequence (S). Device 290 checks the join

message, and if OK, the device 290 requests information about device 310.

In response, device 310 sends the following information to 290: Public key 314 for
device 310; and EntitylD for device 310.



message, and if OK, the device 290 requests information about device 310.

In response, device 310 sends the followjpg information to 290: Public key

314 for device 310; and EntityID for device 310. 24 Device 290 receives
this information and replies with an invitation containing: Cloud symmetrical
key 294; Public key 302 for device 290; and EntitylD for device 290. Device
290 and eV 31 bF edtabibhi i mtdgAG irikPART R @ duddiat s Hpgning: Cloud
synefirattizea asezahisdink. Statestinfarmaton inaltdeslist ot the FotitylDs
for each 5 member of the cloud. It receives the online status of each cloud

entity. Clpud econds.arasynchronizedidhese;recardsiconiaincloud, entifis are
and object information. The cloud record contains a list of the entities in a

CloudPSE AR AL WH T Ui s prOUS IR TE0] HHEfTbAr Fe oS [UH Tl daErch

Eentityyrcostainta listof ﬂﬁ@eﬁhﬁ@ﬁﬁé@hﬁhatsmemﬁemﬂhSCW@cﬂl egﬁtihejkbi&pl@mrqs are
”arﬂ}enfc%éﬂr‘z‘eﬂle&k@?rfeI&QSOPAE&M eqords &Qtﬁla% fan e%j&toﬁi%%%ﬁa'”rﬁ‘e“é%ud

10 of the classes the object supports as well s the available functionality

typeecorheyiriehrohisatiohe f8eriicidedotieapotsicr el forssie/ Besr clddloud
entities: e thisravayrentite3hQ-raceivasdhe publicikeydore iityn20A sebthat well

entities 310 and 292 _can create an jntegrity link and complete the integrit )
ol e S EARCTRRE L BOIKY LS B EORPR (bR et « i
1(secafitheinformatiorkiCloudrsymmatrical ke y2didble 15 Prvaliey keaye800 for

device 290; Public key 302 for device 290; Public key 314 for device 310;

and Publithkey304-estidevice 282D endga2RX sortains thie-fellowiagisecurityhis
information: Cloud symmetrical key 294; Priyate 306 .for,devi 2;
P e O R e e
302 it S 3ond 20 TR B ST eEtitaifs: thestsl bving see dritfitaforisation:
Cloud symmetrical key 294; Private key 312 for device 310; Public key 314

for devic®31E; Plbkhokey 30Zfdrdeyiceu@9tnandiRoblicikelysgdhfoicdcuiced4;

152921)11&5'?@&%6% l?&e&\%cfé%b?ﬁ;}ﬁE‘ﬁMQP%Q%?QéQJ@§9i5}t§9t§ﬁ¥.1‘<‘é§°£%4 for device

between 290 and 292, during the synchronization between entity'310 and

2903 Ehfity B1bligindHdvedsrds 25 received the public key of the further
entity. In this way, if entity 210 and the further entity

Device 292 contains the following security information: Cloud symmetrical key 294;
Private key 306 for device 292; Public key 304 for device 292; Public key 314 for device
310; and Public key 302 for device 290.

20 Device 310 contains the following security information: Cloud symmetrical key 294;
Private key 312 for device 310; Public key 314 for device 310; Public key 302 for device
290; and Public key 304 for device 292.

If there had been a further entity positioned in the integrity circle between 290 and

292, during the synchronization between entity 310 and 290, entity 310 would have also

25 received the public key of the further entity. In this way, if entity 210 and the further entity
wanted to share data, rather than relay it through entity 290 or 290, entity 310 and the
further entity could establish a direct integrity link by conducting a verification challenge

and request and transmitting data traffic over that new connection.



wanted to share data, rather than relay it through entity 290 or 290, entity 310
and the further entity could establish a djeect integrity link by conducting a
verification challenge and request and transmitting data traffic over that new
connection. -25- Further to the cloud symmetrical key 294 that is a static key
and common to all entities in a loud, further dynamic keys are used to
establishtiiagTity fhkslart wwresetahte ddtaththis villHeowBetbsemsay to Al
withergterence tadniguieshdbdnatelrangs(dye Referring dirsthoifriguire LH(OMH o
the integrity |ink challenge and response method, 5 includin change
il R R T e s S I R R
between entity A & B. On, entit}/ A: a randomly created sequence is generated
(and at itEVATS rigeieratets) FOP Rt CHSHENGE cEifeaReAs thes hitaYriEgs hod
dynaticike kel hisdntegrityild yioante keytdubednasha symipielricalikey-ABlink is
600eﬁ§ﬁ&991§%§@§£¥%@?&§!@ the public key of B 304 and this 10

n

encrypted version is sent 604 to B as a challenge. On entity B: the challenge

is received and decrypted using the private key 306 of B; the decrypted

vercion PABEDG: SHBTHER KGO8 I 26 A T W B e By i<
usingrtbrelpdilierceyc382 bfrAthna the rebpemsekis.séhishaek 612y tondc. [Onis used
entity ﬁé;&ﬁ&é&é&%?@\@ repeixgd @6%@9&%@%&%@9&9&% ivate ke¥ 30 ofhis

A; a 15 comparison of the decrypted data and the original AB' 600 is made
1 naeaReteRemager i Ak & AdrilsBsss validated; an accepted
message 616 is sent back to B. On entity B: the accepted response is
received @ndrttie nkhisdndrkediascedcabted deThisetiodths foiventityy AGo of B;

chalienge ity BsiTherenis alsp ashallenge fiam entity 3 19 &BHYA NG pted
same_ way, but in this case the jntegrity dynamic ke)(éused is 20 BA'620. This

methidEi& SRAWA Y PIgUYE L 810) Y a6 igifdl eraiénge teceived on B
will trigger a counter challenge from B if B needs to verify A. The two

challeng&¥ caftyotcilie sinraieme sissiycOnesl ey ired grimelmk PromicA o Blaid); 2
1frondzfaAds marked-asecrptesithenthedai channeleventhiatdinkiss made

opeged. The il sale s hown o Figyre Lsfbj) wnere, 75 e above
process is tepeated’ar he fiest Ehafienge &iele (for' éXampie, every 10
seconds).

On entity B: the accepted response is received and the link is marked as accepted.

This method is for entity A to challenge entity B. There is also a challenge from

entity B to entity A in the same way, but in this case the integrity dynamic key used is

20 BA’620. This method is shown in Figure 15(b)(ii). The original challenge received on B
will trigger a counter challenge from B if B needs to verify A. The two challenges can

occur simultaneously.

Once an integrity link from A to B and from B to A is marked as accepted then the

data channel over that link is opened. The final state is shown in Figure 15(b)(iii) where

25  the above process is repeated at the next challenge cycle (for example, every 10 seconds).
There can be a temporary overlap period during which the old keys (AB’, AB”, BA’, BA”)

are still valid for the data link. During this ovetlap period both the old and new versions of

the integrity dynamic keys are valid. This allows the data-link to remain open during

subsequent challenges.



There can be a temporary overlap period during which the old keys (AB', AB",
BA', BA") are still valid for the data link. Quring this overlap period both the

old and new versions of the integrity dynamic keys are valid. This allows the
data-link to remain open during subsequent challenges. -26- The method of
encrypting data traffic between the two entities A and B will now be
described Fithcrete s 16 Eg dre: 1BEEY. PeREcelolia BesTsiith Send st prw be
frondeatitydAvien esttityhBe Arrintegrity)link has been established as described
with reference to Figure 15(b) so that entities A and B have 5 exchanged

integrity gypamig keyisshoreashclondihat SRtAIS AR, Of HISAY Tink has
randomly generates a sequence R that is used for sending data messages.

Thid SEqEhEETS dABIABL WL e SRiid Stagiee SymmietHtaREg e Agnd B have
Pprodude(gAl B5Qriey dewrdatadynamic symmetrical key. R and thus CA' are
regenerated at timed intervals independent of any challenge-responses

occurringiol QN Gty @i Messagerisstarted.0a6mR i RAsEyRted 892 R

using AB'60Q and added 654 to the header 660 of the message 656 which
conti AREHSEETH I For AT, B 1o Bh ey MIEE 66 LN A BB 1 i

addedhtocthieblody 662> ofdnre $saged 656ndhelmedsagecisyrsent:663<fonk endityhus

A tacentity B, Qn.entity B dhe message s eseiver; thebeadet 880.18,ccurring,
decrypted 650 using AB" 608 15 and R' is extractéd 692; cloud static

ymmetrical key G 294 and R’ are.combined 694 to produ " 650;, CA"
EL0 T uodh BO i e HiesetBe Ly A5 ST Bty 00 s i o
D. NédprbpRioptihvizatibm Eifovishe fleertectse sehidh theisaded tosted] Bfegmation; D

remgmbenthe cheadss. dhtbeymessage headeols he samesfr.seauentialssage is

messag6es between two distinct 20 peers a flag Is set in the header to signa
that SREYELIHIBHIGH thi S84Y Entity B) should cache the header. The next
message can then have a flag set that tells entity B to use the cached

header. PersttyBwisheestecs éntaress dtrelsctdean @rtie et elSevas’d” 008

13nembeR of ther-sameslaud.eatity A uarsihe isameyalue R that wasuseddn o
Sengrlg ugge(,sgg%&?, @Ae’n&%/ithsed 696 to decrypt the message body 662 and extract 700

the data D.

Network optimization allows a flag to be set in the header to tell B to remember the

header. If the message header is the same for sequential messages between two distinct

20 peers a flag is set in the header to signal that the recipient (in this case entity B) should

cache the header. The next message can then have a flag set that tells entity B to use the
cached header.

If entity A wished to send messages to an entity C that also was a member of the

same cloud, entity A uses the same value R that was used in sending messages to entity B.

25 For simplicity this example has been described with entities A and B sharing only the
one cloud. If entities A and B were both members to a second cloud and entity A wished
to communicate with B, a further separate random sequence R would be generated and

used when communicating on that cloud.



25 For simplicity this example has been described with entities A and B
sharing only the one cloud. If entities A apd B were both members to a

second cloud and entity A wished to communicate with B, a further separate
random sequence R would be generated and used when communicating on
that cloud. _27_ The process of joining a cloud will now be described with
referencd 16 Rigfisre AlS @y trerbivd eritiresAe mlardes s frdrissr<of e 15@
samehelau dradtids g \reaah allengeaneach dihesnand excianged symsnedriaah other
keygr.l thci%rpeig,sinﬁg;leetpgaqq{%sss of joining the loud. Entity D has received the
invitation c%ntaﬁnlng the pr'Iic key of entity C and the static cloud key and
has sent its’ public key to C in the join request. A challenge has been = =
performedSiicbelSdRuilly BHEE fAPB Fat EX8algey it Wrdhsidovitation
Symmetiicat KeysuliEntity bY isviiytheupt ceesstofdeqliesting! the public keyliokB; to
fron&%ﬁ%ﬁgg{[gf%g 10 challenge B and complete the integrity link. The

methods of regis 1?ation, joining, departing, creating a cloud and sharing

content on a cloud are controlled by application softw that is installed on .
ot Qo S oty 5 TR, s B Mo o e SeB g oo

the dnethods desoribektgbove. Examples of suitable programming language
for this application software is C++ and Java, 15 but any other programming
environmediyayiie useskiisiead QuidiadditiopIhiguee dosshowsIRe MAIR can
1 Osoft\%%g m grll S gf trlle(%es%twaere. T.n software is divided into three parts:
Grap icarUsér intert ce{ L]Jrff %8, which is the user interface; Core 402,
which maintains security, device connections and clouds, and is the basic

engine thiEt® BYEARES AndaitikS ehtitias caAtPOASCEECAEH, MitfieR dybpharing content
functionalityidad datartdentitieppkONevvdapplications canbel cseated lyvice and

Chaﬁ%&!‘%m&n@%‘ and the Qbjects, For, example: File %h aring By é‘edsgriﬁ‘o%daaﬁLeve.
fetching lB)Ject that can show and access fol ers and AIFES; Messaging by
addifigrarthatt objeblethmeaions olhectesster thisepidlirricusafesite afothepd Java,

1V oicQvehinte st Rietacal (MOIR):Mynadding.aiveicabjestthatsan send
voice data from an attached device; and other applications.

Figure 16 shows the main software modules of the software. The software is divided
into three parts: Graphical User Interface (GUI) 400, which is the user interface; Core 402,
which maintains security, device connections and clouds, and is the basic engine that

creates and links entities; and Objects 404, which add functionality and data to entities.

20 New applications can be created by changing the GUI and the Objects. For
example: File sharing by adding a file fetching object that can show and access folders and
files; Messaging by adding a chat object that allows one device to send messages to another;
Voice over internet Protocol (VOIP) by adding a voice object that can send voice data

from an attached device; and other applications.

25 The design of the software is shown schematically in Figure 17. The core contains a

Main Manager 410 that creates and initializes all of the subsystems and clouds.

The OSWrapper 412 is a software module that communicates with the underlying
device. It provides encrypted file storage and a library of possible objects that

new/existing entities can use. The OSWrapper 412 is used to create virtual objects and



25 The design of the software is shown schematically in Figure 17. The core
contains a Main Manager 410 that creatgs and initializes all of the
subsystems and clouds. The OSWrapper 412 is a software module that
communicates with the underlying device. It provides encrypted file storage
and a library of possible objects that new/existing entities can use. The
OSVIRAPPEEED-is [RedNOddte Jitulll dfEdEngedss ddreusrecty. of the
Thechiatwarkingh4 bdrisa shitaa e motidies thad snapagesiatt@ftthenk establishment;
commysni%a}fggqg bgtg\é\/gqucgevég%%eg erfighms: entity lookups; integrity link
esté%ﬂs?ﬁnent% iessage refgylng; and'device specific encryption. The loud
416 is a software module that manages a particular entity and jts associated

5 cloud o ek A0 PHEVI TS AT LB IS AR Yo7 EXER U THed
Tlouthdd enpedotms: Tloudsspetifienen oy pitonioditut stattiscByrdchibaiziationt1 6
Cloyd record gynehronization: Qbiect and actign messaging:.and Cled record
mte%rlty link mamtengnce. Ther? stance of the loud 418 shows the layout for

a SifpIETeRHd Sh Gt eciThe O3V Eapisel 120 N EhtalHEHirsetA ffom
the main manager OSWrapper 412. The 10 Entity Networking 422 is

obtained frorm#dete Olotd 42443t Ehethes imstance dbaacioudaindgedthy dhece.
maifyMRNREELAL Ol containg the.same software As.laud €1oud 426 1913 The

cloud that is built on cloud 424 that is an entity on cloud 426 is in fact cloud
10124 el roretéas elstiacd 2w atiér than back to the main manager

410. The 15 OSWrapper 428 is obtained from the OSWrapper 430 from loud

424. Anydeaved2fon usehdatathiomdloudosderisnagadimaticalpipropaggedl0. It

acressdaudid24g,thisdaclddesiglqud status but not data from an object data
request. The libraries of possible objects that can be added to cloud 426 are

those frop cloug 424, T0p E”EE&M%"A’%L&Q%?@%J%SO;?&%‘{L dof“érf]&"uH‘ ENUIY e
networking 432 from cloud 424,20 Furt er, loud 434 is a cloud that is built on
cloutrag 82 hel s Wfaisfer w3trix! dbtaited fhonbthle © SWrapperger fréin The

15louds4@Gppny elaudistatits tfarmaiswirgipeclouddsdis.auiematiealifed non-

propagated across t ud 426. A zﬁin, the libraries of (?EIS“)‘I abjects tha}
1 ; |
Cor 8 SHAGEDES A A 4G O WSS 6 T iy NBNoARIRp.
status but not data from an object data request. The libraries of possible objects that can
be added to cloud 426 are those from cloud 424. The Entity Networking 430 is obtained

from the entity networking 432 from cloud 424.

20 Further, cloud 434 is a cloud that is built on cloud 426. The OSWrapper 436 is
obtained from the OSWrapper 440 from cloud 426. Any cloud status information from
cloud 434 is automatically propagated across to cloud 426. Again, the libraries of possible
objects that can be added to cloud 434 are those from cloud 426. The Entity Networking
442 is obtained from the entity networking 444 from cloud 426.

25 With reference to Figure 18, the software in relation to two interconnected clouds
will now be described. There are in total five devices and two clouds. Cloud A contains
devices (in this case they are also entities) 450, 452 and 454. Cloud B contains devices 454,
456 and 458. The links 460 comprise the integrity link for cloud A. The links 462

comprise the integrity link for cloud B.



442 is obtained from the entity networking 444 from cloud 426. 25 With
reference to Figure 18, the software in rejgtion to two interconnected clouds
will now be described. There are in total five devices and two clouds. Cloud A
contains devices (in this case they are also entities) 450, 452 and 454. Cloud
B contains devices 454, 456 and 458. The links 460 comprise the integrity

link for cludd"A TReKS 2B2ESMBrEEPsl iSRS MR fSFEISRPBIenReP 2jfeal
a usgiconddesdce 4. interagtswithclguttB.and datarneedsvie:beEenDE@ia 456.
real.Qbject on device 456. Entit tworking message i nt from device 450
o DR S R T RS v
454) for loud A. Software and links on three clouds A, B and C spread over
five device&%¥® 492 474149 6'and 478\t owPHa bRTribELWitrs 470 472
Fefetence datha Bchiimatiddddtige o fvitiguferch®e ©Olautdisapndprised @fFigure
entitigs existing on devices 470, 472 and 474. Cloud B is comprised from
entities existing on device 470, device 476, device 478, and Cloud A. Cloud

C is made from entities existing on devijce 472 and device 474. 10 The .
ooty T LT eSS o e L5 e Ll dovesd T

hat ¢énh
to devigeikd4irdeviog#7 Gtottevice #YRs afid, fikalty dé¢ickdd24®B devicEldid) A.

Thedpiearty Jink 105.ClandBeis eamprised ol inks 486 dhat Lonnect cloud A

to Device 478, cloud A to device 470, device 470 to device 476, and device

4 to device 478. Finally, the.jntegrity link for claud C is li 90 that links .
W auice aT5 e R anoan T AR I O e Gl IR 0 e e 470
nowbectiesdribadweitd feferdavee 162 Figd20nally thidcexdipldeatherd’drelountegrity

clougs A BifaeB ok Pokloud Hraaniaists HeVvicesaQ, k0R @nd-504 +&daucB A o
contains device 500, 506, 508 and Cloud A. Cloud C contains devices 502

and 804 Fiftaty G308 B Lokt S iRy by Aid Coddredy L i isgrny liok
confprideuh€ intedritp linkdifdr leuaeAl7RinkdbE24orm 20 the integrity link for
cloud B. Links 514 form the integrity link for cloud C. Finally, the links 516

19orm the dategity takifas daudlaAn appiigation ihe. clouds Sekltiference to
FIoYe 20 M08 A5 R RS, e oL S Ss A, B, C and D.

Cloud A contains devices 500, 502 and 504. Cloud B contains device 500, 506, 508

and Cloud A. Cloud C contains devices 502 and 504. Finally, cloud D contains cloud A,

cloud B and cloud C. Links 510 comprise the integrity links for cloud A. Links 512 form

20 the integrity link for cloud B. Links 514 form the integrity link for cloud C. Finally, the
links 516 form the integrity link for cloud D.

An application of the clouds set out in Figure 20 may be as follows: Cloud A =

Boss’s work cloud; Device 500 = Boss’s oftfice PC; Device 502 = Boss’s Mobile phone;

and Device 504 = Boss’s Laptop. Cloud B = Boss’s Sharing cloud; Cloud A = Boss’s work

25  cloud (Allows access to shared content from this cloud); Device 500 = Boss’s office PC
(Allows access to content on PC that may not have been shared as part of Cloud A);
Device 506 = Receptionists PC (Allows access to Boss’s schedule etc.); and Device 508 =
Assistants PC; Cloud C = Boss’s private cloud between his mobile 502 and laptop 504; and

Cloud D = Administrators cloud (It is possible to have no private data accessible to this



Boss's work cloud; Device 500 = Boss's office PC; Device 502 = Boss's
Mobile phone; and Device 504 = Boss's4gaptop. Cloud B = Boss's Sharing
cloud; Cloud A = Boss's work 25 cloud (Allows access to shared content from
this loud); Device 500 = Boss's office PC (Allows access to content on PC
that may not have been shared as part of Cloud A); Device 506 =
Redéﬁt%ﬁﬁgf% BE DSIRAS otk S8 BHSIS s RbdTE sy, At DeviREBog =2nd
AssistantsiRGibielogd C = Boss's private cloud between his mobile 502 and
laptop 504; and Cloud D = Administrators cloud (It is possible to have no
private dataaceersiplale thiss3Qnaloud M it& mambers, RIS Y ures 21
allow only access to device maintenance and monitoring objects). An
exafﬂﬁ?e of using the software will now be described with reference to
Figures 21 to 47. 5 Figure 21 shows the GUI for the lookup point GUI. For
fexampleFigisccduierbe treGintdriade jodsermed o tHe Useremite Serverithbg the
opefatesdhg-loakuppoiatlO4, PiEIgWe: Zhad Bihis GlL ithe eyicrs degisterad 2.
withIth ,Clcgggyl?dministrator are re is%clare(ii with the system. F[ii%ure 22 . h th
shoWs the Eam e G it St el E il tHe sk s P g IS8R it oV ith the
administrator are displayed. Here, there is one user "Jason" that is registered
and they are associated with 39 of the 200 devices and 14 of the 400 clouds.
This meansutbabtheouseihe'dasen;is ableitoragister-108separatgideniCasth the
with the lookup point, and create 400 .clouds using thpse devices. Currently,
o iR PR AL RS A6 Wi LR R e R o
perspocitel thishifforfade preserited toithbnt oy tHbirdedicd! Witichneduidtieuser
any-gfthe deyigesdisgussed@RQue.s RhRWNHFigUie A3p RS example 400
the device is a personal computer and is referred to as "TELPAC-DEV". This
s 0 e SHOEIBT TR STEER for e SR TP TSR Highay e Wi 14
register&d with the lookup point the user can select "Old" to 20 indicate that
they are an existing user. As shown in Figure 24 they are prompted to enter
13heir usemamenand-pagswidivonca theruses-clickst "@QKndhisinfaemation isvhich
theréosui? E:Oany of the devices discussed above, is shown in Figure 23. In this example the
device is a personal computer and is referred to as “TELPAC-DEV”. This is the

introduction/welcome screen for the user.

If the user is already registered with the lookup point the user can select “Old” to

20  indicate that they are an existing user. As shown in Figure 24 they are prompted to enter
their username and password. Once the user clicks “OK” this information is then sent to

the lookup point as previously discussed with reference to Figure 12. The device then
receives from the lookup point a key that unlocks the application on the device. Now the

full functionality of the software application on the device is available to the user.

25 As shown in Figure 25 the application is running but the device is not connected to
any clouds. To create a cloud the user selects “Create New Cloud” and the dialog box
appears as shown in Figure 26. The user enters the name of the cloud, their user name and

their password. This registers the new cloud Demo with the lookup point.

The display is synchronized with the lookup point to cause a summary of the cloud

30 Demo to be displayed to the user as a expandable tree as shown in Figure 27. Here the



the lookup point as previously discussed with reference to Figure 12. The
device then receives from the lookup point a key that unlocks the application
on the device. Now the full functionality of the software application on the
device is available to the user. 25 As shown in Figure 25 the application is
running but the device is not connected to any clouds. To create a cloud the
useflepfee it NS CIGH AR tRAlNaTol BER- Spieary 48 psen fshared
Figurel 261 Phe USEY enties sihelnamenahthaoatoud, their user name and their
password. This registers the new cloud Demo with the lookup point. The

display igsypcivanizad withsthe 1aRkup PO 10.CBUSE AISHMMANYRENG,cal mail
cloud 30 Demo to be displayed to the user as a expandable tree as shown in

FigiPa™#, AdPtHR PST-RI6 GRS CoMiFTISE a0 THIER Gt fiIDS M i Ay This
devices:sCurrdinitly hoxcohkantés2Shareghcanendl EhPAG-REMsisHhehorilybdeVigkre

on thecloufl [f g USRI WISHES [9.sNake. (RSl aihen the Deme [Qud theY

select "local mail sharing” a pop up box that appears by clicking on summar
of theBanie Gotinmiso5thalisay Hendialobonex bl Bittird 28vtes spinear Edy  C-
the psar selretathevchedchnx " Sharermaibs Thisrcausesie GEVIEEMAMBEY is
"TELPAC-DEV" to.he i%%dsigggﬁr thet'élyflail" Beadi@g in the summary of the

f
Demordtbiid As Shown in igure 38° By sélecting TELPALDEV Uhder the s

10'Maitohehdingdl seldsmaryrof thd FdiPavBiiable on TELPAC-DEV is
displayed on the right hand side of the interface. Using the summary the user
can navigateustDcaticikaclihe mail ioddarsistoredon BYRACHIBY tHhiBedsetloud
can 2ise. shae [les. Asshown In Figuie A0 RY.ElGKing A0 I0e REMO ot vox of
summaryl?he user can select thé)optlon “local file s aring”. This causes %he
dial5gHex bitoPgtierBactb bEhgisplayet sdite Usét cipansalsctzRed ™ frony e the
dialagibox sausing theridialog hex,shown,it Figuie 32 tabe-sisplayedudi@eefiles

1 %he yser ent .r%Hﬁ% tﬁle the files 15 s oullgi be "ST‘?QtL{é the sy c';garysaﬁbsaerglq .

) d in t & mnt
his‘exampfe the name D68 i chsen. 'THa  tkér is aiso anléto Browse'to

selestthedelddttobesharedelrcthis éxXdmplebthenfoldedisthidentified thy thiler is
pat@d@amsd"WBQ%{H%&%@*@@%&H}Q&%&%@&M@%% "DEREMMSEF. The
igure 31,

selects "OK' to return the user to the dialo% box of Fi ut, as shown in
Figuife" 55 the Séte Sbed IdEF 4id SHAFe RmROS Adtadt Thith & Hidtaga by isure
By seéléatinitp@Kfoifer and share name is listed in the dialogue box. By selecting “OK” in

20 the dialogue box, the folder is now made available on the cloud. This is shown in the
updated summary of the Demo cloud shown in Figure 34 where TELPAC-DEV device is
listed under the heading “Files”. A summary of the folders that are shared by
TELPAC_DEV is/are displayed on the right hand side of the interface.

The user may also use the cloudy application from a different device. In the
25  following example the user is now using a PDA called WM_Jason. Interfaces that may be

presented to the user on the PDA will now be described.

The user is presented with a welcome screen as shown in Figure 35. Similarly to

Figure 24 the user must login to unlock the application as shown in Figure 36.

As shown in Figure 37 once logged in no content is visible as the user has not yet
30  registered with a cloud. The steps of registering with the cloud is shown in Figure 38, 39

and 40. As described with reference to Figure 14, firstly the user selects to “join a cloud”



20 the dialogue box, the folder is now made available on the cloud. This is
shown in the updated summary of the Dgmo cloud shown in Figure 34 where
TELPAC-DEV device is listed under the heading "Files". A summary of the
folders that are shared by TELPAC_DEV is/are displayed on the right hand
side of the interface. The user may also use the cloudy application from a .
diffeéfshtrievids. dautha s ftevig %ﬂ%@tﬂélﬁ%@mﬁﬁ) dRdgracpoi), their
callegtMMhcJasan. daterfacasthatsnayhbelqpresentaeditdtheldsek ondhr REAhas
will Sne&)evcvte%t Cg%%:%kée%u [he usefis n%r,esented with a welcome screen as

shown in Figure imifar]ly to legu're 24 the user must login to unlock the
application as shown in Figure 36. As shown in Figure 37 once logged in no
content i VigiBie’ &5 e USSP Ha Mot fath s ragtsreti Wit 1 Eei ithe one or
Stepsaaé fegisterngowithdheclbuddisisidviia dvfdgucehds,sg8-handz40oAs this link.
desgiied with fefaransa.te fridure . frstiy.the usanssleats In.uiein a.cloud.
-32- andenters the cloud name (which can be from a pick list created from

the WiriB¢ {5i9c-their user name on the cloud, their password and cloud invite
number. In this case the user has selected to join the cloud called "Demo".
The user’s dbvice autgmatitalyejclnsithEclo bdsby creatingvatritte gityclickto on
oneyQr B MoNE Agvicssdn: the aloud.and dhe.status.ahthg cloud aethens tmar on

synchronized over this link. This synchronization causes the data that is

10 reRayqvdifdpRe dRthECidtdct Betaiessamischy e Helidsssad Shbwh+REY”
Figurel 4WMgdeud. Do hasdeantentiP acaibabiechByiclickiag@non@adingd mail,

Derggnmgscaogt%nt tree Iislggrc, .expanded as shown in Figure 42. This shows

that on 10 the c%ﬁ]&f I%)Véino 6ﬁas two Devices that are connected - that is

devices "TELPAC DEV" and "WM-Jason". From the device TELPAC-DEV
that is conREEEd TR ot soictonthes anu irdd are Ay AT apve e rgs the
43 shoviis-how thedeontent G IheCTBEPAGHRE WV cdRilbe’ havigateshusingltted to

13nteriage e HeVISe. f TELBIAS Rk WIderng, hiles neading Al 8% folders

selected’'to 15 dlsplag/ a tree diagram of the folder shared under the name
"Dot¥edh g subfoltiers st untrdrifeatRonf Yravaubtotaler et etprac (Hist of

showstpiseselectedethanhatlistdef is then displayed as shown in Figure 44. By selecting any
one of these documents, the document will be downloaded to the device from TELPAC-

DEYV device using, preferably, a direct data link between the two devices.

20 As a further example the user can select the folder “backups” from which contains

graphic files that can be viewed on the device as shown in Figure 45.

Referring back to Fig.42, TELPAC-DEV under the mail heading can be selected and
this presents the user with a summary of the mail folders on TELPAC-DEV that have
been shared as shown in Figure 46. Using the summary tree a folder can be selected to
25  present the user with details of the summary of the e-mails that can be accessed using the

cloud as shown in Figure 47.

It will be appreciated by persons skilled in the art that numerous vatiations and/ot
modifications may be made to the invention as shown in the specific embodiments without

departing from the spirit or scope of the invention as broadly described.



documents included in that folder is then displayed as shown in Figure 44. By
selecting any one of these documents, the document will be downloaded to
the device from TELPAC- DEV device using, preferably, a direct data link
between the two devices. 20 As a further example the user can select the
folder "backups" from which contains graphic files that can be viewed on the
device a&'ShoWhRAIS HiguTe4s intefasting Backit6 12 Tephe sERy affggted
the maliheading cande selectadnangathishipregenththecuseradth @ sideamarty as
of the mal foldersan TELEACDEY (hat haye, been shared as shown in
Figure 4 .1Using the summary tree a older can be selected to 25 present the
user with details of the summary of the e-mails that can be accessed using

the T HsEhown in Figure 47. It will be appreciated by persons skilled in
the art that numerous variations and/or modifications may be made to the
JnventiorPasshbsivieial trebspiewific etisstimlentsewithaueviisgarting from the
spirit or scope of the invention as broadly described. -33- For example, the
shared intefface: dyve dibycentitiedpis aigloud coulckbépresenpeprartiBiicabty the
in wayy:saY,.2 PArRan RAVIgales Hreuah A hoRss, Lo selegt devices such as.q in
bookshelves and TV's to access to shared content?hereln. EXAMPLES 5
Sontfesgatitidmsne b e iR Mt exafiseedae NN sravieled IHERYGHE 48)7)
a flawghas {8 Q0)ds esBd dacputtine theraarsup-precgaueof the applicationuser
which in this embodiment i% called "Rag__t)tﬁgrs%" 'It';p 2 start légnigﬁggéqu 2 ed in

10, . d 1O, ; .d
this @mbadiment. When the application is intiated on a-device, a spiash ™ &

scréem(80kup Yt iSidisplalied folidwe d\by-aredistratioriostreeni(602va B Higure

whefe arlselMUskaNelaNsan L0 name anthaRassward iprderHa-Rrecaadis,
these detailsgbe,ing confirmed by the program from a lookup of this stored

infofr368R AR 8Y¥aHple of a login screen is shown in Figure 49. The login
screen may also have a facility to manage a user forgetting their user details,
as showPiFFiduresgo soreettie uskerlsudtessitytionldeRs the @pplicimorscurity

14603 foimakid#Sitgsec ity (1S ifarmatiansetuined framthedaakuprfollowing: 5o
as gg errslgﬂéj lc{eetgli)s,trt%teir? nth(ge:;]:;e);r)];[gatli:oi ucrl?egg to see if the initial “Razberry” cloud is
available on the device (604 - “D”). If not (605), the user is invited to create this cloud. If

the initial cloud is already available on the device, this starts (606). Once this occurs a GUI

is displayed (607), allowing the user to utilise the “Razberry” application.

20 A check of the unlocked data is made (“D”), to see if the “Razberry” cloud has
already been set up on this device. The device has not yet joined the “Razberry” cloud
(“E”) so a request from the lookup is performed to find out which clouds the current
registered user has. (Refer Figure 51 for more detail). The results are checked (“F”), to see
if a “Razberry” cloud has previously been created. If it has (“G”), then an administration
25  password can entered by the user or a fixed one can be used by the application. This
password is needed to add a new device to a cloud. The unique Cloud ID is checked (“H”)
with the look-up. Whenever Cloud ID check fails (“I”), the local Razberry Cloud data is
removed. A join is performed by the application (“J”) to try and join the Razberry Cloud.
If the join fails (“K”) the user is then prompted to start a new cloud. If the user chooses to
30  start a new cloud (“L”) then the look-up is told to delete the exiting cloud. A new

administration password is set (“M”) by the user or application. The Razberry cloud is



for more detail), then the application checks to see if the initial "Razberry"
cloud is available on the device (604 - "Ry). If not (605), the user is invited to
create this cloud. If the initial cloud is already available on the device, this
starts (606). Once this occurs a GUI is displayed (607), allowing the user to
utilise the "Razberry" application. 20 A check of the unlocked data is made
("D'Sio SN tHE IR A BRI B A it be dRsBttiroh e Hevreed up
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A process for allowing a user to join the clouds that they have permission to access is

20 shown in Figure 52. The cloud name and invitation are sent (“A”) to the look-up to do a
join look-up. The look-up searches the registered clouds (“B”) for a match against the
cloud name and invitation for the current registration. The unique cloud identifier for the
matched cloud (“C”) is returned to the device. The device receives the cloud id (“D”) and
performs a look-up using that id. A direct connection is established (“E”) to the cloud via

25  the Look-up (refer Figure 59).

A join request is sent to the contact device for the cloud (“F”). The contact device is
the current device registered with the preferred initial point of contact with the cloud. This
request contains the cloud name, invitation name and username/password for an invitation
into the cloud. The received cloud joining credentials (“G”) are checked against any active

30  invitations for the cloud. The invitation (“H”) is verified by matching the cloud name,

invitation and user name/password. A reply (“I”) that the joining is accepted is sent to the



application data ("F") using the randomly created security key. As well, a user
may have access to a number of clouds,;and the procedure for 15 obtaining
their list is shown as Figure 51. The device requests a list ("A") of available
clouds tied to a user's registration. The loop-up receives the request ('B") and
retrieves the list of clouds registered for the requesting devices registration.
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key for the joining device. The received device information ("L") is stored in

5memory.AB\n invitation ("M") is set back to thelioi erSContainilg the_cloud
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replies to the cloud contact device that all is ok. The cloud contact device =
(P9 FeeERrES tHE'dR et foBHB tHe [SiAEPS IS gt registration that the device is

under. The same name can only be used for each registration. The look-up checks (“C”)
20  that the current registration allows the creation of a new cloud. A record (“D”) of the
cloud is added to the registration database. The device (“E”) is told by the look-up that
they are allowed to create the cloud. Device (“F”) proceeds to start-up and initialize the
cloud. Each device (“G”) contains a list of the unique identifiers for the clouds that it is a
member of. This list is updated with the new cloud identifier. A user is added to cloud
25  (“H”). An invitation (“I”) is added to the cloud which allows other devices to join this
cloud. The creation of a new cloud (“J”) is notified to the GUI for presentation to the

uset.

Once the clouds that the user can access are determined, the contents for each cloud

can be made available to the user. A flowchart for the start-up process for each cloud that

30  is registered on a device is provided in Figure 54. The device (“A”) sends a message to the
look-up asking it to confirm if a particular cloud unique identifier is registered with the

look-up. A list of the unique cloud identifiers is stored by the application on each device



10 that is stored in memory into the application data. The joining device ("Q")
is added the list of devices for this cloud; A verification process ("R") is
commenced between the joiner and the cloud contact device The standard
synchronization process ('S") between peers updates the joiner with the
security keys of the other devices on the loud along with the device and
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presentation to the user. If the cloud unique identifier ("F") was not found on
the look-Up Figure 56, a flowchart is shown which indicates the steps in a process for

20 populating a single view across all the devices in a cloud object, which allows all the objects
within a cloud to be presented to a user, for their further interaction with these objects. As
illustrated in Figure 56A, the system has three main layers, a GUI, a communications core,
and objects, which represent data and functionality on a device. The diagram of Figure
56A shows the arrangement for three devices. The first device on the left operates as

25  though its core extends across all three devices. This allows the GUI on the first device to
access all of the functionality and data enabled by objects on all three devices. This

situation is repeated for all of the three devices.

As indicated in Figure 56B, the linking between cores is maintained across the

internet, or other network that connects the devices.

30 As indicated in Figure 56C, for a particular grouping of devices (i.e., a cloud) the

above data records are maintained on each device. These records are kept synchronized by



then the loud is deleted from this device. An initialisation procedure flowchart
is provided in Figure 55. For each loud aleady registered on a device, then

a message to this effect is sent ("A") to the look-up. The cloud id is found

('B") in the lookup database. If found ("C") a cloud is initialised 10 ("D"). Each
cloud (%[g has a unique symmetrical encryption key which is used for cloud
spetiffC¥onttigfEdtchs cleden Ershd e hadearifte gty mrieudidratfisugdgh is
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cloud data; maintenance of cloud state data; maintenance of cloud integrity
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situation is repeated for all of the three devices. As indicated in Figure 56B,
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thatagennests the.slevieesicdd Asiadicated in Figure 56C, for a particular

grouping of devices (i.e., a cloud) the above data records are maintained on
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in the cloud. Each record is identified by a unique identifier which is different

for S%BR réfajaai to in the flowchart (“A”) to (‘H”) are followed to carry out object sharing.

A flowchart of some possible object communication is provided in Figure 58. This

20 also provides an example of interactions occurring via XML. Data in diverse formats is
managed by a common standard, which may be XML, as shown in this example, or may be

some other standard. However, because XML tends to be verbose and contain much
redundancies, a specific and more concise standard can be developed for use with the
“Razberry” application, that only contains the information necessary for it to operate. In

25  the example of Figure 58, messages are passed back and forth using XML, to allow

activities to occur. The steps (“A”) are carried out as shown in the flowchart.

A flowchart setting out a method for the device connection and lookup is illustrated

in Figure 59.This utilises a connection matrix.

In Figure 59, device R wishes to connect to device L (“a”) and sends a device
30  connection/look-up request to the look-up. The look-up searches its device registration

database (“b”) to retrieve network address information abut device L. This information is



The "Cloud Record" is a master record for a cloud, which contains a

reference to the devices record, users rggord and invites record. This record

is kept synchronized across 5 the cloud and does not change after a cloud's
initial creation. The "Devices Record" contains a list of references to the
"Device Record" for each device in a cloud. The devices record is updated
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application, that only contains the information necessary for it to operate. In
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20regisétr tion database %l%{) to Clre rieve network addre,sshinlzorm tiondabgt | devi

dev{ é S. Gf)ﬁfée?ﬁf)&}ﬁgi I@ ed, then the connection matrix link 1s released an evice

communications seamlessly switch to the direct link.

In Figure 60, a flowchart illustrating a process for the message switching in the
“Razberry” application. This is how the various subsystems in a cloud are addressed.
Network data received by the Switching Communications box contains header information

25  identifying the recipient of the data (see “(a)”).

Recipients could be an: (i) Inviter, which manages and processes joining requests for
clouds on this device and accepts or rejects the requests. (i) Joiner, which manages cloud
joining requests to a cloud through the cloud contact device. (iii) Mediator, which is a relay
point between Joiners and Inviters. (iv) Peer Communications, which manages device

30  challenge messages (H) and device/cloud messages (I). (v) Look-up communications,
which manages communications with the look-up for all clouds and also manages

connection request from the look-up.



-38- the IP address on device L as well as the IP address seen by the look-up
for device L. The look-up sends a requegs to the connection matrix for a new
connection link. The connection matrix allocates two new network ports ("c")
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contact point. The list of devices identifiers for a cloud is kept synchronized (“(c)”). This

20 is described further in Figure 63. Whenever devices come on- and off- line, a

determination (“(d)”) is made by each online device in a cloud to decide if they should

become the new cloud contact point. The lefthand integrity link is checked (“(e)”) at

intervals and if the link has not been challenged after a set petiod of time a new challenge is

performed. If the challenge has not been responded to, after another set period of time,

25  then the peer is marked as offline and not valid. All other devices on the cloud are

immediately updated with the offline status of this device. The righthand integrity
link(“(f)”) functions the same as for (“(e)”).

A flowchart illustrating the synchronisation of peer information is provided in Figure
62. Similarly, a flowchart illustrating the synchronisation of cloud information is provided

30  in Figure 63.



point between joiners and Inviters. (iv) Peer Communications, which

manages device 30 challenge messages,{H) and device/cloud messages (l).
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1Qecar%%%&vm%1??6%?4@%?%&%&%@6@@%&)3 U o VRU AN BROR tors been

redudectbe fivemoeydpatprlint of the applicatibn MivhengvenalodeViegeisinodata via
aware of,any other devices fog.a cloyd ('(b)"), then it.attempts to look for the
cloﬁg? If taéwﬁgyuda}?g%afl &m%El en J{rt?e gé\i)/?cgnreea?sl%lefirr}sm\/v\/lft% L:rﬁ:emloo efifg at the
the chodlrreorrticpsint. The list of devices identifiers for a cloud is kept
synchronized ("(c)"). This 20 is described further in Figure 63. Whenever
devi@peravoncEsnmpitd off- line, a determination ("(d)") is made by each
online device in a cloud to decide if they should become the new loud
1xontact poink Thenlalthanddntegriydlinkois shecked £¢e)”) alpiviaswals:anddfume
the ILan%hgs not eenq?cha&enged after a set period of time a new challenge is
performeéd” if the“€ifalléAge has not been responded to, after another set

period of time, . . .
He starts the Razberry on his PDA and enters his user name and password to register

with the look-up. The PDA requests the location of John’s Razberry cloud from the look-

up and receives back the identifier for his home PC.

20 The PDA connects to the home PC directly, and a security verification and state and
header record synchronization occurs between the PDA and the home PC. The PDA
learns that the work PC is online and asks the look-up for the location of the work PC.
The PDA and the wortk PC connect together and now an integrity link is established

between the three devices.

25 John decides that he wants to view files on the work PC, and selects this function in
the Razberry application GUIL. The PDA retrieves the device record for the work PC and
uses this to obtain the objects on the work PC. The PDA searches through the objects
looking for an object with the object class “file”. The PDA creates a new object/action
addressed to the file object on the work PC and the sends the action request message. The

30  work PC receives the action request message, processes the action request and sends the



25 then the peer is marked as offline and not valid. All other devices on the
cloud are immediately updated with the pffline status of this device. The
righthand integrity link("(f)") functions the same as for ("(e)"). A flowchart
illustrating the synchronisation of peer information is provided in Figure 62.
Similarly, a flowchart illustrating the synchronisation of cloud information is
prox&f@é’dﬂgmﬁep‘ﬂrgihé%ée-mgﬁﬁ- Figlirel b4 tirecasdsgemanaihe faheticraBsst
the lnekip paint isldlusdratiedrsiwel asishowing wqpossibingtiuchiye ofla.
message and message header that is involved in this. In Figure 65, the

messageiansiing Bastigngfadoin query is illustrated, as well as showing a
possible structure of some messages that are involved in this. 5 In Figures 66

to 70, varigus screen shots of the "Razberry lication are provided.

Figure 66 %ﬁeo]\%g\%fﬁg email su Cgilg%%r%es\/@lﬁﬁcﬁoﬁg% é%eellr%%uerfec ed from a list of
buttons on a_toolbar at the top, and shows a number of devices containing
Microsdft “SiboR® Ermdif ToIders Y B eogEti A ATt e A Y6P &
one selectedl device are shown in Figure 67. Figure 68 shows one device
being selected, with the file management sub 10 system having been

selected fenihahamicen HgWabes the-galendarfunctiogyhas been
selected from the top toolbar, which displays the Microsoft "Outlook™ calendar

data vig the, ;Ragherty” application. Sigie 70.sHgws one email having been
opened via the "Razberry" application. Operation Example 15 As an

example showin operation of the "Razberry" application, let us me
that 20br RIEORIREHo TR FE LTS Ry ShhEBESR M ohlors
his user name and password to register with the look-up. The PDA requests

1Ghe locAtioh SISkt E Razber eIsu dofatOtREEK- up and receives back the
identifier for his home PC. 20 The PDA connects to the home PC directly,
and a secGiity wedficatidlrend-statesagidz header record synchronization
occurs between the PDA and the home PC. The PDA learns that the work
PC is online-ainplasks dhedookiupsSantbe loeatiosrafdhewearkiRGlayer

e Remote Application Module — allows remote application viewing and interaction

e Advertisement Module — has cloud user specific information and can reach out to

15 the web and pull in advertisements

e Banking Module — stores bank credentials on a safe device and performs

transactions remotely
e Printer Module — allows access to a printer from the cloud
e Panic Module — displays panic alerts from another device.
20 e Web RSS feed module
e FTP Server module — allows access to existing FTP servers from the cloud
e  BLOG update module — allow updating of a BLOG from the cloud

e Legacy module — allow access to a legacy application over the cloud



The PDA and the work PC connect together and now an integrity link is
established between the three devices. 25 John decides that he wants to

view files on the work PC, and selects this function in the Razberry

application GUI. The PDA retrieves the device record for the work PC and
uses this to obtain the objects on the work PC. The PDA searches through

the object®18bkinG 19 am Sl ARt tHecsBjeE dssdotile”. The PDA creates

a new object/action addressed to the file object on the work PC and the

sends the YWetiomreguestunessage sTheBQ drkiP@aeekeiVes the action
request message, processes the action request and sends the -41- reply
messagerbaaiote H’ltﬂlé‘renﬁieﬂheTblﬂ I?cDAvrreraeifMesnﬁhalrenlyretmﬁge aeﬂ'prthanges in
reqlégr?ttrmgssa nge rltl’(l) dl r;[lhrelt“St %f fo'%eia;g 0 t (e0 1nve %on will
using the ISISA >9a Raz erry functions: rowser - allows
accasw Yy ﬂhe@mh@#orderet(éee@@f@ems sirail Brovwsercnaiiows adesdsitothe
emajl contaniand tuRCtnpalit.(sae FRIoWRs 8o & RR)InGRIBNARNIBIQWSE! md are
allows acc ess 1 to calendar gse Fr ure 69) Music Streamer - allows access

to MUSIEEB At e St Eifows access to device microphone and
speakers for VOIP 10 Vrdeo Streamer - allows access to video content Chat
module - allows text messaging MediaPlayer Remote - allows remote control
of a devices media player Remote Application Module - allows remote
application viewing and interaction Advertisement Module - has cloud user
specific information and can reach out to 15 the web and pull in
advertisements Banking Module - stores bank credentials on a safe device
and performs transactions remotely Printer Module - allows access to a
printer from the cloud Panic Module - displays panic alerts from another
device. 20 Web RSS feed module



FTP Server module - allows access to existing FTP servers from the loud
BLOG update module - allow updating of,a BLOG from the loud Legacy
module - allow access to a legacy application over the cloud _42- Database
module - allow database access over the cloud Web camera module -
access streaming video in the cloud To those skilled in the art to which the
invértidtMelates, many changes in construction and widely differing
embodiments and applications of the invention will 5 suggest themselves
withbut departisdddnT thenstopecofitherivalention asvdetigedsirithebpperndede

claiMged @%9&%@1%%%%@9& the-desshiRtions hets @natf PVIElYs Haatiative aad
are not intended to be in any sense limiting. -43- CLAIMS 1. A method for

forning & S8R Vit BN PNARHENIRACERSEING ST 17 8F more linked
entities having internet connectability where each entity has links with at least

ne othé®deviceroriding ViPrkusaleyivretmoochiaracterisedsbyithen stedss bl Hdex

(2) prvisingaRekidevicechawing adknpwn.address with-arupdatalleuests
indefx of entities known to be conpectable to the VPN%mch look up device

accEPa FAGUR SR o KREHH ERtitidd (iSiing eitit)*) Wishing to link to the
VPN, (b) causing at least one pre-designated contact entity on the VPN to
periodically poll HEsiBoRUS e oI FsBENEHE I GTEy Gesks, TN EY said
lookidp ARuIGEBICBNING: apregiRshframiajDifing.eaditystg connect to the VPN
(d) in response to a poll for joining requests said lookup device notifying the

jgpolling contact eqtity Qfiah aastthe-address of.cashiioining.gtity, 236)4&) if
the contact entity permits a connection to the VPN, the contact entity 15
supB]FegpéW least its address to the lookup device which passes this to the
joining entity, (f) the joining entity and contact entity establish a first link
betweenthem, () theqjoining emtitioainththe rearrattaahtiykepdduet agfifying the
aUt@%ﬂE@%ﬁ&@@ﬁ@@@f at least the address of each joining entity (230),

(e) if the contact entity permits a connection to the VPN, the contact entity

15 supplies at least its address to the lookup device which passes this to the joining entity,
® the joining entity and contact entity establish a first link between them,

(2 the joining entity and the contact entity conduct an authentication process

over said first link,

(h) and if the authentication process is successful the contact entity notifies the
20  joining entity of at least the status of other entities belonging to the VPN and notifies all

entities on the VPN that the joining device is joining the VPN,

@ said joining device using the status of other entities belonging to the VPN
to calculate its node position in the VPN including the one or two neighbour entities it will

connect to,.

25 G said one or two neighbour entities initiating a process of the type specified
in steps (c) to (f) with said lookup entity to establish one or more second links with said

joining entity and terminating said first link,



over said first link, (h) and if the authentication process is successful the
contact entity notifies the 20 joining entity, of at least the status of other
entities belonging to the VPN and notifies all entities on the VPN that the
joining device is joining the VPN, (i) said joining device using the status of
other entities belonging to the VPN to calculate its node position in the VPN
including’the on@ st Wb HBRMBBEY BRI KN "EBRRE T D29 HSEE dne
or twadgighbeiticeniiies iaitiating & precess ofdhe dype spesifiett: kStepsi(s)
to (f) with said ookup entity to establish one or more second links with said
joining entity ang tarminating.saidfirskinkis#4s (Kiand.saidiigining.entify,and
at least one neighbour entity conducting a mutual authentication process
whiRTFSUEEESERUI S Rt TRE B A ISHE OF MK PG TiRRE O 2 gty PN
faccardingtonclaimvhirichudog @iz dnidalrregistratianysteponvket ebinentitie she
reaiFlarindne Jagkup ARYIGS (1044 9" ACGRRS 10,008 8 MAlG ARG,
VPNs 5 and only entities which are s reg%stered are subsequentl
recoERISREPErIKABIIN TS d dBsKkaSHEVIES SA6 ARRsFatibATSt &l éﬂﬁiﬂé‘?ﬁ’@e
the gotity’ sensling adheieakup deyieeisegistatiandaiarmationinaluging @ered
Ieaset a username, a. %§sv¥gr9é ?nodt Q?Og%kucqu(%vice (104,274) storing said
regis?r:?fion information for identification pwpposes ‘when a registered entity
sends a VPN joining request to the lookup device. 10 3. A method according
1o cfaim 2 whEréin SHiePragistratiiin StYpSiiElites T IERFPIRIRSES the lookup
(104214 Y semin g daliegistepingentiiesa secufity keydalplowsushientitiascess
to access security k igue to VPN for which reqistration has been made
g B e U el s peernees
one'efigkaiche 1 ter8\Rerein in step (h) the contact 15 entity further notifies
the joining entity of the entity identifiers of other entities belonging to the
VPN. 5. A methoddecordingtoasiaim 4fwhereintin3stépeh saidejoih)inige entityct
1 PAdana.as e SRIBIAEDHIG!S: ol RS KRANES SRR RIS NN

to calculate its node
to the VPN.

5. A method according to claim 4 wherein in step (i) said joining entity additionally
uses the entity identifiers of other entities belonging to the VPN to calculate its node

position.

20 . A method according to claim 4 or claim 5 wherein said entity identifier is an

address.

7. A method according to any one of claims 1 to 6 wherein said authentication
process consists of each of the two entities challenging the other using a key unique to the
purported identity of the other entity, each challenge comprising a transmission to the

25  other entity, a response from the other entity and verification by the challenging entity that

the response is correct.

8. A method according to claim 7 wherein each challenge between a first entity and a

second entity comprises the steps of:



position. 20 6. A method according to claim 4 or claim 5 wherein said entity
identifier is an address. 7. A method accgrding to any one of claims | to 6
wherein said authentication process consists of each of the two entities
challenging the other using a key unique to the purported identity of the other
entity, each challenge comprising a transmission to the 25 other entity, a
responsédrom tHEJtHEFERERF ARV AHY e ehinte Y EntiRrhiapend
the ersppRSEVBILOMPGHIB k& Rethodhaceartingde etaitandvheraifl@achphertext
cha]clgr esekgeltl\é/ggtrﬂ?g first entity and a second entity comprises the steps of:
-45- (a%gthe first en ity generates a random sequence of data (AB'600), stores
it and encrypts it with the public key (304) of the second entity and sends the

resultant By pherf8 6 IS LREEHSE N iRy TB) tHEEEe8h i ettty TEBeRrsE R
Typhstiettefpoimthie firgtianttynndearitptsntryp i shiagethprivaterdse ol the public

SeC,Edeo?%%r&@&&?&%&'ﬁ&é%%‘&%ﬂ% RlaINteXS with the public key of the first

entity’and sends it to the first entity, and (c) the first entity receives the

cyphertext from the second entity, decrypts it using the private key of the first
ity corfbares Bio TSP {STATHIAN: SRAECAHd COONe A0 SR I ot
datams(@%@@@iw&fythfeﬁ@ isra mamphoat;@eqst_éltha@ﬂm@géajomdt@nmyai@ st@ed
aUt@%ﬂ%@@E@Qa&céb%@\?ﬁ@&% rding 19 claim 8.h %E@éBtQﬁIﬁ Iﬁ@f&%&ﬁ%‘%@ﬂs

entities connected to a VPN is encrypted using a symmetric key and said

1y niHBERERE is said random sequence of data (AB'600). 10. A method
according to claim 9 wherein said authentication process is periodically 15
repfated ardnthd periodidalygererdtetierandom afa seruenceticreonsetedso

a dynaprics symmelricisessionkey. id. Adugthod accrding tiamnang Qfuence
claims | to 10 wherein said entities are devices having a processor that can
be CONABLEE 1 the internet.

10. A method according to claim 9 wherein said authentication process is periodically

15 repeated and the periodically generated random data sequences are used as a dynamic

symmetric session key.

11. A method according to any one of claims 1 to 10 wherein said entities are devices

having a processor that can be connected to the internet.

12. A method according to claim 11 wherein said devices include computers, PDAs,

20 PPC, mobile telephones or smartphones, and embedded devices.

13. Computer software for forming a secure virtual private network (VPN) consisting
of two or more linked entities having internet connectability where each entity has links
with at least one other entity on the VPN and a lookup device connected to the internet
having a known address with an updatable index of entities known to be connectable to the

25 VPN, said software residing on each said entity and comprising:

(a) a routine for connecting to said lookup device and making a request to said

lookup device to join to the VPN,

(b) a routine for polling the lookup device for received joining requests,



12. A method according to claim 11 wherein said devices include computers,
PDAs, 20 PPC, mobile telephones or smartphones, and embedded devices.
13. Computer software for forming a secure virtual private network (VPN)
consisting of two or more linked entities having internet connectability where
each entity has links with at least one other entity on the VPN and a lookup
device cAfinected et ST Ml SR SIS UpaeaBien
indgxi@hentiites known to be connectable to the 25 VPN, said software
residing on each said entity and comprising: (a) a routine for connecting to

said lookyp devige and.making @deakeahia said a0kuR dEEE IR AN LQ thk i,
VPN, (b) a routine for polling the lookup device for received joining requests,

46- (4) aoutine for ecelying fom he loakuyp device gt feasting address o
each jOI Ing entlty a routine tor matc |ngt e a resso each joining

®entithewith stored criteria, (e) a routine which allows matched entities to
establish a first link between 5 them, (f) an authentication routine which
enables éntities whicthhiaiveiestablishediah finsblinkdtadmutbial yhautheritichie a

the i o 16, 011, (6) A OHINRNIGH 1 athenticaton process s

successful notlfles e joining entity of at least the Status of other entltles

belonging to the VPN and n(%tlf fies all 10 entities on the VPN tq?t the joini

I t flt tion pr S 1 SS nOtiies t
device isoining 8" 8 FOUHE WISTER UBEY the StATIE of Stiher &eh tles

belonmging doith efVPlthcaﬂwhatéqmrmdeepbém@mgmhée\xm amdrtbreional
1Pr twRiRaighbou eatiiesdbatithe, fNHLY:oRWhich dRexputine resides will

connect to, (i) a routine which through sald lookup device establishes one or

more second 15 I|nks with.said one or more hbouring entities i S%ql
VPN an(;z%nds said st fink, (i Sgsrrlgu e whi hﬁ?g\e/% es rsg:gllcf1 Authe t[% cation
routinevorctindude musitian iauthaftsatiothbetwee tvoaiddiniced eyl loena ey
entifigs,andwhichhif Slecessiul siaiains..said one or more second links.

(i) a routine which through said lookup device establishes one or more second

15 links with said one or more neighbouring entities in said VPN and ends said first link,

G) a routine which invokes said authentication routine to conduct mutual
authentication between said linked neighbouring entities and which if successful sustains

said one or more second links.

14. A method for sharing functionality and/or data between two or more linked

20  entities using a network comprising the steps of:

(a) creating on at least one entity at least one real object, each said real object

providing access to the functionality and/or data of said entity;

(b) creating on each entity at least one virtual object, each said virtual object
providing access to the functionality and/or data of a real object on said entity, each said

25  virtual object containing at least one object action; and



14. A method for sharing functionality and/or data between two or more

linked 20 entities using a network comprjsing the steps of: (a) creating on at
least one entity at least one real object, each said real object providing
access to the functionality and/or data of said entity; (b) creating on each
entity at least one virtual object, each said virtual object providing access to
the functiBhality Sie/6¢ Bafs 6155 PR BBIeEL B Safd Epity RistHEarpsstion to a
virtuakebjegt contairing-atdagstione abjectaciiorinand o¥iéct dyceatingigonat
Ieagatcgergg ﬁgéan% tlggnsé ﬁ)@gageg}(%t?eo%jtg% L%r connection to a virtual object on
a remote entity via the networ%k; said remote object allowing a entity to

access functionality and/or data of a remote entity. 15. A method for sharing
funér?onantﬁ\éﬁﬁ%agéﬁ%ahﬁ%é%ﬁ%w W RieRf Begmtitia s UBHig ke
hetwoikeassdigimedsioriclainmib3drigldeiing thecsiépoofic(d}créating on at least
one entity a metaobject, said metaobject providing access to the functionality
and/or datg of a plukality Of Mirtualnsemele aRAIPRLE ORIgRtSoeprathed
for sharin tﬂgitionalityf and/or data bfetween tW(% ar more linked _ entities

usig S SIS AL NS T LISt A4 RREIS P EEI AvatahetY BR CONEAl
data 10 and/or functionality independent of any virtual or remote objects. 17.
A mEthod for BRAAR RO BIRSaPIE R Bt ar BtEEH R G 6Or Hhorsqifiked

entiiesiasclaimead-wany aneaf elaims 1B3+Wpcldmwhereimab|ist efthenahjetis

10of eac%(gﬁrkﬂ%dls %%ghéonlz eglltboqftween entities. 18. A.method for sharing

funéfio y andlor data between two or more linked” bf;:.atsa‘ntities as claimed

in any one of claims 13 to 17 wherein each of said virtual and meta objects
may includé* Ssehrdy turatisR ANty forEormpolinig4e Cesets thie Sloft e
methatidossshating ifunctionralityl afned/or datavetaeensvwo @E myeslistikach entity

entitiesnlégirggizae Jlgft%%gr(l ggtigleeslimed in any one of claims 13 to 16 wherein

said nétwork is a_virtual private network (VPN). 20 20. A method for sharing
functionality and/or data between two or more linked entities using a network

as claimed hRFAIRS 19" WHEPEiH SOV N7 /48 SR AR Grgore linked

15  entities as claimed in any one of claims 13 to 17 wherein each of said virtual and meta

objects may include security functionality for controlling access to the object.

19. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in any one of claims 13 to 16 wherein said network is a

virtual private network (VPN).

20  20. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in claim 11 wherein said VPN is as claimed in any one

of claims 1 to 10.

21. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in any one of claims 13 to 20 wherein each of said real
25 objects are selected from the group consisting of File Browser, Mail Browser; Calendar
Browser; Music Streamer; Voice module; Video Streamer; Chat module; MediaPlayer
Remote; Remote Application Module; Advertisement Module; Banking Module; Printer
Module; Panic Module; Web RSS feed module; FTP Server module; BLOG update

module; Legacy module; Database module; Web camera module.



of claims 1 to 10. 21. A method for sharing functionality and/or data between
two or more linked entities using a netwggk as claimed in any one of claims
13 to 20 wherein each of said real 25 objects are selected from the group
consisting of File Browser, Mail Browser; Calendar Browser; Music Streamer;
Voice module; Video Streamer; Chat module; MediaPlayer Remote; Remote
Appiication/MBelRs: Rehsrtiserstie Mo sy Bafikinky Meause PrRtst ofsdule;
Paniaiviaduie; WebtvRE S leethdanadide okl & Serversmoeiig; QG ddpdaieot
module; acy module: Database module; Web camera module. -48- 22. A
e B Ay Ty A hth et Bt FAEadt
entities using a network as claimed in any one of claims 13 to 21 wherein at
least'one of* S5 ¥hiitiebyd s HEGIENAARG 8Tt BEStF AR tRAFE AN BE™
connetteditmgheninterhek 23mAdrnathnd D wvehaiingifunttenalityahddar datdudes
betygap. e rnoreilinkedAS0IES LSIng A RERYRIK % dAmeddnlaim 22
wherein said at least one said device includes computers, PDAs, PPC,
motiiie teleghones or §martehorllles, and e,mb%ddeg evice%. 24. Computer
softivare for SRRHITH RINGHS AL SRE/SF IR BEARSEH thi8 oF Wisha“finKda e
entitidedisinga wetworksaikl softvwérearesidihgzon eabhadich@ntitd amdprising:
comprising: (@) a routine for creating at least one real object, each said real
object prayiding Jk0reeessdeathe funationalibuangier datasod said sltity:(ajiag
1 JOUQE‘% Sfsotroct e uig .gtila}sétrl %/n(gar girtauO 9 '%gt each of said of virtual objects
providing access to the tunc |onafﬁy and/or data of a real object on said
entity, each said virtual object containing at least one object actions; and (c)
a routine(for credtfitgtiar ASFBRR T 8 et tbr ETrechoh Yl Uittt 15
objett@n arteinoie.entityoibethedetwarkishid ramote ahjetialowiad afity,

entity 10 aGG8s T Snetionaliy apd/er iR of RrelmRig ently-
(© a routine for creating at least one remote object for connection to a virtual

15 object on a remote entity via the network; said remote object allowing an entity to access

functionality and/or data of a remote entity.





