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DATA STORAGE 

The present ..invention relates to data stora9e and more 

part:icularly to the storag:e of data files which may be 

5 subjected to updatin9 at more than one location. 

In any organisation which has data proc~ssing 

capability at different sites, conflict can arise if common 

data is differently modified a~ one- si"'te compare.d to another. 

A data fi.ie at si -t:.e "A" may be transferred to site •• B" 

10 and subsequent amendments ·at each site result in two 

completely different end files. This may result in different 

decisions being taken at the two sites based on what is 

believed to be the same data. 

One way to avoid such conflict· is ·for one site, say 

15 site 11 A1i to ~e in ab_solute_control of the data file~ to be 

responsible for all amendments and data i-nput to that file. 

This complicates procedure. For example, -if new data is to 

be added from site 11 B", the data must fi_rst be keyed at site 

"B", transferred to site "A" and checked and e~tered ~t site 

20 11 A" before further proeessing can take place. 

Alternatively, site 11 B11 may have direct input 

capability to data stores at site "A" but this could result 

in. users at both sites updating a data file at the same time 

resul tin9 in an unrecognisable file output for either party. 

25 Further, such· an· ·arrangement requires the use of .wide area-. 

network technology and high speed data links, which may add 

significant cost penalties. Incompatability of the processinq 

systems at the two sites can also be a problem. 

Making data file copies from a master library at 11 run-. 

30 time11 is one way to ensure that the latest available data 

file is available._ However, if more than one_ copy is in use~ 

being updated and potentially returned to the master library 

only amendments at one site may be recorded. · 

Such conflicts may have serious effects on multi-sited 

35 businesses, parti~ularly if data entry on one site (perhap~ 

sales entry) leads into activity on another site (such ·as 

purchasinq -or schedulinq). 
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According to the present invention there is provided 

a computer systell! having a plurality of nodes each node 
comprising one or..:.more processor units and a respective 
associated data store, at least two of the nodes storing 

5 data, which is common to at least one other node, each common 
data file which is capable of updating by users at more than 
one node having the data store at one node designated as a 
master library, the master library 1ncluding. a record of 
which other, if any, of. the plurality .of nodes has users 

1.0 permitted to update the file, ·the system ·being characterised 
in that for each data file to which more than one node has 
update access there is allocat~d a sin9le data token which is 
associated with the data file held in the respective data 

store of the processing unit currently holding updating 
15 ri9hts and write access to any data file is only permitted to 

the processing unit holding the respective-associated token. 
Preferably, data tokens are passed· between nodes of 

·the system and on each transfer of a t9ken· between a node the · 
master library node is notified of token transfer· and the 

20 latest version of the -data file is stored in the master 

library. 
The master library may be arranged to cause transfer 

of the latest version of a data file to all other nodes which 
require access to that f~le on receipt of the token at the· 

2 5 ma~ ter library node. 
A compute~ system in accordance with the present 

invention will now be described by way of example only, with 
reference to the accompanying drawings of which: 

Figure 1 shows a schematic diagram of one embodiment·. 

30 of a typical sinqle node arrangement; 
Fi9ure 2 shows schematically file arrangements in the· 

data store of Figure 1; 

Figure 3A shows a distributed computer system· 
accordin~ to an embodiment of the invention; and 

35 Figures 3B to 30 show data transfers occurring in the 
distributed~data network of Figure 3a. 
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Referring first to Figure 1, there is shown 9ne node 

of a computer system including a processing unit 1 serving a 

number of users 11- to ln. Each of the users 11 t"hrough ln 

will access the processing unit 1 by way of a personal 

5 computer, .for example, in known manner. 

The processing unit ! will act as a fileserver. in a 

known manner to transfer data files from a central data store 
. . -

2 to a requesting user 11 to ln dependent upon access rights 

having been granted to the particular user. 

10 As this is one node of the computer system, network 

connectioI).s 31 to 3m are provided to ot~er nodes in . the 

system either through direct modem links or by dial up links 

using suitably protected data transfer methods. Thus each 

node in the system has access to all data held in the data 

15 stores 2 in all of the other nodes in the system, although· 

access limitations may be applied. 

i;rurning now to Figure 3a.~ a network having seven ·nodes 

A to G is shown. The nodes may be g~ographically separated 

with nodes on different continents if required.. Each node in 

20 the system will have some programs commo·n to all of the nodes 

and in particular will have an appropriate electronic mai~ or 

similar communications program to enable messages to be sent 

to other nodes and received therefrom.· 

Referring again to Figures 1 and 3, considering a data 

25 file being created by user 11 at node D, the user effects· 

data entry, say;. of a customer list with details of the 

customer'· s current service and equipment levels. Thi~ causes 

an identifiable file to be created which will be stored in 

the data store 2 at node 0. The file is identified by name 

30 in a known manner resulting in the creation of a file header 

and for the purpos.es of -this description the file is referred 

to herein as file 11 A". 

Refe~ring also to Figure_ 2, the file header, apart 

from identifying file A, includes 11 master" and 11 token" 

35 indicators and an access permissions listing. On creation of 

a file (sometimes referred to as a controlled.item) to which 

more than one node has users with write access, both master 
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and token indicators are set pos.itive. · The creating node (in 

this case node D), that is where a new controlled item is 

first originated, "is automatically designated the master 

library for the created item. 

User 11 having created the item may ent~r specific 

access permissions to other users. Thus a named user at node 

G may be given read and write access to file A and a general 

read access only given to all other users in ·the network. 

The newly created file -A is labelled_ with a time and date 

10 stamp, and messages are created by the processing unit 1 at 

node B and forwarded to all other nodes. In the case of 

node·s A, ·B, C, E and F the message is a copy of file A with 

read only access permission in the header. In the case of 

node G, the message is a copy of file A with the specified 

15 user· for write access and read only access for all others in 

the header. This message transfer is schematically 

represented in Figure 3b. 

Although for smaller syste.ms, it is possible to forward mail· 
. . . 

messages· including the created file, where larger systen\s·.~re 

20 in use, or to save communications time, the created file may 

be ommitted. Thus, in one method of working, folowinq the 

creation of file A at node D mail messaqes are sent to the 

other nodes announcinq its creation and availability. The 

actual file is only transferred on request from one of the 

25 other nodes for that file or if the user at node I?. (who is 

the default ·token holder) instructs the transfer of the token 

to another authorised user. 

Now if the authorised user at node G wishes to update 

file A the processing unit 1 at node G checks the copy of 

30 file A held in its data store to ensure that appropriat·e 

access permission has been qi ven. If so, the next step is to -

read the associated token. If the token is not positive in 

respect of the particular user, then a mail messaqe is sent 

to the node (node D) which is the master library for file A. 

35 This message requests the update token for the specific user. 

Assuming that file A is not in use at node o and the 

token is positive in the node o data store 2, sUbject to the 

... .:..~ 
.-,.~. 
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current token holder (user) giving permission the node D 

processing unit 1 sets its associated token to negative, 

notes the token destination and forwards a mail message to­

node G. This mai: message comprises the latest version of 

5 the file .together with the data token. Node G sets the 

appropriate token positive and the authorised user may now 

update file A in known manner. This transfer is 

schematically shown in Figure 3c. · - Node D may send mail 

messages to each ·of the other nodes A, B, C, E and F to warn 

10 that any copy of file A currently held in their respective 

data stor~s 2 may not be the latest version. This mess ag~ 

may also identify· the current .. token holder. 

Consider now a new file (file B) created at node A, to 

which users at nodes C, D, F and G have update access. Node 
- -

15 A is the master library ana the creating user at node A is 
. . 

the default token holder. Initia~ file transfer occurs in 

the manner previously described for file A-or on request of 

the system a.dministrator for the othe.r nodes. 

Supposing updates of file B require seyeral users to 

20 participate, then the- following interchanges may occur; 

Referring to Figure 3d node D forwards a token request (TRl) 

to node A. This request results in file B and its token 

being transferred (TV1) in node D in the same manner as 

described above. Now, if node 

25 r~quest (TR2) is· sent to node D. 

and its latest version of file B 

C requires access then a 

Node D forwards .the token. 

as a mail message (TV2) to 

30 

node C. Simultaneously, a mail message (CC2) is sent ~o node 

A with the latest version of file B attached but without the 

token. 

Node c may pass the token to node G in similar manner 

(TR3, TV3) with a ...mail message (CC3) again being sent to node 

A. Thus, the master library for. file B always contains the 

latest version of that 

entitled- to update it. 

35 current token holder is 

file but users at node A are not 

Also it should be noted that the 

known to the master library . 

.• ·.· . . \ .· 



··~-•·'·····•·'··•-~'····••;_._· .. , •. :_,_,_: •. _,., __ ;._,:.;.~...;~.- •• •.•• .• 'C• ····-~·-···'·"·•"·"~• -• .. ·.·• •• :--:-:::::-: ••..••• ~---····•-~·-••·•·"-::-:-:-::-:-...••• •~-·-···•··------

\ 

- 0 -

While file B may be available for read-only access at 

any of the nodes, only node A and the current token holding 

node, node G, hold '.the latest version. 

On completion of activity at node G, the node G user 

5 may decide to returr:i the token to the default token holder at 

node .A. This requires a mail message (TV4) comprising the 

updated file B (with its time and date stamp) and the token. 

When a node, which is acting as· master library for a 

particular file, receives a message including the token it 

10 compares records of versions (time and date stamp) held by 

each of the other nodes in·the system. If any node (even 

those with read-only access) has an obsolete version t~en the 
-

master library node causes a message to be sent to th~t other 

node either attaching a copy of the latest file or indicating 

1.5 that·· the la·ter version of the file is available. In this 

lat~er ·case then a fil.e transfer will only occur if a request 

is re·ceived from the appropriate node or i~ the token is 

again transferred from node A. 

Thus, for file B, as the latest version is· already.at 

20 nodes G and A, messages are sent to nodes c, D and F. Nodes 

B and E are assumed not to have users of file B and ·do not 

therefore receive an update. 

It should be noted that if a user on node A requires 

access to ~ile B for update purposes whilst the token is held 

25 by another user then token requestinq to the appropriate 
-node, say node G, will occur in the same manner as previously 

desc~ibed and, subsequent to the current user (token holder) 

qranting permission for file transfer the token and latest 

version are returned from node G to node A. Although 

30 imminent updating of file B is likely to occur because node 

A has _received a latest version together with a token being· 

passed to it from another node the procedure outlined above 

for updating other nodes in the system will be followed. 

When more than one authorised user is on the ·same 

35 node, token transfer occurring between users on the same node 

does not result in messaqinq to the master library • 

. Messaging to the master library only occurs when the token is 

/ 
I 
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passed between nodes which results in an update mes·saqe being 

sent to the master library. 

It should be-noted that whenever updating of a file is 

occurring it is on the latest version of the file since only 

5 one update· copy ever exists. Whenever the token is 

transferred between nodes, a copy of the file accompanies the 

token. Of course, whenever.the tok!n is transferred within a 

node, the latest version of the file is already held in the 

respective data store. 

10 
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1. A computer .system having a plurality of nodes at 

different locations, each node comprising one or more 

5 processor units and data storesd, wherein at least some data 

stores at different locations contain common data files for 

which users at different locations have update access, and 

each common data file has one-such data store·designated a 

master .library cha.racteE"ised in that for each common data 

10 file ·to which users at more than one ·location Iiave update 

access the.re is allocated a single data token and update 

access to· any data file is. only permitted at. the node 

currently holding the respective associated token. 

:15 2. ·A computer system as· claimed in claim 1 further 

ch~racterised in that on each transfer of a data token 

·between: users the latest version of the file associated with 

the respective data token. is transferred. 

20 3. A computer system as claimed in claim 2 further 

characterised in that on transfer of a token between .nodes 

neither of which includes the master library for the 

.respective token, a copy of the latest version of the 

.respective associated .. file is also transferred to the node 

25 which includes the master library. 

4. A computer system as claimed in any preceding claim 

further characterised in that each time a node receives a 

token from another node in respect of a file for which the 

30 receiving node includes the master library, the processor 

unit forwards an updating indication to all other nodes· 

holding obsolete versions of the received file. 

5. A computer system as claimed in any preceding claim 

35 further characterised in that each time a token is 

transferred between users on differinq nodes the node 

includinq ·the master library for the res.pective· file 

111111111111111111111111111111 
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asso.ciated with the transferred token forwards ·a -transfer 

indication to all. other nodes holding copies of that file. _ 

6. A computer system as claimed in any preceding claim 
5 further characterised in that each file in the system has a 

designated master library and an associated update token and 
only the current token holder can_authorise "the transfer of 

the token to a~y other user. 
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