- | NFORMATI ON PROCESSI NG SYSTEM CLI ENTS, SERVER
'PROGRAMS  AND | NFORMATI ON PROCESSI NG METHOD BACKGROUND
OF THE INVENTION 1. Field of the Invention The
present invention relates to an information
processing systemfor driving an 1C chip to carry out
predeterm ned processing, clients, a server, prograns
and an information processing nmethod. 2. Description
of the Related Art In place of the magnetic-type cash
card and the <credit card, which have been used in the
past, a large nunber of IC (Integrated Circuit) chips
each including a nenory used for storing data
electrically and a processing circuit for carrying
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is normal |y enbedded in an 1Ctag or an I C card and

capable of CRRBUNGRRMAGION 2rbciisshng! Hitkgeprar at us

by radi o comruni cation in a non- con way. Thus,
the 1C chip is capable of rendering services

exhi biting excellent maintainability and

corrosi on-proof characteristics to the other apparatus
wi t hout sacrificing the appearance of the |IC card.
Japanese Patent Laid-open No. 2003-141063 di scloses a
technol ogy of operating such an IC chip (or an IC

C%é%%ﬁ froma client owned by the user through a
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1. Field of the Invention

The present invention relates to an information
processing system for driving an IC chip to carry out
predetermined processing, clients, a server, programs and
én information processing method.
2. Description of the Related Art

In place of the magnetic-type cash card and the
credit card, which have been used in the past, a large
numpber of IC (Integrated Circuit) chips each including a
memory used for storing data electrically and a
processing circuit for carrying out processing to store’
~the data is used. The IC chip is normally embedded in an

IC tag or an IC card and capable of communicating data




capabl e of reading out data fromthe I1C card and
witing data thereon. Such an I C card can be used as
a cash card and a credit card, as well as a prepaid
card (or electronic noney), an electronic ticket or
the like. In accordance with the technol ogy descri bed
above, an access to the IC chip cannot be nade
directly fromthe web browser of a client. Instead, a
view server is used as a provider of a content and
wheh| CtbhirpappamBhiisabgs radi bhcampomimaicdahi on senver
‘'used as anot her route. Then, by connecting the view
sentvectt vayhe Tlowmmunileat ioncises ves , capdiel ¢ G £htghd@ting
be operated fromthe client. In this technol ogy, al
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the 1C chip are transmtted from the comuni cation
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of the I1C chip by nerely relaying a conmand
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capgbfennfyrea 1n ou apa %géﬁhége IC card and writing
data thereon. Such an IC card can be used as a cash card
and a credit card, as well as a.prepaid card (or
electronic money), an electronic ticket or the like.

In accordance with the technology described above,
an access to the IC chip cannot be made directly from the
web browser of a client. Instead, a view server is used
as a provider of a content and the IC chip communicates
'Wwith a communication server used as another route. Then,
by connecting the view server to the communication server,
the IC chip can be operated from the client.

- In this technology, all commands relevant to actual
processing for operating the IC chip are transmitted from
the communication server. Thus, the client intervenes in

the processing of the IC chip by merely relaying a

command transmitted from the communication server.




shows a trend of increasing and the anount of
processi ng acconpanyi ng enhancenent of security al so
shows a trend of rising as well. It is thus desirable
to shorten the tinme absolutely consuned for
exchanging information with the I1C chip. In order to
solve the problemraised in informati on exchanges
with the ICchipin the related art as described
above, inventors of the present invention have

provi ded a new and i nproved information processing
system capable of reducing a | oad borne by a server
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processi enpl oyed in the informtion
processing s %e a server_also enployed jn the |

i nf or rra%JrIg‘ﬁe %f c‘gé‘%r? Ly og‘?pa?étlf%l gerocessing
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i nformati on processing system In order to solve the
pPEBrRATaESER PREVabove, deRCrdbedr dhanre Anghakh responses
enbodi ment of the present invention, there is _
bromi e &R rhibrhave oo ppeceseengteyshenronmen dahgon

an 1C chip, aclient for driving the IC chip to carry
BB VHr etlet @r vihEdrprveessi nghowadern, sét veakesonnelot edime
to the client by a communi cation network. In the

tof carmayi ont ppocesssimg sys¢empnede cin erdcdmiclywsdass ,a the
processi ng- conmand requesting section, an

dfpactuoSi laba-stored in a memory employed in the IC chip
shows a trend of increasing and the amount of processing
accompanying enhancement of security also shows a trend
of rising as well. It is thus desirable to shorten the
time absolutely consumed for exchanging information with
the IC chip.

In order to solve the problem raised in information
exXchanges with the IC chip in the related art as
described above, inventors of the present invention have
provided a new and improved information processing system
capable of reducing a load borne by a server and
shortening the time it takes to carry out each processing
unit, clients employed in the information processing
system, a server also employed in the information

processing system, programs to be executed by the clients

and the server and an information processing method to be




command sender section, a chip-1D extraction section,
and a processing-command sender section. The
processi ng- command requesting section is configured
to issue a request to the server as a request for
transm ssion of a processing conmand to be executed
by the IC chip to carry out the predeterm ned
processi ng. The I D-acquisition- command sender section
is configured to pass on an ID acquisition conmand
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1.Ng-C n nder tion_js configured to, .
BEESESSLRE GRPRTTD ER0Pdbedel ponr bR espihet uataipp
%Ee processi n gonnand recejved fromthe server and
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enbidged chip_.IDtp 4 the |C chig. Al so, the server
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send the processing command and the I D acquisition
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the client as a request for transmssion of the
PPoERSEERgt e oRmangl 1Nt Hey ci i eprmunipa ek eretwpeky C In
chip includes a chip-1D sender section, a chip-1D
et ei nf aana bhor eereomss amg 3y preesthagel exeeutnohudes a
section. The chip-1D sender section is configured to
pramsss ingatemhravd ngequrestime $&ction, an ID-acquisition-—
command sender section, a chip~ID extraction section, and
a processing-command sender section. The processing-
command requesting section is configured to issue a
request to the server as a request for transmission of a
processing command to be executed by the IC chip to carry
out the predetermined processing. The ID-acguisition=-
command sender section is configured to pass on an ID
acquisition command received from the server as a command
for acquiring the chip ID of the IC chip to the IC chip.
The chip-ID extraction section is configured to extract
the chip ID from data given by the IC chip. The
processing-command sender section is configured to embed
the chip ID extracted from the response data in the

processing command received from the server and transmit

the processing command including the embedded chip ID to




response to the ID acquisition conmand received from
the client. The chip-1D determ nation section is
configured to produce a result of determ nation as to
whet her or not the chip I D enbedded in the processing
conmand received fromthe client is identical wth
the chip ID of the IC chip. The processing execution
section is configured to carry out the predeterm ned
processi ng in accordance with the processing connand
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carrjed out at the following two stages: (1) a stage.
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stage of requesting the I1C chip to carry out the
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conmand i ncluding the obtained chip IDto the IC chip.
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enbodi nent of the present invention, the server does
ponfigured to transmit data having the chip ID in

response to the ID acquisition command received from the
client. The chip-ID determination section is configured
to produce a result of determination as to whether or not
the chip IP embedded in the processing command received
from the client is identical with the chip ID of the IC
chip. The processing execution section is configured to
-carry out the predetermined processing in accordance with
the processing command if the result of the determination
indicates that the chip ID embedded in the processing
command received from the client is identical with the
chip ID of the IC chip.

In order to operate the IC chip from the client,
first of all, the client establishes a connection with
the server and requests the server to issue a processing

command to the client through the connection as a command




carry out all the processing of the two stages.
Instead, the client bears a portion of the | oad of
the server in order to reduce the nunber of accesses
made by the server as accesses to the client and the
nunber of accesses made by the client as accesses to
the server. The information processing systemis a
confluence including a plurality of apparatus but it
IS possible to provide the information processing
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specify which apparatus has configuration el enents
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10,28 SRRRLEE LIS 40 SALYS IS LI OB chioy anc

ove, 1In ano

odj t _of the present ..nv ion, there is

by etk e e, R0 PR ey vt the
.connected. to.the client q¥ a, compuni cation network in
R TOT ngt A T E RIS T RArYY DR e dete it feess1ng

rocessing.. The cljient includes a processi ng-conmand
SR | T LR S N PR B Heefli SR OnP el Serfcie-  In
sectjon, a chip-1D extraction section, and a
T CHSEHRAL 201 RS Sehders ke t3 @R ey to an
processi ng- command requesting section is configured to
rReiinenteifesthe rererleriayension, the server does not

carry out all the processing of the two stages. Instead,
the client bears a portion of the lcad of the server in
order to reduce the number of accesses made by the server
as accesses to the client and the number of accesses made
by the client as accesses to the server.

The information processing system is a confluence
including a plurality of apparatus but it is possible to
provide the information processing system with a
configuration in which there may not specify which
apparatus has configuration elements and functional
modules. In addition, it is possible to provide the
information processing system with a configuration in
which each configuration element and every functional
module exist as a unit not grouped in an apparatus.

In order to sclve the problem described above, in




a request for transm ssion of a processing command to
be executed by the IC chip to carry out the
predeterm ned processing. The |ID-acquisition-comand
sender section is configured to pass on an ID

acqui sition conmand received fromthe server as a
command for acquiring the chip IDof the ICchip to
the IC chip. The chip-ID extraction section is
configured to extract the chip ID fromdata given by

bbeotr&anbepwitheapooressemgodOnBBAdoEENHEr prEgshton is
configured to enbed the chip ID extracted from the
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above, a process to request an IC chip “to carry out
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server. E033|ble to provide the information
section lS con igured to issue a request to the server as

a request for transmission of a processing command to be
executed by the IC chip to carry out the predetermined
processing. The ID-acquisition-command sender section is
configured to pass on an ID acquisition command received
from the server as a command for acquiring the chip ID of
the IC chip to the IC chip. The chip-ID extraction
section is configured to extract the chip ID from data
given by the IC chip. The processing-command sender
section is configured to embed the chip ID extracted from
the response data in the processing command received from
the server and transmit the proceseing command having the
embedded chip ID to the IC chip.

As described above, a process to request an IC chip
to carry out predetermined processing is performed at the

following two stages:




processi ng systemw th a configuration in which ID

| ocation informati on showi ng the | ocation of the chip

ID in the response data received by the server from

the 1C chipis included in the I D acquisition command

issued by the server. In this case, the ID extraction

section extracts the chip ID fromthe response data

on the basis of the ID location information. In

addition, it is possible to provide the information
cessd Y e onf j.gur atd on. i ich.t.he
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above, however, the client is capable of extracting
TPt PR p2 D the PF QeRS FiEsPoreNaE aSender aseriglorlegtee
of reliability. It is possible to provide the
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withdwet chip nded ext ragt ad Maloen dheacesponse dat aserver.
received is further

It is possible to provide the information

processing system with a configuration in which ID
location information showing the location of the chip ID
in the response data received by the server from the IC
chip is included in the ID acquisition command issued by
the server. 1In this case, the ID extraction section
extracts the chip ID from the response data on the basis
of the ID location information. In addition, it is
possible to provide the information processing system
with a configuration in which the ID location information
includes the position of the start of the chip ID and the
length of the chip ID.

If the client is not capable of grasping the
purpose of a command necessary for the utilization of the
IC chip and merely relays the command received from the

_server to the IC chip, the client will also not be




included in the ID acquisition conmand i ssued by the
server. In this case, the ID extraction section

associ ates the extracted chip IDwth the identifier,
whi ch may be expressed as an array of al phanuneric
characters. According to an enbodi nent of the present
invention, the client enbeds the chip IDinto the
processi ng conmand (overwites on a predeterm ned

| ocation) and issues the processing command incl uding
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server. By virtue of the “identifier associated w
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in the processing. conmand issued by the server. In
this case,'® HhPr orfmartd s efdf@rmadciqron
enbeds the chip IDinto the processing conmand on the
PESFESBINY hey erpfeddt Hy poserfbwurahion et iwhichfakhe
client is not capable of grasping the
identifier used by the client in referring to the chip ID
extracted from the response data received is further
included in the ID acquisition command issued by the
server. In this case, the ID extraction section
associates the extracted chip ID with the identifier,
which may be expressed as an array of alphanumeric
characters.

According to an embodiment of the present invention,
the client embeds the chip ID into the processing command
(overwrites on a predetermined location) and issues the
processing command including the chip ID to the IC chip
directly by bypassing the server. By virtue of the
identifier associated with the chip ID, it is possible to
identify the correct chip ID, which is used in a process
carried out at a later stage (the process to embed the

chip ID into the processing command), with a high degree

of reliability.




pur pose of a command necessary for the utilization of
the 1Cchip and nerely relays the command received
fromthe server to the IC chip, the client will also
not be capable of know ng which portion of the
processing command to be relayed to the ICchip is
used as the enbedding position of the chip ID. By
virtue of the enbedding position information included
in the processing conmand, however, the client is

capabl e:10f; rReAding. the p.afad Qﬂ@tﬁj‘%ﬂao& hie to
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enbodlnent of the present invention, the client
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i ssues the processing conmand including the chip ID
infemeati®nhip directly by bypassing the server. By

virtue of the identifier, it is
If the client is not capable of grasping the

purpose of a command necessary for the utilization of the
IC chip and merely relays the command received from the
server to the IC chip, the client will also not be
-capable of knowing which portion of the processing
command to be relayed to the IC chip is used as the
embedding position of the chip ID. By virtue of the
embedding position information included in the processing
command, however, the client is capable of embedding the
chip ID into a proper position in the processing command.
It is possible to provide the information
processing system with a configuration in which an
identifier usable in the client as information for
identifying the chip ID is further included in the
processing command issued by the server. In this case, by

using the ideﬁtifier, the processing-~command sender
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possible to identify the chip I D, which has been
acquired and associated with the identifier by the
client, with a high degree of reliability. It is also
possi ble to provide the informati on processing system
with a configuration in which the chip-ID extraction
section associates the identifier with the chip ID as
described before. It is possible to provide the
informati on processing systemwith a configuration in

whiceRohheakbkti¢heR and Eﬂgpchbenhhgéﬁrﬁg%ubeéﬂdbgsoc1ated

comruni cati ons conforn1ng to near-fle
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chip serving as a a- conmuni cat 1 on
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conmuni cation partners by a band action. In order to
sBFieding pRebreiPdEBcEpbblde abovehipndirectly by

bypassing the server. By virtue of the identifier, it is
possible to identify the chip ID, which has been acquired
and associated with the identifier by the client, with a
high degree of reliability. It is also possible to

. provide the information processing system with a
configuration in which the chip-ID extraction section
associates the identifier with the chip ID as described
before.

It is possible to provide the information
processing system with a configuration in which the IC
chip and the client carry out radio communications
conforming to near-field radio-communication standards.
In this case, the IC chip serving as a data-communication
object is normally embedded in an IC tag or an IC card.
Such media is exposed to the air.in many cases so that it

is possible to effectively carry out non-contact radio
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accordance with a further enbodi nent of the present
invention, there is provided a client receiving
support froma server connected to the client by a
conmuni cation network in driving an I1C chip to carry
out predeterm ned processing. The client includes a
processi ng-command requesting section, an

| D-acqui siti on-conmmand sender section, a chip-1D
extraction section, and a processi ng- conmand sender
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configured to issue a request to the server as a
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response data in the processing command received from
RPELREY S PY s PP AT 9™ t he processi ng conmand

i ncluding the enbedded chip IDto the IC.ch%P. The 1C
chip trahsHdss d&t £917E ddiengprthdem described above, in

accordance with a further embodiment of the present

invention, there is provided a client receiving support
from a server connected to the client by a communication
network in driving an IC chip to carry out predetermined
processing. The client includes a processing-command

. requesting section, an ID-acquisition-command sender

section, a chip-ID extraction section, and a processing-

command sender section. The processing-command requesting

section is configured to issue a request to the server as
a request for transmission of a processing command to be
executed by the IC chip to carry out the predetermined
processing from the server to the client. The ID-
acquisition-command sender section is configured to pass
on an ID acquisition command received from the server as

a command for acquiring the chip ID of the IC chip to the
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chip IDin response to the I D acquisition conmand
received fromthe | D acqui sition-comand sender
section to the client. The IC chip furtherer produces
aresult of determ nation as to whether or not the
chip ID enbedded in the processing conmand received
fromthe processi ng- command sender section is
identical with the chip ID of the ICchip. The IC
chip furtherer carries out the predeternined
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EPPerbiPFOP exBRpPecdt ABORCHRfi pesROpEe dataalstbbe of
bei ng enbedded in the client as a chip for carrying
BEPCEBRLRY oRRNNPHE pERERhTEY BFomhkhe| senver |andstransmit
€033|ble to put the client and the ICchip in a

baf Pyoressbnd whemeind Whtledihe thé eembéddéddesipheD to
IC chip, the client is capable of conmunicating with
Binet herchiext erlihad NAC athiipp .t damdnhiits chge, ited wliirentthe
conmuni cates wth the other external 1C chip through
aehiealerimvrésponse to the ID acquisition command
received from the ID-acquisition-command sender section
to the client. The IC chip furtherer produces a result of
determination as to whether or not the chip ID embedded
in the processing command received from the processing-
command sender section is identical with the chip ID of
the IC chip. The IC chip furtherer carries out the
predetermined processing in accordance with the
processing command if the result of the determination
indicates that the chip ID embedded in the processing
command received from the processing-command sender
section is identical with the chip ID of the IC chip.

The configuration described above is a

configuration including a client and an IC chip

integrated with the client. In this configuration, the IC

chip is put in a state of being capable of making an
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al so included in the configuration. In order to solve
the probl em descri bed above, in accordance with a
still further enbodi ment of the present invention,
there is provided a server connected by a

conmuni cation network to a client for driving an IC
chip to carry out predeterm ned processing. The
server is includes a comand-group sender section
configured to send a processing command for naking a

5@9e§§tt&0£héheuegféd @w&%ﬁ@ﬁﬁégﬁg&fjﬂ;ét ut in

acqui sition conmman for acqul ri n

% <€ R &%tﬁeiﬁge ﬁﬂ?ddéh”&ﬁgtﬁé éligﬂHeé% QHQEiBnyPe

lTent as a req transm ssion

%99€§3?”<9u1‘52£‘r‘}3er ach|}rl(2§p§ﬁé¥ﬁ %u%f:jﬂﬁ% %?Qtl Fant is
ggsalbﬁauﬁg?ﬁﬁﬁ EhF oeadenhTof “The te Thip X‘Th% 1 "

er thep enbeds the CQUIred chip IDin
5?8 E94F AL OR ofEhE And” ?‘%u‘ﬁshli‘?sc%h%mbrb‘&%%%‘ii%@ the IC
command to the IC chip. In accordance with an
efbBdi HefitCbicthel predeblei abererorrieht ing ikeranother
hand, a part of the processing carried by the server
PALEHRAbakt FBIRr ardt ditied qaser td1d ertiant gruigates
reduce the nmagnitude of a | oad borne by the server.
Yhtip hike calsleer tercteenakr 1€ rembpi throbgh rocadsifigriter
command and an | D acquisition comrand for
also included in the configuration.

In order to solve the problem described above, in
accordance with a still further embodiment of the present
invention, there islprovided é server connected by a
communication network to a client for driving an IC chip
to carry out predetermined processing. The server is
includes a command-group sender section configured to
send a processing command for making a request for the
predetermined processing and an ID acquisition command
for acquiring the chip ID of the IC chip with the same
timing at a request made by the client as a request for
transmission of the processing command from the server to
the client.

In the past, a server acquires the unique chip ID
of an IC chip in accordance with a request made by a

client as a request for processing of the IC chip. .The
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acquiring the chip ID of an IC chip with the sane
timng to the client. In addition, the present
invention also provides prograns to be executed by a
conputer to carry out the functions of the server and
client described above. On top of that, the present

i nvention also provides an information processing

net hod to be adopted by the server and the client as
a method for driving the IC chip to carry out

Qé?@@&efﬂeﬂegmﬂéﬁge§ﬁéngcggbfeéuggiggg§69£ éhgf$£é%51ng

chip, clirent and server escri be can

§8HH%H8dahH £P§n§89£égHﬁéL%98?eQ%ln%t&8ﬁ&§n399§réﬁgstc

I's confrguration, I ons can
the server

pe e |Cc the ent
MR o B R P o T i L (SRR
n addi tion ch conflgura ion ele the client
%:‘é?te%’él‘b‘? oV e‘gh? n°BAST hig? pp%r%"t‘ﬁ %ﬁ ‘é]ﬁe 1%%%%%?9
i ndepen t of the other configuration el enents.
TOpt ?d the L8 EY PRI abe t SEet%eFrﬁ%ﬁf?eF%? ?% a
anot her database i n execution of an application. As
SRRt bbY ABd%E, TP ntadieer debR PR htade @hbRdl rftPoFne
the present invention, in utilization of an 1C chip,
by tl'se RBETRF e 118 rtddifc €35 r ¢des SIaTy 9o dd Bemd s fyne
the server and the nunber of accesses made by the
BePGRe? S g acersaed anpdtde EDixequbsiwedth egmmived nivber

of
acquiring the chip ID of an IC chip with the same timing

to the client.

In addition, the present invention also provides
programs to be executed by a computer to carry out the
functions of the server and client described above. On
top of that, the present invention also provides an
information processing method to be adopted by the server
and the client as a method for driving the IC chip to
carry out predetermined processing.

The functions of the IC chip, client and server
described above can also be combined in the configuration
of a single apparatus. In this configuration, some of
functions can be swapped among the IC chip, the client
and the server or shared by the IC chip, the client and
the server. In addition, each configuration element of

the client can be provided in another apparatus as an
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accesses made by the client as accesses to the server.
Thus, the tinme it takes to carry out each process unit
can be decreased. As a result, the present invention
is also suitable for an application entailing a high
access frequency and an application with an access
time limted to a predeterm ned | ength. BRI EF
DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a bl ock diagram
showi ng a rough configuration of an information

@ﬁ@ﬁ@ﬁ%'EﬁdéﬁéhaghtaefoﬁﬁénStBQr cbhEShueaPodh "B Ement s .

shows a flowchart representing processing

?ﬁrEbgd PuULhhy atﬁé'?%ﬁe P &fi a¥hé §8EgEPdm£§aPé Lted

roma server fo an I p; | owc har t
4ABLERETILD0,20, aﬂfggggthQ%pf%ggﬁfaggkﬂssﬁggn
el i ot d%cc PRI PP r a ot e By s an
SfB5585E R Carr PEASBAE H)VERBLOBH it uFo 21 09:2408%%k
cqui sition command; Fig. 6 is an expl anator

|
agagpéﬁTréFeFFeﬁo?ﬁlP%e HRSEFFBFRg2aPRBERFSHRI Toad borne

processing carried out by the
by the server and the number of accesses made by the

server as accesses to the client as well as the number of
accesses made by the client as accesses to the server.
Thus, the time it takes to carry out each process unit
can be decreased. As a result, the present invention is
also suitable for an application entailing a high access
frequency and an application with an access time limited

to a predetermined length.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing a rough
configuration of an information processing system
according to a first embodiment:;

Fig. 2 shows a flowchart representing processing
carried out by a client to relay a command transmitted
from a server to an IC chip;

Fig. 3 shows a flowchart representing an

information processing method according to a second
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client to process a processing command; Fig. 7 is a
circuit block diagramshowi ng a rough configuration
of the client according to the third enbodinment; Fig.
8 is a block diagram show ng a rough configuration of
a server according to a fourth enbodinent; Fig. 9is
a bl ock diagram showi ng a rough configuration of an

I C chip according to a fifth enbodinment; Fig. 10 is a
circuit block diagram showi ng a rough configuration
efibatdifnEnehi p according to the fourth enbodi nment;

Fig. 11 is a circuit block diagram show ng a rough

configuredi on 0 2 KldSPtdBESPAAT MMbd th@ SixdibyH 7
enbodi nent; and Fig. 12 Iéﬂ§§CIrCUIt bﬁ%ok dﬁgéram

éBﬁEﬁ@Gr@tEQHng §OBIEQHEaEbEBrQEn@ Eb'§n£h§£aordlng
to a Seventh enbodi nent. DETAI LED DESCRI PTI ON OF THE

EREEERRER: EMBODI MENTS  Preferred enbodi rrents of the
present invention are described in detai

T S R e B i ) S s
aQS8££B§£gfg”ﬁé&&faéfCBrocQQEQEbOQQr%ESd out by the
client to process an ID acquisition command;

Fig. 6 1s an explanatory diagram referred to in
describing a model of processing carried out by the
client to process a processing command;

Fig. 7 is a circuit block diagram showing a rough
configuration of the client according to the third
“embodiment;

Fig. 8 is a block diagram showing a rough
configuration of a server according to a fourth
embodiment;

Fig.” 9 1s a block diagram showing a rough
configuration of an IC chip according to a fifth
embodiment;

Fig. 10 is a circuit block diagram showing a rough
configuration of an IC chip according to the fourth
embodiment;

Fig. 11 is a circuit block diagram showing a rough

configuration of a client according to a sixth
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denoted by the sanme reference nuneral throughout this
patent specification and the drawings in the

speci fication, and such configuration el enents are not
repeated in order to avoid duplications. In order to
make the description of the enbodinents better
under st andabl e, as an exanple, reference to a bal ance
in an electronic-noney IC card is inagined. A PC
(personal conputer) functioning as a client nakes an

éﬁg@&%%%gtanaﬁ&:card, whi ch includes an I C chip

enbed therein, by way of a server. In this case,

t he ser | res.. l.Lance. i.n {.he el ectroni c- none

I C car dEvlgfd 1Eégicisplaaycsl <ﬁ‘gitba(ia(l)nccke C%)Etga{:iaﬁnedﬁaos‘,ﬂar\lgr @smﬁ‘%ﬁgh
h uisition on the screen of the PC. The PCis

cg%rtlh(illuf%gv\l/eont% atqur t& Y n‘?%?%%%% i r%c??‘fle?tlt}?)m t he

Ié%c rd 18 -------------- for a security reason. For

¢ ?éh%ﬁn%hly the server is capable of generating a

command for acquiring a balance fromthe IC card. In

this case, the server transmts only the bal ance
obtained as a result of the acquisition to the PC. A

ROt REHR BT ERN oPF of Hie AHE THRRER ENBRRENEFERE s i s

explained by referring to drawings as follows. (First
Enbodi FEfferged erdodaiicst sPodc 88 py eSpsitepveRitgon] are
is a block diagram show ng a rough

described in detail by referring to drawings as follows.
It is to be noted that configuration elements having
essentially identical functional configurations are

- denoted by the same reference numeral throughout this
patent specification and the drawings in the
specification, and such configuration elements are not
repeated in order to avoid duplications.

In order to make the description of the embodiments
better understandable, as an example, reference to a
balance in an electronic-money IC card is imagined. A PC
(personal computer) functioning as a client makes an
access to an IC card, which includes an IC chip embedded
therein, by way of a server. In this case, the server
acquires a balance in the electronic-money IC card and
displays the balance obtained as a result of the

acquisition on the screen of the PC. The PC is not

allowed to acquire information directly from the IC card
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configuration of an information processing system
according to a first enbodi nent. The information
processi ng systemincludes an I C chip 100 enbedded in
an ICcard, a client 110 for requesting the IC chip
100 to carry out predeterm ned processing and a
server 130 connected to the client 110 through a
conmuni cation network 120 such as the Internet. The
server 130 gives support to the I C chip 100 through

the &l kehtirit treaseﬂrrywlg Igéf?hg&gﬁfta{éﬂ%&er is

processing. The client 110 and ver can

%g@gbgg 8{ the§a%gﬁésgahbﬁﬂané %Q? %Egﬁ;ggﬂ% E"ghighce

I st ant nobi phone, a por pl ayer

?r%@hga% g@%'“ nfr% em1s|.n<];a§)s[errr?t611hoen1%1_%%%%/%%&?%%&:5 only

conf erefice Sys

gLVEL 130 ar of muni_cat i, daj a
Hen %%ﬁ%?easﬁg ihed' § 5 Soray b SEnEBEonRtEAL Lo £o
I n order carry, out non-contact radio
ggﬁﬁﬁﬁrc |?ﬁﬁ?§ﬁ?¢1? ¥QP¥%1%PWrﬂﬁLRﬂ9% herbedded
100, the client 110 is connected to a
@BB&FP%FFFeFS ¢#plaipedshyvertenbindgsta deauingy as
nodul e for encodi ng - and decodi ng data exchanged w th
£AélePesehip 100 as data relevant to the IC chip 100.
The security nodul e has a tanper-proof characteristic
éﬁ@rﬁﬁng@bgdam@nupaantynﬁ©rmatlon Processing System)

Fig. 1 is a block diagram showing a rough
configuration of an information processing system
according to a first embodiment. The information
processing system includes an IC chip 100 embedded in an
IC card, a client 110 for requesting the IC chip 100 to
carry out predetermined processing and a server 130
connected to the client 110 through a communication
network 120 such as the Internet. The server 130 gives
support to the IC chip 100 through the client 110 in
carrying out the predetermined processing.

The client 110 and/or the server 130 can each be a
PC, a workstation, a PDA (Personal Digital Assistant), a
mobile phone, a portable audio player, a home game
machine, an information home appliance or a TV conference
system. The client 110 and/or the server 130 are capable

of at least communicating data with other apparatus by
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keys used in encryption and decryption processes. As
shown in Fig.1l, the ICchip 100 is used in a state of
bei ng enbedded in an I C card. However, the way of
utilizing the IC chip 100 is not limted to this
enbodi nent. For exanple, the IC chip 100 may al so be
enbedded in an I C tag, an el ectronic apparatus such as
a nobile phone, the client 110 or anot her apparat us.
In the configuration showmn in Fig. 1, the IC card

wa9'H@'EﬁetBSmmEH?@99§9n'EéEQbEk1990'S mounted on a

readerIMW|ter 140 I's connécted to the client

110. | 5 gl m%ma@%r@gm&g SR Tes out

non- COﬂt act radio catirons w

EgﬁﬂﬁﬁéggkﬁgﬁslﬁgthAQh%X grgf ?uggﬂgg %?%%Hagagg ic

conmunit ca 10 COfTTTLInI C

EREPI 2901 oh"Fanbbe 20 Khcor PAGPE6 FHoCRee SFAGR/HEtter

i% a near field of about 10 cm the conmunicati on
ﬂforning to the NFC standards offers excellent
securlt of limting conmunication partners by a hand
acti on. en s &na% Hafcé fFEoHtadiodgifer encoding
communi cations of data can be carried out, a netallic
Ped niRapdenpodete t exeRnged vithothe ofGi et 1Ghuas data
is possible to render services exhibiting excellent

el avanhab? | thy BRcckir r b8P on-Preoofecwhanaehilst ihes a
wi t hout sacrificing the appearance of the

tamper-proof characteristic and manages a plurality of

keys used in encryption and decryption processes.

As shown in Fig.1, the IC chip 100 is used in a
state of being embedded in an IC card. However, the way
of utilizing the IC chip 100 is not limited to this
empbodiment. For example, the IC chip 100 may also be
embedded in an IC tag, an electronic apparatus such as a
-mobile phone, the client 110 or another apparatus. 1In the
configuration shown in Fig. 1, the IC card including the
embedded IC chip 100 is mounted on a reader/writer 140,
which is connected to the client 110. 1In this embodiment,
the IC chip 100 carries out non-contact radio
communications with the reader/writer 140.

An example of the non-contact radio communication
is a radio communication conforming to NFC (Near Field

Communication) standards. Since the utilization range
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IC card. Unlike the magnetic-type cash card and the
credit card, which have been used in the past, the IC
chip 100 includes a nenory having a | arge storage
capacity so that a plurality of applications can be
used in one IC chip 100. That is to say, a plurality
of service providers can be registered in an IC card

i ncludi ng an enbedded I1C chip 100 so that the user
can receive a variety of services by wutilizing one IC

§éégrd§¥§ntbftﬁg ﬁ%@eQPéna§r5§dfstQ Héé%'ffei&e%fgébout

chip 100 through the client 11 the client 11
d h
i_‘gt cm gf 1913{%1 Sé?rrlu@%ﬁl‘ a%&ﬁ S@?%?ggm% ﬁ%& f@%é ym?@i%géﬁéﬂgrds

e h rv 3 i nt enance., and
8@?%?%%“%2%&99 Al R LR LoT R e
C 100 0 nds,_rel evant tp, .services rendered b
SELPRTaTi B9 B0MRR T shhr on Lot o T Goierst tact
the client 110, an_updating work to reflect a new
%%%%n%m% SRLCAGHRE 105 JRhe SRF \PEedt Fakeq OBl @
H%ied out freqﬁently and, in additjon, a conmand
ot F o Hpita a?’FW%v‘F?lgt%elaaF@els §i%% FREUIEFBe
sustalned in such a way that there is no effect on
Hppti chlt i bhPAt TR 1y BRner see Ny keepraxh detbing
Thus, fromthe mai ntenance point of view, a
Q%ﬁﬁl%ﬁntquﬁptalnabll1ty and corrosion-proof

characteristics without sacrificing the appearance of the
IC card.

Unlike the magnetic-type cash card and the credit
card, which have been used in the past, the IC chip 100
includes a memory having a large storage capacity so that
a plurality of applications can be used in one IC chip
100. That is to say, a plurality of service providers can
be registered in an IC card including an embedded IC chip
100 so that the user can receive a variety of services by
utilizing one IC card.

Even if an attempt is made to utilize the IC chip
100 through the client 110, the client 110 is not
provided with a technology of directly operating the IC
chip 100. That is to say, the IC chip 100 is operated
through the server 130 for.maintenance and security

reasons.,
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having a client 110 used for storing the command
generation application is not an effective
configuration. In addition, if the whol e managenent of
the IC chip 100 is executed by the client 110, the
client 110 will be capable of know ng data that
shoul d be handl ed by the service provider at the
server 130. Thus, also for a security reason, the
command generation application should not be provided

in the ofisgnl ddMnaddsisgivén ofslefhd oI edlefpt DoGlai @
stored inthe IC chip 100, first of all, the user of

thamahtienteldfamBkes saRvacessSsch@etbBE 5O ¥ep1430lity of
t hrough a web browser of the client 110. Recogni zi ng

BEQGEEEI PPodeakh8daky thepdSginerhPeaseyVehe130i8har %o,
a comunication with the IC chip 100 through the

Shgﬁﬁaa%igg ﬁérkhﬁop5@9$§§E29 g%wcegﬂhghﬁdtotﬁg gﬁéggfor

130 displays a result o processing on t

?%gMQQEVQEeEhﬁaglkgnbelégrrégdtgh? Fﬁ%&uS%gggcghgnt%P

Intervenes In the executron o SSI ng

%88i££6§PLg %nggﬁﬁnsgﬁg¥a£§§§%gggl?ﬁg%?%ﬁ?ﬁgginqoa_large

_ransm rom e-server _ |
5304 BaS 100088 BhEYSIREh, LERESERTLLORPLRSEORhRMe to no
LERSIT bLed Lrom e seiver 10,0 Af1e 1 C elp 400 eere.
%ﬁﬁg,tggom the maintenance point of wview, a configuration
having a client 110 used for storing the command
generation application is not an effective configuration.

In addition, if the whole management of the IC chip
100 is executed by the client 110, the client 110 will be
capable of knowing data that should be handled by the
service provider at the server 130. Thus, also for a
security reason, the command generation application
should not be provided in the client 110.

Thus, in ordexr to refer to data stored in the IC
chip 100, first of all, the user of the client 110 makes
an access to the server 130 through a web browser of the
client 110. Recognizing processing desired by the user,
the server 130 starts a communication with the IC chip

100 through the client 110. As the processing is

completed, the server 130 displays a result of the
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I C chip 100 through the client 110 in order to carry
out predeterm ned processing in the IC chip 100 to
render a service to the server 130 as a service of
providing the version of a key used to encrypt data.
The version of a key is one of a plurality of key
identifiers used in communications of encrypted data
bet ween the server 130 and the IC chip 100. The key
versions are used when there are a plurality of

Efaagggiﬁarsgsth@ 88 LEogbip 3P0 AL ElELH£aiiby38ﬂl‘thls

eys are use INn onée service area. T e server

asgelxﬁa Egﬁeﬁsrfienlnggr <K&Y 550 g ggh% é?oth

uses t version encryp ecryp
eX| y al |

é%g@?g | G& o FEE ﬁfgcigpugﬁeﬂnglytggfég?%%r 2130

versi o spec val ue FFFFEh notifies

SRniatiy EFaﬁéﬁlEE%g E6SRehhExpetee Tl ehetagtte L6 cnfB
iﬁ chip 100. First of all, at a step S200 of the

%mchart the user physically connects the IC chip -
100 to the client 110. The user may physically

connectft%e 4 Gha add atshate raRERetig b P RIGRS NG

of contact connection such as a USB or RS-232

coRREedi ont opY byhadept¢rh bi0 atmoneleavnt acemmamtect i on
conformng to the NFC standards as described above.
Foanamahpee, froe Userseomeect30the tie IC chip 100. As an

-example, the server 130 starts a communication with the
IC chip 100 through the client 110 in order to carry out
. predetermined processing in the IC chip 100 to render a
service to the server 130 as a service of providing the
version of a key used to encrypt data.

The version of a key is one of a plurality of key
identifiers used in communications of encrypted data
between the server 130 and the IC chip 100. The key
versions are used when there are a plurality of service
areas in the IC chip 100 or a plurality of keys are used
in one service area. The server 130 receives the version
of a key from the IC chip 100 and uses the key version to
encrypt of decrypt data. If no key exists in the IC chip
100, typically, a special value of FFFFh is returned to
the server 130 as a key version. The special value of

FFFFh notifies the server 130 that no key exists in the
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chip 100 to the client 110 by adoption of a
non-contact connection conformng to the NFC
standards by placing or nounting an I C card including
the 1C chip 100 enbedded therein on the reading face
of the reader/witer 140. Then, at the step S202, the
client 110 starts a conmunication wth the server 130
by using either of a browser and an application,

. whi ch have been provided to the client 110 by an

iraf enABt 1@g provi der. Subsequently, at the step S204,
the citent 110 and the server 130 authenticate each

other. Prior &p @f%*e e \fgr@%g%eéfﬂ PIAFEESNY the

desired by the user nee s to acquire a

GaLR hH&Q%éé m;dcgghggggvgégGEEeﬁgggg?ggr&§05h50£1tgh§

reaso at t e nex
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h 24 h h C
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h | 1 130., On I D
Bpnat ko 2aRneTENRF BOROGE oPY 24@PBRORI P aRPYE,

if the service area of the IC chlg 100 is divided
Fegkesr| gorneetsom- apeberving BesbirlEE fFapdagds as
application, a ch&p I D can be assigned to each of the
debchikad . alspps equier l9kamrle hehrexisest @orSEog:s tihe IC
client 110 passes on the I D acquisition conmand

¢etei V@@ to the client 110 by adoption of a non-contact
connection conforming to the NFC standards by placing or
mounting an IC card including the IC chip 100 embedded
therein on the reading face of the reader/writer 140.
Then, at the step $202, the client 110 starts a
communication with the server 130 by using either of a
browser and an application, which have been provided to
the client 110 by an information provider. Subsequently,
at the step 5204, the client 110 and the server 130
authenticate each other.

Prior to execution of predetermined processing
desired by the user, the server 130 needs to acquire a
chip ID assigned uniquely to the IC chip 100. For this
reason, at the next step 5206, the server 130 transmits

an ID acquisition command for vauiring the chip ID (by

typically adoption of a polling technique) to the client-
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fromthe server 130 to the IC chip 100 as it is. Then
at the step S210, the IC chip 100 transmts data
including the chip ID used for identifying itself to
the client 110 in response to the ID acquisition
conmand received fromthe client 110. The response
given by the [1C chip 100 is data because normally the
command i ssued by the server 130 is a comand to read
out data froma predeterm ned area. In the case of an

hPpacamsidhgn 1s Bl fdech foURss eds chiphi Rid Shumber

included in the response data. Subsequently, "at the

8¢¥EeSLRR ?@%ﬁ% tBQeIRE' bF”‘ch%lgl%%ﬁe?l@”aﬁﬁetﬁgsgggggr

data receive rom-t to the server

ol 4 dRgSTLIRamele SBLP s dide L,
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extrac

enbeds, th xtrac d ch 25 1D in ey-ver sj

L8 %E%?? Pk S7h8 aSuageas Srchyateesinbed vith
connang isis becaus since the | C chi 100 i s

AR sPBREECR l@ﬁwe %Ue@pBHs%alaanﬁ %%Slag%‘?%cggs?%@h of the
command i ssued by the server 130 as a conmand

FRRTEERRY: eSS B enifddder tirsrteisten tS4Q8, the

necessary for the server 130 to obtain the chip ID at
¢hiept ebﬁ@u?@swﬁg@n tigy Thchadnhylbion eegmmand tacpived
ID of the I1C chip 100 in the processing command, the
Erme@s&en@etmmal@ beeowrlee EC chip 100 as it is.

Then, at the step 5210, the IC chip 100 transmits
data including the chip ID used for identifying itself to
the client 110 in response to the ID acquisition command
received from the client 110. The response given by the
IC chip 100 is data because normally the command issued
by the server 130 is a command to read cut data from a
predetermined area. In the case of an ID acquisition
command, the requested chip ID is included in the
response data. Subsequently, at the next step $212, the
client 110 passes on the response data received from the
IC chip 100 to the server 130 as it is.

As described above, the chip ID is described in a
portion of the reéponse data output by the IC chip 100.

" Thus, at the step 5214, the server 130 extracts the chip

ID from the response data and embeds the extracted chip
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valid command for the IC chip 100. Subsequently, at

the step S220, the server 130 again transmts to the
client 110 a command including the <chip ID enbedded
therein (a key-version acquisition conmand) serving
as a request for a service. Then, at the step S222,

the client 110 passes on the key-version acquisition
command received fromthe server 130 to the IC chip
100. Subsequently, at the step S224, the I C chip 100

DDOQﬂwSk@y{ﬁéﬂéig@faagﬁﬁéﬂw@ﬁi@&uﬁén&%a\hsé hessQEd as a
not the chip IDincluded in the key-version

peaue ssihgncompamnand mecei ed faamd he igldennd 1 ighip
identical with the chip ID of the I'C chip 100. If the

168Ut Qlsihfeqdel e -ali pogiodicatep tggtatgfoggéging
I h k nmand

D included’in the ey-version acquisition c
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transnmits the response data including the key version
Qﬁt@%pQﬁ$§*ﬁg command, the processing command becomes a

valid command for the IC chip 100.

Subsequently, at the step $220, the server 130
again transmits to the client 110 a command including the
chip ID embedded therein (a key-version acquisition
command) serving as a request for a service. Then, at the
step 5222, the client 110 passes on the key-version
acqguisition command received from the server 130 to the
IC chip 100.

Subsequently, at the step 5224, the IC chip 100
Produces a result of determination as to whether or not
the chip ID included in the key-version acquisition
command received from the client 110 is identical with
the chip ID of the IC chip 100. If the result of the
determination indicates that the chip ID included in the
key-version acquisition command received from the client

110 is identical with the chip ID of the IC chip 100, the
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110. Subsequently, at the step S228, the client 110
passes on the response data to the server 130. Then,

at the step S230, the server 130 extracts the key
version fromthe response data and hol ds the key
version for processing carried at a | ater stage.
Subsequently, at the step S232, the server 130
informs the client 110 that the process to acquire
the key version has been conpleted. It is necessary to

$Cr cht by 1pootagtiesf eugBtheNpretiet edmhiAetih rb@é@B&ﬁ
100. In a comunication with the IC chip t he ?C

ébk@eé?@n@ﬂh@uté @Ebapﬁﬁéeg§§nQYCHﬁhQHdaatk%Me step. 5224.
identitied by the key version. Thus, a desired service
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rocessing he follow ng two stages: (1) a
ngééogfgécaﬁﬁ a%gﬁhique chip ID of the IC chip

(2) a e of ui 0 | ncl udin
t he a?ld-tﬁq’f'ecf‘%htrs}be %g‘?]?b %% sh]e‘egji Fb 1% trpnsmits
out redet er m ped proceSS|n I n consequence,

carr
het %%SB%%% ofatacingheding &hevkay BeraleBnhonflat fhhent

term nal such as
11 Subsequently, at the step S228, the client 110

passes on the response data to the server 130. Then, at
the step 5230, the server 130 extracts the key version
from the response data and holds the key version for
processing carried at a later stage. Subseguently, at the
step S232, the server 130 informs the client 110 that the
process to acquire the key :version has been completed.

It is necessary to strictly protect information
stored in the IC chip 100. In a communication with the IC
chip 100, the IC chip 100 outputs data encoded by using a
key identified by the key version. Thus, a desired
service is started after the client 110 or the server 130
acquires the chip ID of the IC chip 100 and a key version
at the start of a communication.

In a configuration where the client 110 relays a

command received from the server 130 to the IC chip 100
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nobi | e phone, the comuni cati on overhead increases and
the rising nunber of communi cati ons causes an extrene
delay in the entire processing. In the case of the
enbodi nent of the present invention, on the other
hand, the server 130 does not <carry out all the
processi ng of the above two stages. Instead, the
client 110 performs a portion of the processing so as
to reduce the nunber of accesses made by the server

430q28d i Beqandpber, ofhaceesses ABEe X Ehe, Ehifhte at
110. T out

o be nore specific, the client 110 caries

188sPr Be888LA0nG0aLNERUIRO L D6y HALARLCRERGLD: OF the
g posi t A°a

I C chip 100 at predet er m ne on |
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EﬁﬁﬁeSSing system descri bed above as an exanple, the
of'fow ng description 28 explains an information
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I nf or mati on, Processing, Method) _ Fig, 3 _shows a
?F%ﬂkﬁ%ﬁtcgéﬁrégeﬁ?iﬂleﬁeth?n¥Grﬁg%PoﬁOBrB€e§§¥ﬁ§ out
met hod according to a second enbodinment. Also in this
predetaEminedxBAPFessSing- sy fOnNSETIeGH 1 siy the case of
conmuni cation with the I1C chip 100 through the client
310lianbr 4&P sorvargyasud predenbeathed terminal such as

a mobile phone, the communication overhead increases and
the rising number of communications causes an extreme
delay in the entire processing. |

In the case of the embodiment of the present
invention, on the other hand, the server 130 does not
carry out all the processing of the above two stages.
Instead, the client 110 performs a portion of the
processing so as to reduce the number of accesses made by
the server 130 and the number of accesses made by the
client 110. To be more specific, the client 110 caries
out the processing to include the unique chip ID of the
IC chip 100 at a predetermined position in a processing
command, overwriting data existing at the predetermined
" position.
By taking the information processing system

described above as an example, the following description

28




processing in the IC chip 100 to render a service to
the server 130 through the client 110 as a service of
provi ding the version of a key used to encrypt data.
First of all, at a step S250 of the flowchart, the
user physically connects the IC chip 100 to the client
110 in the sane way as the first enbodi nent. Then, at
the step S252, the client 110 starts a comruni cation
with the server 130 by using either of a browser and

aRplaprpki 6at i ARerMAt £AnhpY¥e-ReeANBr A¥LHBH ¥9rtH€iving an
cltrent 110 by an information provider. If the browser
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g?Bc§§gFF§ ANnTOHR {?a%ta%i%FFFogh%oﬁﬁaﬁ@lPo¥oo through
acquiring the chip IDto the client 110 with the sane
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the client 110 as a request for
processing in the IC chip 100 to render a service to the

server 130 through the client 110 as a service of
providing the version of a key used to encrypt data.

First of all, at a step S250 of the flowchart, the
user physically connects the IC chip 100 to the client
110 in the same way as the first embodiment. Then, at the
step S252, the client 110 starts a communication with the
server 130 by using either of a browser and an
application, which have been provided to the client 110
by an information provider. If the browser is used, the
user makes an HTTP (Hyper Text Transfer Protocol) request
| through the browser. Subsequently, at the step $254, the
client 110 and the server 130 authenticate each other by
a session ID or the like. At that time, the client 110

issues a request to the server 130 as a request for

~ transmission of a processing command driving the IC chip
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transm ssion of the processing command fromthe server
130 to the client 110. As described above, one chip ID
can be assigned to each IC chip 100 or, as an
alternative, if the service area of the IC chip 100
is divided logically into sub-areas each associ ated
wth an application, a chip ID can be assigned to
each of the sub-areas. Subsequently, at the step
S258, the client 110 receiving a conmand group

hoel wdi BarthecRtopesgbpernéARABRH-R0dsERE FPom the server
acqui sition command fromthe server 130 extracts the

hBoagguight LPN.gPMRRd from the group. Then, at the
step S260, the client 110 passes on the extracted ID
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64, the client 110 extracts the chip ID fromthe
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the chip ID. Then, at the step S270, the client 110
ERpedst t ecelived from the client 110 as a request for

transmission of the processing command from the server
130 to the client 110. As described above, one chip ID
can be assigned to each IC chip 100 or, as an alternative,
if the service area of the IC chip 100 is divided
logically into sub-areas each associated with an
application, a chip ID can be assigned to each of the
sub-areas.

Subsequently, at the step S258, the client 110
receiving a command group including the processing
. command and the ID acquisition command from the server
130 extracts the ID acquisition command from the group.
Then, at the step 5260, the client 110 passes on the
extracted ID acquisition command to the IC chip 100 as it
is.

Subsequently, at the step 5262, the IC chip 100

~transmits data including the chip ID used for identifying
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extracted chip IDinto a predeterm.ned position in the
processi ng command recei ved fromthe server 130 and
transmits the processing command to the I C chip 100.
By letting the client 110 enbed the chip IDinto the
processi ng command, the nunber of communications
carried 4 out between the client 110 and the server
130 can be reduced. Subsequently, at the step S272,
the 1C chip 100 produces a result of determ nation as

tosahét herthe oDienthe10hip +Bspostaded tRet hp
processi ng conmand received fromthe client 110 is

hdguiscal o EbmblgdChepel Pe@f 1168 thE €hiond0010!f Hihe
result of the determnation indicates that the chip
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the client 110 is identical " wth the chip |ID of the

&£ 4R tbea£CéCBEQdéQQrﬁ@ﬁé&eﬁogﬂﬁiB?Ee Subsequently,

predet erm ned processing corresponding to
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Since t rocessi ng conmman ey- Vver si on

iSiti ng_ | IS e._the l1C _chip. 10
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vergioq}in res se data. Then, at the step S274, the
?%yc%i% ﬁd%p%Qa Mts the response data including the
key version tqg the client 10. ,Subsequent]|y, at

t he
next st Ngo ’QHgaqupéﬁ?7 IOthe client 110 embeds the

extracted chip ID into a predetermined position in the
processing command received from the server 130 and
transmits the processing command to the IC chip 100. By
letting the client 110 embed the chip ID into the
processing command,‘the.number of communications carried
out between the client 110 and the server 130 can be
reduced.

Subsequently, at the step $272, the IC chip 100
- produces a result of determination as to whether or not
the chip ID included in the processing command received
from the client 110 is identical with the chip ID of the
. IC chip 100. If the result of the determination indicates
that the chip ID included in the processing command
received from the client 110 is identical with the chip
ID of the IC chip 100, the IC chip 100 carries out the

predetermined processing corresponding to the processing
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passes on the response data to the server 130 w t hout
nodi fyi ng the response data. At that tine, if the IC
chip 100 has a plurality of key versions, all the key
versions may be included in the transmtted response
data. If the 1C chip 100 has no key versions at al

on the other hand, a dummy val ue such as the val ue
FFFFh may be included in the transmitted response
data to indicate that the 1C chip 100 has no key

vensknasatt thkl stdpep27at tdhinsd efhe FPdceddingatom@iand is
130 extracts the key version fromthe response data

and heldsetbBeokeycHal §i 0NohOkoh988SShNEhisaEhkey Bhealc
| at er stage. Subsequently, at the step S280, the

gRipe1 043 régaeégsatQsYCbéﬁgioélgftheg blig, PLREESSI A the
acquire t ey version has been conpl et ed. Recei vi ng

kb¢ v@PéiSﬁ hﬁdkéébbﬂget8ﬁ£athe initial process to
acquire the key version has been conpleted, the

client I;'t?e% starts, 4 ﬁeéieﬁ—[@d t%eel(‘gé Cé].nl

with a connunlcatlo t ween 't he
Lhe ELhetidi ol %ﬁ@%ﬁ%wt%%mt
ELb STl LR UG R PE Ule At 1o
PR R 7 S° aECOPTEaE CIATA | 69| R CBACOFT ok 0T hio¥he
stage in the server 130 _as described above, the nunber
pedrfying the response data. At that time, if the IC chlp
100 has a plurality of key versions, all the key versions
may be included in the transmitted response data. If the
IC chip 100 has no key versions at all, on the other hand,
a dummy value such as the value FFFFh may be included in
the transmitted response data to indicate that the IC
chip 100 has no key versions at all. Then, at the step
S278, the server 130 extracts the key version from the
response data and holds the key version for processing
carried at a later stage. Subsequently, at the step 5280,
the server 130 informs the client 110 that the process to
acquire the key version has been completed. Receiving the
notice indicating that the initial process to acquire the
key version has been completed, the client 110 starts the

desired service..

"In comparison with a communication between the IC
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ti me-consum ng conmuni cati ons between the server 130
and the client 110 can be reduced. Thus, the

magni tude of the conmuni cati on overhead can be
decreased. As a result, the delay of the entire
processi ng can be shortened. |In consequence, the

i nformati on processi ng nethod described above entails
an additional special process of driving the client
110 to extract a chip ID fromresponse data and

eabgddbpnoahhe+8xt EacLRd ¢hbp h@g&apﬁyé gEGQSkSEWEBSQ time
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the client 110 can be reduced. Thus, the magnitude of the
communication overhead can be decreased. As a result, the
delay of the entire processing can be shortened.

In consequence, the information processing method
described above entails an additional special process of
driving the client 110 to extract a chip ID from response
data and embedding the extracted chip ID into a
predetermined position in a processing command. In order
to carry out the additional special process with a high
_degree of efficiency, the embodiment provides a special
packet to be used in communications between the server
130 and the client 110. The special packet will be
described later as the format of the ID acquisition
command and the processing command.

The following description explains details of the

“configurations of the client 110, the server 130 and the
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includes a client controlling section 300, a
processi ng command requesting section 310, an

| D-acqui sition-conmand sender section 312, a chip-1D
extraction section 314, a client storage section 316,
a processing-command sender section 318, a display
section 320 and an i nput section 322. By receiving
support fromthe server 130, the client 110 drives
the IC chip 100 through the reader/witer 140

qenaﬁqbeqobocbmsoghhengnligfbemgeagx Bbceggﬁﬁg eeﬂ

proceSS|ng The readerIMW|ter i nc udes an
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Ieast thé re

e t connunicatlons with the IC chip 100
aéQgQg%%#uﬁngg on donmai n defined by the NFC standards

ISRRSLH-SR e, T SELER G exee o T b

orne as a oSp an nt controlling

sectio 300 s.a 4 sen1gonductor | C (integrated
circuit TP AL oF %W%%%S%léEPQFﬂt)
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| oyed in the client 110. The processi ng- conmand
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a request to the server 130 as a request for
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command requesting section 310, an ID-acquisition-command
sender section 312, a chip-ID extraction section 314, a
client storage section 316, a processing-command sender
'section 318, a display section 320 and an input section
322. By receiving support from the server 130, the client
.110 drives the IC chip 100 through the reader/writer 140
connected to the client 110 to carry out predetermined
processing.

The reader/writer 140 includes an antenna, an RF
circuit, a modulation/demodulation circuit, an encoder
and a decocder. At least, the reader/writer 140 carries
out communications with the IC chip 100 in a
communication domain defined by the NFC standards
described earlier. The antenna, for example, may be
formed as a loop antenna.

The client controlling section 300 is a
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server 130 to the client 110 as a conmmand for driving
the 1Cchip 100 to carry out predeterm ned
processi ng. The I D-acquisition-conmand sender section
312 is a section for transmtting an I D acquisition
command received fromthe server 130 as a group
including the ID acquisition command and a processing
command to the IC chip 100. The chip-I1D extraction
section 314 is a section for receiving data

Eéﬁﬂé&h&&@%?)’l@:h‘?ih@eg%@eéogiwuiﬁ ?SPﬁE§ﬁd%ﬂ?t Qecbﬁe

acqui sition command an extracting a chip | romt
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The ID-acquisition-command sender section 312 is a
section for transmitting an ID acquisition command
received from the server 130 as a group including the ID
acquisition command and a processing command to the IC
chip 100. The chip-ID extraction section 314 is a section
for receiving data transmitted by the IC chip 100 in
.response to the ID acquisition command and extracting a
chip ID from the response data.

It is possible to provide a configuration in which
'the ID acquisition command received from the server 130
includes ID location information showing the location of
the chip ID in the response data to be received from the
IC chip 100. 1In such a configuration, the chip-ID
extraction section 314 extracts the chip ID from the

response data on the basis of the ID location information.
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that can be acquired fromthe 1C chip 100 by using the
ID acquisition conmand. In other words, the ID

acqui sition comand can be used for acquiring any of
a variety of paraneters fromthe IC chip 100. In the
following description, an |ID acquisition commuand is
explained as a comand for acquisition of a paraneter
372 in place of acquisition of a chip ID. To begin
with, an I D acquisition command transnmitted by the

server g0 to ideaeld 8ot addils i Ncl Udesam P AOREES to in
| ocation I nformati on 350 serving as information on
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the client 110 handles nore than one paraneter. |f
PRt Finbe 13pduired from the IC chip 100 by using the ID

acquisition command. In other words, the ID acquisition
command can be used for acquiring any of a variety of
‘parameters from the IC chip 100. In the following
description, an ID acquisition command is explained as a
command for acquisition of a parameter 372 in place of
acquisition of a chip ID.

To begin with, an ID acquisition command
transmitted by the server 130 to the client 110 includes
parameter location information 350 serving as information
on the location of a parameter 372 (chip ID), a parameter
iD (identifier) 352 used for identifying the parameter
- 372 (chip ID).

The parameter location information 350 includes a
parameter start position (chip-ID start position) 354 and
a parameter length (chip-ID length) 356. Thus, the

location of the parameter 372 is expressed in terms of
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handl es only one paraneter, the field of the paraneter
ID 352 is areserved field or can be omtted fromthe
ID acquisition command. The client 110 extracts only
the ID acquisition command portion 358 cited earlier
fromthe I D acquisition command received fromthe
server 130, and passes on the extracted ID

acqui sition conmand portion 358 to the IC chip 100.
At that tine, the client 110 saves the paraneter 1D

8he, sthetppbaneli eh sharthposehiyon 854tRBdpatBReter 372.
paraneter |ength 356. Response data 370 transmtted by

LBRetEr¢hitRe108chBioheSPOREE HArbRetEP 39gULsShtA4P8o be
conmand 358 includes the acquired paraneter (chip ID)
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the response data 370. The |ocation of the paraneter
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acquisition command.

The client 110 extracts only the ID acquisition
command portion 358 cited earlier from the ID acquisition
command received from the server 130, and passes on the
extracted ID acquisition command portion 358 to the IC
chip 100. At that time, the client 110 saves the
parameter ID 352, the parameter start position 354 and
the parameter length 356.

Response data 370 transmitted by the IC chip 100 in
response to the ID acquisition command 358 includes the
acquired parameter (chip ID) 372. The client 110 extracts
the parameter 372 from the response data 370. The
location of the parameter 372 to be extracted from the
response data 370 is determined by the parameter location
information 350 including the parameter start position

354 and the parameter length 356, which have been saved
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with the paraneter ID 352 extracted fromthe ID

acqui sition command and saved earlier so that the
paraneter 372 can be distinguished from ot her
paranmeters. Associated with the paraneter |ID 352, the
paraneter 372 is stored in a client storage section
316 to be described later. The paraneter 372 stored
in the client storage section 316 can thus be
referred to by using the paraneter ID 352. Let us

%%&ﬂe?aﬂﬁ LRetbe; ot iggr a.t%yoméit}g%?d{;éqnéﬂ&%&ietdér The

I ent storage sectlion 6 i are um~ such
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bF " entBeHut ngt the tiPp 1 B extract ed by the chip- ID
extraction section 314 as_described ahove into the )
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transmtting the processing conmand including the chip
FEPthert Rt p-a00. the Paryasken| 272 ol praveeeiated
configuration in which the processing conmand
Yighskhe tRaraetee Borie? amgora¢hed ubest efbedil ng

position informati on showing a position to which the
2eipl s D ien toomyeantdbotdiesaved témrlier so that the

parameter 372 can be distinguished from other parameters.
Associlated with the parameter ID 352, the parameter 372
is stored in a client storage section 316 to be described
later. The parameter 372 stored in the client storage
section 316 can thus be referred to by using the
parameter ID 352.

Let us refer back to the configuration shown in Fig.
4. The client storage section 316 is a recording medium
such as an HDD or a memory. In particular, the parameter
372 stored in client storage section 316 is the éhip ID
372 associated with the parameter ID 352, which is the
identifier of the chip ID 372.

The processing-command sender section 318 is a
section for embedding the chip ID extracted by the chip-
ID extraction section 314 as described above into the

processing command received from the server 130 and
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processi ng command. In this case, the

processi ng-command sender section 318 enbeds the chip
IDinto the processing conmand on the basis of the
enbeddi ng position information. Fig. 6 is an

expl anatory diagramreferred to in describing a nodel
of processing carried out by the client 110 to
process the processing command. Fig. 6 shows the
conceptual format of the processing conmand. Mich

kirkeshiig@tidg ikRet . sh Ln <Fi; . .
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paRPEfEPerd Ccrimeade tHe Hierasan Hmmdeacemtiangtremmand
one paraneter. |If the client 110 handles only one
pardnbt epctine $18| embedstheepahapelBrinto380ei sracessing

reserved field or can be
command on the basis of the embedding position

information.

Fig. 6 is an explanatory diagram referred to in
describing a model of processing carried out by the
client 110 to process the processing command. Fig. 6
shows the conceptual format of the processing command.
Much like Fig. 5, in the model shown in Fig. 6, a
parameter 372 is used as a quantity generalizing the chip
ID in a concept broader than the chip ID.

To begin with, a processing command transmitted by
the server 130 to the client 110 includes a parameter ID
380 used for identifying a parameter {(chip ID) 372 to be
embedded in the processing command, embedding position
information 382 (embedding position information) serving
‘as information on a position into which the parameter 372

is to be embedded in the processing command .and a
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omtted fromthe processing conmand. As an
alternative, it is also possible to provide a
configuration in which the paraneter ID 380 is
omtted fromthe processing command. In the case of
this configuration, the paraneter 372 is read out
froma predeterm ned storage | ocation. Wen the server
130 generates the processing comand to be
transmtted to the client 110, the processing command

g@bbé9§1§§4c91%§na%ow%ﬂd§8t1he paraneter (chip 1D)
72 since the paraneter is not known by the server

130. Thigon thecd igld dned 'fbt ter ID

conmand portion 384 as afreldt e occup ter
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parameter (chip ID) 372 at posi tion indicated by

%%el%a@la%%txé?smle%dw@r@%d@u@ncg@@lw}rwieon in which

processi ng conmand 384 in order to
the parameter ID 380 is omitted from the processing

command. In the case of this configuration, the parameter
372 is read out from a predetermined storage location.

When the server 130 generates the processing
command to be transmitted to the client 110, the
processing command portion 384 does not include the
parameter (chip ID) 372 since the parameter is not known
by the server 130. Thus, the field included in the
processing command portion 384 as a field to be occupied
later by the parameter 372 can be filled up with a dummy
value such as an array of zero or Fh bytes.

The client 110 reads out a parameter {chip ID)
identified by the parameter ID 380 from the client
storage section 316. Since the parameter ID 380 of the
processing command is identical with the parameter ID 352

of the ID acquisition command, in actuality, the client
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generate a processing command 386 to be transmtted to
the 1C chip 100. Subsequently, the I1C chip 100 carries
out the predeterm ned processing on the basis of the
chip 1D 372 included in the processing conmand 386.
By virtue of the paraneter enbeddi ng position 382
indicating a position into which the chip ID 372 is
to be enbedded in the processing command, the client
110 i s capable of enbedding the chip ID 372 into the

procesatBgoce@MiBRdp38Bmedtra3pLopRuReSHt LAR1iER by the
addition, by using the paraneter |ID 380 as the

E@eHEQEhgﬁtlbhecgthHH %%9m'§h63?395ﬁeggr il kably
identifying the paraneter (chip 1D 372 al ready

acqui refhd Noihen€! 1 £ite Q- exﬁe@%wggr tHip D)

client 110 extracts a chip ID and

gxérsetsdgsgmlw &H&gagtea%ﬁsgheg n{aeggg 8hn8ddin

proper Irtion. In addition 0€S no
f dd i . chi | D
Egé?ﬁ%gevv 5% dnofhr a{bP?cSX%rﬁétnﬁgwaé‘%% P?‘l&‘zﬁgk??ﬁlfﬁst to
h I 110 d t
GRaL P, B, AR B PR L
nd recei ved, as._ a packet

FRS R DD  e GS T e e is i Dries

execut es nanagenent of actual commands. Thus, the
2VF ehil® REBAREEHRIPEINRYRCBAFING @ApERR| Pa§isfof the chip

interpreting conmon and sinple commands received from
¥He3§£r%%@lqgﬁd in the processing command 386. By virtue

of the parameter embedding position 382 indicating a
position into which the chip ID 372 is to be embedded in
the processing command, the client 110 is capable of
embedding the chip ID 372 into the processing command 386
at a proper position. In addition, by using the parameter
.ID 380 as the identifier, the client 110 is capable of
reliably identifying the parameter (chip ID) 372 already
acquired in the client 110.

As described above, the client 110 extracts a chip
ID and embeds the extracted chip ID into a processing
command at a proper position. In addition, the client 110
does not have to verify that the extracted data is a chip
ID and know how a plurality of commands will work.

That is to say, the client 110 merely reads out

data from the IC chip 100 or writes data into the IC chip
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It is not necessary for the client 110 to interpret
and hold a command requiring a high processing
performance to process a |large anount of data. In
such a configuration, it is no |onger necessary to
update applications in the client 110 every tine a
new service or a new command is added to the

i nformati on processing system Thus, a good

mai nt enance capability can be sustained at a | ow cost.
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. execut ed by a conmputer to inplenent the functions of
ifels no longer necessary to update applications in the

client 110 every time a new service or a new command 1is
added to the information processing system. Thus, a good
maintenance capability can be sustained at a low cost.

It is also possible to provide a configuration in
which the ID acquisition command and processing command
transmitted by the server 130 each include a minimum
identifier usable by the client 110 for recognizing a
command. (For example, the identifier included in a
command can be used by the client 110 to determine
whether the command is a read or write command.)

The display section 320 is a black/white or color
- display unit. The display section 320 displays a service
rendered by the IC chip 100 by using the GUI of a web
browser provided by the server 130 or an application. The

input section 322 is an input unit such as a keyboard or
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client 110. In this case, a recording nedi umused for
storing the program can be provided. (Enbodi nent

| mpl emrenting the Actual Circuit of the Cient 110)
Fig. 7 is a circuit block diagram show ng a rough
configuration of the client 110 according to the third
enbodi nent. The figure shows a nbre concrete circuit
of the client 110. As shown in the figure, the client
110 includes a client communication section 410, a
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Fig. 7 is a circuit block diagram showing a rough
configuration of the client 110 according to the third
embodiment. The figure shows a more concrete circuit of
the client 110.

As shown in the figure, the client 110 includes a
client communication section 410, a CPU 412, a ROM 414, a
RAM 416, the display section 320 described above and the
input section 322 also explained earlier.

The client communication section 410 is connected
to the reader/writer 140 as a section for carrying out
data communications with the IC chip 100. It is possible
to provide a configuration in which the client
communication section 410 incorporates the reader/writer
140. The configuration elements of the reader/writer 140

- -are an antenna, an RF circuit, a modulation/demodulation
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received fromthe IC chip 100. The CPU 412 is a

sem conductor integrated circuit for processing
signal s and executi ng managenent/control of all the

ot her sections enployed in the client 110. Connected
to the CPU 412 by a bus, the ROM 414 is a nenory used
for storing prograns in advance as prograns to be
read out and executed by the CPU 412 to control al

the other sections enployed in the client 110. The RAM

4iecusta maMehyodsedahar at geperatl, | yrsd okh#dhna can be a
predeterm ned data having the CPU 412 execute
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of all the other sections employed in the client 110.
Connected to the CPU 412 by a bus, the ROM 414 is a
memory used for storing programs in advance as programs
to be read out and éxecuted by the CPU 412 to control all
the other sections employed in the client 110. The RAM
416 is a memory used for temporarily storing
predetermined data having the CPU 412 execute functions
of the client 110 and for temporarily storing variables.
Thus, the RAM 414 can also be used as the client storage
section 316 described before.

Since the display section 320 and the input section
322 have already been described earlier, their detailed
descriptions are not repeated.
(Fourth Embodiment: the Server 130)

Fig. 8 is a block diagram showing a rough

configuration of the server 130 according to a fourth
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110, which drives the I1C chip 100 to carry out the
predet erm ned processing. The server control section
500 is a sem conductor integrated circuit including a
Central Processing Unit (CPU for executing
control / managenment of all the other conponents

enpl oyed in the server 130. The conmand- group sender
section 510 is a unit for transmtting a processing
command and an I D acquisition comuand to the client
&hBodiiflBnthe SanBhédi 1Y e AELHEAANCERIM § bR F COYEST |
made by the client 110 as a request for transm ssion
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integrated circuit including a Central Processing Unit

(CPU) for executing control/management of all the other
components employed in the server 130.

The command-group sender section 510 is a unit for
transmitting a processing command and an ID acquisition
command to the client 110 with the same timing in
accordance with a request made by the client 110 as a

request for transmission of the processing command from

the server 130 to the client 110. As described before,

the processing command is a command for driving the IC

chip 100 to carry out predetermined processing. On the
other hand, the ID acquisition command is a command for
acquiring the chip ID of the IC chip 100.

The display section 512 is a black/white or color
display unit for displaying information on addition of a

command in the server 130, information on a browser
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In response to a request received fromthe client 110
as a request for processing to be carried out by the
IC chip 100, in the information processing systemin
the past, the server 130 acquires the unique chip ID
of the 1C chip, enbeds the acquired chip IDinto a
processing comand and transmts the processing
command including the chip IDto the client 110. In
the case of the enbodinment, on the other hand, a

paptiidadotot hke ploeessing eadr iadoenbtbynt BE $H¥EEsing
130 is transferred to the client 110 in order to
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past, the server 130 acquires the unique chip ID of the
IC chip, embeds the acquired chip ID into a processing
command and transmits the processing command including
the chip ID to the client 110. In the case of the
embodiment, on the other hand, a portion of the
processing carried out by the server 130 is transferred
to the client 110 in order to reduce the load borne by
the server 130. 1In this case, the server 130 transmits a
processing command and an ID acquisition command to the
client 110 with the same timing.

A program can be provided as a program to be
exgcuted by a computer to implemeﬂt the functions of the
server 130. In this case, a recording medium used for
storing the program can be provided.

(Embodiment Implementing the Actual Circuit of the Server

130)
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Thus, since the configuration elenments have functions
essentially identical with the configuration el enents
of the third enbodi nent described earlier, the
configuration elenents of the fourth enbodi nent are
not explained in order to avoid duplications. (Fifth
Enbodi nent: the I1C Chip 100) Fig. 9 is a block diagram
showi ng a rough configuration of an IC chip 100
according to a fifth enbodinment. As shown in the

figure, Th8esétrehi p3d08ccbhgl tigetoat B8l BoGBPAT &hbddM hent
600, an antenna 610, a chip ID sender section 612, a
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execution section 616. The chip control unit 600 is a
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elements of the fourth embodiment are not explained in
order to avoid duplications.

(Fifth Embodiment: the IC Chip 100)

Fig. 9 is a block diagram showing a rough
configuration of an IC chip 100 according to a fifth
embodiment. As shown in the figure, the IC chip 100
includes a chip control unit 600, an antenna 610, a chip-
ID sender section 612, a chip-ID determination section
614 and a processing execution section 616.

The chip control unit 600 is a semiconductor
integrated circuit including a Central Processing Unit
(CPU) for executing control/management of all the other
components employed in the IC chip 100.

The antenna 610 is typically a loop antenna having

a communication band for carrying out radio

communications according to the NFC standards.
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communi cating with the IC chip 100, such as the radio
comruni cation systemtypically conforns to the NFC
standards, and the client 110 is located within a

di stance of about 10 cmfromthe IC chip 100. The fact
that the client 110 is in a range of being capabl e of
communi cating with the IC chip 100 is automatically
detected. Then, after the IC chip 100 and the client
110 authenticates each other, a conmunication between
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pr ocessi ng can
distance of about 10 cm from the IC chip 100. The fact

that the client 110 is in a range of being capable of
communicating with the IC chip 100 is automatically
detected. Then, after the IC chip 100 and the client 110
authenticates each other, a communication between the IC
chip 100 and the client 110 is started automatically.

The chip-ID determination section 614 is a unit for
extracting a chip ID from a processing command received
from the client 110 and producing a result of
determination as to whether or not the extracted chip ID
matches the chip ID of the IC chip'100.

The processing execution section 616 is a unit for
carrying out predetermined processing according to a
processing command received from the client 110 if a
determination result produced by the chip-ID

determination section 614 indicates that a chip ID
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be any one of various kinds of processing such as
processing to set a flag or switch in the 1C chip 100

and processing to turn on/off an LED or the like. In
addition, the output data held in the IC chip 100 is

not limted to a paraneter such as a user ID or an
anount of noney, but the data can also be URL or

rough information on a special thing or a place,

detailed information, map information, a fee or a
tkheaandddakem AhprpgoasseangbecpmaMtidpdtaied PROYJERDD ID
to be executed by a conputer to inplenent the

banehkeons ehipheool C ediml0P, 4ie thhSdEaSEnived
recordi ng mediumused for storing the program can be
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ﬁgoégggfnéogo Q8£§ag£?gf£hgnrfﬁgpgkoghe like. In addition,
the output data held in the IC chip 100 is not limited to
a parameter such as a user ID or an amount of money, but
the data can also be URL or rough information on a
special thing or a place, detailed information, map
information, a fee or a time and date.

A program can be provided as a program to be
executed by a computer to implement the functions of the
IC chip 100. In this case, a recording medium used for
storing the program can be provided.

(Embodiment Implementing the Actual Circuit of the IC
Chip 100)

Fig. 10 is a circuit block diagram showing a rough
configuration of an IC chip 100 according to the fourth
embodiment. The figure shows a more concrete circuit of
the IC chip 100.

As shown in the figure, the IC chip 100 includes a
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sensitivity of the 1C chip 100 even in a small space.
In this way, the IC chip 100 is nade capabl e of
carrying out radio communications with the client 110
in conformty wth the NFC standards. In addition, in
dependence on the adopted conmunication standards and
the frequency of the carrier wave, it is possible to
carry out radio comrunications with the client 110 by
usi ng an antenna enbedded in the IC chip 100 in place

abobhenteapaasbenna m6801athenradubatianidamegdutaitons?,
circuit 652 is a unit for nodulating data to be
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- adopted communication standards and the frequency of the
carrier wave, it is possible to carry out radio
communications with the client 110 by using an antenna
embedded in the IC chip 100 in place of the loop antenna
650.

The modulation/demodulation circuit 652 is a unit
for modulating data to be transmitted to the client 110
in a modulation process conforming to the NFC standards
and demodulating a modulated wave received from the
client 110 into original data conveyed by the wave.

The signal processing circuit 654 is a
semiconductor integrated circuit for processing signals
and executing management/control of all the other
sections employed in the IC chip 100. The nonvolatile

memory 6356 is a memory having functions of both a RAM and
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thereafter, the data remains in the nonvolatile nmenory
656. The power-supply generation section 658 is a unit
for converting an electric wave received fromthe
client 110 into a power while a radi o communication
with the client 110 is being carried out and
supplying the power to the nodul ati on/ denodul ation
circuit 652, the signal processing circuit 654 and
the nonvol atile nmenory 656. Since the power supplied

ByROMe privet -SaIppd Ysgenesedm o SIRStpOie 58391 ¢ hes turned
nodul ati on/ denodul ation circuit 652, the signha

@E@;esﬁengoﬁvbgatiléSﬁeﬁaeytbgsnesgglﬁbtl@osaeaQEx 8B8red
is originally obtained froman electric wave w't

thaibed, pomals, the,dmgdul aij %%@d&éfs zﬁéarpé(;gé?]éx%“&f the IC

652, the signal processing circult

eﬁm%%@bl Jagynfér@{eyté5§a95es€8£a degi Qggd {J{%\?B?LQ@ﬂ&eS

each having small power consunp i on.
npl t
BPRERt ORr 2Ag Petn E PR TRy SR BRESY ah?shafnsg att
f I t 700
éﬁ%?ﬁaf’g%%odﬁn%%@%ggﬂ%mg 5 PBE FeRrataPhEe eted
é?gt includes a client controlling section 300, a
e

ssi ng conmand requesting section 310, an
ID—acq%isltlon command sender section 312, a chip-ID

ext r actitéh POYES GyPRily generation section '658 is a unit

for converting an electric wave received from the client
110 into a power while a radio communication with the
client 110 is being carried out and supplying the power
to the modulation/demodulation circuit 652, the signal
processing circuif 654 and the nonvolatile memory 656.
Since the power supplied by the power-supply generation
. section 658 to the modulation/demodulation circuit 652,
the signal processing circuit 654 and the nonvolatile
memory 656 is originally obtained from an electric wave
with limited power, the modulation/demodulation circuit
- 652, the signal processing circuit 654 and the
nonvolatile memory 656 are each designed from devices
each having small power consumption.

(Sixth Embodiment: Another Embodiment Implementing the
Client)

Fig. 11 is a circuit block diagram showing a rough
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client storage section 316, a processing-conmand
sender section 318, a display section 320, an input
section 322 and an I C chip 710. The configuration of
the client 700 is a configuration obtained by
conbining the client 110 according to the third
enbodi nrent with the IC chip 100 according to the
fifth enmbodi ment. Even though the IC chip 710 is
enbedded in the client 700, the IC chip 710 carries

ouhfity@r&unehi onsai sUepeddent! ycebribagctbent s796n
Thus, configuration elenents essential?y i denti ca

BinbBdih8et COMMd QHMA o elimentief, the thi 1ch@antho
fifth enbodi nents described earlier are not expl ai ned

2881 AgLH 2 O0FUeENE OcaNPLd1 HURLT €Lt PB]- 3dhat 51 S5rb0eS8Yng-
the follow ng description explains only differences

bshmess réaﬁe&iﬁg gé@gggﬂggio 9n9ntfﬁ-%é'§gg%@gg%£§-§6&nmd

enbodi nents. As déscri ove, the |

%?P?%geg?égioﬁggﬁflign%%%gg%DT@%éraé?foﬂaggcgiggeg%é, a

client no needs, or exanp

ELLEM CODLLOL section 1300 1oL LaLLYing. Qe L8 Cender

communi catl or “exchangi ng
elements of the

chip. 710,. Jhat is tp say, the nai h
%?%gﬁ n?%%gér% %b%%g%¥e%é?51?%2?%@!c%?plngﬂﬁ BB Pus322
- or .the t%ke for C@rrying out wire conmmunications with
#2¢ 7¢ thigr¥071%hus, the reader/witer 140 is al so

not necessarily used either. _ i
The configuration of the client 700 is a

configuration obtained by combining the client 110
according to the third embodiment with the IC chip 100
according to the fifth embodiment. Even though the IC
chip 710 is embedded in the client 700, the IC chip 710
carries out its functions independently of the client 700.
Thus, configuration elements essentially identical with
the configuration elements of the third and fifth
embodiments described earlier are not explained again in
order to avoid duplications. That is to say, the
following description explains only differences between
the fifth embodiment and the third and fifth embodiments.
As described above, the IC chip 710 is embedded in
the client 700. Thus, the‘main elements of the client 700
no longer needs, for example, the client control section

300 for carrying out radio communications for exchanging
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The client 700 can be presumably a comruni cation
term nal such as a PDA or a nobile phone. The

comuni cation termnal is capable of making an access
to the server 130 in order to receive a service
rendered by the IC chip 710. (Seventh Enbodi nent:
Anot her Enbodi nent I nplenenting the dient) Fig. 12
is a circuit block diagram show ng a rough
configuration of a client 720 according to a seventh

eabadi;AeAt £thAs T8hewdpi N1bhe Fhgur es tHessli ette 1lin
includes a client controlling section 300, a

0
BN eREsSLNGT @ﬁanem@eBEQ#@§tggg §gﬁhbgﬂe§%go fhe IC chip

| D-acqui si tion-conman sender section , a chip-

?%br39t508u§e82iQﬂesiﬁkeafoflEgggyghgr%g% gg%gion 316,

a processi ng-command sender sec 3 I'spl ay

e o g 58 RO R B P nb T e et

is,a_.configuration obtajned by adding th ,
BT/ ERE I bR e il BRCPN g A LR ARCaxE b RGF -
| C chip,100 provi 53 separately fromthe client |,
750"t o e SHIH: B Sa oy ariks tit He &) GipRen {dation
enbodi nent expl ai ned_above. Thus much |i ke the sixth

Eﬁﬁ@ﬂ?ggnFFCEoﬁ?i@UPQ%i%ﬁ 2l BARhte PBeBent TGy

identical with the configuration elenments of the
ERTREN AR PRt RCERDBEL nbht G2BRBER| BEdmMakingern apec@ds to

the server 130 in order to receive a service rendered by
the IC chip 710,

(Seventh Embodiment: Another Embodiment Implementing the
Client)

Fig. 12 is a circﬁit block diagram showing a rough
configuration of a client 720 according to a seventh
embodiment. As shown in the figure, the client 720
includes a client controlling section 300, a processing-
command requesting section 310, a ID-acquisition-command
sender section 312, a chip-ID extraction section 314, a
client storage section 316, a processing-command sender
section 318, a display section 320, an input section 322,
an IC chip 710 and a reader/writer 730.

The configuration of the client 720 is a
Configuration obtained by adding the reader/writer 730

for communicating with an external IC chip 100 provided
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expl ai ned again in order to avoid duplications. That
is to say, effects exhibited as a result of enbeddi ng
the reader/witer 730 are explained. At the present
time, researchers conduct studies to provide a
conmuni cation termnal such as a nobile phone wth
reader/witer functions, which are capabl e of

communi cating with an external 1C chip 100 provi ded
separately fromthe comunication termnal, in

adghihoalyt 6rbletBeCcHl €eh€ GhoPt418heBy1 peRYI dpng t he
configuration wth functions of both the IC chip 710

apdotbengr eadenéWsikeh Z@dBodiheh® BRESLPLEAt QHHPL . O s,
utilize the functions of the I1C chip 710 by using the

hadh| L8ke ERETHILER!EMBCEEHERPAl cohbl oL SP; 6ASL) ¥mBRKS
an access to an external |C chip 100 provi ded

seganelelyy!Lam i) cgmmnL oL Logc| SR el gl "o
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e communi cation termnal I's rarse
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At the present time, researchers conduct studies to
provide a communication terminal such as a mobile phone
with reader/writer functions, which are capable of
communicating with an external IC chip 100 provided
separately from the communication terminal, in addition
to the secure IC chip 710. By providing the configuration
with functions of both the IC chip 710 and the
reader/writer 730, it is possible to not only utilize the
functions of the IC chip 710 by using the familiar
communication terminal, but also easily make an access to
an external IC chip 100 provided separately from the
communication terminal even in an environment not
including a nearby reader of the IC chip 100. As a result,
the degree of freedom to use the communication terminal

is raised to help promote sales of IC cards and

communication terminals.
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client 700 and the client 720 respectively. In this
case, a recording nediumused for storing each of the
progranms can be provided. The preferred enbodi nents
of the present invention have been described by
referring to diagrans so far. It is needless to say,
however, that the scope of the present invention is
not limted to the preferred enbodinments. It is
obvious that a person skilled in the art is capable

of commg i p¥ddisl & afd evowidchanggst iditkation in which
nodi fi cations within domai ns described in the scope of

ehai FEaappendedet 078bi $5SpPRELEFSBLH OP: £IFUER CRANGESp 710
and nodifications are of course to be interpreted as

changen aa8ghgodifigations falling within the
technol ogi cal "range of the present invention. That is

to Say,Pﬂ&gLSJﬁ%Jlé%rpeea&p]% %%@d those psxgg}lla%j dd be

the art that a variety o cations,

SUDLDBLT DS, Sl COIDI ABt1 ADP.ANG. ERECERILONS. I he

occur 1 n n requirenents an

j i t hi th f .t.h
CEELPESIPPRIATcRS LBk Fotl Lol 27008 Ol cace,
le..in the enbodi ts d i bed ab , .an 1 C
SohTr LTI IETHIRGISRY Lo HLeR P A i ePrograns

transmtted fromthe server to the client with the
S ©tPM *a pair of conmands. However, commands

The preferred embodiments of the present invention
have been described by referring to diagrams so far. It
is needless to say, however, that the scope of the
present invention is not limited to the preferred
embodiments., It is obvious that a person skilled in the
art is capable of coming up with a variety of changes and
modifications within domains described in the scope of
claims appended to this specification. Such changes and
modifications are of course to be interpreted as changes
and modifications falling within the technological range
of the present invention.. That is to say, it should be
understood by those skilled in the art that a variety of
modifications, combinations, sub-combinations and
alterations may occur in dependence on design
requirements and other factors insofar as they are within

the scope of the appended claims or the equivalents
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transmtted fromthe server to the client are not
limted to this pair of commands. For exanple, if the
IC chipis not secure, a pair of read and wite
commands is used. In this case, a portion of data
read out by the read command is extracted and
enbedded into the wite command as it is. Then, the
wite conmand is issued to the IC chip. In this way,
it is possible to use a variety of commands that can
baeused.for reduci ng the anmount of comrunication
traffic between the client and the server. In

addi ti orer i dcdmiel &1ondi Rt Sudlesahdbed dbQVLibed above, an

conmuni cati ons between the IC chip and the client are

m@daeqﬁggnymbﬁahbﬁﬂgnaaéﬁaeg BHECQ¥S§H8pEbﬂﬂaHE Lhe
non- contact techni que. However, the configuration of
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his schene. I's to say, conmunications between
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érled out not onlggln a re-prescr|bed order  al ong
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Exanples of processes carried out concurrently or
this case, a portion of data read out by the read command

is extracted and embedded into the write command as it is.
Then, the write command is issued to the IC chip. In this
way, it is possible to use a variety of commands that can
be used for reducing the amount of communication traffic
between the client and the server.

In addition, in the embodiments described above,
communications between the IC chip and the client are
radio communications carried out by adoption of the non-
contact technique. However, the configuration of the
information processing system is not limited to this
scheme, That is to say, communications between the IC
chip and the client can also be wire communications
carried out by adoption of the contact technique in place
of radio communications carried out by adoption of the

non-contact technique.

56




individually are parallel processes and object-based
processes. 57 WHAT IS CLAIMED I'S: 1. An infornmation
processi ng system conprising an 1C chip, a client

driving said IC chip to carry out predeterm ned
processing, and a server connected to said client by

a communi cati on network wherein, said client includes:

a processi ng-comand requesting section configured to

I Ssue a request to said server as a request for

transm 58i 08 8fs@ Pb A€ SEd g ComIBNdih Ot WEs exestt €0cation,
by said IC chip to carry out said predeterm ned

preeessieBgoraBabR #3gWtakiion=ceMBAd S8B9er c8RCHEON
configured to pass on an I D acquisition conmand

&QQQhé@douﬁfﬁﬁkséh@ySQEVSrpﬁé eregﬁqaﬁgdfe&dégqgnahagthe
the chip ID of said ICchip to said chip; a

EBfn@ LRi Xt haet 59905gsgl:ﬁ?r%ﬁﬁﬁkgBEeQanvllgﬁgi%ﬁ sai d

chip ID fron1respons ata given by sai and

£SO TR, oI ch OLLRUIEC i
k ' d d
OEHIR SR 8 A N T

processes.
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i ncludi ng said enbedded chip IDto said IC chip; said
server includes: 58 a command-group sender section
configured to send said processing conmand and said
I D acquisition comand with the sane tinmng at said
request made by said client as a request for

transm ssion of said processing conmand to said
client; and said IC chip includes: a chip-1D sender
section configured to transmt data having said chip
WBANnIcespAfEEDt 0Ssaid | D acqui sition conmand
received fromsaid client; a chip-I1D determ nation

section. conf i igiFcAtha i BES: A dE I dtedl comprising an
determ nation as to whether or not said chip ID

eabeddpy kncsakAtPaLEeSEENgasaMIBNALESCELVE T 80
said client is identical " wth the chip IDof said IC

ghbRetapdlifclr E6ss589ngXeqHbi QNsseGLL 08, 5R0EE QY 8d LQiq

carry out said predeterm ned processing In accordance

M&Bné%gt Qres&%gwgaemaﬁgt%rga&éﬁ?%sjﬁgt of said

determ nation i ndicates that sai enbedded in

said pr S s eceived fromsaid client is
identié%fﬁaf%ﬂgggfg cgﬁﬁiﬁ of said IC chip. 2. A

Connect ed o SaPACERRaiPoby BB AAe RN onEeRELeR &
configured to issue a request to said server as a request
for transmission of a processing command to be executed
by said IC chip to carry out said predetermined
processing;

an ID-acquisition-command sender section
configured to pass on an ID acquisition command received
from said server as a command for acquiring the chip ID
of said IC chip to said IC chip;

a chip-ID extraction section configured to
extract said chip ID from response data given by said IC
chip; and

a processing-command sender section
configured to embed said chip ID extracted from said
response data into said processing command received from
said server and transmit said processing command
including said embedded chip ID to said IC chip;

said server includes:
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driving an IC chip to carry out predeterm ned
processing, said client conprising: 59 a |
processi ng- conmand requesting section configured to i
i ssue a request to said server as a request for |
transm ssion of a processing command to be executed by
said IC chip to carry out said predeterm ned

processi ng; an | D-acquisition-command sender section
configured to pass on an |ID acquisition command

recei ved fromasaiahmaet-warows serciameattfiom asgqufiirgungd to
the chip ID of said IC chipto said ICchip; a

slkenp- Bidxpractssingeebmoandoahidgsaed To axguasttisai d
chip ID fromresponse data given by said IC chip; and
aopmanes #iiny- chanBadeSenaehgSaet kandcerhugdtetatie by said
enbed said chip ID extracted fromsaid response data
bm&@ntsabdapE@§@§§tn@o%@ﬁﬂﬁﬁgmﬁggﬁbﬁegffégﬁﬁsﬁkgpessing
server and transmt said processing conmand havi ng

sahflagAbeddgdiachipehP.tgngai d I C chip. 3. The client
according to claim?2 wherein, 1D location information

showi ng;3he 1ocati nir?%lu%@é..d chip IDin said response
I

data received from said chip is included in said
EEEEHE R AR e e
transmit data having said chip ID in response to said ID
acqulisition comﬁand received from said client;

a chip-ID determination section configured
to produce a result of determination as to whether or not
said chip ID embedded in said processing command received
from said client is identical with the chip ID of said IC
chip; and

a processing execution section configured to
carry out said predetermined processing in accordance
with said processing command if saild result of said

determination indicates that said chip ID embedded in

said processing command received from said client is

identical with said chip ID of said IC chip.

2. A client receiving support provided by a server
connected to said client by a communication network in
driving an IC chip to carry out predetermined processing,

said client comprising: .

59




fromsaid response data on the basis of said ID

| ocation information. 60 4. The client according to
clains 2 or 3 wherein, an identifier used in
referring to said chip ID extracted fromsaid response
data received fromsaid IC chip is further included
in said I D acquisition command issued by said server;
and said ID extraction section associ ates said
extracted chip IDwth said identifier. 5. The client
accor di gt ecasnyionecainaidi fepZe d0ing sdetedm, configured
enbeddi ng position informati on show ng said enbeddi ng
positsoa af reghdsehtp kRiaxteagtedakr anvsgidstr egponse
data received fromsaid IC chip is further included
tPasehdsPi66E65I A0peOREBRIn, SsURHaRY £81 Be S8E¥BFedapy
sai d processi ng-command sender section enbeds said

shig 1® &Rt €81 daprpcessi H9i4§0PPEY bgsi ing;
Sard enbadi ool Sapryite | 8816 PBA0 80nt 84 PBPbELLing

accordifyg ff Péh%i%n—gé&‘:}:{&c? ddhaer WIELEl 3 ofrigured

identifier usable 1 n sal lent as 1 nformation
tdepailyonoagarg Lohp; LRI Snf UbhREhg LOELUGEA FPoRALL: o
processi ng command rSsued by sal Server; and said
PLOGERSL 093 COUFRNC SEOLCLSECH OF EIRed8: 8248 of saia 1c
chip to said IC chip;

a chip-ID extraction section configured to extract
said chip ID from response data given by said IC chip;
and

a processing-command sender section configured to
embed said chip ID extracted from said response data into
said processing command received from said server and
transmit said processing command having said embedded
chip ID to said IC chip.

3. The client according to claim 2 wherein,

ID location information showing the location of

sald chip ID in said response data received from said IC
chip is included in said ID acquisition command issued by
said server; and

said ID extraction section extracts said chip ID
from said response data on the basis of said ID location

information.
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chip I D associated with said identifier into said
processi ng command. 61 7. The client according to any
one of clains 2 to 6 wherein, said IC chip and said
client carry out radio comunications conformng to
near-field radi o- conmuni cation standards. 8. A
programto be executed by a conputer connected by a
comuni cation network to a server for providing

support to drive an IC chip to carry out predetermn ned
procesgdi ngrhes at i aitogr@rd ekacgtes dyasad @ conmitetdin,
carry out functions of: a processing-comand

request angigesti ple £0NEe@UIRdretOri S84 ELS SLOVUESAi OTID
said server as a request for transm ssion of a

Bk@€8SELA] reoRMBAL Il ecBpoRXeCHREed PYceldbd kEomhsRikOIC
carry out said predeterm ned processing; an

EQ&@CQHi%h&kﬁ@rcQHHQHQeéeﬂHe%a§90&boﬁcﬁgﬁgh?EBEdco and

pass on an I D acquisition conmand recei'ved from sa

?%Eﬁga_g§ gaggrgBFgF%oraﬁaquiring the chip ID of said

chip”to sa hip; "a chip-1D extraction section

confl gusedy t o i ad. s Sl ol By | DL fom dal a, gl yen by

said | p Inresponse 10 S i'd acqui si tion
SorpRNfeatBfi® PDOSERR' DO1GOTHRRE Feader section

5. The client according to.any one of claims 2 to
4 wherein, embedding position information showing said
embedding position of said chip ID extracted from said
response data received from said IC chip is further
included in said processing command issued by said
server; and

said processing-command sender section embeds said
chip 1D into.said processing command on the basis of said
embedding position information.

6. The client according to any one of claims 2 to
5 wherein, an identifier usable in said client as
information for identifying said chip ID is further
included in said processing command issued by said
‘server; and

said processing-command sender section embeds said

chip ID associated with said identifier into said

processing command.
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enbed said chip ID extracted from said response data
into said processing conmand received from said
server and 62 transmt said processing conmand

i ncludi ng said enbedded chip IDto said IC chip. 9.
An i nformation processing nethod adopted by a «client
for driving an IC chip to carry out predeterm ned
processi ng by receiving support froma server-
connected by a conmunication network to said client,
sai d i hf orTiet icdn epriocessimdy mettwdmonprd sihglidiens 2 to 6
steps of: issuing a request to said server as a
wbhguesh,for transm ssion of a processing command to
be executed by said ICchip to carry out said

predet efaident pIOGe S dNGsa fd oM S 1 SHFMEIGuPASEING on
an | D acquisition command received from said server

aémﬁuﬁﬂﬁaﬁﬂgnéOéoﬁEQHMIh?gt&hﬁe&PLPléEHofadﬁéLd I C
chip to said I C chip; racting said chip ID from

ESRRONSE2EB0A Ot ¥8HaPYs, Sl d | C chip; and enbedding
said chip ID extracted fromsaid response data into

sai d pgoces gh:r&%l %%n g sl o 'b%m Sl g.u%%rrv @gn%x%%ted

transmttin processi ng comand i ncl

PG Ul Bt S0k 59 2 e e T RReriniee
§E$§%f%l€@th vg.annﬂynlcatlt e£¥$r§ut predetermined
processing, said program executed by said computer to
carry out functions of:

a processing-command requesting section configured
to issue a request to said server as a request for
transmission of a processing command to be executed by
said IC chip to carry out said predetermined processing;

an ID-acquisition-command sender section configured
to pass on an ID acquisition command received from said
server as a command for acquiring the chip iD of said IC
chip to said IC chip;

a chip-ID extraction section configured to extract
said chip ID from data given by said IC chip in response
to said ID acquisition command; and

a processing-command sender section configured to

embed said chip ID extracted from said response data into

said processing command received from said server and
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driving an IC chip to carry out predeterm ned
processing, said client conprising: 63 a
processi ng- conmand requesting section configured to

i ssue a request to said server as a request for

transm ssion of a processing command to be executed by
said IC chip to carry out said predeterm ned
processi ng; an | D-acquisition-command sender section
configured to pass on an |ID acquisition command

teeakned EROA pabdesseh¥eboAnandCORRRNM i fhar sa¢dubhbBeded
the chip ID of said IC chipto said IC chip; a

ehip- kD ext saehi 9@ sggpi.on configured to extract said
chip ID fromresponse data given by said IC chip; and
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issuing a request to said server as a request for
transmission of a processing command to be executed by
said IC chip to carry out said predetermined processing
from said server;

passing on an ID acquisition command received from
said server as a command for acquiring the chip ID of
said IC chip to said IC chip:

extracting said chip ID from response data given by
said IC chip:; and

embedding said chip ID extracted from said response
data into said processing command received from said
server and transmitting said processing command including
said embedded chip ID to said IC chip.

10. A client receiving support provided by a server
connected to saild client by a communication network in

driving an IC chip to carry out predetermined processing,

said client comprising:
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whet her or not said chip ID enbedded in said

processing comand received from said

processi ng- command sender 64 section is identical with
the chip ID of said IC chip; and carries out said
predeterm ned processing in accordance with said
processing command if said result of said

deternmination indicates that said chip ID enbedded in
sai d processing command received from said processing-
conmanda sendes s s £a4+ edmmsnd desdheat 1M t Hle S8 6n ChbPE1dhired
of said ICchip. 11. A server connected by a

gonigBueaki @agiekwork she@dasekient akop deiuibBg 2prl C
chip to carry out predeterni ned processing, said

$erYehiSaRNBh 8iFNY: pRccABNRAH- bRHANSCREEeheSEGELARd by
configured to send a proceSsing command for making a

e . .Saj.d d r ok ngd | B n C e
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said client as request T ransm ssion o .
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Bgfge£grggggd18r8ﬁgg§ing wi th support in execution of

a chip-ID extraction section configured to extract
said chip ID from response data given by said IC chip;
and

a processing-command sender section configured to
émbed said chip ID extracted from said response data into
said processing command received from said server and
transmit said processing command including said embedded

chip ID to said IC chip,

wherein said IC chip:

transmits data including said chip ID in

response to said ID acquisition command received from
sald ID-acquisition-command sender section to said
client;

preoduces a result of determination as to

whether or not said chip ID embedded in said processing

command received from said processing-command sender
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sai d predeterm ned processing, said program executed
by said conputer to carry out a function of: 65 a
command- gr oup sender section configured to send a
processi ng command for nmaking a request for said
predeterm ned processing and an | D acqui sition conmand
for acquiring the chip ID of said IC chip with the
same timng at a request made by said client as a
request for transm ssion of said processing comand
Beomisai ds ddemandadr eiphsehdechiectiDobft gasdi dC chip:
client. 13. An information processing nethod for

phavi ding support to an IC chip through a client for
driving said IC chip to carry out predeterm ned

processing as IR outh sNQE W 1frd@ddd processing in
predeterm ned processing, said information processing

HEEBQQaﬁ@Ephh%hngalﬂep§B@QsQﬁngtEéﬂﬁﬁh&thﬁgsﬁld result of
processi ng command for making a request for said

gagaea@egkﬁgﬁae&eﬁe§ﬁaﬂ a@eg @H?E 8q8g§Fti9nﬁmbedded

command for ach|r|ng t Sa

whthathe §ees H?ngoﬁﬁaﬁdrgggg?%gg?gﬁogysgfadﬁrgéégging—

as a req est ransm ssion o process

88ﬂﬂ§ﬂg ggnégr sgéf ﬁ 13 1dent1cal with said chip ID of

said IC chip.

11. A server connected by a communication network
to a client for driving an IC chip to carry out
predetermined processing, said server comprising:

a command-group sender section configured to send a
. processing command for making a request for said
predetermined processing and an ID acguisition command
for acquiring the chip ID of said IC chip with said same
timing at a request made by said client as a request for
transmission of said processing command from said server
to said client.

12. A program to be executed by a computer
 connected by a communication network to a client to
provide an IC chip driven by said client to carry out
predetermined processing with support in execution of
- said predetermined processing, said program executed by

said computer to carry out a function of:
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a command-group sender section configured to send a
processing command for making a request for said
predetermined processing and an ID acquisition command
for acquiring the chip ID of said IC chip with the same
timing at a request made by said client as a request for
transmission of said processing command from said
command-group sender section to said client.

13. An information processing method for providing
support to an IC chip through a client for driving said
IC chip to carry out predetermined processing as support
in execution of said predetermined processing, said
. information processing method comprising the step of:

transmitting a processing command for making a
request for said predetermined processing and an ID
acquisition command for acquiring the chip ID of said IC
chip with the same timing at a request made by said
client as a request for transmission of said processing

command to said client.
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