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(54) Tifle: ELECTRONIC SECURITY BONDING DEVICE

(57) Abstract

An electronic bonding device (1) provides a seal for containers and equipment and allows the status of the seal to be remotely
monitored. The device (1) bas a seal body housing sensing means (5) and communication means (7), and sealing means (3) for affixing
the device to an item to be bonded. The sealing means (3) compnses 2 line (9) providing, between terminal end portions (11, 13), a circuit
baving a detectable characteristic. In one embodiment, the circuit is an optical fiber light transmission circuit. Alternatively, the circuit
may be an electrical circuit. A change in the circuit characiteristic, e.g., a break in the continuity (optical or electrical), is sensed by the
sensor (5} and transmitted to a remote location by a transmitter, to indicate that tampering with the item has occurred. The line is provided
with a protective sheath. In one embodiment, the sheath is a relatively flexible adhesive tape strip. In other embodiments, the sheath is a
relatively rigid or flexible shackle member.
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secured with a specially marked or fornul ated adhesive strip which prevents
di sassenbly of the pallet w thout visible danage to the sealing strip.

In an effort to inprove upon the sinple lead crinp-type seal nentioned
above, numerous ot her shackl e-type sealing devices have been devel oped for
seal i ng and aMNPHE?det ection of tanpering with contai ner s PCIAS7/3475

uU. S Patents Nos. 5,127,687 (Quiler); 5,056,837 (Fuehrer); 5,005,883
(GQuiler); 4,946, 210 (Fuehrer) 4,883,295 (Kessel man); 4,811, 977
(Swift et al.). In addition to utilities equi prent box applications,
such devices are described as suitable for use, alone or in

conjunction with separate heavy-duty | ocking neans (e.g., a
padl ock), to secure cargo containers (e.g., sem-tractor trailers, railway

cars and WD 97/ 34269 -2 - t he
like), and to prevent and detect tanperi ng wi th nmechani cal /el ectri cal
devi ces such as railway and hi gh-voltage sw tches. The

practice of sealing goods and equi pnrent used in commerce, to ensure
that they have not been opened, altered, renpoved or otherw se tanpered

with, will be referred 'to as "bonding." Al of the aforenentioned
bondi ng arrangenents EEBCTRONIC'SECORITY BNDING BEVECESVi ce 1o
determ ne whether a seal violation has . occurred. Such arrangenents
are less than ideal for certain applications in that they do not

all ow for such det %‘A@I@GRUL' @ﬂ&@m{g%@, renote detection).
I nstead of relying 30|e1%# a visual 1ns on, U S Patent No. 5,120,097
(Fattori et al preset inyentiopirelates do deyiees ased to maiotajroansit mongtoa the
ORI 5111 BB ok R WO
arrangenment |ikew aneleclmmcrtnmpa'rdetmﬂon/dduais up cl ose check to see
In commerce, there are a myriad of situations requiring the integrity of a
sealed container to be maintained and monitored. For example, utilities equipment
located in publicly accessible areas (e.g. electric power meters and cable TV hook-
ups) is typically sealed in containers with a clasp having a crimped lead seal. Any
tampering with the equipment can be detected by a break or removal of the
original seal. Another example is provided by clectronics equipment that may use
a paper seal across screws or other components of the exterior case to prevent
undetected entry and possible modification of the circuitry. As yet another
example, pallets of individual items may be wrapped in plastic sheeting and
secured with a specially marked or formulated adhesive strip which prevents
disassembly of the pallet without visible damage to the sealing strip.
In an effort to improve upon the simple lead crimp-type seal mentioned
above, numerous other shackle-type sealing devices have been developed for
sealing and allowing detection of tampering with containers. See, e.g., U.S.
Patents Nos. 5,127,687 (Guiler); 5,056,837 (Fuehrer); 5,005,883 (Guiler);
4,946,210 (Fuehrer) 4,883,295 (Kesselman); 4,811,977 (Swift et al.). In addition
to utilities equipment box applications, such devices are described as suitable for
use, alone or in conjunction with separate heavy-duty locking means (e.g., a
padlock), to secure cargo containers (e.g., semi-tractor trailers, railway cars and
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whet her the seal has renmai ned intact. The ability to renotely
electronically nonitor the status of a plurality of seal s woul d
significantly reduce the tinme and effort required to performindividual
checks. For exanple, within a warehouse there may be a great nmany itens

whi ch WOBR2Been seal ed, and it ndy be necessary or RCIHSOHOME t o
periodically verify that the seals within the warehouse are all
intact. To do so would conventionally require one or nore persons to
travel throughout the warehouse to individually I nspect and record

the status of eadhe kk2)l andIedirevenhand detdet tlripating with gnecbariigal/elenteical devices and
| abor i ntensive, sgéﬂﬁ&l@!ﬁ%&doﬁgﬂ%ﬁ%e'} serror. On the ot her hand,

renot e el ectronic Jeals woul d al | ow conpl ete
aut omat i on of the tasRhpypractice of sedmmgob&andtdqeipebynsad)'stmnmerbé,yoeaﬂmi ng

censi ng woul d b U5 et hpen.gpeacds el SemSlea B RREE AL s

to convey one or bemeferiednoasl "bomding. " eAﬂ of the afcrémentidned bonding Afangémened
(bonded) pallets of,indiyvidual |te . various tlggs during transit

it may be necessdPdMiTEA Y F’é?B?céwPS elevice tq feterming whether a seal yiolagigp bas he

truck |ea\6€é‘urfdﬂ§ mrumagermwara 1es@rmafméu ifbr St Spplibationg fn Rt
i nt ernati onal border. ch cases, it wuld be a vanta eous to

have a neans for We¥9e Whg“‘{%@fs%’&h (dsfection from g distance| §ies, erpote dletection)t hat

the truck stop f%st&ﬂ%l??éﬁxh §blcl onawsualm tion, U.S. Patent No. 512009 d for
alternative net hods of bon s becom ng nore acute as ec fonic

transacti ons bec®@hal m@oﬁhd fype sel éncorporting axcomgdiative rstm:yand contact
gover nTent s ar e GaHY A/ BoW A HecPf AHAPcdrRhuilPRRidhRee i tepeclag

porders This sealing arrangement likewise requires an individual up-close check to see
whether the seal has remained intact.

The ability to remotely electronically monitor the status of a plurality of
seals would significantly reduce the time and effort required to perform individual
checks. For example, within a warehouse there may be a great many items which
have been sealed, and it may be necessary or desirable to periodically verify that
the seals within the warehouse are all intact. To do so would conventionally
require one or more persons to travel throughout the warehouse to individually '
inspect and record the status of each seal. Such manual checking is not only time
and labor intensive, but is also prone to human error. On the other hand, remote
electronic monitoring of seals would allow complete automation of the task by
computer, thereby substanhally reducing human labor and error.

Another situation wherein remote sensing would be highly useful arises in
connection with trucks used to convey one or more bonded items, e.g., containers,
or wrapped (bonded) pallets of individual items. At various times during transit
it may be necessary or desirable to verify the seal(s), such as when the truck
leaves the point of origin, or when it passes through an international border. In
such cases, it would be advantageous to have a means for verifying the seal(s)
which does not require that the truck stop for inspection.



wher eby ‘al | custons and other information is passed electronically.— .

U. S. Patent No. 4,750,197 (Dennekanp et al.) discloses a systemfor
renotely nonitoring cargo trip data. The system i ncl udes door nounted
magneti c sensors for sensing the opening of a large freight

cont ai ner, e.WO9H26%ni -t r uck tradier, and a cellul af ZPHEhe for
transmtting trip information, including signals fromthe door
sensors, to a central processing facility. U.S. Patent No.
5,025,253 (DiLullo et al.) discloses a systemfor renptely checki ng
the connect/di sconnect TEheanagd for alterantive raatznds of bprding i, becoming Mo AgHE s

interface unit IF ' B'?fsﬁétﬁ)q ‘%’ &.};? S mBRY SrebAsht (| B dxakl I%E)man

| ocated on the Ulleétﬁ;{n?cgl er, tflr.oug @?ﬁgétruck'. sﬁer vol t powerk?bus. en
the trailer is di sgosermmenishre examining mrethads of ermanging fongoads tnoeross their berders

el ectronic tag, and,this |t ] nsg . . tral station
via an on-board saf"g?‘ﬁ))f éﬁﬁsg?{ém%tééﬁ& ’ﬁfgr&%ﬁoq' 15 Sassed ?ﬁ%mia}ggﬁ S two systens
may be useful for noni tOrS. Matesh ddiet, 750,197 (Bennekamp et élt)adibalosenra tysem fdre
has been di sconnected qr

the vehicle. Thus, Tt )ﬁg}%ﬁﬁ‘é‘g&ﬁa{%ﬁﬁiﬁ%@r fﬁ%?&‘?&“kﬁbﬁ%@fﬁﬁ%‘ﬁdﬂw;ge

of mul ti pl genkdislifur Sksihg ithecOFening: 6F a ldrfee fréighQ) Contdinenj 8.ga 4 keémilthuck t O
t hereby individually bond_the itens. _ . L. ?UMVARY_ Og* THE.
| NVENTI ON trailer, andp ceiiular ijephone fop transmiithps trin information, including sigaglsa c 1

of the present i nvgghi @0 dbét sensors, to aRbAlIfRockeik ABlgeVi ces al | ovi ng 1 emot e
or a

el ectronic nonitoring of the status seal”, and which nmay be

directly applied to an Yt Sateat Ne. 5,028, 35 H(RiLullo ot ab) discleses a system forisemetelyl.
cont g o oo SESRE PPl R E  S R ST A il
cont ai ners, inteyfack api¢ JFAN ds eapnegted: with an ehtcindriic tag\(identifiev) locatedion theany
permanent or costly.uer throughTRErb&SEtS 98R pber 1S, 'WhRPmE Rafi 8 3G Tecren,

the IFU senses the absence of the electronic tag, and this result is transmitted to

a central station viz an on-board satellite transmitter.

The above two- systems may be useful for monitoring whether a truck
trailer or the like has been disconnected or opened, but both form an integral part
of the vehicle. jhus, neither is svitable for direct application to an outside of
multiple individual items, e.g., the cargo within a trailer, to thereby individually
bond the items.

SUMMARY OF THE INVENTION

In view of the foregoing, it is a principal object of the present invention to
provide bonding devices allowing remote electronic monitoring of the status of a
seal, and which may be directly applied to an outside of individual items to be
bonded.

It is a more specific object of the invention to provide bonding device
configurations which are readily adaptable for sealing a variety of containers,
packages and equipment, and which will not require any permanent or costly
modifications to the items to be bonded.



- 4 - It is another object of the invention to provide
bondi ng devi ces which are tanper resistant and which render
difficult, if not inpossible, an undetectable restoration of a

br oken seal . These and other objects are realized in

accor dance widdw42ee present i nvéntion by a bondi n§CHESIE4RRNi ch
provides a seal and allows renote el ectronic nmoni toring of the
seal. The device includes sealing neans for affixing the device to
an itemto be bonded, in a manner such that tanpering with the itemwl|

di sturb the seal i ng neiissanotfieeobjeciof thy invention itmmouiﬂsgomiinedﬁéwsvh'mlmdi ng
A hibits ahecul el Rishhf 3ha Fhn RAGR Ltk AT 8 TipBssiold) SanClrdetibibue
exhibits a detect PHPE circuit characteristic. Sensing neans are
connecti bl e to t heestoratioh ofiadreken seal. end term nals. The sensing
means produces a sign I ndi ¢ating.a di sconnection of th . sensi ng
means fromthe first Zh?f"sé’ﬂérﬂﬁ‘!’eén?}’-‘?cg’r ﬁﬁ&?’?‘?"dah‘h agcoghagﬁaewxi% ttﬁgreserﬁ '
detectible ci rC& inverttivh dyaonding Gevi&:d”ldiﬁembfqvgieg asext mhd gllows tembleceleetrbhixi ng i
nmeans. _ mruni cating nmeans are, proyided for transmttjng the, signa
to a | ocation renfogitoring of the geal, rﬂ"{er@"{?g ygs ?%E‘."a%r}'é’é?#i"‘ﬂ&% ‘reé"ce

engageabl e Wi th t{eas fgii 90 B6Hded, 5% manner suck Wi Aihpdding wite itRDitem Wi Seal
body houses the sensi ngl means and conmuni cati ng as a. unit.
e

- " neans . 40

These and ot her oSistuch te sealing means.qFheatepling meds ipeludesdinepeans pewyiding p e
apparent and ful I&-né@dﬁ, | .élﬁdt)ﬁ lai d¥kdeRble Of
t he preferre errglg |ﬁ%§1’¥d: ta %&W%%e'gﬁ gilr‘l w t ﬂ)f[ftﬁg appgﬂged
dr awi ngs. cibfittdhafaBIe65RIcP TSetbinimeaniCaeRAedle to the first and secondFéndure 1
is a diagranmatic, depi ction of .the primary functional .el epent f
a bondi ng device &M or’la‘ﬁﬁﬁ'é“%q’ﬁgf R’g%ﬂ%/eégesfﬁ" W@?ﬁ?’f%&ﬁmﬁ&%"“ of the -
Figure 2 is a schgdiiingméhn grontiiel firss tand tsecxmd aendetenninkls) wnd anchiange i theui t

t. invention. a

in accordance with the presen L . . Figure 3 is
bor Spect | ve vi ew HeeaHIE R ErBIFTgRC, cHticiAg HReripe Spith e dttkif fndats.
i nvention conpri st:as:;mmaﬂgx?&mk hﬂé@r&ﬁ?ﬂd@bﬂ&ﬁxsm(ijtﬁng the Csli_gnal toalocatfdrgumete? i rS]
a perspective view of an application of a second enbodi nent t he
i nvention incl udi fFQ“"a‘F‘Fib?'i“ﬁﬁﬂ Aevigss A geal bady &Wﬁ“&g v&ﬁhnﬁgi%"g gﬁ&“sﬁ'ﬁl p.
supportable thereby. The seal body houses the sensing means and communicating

means as a unit. _

These and other objects, features and advantages of the invention will be
apparent and fully understood from the following .detailed description of the
preferred embodiments, taken in connection with the appended drawings.

RIEF D F D

Figure 1 is a diagrammatic depiction of the primary functional elements of
a bonding device in accordance with the present invention.

Figure 2 is a schematic diagram illustrating an exemplary sensing circuit
in accordance with the present invention.

Figure 3 is a perspective view of an application of one embodiment of the
invention comprising a padlock-like structure.

Figure 4 is a perspective view of an application of a second embodiment
of the invention including affixing means in the form of an adhesive tape strip.

Figure 5 is a close-up partial perspective view of an adhesive tape strip
embodiment of the type shown in Fig. 4.



Fi gure 5is a cl ose-up partial perspective view of an adhesive tape strip

énbodi nent of the type shown in Fig. 4. - 5 - DETAI LED
DESCRI PTI ON OF THE PREFERRED EMBODI MENTS Referring first to
Fig. 1, a bonding device 1 in accordance_with the present nvention
has as its erﬂ@?’ﬁﬁ? conponents seal i ng fieans 3, sensing meBAEUS7AMIS

communi cating neans 7. Sealing nmeans 5 and commruni cating neans 7 are housed
together as a unit in a seal body 8 which is engageable with sealing neans

o  and an DETATLEDIRERIPAION! Ol ol pRpshateb OB
engagenent and anﬁﬂuﬂ > 0.2 EIS{G-JI y or

rel easably.) Sealing mpeRsgrig ﬁrsttoF:éelr \ﬁ%n&ﬁgaeﬁédpmtadé@hmﬁemrmdﬁ}eienpan
be affixed to an qutside of an itemto be bonded i n such a manner

that an attenpt tdTtPHON BRS 35 ScRTiACPal compBentysealing Means Jfensing megys§ and
disturb the seali R@gmiRaRAting ARGk 79 SERRAR Sncinds 513 RRintfifcalifs MR 2re KRtSed e

item) body 8 such that no separate nounting or securement of the seal body

is necessar yogether as a unit in a S@éé?pdh§ whielnis engageable; with seabing tmeany 8ne

means formng a ci i tib r
characteristic bet&/\eﬁ’ggéﬁs#g;tlpg%\ eco %r t%eap?ntﬁndgl éﬁﬁh eixg#éemmt and an
Attenpts to open @bility bebediome emmé,remher pemhaentlyean releasablyi. s t Sealings medris 3y

2 change wi 11 bo SEVELSs WCHRRbR Y cah bE iy an IR B g

the same will be thondulrmmuahch mannarthatanatmmwmbpmmmisawmmmmxﬁm

conmuni cat i ng neans, presentl preferred enbodi nent,

the |ine neans cor’&'psd(‘g“@fm%sylﬂéi"é’ans Et=a(i‘|“ $Or9TVES) 1 SYRREE {oB the

terminals 11, 13. jleim)®ody Wclbﬂx_aaaoqeﬁwalm&uhm or securement of the seal body is
necessary.

Sealing means 3 also incorporates line means forming a circuit exhibiting
a detectible circuit characteristic between first and second end terminals 11, 13,
Attempts to open or otherwise tamper with the item will disturb sealing means 3
and cause an alteration of the circuit characteristic. Such a change will be sensed
by sensing means 5, and a signal indicating the same will be transmitted to a
remote monitoring location by communicating means 7.

In the presently preferred embodiment, the line means consists of a single
line 9 extending between end terminals 11, 13. Line 9 may be an optical fiber
establishing a path of optical continuity, or an electrical conductor, ;:.g., 2 wire,
establishing a path of electrical continuity. With a simple single line arrangement,
the detectible circuit characteristic may simply be the existence of continuity
(electrical or optical). A break in continuity will be sensed by sensing means 5.
Sensing means 5 will generate a corresponding seal status signal 14 and the signal
will be transmitted to a remote monitoring location by communicating means 7,
to indicate the occurrence of tampering. Likewise, a disconnection of end
terminals 11, 13 from sensing means 5 will cause sensing means 5 to produce a
signal indicating an occurrence of tampering.

For some applications, it may be desirable to provide a more complex line

arrangement. For example, if an entire pallet of items is to be bonded as a single
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establishing a path of optical continuity, or an electrical conductor,

e.g., a wre, establishing a path of electrical continuity. Wth a
sinple single |ine arrangenent, the detectible circuit characteristic
may sinply be the existence of continuity (electrical or optical). A
break in conVPAUIRS will be sensed by sefisi ng means 5. PCT/OR783I47Y) neans
5 will generate a correspondi ng seal status signal 14 and the signal

will be transmitted to a renote nonitoring | ocation by conmunicati ng neans
7, to indicate the occurrence of tanpering. Likew se, a disconnection
of end t er miunit) i may beIdekirable tepmividy lneamsars ini the formof seeBiodtereans

5 to produce a ' Lndl cat i n, pccurrence, of. tanpering. )

For some appli cat isgﬁ%t’ﬁéc%p %n"ﬁé/ﬁ%%g @ég{‘ﬁ%égv%%t"gmﬁ% eatgcgl g ‘X%WT%PWW ne
arrangement. For of papliel and Series benthese Thalbranthes fcoult eompiise fesisthe, bgaciade as a
single - 6 - . unit, it be desirab) e tq provjde |line
means in the for mobANdYcHys,clgments serving to esl?@{spm&r émgﬁé%mﬂgg PMeral icacwt | et
and formng an el chiraberibtics] recgl, timplelidncd, Rhpicithddey or inductan®f PA' @lchehn and
series branches. The branches coul d conprise resistive, capacitive

or inductive el enéﬁ?%g%ﬂri% N0 O _°§‘h°f)9?§ bﬁﬁmﬁ‘ﬁ:’)r‘@%feélﬂt ith ghapge im| |
circuit Clofé BEMmBre oFitheGreuft cReractérilREC@eRd of inﬁ'ﬁ]bﬂ:@rl'&g of Sdntinnit

i nductance. In such an arrangenent, a brea one or nore oOf the
branches woul d r eSueh 2jchange ynuld;be sepsed by sensing facans Sand @ esrespondinigrsigriat

characteristics (iwsi uﬁfsnﬁtdaqmeefeﬁlokgégﬂﬁé [deitiYnl @;%'ﬁ“ﬂimﬁgs asans .Ch a

change woul d be sensed by sensi ng neans a corr I'ng
woul d be transmitted tAstahetherexamples ewitipleeleatricdl iwires oy fibenuptivi thedadnepuldans

7. n [ Le nmultiple electrical w,res, or, fiber

optic threads couIbg\sim%e‘i)dteﬁ%n ggxq%ﬁgsévgdgae °h °§’ﬁ‘e§€‘ﬁ puuetyre and he ‘BS‘NE‘“”&eat h

structure and be inwaitoted b3 lthe/sensing means. This would increase the difficulty of "jumpering
around” the seal, since each line would have to be individually bypassed.

Sensing means 5 may take a variety of forms. In its simplest form, the
sensing_ means will operate by transmitting energy through line 9 and detecting the
energy return through the loop. The transmitted energy could be electrical,
optical, or some other form, depending on the nature of the circuit formed in
sealing means 3.

The energy can be continuously transmitted, intermittently transmitted, or
transmitted only upon receipt by the communicating means of a seal status request

" 15 from an external system, e.g., the remote monitoring system, that the seal be
verified. Continuous energy transmission affords the most security since it will
not allow someone to disturb and then repair the circuit prior to seal verification.

Sensing means 5 produces a signal indicative of the status of sealing means
3 (including whether one of the terminal end portions has been detached from the .
sensing means) and supplies the signal to communicating means 7. The signal may
be analog, e.g., 2 measure of the impedance of line 9, or an analog to digital
(A/D) converted signal. | |

Communicating means 7 may be selected based upon the physical
constraints involved in accessing the seal. A low-power radio frequency

transponder is an inexpensive technique appropriate to checking seal integrity over



rmnt tored by the sensing neans. This would increase the difficulty of

¢'Jj unperi ng around" the seal, since each line would have to be

i ndi vidual | y bypassed. Sensing nmeans 5 nay take a variety of
forms. Inits sinplest form the sensing neans w | | o}

transm tti ngWEHEREH%t hr ough |ine 9 and -dktecting the pC gﬁé y return

t hrough the loop. The transmtted energy could be electrical,
optical, or sone other form dependi ng on the nature of the circuit forned

in seal i ng means energy can be conti nuously
transnitted, int erarﬁlit%@ﬁtqf;ﬂ f%h‘yﬁfth@@ tooﬁc"ml thousang fegts (For€samplgy adigyon
recei pt by the corggy n<a9 ghal/Belch Bt @krton, CA and Mbp f rom
an external system “e. t he rem)te m)n ri n system that the seal be
verif.i ed. Conti nudefa'mtmgw, Emmrggadsmtaaﬁ vehi QCWI@“WG@!O“&QQHM heyadaptede |t
wi || not %I Igs\évlﬁ%nﬁgge to disturb and then repair the circuit prior
to seal verificati Sensi ng neans 5 produces a signal

i ndi cative of the stat Hughds/Deled ingufeaes a transpondar, ( kmeowndis nthew'BreBas” one

neansy and suppl | dEnBRacr, 65 e PELE hnd Ry THA Rt weight and EERAlS
3%?{]2: 0g, e.g. (2:/ strnsmtnehammmmmoﬂ 5. nnhesmms-ammmm:taee

D convert si gnal n| catl ng means
7 may be sel ect ed Paigepd d‘ﬁe‘tef?e“"b% a digital seal status 88??4@“&'? in

accessing the sealy 5124 1ﬁwmhofﬁdhﬁh%ﬁ€‘6€ ’i)ﬁiften into when We%ﬁﬁﬁﬁ‘ﬁ%s i$ an
i nexpensi ve technique appropriate to checking seal integrity over 7

- a di stpeHeds apd agrangs\ofsemerabthopsand feey Jao devire isrdesigneditof epsrate For
exanpl e, radi OCA H‘ %‘;a ﬁ%rel' gaﬂ&og@eﬁé pg@gy;d%ggetgfeddvéﬁydé—iughes/ Del co
an E

of Fullerton,

Mark IV provides transponders generally comparable to the Hughes/Delco
transponders. The Mark IV transponders can be read using in-the-road loop
antennas, whereas the Hughes/Delco transponders are read with above-ground
antennas.

PAR Corporation of Alexandria, VA has manufactured for the Federal
Highway Administration (FHWA) a transponder used to track hazardous material
containers on board trucks or in warehouses. The transponder is roughly about
the size of a quarter, including electronics, battery and antenna, and thus is well
suited for use in a compact seal body in accordance with the present invention.
It has a 1000’ range, 10 year battery shelf life, and a two year operating battery.

A wide variety of alternative communications schemes are envisioned,
including but not limited to the following: |

(1) When installed on a vehicle, or cargo therein, seal status information
(digital or analog) can be transmitted over the vehicle’s power distribution network
to other on-vehicle systems. In this instance, each bonding device could be
suitably wired to the vehicle’s power distribution network via a quick-
connect/disconnect junction box or the like.

(2) The communicating means could be directly wired to another system
(vehicle or otherwise). For example, a digital signal transmission could be
provided to a personal computer via an RS-232 serial port or the like. In a vehicle
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| V of Tor'onto,v Canada, for roadside to vehicle communi cati ons, could be

adapt ed for use in device 1. Hughes/ Del co manuf act ures
a transponder, known as the "PrePass" transponder, for the PrePass
and 1-75 commercial vehicle weight and credentials prograns. Its

di mensi ons WOHTEREYt 2" x2"x1.5". It hass-an RS-232 serial PETASIAIETS
that could be used to receive a digital seal status signal fromthe sensing

nmeans, a 512 bit internal nenory which could be witten into when
the sensing nmeans is pol |l ed, and a range of several thousand feet.
The devi ce is desppiicatibn, ohe:)p&iiﬁnml system couidte aBughesddeletd opMaek I¥aradioe,

¢ Snsponaer o e iR BafabBbh s o s sse BB B

The Mark |1V transtaﬁlldxffoﬁnmn be read using in-the-road Ioop

ant ennas, whereas the 3Ell,ighes/ Del co trans ong\grs are re% iNI t.h above- ground
&ithgalogal

ant ennas. R FARTRISHON, feats By APRRVAE: ur ed
for the Federal (LAN) anmab\uasb Ashiininicdte aiguansug nﬁatiohaas:bmpd@fs anged to
track hazardous materi al contai ners on _board trucks or

in
war ehouses. The PHERIGGeEEPnAested i tie LANp oy wide vaniety P%%AEIF sauld potentigllyy t er |
i ncluding el ectrgoj&a, ﬂ%ﬁhgﬁﬁﬁcﬁwl&ﬁﬁﬁﬁm  CEBWR, A W&l AL AV being developsll! ted

for use in a conpact sea in accordance with the present 1nventi on.
It has a 1000' r &spgeially foryvehiclepattery shelf |ife, and a two year operating

battery. bs chenes
are enzi si oned, (4)?;1‘%/ aﬁ?‘ﬁ@%‘ﬁ‘?*ﬁ%@ @%%Sé@@&{.%ﬁ% ﬁ@%ﬁ“@%ﬁ:ﬁ’%&‘&
(1) When instal | ederotelephomhiand e gmenginga persondl ecammuynicatinhs systéms mciudmgat i on

(digital or anal can_b nsm t.t ed ov cle s power

di stribution net %maf' (Fsak%lﬁeiz 4”%&‘?"539’5’ ?ﬁgm&r’r@? 5 %mtemp?tqdn@?tance,
each bondi ng devitReaoffinitatitg meansnselsumncabéypwwbwcemlafbnomm filo@erf, grover
di stribution net\%)rk via,a ﬁUl ck- connect/ di sconn Cehlél] uncti on box or

the like. ¢ communicaing-geans,cauld, be. gon AL exl agiphene 3 i r ed

to anot her syst ekfodem. Cen&mebnoﬁé ﬁ:oaémsaizbamasﬁ)"off-@shemﬁaﬁlmoﬁwlmsnt al
S|gnal transm ssi on coul d I’OVI ded to a ersona uter via an

RS-232 serial poSputof tM[@nqa, A lslﬂﬁWaOMcﬂ product called Cellemetry, which passes
small data packets over cellular lines. The transmitting electronics board is about

3" by 1.5" and requires little power, making it potentially well suited for use as
an internal communicating means. '

The sensing means and communicating means will generally each require
a source of electric power. In the case of (1) above, power for both of the
components could be provided by the vehicle’s power distribution network.
Alternatively, power could be provided by batteries within the device, or via
wiring to another external source. In any event, it is preferred that the sensing
means be capable of sensing a loss of power and producing a corresponding signal.
Such a signal could be the same as, or differentiated from, the signal produced on
detection of a break in sealing means 3. The signal could be generated and stored
at a time just prior to complete power loss, when sufficient power is remaining to
perform these functions. A visual signal or 6ther means for local detection of the
power loss condition could be provided and/or the signal could be transmitted to
a monitoring station immediately upon restoration of power.



- 8 - " application, the additional system could be a Hughes/ Del co

or. Mark IV radio frequency transponder used to provide vehicle to
roadsi de conmuni cati on of seal status information. (3)
The transm ssion neans nmay be connected with a | ocal area }W

(LAN) al | owi FPPBRY comunicate digital9signal informatio 3&%& ers
and ot her devices connected to the LAN. A wide variety of LANs coul d
potentially be used. Exanpl es include Ethernet and CEBus, as well as
LANs bei ng devel oped especially for vehicles. (4) The

communi cati ng neans maySessHgeResaY eoull produte asiegiime signaindieatin a seal statusoy e
tel ephony and emeng ?ucm %gergéglm‘&lg'sfgﬂaﬂ' QR 5/ probdSed é)ﬁé‘rh?lﬁ‘, IQ;&, by a

terrestrial and satellite base ular’ tel ephone systens. .
cont enpl at ed t hat computer, to¢eeateoamalannt eenditipnrandfos tp tﬂﬁ%‘ﬂa reerifl of ke impand abl e
cel lul ar phone an

connected to an ex agfoggﬁ} %%'f Y‘S%ag‘r’“' pﬂ%ﬁegaﬂgﬂw &?Hﬂr?r%%%?n?&%%sﬁ @g Ilmgdr R%ﬁ%en e

nmodens are avai | ab¥ill otairfinteinally lecg. f by Sigrabpidoessing land stBeigk means includgd withirof

Atlanta, GAis nowofferin pr. call ed. Ce i e -
smal | data packet \é&%\%’}’mgeﬁﬁ’lsaqﬁfo?;‘h% .cghlﬁ@q{crg@ré%s{ ﬁ%’cg]egl{}? %ﬁ@s%ﬁ%ar d
i s about 3"seisynglmédns avill perwanenthsrecordt(e.g. froner-yiokatild megmonty) pmyt bresk al | y
well suited for use as an.internal c i cati neans.. . Y

The sensing rmeans BH¢ %m&mﬁsﬂﬁnﬁé%%ﬁﬁmgmwﬂ%%ﬁ 15 cpAlied 'cby

a source of el ect rd emp@Yelider. In biditicin IR Shlitglne&RCo61d RoPRfative to RBSM thE t he
conponents could be provided by the vehicle's power distribution network.

Al ternatively, powime auslidefe s arseal; viplation oripowes losss fQF lager franpraisgien, by dhe or

vi a W Ting domnfitRhtify mearker nal source. In any event, it is preferred
that the sensing nmeans be capabl e of sensing a | oss of power and

produci ng a corr espondismgexemplazy sensing circuisyz s dustraedhin BiguR dwhereinithe inere
as, or differenti . | ofluC - ' a
break in sealing %e%ﬂ%@%ﬁgegﬁ%hgpa%éﬁpd%e%ge%}%{ gl “alltn%ﬁ’E or eg@q&}e
at a time just priwavetgeneratopl19; aopinally 100Hs, andham LED 21ci EED Pbisoptically
remai ning to

coupled with an end of fiber optic loop 18. A detector circuit comprises a diode
23 optically coupled with an opposite end of loop 18. A Schmidt trigger 25 is
provided to sharpen edges and provide hysterisis. A bistable multivibrator (D flip-
flop) 27, compares the square wave source to the recewed signal and provides a
low signal if the circuit is intact. A latch 29 will provide a low output so long as
the circuit remains intact. The output of the latch will remain high if the circuit
is ever broken. In this manner, the output of latch 29 provides a seal status signal
that is provided to the communication means for transmission to a remote
monitoring location.

Particular physical configurations of bonding device 5 will now be
described. In large part, the most appropriate physical configuration will be
depend on the bonding application, i.e., the nature of the container or other item
to be bonded. Bonding device 5 can, on one hand, serve primarily as a signalling
device, affording little to no physical impediment to opening or other tampering
with the bonded item. In such cases, the bonding device may be used with other
security devices that do afford physical protection. For example, if the item to be
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performthese functions. A visual si gnal or other neans for |ocal detection

of the power | oss condition could be provided and/or the signal
could be transnmitted to a nonitoring station i mediately upon
restoration of power. -9 Sensing neans 5 could
produce a r ¥P9%¥2 si gnal indicating-d0seal status; PCT(SOTO034T6ch an

arrangenent, the signal could be processed externally, e.g., by a
conputer, to create an alarmcondition and/or to nake a record of the tine

and date of any seal violation. Preferably, however, sone data
processi ng and sbondﬁgésacontainemrlpliecaoéequipmn@dcségnlemomlgckedbm'tl&gdmck,
processi ng and St96 3 Hﬁﬁ?gg%n é’lC| uded within t he sensi ng neans
and/ or- t he comuni ca nmeansS bl ocks. Preferably, the sensi ng neans

\chI I pelr rranegtlty recoFdst(agandald panbckltfmltnhtbdl rsedmimgy?,\igaawmdiagldevicq in in
“pol Tod" by aAeoRiapi, Bite U eioniin Proyidh o BFR! BESRy a3 AEEREE 861 o e
Fperat}ve Ito recaﬂﬂséahemlauon In kuche case] thedifeuid forming sealiivg Mledisi D¢ould taROWE T
oss, for later tr si on e . communi.cating means

An exenpl ary senél'fen{}“@l C?t?llps"ﬁée‘i E“‘i otherise npeptectpddpep o W‘W%@PFPltﬁ'l’é" line
nmeans conprises maimardua&hhpmhmmoﬁﬁshﬁmmé moekrtﬁwugneerrw | B&vi

square vvave enerator 19, nom nal llyhg , LED 21. LED 21 is
optically e the item 16, be hended. Theaeal ody 6°1F16(99 mage of\agelaivelyr
circuit conprise ﬁtérgi - terial | JVs EFQI end
of loop 18. A Scﬁiﬁ\ @??%\wégtrren Bﬁ bich %rlg{\;/lla Fuar pen e ges&gnd

provi de hyst eri sioptica\fib¢rsirghit yonidlhemudbmremfﬁ@ltftb isplice back togethérahdn Wite
conpares the squ u [ [ signal and provides a
| ow signal if the' c%%gf??%s&‘lg%%g’f’iagﬁn p§ﬁl§ﬁ¥§§ will provide a | ow out put

so long as A second option would be to provide the bonding device itself as a padlock-

like structure 1°, as shown in Fig. 3, in order to provide both security and tamper:
protection. In this embodiment, seal body 8' comprises a heavy armor of
hardened steel plates or the like, for housing the sensing means, communicating
means, and, possibly, a battery. The transmit antenna for transponders such as the
PAR device can be very small. For example, the antenna could comprise a simple
“patch” mounted on the exterior of the armored lock body. Despite the fact that
the antenna would be susceptible to damage by tampering or otherwise, the seal
itself would be quite secure. In some applications, it will be desirable to have the
remote sensing station set up to detect and generate a signal indicating a loss of
signal transmission. In this manner, an attendant will be alerted to the possibility
of antenna damage or other malfunction, or removal of the bonded item from the
monitoring area.

The sealing means 3’ forms a high strength shackle member comprising a
circuit defining line (not visible) encased by a sheath of high strength material.
The sheath could be relatively rigid, formed of hardened steel or the like, or
relatively flexible, formed of steel cabling or Kevlar fibers. The length and
configuration of sealing means 3’ can obviously be varied to suit the needs of the
particular application.
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the circuit remains intact. The output of the latch will remain high if the

circuit Is ever broken. In this manner, the output of latch 29
provi des a seal status signal that is provided to the commrunication
means for transm ssion to a renote nmoni toring |ocation.

Particul ar phY9iP¥#26%onfi gurati ons of bohding device 5 ‘wil | PREHSHEI4™S
described. In large part, the nost appropriate physical configuration wll
be depend on the bonding application, i.e., the nature of the

container or other item to be bonded.  Bondi ng3"d,evi ce,5.can, _on ane
hand, serve primarily d8 afugtheframbodiment, the scaling meaqs 338 PEvadeddn the form of o no
physi cal i npedi meng,at ﬁR)‘g@i O30t :her: [tipRo 1 hownWnt Rist N &epded
item In such casgén,e te%e ond nlg dgg{lllpgehﬂr?irmge pll}geuéesws t.:“k;1m1otnhelrgt & .
security devices t(shaathed) by aaclativehy fexible aghesive daneatrip. Fohe endsobthe tapg stripe

It to b - - - : ' ' L5 Of
laqﬁimpmce)nt edesi gneaar £ gﬂt%éac %&%&eﬁl%ﬁgrbggg?dggﬁﬁg% %gh&fs&\%%p%{sﬁgfglﬁ?lﬁts%s
ari se. bodyR8"r sThis ambodimdarr id padtitutady vedisuited for sealidg shdony adibe a

bondi ng device in acC.oL. e Wth ] tion to provide both
physi cal security %af\lﬁt"gﬁ%étﬁﬁ?lﬂgn“@fmms’ asg&‘éﬁlflﬁs%gl’ violation. In such a
121l 05 1t ot TS LR ettt i i
that woul d be run lrb"éﬁ( IrEferpipatenat ] s‘litﬂ@‘ﬁgﬂ} fors f?roggﬁ“?‘il‘@lﬂ’ock
receiving Sih tpl €oeld Ok prdvadedioiTolls, 4a@ aled) Prstided!Tor AfRing RoshectopUbd be

made of a relatively |.i ght wei ght _ | ow-strength material such as
nol ded pl astic. | ntheiends ofipinigcenf, tapg which has hegn cutato length, Thetapg cowld bed be

much nore difficul &iﬂf?ro?cﬁéviitgxg%l sl ROALNSY othdt¥HibelVnfaferials. This WbBd3Hde Bhily© Pt

to mask a violation o s
lend additional packaging strength but would render more difficult attempts to

locate and splice lines 9" (in an effort to cover-up a seal violation), particularly if
line 9" is provided as an optical fiber. Security can also be enhanced by using
multiple lines 9*, and randomly directing the extending directions of lines 9", as
seen in Fig. §.

The present invention has been described in terms of presently preferred
embodiments thereof. Numerous other embodiments, modifications and features
within the scope and spirit of the appended claims will occur to persons having
ordinary skill in the art from a review of this disclosure.



A second option would be to provide the bonding device itself as a padl ock-
|1 ke structure 1', as shown in Fig. 3, in order to provide both security
and tanper protection. In this enbodi nent, seal body 8 conprises a
heavy arnor of har dened steel plates or the |like, for housing the
sensi ng neaW997886kuni cat i ng medR@s, and, possibly, PETRSIVB47. The
transmt antenna for transponders such as the PAR devi ce can be very
smal | . For exanple, the antenna could conprise a sinple "pat ch"
nmounted on the exterior of the arnored | ock body. Despite the fact that

t he antenna woul d be susceptible to damage by tanpering or otherw se, the
seal itseleé%wd be quite secure. In sone applications, it wll be
desirabl e to hav renote sensing station set up to detect and
generate a signal indilcati Agbendings slevite for providingnalsealr amd mllgwingnreniate t hi s

manner, an attendant will be.alerfed to the possibility of antenna
damage or ot her q‘f'ﬂﬂﬁt‘ﬁ'@ﬁ?ﬂ?ﬁ"é%ﬁﬁﬁi’l co&pnlsﬁxg. bonded item fromthe

moni toring area. sealing MeshsFopkifixthgsatidevite 1t an iBmatobe®onddd; gt h
shackl e menber conpri si

ng.a .cirgcuit definq] lJne ot visible
encased by a shed Ry I‘i\?“é‘ﬁh?t'?@?@“ﬁ With the;itgm will Hg_t“rb es%‘fﬂga‘f‘ﬁ“é'oﬁ'% be
relatively rigid,sedifieehn® coMprisi itk Mk prévidingQ dirclii® havihig first and second
relatively flexible, forned of steel cabling or_ Kevlar fibers, The length

and conf i g dermisals fsaid cireyi exhilgitinga detectible giEptshappteREicyaried to
suit the needs of the ensifg rfelfs tofifecit1E h¢ 8 ik ind second end termiis; said

In a further enbodinent, the s g neans I's provided i n th
one or nore cir cusebsingemeans peoducing 8 signal indigatingla disconmdetiomof the Fénging Meashcased

(sheat ned) BY 2 IR he' Bt ahd Setbhd End AARRLICT ahd'R Enfe'i soil WaacRBflR cBtbuit "°
characteristic, indicating tampering with said sealing means;
communicating means for transmitting said signal to a location
remote from said bonding device; and
a seal body engageable with said sealing means and supportable
thereby, said seal body housing said sensing means and communicating means as
a unit. - '

2. A bonding device according to claim 1, wherein said circuit
comprises an optical fiber light transmission circuit.

3. A bonding device according to claim 2, wherein said circuit
characteristic compri-ses optical continuity between said first and second end
terminals, and said change in the circuit characteristic comprises a loss of optical
continuity.

4. A bonding device according to claim 1, wherein said circuit
comprises an electrical circuit.

5. A bonding device according to claim 4, wherein said circuit
characteristic comprises impedance, and said change in the circuit characteristic
comprises a change in impedance.

6. A bonding device according to claim 5, wherein said circuit
characteristic comprises electrical continuity, and said change in the circuit
characteristic comprises a loss of electrical continuity.

0y



are connécted with sensing and comuni cati ng means housed as a unit within

seal body 8". This enbodinent is particularly well suited for

seal ing cartons and/ or pal | et-1 oads of individual itenms, as seen in

Fig. 4. The tape could be provided in standard | engths, wth

the circuit o046 line(s) pre-Berninated at each ?3ﬁ75

sui tabl e connectors 3la,b. Alternatively, the tape could be provided
on rolls, and a tool provided for affixing connectors to t he ends of

a piece of tape which has been cut to_ length., The tape coul d be
reinforced with fibergl7ass, Acbanding davicstaseordingide claigt brwharein said; line\faeans not
only | end addi.t, | s ' Sk d

G icult att ompt s ST aRlaiiank bERRHA sl ity kB CRT iR,
cover-up a seal violati®n), Apberdingudeyideyaccérding to claithj hewlierein saidrlingi raesds as

an optical fiber. Securit an..al be enhan S| I .nke
lines 9", and rand‘fﬂﬂ%psfﬁ %e@l"ﬁ*é’ ?ﬁé’"gitcén ‘r"ﬁgq’ | reeegt#agﬁsﬁr%tf aqdl ﬁ%g'l'%:% as
seen in Fig. 5. terminals. The present invention has been described in
terms of presently preferre . enbodi ngnt her eof.. Nuner.ous ot her
enbodi ments, nodi ficati®ns %‘l@"ﬁg‘&tqﬂ"ﬁ according ?‘Wt‘?’m YheEIn i i mgans s ;¢
of the appended cl gichsed'\4 klprétédiive ohier BiatonNs havi ng ordinary skill
in the art froma review ofp t hi s disc|losure.,.
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CLAI VB 1.10. A bendingflpviseacearding fto plaim O Wherein idhputertheath

allowing remdte g a relafil ¢ NePBleGhemARI tOring of the seal, conprising:
sealing neans for affixing said device to an itemto be bonded, in
11. A bonding device according to claim 10, wherein said relatively

flexible sheath comprises Kevlar fiber.

12. A bonding device according to claim 9, wherein said outer sheath
comprises a relatively rigid shackle member.

13. A bonding device according to claim 9, wherein said sheath
comprises 2 relatively flexible adhesive tape strip.

14. A bonding device according to claim 1, wherein said communicating
means comprises a radio frequency transponder.

15. A bonding device according to claim 1, further comprising an
electrical power source housed within said seal body.

16. A bonding device according to claim 15, wherein said power source
comprises a battery.

17. A bonding device according to claim 1, wherein said sensing means
operates continuously.

18. A bonding device according to claim 1, wherein said sensing means
operates intermittently.

19. A bonding device according to claim 1, wherein said sensing means
operates in response to a seal status request received by the communicating means.

: 20. A bonding device according to claim 1, further comprising signal

processing and data storage means within said seal body, said signal processing
means for receiving signals from said sensing means and producing data

concerning the same, said storage means for storing said data.

* [ L M S *



a manner such that tanpering with the itemw /|| disturb the sealing neans,
sai d seal ing neans conprising line neans providing a circuit having
first and second end termnals, said circuit exhibiting a detectible
circuit characteristic; sensi ng neans connectible to
the first aYMOSH¥d end termnals, saild- sensi ng NeCRESIpDIELICi Ng a
signal indicating a disconnection of the sensing neans fromthe
first and second end term nals, and a change in said detectible circuit
characteristic, indicating tanpering with said sealing neans;

comuni cati ng neans f@&k- trAnbendingndedas dacebmting too claimo@ay i wherein said

remote fromsaid Lng. deyjce; . . a _seal bod
engageabl e with gglﬁ@ms‘ea ninaé%éﬁgﬂ’giﬁsdmédumﬂ T5popse fo an exmf“ﬁ@? ggpratedyi g
seal body housi ngead sfatbsdmqpuinyng neans and conmmuni cati ng neans as a
unit. 2. A bondi ng device according to claim 1, wherein
said circuit conprises an optical fiber light transm ssion circuit.
3. A bondi ng device according to claim2, wherein said circuit
characteristic conprises optical continuity between said first and second
end termnals, and said change in the circuit characteristic
conprises a | oss of optical continuity. 4, A
bondi ng devi ce according to claim 1, wherein said circuit

conprises an electrical circuit. 5. A bondi ng device
according to claim4, wherein said circuit characteristic conprises
i npedance, and said change in the circuit characteristic conpri ses
a change in inpedance. 6. A bondi ng device according to
claim5, wherein said circuit characteristic conprises electrica
continuity, and said change in the circuit characteristic conprises
a loss of electrical continuity.

e
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- 13 - S 7. A bondi ng device according to claim1,

wherein said |ine neans - consists of a single line extending between
said first and second end term nals. 8. A bondi ng device
according to claim1l1, wherein said Iinehgfans conprises a plurality
of lines ext i tween said first ahi@ second end ] :

9. A bond?‘&%%ﬁb{e according to claiml1, wherein said | i%éﬁﬁn%z’%gﬁs
encased in a protective outer sheath. Fig . 4. 10. A bondi ng device
according to claim9. wherein said outerﬁsheath is arelatively

fl exi bl e sheath.
10, wherein said relatively

12. A bondi ng devi ce accorg
conpri-ses a relatively @i-gi-dfff
devi ce according to claim?9,
relatively flexible adhesi veN\®
devi ce according to claim1,
conprises a radio frequen

device according to claim1,
source housed w thin said seEat
according to claiml15, mhkrein .
battery. 1. '

wherein said sensing neanL
18. A bondi ng devi8e—atkor
operates intermttently. %

A bondinghdevice according to claim
exi eath conprises Kevlar fiber
aim9, wherein sajd outer sheath

Rnber . 13. A bondi ng
7i d sheat h conprises a

//V. , 14. A bondi ng
i d communlcati ng nmeans

15. A bondi ng
e}zpct rical power
ondi ng device

;'devuce according to
§ response to a sea
' 20. A

claim1l1, wherein said sensin
status request received by t§ .
bondi ng device according ko Cran st ng signal
processi ng and data storage T 2l body—sai d signa

processi ng means for reteiving signals frbmsaid sensing neans and

produci ng data 7
F;Er -

2% Detector ¥




concer ni ng tthe sanme, said storage means for storing said data. 14
- 21. A bondi ng device according to claim 20, wherein said
comuni cating neans transnits said data in response to an externally

gener at ed seal status inquiry.
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