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- The invention relates generally to protection of inportant or crltlcal 8}34
I n menory devices, and relates particularly the p ction-of such data in

postage neters, al so call ed franking nmachi nes. B kgr W_A'Q‘IED SG
inportant i-nformation is stored in a conputer sysfem |t I's commonace to
provide securi PROTEEMION ISYSTEM FORMCRITISAL MEMORY CENFORMBIESN ..flor to paged 24

exanpl e by nmaking a backup copy of the infornmati ofgrdidim&pe. e
however, the information as stored in the system F? E% %gpéqb?%’e """
V}ﬂ@q(%u ag ci&:?i@e?s .....

being relied upon, and the theofechadicalleTdeda |t

of little or no value. An exanple of such a systk Abstrache e¢8eedr€'>'h to paged ...
postage neter, in which the amunt of posta avai

stored in a H’&Wd{rﬁqq@%rﬁﬁ]}? efh g2 o oy BFSE a5 €% o affect the
stored postage data in t her than redyci.n g post age)
or mcréﬂ%oﬁgzm Gﬁ/%ﬁ%ﬁv}@&i&%ﬂ YT ayc(aJ c%ess’) (r?c/)rrxgelsa}rg\ég e stored

| ocati on ec ss Iy b d Sustoner, the
postal & lcf:é1 ' r?ro?e}-‘ecétrloe'} (ﬁﬁ) éﬁ/da%é ﬁ(gwgnterm hant of

t he val f d §§n§”§ f (anllable for prlntlng In electronic
postage%ﬁle%ers“t Sl ng]?1 itor ocation is the secure physical housing
of g he neter itself. Wthin the gaexgPoin@sapg one or nore itens of data in
one or- nore nonvol atile menories serve REPLACEMENT SHEET 08 NOV 996 2

When important information is stored in a computer system
it is commonplace to provide security against loss of some or
all of the information, for example by making a backup copy of
the information. In some systemé, however, the information as

10 stored in;the system is what must be capable of being relied
upon, and the theoretical feasibility of relying on backups is
of little or no value. An example of such a system is the
electronic postage meter, in which the amount-of poétage
available for printing is stored in a nonvolatile memory. The

15 user should not be'able to affect the stored postage data in
any way other than reducing it (by printing postage) or
increasing it (by authorized resetting activities). Some
single stored locatiqn must necessarily be relied upon by all
parties (the customer, the postal service, and the provider of

20 the meter) as the sole determinant of the value of the amount
of postage available for printing. In electronic postage
meters that single stored location is the secure physical
housing of the meter itself. Within the secure housing one or

more items of data in one or more'nonvolatile memories serve
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to determ ne the anount of postage available for printing. Experience with
noder n-day systens enpl oyi ng processors shows that it is advantageous to
guard agai nst the possibility of a processor running anpok. Cenerally a
processor is expected to execute its stored programand it is assuned the
stored program contains no programm ng errors. Under rare circunstances,
however, a processor may conmence executing sonething other than the stored
progr amtcs et esnidee dthenameunt hef pestage ravastalicestehepivetdgor, even
though it may be executing the stored program nonethe| ess behaves

i ncorrect |y dixpenienee |wtdh reederyrdant SYSEens RRREIEHNT (RPSEEFOBF a
menory location. The fornmer may occur if, for exanple,. the instgu tpon
poi nt er SO detaln touht AR NEIZENDHCER s‘i‘)‘t‘a%aﬁﬁ%&%t bFRe RRSTH 1géJ§¥
absorptio cosmc ray..The Iaﬁter cur_if_the contents of the

of 2 i nqg qg [} or 1is
processt rRFRESTT TERPY o on EFRETHERG S BN TRETO0r T3t her

mecghani s r 1 r I fe k. t P P{OVEs L RRa§OLRLECE NESS
ofg; sto%%f%?%%é‘?&{%%éﬁ%g@%déﬁﬁﬁg xr.fgé)%%t er pfr]%gram sserv%_ at best to
rai se t Q@ F&d abt ygtym e S d £ys! n&bb'fo@.@émﬁﬂq'\%eéxt:ﬁcbf‘éy) th@egeshgaer’ s
confidence in the Correctness of the code. net hel ess an unforeseen

conbi natd ro@hs tAMEEHA h6hav 68, &' pBocédésr ehLecoRhente | patatihgs been
known to cause a programthat was thought to be fully debugged to proceed
er r oneousdiyetiriig abthéhetkan eeonstoned ystegsamhesecinrasi dataat aUnderst or ed
in what is necessarily a single |location under control of a processor
runni ng etleoreareroireupstances htighl processor, even though it may be

10 executing the stored program, nonetheless behaves incorrectly.
due to the incorrect contents of a processor register or a
memory location. The former may occur if, for example, the
instructién pointer or program counter of the processor
changes a bit due to, say, absorption of a cosmic ray. The

15 latter may occur if the contents of the processor register or
memory location are changed by that or other mechanisms.

In pragmatic terms it is not possible to prove the
correctness of a stored program; testing and debugging of the
program serve at best to raise to a relatively high level (but

20 not to certainty) the designer’s confidence in the correctness
of the code. Nonetheless an unforeseen combination of
interﬁal states, or an-unforeseen set of inputs, has been
known to cause a program that was thought to be fully debugged
to proceed erréneously.

25 For all these reasons in systems where crucial data are
stored in what is necessarily a single location under control

of a processor running a stored program, it is highly
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3 desirable to provide ways to detect a processor running anok and to
reduce to a mnimumthe |ikelihood of the processor's harm ng the cruci al
data. In the particular case of a postage neter, it is desirable that the
amount of postage available for printing, also called t he descendi ng

regi ster, be recoverable by an authorized technician even if the systemis

conptetel y inoperable fromthe custoner’'s point of view _ even after any of
a w de rd@‘@ééﬁl%dé%lm%vﬁ%c‘é%%%rt?rﬂ?mﬁ|%r§°%ﬁﬁ‘?%l}§uqﬁ%ﬁ%r%‘§°]ﬁave

'na oy ter@f’”tecéa%éﬁr‘f%@%d@%a'”s“%o% R OPRRHTE 1D (he

vari ous nennr ices in to nDnrto

sel ect i GYRI3H q'(é"%fcﬁlh%l%ijo‘?@é #}Jt% %’-”rrﬁ"i‘s‘? he proé%:'stsg% ®

wite s to,re V, | address

decoder%gggséelégfg% d%%I%§$p%gé%%€$%¥%Wﬁgﬁﬁﬁg‘5 ces ad%véﬁ%aﬁgg addr ess
Gpaer A ROinEEl Ol LMk Ata IR thdcad berside, osstain memory

deV|ces n “anot systenr aving an ad re coder prOV|d|ng sel ection

out put s ﬁ&é&&a/@ré%? éﬁ‘?"&ﬁt’hé’ffﬁé&%ééhﬁf@léﬂsé\%ﬂ it tige Pek 01 80NI t OF
the sel ection outputs associated with certain of the nenory devices, and to

take a pagsietslyethaséraplef faoy the t destehe@cts ofo Dt poif sviewsebeehed for
| onger than a predetermined interval of tine. The predeterm ned action is
to i nt erafitpir tdrey vof t® wideobrange stlpcssiileouppoatasssor tiel fenchionsf t he
menory devi ces. Al though these approaches isolate the certain menory
_ Numerous measures have been attempted to protect crucial
10 data in such systems as postage meters. In a system having an
address decoder providing selection outputs to the various
memory de?ices in the system, it is known to monitor all the
selection;outputs of the address decoder, and to permit the
processdrfs write strobe to reach certain of the memory
15 devices only if (a) the address decoder has selected one of
the certain memory.devices, and (b) the address decoder has
notlseiected any memory device other than the certain memory
devices.
In another system having an address decoder providing
20 selection outputs to the various memory devices in the system,
it is known to monitor the selection outputs associated with
certain of the memory devices, and to take a predetermined
action if ahy of the selection outputs is selected for longer
than a predetermined interval of time. The predetermined
25 action is to interrupt the write strobe and selection outputs

to the certain of the nemory devices.

Although these approaches_isolate the certain memory
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4 devices (typically the devices containing the crucial postage data) upon
occurrence of sone categories of malfunction, they do little or nothing to
cure-.the mal function when it is caused by a processor running anok. That
is, it is inportant to distinguish the problens just nentioned fromthe
probl em of physical mal function of a processor or other system conponent.
Si npfe physical malfunction can be quite rare if conservative design

st andar ddewuieesoltypidadhy thet Hevigesearhtaipéngi bheactucandi pastage
conditions, so that the frequency of occurrence of such physi cal

mal f unctd@ka) caropecrswrrencengfiysenet ratageviefeffi BALGUPSELGPe fDE¥s are
not of a Iastigg physi ca re and cl eared. need t

. 0 f i |
gi ve ris@°tblpeifaf nP°Fg§ggg °f8HEFiBh&|%$§%8§%#?%go¥HsP & pfgagﬁg eﬁgy be
i | . No. 740,427, . d Uus. ,Pat.. Ng. .5, ‘ itled
Pr ot oot Bh &R SrefRPr crrnalE” Res, (TRRS, By oF 15, $RBRERARE by ©
08/ 002, 737, ,bot h. i Ls d f th
rost oo bt fbiish MECRrBETARS, AR InbRToHBAPREBRCLRECRECEIRAT oF 1N

e el D¥n{ELELT G (FAER1AAPEAAGN P BCBELBE Ly Mot CaP8EEn! BolibBrliftd) oM

of a pro SOr running ano S the possible dra that it will

prot ect §iﬁﬁiéi%H&é&cﬁﬁ”ﬁéﬁfﬁﬁht@@hychﬂ.b@eqﬁ@EErQE¥e_i@dpﬁﬂge&bﬁtﬁﬂﬂiher
drawback that the range of addresses being protected is fixed at the tine

of manuf aekygR. s¥ahaarakhakeMgdnnyweEohaat Lgntaer apgesrntisi assdovwm i n PCT
publ i cation nunber 89-11134, also assigned to a predecessor of the assignee
of the praseat ambienti eonditions, so that the frequency of occurrence
10 of such physical malfunctions can be low. But many of the
above-mentioned failure modes are not of a lasting physical
nature and, if appropriately cleared, need not give rise to
permanenﬁ.loss of functionality.
Still other approaches may be seen in Appl. No. 740,427,
15 = issued as U.S. Pat. No. 5,276,844 entitled Protection System
for Critical Memory Information, and in Appl. No. 08/002,737,
both of which are assigned to a corporate predecessor of the
assignee of the present invention; and both of which are
incorporated herein by reference. Each approach is helpful
20 with respect to the problem of a processor running amok, but
has the possible drawback that it will protect a particular
memory but only in the entirety, and has the further drawback
that the range of addresses being protected is fixed at the
time of manufacture. Yet another memory protection
' 25 arrangement is shown in PCT publication number 89-11134, also
assigned to a predecessor of the assignee of the present

invention.

AR
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51t is also well-known to provide "watchdog"” circuits in conputerized

systens. In such a systemthe code executed by the processor includes
peri oedi c i ssuance of a watchdog signal which serves to clear a watchdog
circuit. |If an excessive tinme passes w thout recei pt of the watchdog

signal, the watchdog circuit takes protective action such as shutting down
the 3ystemor resetting the processor. The |latter action has the advantage
that it may rEstbs eahee neelpripesrnctofpreyide Yvatehdoghagpreuitfein

mal functi on was due_ to a spurious change in the value of the instruction
poi nt er IAMPIHERF WHeE oTVEEeMS But TR heught @ hvgten e t CoRe yeXerybetsPHi t er

th f deternined interyal, .and | fynct | I d
concei vanly BIREFSTrticiar HdPa BEFFAGLEnbSPRRIRE eFhi hetie FRePdar S4RAr i or

o a valchigg-Ladyced pestlyr L yoULARE ADSL.fesi bl g1 L, srugtol data

coul d enj oy nof e conprehénsive saf éguards against processor uncti on,

Wi the agl qguacds | IPhSHENEEde! By SHENCRe PN LARabS PEGAAY [eAEOTal on of

proper processor nction 1 f poss . I't is quite desirable that the

system Rgs Sdtedlod N@irOai t StOked PROREYLEVE RELLEKR! 8GcHhAS esRuBEI ngaBb&MOS
the sane nenory are not, and that the portions of nenory to be protected

are not gwapipsedy 6pNsésatbeHgathbhprbéaesof. nenhéatitter Btsibashae of
| nvention A conputer systemfor protecting nmenory conprising a processor
havi ng atlke esdvantpgésthatl dkenayi ngstioséonermal processor function
if, for example, the malfunction was due to a spurious change
10 in the value of the instruction pointer or program counter.
But the watchdog circuit only triggers after the passage of a
predetermined interval, and processor malfunction could
conceivab;y alter crucial data during the predetermined
interval and pfior to a watchdog-induced reset. It would be
15 most desirable if crucial data could enjoy more comprehensive
safeguards against processor malfunction, with the safeguards
implemented in such a way as to permit restoration of proper
processor function if possible. It is quite desirable that
the system be such that parts of a.memory are protected while
20 other parts of the same memory are not, and that the portions
of memory to be protected are not completely constrained at

the time of manufacture.
Disclosure of Invention

25 A computer system for protecting memory comprising a

processor having address outputs and executing a stored

AN
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6 program "a nmenory having a control input, an address-decoder for
providing a control signal to the control input of the nenory in response
to associ at ed 'address outputs fromthe processor, and a window circuit. The
W ndow circuit conprises a range detector responsive to the address outputs
for generating a range-detection signal indicative of an address fromthe
processor being within a protected range, the protected range non-identical
to the amaograwy, ;i meROXyaeavibng addeertecl winpht, t3e addpessS-deeedsrto
menory | ocations, within the protected range is permtted only if a request
si gnal iEO% REIVEYLRY ot CPRtEPhcRigRR]l 1o the copteel LWkl Ofsthsserted
for an uqﬁépectedly long tine an error condition i s, an %afiate f or

exampl e 3ﬁ¥o%%s%%ﬁp?gs?eg%t?Sﬁﬁ?%?t?%s%qqﬁﬁ§%nq%ﬁp T8 THE i nvention

i1l be d i bed Wit t to.a d i f.which:.Fi 20 d 4
il Tbe geptiied Wi Loptestyt B8 01em Mo oL MBLTL ELgt daty Buand
Sis a Té"lcaiﬁﬁrgc%‘aéi@%@ﬁgrdfé 81 2bet 06 %gdg&aféég%&if@ké: | gord: FIg. 61is
a functi‘ona ock dr agfam of a nenory addressihg system according to the

| nventi gfbbnéﬂ%ﬂ%n& PadbO0QULEEESOh s iGh81 TndScat{vBChE o8R! aBhPeksdi agram
of a nmendry addreSsing system according to another embodi ment of the
i nvent i ofkorffi €he So5688Es8r PHETHG WBEh €n ad dpLSEedEEQULANGYChtRE 1S uUsed in
protected range non-identical to the entirety of the space of
addresses within the memory. Access to memory locations
10 within the protected range is permitted only if a request
signal is received from the processor. If the request signal

is asserted for an unexpectedly long time an error condition

is annunc;ated, for example the processor is reset.
Brief Description of Drawings

15 Thé'invention wiii be described with'respect to a
dréwing, of which:
Figs. 1, 2, 3 and 4 are functional block diagrams of prior art
memory addressing systems;
Fig. 5 is a functional block diagram of the window circuit of
20 Fig. 4;
Fig. 6 is a functional block diagram of a memory addressing
system according to the invention, including a window circuit;
Fig. 7 is a functional block diagram of a memory addressing
system according to another embodiment of the invention;

25 Fig. 8 shows a programmable address decoder such as is used in

-
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the systemof Fig. 11; Fig. 9 is a functional block diagramof an

al ternative enbodi nent of the invention; Fig. 10 is a schematic di agram of
a wi ndow circuit as used in the enbodinment of Fig. 9; Fig. 11 is a

schemati c di agram of the window circuit as used in the enbodi ment of Fig.
7, Fig. 12 is a schematic diagramof the interrupt handler circuit as used
in the enmbodinent of Fig. 7; and Fig. 13 is a functional block diagramof a
prior arthesiypstyemdsit eBsg NgLByst em showi ng what the systemof Fig. 7 would
| ook I'ike without the wi ndow system according to the invention. Like

el enent FigL theid i gufeschioral ok pdiadidre, obeem ahtswrnakivel i ke
reference designations. Mddes for Carrying out the Invention In the typical
prior arambpdioreniadelf cele ngnvgrteembf Fig. 1, a processor 10 is capabl e of
witing data to penory devices 11, 12, and 13 by nmeans of a system bus 19,
of whi cHFiidri®sis iz AhePt iF | 1E2IFIBHRE | 3 MELNEOW r@LERSHh. 2SonReedf 1Phe
address |.ines of address bus 14 are provided to a conventional address

deébder?ﬂf ?WRQ&?@EEEa??e%lghi%h~order" address |ines are shown as the
ot on S of L 1S adrelematite 165 3n bF el T PR o Fient €ea®1HE8G,  ang

portion 1 of nory devices

13, andéﬁgggggqémggylﬁ %iﬁgtpg%negnry space of processor 10. For clarity

t he | Thes an r htrbl | ines of the systembus 19 are
Fig. 12 is a schematic diagram of the interrupt handler

circuit as used in the embodiment of Fig. 7; and
10 'Fig. 13 is a functional block diagram of a prior art memory
addressing system showing what the system of Fig. 7 would look
like without the window system according tq the invention.
Likeéelements in the figures have, where possible, been

shown with like reference designations.
15 : ‘Modes for Carrying out the Invention

In.the typical prior art memory addressing systeﬁ of Fig.

1, a processor 10 ;s capable of writing data to memory devices
11, 12, and 13 by means of a system bus 19, of which address
bus 14 and write strobe line 15 are shown. Some of the

20 address lines of address bus 14 are provided to a gonventional
address decoder 16; these so-called "high-order" address lines
are shown as the high- order portion 17 of the address bus.
The so-called "low-order" portion 18 of the address bus 14 is

provided to memory devices 11, 12, and 13, and to other

25 devices in the memory space of processor 10. For clarity the
/
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omtted fromFig. 1, as are the other devices on the system bus, such as
keyboard, display, read-only nenory and printer. In Fig. 1 the wite strobe
signal fromthe processor 10 is provided by a line 15 to the wite strobe
i nputs 21, 22, 23 of the nmenory devices 11, 12, and 13 respectively.

Menory deV|ce sel ection S|gnals are prOV|ded by select lines 20 running
fromthe address decoder 16 to "chip enable" inputs of the nenory devices.
For exanpata bthestahdinethdt, cdAtrahdl Bleprofi tiber sgpteni besstdbearesi gnal s
to corresponding chip enable inputs 41, 42, and 43 of the nmenory devices
11, 12, omitteqd feepeEigvely. asd araetBd 6theraddvésesdenotbe sgstem
|nd|cat|ve generally that the address decoder selects other nenory devices
t han thd@éssh%uﬂheiélk€YbP§rﬂn figplay, sged- ﬁ@hﬁr?eE@VYcé§dt9§FBéP

i ncl ude ROM (read-only nenory and nenor E ped i nput/ out put deV|ces such
as a keyboardInaFHGSpKaﬁheawﬁﬂtﬁt%Fr°§ﬁd5§9§3 eFEOanﬁF/BEPEﬁFSPSt&ﬂes. | t

br oY1 dedit FEPY AEMPY Bobibesio ﬁ& byt e 20 ohg  TB 008, 212V8P a23er t e
on line Ip DyotRE BL CSE%Ege%O EheaR&°E$S§8£ éQt&@éfy”‘Sﬁ8ﬂ8¥y”9
seriously (as drst ur she om't e'case 0 Pocesdory or system

componenge fLbi Bg16804 ofisheals RECTBDBYLaYAYDy! BE1BLECESAE 3@ cOUI d

"provi-de addresses on t ress at were neani ngful to the address
decoder ﬁ@nnﬁﬂ?bftaﬂ ene Qadﬁagéhaéceéeﬂem@riodﬁ&hiﬁseﬁébléﬂ iapdt&3 o om

time to tinme. Tf the
the memory dev1ces. For example, select lines 31, 32, and 33
10 pfovide respéctive'select signals to corresponding chip enable
inputs 41, 42, and 43 of the memory devices 11, 12, and 13,
réspectively.
A liﬁe 34 from address decoder 16 is.indicative generally
that the address decoder selecﬁs other memory devices than
15 those shown explicitly in Fig. 1. Such memory devices
ltypically include ROM (read-only memory), and memory-mapped
input/output devices such as a keyboard, a diéplay, a printer,
and discrete input/output latches.
It will be noted that in the system of Fig. 1 the write
20 strobe signal is provided to all memory devices, including 11,
12, and 13, whenever asserted on line 15 by the processor 10.
If the processor 10 were misbehaving seriously (as
distinguished from the case of a processor or other system
component failing in a physical, permanent way) the processor
25 10 could provide addresseé on the address bus 14 that were
meaningful to the address decoder 16, enabling one or another

of memory devices 11, 12, and 13 from time to time. If the

-
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wite strobe signal of line 15 were asserted during one of the periods of
enabl enent, the contents of sone or all of the nenory devices 11, 12, and
13 could be lost. In the case of a postage neter, the descendi ng register
contents could be lost, a matter of great concern for both the postal
patron and the postal service. Fig. 2 shows a known prior art systemfor
enhanci ng the protection of selected nenory devices, such as devices 12 and

13, her g;£ptd egtr6hHCE dnalEBEr YiAEVLS EGerdlses9értad hdar skgt enenbghthee
pronpted by the presence, in nenory devices 12 and 13, of inportant postal

dat a suche@bodes6é£néhapléenghtl ethdatanténtsush somaser nebbryfdehieces 12 and
13 may be nonvol atile nmenories. Wile nenory device 11 continues to
recei ve méneory i devitesbelsi y2al anfl LBneodbd pbeslosts.i nIfi helcage wifl B be
noted that the crucial nenory devices 12 and 13 receive a gated signal 40
at respeposvagerinetestrthe dapoesdingandglstew contentfesonéfiebendesto Fig.
2, the selection outputs 20 of address decoder 16 are connected to
respect i ¥ enaheryofegreas gSnEATR| §or1botirmEheypeehndf PREFON228A thes,
however, in that the selection outputs 20 are also provided to '
nul ti pl ePPRBRAL BREVESLe 61. The sel ection lines 32 and 33 for the crucial
menory devices, 12 and 13, ectivelﬁh.ar a gatgaSS.andtB%pvided
[

di rect| higan §aews reﬁg N BF € 5ve atﬁo i Fomo
y to tht9and §aP¥Se. “FRE" BRaPhi AG-s8Y 8EFIoh°f i REEFFMPt e “addr ess
R S NG R R S AN T SR B
13, here called "crucial" memory devices. Use of such a
10 system might be prompted by the presence, in memory devices 12
and 13, of important postal data such as descending register
data. In such a case memory devices 12 and 13 may be
nonvolatile memories. While memory device 11 continues to
receive the write strobe signal of line 15, just as in Fig. 1,
15 it will be noted that the crucial memory devices 12 agd 13
receive a gated signal 40 at respective write strobe ihputs 22
and 23.
With further reference to Fig. 2, the selection outputs
20 of address decoder 16 are donnected to respective memofy
20 devices as in Fig. 1. The system of Fig. 2 differs, however,
in that the selection outputs 20 are also.provided to
multiple-input AND gate 61. The selection lines 32 and 33 for
the crucial memory devices 12 and 13, respectively, are ORed
at a gate 65 and provided directly to the AND gate 61. The
25 remaining selection lines from the address decoder 16 are each

inverted by inverters 67 and 69, as shown in Fig. 2, and

provided to the AND gate 61. The address decoder 16 of Fig. 2
I —

—
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10 differs frommany typical address decoders 16 such as shown in Fig. 1 in
that every possible address of the high-order address bus 17 is decoded at
one or another of the selection outputs 20. If necessary, a
"none- of -t he- above"” selection output is provided to respond to addresses
havi ng no intended physical counterpart in the systemdesign. The result is
t hat "t he nunber of selection outputs 20 active at any given nonent is

exactly apefens fieba aadyneybewan. abireskl deecagpsetsakadnt Aat shbemnoumput
63 of AND gate 61 is high if (a) one of the crucial nmenory devices i's

sel ect edFagd gbinnthetotvely pbheibienadyirdesi oésthe hébhebederSi gnal 63 is
one of two inputs to AND gate 62; the other is the wite strobe signal of

| i ne 15.ad@eegsubhsgl ldeisr jegodedest phenorr apetherweift thet seBectiigmal s
only when one or another of the crucial nmenory devices is currently being
sel ect ed®BYPYRE &Bdr e3§ BeC6EEATY6. 2| finpRe-efrEbasabavel selackjierem

f h I t, the systemoof Fig. 2 offers nqQ protection
of Bruci SPEREaiRopBRA i6RG: COr FRrgonS. ChcsiRFAGSeFoRaRtaRpNE. 1pﬁgpd@ﬁe

d I
?ﬂgLefﬁe9§§€é§5%igaﬁ§ 5PRaTe thother Bacten, eaiéairé Reniegs Lo lf sBrde. o
t
oy romor S acOrRBE bRDNETef 18R BlEetrs! Ab°AekihTak o RN oFVEN, ulfest " ©

signal s 9Q gkgg§lg ofBd A3 m§E%t§ﬂdthf%E Bily, a processor 10 n1sbehaV|ng
seriously in t em Of ectrlcally sound wi || be capable
of deStrOY'ngIgaﬁilinbEhﬁpprec1ated that the output 63 of AND gate 61
10 is high if (a) one of the crucial memory devices is selected
and (b) none of the other memory devices is selected. Siénal
63 is one of two inputs to AND gate 62; the other is the write
strobe signal of line 15. The crucial memory deviceé, then,
receive write strobe signals only when one or another of the
15 crucial memory devices is currently being selected by the
address decoder 16. |
In the circumstances of a system suffering no mechanical
defect, the system of Fig. 2 offers no Protection of crucial
data beyond that of Fig. 1. Assuming, for example, that the
20 address decéder 16 and the address bus 14 and 17 are
electrically intact, then the gates 61 and 62 have no effect.
The gates 61 and 62 only serve to block write strobe inputs at
22 and 23 which would in any event be ignored by memory
devices 12 and 13 because of the lack of asserted selection
25 signals on lines 32 and 33. Stated differently, a.ﬁrocessor

10 misbehaving seriously in a system of Fig. 2 that is

electrically sound will be capable of destroying data in the
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crucial nmenory devices sinply by presenting their addresses on
bus 14. \Wen the processor 10 presents a valid address on the
14, the corresponding selection line, for exanple line 32, wll
and will be received at the chip-enable input 42 of nmenory devi
Li kewi se, the a strobe signal on line 40 will be nade avail abl e
wite strobe input 22 of nenory device 12. The possible result
damage tertbealonémdtsg aéviessryinplychylgrefegtifgshbesraadtie
systemintended to protect data in crucial nenory devices, say
devi ces tiRe anddt8ss| hushe4sysWbanothfi grogesshe pﬁopesggntﬁoa &
14 and 17, and address decoder 16 are as in Fig. 1. Menory_devi
whi ch i saddreascencthe addvegsdbuscas, r tbei vesrerroniing spAept]
line 15 directly, as in_Fi 1, and receives its correspondln%
si gnal llﬂereEPFyeX§m§éeaglPﬁ BRg. Wlllcpﬁcﬁﬁﬁeﬁﬁﬁﬁr?neeWP&és ¢
however, do not .receive selectlog or tge wite atrobe a
3e e

d|r%ctlyre?ﬁéYEQdatANBﬁggpéE §pa QHH 5§2aP BFBOF dedSVHFEC
| ect | d d th t f
o r cust LHBEELaRs cFAR: Pl SHFESENPrOnEE BslbPBego”ALE R8 pabll,

t he address
addr ess bus
be. asserted
ce 12.

to the

is |loss or
sspsi on- ar t
menory
ddidss bus
|ce 11, .
1§Pgnal of
sel ection
2 and 13,
gnal
an t he
15 under
of Fig. 3,

the sel gkl onaBYLPHES cha! S:ngcQ&%ﬁb@gﬂ&&%;&@g@?gr Bevitleeqhi.on

signal s ) "ar € prov dto a f the t

ime the

processognd0 F§s§‘.8§.ea§:ta§ﬁﬁtt' A8 3688Ser! QahQSeCEBC'tﬁle BepRERtdewrces 12 and

13, and so select signals 32 and 33 remain Unasserted (here
memory device 12.

10 Fig. 3 shows another prior-art sYstem intended to

protect

data in crucial memory devices, say memory devices 12 and 13.

In the system of Fig. 3, the processor 10, address bus

14 and

17, and address decoder 16 are as in Fig. 1. Memory device

11, which is not a crucial memory device, receives the

write

15  strobe signal of line 15 directly, as in Fig. 1, and receives

i
¢

its corresponding selection signal 31 directly, also as in

Fig. 1.
Crucial memory devices 12 and 13, however, do not

selection signals or the write strobe signal directly.

receive

.20 - Instead, AND gates 51, 52, and 53 are provided, blocking the

selection signals 32 and 3 and the write strobe signal

of line

15 under circumstances which will presently be described.

In the system of Fig. 3, the selection outputs for. the

crucial memory devices (here, selection signals 32 and

33) are

25 provided to a NOR gate 54. Most of the time the processor 10

is not attempting access to the crucial memory devices

12 and

13, and so select signals 32 and 33 remain unasserted (here

\.
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12 assuned to be a low logic level); as a result the output 55 of gate 54
Is-high. This clears counter 56. At such tinme as the processor 10 attenpts
toread fromor wite to either of the crucial nmenory devices 12 or 13, a
~correspondi ng one of the selection lines 32 or 33 is asserted. CQutput 55 of
gate 54 goes low, and counter 56 is able to begin counting. Failure nodes
are possible in which an address line 32 or 33 may continue to be asserted
for somads:ampdytpdre cal bdwtlogic Fevekkanpi®,a aescharihal owkpeet5Hn t he
address bus 14 and 17, in the address decoder 16, or in the wiring of lines
31, 32, g3 gated BU isdyighve Thie cleammi¢ountesdfect i on of a cruci al
menory device 12 or 13. A consequence of such a nechani cal defect could be
a wite instAletsush fEOm 132 Prokearsaer tHaatenpieier et £3589, OFenory
device 11,, but, which, due_to the nechani cal 'naéfunction wou| d cause a

change ¥ i LRMREHRY AT nhorSr iR £ Remor b da%ices k4 19T A3 hofigh as j ust

d i bed th f_Fi ff t ecti ' tai i cal

o ur oonREead Gl ng 1 She af TSl idt T EE PN T o8 B fefRERTS o
. . ) 0 . .

pooeS B O PSS Bkl et | Tt decss) et e singon,o

m sbehayg,,andhgM || be successful at protecting against only a particular
subset of the possible ways of m sbehavior. Those skilled in the art wll

appreci at e t hed i TEF® Miod €8 0a PE o SBIDH Ve W 1h 118 1 AS AN CAdDRSs € AL {h&d39UHrON
the systembus =
33 may continue to be asserted foq some lengthy period of
10 time. For example, a mechanicél defect in the address bus 14
and 17, inlthe address decodet 16, or in the wiring of lines
31, 32, 33, and 34, may give rise to continued selection of a
crucial méméry device 12 or 13. A consequence of such a
mechanical defect could be a writé instruction from the
15 processor 10 that is intended for, say, memory device 11, but
which, due to the méchanical malfunction, would cause a change
in fhe contents of memory devices 12 or.13 as well.
Although as just described the system'of Fig. 3 offers
protection against certain mechanical failures, it provides
20 only limited protection against the prospect of a processor
misbehaving seriously. As will néw be described, the system
- of Fig. 3 will fail to detect many of the possible ways a
processor may misbehave, and will be successful at protecting
against only a particular subset of the possible ways of
25 misbehavior.
Those skilled in the art will appreciate that memory read

~and memory write instructions carried out on the system bus

e

—_—
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.13 represent only a portion of all the bus activities. Prior to the
processor's execution of an instruction formng part of the stored program
t he processor must necessarily have fetched the instruction froma nenory
device on the system bus. Fromthe point of view of an observer of the bus,
the fetch activity is electrically very simlar to a nmenory read activity,
and each includes a step of the processor 10 providing an address on the
syst em meprefentaduiks sa demottben 16 hehl| Hve furs racticet ekl esResox heosane
“way it handles fetch addresses. In a systemfunctioning properly it is
expect edhengiradrsgaei oh exeretter of |an rdppusgtiontforaving dwaghtal (i . e.

I nstructions for execution) only fromlocations that contain data, nanely

from t h&Nfe FHrGE Rfb BEREr bnt HiR | DIELERSQE JIUSE HeRRSFAT MY PaYRt em
functi onj ly. it is al ted that fetchi I d t ak
ol ace f ASHIHRATHH GRBHATIIHY THOR & RHMSRY YRV HRS Bhdigy SEotSher  In
h ' [ ' 2 13
S & moa T oringh Ve, hEfHEeE YRGS 8 ISR ot et B8 10 Fake

pl ace frﬂﬂéﬂ‘%éﬁ%’fﬁfy dfé’i&fécé?i@é‘ﬁlQ%%@ i1dr oyl d RohoPg PUAgOf the

ordinary for periods of tine to pass 1n I C et ches and nenory accesses

(ei ther Jaadiigy Orand | édd9) i FETHAEE Ua Ok dhEo B VERE PG dBEL P | €ss i n
alternation. Under the normal steps of a typical stored program (in a

syst em hapa i 11y rees heddeads defh eehe ) sydtén IBxPLCtEte thddr §Eocass68e#0,
shortly after initiating bus access to an address giving rise to the
| asserti ars darstlexstmamnotry mesadZaddresses the same way it handles fetch
10 addresses. 1In a system functioning properly it is expected
that the fetch addresseslwill repfesent retrieval of data
(i.e. instructions for execution) only from locations that
contain dé;a, namely.from the memory devices containing the
storéd program.. In a system functioning properly it is also
15 expected that fetching would never take place from locations
contéining data such as the descending register. In systems
such as thoée discussed herein, where memory devices 12 and 13
are assumed to contain crucial data, it is expected that no
fetching would take place from the memory devices 12 and 13.
20 Indeed it would not be out of the ordinéry for periods of time
to pass in which fetches and memory accesses (either reading
or writing) occurred on the system bus more or less in
alternation.
Under the normal steps of a typical stored program (in a
25 system having no mechanical_defects) it is expected that
processor 10, shortly after initiéting bus access to an

address giving rise to the assertion of selection lines 32 or
-

13 This Sheet Has Been R
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REPLACEMENT SHEET 14 33, will proceed to bus access el sewhere in the
address space of the processor. Such bus access el sewhere would reset the
counter 56 and avert the decoupling of gates 51, 52, and 53. As one
exanpl e, the conventional fetching of instructions for execution may cause
t he address decoder to stop asserting selection lines 32 and 33 and to
assert instead the selection line for sonme nenory device containing stored
progr ang3Thiwd 1Mo wrddeed e Usislaquesse £ sewhersy sine rohlea@ddrgssn\spastshani cal
defect. Thus, fetching (at least in a systemthat is free of nechani cal

def ect) ofiotthet gemerssor .k e éhahh duso weiaesss @ iseybenep woudd reset the
continuously, except in the special case of processor mal function where the
i nst r uctcioumtesi Heernst Jyexdr dhe sandrlHahafedatesHdnt 30 &7 vt al

menory. It will be appreciated, then, that in the_event of, persistent
assertion of A6nON AR e S PRI 1N ﬁ%"&’&é’gt é’f(a)l ]ﬁg{}rsreuco?ln%qst han

hani cal defect, thi | d ted | f
hapencd oo SHEFETEN MY FAIHR (THon S oo B ST bR T ="
memory. .l ue?:itgolr{ NG RUOCESSGlq M-S RENAVES ARl QUSInst Y dHe IdeEPPESS O bE

doi ng sgé si'nstruction poi nter or program counter Is causing
he e 43l ety od e el g ks el o of
memory dRMIGE B tale WL PPSSRMGS Bh N espitdn MRadiiRf Wly nechdwicRIe
general case, however, of a processor '
defect. Thus, fetching (at least in a system that is free of
10 mechanical defect) would generally keep the counter 56 reset
more or less coﬁtinuously, except in the special case of
processor'malfunction where the instruction pointer or program
counter héppened to point to a crucial memory.
It will be appreciated, then, that in the event of
15 persistent assertion of one of the selection lines 32 or 33
dﬁe.to a cauée other than a mechanical defect, this would be
expected to occur only'if the processor happened to be
fetching instructions for execution from the selected memory.
Thus if the processor misbehaves seriously, and if it happens
20 to be doing so while its instruction pointer or program |
counter is causing instruqtions (actually, data) to be fetched
from the crucial data of one of the memories 12 and 13, the
counter 56 would block éccess to the crucial memory.device
after the passage of a preset time interval.
25 In:the more general case, however, of a processor

misbehaving seriously with its instruction pointer or program

counter causing instructions to be fetched from a memory
-

This Sheet Has Been Replaced

AN



m sbehavi ng seriously with its instruction pointer or program counter
causing instructions to be fetched froma nenory 15 devi ce other than
the crucial data, the counter 56woul d be periodically cleared, bringing an
end to any bl ocking of access (by gates 51, 52, and 53) to the crucial
menory device. In summary, though the systemof Fig. 3 protects agai nst
sone-nechanical failures, it does not conprehensively protect against the
pot ent i deviilceblotheaf thapr ddes soruatizsb eleeha Ngheecdcougier. 56 giouldHeas yet
anot her prior art approach to the problem nanely the approach set forth in
U. S. PaperiodigagdAy sleardcdusiog ity moengedamddiveds ogkgng £f o the
address bus 14 and to the address decoder 16, just as in the systemof Fig.
1. The @eessF ddy aates 512 5213 ad §FHc v dhee Faxtiale ReNJIN i WV EFYnal s
fromthe address decqder 16 just as in the systemof Fig. 1..N®nnrg¢$evice
g.

11 receilfe SN (WIS HiHeDHO] g 15 AP AgRITT 1% g, 1.
ot obo. PRBRARIS i DS, 1o aTha s STRETRTG W Hog €59k 1 70,
W nd ' i L 7 ' . { . t

{1 ansac o i, FERAF B ol ‘A SRR AR P e Lerm

“addresgahlienateh” will be used to nean either a latch that is addressable
by the processor, for exanple a latch in the nenory address space of the

processor or g d atLhsidwd Rt /£ SdikeSsr sha - ofagdioddnoaesseie |10 the
latter arr angenment a

problem, namely the approach set forth in U.S. Pat. No.

10 5,276,844. Processor 10 provides address signals to the
address bus 14 and to the address decoder 16, just as in the
system of Fig. 1. The memory devices 11, 12, 13 all receive
respectivé;selection signals from the address decoder 16 just
as in the system of Fig. 1. Memory device 11 receives the

15 write strobe signal of line 15 as in the system of Fig. 1.
Crucial mémory devices 12 and 13, however, receive inputs at
their wfite strobe inputs 22 and 23 not from line 15 but from
a window circuit 70. Window circuit 70 receives requests from
the processor 10 by I/O port transactions (which is

20 preferable) or by I/O transactions. Herein, the term
"addressable latch" will be used to mean either a latch that
'is addressable by the processor, for example a latch in the
memory address space of the.processor or a latch in the I/O
address space of the processor. In the latter arrangement a

25 selection signal 35 from address decoder. 16 is provided to the
window circuit 70, and preferablywit also receives low-order
address.bits from low-order address bus 18.

/’/

—
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sel ection signal 35 from address decoder 16 is provided to the w ndow
circuit 70, and preferably it also receives |oworder address bits from

| ow- or der address bus 18. 16 In Fig. 5, depicting the prior art w ndow
circuit 70 of U.S. Pat. No. 5,276,844, an output 86 of latch 80 is normally
low. The nornally-low state of line 86 turns off an AND gate 81 so that a
wite strobe signal 72 for the nenory 12 is unasserted. Wth the line 86
low, the witlm Ripbes sidpmicting ithe I dveantotwinday gireiitecio opft he
output 72 of the window circuit 70. For simlar reasons an output_ 73 is _
al so undsser Bat. e fordid 1844 ovastetteows §6 mf datch O ofs rerpablyate 91
so that a wite strobe signal 73 for the nenory 13 is unasserted. Wen |line
86 and a&%br r Eppaniiptivelos shateRh 158 &hitrns 55 ANP nBRtSof t he
time, a pair qf counters 83, 93 are, continuously .cleared. tputs 87 and
97 of tfRd Sukhats BITYL ﬁ?%ﬁ%f%ﬁﬂ#l&m W TR J%t ®85 has a

| ow out put. 71. .The pr SSQr . recelves t u t Lgn afcits
reget [ ssﬁft%%' [ s"?%gq rﬁqﬁ ]ejg“?% égéonf?wmﬁ%%%%x%%%n%?g%%eégt ored

program, ;/ndefs 4 o hI e ShP'EFLOBRTR WARESEDIoA 09 ns write

d
-access to crucial menory devices 12 or 13 as}#olec_fows. Referring now to Fig.
5, to Whjitridw? MBI dRy] Cerdr & IRl AP GeSSMnavdnt esutthwonmanis tg1sbe | atch

80 representative of a request for access. The output 86 of latch 80 goes
hi gh, tuimdisigeted he Tod enSdn@Ly PESsw étathy of line 96 turns off an
'AND gate 91 so that a write strobe signal 73 for the memory 13
10 is unasserted.
When line 86 and a corresponding line 96 are both low,
which is typically most of the time, a pair of counters 83, 93
are conti#pously cleared. Outputs 87 and 97 of the counters
83, 93 are thus both low, so that an OR gate 85 has a low
15 output 71. The procéssor 10 receives the unasserted signal 71
at its reset input 75, so is permitted to continue normal
execution of the stored program. |
Undér éontrol of the stored program the processor 10
gains write access to crucial memory devices 12 or 13 as
20 follows. Referring now to Fig. 5, to write to memory device
12 the processor writes a command to the latch 80
representative of a.request for access. The output 86 of
latch 80 goes high, turning on the gate 81 and permitting
write strobe signals of the line 15 to be communicated to the
25 output 72 of the window circuit, and thence to the write

strobe input of memory device 12. The high level of line 86

causes an inverter 82 to go low, removing the clear input to
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wite strobe signals of the line 15 to be comunicated to the output 72 of
the window circuit, and thence to the wite strobe input of nenory device
12. The high level of |line 86 causes an inverter 82 to go |low, renoving the
clear input to - 17 the counter 83. Counter 83 commences counting, and if
It reaches a preset threshold its output 87 goes high, turning on OR gate
85. -This resets the processor 10. The preset threshold of counter 83 is
changeatlihe mowdremks. t Ceuntar BBicdmmeneds grwdelyshy .and iheltor nal
course of execution of a stored program typically the processor 10 would
Wite arefediad copitgret cthrzeshrBd Eimreutpul (8t gree dyldh s HegREREOR 0
menory device 12,. causing the output 86 of latch 80 to return to its
normal , QRwWakiatdS - THRkISWWiRSEFelde thPeRRFARr1 B3 e Re8%ehny resetting

of the processor 10, Sim/|arl jf the prqocessor 10 wites a co. d
|| od ChEESHA 1Y of SRfEeh 83 |18 ShaRdeabis, v SPHiRn ?-‘é°9%,f%ﬁl‘?
gggfsg to &?e :Hb rydﬁéd?ce 13 'If be possi {%5 the o téiﬁ &%.'vaffgr 92
w71 go 8% ,roﬁn}?%ep%?%%%s%' le\f‘frl1 %Ié%i PSS nlbr.S? nm%]he Hor el cotrSe of
ts tyupi I I ' ' d
Commnd TRE b Proaaly A EHLLY R Proddede MOMIIa G 2 e
strobe signglg t&lﬂﬁé’ljl&eté?’lmcé@aé%ﬂﬂti S LANIRIx Sty e £06BE86s93 1S

programuabl e by conmands to a | atch i a consequence, each of the
count er scd Sménitsthy | Gkl ¢y DE POEREBTIRY ethé towthht s apprect ati eglotbat | at ches

80, 84, 90, and 94 which formpart of window circuit 70 may be menory-
return to its normal, low state. This would reset the counter
10 83 and avert any resetting of the processor 10.

Similarly, if the proceséor 10 writes a command (called a
setting signal) to a latch 90 to turn on the line 96, write
access toéthe memory device 13 will be possible, the output of
inQerter 92 willlgo low, and the clock 93 will begin counting.

15 In the normal course of'events typically the processor 10
would fairly promptly write a second command (called a
clearing éignal) to latch 90, éutting off the write strobe
signal to device 13 and clearing the counter 93. ' The counter
93 is programﬁable by commands to a latch 94. As a

20 consequence, each of the cqunters is individually
programmable. It will be appreciated that latches 80, 84, 90,
and 94 which form part of window circuit 70 may be memory-
mapped latches or létches in I/0 address space.

Returning now to prior art Fig. 4, the reset signal 71

25 may be seen which, if asserted, causes a reset to the

processor 10 at its reset input 75. Generally this could be

any hardware interrupt to the processor 10, but preferably it

17 .
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mapped | atches or latches in I/O address space. Returning now to prior art
Fig. 4, the reset ‘signal 71 may be seen which, if asserted, causes a reset
to the processor 10 at its reset input 75. Generally this could be any
hardware interrupt to the processor 10, but preferably it 18 is the
reset input, which may be thought of as the highest priority hardware
interrupt. The reset input causes.program execution fromthe instruction
at a fitedthengepatodapwn whdch imays dee thoygdds @fs asotherhdghess: her
processors, for exanple), thus elimnating any possible problemwth

spur i ouPrdeFLENt SagWHE [ IMSerFMhton FHen @SS RN SAUSEFRICITRR reset

i nput al so resets all her.'internal states qf the processor .10, thus
ol naERRGUET T TS, Ry G REAGR AN AU At MEMPRY SCRASSSR  t he
rocessqr._10. . Wiere the condi.tion _gi\i JLise.to one or. anoth of the
Count or AZ650 8 FOREhRAP I Tite o ™ Faad T OSPSTe RS SR S eHavi N

seki ousl| , |1 14 i) i . [ Al its
st Sr ed S%gén&)g%gdoﬁggsfléyﬁf#e}%ea erﬂ’)cﬁ]&t%sﬁml%ﬁr?g 7 ?zﬁ'%g{ a}ilrseglusgl onq%)‘“?s t he
Prior agbhnten@Li0!he? iitthicti drs gyittddebr ol ddurdths: Progessor 10
.and capable of latching the reset signal 71. The stored program for

processeiest? AMph! adlsb hasedLRSL T theiNadte AN @ i warting at
zero, to see whether the latch 74 is set. If it is not, the assunption is

t hat t herexessdron d,r anweral waihating anynigdsaimappldreatliean wifctpover . | f
latch 74 is set, the assunption is that execution fromzero was due to a
spurious internal states of the processor 10. Where the
10 condition giving rise to one or another of the counters 83, 93
reaching its threshold was a processer misbehaving seriously,
then, there is the possibility the processor will execute its
stored pregram correctiy thereafter.
Continuing with a discussion of the prior art, preferably

i5 a latch 74 is provided, external to the processor 10 and
capable of latching the reset signal 71. The stored program
for processor 10 preferably has steps that check, upon
execution starting at zero, to see whether the latch 74 is
set. If it is not, the assumption is that the execution from

20 zero was due to initial application of power. If latch 74 is
set, the assumption is that execution from zero was due to a
reset from the window circuit 70,land the processor can
appropriately note the event. Repeated notations of a reset
due to the window circuit 70 will preferably cause the

25 processorllo, under stored program control,.to_annunciate an

appropriate warning message to the user.

 The prior art system of Figs. 4 and 5 offers some

18
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reset fromthe window circuit 70, and the processor can appropriately note
the event. Repeated notations of a reset due to the window circuit 70 w ||
preferably cause the processor 10, under stored programcontrol, to

annunci ate an appropriate warni ng nessage to the user. The prior art system
of Figs. 4 and 5 offers sone 19 i nprovenent over the systens of prior
art Figs. 1, 2, and 3, but as nentioned above it is desirable that further
i Mpr ov enmprovEmento Vo Ed . thersesems eof quripofantthFiggst ehs f #gs3, 1, 2,

3, and 4 protects only entire nemory chips such as nenories 12 and 13.

Thus fobuores ofenticomedrmaloewalt abs cdesitakleridws sbirtheme protected in
this way, while other nenory available to the processor would continue to
be avai liamrovemenes JelipreVides., i¥or erumRRarsah Havdrarsysterstqb

devi ces, howith it trof I t hat ble of bei
el ect | VISP acki vix et W1 EISPLRATAPRRE PO BATUY HE VT STUCPrBS

Lhied Vidhdifed TH il 147 Wi A0 LR At RN a0 s L BFL LU0

chips (one o ¢h 1s prote ‘-one of Ich1sn er if a

reduct i %é)fpr%&ge%f) £€9USL %ﬁo%’%ﬁ%&?ﬁ%ﬁ%}?ﬂ Re&PUlvoh PPe f oG 1 L RERGLPY the

sinple step™o aving only o protecting the chip wth a w ndow

circuit SHeM A514 Ned hendrpPbcéédor Bbuidr &beifie tH BdisvaPD4BXE DBRANS
that menory access may only occur of the processor generates an appropriate

access ralastd Pialey way ekt Nds A86€6SsdPy 16 1Mvé gt eTedBBOEYO Buhothe bus
transactions that take place,
devices, each with its own control lines that are capable of
10 being selectively activated.
| One considering the problem for the first time, faced
with the issue of trying to avoid having to provide at least
two chips;(bne of which is pfotected and one of which is not)
‘might wonder if a reduction of the chip count to one memory
15 chip could be facilitated by the simple step of having only
one chip and protecting the chip with a window circuit such as
in the prior art. But "protected" in this context means that
memory access may only occur of the processor generates an
appropriate access requeét prior to making access to the
20 proteéted memory. But the bus transactions that take place,
for example, during an instruction fetch, are incapable of
having access requests interposed with the bus cycles of the
fetch. Stated differently, one cannot have the program ﬁemory
be "protected memory" in the sense used here.
25 Yet another issue is that any bus transaction to a

protected memory address is necessarily a rather slow

transaction, since it is preceded by an access request and is

_—_
" This Sheet Has

i

19



for exanple, during an instruction fetch, are incapable of having access
requests interposed wwth the bus cycles of the fetch. Stated differently,
one eannot have the program nmenory be "protected nenory"” in the sense used
here. Yet another issue is that any bus transaction to a protected nenory
address is necessarily a rather slow transaction, since it is preceded by
an access request and is 20 followed with a clearing of the access

r equest follliowechnsibiea stilestaintg alf ke mmmq@mnam@immw d be
undesirable for nost nmenory read and wite cycles. It is desirable that the
ti me- comilpsitagtdededis deprebitidting airend ity dfhlaété\@ﬂﬂedlfest s be incurred
onl'y when absolutely necessary. In a postage neter, for exanple, one woul d

wi sh t o YHeFi il RAmERTn RARMY Kadianbaoie ‘Wﬁe]r?%rpd & n’gscruci al
t f th t the d t F
P1 't he et iy B § TR RN L OGRS aeRte et & tadory
th t t ect ed' th t b
0B ancd e dhaR Kedtest AL kR L e Q%n%lﬁgmtépfr "§e‘9§$égr%’?m o'be
t ect { | t
ﬁéﬁofﬁ OB o PeEd Heegley o MllPre SR UEEIE LARP o BlodtBthoath,
is not. } SUCHAM A Sh 1 € fod %ﬂ{%&%ﬁ Uy aeﬁﬁ or@tsidi | poPeybRs
provi des sop

descri be I sticated protectionof critical nenory iInformation
even if dl’“'zﬂénﬁ:x%} Nlcén wwogl@vw&aﬁquctn@ ddseBiff redfBs€epart of

the device is
For all these reasons there is little choice but to have
10 at least some memory that is not "protected" in the sense used
here, and yet it is assumed to be desirable to have some
protected memory. With all known prior art memory protection
systems tﬁis would require, as suggested above, at least two
memory chips, at least one of which is pfotected and at least
15 one of which is not.

The system according to the present invention, as will
now be described, provides sophisticated protection of
critical memory information even if only a single memory
device is used in the system, where part of the device is

20 protected and part is not. Furthermore it permits the design
of the system to be such that at power-up, a particular
portion of the single memory device is protected, and yet
under processor control it is possible to protect a iarger
porfion of the device that is less thah all of the device.

25 To portray the memory protection system according to the
invention, it is helpful first to describe the memory access

signals of a memory addressing system of the general type
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protected and part is not. Furthernore it permts the design of the system
to be such that at power-up, a particular portion of the single nenory
device is protected, and yet under processor control it is possible to
protect a larger portion of the device that is less than all of the device.
To portray the nenory protection systemaccording to the invention, it is
hel pful first to describe the nenory access signals of a nenory addreSS|ng
syst em dieinge pyertectied yp&urnizig b rRigpr dilac ttdereTumnishpwo aFiREid3, there
is shown a prior art functional block diagramshow ng a typical mnenory

addr essiang Spsrcdrhanae kieak rhiagyem ahewing @ doti glcm}ﬁ%‘tﬂrty in keeping
with the invention. Processor 10 provides address lines to an address bus.
Her e t h@dsa@ssdag isysten Ehatsaes) NS an IﬁﬁﬁﬁlﬁiyrQQ QFiRﬂ1Q¥r%H*F be

t h h nb f ad | h

vent | i BEeRAnGL M tha NSy | He dHes s'coﬁ'ff}fﬂ“a%oafelsoﬁ#’ A Sihor
t d t W t { t di t
ot | DA ri&'{ﬂ%%r@véﬁ ‘fﬁgr??earw %maﬁ.ﬁﬁre%ﬁ 0 e il g e

tted f { th
gnm asteerl grk h(ijo édha)rhelgtqn &% ﬁ[c gur ea?%lsa ﬁrﬂﬂﬁeﬁatfdtﬁ WI
Q her C%rﬁ:%tr %f.g'ﬁéres%‘cﬁﬁe% SéfEH}?sl. Shdl§ddrtl rEQ'l r‘lﬁf'@'ﬂﬁréﬂ@ldl’t QbtiSi s

transfers, are omtted for clarityin Fig. 13. 1/Oinput and output ports
are mad%l 31 Fdterwiddte B 0aRs SeHoidy Q&&?ﬂd&sﬁﬁﬁ £id il SPOcern
er

address deco 16 of conventional design codes high-order address |ines-
(here, Idomsidsratils. Write strobe signal WR* 15, which in this
10 embodiment is active low, céntrols writing to a RAM memory 12
and other devices omitted for clarity in Fig. 13. (Actiye—lcw
signals are indicated here with an asterisk, and are indicated
in the-fiépres with a baf over the label.) Other control
signals,.shch as signals defining reading and I/0 bus
15 transfers, are omitted for clarity in Fig. 13. I/O input and
output ports are made available to the processor through I/O
port circuitry 220. An address decoder 16 bf conventional
design decodes high-order address lines (here, lines A17-A19)
to generate a number of address selection signals including a
20 RAM chip-select signal RAMCS* 32. Here the chip—seiect
signals are assumed to be active low. As will be abpreciated
a write operation upon memory 12 reqﬁires assertion of both
the write signal 15 and the select signal 32, and the contents
of the low-order portion of the bus (here, lines A0-Al6)
25 determine which address within the RAM is being written to.
In this system the processor 10 can write arbitrarily to any

address of RAM 12.

—_—
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to generate a nunber of address selection signals including a RAM
chi p-sel ect signal RAMCS* 32. Here the chip-select signals are assuned to

be active low. As will be appreciated a wite operation upon nenory 12
requi res assertion of both the wite signal 15 and the sel ect signal 32,
and the contents of the |oworder portion of the bus (here, |ines AO Al6)

determ ne which address within the RAMis being witten to. In this system
t he processorTuwthizagn nww teo aF byt rérthere olsnghewhlrassonmputeM dPstem 2n
Turning now to Fig. 6 there is shown a conputer systemin accordance wth
t he i nvéfiqidange gétlh okhg plnverbiorct RIFesessarl | 5 ¢rrRNeGtadinkY oas
devices in the system including the nenory device 12 and ot her devijces

oni tt ed Ha ket iRYS &QCHUBRT Ry bdaY HCeH SPIide WRFlne}Beludieer Ehe

i nputs and outputs.to ntrol the postage printin ans For clarjty not
AT of o e eies L8 end  ather "dauf e "t edd £ tar h ovelithy” a

hi gh- or ' 17 e 0 r C r h as
inqgriogﬁgr éi%% enk %ﬁi % bﬁ%&éoﬁ e$ %%ét?%%§%$g$Hgﬁgﬁggegggbﬂé@PgE%ther

devi ces é&%rﬁ?ré@%&aﬁlgst%‘émﬁgﬁ@ﬁ&rm@éﬂé’i depo CPNL{Q) hbfeald ¥hich

Is a wite strobe sign and In“a prior art system'such as that of
Fig. 1 whb peaDIoyises dsresdhy. t oaddréSs ShidHbes | 1P UsSowh , dS¥bGEaifigch as

devide 12. One of the outputs of address decoder 16 is a sef ecti on si gnal
32 ‘whi cha ilsidghebdér visopt ibhel pr of eshor adidvesy 15ed ecd echa@naaddeess in the
range defined to be within nmenory device 12. Another of the outputs 35 is
decoder 16 much as in prior-art systems and a lower-order
10 portion of the address bus to oﬁher devices such as hemory 12.
The proceésor provides a control line 15 which is a write
strobe signal, and which in a prior art system such as that of
Fig. 1 wo?;d be provided directly to write-strobe inputs of
devices such as device 12. One of the outputs of address
15 decoder 16 is a selection signal 32 which is indicative of the
processor having selected an address in the range defined to
be within memory.device 12. Another of the outputs 35 is
defined as a request signal from the processor 10 whereby the
processor requests access to a protected portion of the memory
20 12...Line 34 represents generally the other memory addresses
or I/O addresses which might be selected by the address
decoder 16, for selection of the keyboard, display, or other
devices.
In this embodiment the selective denying of access to the
25 memory 12 is accomplished by selectively blocking the write

strobe signal. (As will be apparent the selective denying of

access could also be accomplished by selectively blocking the
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defined as a request signal fromthe processor 10 whereby the processor
reguests access to a protected portion of the nmenory 12. Line 34 represents
general ly the other nmenory addresses or |/0O addresses which m ght be
sel ected by the address decoder 16, for selection of the keyboard, display,
or other devices. In this enbodi nent the sel ective denying of access to the
menofy 12 is acconplished by selectively blocking the wite strobe signal.
(As wi | Isdieectpipar esitgnak el e inenadenydeicd kdes SThepurthddw ociecuit
acconpl i shed by selectively bl ocking the 23 sel ection signal to the
menory déa,cadey) refexyrpvieiFidd t6,/18)nikpns the a@ddurrpses Fig. 6,
moni tors the addresses presented at the | ow order portion of the address
bus, an®PugSaHehdf ddhe plsePRdRr i ROER 1N P ] Hdrratdast Yuhgeand hef wi ndow
circuit 182 permts the contro] signal] tqg reach the penory device 12 only
if the rdfuddIEIhRTEELRHRA 45 PR REE Iﬁi}.‘ge/' sH¥%s anot her
of several enbodi nments fg the invention. Fi sho an annuncjiation |ine
Bt et¥4

o 7
208 "o oMM ST o prerii 908 taroft s SRS SRR o o
208 AT HIRTHR 9 _ _ :
of pat. arony FhTHAS L SRR £ L6 e St IR 3 SR PR R e

annunci ¢d 4 dSsdBkea®f certain erroneous activation of the wi ndow circuit
182 by the processor 10. The annunciation signal 202 interrupts the

processor andrdgpendndvdandenéLasPed@rd heenbd®imatts of the
invention. Fig. 7 shows an annunciation line 203, a
10  nonmaskable interrupt input 202 to the procéssor, and an
interrupt handler 200. This additional circuitry is somewhat
like that in the system of Pat. No. 5,276,844 and shown as
latch 74 in Fig. 4,_similar.in that an annunciation.is made of
certain erfoneous activation of the window circuit 182 by the
15 processor 10. The annunciation signal 202 interrupts the
processor and depending on the reason for the interrupt,
normal sYétem function is restored. What’s more, software is.
able to determine, upon execution of its non-maskable-
interrupt (NMI) startup routine, why it has been interrupted.
20 If the interrupt is due to the annunciation line 202 then
softwafe can log the event which may be helbful in later
diagnostic testing. '
Those skilled in the art will appreciate that design
factors may favor having the annunciation effect a reset or an
25 interrupt, and that each choice comports witﬁ the invention.
The following discussion uses the term interrupt but it should

be ﬁnderstood that the term is collective and includes the
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normal systemfunction is restored. Wiat's nore, software is able to
determ ne, upon execution of its non-naskable- interrupt (NM) startup
routine, why it has been interrupted, If the interrupt is due to the
annunci ation |line 202 then software can |og the event which may be hel pful
in |ater diagnostic testing. Those skilled in the art will appreciate that
design factors may favor having the annunciation effect a reset or an

i nt er r uplermanesetatexERgt offwimee auhsort sinditdatese otheantiissn. The fol | owi ng
di scussion uses the terminterrupt but it should be understood that the
termis col | e Wwingday iHatQtids 8% of Fig .t & Wilds aove ke stesgrarked ot ext

I ndi cates ot herwi se. The window circuit 182 of Fig. 7 will now be descri bed
i n sone S@@@adetafirni MPHFHHRS P9 Fo FEI ¢ Het i e PRSI 85%13%Dws.  RAMCS*
is an active-low siagnal fromthe address decoder,.indicating.that an

addr ess fH%E t h fo WAhaF o e-t%r?é” IR FreR ﬁ%ﬁe bae(gi Sef ected by

th 1 he : | |\ e- | I |
oS t oG ARV TRECATY SUET i adedt AT R AL gigled

appl i catd Qn. il EBEPIANG, 10 Wdd SOMEALL Y Uhd HrBRY oAWK e8se SPace.
Al10- A16tfé)(r}2 ta dress %l?%esfz \IIDFL’L’ %Q?és‘pa 'l ne perr%tti ngbthe proocessor 10 to

request RfHRsSE W, Prdteciech egtoivoiidhas MY chinatdl 4 s AdEdctsaa system
clock. PGMis a set of eight lines permtting the processor 10 to program a

progr anypidevah asiebdey fid pofi©ing Ofor Thien atiep Wontasse: ast fthiows. Qut put
RAMCS* is the sane as

application, attempting to write) to some location in memory

(1))

10 address space. Al0-Al6 are address lines. PRREQ is a line
permitting the processor 10 to request access to a protected
region of the RAM chip 12.. CLOCK is a system clock. PGM is a
set of eiépt lines permitting the processor 10 to program a
programmable monostable flip-flop 205.

15 The outputs are as follows. Output RAMCS* is the same as
the above-mentioned RAMCS* input. WRRAM#* is an active-low
write strobe signal.that is selectively enabled by the window
circuit so as to effect the érotection of a portion of the RAM
chip 12. NMI1l and NMI2 are nonmaskable'interrupt signals

20 pro?ided to the processor by circuitry shown in Fig..12.

Box 204 is a programmable address decoder which receives
the address lines A10-Al16 and the RAMCS* Signal and generates
an active-high signal of line 221 if the address selected is
within a predefined protected range of addresses.

25 The monoflop 205 is a pfogrammable monostable flip-flop.
When PRREQ is asserted, theh the reset input to the monoflop

goes low, and it emits at its output Q* an active-low signal

I
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t he above-nenti oned RAMCS* input. WRRAMF is an active-low wite strobe
signal that is selectively enabled by the window circuit so as to effect
the protection of a portion of the RAMchip 12. NM1 and NM 2 are
nonmaskabl e i nterrupt signals provided to the processor by circuitry shown
in Fig. 12. Box 204 is a programmabl e address decoder which receives the
addreéss |ines Al10-Al6 and the RAMCS* signal and generates an active-high
signal off |3 rupgtion that abigreartrel bed day i Bhe\ RGN ninpwEdef i ned prot ect ed
range of addresses. The nonoflop 205 is a progranmabl e nonostabl e .,
flip-flop. WiEhe PRRIRY | QomRIRenEs havitrd thren «descy Hprd, t Bhe hEuRshdPhop
goes low,_and it,emts at its output Q. an active-|pw sigpal 25 of a

Qur ati orFT e (S0 T OE T e ByWE kb BRX) e ek adtrr TS W LR BRBRRE havi ng
been described. the function of the.w ndow circuit. will now be

Char act 819 76 WIRTE 188 pit EFat aoofhEIONT #9819 hai 11 ons and events. If

the; address s} eplod, byrdbe £LPEEPSR nY SAE LG 000sy PLOt L Efle PRORLON Of

the RAM 12, n the output : . turning gate As a result,
the WR* sianadtd® pSroioRagat €fe ARABCIDY £k NEndREMESusi 898l id210Wite

access to the RAM'12 is nornal. The state of line 221 also turns on gate
208, turtirging fofift€at@7200d ensusi pgstine) thé lwrs HD§nassSest €. Suppose

t he address selected by the processor is in the protected portion of the
RAM 12, mrsbagppededivetbty tbathé hWRRANEesbgmalli 72 notwpiesi acséygsr equest
access to that portion of _ _ : '
the RAM 12 is normal. The state of line 221 also turns on
10 géte 208, turning off gate 207 and ensuring that NMI1 is not
asserted.

Suppose the address selected by the processor is in the
protectédéportion of the RAM 12, and suppose further that the
processor did not previously request access to that portion of

15 the RAM 12; that is, that PRREQ has not been asserted. Then
gate 205 has a high output (because PRREQ has noﬁ been
asserted) and line 221 has a high output (because the address
at A10-Al6.was in the protected range of addresses, and the
address at A17-A19 must have been in that range as well since

20 RAMCS* will have been selected by deéoder 16 (Fig. 7). This
means gafe 209 is on, so that gate 210 is off. Signal WRRAM*
never gets asserted, so the contents of RAM 12 are not in
jeopardy.

Now suppose that in addition to the above conditions (the

25 address bus contains an address in the protected region and

PRREQ has not been asserted) one more thing happens, namely

the prodessor asserts WR*. In plain language, the processor

25 This Sheet Has Been Replaced

[T




the RAM 12, that is, that PRREQ has not been asserted Then gate 205 has a
hi gh out put (because PRREQ has not been asserted) and Iine 221 has a high
out put (because the address at Al10-Al6 was in the protected range of
addresses, and the address at Al17- Al9 nust have been in that range as well
since RAMCS* wi ||l have been sel ected by decoder 16 (Fig. 7). This neans
gate 209 is on, so that gate 210 is off. Signal WRRAM' never gets asserted,
so the dos @htenrgtadNa Wakke 3 reyatgeired) . ad@/@%ﬂupvbs@ftﬁ%r’tmhzaddltlon
to the above conditjons (the address bus contains an address jn the

pr ot ect ww%@%@m%l%tnb%vw t @)erbr%affﬁ)r%oq h}%gt‘llﬂé‘b?)‘ens

namely the processor asserts WR*. | ai n | angua processor
has att &fft-ed TRE FHERIE PG "‘p‘?%tr&%’t WAL I 8?% rﬁﬂeﬁﬂf% ??t'f)%tzootgkl ng

permssmn i n adyance. The 8 |s turned of f put f the
nonof | opt @ch}f/% hl"é'h r}?gﬁ(t;a%ég %ﬁlteé?‘he WTput i s

S?ocesgor h?ﬂnég&a%% ﬁd@ﬁ@ﬁﬁﬁf:ﬁﬁeé%}ﬁ% pro?1 ‘F&d@f‘%f%‘; gﬁr‘%ﬁﬁﬁpf the

wi t hout hay duan Q91 Ed s SEENgRM T P5 access
to the prot erﬂ?ed regi on on%éslid]A]ﬁ/lﬂ-i%n?qsl as ?%ﬁ?%-gmkgt A Qis asserted. B.

the proGeSEutMid$end Casite AASE LR B o NEn iBFBeded region of RAM 12, all
within a predetermned tine interval. C. PRREQ is de-asserted, also within
the predet er fiecthdimi@l sequence for access to the protected region of

RAM 12 is as follows:

10 A. PRREQ is asserted.

B. the processor writes to an address in the protected region
of RAM 12, all within a predetermined time interval.

C. PRREQi;s de-asserted, also within the predetermined time
interval.

15 The predetermined interval is set by the programming of
the monoflop 205 as will be discussed further below. The
clock rate of the CLOCK signal (see Fig. 11) is selected so
that, depending on the PGM signals (see Fig. 11), the
predetermined interval is from 0.5 usec to 138 usec. PRREQ is

20 - preferably a particular output port of the I/0 space of the
processor 10.

Now consider what happens if the processor 10 requests
permission before wrifing to the protected region of RAM 12.
First the processor asserts PRREQ 211 so that the monoflop 205

25 has an active-low output which lasts for the predetermined

interval. This turns off gate 209 which permits gate 210 to

propagate the WR* signal to the WRRAM* line; in plain
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interval. The predetermined interval is set by the progranm ng of the
nonofl op 205 as will be discussed further below The clock rate of the
CLOCK signal (see Fig. 11) is selected so that, depending on the PGV
signals (see Fig. 11), the predeternined interval is fromO0.5 [err] to 138
[err]. PRREQis preferably a particular output port of the 1/0O space of the
processor 10. Now consi der what happens if the processor 10 requests

per nm ssilanghafjer @nirtiet iacgess ttiee tineoRAM 4@ isgevabdedRAVr1I2S Riongt ashe
processor asserts PRREQ 211 so that the nonoflop 205 has an active-| ow

out put Wwhec butpats. offo momnies Lsre @05 eMadarsi asee¥ared - Thildie @Gt Verilat e 209

whi ch permits gate 210 to propagate the WR* signal to the M line;, in
pl ai n ouputaRfuigaafliore q Fuppe RAG ?gties 2@r?ablsé’d\é§§§: A@ﬂ%ng as
t he out put of nonofl 05 renmi ns asserted. The active-|ow out put of
nDnoroESZGQtaF§8eF ‘of f gate 207, so that NM1 is not generated. It

i Ll b || . t ' - t
PREEQ wi £ hi nTnd s desitan P FHES sofmedl sclbelloge 3" Hor [ake asser
f ?PBG?FBEB%%%SE%?\E% ?gq%at a i s%ltRbﬁw B'feif:gé’ﬁ‘sl’,"te tgliegnal P%&ﬁ?ﬁ%@ﬂ °
out put @f galer406d ¢RaiES. unghanded mihdrdy tHerd Mheootigvidtarslige fat he

processor fails to de-assert PRREQin tine, then the rising edge at the
out put @heJi®pi5 of gate 205 clocks data into flip-flop 206, and the
data is iow (because signal PRREQ is low). Thé output of gate
10 206 remains unchanged and low.
On the other hand, if the processor fails to de-assert
PRREQ in time, then the rising edge at the output of gate 205
clocks da#g into flip-flop 206, and the data is high (because
signal PRREQ continues to be high). The output of gate 206
15 goes high. The result is that NMI2 is asserted, which is
indicative of the processor having failed to de-assert PRREQ
soon enough.
Still more could go wrong with a misbehaving processor.
For example, after the elapsing of the interval of the
20 monoflop 205, the pfocessor could try to write to protected
RAM (violating step B above). This would result in assertion
of NMI1l in addition to the assertion of NMI2 due to the
processor’s faiiuré to de-assert PRREQ soon enough.
It will be appreciated that the signals NMI1 and NMI2
25 each represent a processor lo.behaving incorrectly, and in
each case the misbehavior is of great concern. NMI1l indicates

the processor 10 failed to ask permission before attempting a

i
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clocks data into flip-flop 206, and the data is high (because signal PRREQ
continues to be high). The output of gate 206 goes high. The result is
that -NM 2 is asserted, which is indicative of the processor having failed
to de-assert PRREQ soon enough. Still nore could go wong with a

m sbehavi ng processor. For exanple, after the elapsing of the interval of

t he fonof |l op 205, the processor could try to wite to protected RAM

(vi ol at iwng.tst e Braiioveted THRAM, vend NMES uindigatessarite cpraﬁemrl in
addition to the assertion of NM2 due to the processor's failure to

de- asserfia IFRREG s claragrrkfh. PRREQ s9omeenmjgteci ated that the signals NM 1
and NM 2 each represent a processor 10 behaV|ng I ncorrectly, and in each

case the ni sBaRnaRRodnent glfl%fé)fu%%ﬂﬂ:eﬁf#g Nwot ﬁeﬁiﬁ &ﬁ‘é%nﬁq‘%e%r%'ﬁ%’ésor 10
and. v ShehdhaR < eP“"m @éﬁ?a%t 16TEH T e bl %Sﬁﬁ ‘EthAMhe
36, parens,on il & Fw $ oS’ ‘?1em; 15 ‘@*ﬁ to R R T SR
tem of irse e %%%L?%%Z%%‘?%’%%& el SISISIRON Yo' Serdapae ouch

annunci afg, %&Ié’rﬁ”dé@&r&iﬁ@% StRE Wvdiet 1éh RF LI LU Sh b ciahe the

systemof the prior art only blocks such access. The system of the

i nvent i efhrld WD Qikh WERbELE Odl APEMARS Ot S Ghelt A06h gsEetedt 4 RAR, Si gl e
menory device; the
while the system of the prior art only blocks such access.

10 The system of the invention allows both protected and
unprotected addresses within a single memory device; the
prior art requires separate memory devices. As will be
discussedéfurther below, the system of the invention permits
one-time updating of the address range being protected, while

15 the prior art does not.

Reference was made to box 204, which is a programmable
address decoder which receives the address lines A10-Al16 and
the RAMCS* signal and generates an active-high signal of line
221 if the address'selected is within a predefined protected

20 range of addresses. A preferable embodiment for box 204 is
detailed in Fig. 8. 1In Fig. 8, gate 187 combines two signals
--— one from comparator 185 which is indicative of whether or
not the address presently being presented on the address bus
(lines A10-Al16 in this system) falls within the protected

25 range, and a second signal (RAMCS, line 32) which is a chip-
select signal for the RAM 12 chip which has been defined to
have a protected area. ___~___________;____
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prior art requires separate nenory devices. As will be discussed further
bel ow, the system of the invention permts one-tine updating of the address
range being protected, while the prior art does not. Reference was nade to
box 204, which is a programmabl e address decoder which receives the address
| i nes A10- A16 and the RAMCS* signal and generates an active-high signal of
line 221 if the address selected is within a predefined protected range of
addresses. Aupoaf avadtem darhatlrarentrdset e Aevtdls 1datt atearts wiRilg.a8. | n
Fig. 8, gate 187 conbines two signals -- one fromconparator 185 which is

i ndi cat ipredsftexdinest igritiigl tstateldndsichpdafdngs Whe mrgeaieded on the
address bus (lines Al0-Al6 in this syste falls within the protected
range, If@iensafomenaghal Threagentente ob)theilatch B4 Rge <ImRRted| gnal
for the RAM 12 chi p. whi ch has been defined to have a protected ar 29
Upon. oy 3 ARSHAGAr S35 1T AL o o SRR ARt T o e FakY

initial _whi ch. defi . 3 _ : \ A
of % ho PARHEUELA I T AP WIS it SOOI AR AR By ot or
of “the o Snrtedye e Al SRR BL AR P GRS Mngene et on

Pr 09" Mg Nl rP% LT Plao Li@ERILE9. Likien 155Gl Jdlediien fEsstenire by

t he processor cl ocks data fromthe data |ines DO D6 183 of the parall el

pr Ocesfﬁfritz@tﬁ N Bpen@tiodddsor Dag) ratdokd htathareigy ecld4aad8S i s set
up so tha e

lines DO-D6 183 of the parallel processor bus into the latch

10 184. Desirably the hardware 184, 185 is set up so that the
only possible effect of loading new data into latch 184 is the
expansion of the protected range, not the reduction or
eliminatiép of the protected range.

Flip-flop 188 and gate 186 are provided so that it is

15 only possible for the processor to reload latch 184 one time.
only upon a hardware reset is flip—flop 188 in a state that
permits enabling of latch 184.

For clarity the connection between OTP line 189 and the
processor is not shown in Fig. 8, but is preferably a discrete

20 output associated with selection of either an I/0 port or a
.memory-mapped I/0 address. Likewise for clarity the data
lines 183 and the latch-reprogramming signal 189 (Fig. 8) are
not shown in system Figs. 6 and 7.

It should be appreciated that while the embodiment is

25 shown with the highest addresses being protected, such as the

topmost 1K of the memory dévice, there is nothing about the’

system that requires the protected memory to be at one end or

29
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only possible effect of |oading new data into latch 184 is the expansi on of
the protected range, not the reduction or elimnation of the protected
range. Flip-flop 188 and gate 186 are provided so that it is only possible
for the processor to reload |atch 184 one tinme. Only upon a hardware reset
is flip-flop 188 in a state that permts enabling of latch 184. For clarity
the tonnection between OIP |line 189 and the processor is not shown in Fig.
8, but ithepraflrmlny theli sddeéss pard of Stie aientbry tdewidect2 on DE ei t her
an I/ O port or a nenory-nmapped 1/0O address. Likewise for clarity the data
i nes 183 mpiy tHeppearishehapridy: anirowi toryyref 189 fifegra@alale addradswn in
systemFigs. 6 and 7. It should be appreciated that while the enbodinent is
shown wideeader [AheCRiaddt kst s Irphril dhedraistted ayeatbpmtt 1K of
the nenory device, there_is nothing about the systemthat requires the

pr ot ect @Nanahsh \ok R addEsss fRACR of Hie 19V eSO rthale ALY cRBespace

ot Gbr amETARATR e P Gk e SR (4 s Kk e 1 (17 1S 8 SR echRa area
| ; <A |

compar st iaa SAEEEE E6FeR MG el Y Seidf OB LM YLL Mpae

addr ess Waﬁfﬂh %C&é%@ﬁiﬁh Céé}%géngz;?? {1k ESLROL | SP Ehe

protected range at one ‘end or e other o address space of the nenory

Sﬁg' ce, m%i%ﬂéés@@@dé& Pf ef15d AhbfotP dePi&E! fdheidiahepity pespasspibe | ow

to protect the high end, because the low end is where |

10 execution begins at power-up of the processor or when it is
reset; fetching for program execution will surely take place .
at address 0000H making it undesirable to include 0000H in the
protectedéyange of addresses.

Those skilled in the art will appreciate that without

15 departing from the invention in any way, the protectéd space
could be in the middle of the address space of the memory
device 12, for example by employing two comparators 185 to
detect the upper and lower boundaries of the protected range
of addresses.

20 .It will also be appreciated by those skilled in the art
that while the invention is described in an embodiment in
which the window circuit denies access to the memory device by
blockingnits write strobe signal, nothing about the invention
requires that that particular control signal be blocked to

25 | protect the protected range of memory. For example, the

protectiqn of the protected range could be accomplished by
blocking the chip-select line of the protected memory device

-
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execution begins at power-up of the processor or when it is reset;

fetching for programexecution will surely take place at address OOOCH
maki g it undesirable to include OOOOH in the protected range of addresses.
Those skilled in the art will appreciate that w thout departing fromthe

i nvention in any way, the protected space could be in the mddle of the
addr ess space of the nenory device 12, for exanple by enpl oying two

conpar atrathei8%Eham ddtceitinichechepparitancstrmber. ba@dicamadsi veflyt Heher ot ect ed
range of addresses. It will also be appreciated by those skilled in the art
t hat whiwiadiowe dipmariti sreulgl ddsaX thath wiakhersemtmedt signadiscn(Wietav ndow
circuit denies access to the nenory device by blocking its wite strobe

si gnal , sksoRen@sbsiin Relartontwhah rapnthesr igedt aqeassHd iti® ar control
ol g ot Lo r otpel i@s%éée%é%%@%cﬁéﬁ% Hy WK ng ¢ he
thd wi iE SeVoBE "sfa/ﬁfi"eﬁlﬁagft@i% T 0 sra?rt BRI Bk both of the
control 4 Lé,&qugs (tvvrletafeststgfg;%@rglecm S8€ dlg esr]dfqraa*&ter access to

the prote range o sses I's enpte n genera t may be

said t h%ltevtl@ae 'ﬂlvq{ﬂé WS [thdt0Tars el fitd e dh A8 igibidcd&staye pf the
control signals of the nmenory device in the event that an address in the
pr ot ect gd-Jsriited SiPrareHmsbride tde Ahsepratofs yraqueierd o, where the
protected range is defined to be less than the entirety of the
10 address space of the memory device.
| Those skilled in the art will élso appreciafe that while
the invention is showﬁ'with separate address decoder 16 and
window ci#puit 182 in Figs. 6-and 7, preferably the two
functional elements are provided by a single application-
15 specific integrated circuit (ASIC) containing appropriate
circuitry.
Recall that in Fig. 7 there is shown an interrupt handler
200. The interrupt handler 200 is shown in more detail in
Fig. 12. The two nonmaskable interrupt signals NMI1 and NMI2
20 are combined in gate 213 and provided as a nonmaskable
interfupt'tp the processor 10. 1In addition.they gate a latch
214, which stores the state of lines NMI1 and NMI2 to be
presented as discrete input ports of the I/O space of the.
processor 10. As a result, the interrupt handling routine of
25 the processor can determine whether the interrupt happened
because of one or the other or both of the NMI1 and NMI2

signals. This is-helpful both in the software design of the

i
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protected range is defined to be less than the entirety of the
space of the nenory device. Those skilled in the art will also
that-while the invention is shown with separate address decoder

addr ess
appreci ate
16 and

W ndow circuit 182 in Figs. 6 and 7, preferably the two functional elenents
are provided by a single application- specific integrated circuit (ASIC)

containing appropriate circuitry. Recall that in Fig. 7 there

s shown an

i nt err upostagd eret2(0.butTre sotiar raydsdrpreitedi2hdst ishaetivitypr e det ai |

in Fig. 12. The two nonnaskable interrupt signals NM1 and NM

2 are

conbi ned i n Fhtose2 Xk idrkedrigvithe axt aviddnrguicasiatintdratupthile tife is

processor 10. In addition they gate a |atch 214, which stores t

he state of

| i nes Nmrﬁﬁﬁﬁiqutpthﬁ%ﬁa%N%%ﬁ#ﬁﬂﬁinﬂﬁhﬂthﬁhﬁaWﬁﬂﬁﬂw[ﬂﬁﬁqykﬁ ifmeal/o
‘space of the processor, 10.. As a result, the interrupt handling routlne of

the pr o@@é’?&'rat@arf“d&te’f‘?ﬁarﬂe %\’é’t HFon e rﬂdéirrretﬁﬁ degassted Pecaddrydhone

Thé cof BRITE e igh i vie Ao Ral Hordie nah i (97 S

ful both in
equent

di agnos gi‘zczfo\{{r]tvyoul-@c’}?e assﬁ'lll. e%ﬁé %‘n‘}%}h v?ir*éhogﬂtj_ lthaaq_prqur{c%e r‘:ﬁf‘t while it

S preferre ave a systen1|n ow Circ

functi owﬁﬂglc{]eomgQ%@ﬂf)?ﬁ?hﬁﬁfo@r g@%ﬁﬁ% Pt are

ASI C), bene nventi on wou

IS a separate

in a single

aval able even

wi t hout éawaxfath Ilcwl (BRPArAY i @h1d Ase STHWYddrdidl $htd Nend Wdd &8s of

t he

decoder 16/ (Fig. 9). In this alternative embodlment, the

10 address decoder would have two outputs 32a and 32b, one

or the

other of which is asserted whenever an address in the range

covered by the memory device 12 is addressed. Output 32a

would be §§Serted when the address falls within the protected

range, and'output 32b would be asserted otherwise. In such an

15 arrangement the circuitry of the window circuit 1827 (Fig. 9)

could be much simpler, as shown in Fig. 10. Selection line

32a would be passed on via gate 193 only if request signal 35

is asserted, on line 191. Line 191, as shown in Fig. 9,

is

recombined with selection line 32b in gate 192, the output of

20 which selects memory device 12. In this embodiment the

write

signal 15 passes directly to the memory device 12 rather than

being selectively denied by the window circuit. This may be

seen as yet another illustration of the invention’s general

applicability to denying a control line (which may be a

write

25 strobe or may be a selection line) when an attempt is made to

gain access to a protected portion of the memory in the

absence of a duly presented request signal. . Gate 194 is a
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conparator 185 (Fig. 8) could be incorporated into the address decoder 16
(Fig. 9). In this-alternative enbodi nent, the address decoder woul d have
two eutputs 32a and 32b, one or the other of which is asserted whenever an
address in the range covered by the nenory device 12 is addressed. Qut put
32a woul d be asserted when the address falls within the protected range,
and out put 32b woul d be asserted otherwi se. In such an arrangenent the

ci rcui t BFRATamRak) ¢dolPey rehat agperyiey amowtant Be Hicki el 2%, as
shown in Fig. 10. Sel ecéiagn |ine 32a woul d be passed on via gate 193 only
i f requé?pﬁéﬂﬁwﬂsﬁﬁF?% Lorkey, IPP1ine 191. Line 191, as shown in Fig.

: : . : . : 92" 1he. whi oh

el eot s memor AT dSRET' O £ G i n a4 égfﬁ%ﬂff\‘i% s?és%a'gc
' . . rat Qﬁﬂ‘ e LV ni e

? Ih:ae\(/:vit lnycl)&vs% célifr}lgetflwf3 Kﬁtgg\r/rjéﬁ&%%@]é%@hh%s ‘JS;/e a&n)%%grfel%ﬁef}gs T a?%{%]?\f%f they

| NENt i Akt 080STEPAPDREENLE | $Yad O F1O0VA N A GARE Tlakinie, (i ch may be a

wite strobe or may be a selection line) when an attenpt 1s nade to gain

access trizedl JH<H BE STo@0s (44 M cddies MBiEEYe i thd Bh BpSEdcford endtl ¥
presented request signal. Gate-194 is a 33 programuabl e timer that

gener at el ouiqed d bé Bigrked 3rd ol ts fscedd ed forada® hepg. The
arrangenment of Figs. 9 and 10, while indicative of.an enbodi nrent of the

i nvent i axovisie dngd déiEfetests qmmdime bt o aNMIhearehinMii nentTof Figs. 7 and
11. For exanple, it needlessly blocks read access, where the only actions
t hat continues to permit access even after the predetermined
10 interval defined by clock 194 has passed. Nonetheless it does
illustrate the invention in that access to a protected region
~of a single memory device is permifted only if a request is
made in a@yahce.. |
It should also be appreciated that in a simple system
15 there might be no addresé decoder 16 for memory addresses, but
only a decoder for I/O addresses. In such a simple system the
memory -device 12 might be the only memory device.in the memory
address space of the processor. In that case the window
circuit 182 could'seleCtively deny either the selection line
20 of the device 12 or the write-strobe line, éither of which is
a control input to the memory device 12.
From the foregoing it will be appreciated that what has
been pfovided is a sophisticated memory protection system the
protects a selected portion of memory against many failures
25 including a proceésor running amok, without the need for

multiple memory devices some of which are protected and some

of which are not. 1In addition what has been provided is a way

33 This Sheet Has Been Replaced'

TN




really need to be blocked are wite access. It does not provide two
different .annunciations NM1 and NM 2. It continues to permt access even
after the predeterm ned interval defined by clock 194 has passed.
Nonet hel ess it does illustrate the invention in that access to a protected
region of a single nenory device is permtted only if a request is made in
advance. It should also be appreciated that in a sinple systemthere m ght
be no afidretbededaee ]l &hico prodesbedadahess $os bebexpenideda utidexder for 1/0
addresses. In such a sinple systemthe nenory device 12 mi ght be the only
menory 8§e¥t¥aren ComErpdmeny aa@PesddnepBEE16- t he processor. In that case
the window cirguit 182 coul d selectively deny either ,the sel ection. line of

the devi ce 1¥hddte; frdenahoyesdisoBe 46 1P ORe PLoEhghlayend 191 dft S i nput
to th devi . F the f i, it.wll b i ated that
what haBYBEEK o PREERETE 1o GO 1o, FLEd LGRS o PACAROR ot om ¢ ho
prgtect 5,50l eetied POLLIL E‘t‘gtﬁh%% ?%@ pat ﬁuﬁﬁi}l’ - | u&%%x’eggr%d' ng a

processor runni-ng anmdk, W t e need~f or I'e menory evi des sone
of whi CRnd axBrel eelRd 1B ot Bl 1Mk a¥i 8 Shoul B HUY WeORallaa dias been
provided is a way 347for the size of the protected area to be expanded
under sQofini@ifoC ¢he Qoo dORE iR dMSion, Whilkd tike @Faved 32 the
description of the invention in its preferred enbodi nent, various

nmodi fi cappendedaldierimai.e constructions, and equival ents nmay be enpl oyed.
Ther ef or e, ' : '
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t he above description and illustration should not be taken as Iimting the
scope of the invention, which is defined by the appended claims. 35 1. A

conput er sys%enLLQL\gLQngngghnEnDry conprising a processor having address
out puts and executing a s program a nmenory having a control input,
and wi ndow wgﬁﬂw” T W nmeans conprising: range detection neans
responsi ve t 0% o m&mrg pjuts for generating a range-detection signal

i ndi cative of an addresss :the pr@beesor being within a protected range,
the protected range non-identical to the entirety of the space of addresses

wi thin the nenory; request neans responsive to an output fromthe processor
for recognizing a request fromthe processor and generating a request

si gnal ; landAdERpPNG oFe &YS tan Sk Arateatiady MeaesYo compd e Ndhory and

responsive to the range-detection signal and the request signa] for denying

t he conPFBFeERFEt h@tylgi‘?earm iqlitpg’é"sr Qﬁ’ge-ed‘@f:é'é:ﬁ%@nasi%r‘?g’le s asserted

In the absence of the request..signal. .2. .The conmputer of claiml

wher oi ARG BBty Gt BERSrSL BRVATR ot onshon SBee DA, s Rl nart 0

‘whgrein ta'i? BRI, G r&%ﬂqui%ri Jon indicative of an anount. of postage
[ Fe o ' 3. ne cg%‘p'

avai | ab rprinting. puter systemof claim1 wherein the
range deboegll @R tRANIDH Wl rAPIsIRE TRARKY QALY DUtPUIRC S N a

generating a range-detection signal indicative of an address

from the processor beiné within a protected range, the

prétected range non-identical to the entirety of the spacé'of
10 addresses within the memory;

request means responsive to an output from the processor for

recogniZi#g a request from the processor and generatiﬁg a

request signal; and

denying means intermediate the processor and the memory and
15 responsive to the range-detection signal and the request

sighal for denying the control input to the memory if the

range—detection signal is asserted in the absence of the

request signal.

2. The computer system of claim 1 wherein the computer system
further comprises a postage printer, and wherein the memory
. contains information indicative of an amount of postage

available for printing.

3. The computer system of claim 1 wherein the range detection

means further comprises means responsive to receiving a

35 '
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36 command from the icative of a different range for setting
the protected range to the dl nent range. 4. The conputer systemof claim:
1 wherein the r m rises a first addressable latch, and the
comand fromthamm , atlve of a different range conprises a
processor wite ¢onfrand o a data value to the first addressable latch. 5.
The conputer system of cIa|n13 wherein the wi ndow neans further conprises a
second F@F@ﬁnﬁe§ﬁ§mr§§GOH§PF§S§SrtH@déSﬁﬁ&NG P?oﬁ19H§f6F89§s§3P9ehgp€atlve
of the different range for ocki ng suggewﬁ ?% cha ges to the protected
range. BSt¥RBICERE Pt§§§F 8n9El &Pm & FﬁeP rFQHﬁest means
conprises a flrst addressabl e latch, and the conmand fromthe processor

i ndicative of a different range conprises a processor wite command of a

data vahue e.the, fiesl addressall e1bdheh (ARl WheRAEN LB es Gkt Ch

neans Cgh'pl’ econd rese upon syste eset and Is set

by the 85@5 \Mi]é% wr lf&%s‘i:‘)%ﬁﬁ%s%fab%e 1%%?1 vahdethe Ehamhnbsteraddngssabl e

| at ch, erein the set output of the sécond latch bl ocks subsequent
writi ngptackBeokl inkidddieesdt @ kalrgerent ThAAgeOERHpeiseksem of claim 1l
further conpr|5|ng a timng nmeans responsive to the assertion of the
request pgbgesko@N@rite command of a data value to the first

addressable latch.

5. The computer system of claim 3 wherein the window means
further comprises a second latch means responsive to the
command from the processor indicative of the different range

for blocking subsequent changes to the protected range.

6. The computer system of claim 5 wherein the request means
‘comprises a first addressabie latch, and the command from the

. processor indicative of a different range comprises a
processor write command of a data value to the first
addressable latch, and wherein the second latch means
comprises a second latch that is reset upon system reset and
is set by the processor write command of the data value to the
first addressable latch, and wherein the set output of the

. second latch blocks subséquent writing to the first

addressable latch.

7. The computer system of claim 1 further comprising a timing

means responsive to the assertion of the request signal and
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37 responsive to de-assertien—of the request signal, for generating an
annunci ati on outr he.-event of the request signal not being
de-asserted with m’""m dinterval relative to the assertion of
the request signal. @. & t-er systemof claim7 wherein the
processor further conprises an interrupt input, and wherein the
annunci ati on out put of the counter neans is operatively coupled to the

i nt er r upespengive toride-aEgrittion yaf dthefregusash &ianalherfanpri si ng event
storage neans responsive to receipt of the interrupt signal for storing

i nf or nageReratdinca Ay @unak¥ah tgrut ppaneddie avadt °f Hd®ontents of
sai d event storage neans avail able as an input, tog the processor, 10. The
conput e SSPaSIMDIR LinAte l?%ﬁfrt%éire‘@cﬁﬁﬁ?tsq(ﬁd“ﬁé% PpanRdateigrined
processqr_,to_chan t.he pr.edetern ned val ue. . The conput.er st em of

Ol o m 1 nnstaia k4ol aG e, AR t i it e, e el gnat . and
wherein the system further conprising neans responsive to the denyi ng neans
for annunciating the event of assertion of the range- detection signal and
asserti gn of ' ' i : f 2 est signal
3o 12, R merisd TP S MOt A e e o

conpri SiffEthd¥ CiHNsdR VA G RERgS: OHPUL S W el Rtheét Stored
program a nenory having a control input, and wi ndow neans, said w ndow
means ce@mMurklidgidmngetput of the counter means is operatively

coupled to the interrupt input.

9. The computer system of claim 8 further comprising event
storage means responsive to receipt of the interrupt signal
for storiﬁg information indicative of occurrence of the reset
signal, the contents of said event storage means available as

an input to the processor.

10. The computer system of claim 6 further comprising means

permitting the processor to change the prédetermined value.

11. The computer system of claim 1 wherein the processor
further comprises a write control signal, and wherein the
system further comprising means responsive to the denying
means for annunciating the event of assertion of the range-
detection signal and assertion of the write control signal in

the absence of the request signal.
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det ecti on neans—responsive to the address outputs for generating'a

range- detection  sj wideliiigia i i of an address fromthe processor being
within a prot eCt‘%@i@Bﬁ“ﬂt‘ﬂiumﬁt ected range non-identical to the entirety
of the space of cessesawW $ hi'n the nenory; request neans responsive to an
output fromthe processor for recognizing a request fromthe processor and
generating a request signal; and denying neans intermedi ate the processor
and t helzrenok ymetblod efponprotecbingemenoyy- fier egsé obn s ghahpahdrt he request
signal for denying the control input to the menory if the range-detection
si gnal $¥stemeconprininteaabrenesser havinggaddressgaatrputfeangt hod
conprising the steps of: receiving address outputs fromthe_processor at
the rarfeeetEry| ansheknd; PEeHERB: i AgMERErY RR¥i gt 2cEPBRY L ghBPUFS t he
address outputs fromthe processor are indicative of the address fromthe

processdte b +ﬂ§°ﬁd?ﬁ?ﬂsth ah oYéE?@H Pange; cara- dehYPhg"tRE cont rol i nput
to the ig e#g%%é ﬁggnéa?ge'gﬁéﬁgéiga é#%ngﬁd#%%%séﬁééﬁgs'Eighe absence of

S .
assertion o e reques ngna e ne alm wherein the

W ndow %%Eﬁéhggrﬁﬁ Liié?écﬁi&h”&ﬂ n?ﬁgﬂxﬁdiég‘éi{?@t 8pdafULERGESss

conpri st'ng the stéps of . startin timng neans upon assertion of
the reoqpesh €h8NBlocedBdrPbaYhe RUtAMnaANYPELEELEA +AngBE thBI Ng Means has

nmeasured a
protected range non-identical to the entirety of the space of
addresseslwithin the memory; request means responsive to an
oﬁtput_from the processor for recognizing a request from the
-processor and generating a request signal; and denying means
intermediate the processor and the memory and responsive to
the rangefﬁetection signal and the request signal for denying
the control input to the memory if the range-detection signal
is asserted in the absence of the request signal; the method
comprising the steps of:
receiving address outputs from the processor at the range
detection means;
generating the range-detection signal if the address outputs
from the processor are indicative of the address from the
processor being within the protected range; and
denying the qontrol input to the memory if the range-detection
signal is asserted in the absence of assertion of the fequest

signal.

13.. The method of claim 12 wherein the window means further

comprises a timing means, the method further comprising the

38

TGN

This Sheet Has Been Reﬂlaced



predetermned interval prior to the—request signal no | onger being
asserted. 14. The nethod of :¢laim 13 wherein the step of providing the

annunci ati on conpri ' m‘mnnmthe processor. 15. The nmethod of claim
14 wherein the systam“u“‘“ ¥ ses event storage nmeans responsive to
receipt of the interrupt <igMal for storing information indicative of
occurrence of the interrupt signal, the contents of said event storage
nmeans asteepabdf:as an input to the processor, the nmethod further conprising
the step, follow ng the interrupting of the processor, of receiving an

i nput fsomrtibegethat tindnggueananyponcassacthenhofl thecragness wherein the
step of providing the annunciation further conprises denying the control

i nput tLgRRLeABAy. 17. The nethod of claim 12 wherein the denying step
further conprjses providin n annuncj at | on, 40 18 The nmethqd of claim
17 whorRFSVIREng  ah BRnBREIAliiag LhethRnbnEing; BRRRE BRFSBSAPREER: it i ng
the processor. 19. _The, nmethod_of cl ai 8 wher ei S rther
conpris%%eé%éﬁFméPs?abgtﬁﬁgﬁg PE%ﬁBn ?Cg% or?%%g?gtéggnsﬁekgzPé#P%gt si gnal
for stogégg%ig%gégg jon indicative of occurrence of the interrupt signal,
the contentS of said event storage neans avail able as an input to the
processor, the nmethod further conprising the step, follow ng the
interrupting of the processor, of receiving an input fromthe event storage

14. The method of claim 13 wherein the step of providing the

annunciation comprises interrupting the processor.

15. The method of claim 14.wherein the system further
comprises event storage meanslresponsive to receipt of the
interruptégignal for storing information indicative of
occurrence of the interrupt'éignal, the contents of said event
storage means available as an input to the processor, the
method further comprising the step, following the interrupting
of the processor, of receiving an input from the event storage

means.

16. The method of claim 13 wherein the step of providing the
annunciation further comprises denying the control input ﬁo

the memory.

17. The method of claim 12 wherein the denying step further

comprises providing an annunciation.

_—
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18. The method of claim 17 wherein the step of providing the

annunciation comprises interrupting the processor.

19. The method of claim 18 wherein the system further
comprises event storage means responsive to receipt of the
interrupt signal_for storing information indicative of
occurrence of the interrupt signal, the contents of said event
storége means available as an input to the processor, the

" method further comprising the step, following the interrupting
of the processor, of receiving an input from the event storage

neans.
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