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| NFORVATI ON PROCESSI NG METHOD, AND COVPUTER PROGRAM
BACKGROUND OF THE I NVENTION 1. Field of the Invention
The present invention relates t i nf oy nption
processi ng device, an informti 1
and a } conputer program in whFc¥
a nenory. More particularly, the present inv
relates to an information processing device, an
i nformati on processing nmethol,” and a comput er
program in which data is witten to a nenory for

witing the data after erasing the data. Further, the

PNEQRARAT TGN FROGH T1AGaDEY ICE, ahNFORMAIF TN i RROCESSING METHOD,
processing device, an information processing nethod,

and a conputer progrfdtl COMPREERhPROGBRMd page is

restored without corruption at the next start tine,

even when power is shut-off during erasing and
BAERGHSINARIGY e tRE=RAYGyI N @ memory. More

particularly, the presen invention relates to an

1 nf arirAld @ phecesseRgidgvi ce, an information
processi ng net hod, and a conputer programto

pr ef Ehabbyeperveimvéme @ormalptcan tof adat AfbAnse Qe
which is unstable due to the shut-off operation of
BREEssdisi Agvierasingliafernatidmprdrestdng methbe, and a
Bage, even when power |s shut-off Q%ﬁin duri ng

ﬁF%Piﬁé PREIGERa 1B Y$&Fqngﬁ;a 1s written to a memory.

More particularly, the present invention relates to an
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information processing device, an information processing
method, and a computer program, in which data is written to
a memory for writing the data after erasing the data.
Further, the present invention relates to an
information processing device, an information processing
methed, and a compufer program, in which a valid page is
restored without corruption at the next start time, even
when power is shut-off during erasing and writing data to
the page in a memory. More particularly, the present
invention relates to an information processing device, an
information processing method, and a computer program to
preferably prevent the corruption of data iﬁ a page which is
unstable due to the shut-off operation of power during
erasing and writing the data in the prage, even when power is
'shut—off again during writing the data to the pége.

2. Description of the Related Art




2. Description of the Related Art 2 A non-contact and
. close comruni cation system typically, an ICcard is
wi dely spread because it is easy in the operation.

For exanple, the I1C card stores persona

identification code, another personal identification
(ID information, valid information such as

el ectronic ticket, and the like, thereby
authenticating a visitor and a passenger at a cash

di spenser, an entrance of a cbrtert hole, - or a ticket
gate of a station. The above-nentioned radio

communi cation is generally based on the principle of
el ectkx onagnenitacitndnét ¢ Dese hadmudisatiba sysuehpreypically,
this case includes an IC card having a nenory
FRNEE | ordines avickwld spaded/ bectesefir dw iddsylineatieng
data to/fromthe nmenory in the 1C card to access the

WELA LMY f dris SFAEPLLanSrdr Fercakd iRy ofs PeRECB§4t em
vihg-a _l.oop coil serving as a prjnm coi.l on the
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ook i 11 %&qdf?isf@%ﬁgémt&icé' €.o 1 RWLNAE yﬂs t,
card reader/witer sends power an&iln ormation to %ﬁe

did cafel,1i%de)i kaek¥bW bk i APeIRf 0%i@fitor and a
el ectromagnetic induction, and the IC card is driven

s stdgesuptl eedapbwet spensend #n rasiGse o a quRt¥rt hole,
signal fromthe card reader/witer. Therefore, the IC
Fard tijaked| pagsestnatstriebrany drivi ng power supplies
suchT s a_ battery. In the general use of IC card, a

user SgsgggV?T@qu}oned radioc communication is generally
based on the principle of electromagnetic induction. That
is, the structure in this case includes an IC card having a
memory function and a card reader/writer for writing/reading
data to/from the memory in the IC card to access the data
and forms one transformer serving as one system having a
loop coil serving as a primary coil on the IC card side and
an antenna serving as a secondary coil on the card
reader/writer side. Further, the card reader/writer sends
power and information to the IC card, similarly with the
operation of electromagnetic induction, and the IC card is
driven by the supplied power to send a response to a gquery
signal from the card reader/writer. Therefore, the IC card
itself does not need any driving power supplies such as a
battery.

In the general use of IC card, a user passes the IC

card through the card reader/writer. The card reader/writer



card through the card reader/witer. The card
reader/witer - 3 always poles the IC card and then
finds an external IC card, thereby starting the
conmuni cati on between the 1C card of the card
reader/witer and the external |IC card. Recently,
another I C card having a nenory of a relatively large
capacity appears in association with the inprovenent
of mniaturization technology. In the ICcard wth
the | arge-capacity nenory, a¥ide systemis devel oped
on a nenory space and a plurality of application is

si mul taneously stored, thereby using one IC card for a
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stores the plurality of application such as electronic
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entrance to a specific concert hole. Here, the
dhectawhircadsndyroterehndt thai extémiedt Ifeamsda system
for electronic paynment via electronic data issued in
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continuously keep data even wi thout any power. Wen
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el ectromagneti c waves are not received due to another
Yiguddrnepushy asered, | theeehl usiemgring A pewdr £05 Aot
plurality of application. For example, the one IC card
stores the plurality of application such as electronic money
for electronic payment and electronic ticket for entrance to
a specific concert hole. Here, the electronic money or
electronic ticket means a system for electronic payment via
electronic data issued in accordance with a fund provided by
the user or the above-mentioned electronic data.

Basically, thé IC card does not the driving power
supply such as a batfery as mentioned above. Therefore, a
non-volatile memory, e.g., an EEPROM (Electrically Erasable
& Programmable ROM) is used as the memory to continuously
keep data even without any power.

When the IC card is apart from the card reader/writer
or electromagnetic waves are not received due to another

reason in the use of IC card, the driving power is not

sufficiently supplied. For example, the power is shut-off
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sufficiently supplied. For exanple, the power is
shut-off 4 during witing the data to the nenory in
the IC card, the witing operation nornmally does not
end. As a consequence, data block in progress of
witing operation is unstable and, when the power is
shut-off again, the data in the data block is
corrupted. In order to solve the data corruption due
to the shut- off operation of power, additional data
may be witten to a data bl agck except for the bl ock
whi ch stores the previously- witten data. In this
case, since the witing operation of additional data
@SN Gir iGAhigURhet RBLAT €Y1 OMS INerWriyt tieh téat &c chhe, the
unaval |l abl e status of IC card is prevented in the

WOl sing caseatlibnt hernaidyoficepdadd rgddat asskoredskeguance,

block BL in a nenory (rewiting the data stored in

datea Hlowk Bn progmethert dWatbing audinatdwal igavasksble and,
witten to the block Bl (overwitten to the

e e PoyPEdigafhyt-PhE 2@RAN dhE datajdpathe deta block

conpletely witten when the power supplied to the IC
%%Jg%ﬁﬁgpﬁog'sufficient during witing the data.
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For exanple, the IC card Is not av e when the

S dpereigdn bR HBReP) Oskd Bl diidl RIS mhenavpeyttehtto a
of electronic noney and additional data indicating

ddim bdomknergeponyr udod blsadi madtchng tblresptheepoéviously-
addi tional shopping. Then, the additional data to be
Wiiitttean dedat heIb| oleks Btase, since the writing operation of
additional data does not corrupt the previously-written data,
the unavailable status of IC card is prevented in the worst
case.

In the case of updating data stored in a block Bl in a
memory {rewriting the data stored in the block Bl to another
data), additional data is written to the block Rl
(overwritten to the already-stored data), the additional
data is not completely written when the power supplied to
the IC card is not sufficient during writing the data.
Further, the data stored in the block Bl is corrupted. For
example, the IC card is not available when the data stored
in the block Bl indicates the nmoney left of electronic money
and additional data indicating the remaining money upon
subtracting the price of additional shopping.

Then, the additional data to be written to the block Bl

is written to another block B2 different from the block Bl.



Is witten to another block B2 different fromthe
block Bl. - 5 Inthis case, the data in the nenory is
corrupted during witing the additional data in the

bl ock B2, the additional data is not conpletely
witten. Although the conplete witing operation is
not effective, at |east the corruption of data stored
in the block Bl is prevented. Finally, after ending
the witing operation to the block B2, the data

stored in the block Bl is erdsed. Further, another
addition data is supplied and then it is witten to a
block (e.g., block Bl) different fromthe bl ock B2.
In @\l tdz0,t @hkhaadat anatga Iﬁaﬁo%; ord R datA 0 dbeing
stored, the nenory space in the |IC card has a
vahagenante sidalil-e onwhilclatanageshd el gy BGalthe additional
arrangement of data blocks formng the data area.
ke, 13 netmesagértalyt Wbl btermor rikBonts ttheacoRpTete

é{jle Al |l ocati on Table% whi ch manages the physical i
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the specification, "~the managenent table in the

swiredoliat the PEIBKYB1 Sidl &hsdEf em@ednke, a8notROF addition
table". Both the shut-off operation of power during

dartiat iisgstbpl detiacatd then |3 dar dirdndetnhéocdat Block (e.g.,
corruption affect the serious influence on the root
blgstke BAd dipbferentt freomattize drlewck B2e power is shut-off

duﬂrg witing the data to the
In addition to the data area for storing data to be

stored, the_memory space in the IC card has a management
table which manages the physical arrangement of data blocks
forming the data area. Here, the management table
cofresponds to an FAT (File Allocation Table) which manages
the physical arrangement of data (e.g., sectors) based on
the unit on a file space in a file system of MS-DOS
(Microsoft-Disk Operating System (registéred trademark} )
widely-known in the computer field. 1In the specification,
the management table in the non-volatile memory is also
referred to as "root table". Both the shut-off operation of
power during writing the data to the IC card and the data
corruption affect the serious influence on the rbot table as
well as the data area,

The power is shut-off during writing the data to the

page in the root table, the page is unstable, the data is



page in the root table, the page is unstable, the data

is 6 corrupted, and then arrangenent information is
‘lost. Therefore, the data area is not accessed. In

ot her words, although the data corruption in the root
tabl e does not results in the data corruption in the

data area, the IC card is not available. In the case

of a nenory device which perforns the witing

operation wi thout any operation and a bit, not

serving as a witing targets €loes not becone zero even
upon shutting-off the power during the witing

operation, the above-nentioned problem of data

GOEFUPEEON drid NPlerCAYSEHgemd RAL 1 FortPOIL BW i1tisRY the
data to the unstable pagé which is not normally

Thétd Bire ! theP@tRa aSeshib- At 3@ Ssand trhejtHdhe words,
data is not corrupted. However, in many recent
abhhowilattitie demccesppthenpagethe scowcessddr dpeer ased
once and is witten for update. In this case, upon
Fewrl ks ig: thhe dadeabpsrpagéonniehths dedte axgenalthg IC card
mwitten,aﬁgg gpmer is shut-off again and then the
HatRF #¥e3Fa§e is corrupted. To sol ve unexpect ed

Sht 20/ br@PELAL! 8P Ll ROYRS ddlildle A LB B0 the
writing operation, the root taple conpri Ses"tTwo page
W M R r&tRBh! wRBHohRCah PO RAGES B Gl LeBRRL eh¥t
used as a valid page and an” invalid page to secure the
skataing ef er wird tiapanesgetnexadd nesk Ralicide ARRbI eakholpon
Publication No. 11-25003, as Patent Docunent 1).
shutting-off the power during the writing operation, the

S

above-mentioned problem of data corruption is not caused.
That_is, upon rewriting the data to the unstable page which
is not normally written, the power is shut-off again and
then the data is not corrupted.

However, in.many recent non-volatile memories, the page
is necessarily erased once and is written for update. 1In
this case, upon rewriting the unstable page which is not
normally written, the power is shut-off again and then the
data in the page is corrupted.

To solve unexpected shut-off cperation of power in the
.erasing‘and writing operation, the root table comprises two
pages serving as a pair and the two pages are alternately
used as a valid page and an invalid page to secure the data
(refer to Japanese Unexamined Patent Application Publicatiocn
No. 11-25003, as Patent Document 1).

Hereinbelow, a description is given of the principle of



Her ei nbel ow, a description is given of the principle
of 7 data erasing and witing operation in the root
table conprising the two pages with reference to
Figs. 10Ato 10C. Incidentally, the root table shown
in Figs. 10Ato 10C conprises two pages A and B
serving as a pair. Referring to Fig. 10A, the data has
al ready been stored in the page A serving as one page
of the root table, and the data is erased on the page
B serving as the other pager Tn-the case of witing
additional data, referring to Fig. 10B, the
additional data is witten to the page B which does
datar €285 th@hdlald tSQgaSpkRaRi8¥eNh the LU Wkbhen of
previously-witten data. After ending the data witing
opeprising tlef erwd nEges kigh 18€eré&hes ey irgysdatiaa to 10cC.
recorded to the page A is erased. However, in the
casedentahby r ddte tngisite tebdpr bWy iheFigswo Hyds, 1lOge
$omer_is shut - of f durin% the witing operation upon
FWTITHY TR RSP foaPReBufstubne page,Palie data in

t he l.e page..m gh e corryupted. In._the mddle of

g5 RETGR T Ra Thar Ty o oy 44, e sgaLbBRghoRses Storea
S sl phyd 19 SWivtihBYak NEy 0 B fe

to FigFg%a). The po%e? is sﬁ%?g%f?f2?“?%?§ﬂ353%&§hdgnd the
daen did draseel osPeskl hege ey ese BYid QL dhef %ﬁ:'hlengE%e.

the data storage contents or status to the pages

and Bn ghewhasé oftwypitding r@iddrdsingd datwfi tepgriirey to
data to the page B the witing operation stops.

Figer e thehedddsionatodety is written to the page B which

does not record any data so as to prevent the corruption of
previously-written data. After ending the data writing
operation, referring to Fig. 10C, the entire data recorded
to the page A is erased.

However, in the case of the root table comprising the
two pages, the power is shut-off during the writing
operation upon rewriting the data to the unstable page, the
data in the unstable page might be corrupted.

In the middle of Figs. 10A and 10B, the data in the
page becomes stable during writing the data to the page B
(refer to Fig. 11). The power is shut~off at this step and
then it is not specified even by later referring to the data
storage contents or status to the pages A and B, at which
step during erasing or writing the data to the page B the
writing operatioq stops. Therefore, the best recovery is

determined.



determned. 8 Further, in the mddle of Figs. | OB and
10A, the data in the page becones unstable during
erasing the data to the page A (refer to Fig. 12).
The power is shut-off at this step and then it is not
specified even by later referring to the data storage
contents or status to the pages A and B, at which

step during erasing or witing the data to the page A
the witing operation stops. Therefore, the best
recovery is determ ned. For &xanple, in the root
table conprising the two pages as a pair, any of the
pages has a priority to limt the recovery. The page

A hasmartierQr ihy tBedni €1 dad A Fiyd he oPags éohs eRPI 88t a
to the page B for recovery. However, when the page A

iz unstpdde bardrkiss uvnataplthaudaha @ﬁ&ﬁlﬁm fHe dafpAYES the
A and B m ght be unstable. The data corruption due to
PF#Ee UhelritedosHdg-ofiR) - opBhat powenfipoberttffi ag this

erasing/witing the data is not limted to the
TR ddeTc gt i Bati SReabiied *YRM his kater refearing to

t th
élil;Lfﬁorma |on%%g%régﬁhgelﬁgofh%gngﬁ§gﬁfq: gﬁ%@ﬁﬁa ; Sr B,
Niizitavet )St‘@itﬁ'&iutr}l%geégrggﬁﬁ% 590&1‘1{3 SeldNY, to the page A

erasing/witing” the a and tery serving as

R WieMely SRRkY ibs su@ﬁgpe@@@&é/f&% achedpeqt VBEBvary
menory cartridge is detached fromthe device main

Isodie teumingderasi ng/ witing the data.

For example, in the root table comprising the two pages
as a pair, any of the pages has a priority to limit the
recovery. The page A has a priority and the data in the
page A is copied torthe_page B for recovery. However, when
the page A is unstable in this case, the data both on the
pPages A and B might be unstable.

The data corruption due to the unexpected shut-off
operation of power during erasing/writing the data is not
limited to the non-contact communication device such as the
IC card. The same problem exists in a mobile phone or
another information device having the erasable non-volatile
memory when the external shock comes during erasing/writing
the data and a battery serving as a main power supply is
unexpectedly detached, or when a memory cartridge is
detached from the device main 5ody during erasing/writing

the data.



9 - SUWARY OF THE | NVENTI ON Exanpl e enbodi nents nmay
provide an information processing device, an

i nformati on processing method, and a conputer
program in which data is preferably witten to a
menory such as a non-vol atile nenory, for witing the
data after erasing the data once. Exanpl e enbodi nents
may provide an information processing device, an

i nformation processing method,g, and a conputer
program in which a valid page in a nenory is
restored without corruption at the next start tine
even when the power is shut-off during

eEBRIRGL Wi thie é%fbethe page. Exanpl e embodi ments

may provi de an informatton processing device, an
i nfor [ pr ' net hod, and.a __ca ter . .
progrg%%hggewﬁﬁgﬁaiﬁgggﬁtgﬁ%o???ﬁﬁq%n§q:ggﬁéagﬁgFgﬁly
preveErssdthgevenrinkenahhénpoves tisn sptbced i mdpidtthod, and a
er asi /mﬁitin%Pnanage 2% gata for managi ng

n

ar &t 9t fifor rit 'on AtYat D RELLHIP Y pgrdtpn to 2

xargrye serpodisMaNhsn ARy 1B OVE Afedbr § NSRBI ng the data
processi ng .device, an information processing method,

&fdFer sCérpiferpr 8gFanPnea- whi ch the corruption of
data in a page is preferably prevented even when the
pover EX3mRut - Podaganks dufayg ieFevidpe t handatiafiormation

b@%c@@gﬁn&h&@piggpOQ@Sinfg§ﬁ§¥&5%(B¥%éé%é1n%0method, and a
computer program, in which a valid page in a memory is
restored without corruption at the next start time even
when the power is shut-off during erasing/writing data in

the page.

Example embodiments may provide an information
processing device, an information processing method, and a
computer program, in which the data corruption is
preferably prevented even when the power is shut-off during
erasing/writing management data for managing arrangement

information in a data area in a memory.

Example embodiments may provide an information
processing device, an information processing method, and a
computer program, in which the corruption of data in a page
is preferably prevented even when the power is shut-off
again during writing the data in the page which becomes

unstable due to
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the shut-off operation of power during erasing/witing

the data in the page. In accordance with a first

aspect of the present invention, there is provided an

i nformati on processing device for controlling a data

witing operation to a nenory for witing data after

erasure thereof, wherein said nenory conprises a data

area and a page nanagenent table of first to third
pages for managi ng arrangepept information of the

data area, and determ nes the page for holding valid
rrangene on i C

Ban e RErron SR A R REC e et e P Bt

dhnaamnOtdanp&g@Mtlw a second aspect of the present
invention, there is provided an information processing

devi ca koetocaarid®|witrg s fatser wmmhbmgoﬁthatpnasenta

_menor for witjing data after .erasure. there
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arrangement information of a data area, and said

IPAT BF hiREnIPrd S R RN S 6FsPfsedhepgge satd memory
CBH at kog Heanss wieh sases,fpd m%'ab%ﬁeﬁ@l tdble of first

angenent 1nformation to one of said first and
tgetbmdd pagess | for avvordiane e manyereatdanioupdaienopt the

dtggger%teg AR ad val i bage , det Gl 1) naoggéﬂgcxggggpages

m nes fier oF Hot_ sai
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ites, to said t ata in the page that is
O%EFEFﬁPﬁ%ﬂ Q $déﬁﬁﬂéq¥ﬂtgﬁ1%hpﬁ§§§ "det ermi ni ng
?ﬁg?spsagggr g ge%#ﬁgéqg ggggﬁﬁ\gyﬁg%te%%sgﬁetggegggg
invention, there is provided an information processing
device for contrelling a data writing operation to a memory
for writing data after erasure thereof, wherein said memory
comprises a management table comprising three first to third
pages for managing arrangement information of a data area,
and said information processing device comprises: page
updating means which erases and writes valid arrangement
information to one of said first and second pages in
accordance with the data update of the data area; valid page
determining means which determines whether or not said first
and second pages are valid; page copying means which erases
and writes, to said third page, data in the page that is
determined as valid by said valid page determining means;
and page erasing means which erases the page that is

determined as invalid by said valid page determining means.



determned as invalid by said valid page determ ning
nmeans. - 10a |In accordance with a third aspect of the
present invention, there is provided an infornmation
processing nethod for controlling a data witing
operation to a nenory for witing data after erasure
thereof, wherein said nenory conprises a managenent
tabl e conprising three first to third pages for
managi ng arrangenent infornmatijgn of a data area, and
said information processi ng nethod conprises: a page
updat-pn ' Wit [ ] nt
It of o St e VAR 28 A EbERg Y2 L RERR0RT
iaveotdancetietd ihematialadpdat eéndbrinhéidat praceasing
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feapykNgisy efattd affaSidithAaned Whielkedd, Whesaifl ERidOnemory
page, data in the page that is determned as . a valid .
Cﬁﬂgé}%s A BPRRAI PR Pade P e oM APAG Is tBp S ahd™ &t phgethird
pBEasi AEr Sh&Pa §fn PRt dHhdnt® t RAFerhbat ohSofdehehat Aesrea,
as an invalid page by said valid page determ ning
agflepaid niekerpl bl @nivHIIRSRINT WeEhoENEOBPriREST | # sPage
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B AP B PR S B e b 0T b rangenenc
infptest new o ramgenerdaid ffigsimendnstogohtepagber ipage
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ppagese bamei i At eSdp i0f AemirimdRing whether or not said
first and second pages are valid; a page copying step of
erasing and writing, to said third page, data in the page
that is determined as a valid page by said valid page

determining step; and a page erasing step of erasing the
page that is determined as an invalid page by said valid

page determining step.

In example embodiments, when one of the first and
second pages stores valid arrangement information, the page
updating means erases and writes new arrangement
information to the other page of the first and second pages

in response to the data update of the data area.



field indicating whether or not the storage contents
thereof are latest and a valid-information field

i ndicating whether or not the data witing operation
of the arrangenent information and the | atest
information normally ends. The valid page determ ning
nmeans determ nes which page is valid as a nanagenent
table by referring to the latest-information field
and the valid-information fi id_of the first and

second pages. For exanple, en one of the first and
seco i al i i age term.nin
reant dor of andadhatond R SRS et s gion

Ty eimehitcataiblce whédfrde rbotrhnbhethier stonage sesonshtpages

lid, t |atest information is referred to and .
et Jeat e i e T kneogus el ot rELS G B ting

whether fdr slotanthe sREGANGrPEYRS BA¥EAYibArgErthat est
information is_valid as the nanagenent table. In

AR D LHb odi reed L ophénfahBgetdhest abrko¥mption normally
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of the nmenory conprises three first to third pages. A

P of valid fas &t mangoseebhdtphgesby srebewriayg a v dihied
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data. In aglltlon, the valid page 1s copie ot he
the ridi ppegeand seadoinsl pages . WhEnrt beapolwes wisershute afff the
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riden o/ ald tdirid rasad thettalbhkl v3108 ddge is valid as the :
management table. When both the first and second pages are
valid, the latest information is referred to and the valid
page determining means determines that one of the first and
second pages having larger latest information is valid as

the management table.

In example embodiments, the management table for
managing the arrangement information of the data area of
the memory comprises three first to third pages. A pair of
the first and second pages is used as a valid page and an
invalid page, respectively to secure the data. In

addition, the wvalid page is copied to the third page.

In this case, when the power is shut off in progress
 of updating the data in the page, at the next start time,
it 1is determined, by referring to the wvalidity and

stability of



the first to third pages, at which state of data

witing operation the power is shut off. Since the
appropriate restoring nethod is deternmined for the
determined stage for witing the data, the data in

the page is restored without corruption of valid

page. Wien one of the first and second pages is valid
and stable and a copy of a valid one of the first and
second pages is witten to the third page, it is
determined that the data i-sili2nterrupted at the stage
fromthe erasure of an invalid one of the first and
second pages to a rewiting operation to the valid
PAgerit Bt LHd StiCASE pddesd),S adelBE BhNEHac L NQE 208 %&i&qgg
first and second pages whose copy is witten to th
bherdtpagetihs pidrd ian@dhiheorsl i dsprge d1se ra?pii&ib%@ate
Further, when one of the first and second pages is
va$tdramm i iandetteemt hedd fpagehe sdévabimbd tshage for
page, copying neans determ nes that the data is
Vﬁ%%%@%p Qﬁié%tthéhesﬁﬁgé &f thaspage ahel nmasttdnegl whéhout
data to. the h|r In this case, the restoring

pa
?ﬁ%ﬁ%?%&&%r Egg?he page determined as a valid
pagew%% B evgklghgagfrggtgéénggég%d ”%%%% L3 vai % and
anong the frrst and secon pages, §98st5r 88t
Vedv th Fkﬁrgf a E%g;h%?ff@f@am@eéh@ %P fHd S ri‘:d aﬁ@cgggond
pages are valid  and one of the first an secon pages
payamnsisabirdttieh 8 tHet ehiidesadased G a%tehheRe@Nehat
of the first and second pages the third page is equa
thy ddte dat dniterrnpéeedupt ethd3stage from the erasure of an

invalid one of the first and second pages to a rewriting

operation to the valid page. In this case, it is determined

that one of the first and second pages whose copy is written
to the third page is valid and the valid page is restored.

Further, when one of the fifst and second pages is
valid and stable and the third page is invalid, the page
copying means determines that the data is interrupted at the
stage of erasing and writing the data to the third page. In
this case, the restoring means determines that the page
determined as a valid page by the valid page determining
means is valid among the first and second pages, and
restores the wvalid page.

Furthermore, when both first and second pages are valid
and one of the first and second pages is unstable, it is
determined based on as which one of the first and second

pages the third page is egual to, the data is interrupted



just after starting the update of the third page or
just before the end of update thereof. In this case,
the page deternmined as a valid page by the page
determ ning means anong the first and second pages is
copied to the third page, and the page is determ ned
as an invalid one of the first and second pages is
erased. In accordance with a fourth aspect of the
present invention, there is provided a
conmput er -r eadabl e conput er. program for executing
processing for controlling a data witing operation

tiasa BERBEYstOFtangWiid NGoPeS Al Ahe dhlied BRESUBE just
t hereof on a conputer system wherein said neno

r
O6ErEs 8 acRanaf eI tE dH1 «Ynpr i181 F§ 1BhFaESH | tha page
fd%t%'%!m&ﬁeﬁa%Saf\%1i@g&%é‘Qoyarﬂk?é“%%@%mdelt%&ﬂﬁﬂ%boﬂe%s

a data area sai onput er progdram conpri ses
pEGEY @béaﬂﬁgtsmfb PHearhHaurand wortiedg teakhg third

R E M e RIS R A I, o B Ak TR PAE e ene

tthesdabndareaynd vades ipagessdet.erm ni ng step of
determ ning whether or not said first and second
page_Snaacecmaiaimt;e avipage dcopyithgaspeptobf ’E‘]ﬁ@S}_bﬂ@samﬂ

ti ai dIhlrd data in the p that is

- BrEPRE ARG SRS T It DR byt G BT depagale Computer
@ebgwmnfag Skeput Bl Pr RAGHs IRTRTIY BheRool iBEaSI A8ta

page that is determ ned as an invalid page b

Yy
§’5r1819g| PRETPEHRN det & Moy ft8pa WriZingnopREapien
arbadi FBRLSre t PRSP W L2 RIQPADY System, wherein said

memory comprises a management table comprising three first
to third pages for managing arrangement information of a
data area, and said computer program comprises: a page
updating stepnof erasing and writing valid arrangement
information to one of said first and second pages in
accordance with the data update of the data area; a valid
page determining step of determining whether or not said
first and second pages are valid; a page copying step of
erésing and writing, to said third page, data in the page
that is determined as a valid page by said valid page
determining step; and a page erasing step of erasing the
page that is determined as an invalid page by said valid

page determining step.



readabl e by a conputer to realize predeterm ned
processing on the conputer system |In other words, the
conmputer programis installed to the conmputer system
and thus the cooperative operation is exhibited on
the conputer systemand it is possible to obtain the
sane advantages and operations as the information
processi ng device of the exanple enbodi nents.

Further, objects and advantgges W || becone apparent
froma consideration of the rawi ngs and ensuring

descr i-pt I §&§! Q@Aﬁg [ 1
is a ﬁaé%a P%OWI ng sc eTHt %estcrou? ﬁre %@aﬁ U

nmeadepheabl eonumputarltm1E@&mxﬂnzynamaﬁem@ihadan

SRR o), 2 QLESSRL: LAVSIL O P b2, cno

iagram SH
ro@&qbeltéwr ptegraﬂ%l Us OnéSaEl&l agy aMeshowpigez Stkdehlr 8nd
nple of a 1C card; Fig. 4 is a diagram show ng the

§@W€nﬁPFcC§?P%€%E&¥@ WL dfbrip SFREEIdeFePBpElct 0 an
EeRBVErFsgsténi Sn@ i agl 3B SNOWANG o Re+3WLt ¢RENGame

sequence o a valid page as a managenent table in
é’é*é’é@fﬁéﬁ?én%ﬁh%@%t%ns Etﬁpd‘ehee igifogmagtianapeaceAsang

R LY, OEIQ? %@é Iﬁgians showi ng swi t chi ng
st atuses t |d page as e managenent table

and S&&Héﬂé&q objects and advantages will become apparent
from a consideration of the drawings and ensuring

description.
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing schematic structure of a
non-contact communication system according to an

embodiment of the present invention;

Fig. 2 is a diagram showing a structure example of a

card reader/writer:

Fig. 3 is a diagram showing a structure example of a

1C card;

Fig. 4 is a diagram showing the schematic structure

of a memory space developed to an EEPROM;

Fig. 5 is a diagram showing the switching sequence of

a valid page as a management table in association with the



processi ng when the power is shut off in each status;
Fig. 7 is a diagramshow ngs the status transition of

t he managenent table using the restoring operation
during the normal sw tching processing of the
managenent table in association with the update of

the data area in the nenory and when the power is

shut off during the switching processing; Fig. 8 is a
di agram showi ng a flowhart for processing sequence

of determ ning processing of 1bhe valid page as the
managenent table and the restoring operation; Fig. 9

is a flowmhart show ng the processing sequence for
detletdl off NY ddien Hratauses a0helBeypages A to C Figs.

| OA to 10C are diagrans for expraining exanpl es of

t he élasi.n§randdweBt ang O ODRBHwidat dwilcAiA§UiLatuses
tabl e having two pages; Fig. 11 is a diagramfor

ek pthf Madg hraidise e sexhaphanageneiie tortals rpdamsdamtinhigng
operation of data in the route table having the two
DRy st vheg the pevwgraiagslant fOFE explesion m§aanst her
exanmpke of .ih sin nd .writi operation of  data
1 Re07 ol st (LoTES Y G i Spabatas  gransi o of

DRSERNR NN EF + IHE. PBEEE;{R%% %ﬁﬂr@{féﬁ %?Egge(I:{SWing

a description is given o

tiree s@itmallNgRAtERNNY oS ST RN tihid RRndGRWEAYStabi g in
1 schematically shows the structure of a non-
asgoclation with the update of the data area in the memory
and when the power is shut off during the switching
processing;

Fig. 8 is a diagram showing a flowchart for processing
sequence of determining processing of the valid page as the
management table and the restoring operation;

Fig. 9 is a flowchart showing the processing sequence
for determining the statuses of the pages A to C.

Figs. 10A to 10C are diagrams for explaining examples
of the erasing and writing operation of data in a route
table having two pages;

- Fig. 11 is a diagram for explaining another example of
the erasing and writing operation of data in the route table
having the two pages; and

Fig. 12 is a diagram for explaining another example of

the erasing and writing operation of data in the route table

having the two pages.



contact | C card conmuni cati on system according to an
enbodi nent of the present invention. The non-contact
card system conprises: a card reader/witer 1; an IC
card 2; and a controller 3, and data is
received/transmtted by el ectromagnetic waves in the
non- contact status between the card reader/witer 1
and the IC card 2. That is, the card reader/witer 1
sends a predeterm ned command to the IC card 2, and
the IC card 2 perfornms precdssi-ng in response to the
recei ved command. Then, the I1C card 2 sends response
data corresponding to the processing result to the
OBSCORT BRLEN /0¥ il rRerERRESaEMRbSAMSGtariter 1 is
connected to the controller 3 via a predeterm ned

i nt erfeaeeinbelgw, BNdeSBEDETHdY WM IdI velRSvAB88A embodiment of
standard). The controller 3 supplies a control signa
the tpeesent Feateri/on wish teforpecé otm tpre deteerimgsed
proceSS|n Fig. 2 shows a structure exanple of the
card F%a ePFRFWPEFCQl%YKﬁﬁPW%1ﬁhﬁgstrucAﬁrﬁcpéhapnon-

Data P Unit) 31
?%r dg%a proces§%%%mnéﬁDgﬁE§(%Y%H§{q%%%%%@%ﬁ nlE%lt)

é@aéﬁ SHOCHS R i al fromthe I1C card
I% and a§§%n ?ﬁéggﬁg%%.gﬁégt e ICcard 2; an SCC

(Sermﬁb nbarBURt &t | A CUYS R @hp33sE9L 4 cara
conmuni cation with the controller 3; and a nenory

ngfider4inelrudi; ngnaI®GA I 2 ; 4dnd fOre@itadingri B8, and data
advance information necessary for data
is received/transmitted by electromagnetic waves in the non~
contact status between the card reader/writer 1 and the IC
card 2. That is, the card reader/writer 1 sends a
predetermined command te the IC card 2, and the IC card 2
performs processing in response to the received command.
Then, the IC card 2 sends response data corresponding to the
processing result to the card reader/writer 1.

The card reader/writer 1 is connected to the controller
3 via a predetermined interface (e.g., in conformity with

R5-485A standard). The controller 3 supplies a control

signal to the card reader/writer 1 to perform predetermined

 pProcessing.

Fig. 2 shows a structure example of the card
reader/writer 1 shown in Fig. 1.

An IC chip module 21 comprises: a DPU (Data Processing
Unit) 31 for data processing; an SPU (Signal Processing

Unit) 32 for processing a receiving signal from the IC card



processing and a RAM unit 42 for tenporarily storing
operation data in progress of processing. The
functional nodules are connected to each other via
buses. The buses are connected to a flash nmenory 22
for storing predeterm ned data. The DPU 31 outputs a
sending command to the ICcard 2 to the SPU 32,

recei ves response data received fromthe IC card 2
fromthe SPU 32, and perfornms predeterm ned data
processi ng. The SPU 32 nodw df7es t he data by BPSK

(Bi Phase Shift Keying; Manchester coding) in response
to the sending command to the IC card 2, then

QubpYts $deaimiuidied dat @het 9ct RE-HOSUI A1 iRRG: qgeg%&

23, receives the response data fromthe |C car

Comnuh hea Bem dtdridrid1g i) I 88 Fo25comfitni @eFf BB th the
predet erm ned denodul ati on of BPSK of the data. The
fedbral ley i rand ta 28maSK (Adpl BeuthecShiifrtg KeywaMgnit 41
nodul ates carriers with a predeterm ned frequency

fer gstorimy s pdrpnegppRifednetdananeesesd hatior Zethy

usi ng the dat lied fromthe SPU 32, and outputs
PRRCT U P hBadrat B0 g o OF 1 BATRHES SHibmte 570

S DRt LA QIBANELL CoPAUES L0 e ik CALAcEs bl
this case, the nngulgtlng 8|r%U|?e s K - modul ates
ke iy R@hkbREat bs degk escipdr "PAUIRLIAN  FRel BESes
than 1. That is, even if the data is at the | ow

d sy elqnricheedBXbnuMEaaphi heller 9f 22 o edigrathgd pwadesebsined
not zero.

data.

The DPU 31 outputs a sending command to the IC card 2
to the SPU 32, receives response data received from the IC
card 2 from the SPU 32, and performs predetermined data
processing.

The SPU 32 modulates the data by BPSK (BiPhase Shift
Keying; Manchester coding) in response to the sending
command to the IC card 2, then, outputs the modulated data
to the modulating circuit 23, receives the response data
from the IC card 2 from the demodulating circuit 25, and
performs predetermined demodulation of BPSK of “the data.

The meodulating circuit 23 ASK (Amplitude Shift Keying)
modulates carriers with a predetermined fregquency (e.g.,
13.56 MHz) supplied from an oscillator 26 by using the data
supplied from the SPU 32, and outputs the produced modulated

waves from the antenna 27 serving as electromagnetic waves

to the IC card 2. In this case, the modulating circuit 23
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The denodul ating circuit 25 denodul ates the nodul at ed
waves (ASK nodul at ed waves) received via the antenna
27, and outputs the denodul ated data to the SPU 32.
Fig. 3 shows a structure exanple of the IC card 2
shown in Fig. 1. The IC card 2 conprises an IC chip
nmodul e 51 and an antenna 53 on the | oop. The IC chip
nodul e 51 receives the nodul ated waves sent fromthe
card reader/witer 1 via the antenna 53. The
capacitor 52 and the antenralB3-forman LC circuit,
thereby tuning (resonating) the signals to the

el ectromagnetic waves with a predeternined frequency

ASRAORI fHRAUBRC YL taTRO LELEDAP E@@L&é‘q@e CHRGLSES 1 on
an RF interface (I/F) unit 61 and a calculating unit

64. 1ddwe tRfarn nt.er Thee Bjtebdn TOMP SBSia ak ASKthe low
denodul ating unit 81; a voltage regulator 82; an
Y614 difiengaciimeni emp3itadd af WSK mumthilatddngaviesclist not

84. The ASK denodul ating unit 81 detects and
dul ates the ASK nodul ated waves received via the

f d dul
A A L P T R P T
#é¥é§eQAbgoﬂdemkteégwang) (éi%?%.%%%y % oan%énna 27, and

stabilizes the signal detecte

cldsl ahkngerbih] Slea agesupp!diRs defte 35t abili zed
signal - 19 - as DC current to the circuits. In the RF

i nt eFface3 whidwsHh sthecaseel kakinplleCoFCthd 83 card 2 shown
oscillates a signal with the sane frequency as a cl ock
i5 Jial- of t Bhedi€ asamh® owmmutisashersiIgnahipombiel ®LE1 and

a%P%%tenna 53 on the loop.

The IC chip module 51 receives the modulated waves sent
from the card reader/writer 1 via the antenna 53. The
capacitor 52 and the antenna 53 form an LC circuit, thereby
tuning (resonating) the signals to the electromagnetic waves
with a predetermined frequency {carrier frequency).

The IC chip module 51 comprises: an RF interface (I/F)
unit 61 and a calculating unit 64. The RF interface unit 61
comprises: an ASK demodulating unit 81; a voltage regulator
82; an oscillating circuit 83; and an ASK modulating circuit
84. The ASK demodulating unit 81 detects and demodulates
the ASK modulated waves received via the antenna 53, and
outputs the data after demodulation to the BPSK demodulating
circuit 62 and a PLL (Phase Locked Loop) unit 63. The
voltage regulator 82 stabilizes the signal detected by the

ASK demodulating unit 81, and supplies the stabilized signal



63. The ASK nodulating circuit 84 fluctuates the | oad

of - the antenna 53 serving as the power supply of the

IC card 2, corresponding to the data supplied from

the calculating unit 64 (for exanple, turns on/off a
predeterm ned switching elenment in accordance with

the data and connects the predetermned |oad in

parallel with the antenna 53 only when the switching

el enent is on), thereby ASK nodul ati ng the nodul ated
waves received via the anteni& 53 and sending the

nmodul ating conponent to the card reader/witer 1 via

the antenna 53. Upon sending the data fromthe IC

88r oc Zeudhént 0 dHeL@detpMet er 1 has a constant

maxi mum anpl i tude of the nodul ated waves to the

out puit etle BFdihberfack| @id 6¥9vehe akeiASKtiRgubataditc 83
by fluctuating the |oad of the antenna 53. A term na
9oFt bt & tvd ametlemiah2Thensahe Terghencader awcilbek 1
is fluctuated. The PLL unit 63 produces a clock signa
%Jy‘?ﬂarﬂeé% L éle GRtR -t RRddavEPBys Ugia ¢ igme 1ddra t@apﬁﬁneumt

£ omie AR RTRg. 8L Lo L P and ouputs (e,
e RSH0R 51081 S M S SoTpLal 00, o,

MRehaing0d8) th8 38€RT éMtﬂ}o&h%hglgﬁﬁcu§EGQ§§ unit
supplied fromthe PLL unit 63 when the data

enfdthul aketpby, t her ASkKomlantil W airctiegturinin8d b&#iBESKng
nodul at ed, and outputs the denodul ated data to the
element in accordance with the data and connects the
predetermined load in parallel with the antenna 53 only when
the switching element is on), thereby ASK modulating the
modulated waves received via the antenna 53 and sending the
modulating component to the card reader/writer 1 via the
antenna 53. Upon sending the data from the IC card 2, the
card reader/writer 1 has a constant maximum amplitude of the

modulated waves to the outputted, and the modulated waves

are ASK modulated by fluctuating the load of the antenna 53.

A terminal voltage of the antenna 27 in the card

reader/writer 1 is fluctuated.
The PLL unit 63 produces a clock signal synthesized

with the data by using the data supplied from the ASK

demodulating unit 81, and outputs the clock signal to the

BPSK demodulating circuit 62 and the BPSK modulating circuit

68.

The BPSK demodulating circuit 62 demodulates the data
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calculating unit 64. The cal culating unit 64 decodes
the data by an encrypting/decrypting unit 92 when the
data supplied from the BPSK denodul ating circuit 62
is encrypted and then a sequencer 91 processes the
data. On the contrary, when the data supplied from

t he BPSK denodul ating circuit 62 is not encrypted, it
is directly supplied to the sequencer 91 not via the
encrypting/ decrypting unit 92. The sequencer 91
processes the data correspendbng to the supplied
command. The sequencer 91 wites/reads the data
to/froman EEPROM (El ectrically Erasabl e and

Progsasarah e Bﬁg\@he@@;erAcBaé? tyn Cé‘é&éﬁ!cﬂﬂcjﬂ%o i 93 g&ock

the calculating unit 64 calculates Re onon co

SEgva NOs Wl 1A PRMfrion Based1.8Nunt Pesdaliestedaia t he
ROM 65 and the data stored in the EEPROM 66. Further

dermodial add iy GheniASK6 depedhidatitng puredetesr nisn@PsK

processi ng by the sequencer 91 and then outputs
priplrsd, dang @@ﬂ:péé;soﬁbe ngeredu et et sledesitiog thdat a
sent to. % card reader/writer 1) to the BPSK

éé%ﬁﬂ SHY B *68. The BPSK nodul ating circuit 68
BPSKTHQdeéi‘ESﬁaEEZ Ao Fa AURRECRL ANLNEY o
4 the"d aft ef

cal culating unit and outputs

IRAYElIgR aberBe ; ATKLAPEUL ALk Cez{ecwattaf%éug{alw& Bfom
interface unit he ROM 65 al ways stores

YPreo BESE dgmpdadiaadhg Ocbecuit 62 is encrypted and then a
sequencer 91 processes the data. ©On the contrary, when the
data supplied from the BPSK demodulating circuit 62 is not
encrypted, it is directly supplied to the sequencer 91 not
via the encrypting/decrypting unit 92.

The sequencer 91 processes the data corresponding to
the supplied command. The sequencer 91 writes/reads the
data to/from an EEPROM (Electrically Erasable and
Programmable ﬁOM) 66.

A parity calculating unit 93 of the calculating unit 64
calculates Read Solomon code serving as a parity baéed on
the data stored in the ROM 65 and the data stored in the
EEPROM 66. Further, the calculating unit 64 performs |
predetermined processing by the sequencer 91 and then
outputs response data corresponding to the processing (data
to be sent to the card reader/writer 1) to the BPSK
modulating circuit 68.

The BPSK modulating circuit 68 BPSK modulates the data



executed by the sequencer 91 and anot her necessary
data. The RAM 67 tenporarily stores operation data in
the processing of the sequencer 91. The EEPROM 66 is
a non-vol atile nmenory, and is used for storing

vari ous application such as electronic noney for

el ectronic paynent and electronic ticket for entrance
to a specific concert hole on the IC card 2. Since
the 1C card 2 basically does not have any driving
power supplies such as a batttery, the I1C card 2 ends
the conmmunication with the card reader/witer 1 and
then uses a non-volatile menory including the EEPROM

S6pp Died oftdmiUOS |k 1B0h i DEgt Be: daga, SYENLAThRS the data
stoppi ng the power supply and when power is not

afippt iechuNexiton addeser BpKi ABdhSagiNgeHcudal 4 in the RF
reception/transm ssion between the card reader/witer
Intgrdfagehani® &dr.d 2. The card reader/witer 1

radi at es _predeterm ned electromagnetic waves fromthe
ant efhg FPM RenpLBREstacToud RTOARS a0t PRAAraR, tarke

' i t until detectin he chan in | oad due to

%%EFC‘%ﬁg“EB%theaPePﬁsr?ﬁﬁc%? %Pé¥%ﬁ¥(E%9Tssary data.
i adi t ctro neti ¢,waves

HERISUL T b dRN 1L 0L EEEs | M EEnL IRINE 8l o0,

PRI NG fMive BEELORIRPrOCESSIi Ng (poling) for
repeating the call to the IC card 2 until a response

fronThheEECROHr 66 213 2 nenpinwadtiok Aenpredeimd Mdathed for
time period.

storing various application such as electronic money for
electronic payment and electronic ticket for entrance to a
specific concert hole on the IC card 2. Since the IC card 2
basically does not have any driving power supplies such as a
battery, the IC card 2 ends the communication with the card
reader/writer 1 and then uses a non-volatile memory
including the EEPROM 66 for continuously holding the data
even after stopping the power supply and when power is not
supplied.

Next, a description is given of data
reception/transmission between the card reader/writer 1 and
the IC card 2.

The card reader/writer 1 radiates predetermined
electromagnetic waves from the antenna 27, monitors the load
of the antenna 27, and is waited until detecting the change
in load due to the close status of the IC card 2. The card

reader/writer 1 may radiate the electromagnetic waves ASK
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The card reader/witer 1 detects the close status of
the IC card 2, then, the SPU 32 in the card
reader/witer 1 BASK nodul ates the data to be sent to
the 1C card 2 (conmand corresponding to processing
executed by the IC card 2 or data witten to the IC
card 2) by using rectangular waves wth a
predet erm ned frequency (e.g., double frequency of
the clock frequency of data) serving as carriers, and
out puts the produced nodul at @@ waves (BPSK nodul ati ng
signal, nanely, Manchester code) to the nodul ating
circuit 23. In the BPSK nodul ation, the data
£68085PENASy T tih Qritﬁhanﬁgeaat@%§§e@fsﬂmylp%tt%grwagﬁa may
by using the differentia conversion. In this case,
peefiorhh piwcdBRSKkgnugdulahgNgfosi a8Bdat Snd MR 1@d.1 ith kBe IC
denodul ated to the original data and therefore the
Pdrdr ¢ tyniofl podgispredewdven thendt cawtessar ideyeived for a
consi dered. The nodul ating circuit 23 ASK nodul at es
Predetpatidted finedreaiPlers with the degree of
nodul %i%gr (naxinqy1amplitud of datg signal / maxi mum
anpl it UdESSF TEAPTTErS) Hhat dE9ESs tPRaft IS Stptus of

)3 nd e o) e t v ASK_.
e hatey ts TR PR S Bt Sk tlirsrer 2
BPSA8 moMliRet £88diAE: ORSTEY it the ciRdYatlpg > (command
circuit 23 produces the nodul ated waves at the high
dagwelsrohdivg hogbhroteyelingnskéOvede el ok acdegrfab or
signal. In the ICcard 2, the LC circuit conprising
da4te@ anidatea to the IC card 2) by using rectangular waves

with a predetermined frequency (e.g., double frequency of

the clock frequency of data) serving as carriers, and

- outputs the produced modulated waves (BPSK modulating signal,

namely, Manchester code) to the modulating circuit 23.
In the BPSK modulation, the data corresponds to the
change in phase of modulated waves by using the differential

conversion. In this case, even if the BPSK modulating

-signal is inverted, it is demodulated to the original data

and therefore the polarity of modulated waves is not
necessarily considered.

The modulating circuit 23 ASK modulates the
predetermined carriers with the degree of modulation
(maximum amplitude of data signal/maximum amplitude of
carriers) that is less than 1 {e.g., 0.1), and sends the
produced modﬁlated waves (ASK modulated waves} to the IC

card 2 via the antenna 27.
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53.and the capacitor 52 partly converts the

el ectromagneti ¢ waves radi ated by the antenna 27 in

the card reader/witer 1 into an electric signal, and

outputs the electric signal (nodul ated waves) to the

RF interface unit 61 in the I1C chip nodule 51. The

ASK denodul ating unit 81 in the RF interface wunit 61

detects the envel op by conmutati ng and snoot hi ng the

nodul at ed weaves, supplies the above-produced signha

to a voltage regul ator 82- ggppresses the DC

conponent of the signal, extracts a data signal, and

outputs the data signal to the BPSK denodul ati ng

Ci I cuile B ta e P i 3. 1k I r r
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the power to the circuits. A term nal voltage Vo of

terechrtrehiavb3 eivelt hifsacdseitsl abgdadl | ows. Vo = Vio(l

+ kxV, (t))cos(wt), where V10cos(w): carrier k:

degr é& &hendBuFarfod; wml NM3(¢drcuidarampoibénguthet #etenna

<%% SQF:S?' A voltage VLR at_the |low | evel of a voltage .
A9 11e EHRATEELF onZ oP2F hbY AR HRIHoH (ihat iedg Clsrmagpetic

hS | . -_ VM= VIO(1 + kx(-1 - Her e
S iR by e i it TR o] meadbi/Bptter 1
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connutating and sn%o?hlng oper t|on1§%4%%§%k§kc signal
gemndutatl Rgves) to the RF interface unit 61 in the IC chip
module 51. The ASK demodulating unit 81 in the RF interface

unit 61 detects the envelop by commutating and smoothing the

- modulated weaves, supplies the above-produced signal to a

voltage regulator 82, suppresses the DC component of the
signal, extracts a data signal, and outputs the data signal
to the BPSK demodulating circuit 62 and the PLL unit 63.

The voltage regulator 82 stabilizes the signal supplied

- from the ASK demodulating unit 81, produces DC power, and

supplies the power to the circuits.
A terminal voltage V, of the antenna 53 in this case is
as follows.
Vo = V(1 + kXV (t))cos(ot),
where V,cos{®t): carrier
k: degree of modulation; and
V.(t): data to be outputted by SPU 32.
A voltage Vi at the low level of a voltage V, after

commutation of the ASK demodulating unit 81 is as follows.



unit 81, generally, 0.7V. The voltage regul ator 82
recei ves the signal comutated and snoothed by the
ASK denodul ating unit 81, stabilizes the signal, and
supplies the signal serving as DC power to the
circuits including the calculating unit 64. Since the
degree k of nodul ati on of the nodul ated waves is | ess
than 1, the voltage fluctuation after conmutation
(differential between the high level and the | ow
level) is small. Therefore, 28he vol tage regul ator 82
easi |y produces DC power. Wien the nodul ated waves
with the degree k of nodulation is 5%are received so
thatvgpa=wqhﬁage]y&015f 3\ or nore, the |owleve
voltage V. after commutation is 2.15 (=3 x (1 -

0. OSHere). L E¥rehcBDEEmBAT ¥ hUusnbhes Vohd ageiunda®H akor

82 supplies a sufficient voltage serving as power to
Yhetade afi tes dilodlet Ifiosmdagea aommn 4 il e (ke wd tk HorV10)
serving as a peak-to-peak value) of the AC conponent
Ut atddgh Gaensogthing opéraifeorvimafither ASFndemadiudating
is, 0.3 (= 20. X 3).V or nore and thus the ASK
%oeﬁi'aﬁeﬁ‘&rﬁﬁi?'ﬁ'ﬁéenodul ates the data with a

suffigLe ' /N rati The.data,is conmuni cate
oitiaerRblYade o gl ol b LDR108L ke, SOMTMT Siuittatea

dﬁﬂ<§ma$%héﬁegy“@K§SA§ktQeﬁgﬁhf%ﬁyﬁ§adhi Délg Qtabilizes the

nodu!ation | eSs than 1, and suffi cl ent current
signailng addl popPLies ShPPsi@thl GdRnkCagand RowébBeto the

BPSK denpdul ating circuit 62 receives the data signa
qiBRSK tspdokatiingg stnaty 1 dulemitriie vASK danpdsgliatenghe
degree k of modulation of the modulated waves is less than 1,
- the voltage fluctuation after commutation (differential
between the high level and the low level) is small.
Therefore, the voltage regulator 82 easily produces DC power.
When the modulated waves with the degree k of
modulation is 5% are received so that the voltage V,, is 3V
or more, the low-level voltage V,; after commutation is 2.15
(=3 x (1 - 0.05) - 0.7) V or more and thus the voltage
regulator 82 supplies a sufficient voltage serving as power
to the circuits. 1In this case, an amplitude (2 X k X V)
serving as a peak-to-peak value) of the AC component (data
component) of the voltage V, after commutation is 0.3 (=
20.05 x 3) V or more and thus the ASK demodulating unit 81
demodulates the data with a sufficiently high S/N ratio.
The data is communicated with a low error-rate (high

S/N ratio) by using the ASK modulated waves with the degree
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unit 81, denodul ates the data signal in accordance
with the clock signal supplied fromthe PLL unit 63,
and outputs the denopdul ated data to the cal cul ating
unit 64. In the calculating unit 64, the
encrypting/decrypting unit 92 decrypts the encrypted
data supplied fromthe BPSK denodulating circuit 62
and then supplies the data (command) to the sequencer
91 for processing. After sending the data to the IC
card 2, the card reader/witegsg 1 is waited while
sendi ng the data having a value as 1, until receiving
the response to the data transm ssion. For the tine

er | . | C.card recei ves the_nodul a waves
R o e R P e e e S e B FoB
SaEPHS 4 L0 ader/writer
1to the B gi@nrg&tﬁl §P§ﬁ3§§§r%‘ﬁi%ﬂgs¥é%%‘{ Bsk

modulrakl BSE dewbiiu b8 BRPKcimdulatses rkhei dak arkengndes
the data to the Manchester code), simlarly to the SPU
Byral (BRSKacduleadey/ sigter) 1fa0nd tHemseubphbaul #eing
nodul ated waves to the ASK nodulating circuit 84 in
e BR ¢ degrradetegnthe sdatari gl rivd @icapirAgnesreifh the
c‘%éu %%tuaaes th?.lgag connected to both ends of the

953 hyURET HG9 hECD 9B il tBHitn§ el BRENPULRRET the

antenna

desrodii g tAgKqaRgul gt | ciyeuit 84 fl.uctyates the |oad
in accordance mntﬁ #ﬁ% %éé%ﬁ%%ﬁ%ﬁqlﬂgfﬁBé K nodul ati ng
Ci r cuht 68, cih@reby ASKmdat kRg LhE, Le 'N@%cr tin
nodul at ed waves in é?fordance with the %%t%&#o eyp ¢
unit 92 decrypts the encrypted data supplied from the BPSK
demodulating circuit 62 and then supplies the data (command)

to the sequencer 91 for processing. After sending the data

to the IC card 2, the card reader/writer 1 is waited while

sending the data having a value as 1, until receiving the

response to the data transmission. For the time period, the
IC card 2 receives the modulated waves with a constant
maximum amplitude.

The sequencer %1 outputs the data to be sent to the

card reader/writer 1 to the BPSK modulating circuit 68. The

'BPSK modulating circuit 68 BPSK modulates the data {encodes

the data to the Manchester code), similarly to the SPU 32 in
the card reader/writer 1 and then outputs the modulated
waves to the ASK modulating circuit 84 in the RF interface
unit 61.

The ASK modulating circuit 84 fluctuates the load

connected to both ends of the antenna 53 by using the



sent. Thus, the termnal voltage of the antenna 27 in
the card reader/witer 1 is fluctuated and the data
is sent to the card reader/witer 1. The nodul ating
circuit 23 in the card reader/witer 1 continues the
transm ssion of the data with a value as 1 (high
level) in the data reception fromthe I1C card 2. The
denodul ating circuit 25 detects the data sent fromthe
IC card 2 based on the fine fluctuation (e.g.,
.several tens mcrovolt) of- tdte term nal voltage of
the antenna 27 that is electromagnetically connected
to the antenna 53 of the IC card 2. Further, the
gemadniagi 8lekénc i iThd% danodukbahes ﬁbsulgl@ir@ftﬁ%mt 84
signal (ASK nodul ated waves) by an anplifier wth
il ghtygates atide olbgaltis: theocadanecoht@hnete digid adordatide
to the SPU 32. The SPU 32 denodul ates the data (BPSK
FBEkI Bedngating griatioul tak@, obhpuebyt ASK devuald tHtrer the

nal to the DPU 31. The DPU 31 processes the data
F?gﬁJrY%‘é W%azte‘jaﬁ‘{fve&eﬂér ﬁFﬁ@§dBa§@deWltfﬂ’@ data to be

es r uIt mhe not t conmuni cat.
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EXLE Ut £ AANY £ Jrh h
AR Eaﬁg”?gg‘aé?%&??t%f?deﬂ@?d%ﬁ o884t
Ehéubaﬁuniégugiﬁﬂym@gr 1On the contrary, when it is
-determ ned that the conmmunication ends, the card
r ead@hewmicdelatiendsitdiel t GAIMimi et icrdwirkbdebhgwt Cer 1

card 2.
continues the transmission of the data with a value as 1

(high level) in the data reception from the IC card 2. The

- demodulating circuit 25 -detects the data sent from the IC

card 2 based on the fine fluctuation (e.g., several tens
microvolt) of the terminal voltage of the antenna 27 that is
electromagnetically connected to the antenna 53 of the IC
card 2,

Further, the demodulating circuit 25 demodulates the
detected signal (ASK modulated waves} by an amplifier with
high gain and outputs the above-obtained digital data to the

SPU 32, The SPU 32 demodulates the data (BPSK modulating

. signal), and outputs the demodulated signal to the DPU 31.

The DPU 31 processes the data from the SPU 32, and

determines based on the processing result whether or not the

communication ends.

When it is determined that the communication is

~executed again, the communication is established between the



The card reader/witer 1 sends the data to the IC card
2 by using the ASK nodul ation in which the degree k of
nodul ation is less than 1. The I1C card 2 receives the
data, perforns the processing corresponding to the
data, and returns the data corresponding to the
processing result to the card reader/witer 1. Next,
a description is given of the reading/witing
processing of the data to/fromthe EEPROM 66 by using
the sequencer 91 of the I1€ @ardé 2 shown in Fig. 3.
Fig. 4 schematically shows the structure of the nenory
space devel oped to the EEPROM 66. Referring to Fig. 4,
thed FEABEY/wPRGS QORI $8% 2cPBYShcal 2Pl ARGk 814 NBove.
as a data area for storing the data and a physica
Photke sesivi 14y 1S whenMaRagengstetabhéd fHaStidd Nng t he
positional information of the data in the physica
BPEERNEORDIIB igTgs-hdhearardr eaadeAdeni dengl temdshehe
enbodi nent, the managenent table conprises three
pagRericatgony g th thre Ighgaréal - bl ock conprises 11

byt d hysi cal b k o d | ogi cal

D e BB Lol e LSOLER! o care
T | ' ' b/ j cal bl

a1 SOy 3R ot shbuPiysoclaihacte Blysenl Plod

woderawaldry i @wed, t88d the higif@lcar?8 fIRIkela$ne data,
| ogi cal block Nos. %0CH to %93H. Referring to Fig. 4,

peéEfdmg cale prockshidsg &0 §90803H) cof resperd at 0 ahbe
physi cal bl ock Nos. #00H to #03H. In the physica

1 tagins ﬂ@nxﬁquatnerpagpgn¢@ggmt¢3the processing result to
the card reader/writer 1.

Next, a description is given of the reading/writing
processing of the data to/from the EEPROM 66 by using the
sequencer 91 of the IC card 2 shown in Fig. 3.

Fig. 4 schematically shows the structure of the memory

space developed to the EEPROM 66. Referring to Fig. 4, the

memory space comprises a physical block serving as a data

.area for storing the data and a physical block serving as a

management table for storing the positional information of

the data in the physical block comprising the data area.

According to the embodiment, the management table comprises

three pages A, B, and C. The physical block comprises 11

bytes, and has a physical block No. and a logical block No.
In the example shown in Fig. 4, the data area comprises

eight physical blocks physical block Nos. #00H to #07H. The

four logical blocks are externally viewed, and the logical
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serving as the managenent tables, the first one byte

is assigned to the latest-information field and the
final two bytes are assigned to the valid-infornation
field. Arrangenent information of the block in the

data area is assigned to the field having eight bytes
between the latest information and the valid
information. Specifically, the physical block No. of

t he physical block in the data area, nanely, a

poi nter to the physical blecksferm ng the data area

is witten to the field of the eight bytes.

Incidentally, the latest information (CTC) denotes the
babesthale s @f 1 P1¥AIREONLEAESLOf ¢ ,b|1£z=ﬁﬂ<e : ;
t he sequeﬁ??%l No. or the Iigghiﬁgigggfng t erird to Fig.
ébstheitogiatedl anbek ... That t6, s 08H tEerLasforf tésihe
the absolute date and time, the date and tinme for

B ¥ﬁ#?ﬁ}th#?QkﬂN?Saréoﬁﬁoted#oéarV|ng as the | atest

i nformation, ‘and the |latest block for storing the

dat a s th&t BRY8dChhskireks tFrrmimiedthel phaesadi ond Bf

1 b =S8R B%é%?%ut&ﬁefa‘iqﬁ%?nnién%b%s is

& iyded $o0ked l@%eggglhé&?ﬁé igﬁof n’gtc{ Cmd r1]1d ftlﬁlg.l two

bl ock havi ng the |argest

ByteastarenassThaedath dth@f@ér@cii ﬁ&dﬁ@t&%tne%l\éﬂ t her or
not the - 29 latest information and data in the bl ock

Aygemglelmgnénds forhation Sof Wied ielodk iOttHeh@akat agba is
information and data is valid, and is an error
Esrigaed kg Ebdefiatd @@Viﬁﬁ)éxghﬂlhyﬁes bedwedantyie latest

check) .or another data indicating that it is
inrormation and the valid information. Specifically, the

physical block No. of the physical block in the data area,
namely, a pointer to the physical block forming the data
area is written to the field of the eight bytes.

Incidentally, the latest information (CTC) denotes the
latest degree of storage contents of the block, e.g., the
sequential Nq. or the like indicating the absoclute date and
time. That is, in the case of using the absolute date and
time, the date and time for storing the data are stored
serving as the latest information, and the latest block for
storing the data is detected based on the latest information
of the block. In the case of using the sequential No., the
number which is incremented every writing the data is stored
as the latest information, and the block having the largest
number is detected as the latest one.

The valid information indicates whether or not the



valid/invalid. The physical block No. of the target

block in the data area is arranged in the fornmer four
bytes within the field of arrangenment information in

the pages A and B, and the physical block No. of the
updated block in the data area is arranged in the

|atter four bytes. Here, the target block neans the

physi cal block serving as the original witing target

in the case of witing the information. As nentioned
above, in the data area, whel@S he data stored in the
block Bl is rewitten to the new data, the new data

'is witten to the block B2, and then the block Bl for
batgsnaldjormd tiidig ahlde daew dat 8he BT RSP0 o Redl, that
target bl ock. The updating bl ock neans the physica

b$ ockhetflorr ypdatdtnghehilahess Hsedrhotion idrid@attaeis valid,
information to one physical block and then updating .

e % G reBncerrectingacofe, sueh tde G elmfclical

r%wﬂ&i4é§t@%f% ta stored in the block Bl to the new
EHEYE 5 BSTf BROEREHaRR 2 wiidigRF inghdhadwidata
FOr T ESR to the updating block. The four physica
blgbﬁékgggigrranged in the former four bytes within

th hel : ol ti '
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and B correspond to the I ogical bloc

dree dxaapirangba@wini Sh&i gorfer AL PTGk iRhQEK tNBSFie1d
arranged to the first to fourth bytes in the field of

ofr pargagenent niofarmna bhosoin espondides Bhankog,cahd the

bl ock _Nos. %00OH to %03H

physical block No. of the updated block in the data area is
arranged in the latter four bytes.

Here, the target block means the physical bloék serving
as the original writing target in the case of writing the
information. As mentioned above, in the data area, when the
data stored in the block Bl is rewritten to the new data,
the new data is written to the block B2, and then the block
Bl for originally writing the new data corresponds to the
target block. The updating block means the physical block
for updating which is used for writing the information to
one physical block and then updating the storage contents.
That is, in the case of rewriting the data stored in the
block Bl to the new data, the block B2 for actually writing
the new data corresponds to the updating block.

The four physical block Nos. arranged in the former

four bytes within the field of arrangement information in

the pages A and B correspond to the logical block Nos. In



The arrangenent information of the page which is valid
as the managenent information anong the pages A and B
is copied to the page C serving as the renmaining page
of the managenent information. Therefore, the anount
of data held by the three pages Ato Cis checked,
thereby easily identifying which page is valid. Wen
the ICcard 2 is apart fromthe card reader/witer 1
or the receiving status of the el ectronmagnetic waves
IS bad due to another reasodp the driving power is
not sufficiently obtained. Therefore, the power is
shut off during witing the data to the EEPROM 66 in
tie dx@ngaied sRowandnt Reg. t Berend %f@sqrdalll eTokRakokhe
witing operation does not normally end as nentioned
aparged rrot beddtiasar ea, foaroh deftd GoOp@aMrtiBIHhEE
corruption of data due to the power shut-off

Ypangamsat tréoratdanacosrespppl ited thed Ibbénaktblseck
bl ock for storing

QWItt 2%#0 t he_bl ock except for the
ﬁ% 685%93ﬁm|tten data. In this case, when a
o1 ur 2t $e GG BERE ie Rt SEnanerenoe et 21% valid

pl urali
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accordance with the |ogical blocks exit heref ore,
mgnagemehtd Wnformmt oper atThere fafret, hehpewndahd dee8at®theld
corrupt the previously witten data, the unavail able

byt 5hasthbree Hages dartd £ iis phevsatiedteerebyneasily

identifying which page is valid.

When the IC card 2 is apart from the card reader/writer
1 or the receiving status of the electromagnetic waves is
bad due to another reason, the driving power is not
sufficiently obtained. Therefore, the power is shut off
during writing the data to the EEPROM 66 in the IC card 2
and then there is a problem that the writing operation does
not normally end as mentioned above.

In the data area, in order to cope with the corruption
of data due to the power shut-off operation, the new data is
supplied and then it is written to the block except for the
block for storing the previously written data. 1In this case,
when a plurality of pieces of data in accordance with the a
plurality of blocks are written and then the data is
corrupted until ending the writing operation of the

plurality of pieces of data, it is externally seemed that a



the worst case. For exanple, the new data to be

witten to the block Bl is witten to the block B2

different fromthe block Bl. Wien the nenory

corruption is caused during witing the data to the

bl ock B2, the new data is not conpletely witten and

the validity is not guaranteed. However, it is

possible to prevent at |east the corruption of data

stored in the block Bl. Finally, after ending the

witing operation to the Bbl@tk-B2, the data stored in

the block Bl is erased. Wen the new data is further

supplied, the data is witten to the block (e.qg.,

blacki Bty o ffarant Jer oaut hgeR! 05 kaggoréan?cmac%e@ﬁet

table conprises the three pages Ato C to solve the

peobtenielodad axcar.r UphieeB rEYE, t 9ihBE PIOMEFri Sl vebbation

ogeration upon witing the data. That is, a pair of

pagelke Asemdataavdesacitpageroptt tiee parevisusdlyt emiatehydata,

uﬁed as the valid page or the invalid page to secure

Hhe unpitad lakje wéatushefvihe dIgagerd s2 ciopiraeventeHeeven in

g@ggn)s rhghis case, when the power is shut-off ‘
uring ,up&g?ing the page data, at the next start

timepeht ol t epyi eferring t.o,the _valjdigt
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is shut off. Therefore, since the approxinate

Whest dihiengemetrfodoatupbionlei erddadt daird iy wkliRgngStRgedata
is determned, the data is restored w thout the
torthgpilegkoB2valkhd pagedata is not completely written and

the validity is not guaranteed. However, it is possible to

prevent at least the corruption of data stored in the block

Bl.  Finally, after ending the writing operation to the

block B2, the data stored in the block Bl is erased. When
the new data is further supplied, the déta is written to the
block (e.g., block Bl) different from the block B2.

The management table comprises the three pages A to C
to solve the problem of data corruption due to the power
shut-off operation upon writing the data. That is, a pair
of pages A and B and each page of the pair is alternately
used as the valid page or the invalid page to secure the
data. Further, the valid page is copied to the page C.

In this case, when the power is shut-off during

.updating the page data, at the next start time, it is

determined by referring to the validity and stability of the

pages A to C at which step of the data writing operation to




Fig. 5 shows the swi tching sequence of the valid page
as the managenent table in the update of the data area
in the menory. Referring to Fig. 5, when the valid '
data (arrangenent information) is stably witten to
the page A the valid data is witten to the page B
in the update of data area in the nenory and the copy
of page Bis witten to the page C. In accordance
with the sequence, the page B is erased, the data is
witten to the page B, the-page-C is erased, the data
is witten to the page C, and the page A is erased,
via the status transition fromstatuses 1 to 11 to

she tpdyge Nehey Povkr Pagehuknokhe StREBSEdre ! N flad & HeN

the page Ais valid. The page Bis erased in the
PPRPOURA 5t age Hotialy wethalll aEFphandetéheimddraatd wirSting
invalid. Here, the erasure of the sane page starts

SRR nig a%etet%%de Fhecdasaot st hes twiad ngl pertatthen

to th pagcﬁf % the status shifts to the status 2.
TH TS h0Fs V8 1PhB29%8at a of the page A is valid. The

age i's S erasure and therefore
st g% 5 S aP v S OHEE s el P ep@hiel B Ehp' Sl S

died 23e\4 t t h
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t3teatmemad,y.t he data of the page Ais valid and the

page B is invalid, nanely, all FF. After ending the

er asBetenfindetpaiay B,5,t hihenr ithengalid data (arrangement
information) is stably written to the page A, the valid data
is written to the page B in the update of data area in the
memory and the copy of page B_is written to the page C. 1In
accordance with the sequence, the page B is erased, the data
is written to the page B, the page C is erased, the data is
written to the page C, and the page A is erased, via the
status transition from statuses 1 to 11 to switch the valid
page.

In the status 1, the data in the page A is valid. The
page B is erased in the previous stage (that is, all FF) and
therefore it is invalid.

Here, the erasure of the same page starts serving as
the pre-process of the writing operation to the rage B, and.
the status shifts to the status 2. In the status 2, the
data of the page A is valid. The page B is in progress of
erasure and therefore has an unstable value (that is, error

. CRC (cyclical redundancy check).
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operation of the new data to the page B starts and the
status shifts to the status 4. In the status 4, the
data of } the page Ais valid. The page Bis in
progress of witing operation and therefore has an
invalid value. After ending the witing operation to
the page B, the status shifts to the status 5. In the
status, the data both in the pages Arand B is valid.
During the statuses 1 to 5, the page A which holds the
previous data is valid. Theréfore, the page C
mai ntains the stable status for witing the copy of
page A. In the status 5, the data both in the pages A
and Biter eadidg Rokeeramgré cof hethd al=gst B, nkAENBELORs
CTC of both pages A and B, the latest information CTC
dhrifhe praddeB StatusaBger Innthehssatys i3 déteerpitaedf the
the |latest information.

that the page B has toit _
BHET di ore, 7. i teRi PRESLB €5 HOYAY damincien BAG FF.

oper gtd n’for.cop i ng the data of page B_to the page
C st%&?gF TRE PG T opP et AT dh HFFEI Bes thRevTiting

A 38 r0f, n e | ] £ tqQ._th
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dthecyy eshiftecessthg otathe av i tingHPerati,Qnat ochbeqata of
page C and then the status shifts to the status 6. In
titee potget Bs 16, vahéd: 3zhe pegps A iand Bpabereaki 8farRditing
however, the page C has an invalid val ue because the
FeFeteons and phegeésse ofaeras UmevaliAf veduendi ng t he
erasyre of the page C, the status shifts to the status

7. IHTHRE RdnE TRe (d tdRda oPSEALiAD to the page B, the

status shifts to the status 5. In the status, the data both
in the pages A and B is wvalid.

During the statuses 1 to 5, the page A which holds the
previous data is valid. Therefore, the page C maintains the
stable status for writing the copy of page A.

In the status 5, the data both in the pages A and B is

. valid. Referripg to the latest information CTC of both

pages A and B, the latest information CTC of the page B is

. larger and thus it is determined that the page B has the

latest information. Therefore, the page shifts to B from A
and then the operation for copying the data of page B to the
page C starts. The page copy operation comprises the
erasure of page C and the writing operation to the page C.
The erasure of the page C starts serving as the pre-
processing of the writing operation to the page C and then

the status shifts to the status 6. In the status 6, the



the pages A and B are valid and the page Cis valid,
nanely, all FF. } Next to the end of the erasure of
the page C, the operation for witing the data of the
page B to the page C starts and then the status
shifts to the status 8. In the status 8, the data
both in the pages A and Bis valid. Since the page C
is in progress of witing operation, the page C has
an invalid value. After ending the witing operation
to the page C, the status-shBiafts to the status 9. In
the status 9, the data in the pages Ato Cis valid.
At this stage, the data in the pages A and B operating

8s PRI dnP'p RAYCT 2858 ¥AL! dn Js@%@yer h h
ﬁ ?efnrneﬁ t hat tﬁe page A c anges f%etg I"nval |gsb§n

rﬁ{reud Nga 1@ theausat esk baber aat s o GlogHe dN @ Magasure.
A and B. Therefore, the erasure of the invalid page A
st ar t’sStefhandisg the erasure of thHee gaage CA shar ssatusl
then the status shifts to the status 10. In the

8hifes 19, theetpdyes’ B andtleareaied it &g dedwebeth in

the page Ais in progress of erasure and has an
Flh‘?/aﬁlt?fi‘ R4t @89 Er pER BAHFgARRetlt Raf% Dofist felpdgenanely,
%Qp atus 35 shifts to the status 11. In the status

e data both in the pages B and Cis valid and

the page éo'%héngﬁﬁ|6k Eﬁgngﬁ%s%fgl%fFEheTBQgga&? Eﬂe
the three pages Ato Cis erased and is

operation for writing the data of the page B to the page C
starts and then the status shifts tc the status 8. In the
status 8, the data both in the pages A and B is wvalid.

Since the page C is in progress of writing operation, the
rage C has an invalid value.

After ending the writing operation to the page C, the
status shifts to the status 9. In the status 9, the data in
the pages A to C is wvalid.

At this stage, the data in the pages A and B cperating
as a pair of pages are valid. However, it is determined
that the page A changes tb be invalid by referring to the
latest information CTC of the pages A and B. Therefore, the
erasure of the invalid page A starts.

That is, the erasure of the page A starts and then the
status ehifts to the status 10. In the stétus 10, the pages
B and C are valid and, however, the page A is in progress of
erasure and has an invalid wvalue.

After ending the erasure of the page A, the status



witten and the nunber of pieces of data held in the
pages A to Cis checked, thereby identifying the data

in which page } is valid. Wen the power is shut off
during updating the data in the page, at the next

start ‘tinme, it is determned, by referring the

validity and stability of the pages Ato C, the power

is shut off at which step of the witing operation of

the data to the page. That is, if the operation stops

at any of the statuses 1 to33l1-shown in Fig. 5, the
pages Ato C are always classified to the follow ng
statuses. (1) Determning pattern 1 Any of the pages A
sl B i 5o vald dtandsstiabl etanghd hecaepy 10f tasedetat beth in
pages A and Bis witten to the page C. However, the
Plagepdyad ghtange Cunst abliéd 423 Det grageniing spantvednd? namely,
The data both in the pages A and B is valid and

alhpi%. However, the page Cis invalid. (3)

Det er mi ni ng pattern 3 All the pages Ato C are valid,
and, T P, 1BnENDf PR RPEFEs AP0 CelPsetngtdnted 4

= _ ; : )
St 5] S R0 BALLET e oy A0S, 9P 01 PR pges
tS C def ehached, t BRErLbe fadRei Syily afdRied YAt khithepage
swtching to the valid page after erasure of the

iswadliidi.page. Thus, it is determ ned that the copy of

the page Cis valid.
: When the power is shut off during updating the data in

the page, at the next start time, it is determined, by
referring the validity and stability of the pages A to C,
the power is shut off at which step of the_writing operation
of the data to the page. That is, if the operation stops at
~any of the statuses 1 to 11 shown in Fig. 5, the pages A to
C are always classified to the following statuses.

(1) Determining pattern 1

Any of the pages A and B is valid and stable and the
copy of one of the pages A and B is written to the page C.
However, the page C might be unstable.

(2) Determining pattern 2

The data both in the pages A and B is valid and stable.
However, the page C is invalid.

(3) Determining pattern 3

A1l the pages A to C are valid and, however, one of the
pages A to C is unstable.

In the determining pattern 1, the copy of any of pages
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In the determning pattern 2, it is determned that
the data is interrupted upon updating the copy
contents of the page C. Therefore, it is deternined
that the page serving as the copy source, nanely, one
of the pages A and B having the larger |atest
information CTCis valid. In the determ ning pattern
3, based on as whether or not the page Cis equal to
one of the pages A and B, it is determ ned just after
t he update of the page C staBbs-or just before ending
the update of the page C, that the data is
interrupted. Therefore, it is determned that the page
ACLNANY £ mect%meoseﬂgcsagé éhgncpqgﬁex%fo&evqltl 4s In
this case, the valid page is stab However, one of

tB8Cermf@d NMHXG: RAELSaS HBSLABLErup el Pave C die GeRiteding
again by wusing the valid page and the invalid page is
tratked. vahiel yegeerdEeroeraspyengf otiee viatvall iphgeigef. t Mbus,

ages A and B to the page Cis added. Even when the
powey detemimedofthaguithagcapdaef nghe heaqmﬁgleamrﬂlld

t abl ata is .restored without corruptin é
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as the nanage pro eSS|ng
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status 1 is a start poin the witing operation
& e doptyesbudaba hembbhe, page & o dhpval ishdpBIBaving

serving as the managenent table is the page A Wen
the Jpowerr ilstest information CTC is valid.

In the determining pattern 3, based on as whether or
not the page C is equal to one of the pages A and B, it is
determined just after the update of the page C starts or
just before ending the update of the page C, that the data
is interrupted. Therefore, it is determined that the page
serving as the copy source of the page C is valid. In this
case, the valid page is stable. However, one of the
remaining pages 1s instable, the page C is copied again by
using the valid page and the invalid page is erased.

The sequence for copying one valid page of the pages A
and B to the page C is added. Even when the power is shut-
off during updating the management table, the data is
restored without corrupting the wvalid page at the next start
time.

Fig. 6 shows a table of the statuses upon switching the

valid page as the management table and processing at the



shut off in the status 1, the determning pattern 1 is
determ ned and the restoring operation is not
necessary at the next start tine. In the status 2,
the page B serving as the witing destination is
erased and the page Ais valid as the nmanagenent
table. In this case, the data in the page Ais wvalid
and the page B is unstable, and the status 2 is
specifically classified into three statuses 2-1 (al
FF), 2- 2 (all 0), and 2-3-(&RG-error). The power is
shut-off in the status 2 and this is determ ned as
the determning pattern 1. The next start tinme does
S0t rthaschd Rperether begeropgr@tﬁ@rbff rirL%eSts@a"E%sés
the erasure of the page B ends, e page Ais

val i dhasStBeuganag@r@mtatlaiolp%lmd tfh@haagelglngsopéfatmn
FF. The power is shut-off in the status 3 and this is

aetdranlade sds dalte det eheal pagey Ppatdret rehl, vaiddt bagaexérving
start tinme does not need the restoring operation. In
Fhehst gepgosmepfietphye Bsithawnage® andhiehe thagponeri ks

alld serving as the nﬁhaggnent table. In this case,
ofdt &ni Ahengtphye G A5 P IR We RELGETR iLnis

&EE%Q&S%%dOEngwkhEiQQS 8§1$%y S fé% unStablnot n% ghgary at

stat us SpeciTl Ca assitied Into

t%teah@%%ssﬂa%t(@uneFF) 4-2 (all 0), 4-3 (CRC error),
4 (page Bis valid as the nmanagenent table

al t howgtheinstahil£)2, e peyer Bi seshuhg0dd tie thi€iting
status 4 and the statuses
destination is erased and the page A is valid as the
management table. In this case, the data in the page A is
valid and the page B is unstable, and the status 2 is
specifically classified into three statuses 2-1 (all FF), 2-
2 {(all 0), and 2-3 (CRC errcor). The power is shut-off in
the status 2 and this is determined as the determining
pattern 1. The next start time does not need the restoring
operation.

In the status_3, the erasure of the page B ends, and
the page A is valid as the management table and the page B
is all FF. The power is shut-off in the status 3 and this
is determined as the determining pattern 1, and the next
start time does not need the restoring operation.

In the status 4, the page B is written and the page A
is valid serving as the management table. In this case, the
data in the page A is valid and the page B in progress of

writing operation is unstable and the status 4 is



4-1 to 4-3 are determned as the determning pattern 1
and the next start tine does not need the restoring
operation. In the status 4-4, the status is

determined as the determ ning pattern 3, that is, the
page Cis equal to the page A At the next start

time, the page Ais copied to the page C and the
invalid page B is erased, thereby acconplishing the
restoring operation. In the status 5, the witing
operation to the page B end3$8 the data both in the
pages A and B is valid and the copy of the page Ais
witten to the page C. Thus, the page A is valid

seewi figeasl vt vd assidgedenhtbabber basacth(ys tdhe (@RLOFEFIY 4-2
deci sion. The power is shut-off in the status 5 and
takl stlat U3 S(CREt ermpned asdt hed dataganimiing vpatitlean 8he
that is, the page Cis equal to the page A At the

T geranyr ttabilee 21thevughgenataklebpi ed to the page C

and e _invalid ga e B is, erased, thereby

accoﬁgﬁigﬁﬂﬁﬁ tfie h&%ﬁﬂ?ﬁi%ﬂ; PHATYE. 4 AnthEhet aqcuses
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status 6, a status 6-1 in which the page Ais valid
Terthengtatd8 4a4, t hiee n@nRgesTeind detfdrtinedswist ehed to
statuses 6-2 to 6-4 of the page B. In this case, the
de4eamiaing Ratherpagestiot arml Bliss paglel ¢ asdeghelpagethe
Cin_progress of erasure is wunstable and the status 6

BigSspeci fircaPPynerhssiaried info the page A is copied to the

page C and the invalid page B is erased,'thereby
accomplishing the restoring operation.

In the status 5, the writing operation to the page B
ends, the data both in the pages A and B is valid and the
copy of the page A is written to the page C. Thus, the page
A is valid serving as the management table based on the
majority deéision. "The power is shut-off in the status 5
and the status is determined as the determining pattern 3,

that is, the page C is equal to the page A. At the next

.start time, the page A is copied to the page C and the

invalid page B is erased, thereby accomplishing the
restoring operation.

In the status 6, the page C is erased, the data both in
the pages A and B is valid and, however, the latest
information CTC of the page B is large (latest). During the

status 6, a status 6-1 in which the page A is valid serving



four statuses 6-1 (for holding the copy of page A,

6-2 (all 00), 6-3 (CRC error), 6-4 (all FF). The

power is shut off in the status 6 and then it is

determined as the determ ning pattern 3, that is, the

page C is equal to the page A. At the next start

time, the page A is copied to the page C and the

invalid page B is erased, thereby acconplishing the

restoring processing. In the statuses 6-2 to 6-4, the

status is deternmined as the 38eternining pattern 2. At

the next start tinme, the page A is conpared with the

page B, then, it is determned that the page B wth

thetharngeiadateas!t thapher ABt LRNtEHEd | €0 Vit d thsdhe-page B-4

is copied to the page C, and the invalid page Ais

ef asledl, pddrerrby Iaccatpl tabepgthledd€stisimngn the pages A

processing. In the status 7, the erasure of page C

&P sB abtl Yad hage Chespape EFin Preeredr afatexasork in

t he ages A and B is valid, the_Fage Bwith the ]

‘11%?5%? § Ak tthenpépiEei BnleTeresstigally sdepisigiad ingo
f.table. The power is shut off in the statys
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the page B, the page B with the larger | atest
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page Bis 40 copied to the page C, and the invalid

dratgpermi nesl esasbd, detbemiebhin@geongpd s H,nghizhe isesthei pgge C

processing. In the status 8, the page Cis witten,

isheala tHootthe pPagehd. paljestie amekiB stmntaltiithe, anbiet hege A

page B with the _ ‘
1s Topied to the page C and the invalid page B is erased,

thereby accomplishing the restoring processing. In the
statuses 6-2 to 6-4, the status is determined as the
determining pattern 2. At the next start time, the page A
is compared with the page B, then, it is determined that the
page B with the larger latest information CTC is valid, the
page B is copied to the page C, and the invalid page A is
erased, thereby accomplishing the restoring processing.

In the status 7, the erasure of page C ends and the

- page C is all FF. Since the data both in the pages A and B

is wvalid, fhe page B with the larger latest information CTC
isrvalid serving as the management table., The power is shut
off in the status 7 and it is determined as the determining
pattern 2. At the next start time, the page A is compared
with the page B, the page B with the larger latest

information CTC is determined as a valid page, the page B is
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| arger latest information CTCis valid serving as the
managenent table. The page C in progress of witing
operation is unstable and is specifically classified
into four statuses 8-1 (all FF), 8-2 (all 0), 8-3
(CRC error), and 8-4 in which the data in the page B
is witten serving as the nmanagenent table although
unstabl e. The power is shut off in the status 8 and
this is determned in the statuses 8-1 to 8-3 as the
determining pattern 2. At tH® rext start tinme, the
page A is conpared wth the page B, the page B with
the larger latest information CTCis valid as the
oapagenent tialsye heanagenB 1hsaCRi Shd & tike HAge G
and the invalid page A is erased, thereby

dbeovab) i atnangp il inhesthel RgsRORERGSHIELeddirighe status
8-4, the status is determ ned as the determ ning

pat t efh the skatupss, t Hee peage C i%s eguiditene the gage Both
At the next start time, the page B is copied to the
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table by the mgjority decision. Wien the power is

Emn dfeftusest Bel $&hl USFP, 8+2i saxetogr,nmisred (grct Beror),
determ ning pattern 3, that is, the page Cis equa

aryl 187 pag@hBchathe hdapexin the page B is written serving
as the management table although unstable.

The power is shut off in the status 8 and this is
determined in the statuses 8-1 to 8-3 as the determining
pattern 2. At the next start time, the page A is compared
with the page B, the page B with the larger latest
information CTC is valid as the management table, the page B
is copied to the page C, and the invalid page A is erased,
thereby accomplishing the restoring processing. In the
status 8-4, the status is determined as the determining
pattern 3, that is, the page C is equal to the page B. At
the next start time, the page B is copied to the page C and
the invalid page A is erased, thereby accomplishing the
restoring processing. |

In the_status 9, the writing operation of the page C

ends, the data both in the pages A and B is valid, and the

copy of the page B is written toc the page C yvet, thereby
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time, the page Bis copied to the page C and the

invalid page Ais erased, thereby acconplishing the

restoring processing. In the status 10, the invalid

page Ais in progress of erasure, and the page B is

valid as the managenent table. |In this case, the data

in the page B is valid, and the page A in progress of

erasure is unstable and the status 10 is specifically

classified into four statuses 10-1 (valid although

unstable), 10-2 (all 0), 16-31(eRC error), and 10-4

(all FF). The power is shut off in the status 10 and

this is determined in the status 10-1 as the

deterrini g BNl tRMNA Bpagkhdt sksvihheaPags %alr%g%%é?l_tt table

to the page B. At the next start tinme, the pade B is

boptrd majéherpageiGiand t fBeni oMEl hevdA T AHE off in the

erased, thereby acconplishing the restoring

pEatessPngit 15 defergtiakdses the2débediinding pesttiesn 3,

determ ned as the determning pattern 1 and, at the

RRRE izt obhe thafe G He ecesedr fAgtbpePage dh | Athdthe next
ecess 7 shows the status transit of, th

RS o PAD R &0 EPRaotnEor LBt orrviy o ikl TALE

nor @l £ Ch o | 09 of . man,

PR O e, e B OCECS I R T T
Fefeddifde menory and when the power is shut-off
during the switching processing. At the start tine of

the vmi thegsopeoaat 10N tHe pagaaiBd d-e page Ani prvgréds of
the page Bis invalid, and the page C

erasure, and the page B is valid as the management table.

In this case, the data in the page B is valid, and the page
A in progress of erasure is unstable and the status 10 is
specifically classified into four statuses 10-1 (valid
although unstable), 10-2 (all 0}, 10-3 (CRC error), and 10-4
{all FF).

The power is shut off in the status 10 and this is

determined in the status 10-1 as the determining pattern 3,

that is, the page C is equal to the page B. At the next

start time, the page B is copied to the page C and the

invalid page A is erased, thereby accomplishing the

restoring processing. In the statuses 10-2 to 10-4, this is
determined as the determining pattern 1 and, at the next
start time, the restoring operation is not necessary.

Fig. 7 shows the status transition of the management
table using the restoring operation during the normal

switching processing of the management table in association
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hol ds the copy of page A that is, enters a status I.

-During the erasure of page B, this status | keeps.

When the power is shut off in the status |, this is
determ ned as the determning pattern 1 and the
status does not change. Next, the page Bis witten,
the data both in the pages A and Bis valid, and the
page C holds the copy of page A, that is, shifting to
a status Il. The power is shut off during the
transition fromthe status-l42o-the status Il and
then this is determ ned as the determning pattern 3.
The restoring processing at the next start tine
WLt e WpRlatd ffUshbkl dheat HEePTBY I QUS RS ahd Nﬁéh the
t he page is erased, the data both in the pages } A
powkB ilsS shalt-dffagdring pageswidchimy Prcdesshay.i s,
the status shifts to a status IIl. The valid page
ser viRftigths sthetnbigerknthd abliding owetrehédnfodbnpade B,
page A to the page B. The power is shut off during

ke Ftarg@nﬁ fifoafligm £he P3gatBisiy Iinwtikk spsk §&el ppoe C

n this is determined as, the determni
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after witing t ep Next, the page C1s Witten,
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the page C hol ds the copy of page B, that is, the

- ettatrud nd hipf pattera st ahdisthé éﬁuiqym&meSlmotshuhngéf

during the transition fromthe status |1l to the
st at HexV, afphe tibeege thiiss ivgidéeer ntheddasatheth in the pages

Zggg%rglggngalld and the page C holds the copy of page A,
that is, shifting to a status II. The power is shut off
during the tranéition from the status I to the status II and
then this is determined as the determining pattern 3. The
restoring processing at the next start time returns the
status ITI to the previocus status I.

Next, the page C 1s erased, the data both in the pages
A and B is valid, and the page C is invalid, that is, the
status shifts to a status III. The valid page serving as
the management table is switched from the page A to the page
B. The power is shut off during the transition from the
status II to the status III and then this is determined as
the determining pattern 2. The restoring processing at the
next start time advances the status III to a next status IV
after writing the page C.

Next, the page C is written, the data both in the pages



pattern 3. The restoring processing at the next start
time advances the status V to a next status VI after
erasing the page A Next, the page Ais erased, the
page Ais invalid, the page Bis valid, and the page
C holds the copy of page B, that is, the status
shifts to the status VI. The power is shut off during
the transition fromthe status Vto the status VI and
then this is determned as the determining pattern 1.
The status does not change—- ®Ble-status VI is the start
point of the witing operation of the page A After
that, the pages A and B are inversed and the
BbONE-BIEIH eted, S taidU S Her pagkt tORc1&PeAtS ¢ fp}g 0B page B,
shows a flowchart for processi ng sequence 0
tererig nitipe Ftetessishg fob theavatathpage ahd R@wer is
managenent table and the restoring operation. The
ﬁ?lb"cé%%ﬁ el ddee trpgsakéeont Bromt thdestrrbits SHIAr tto the
nme when the power is shut off. Hereinbelow, four

SHeeR b b e &ds Fﬁcfia*él?ﬁlﬁl’éed sal‘fatUSe Ot e Bk

h I r 4t (except for al % us O%CE% _ .
é%?eilthe page i's alt 88, Ps ?5?%%1 ® 3h éhﬁ X gL time
adiﬁaafcre%ctth(ae&%%%sf 9rcal b ke opdh sl afis Al %I‘MAHBB the
the page is all . 44 First, the statuses of
mage A to C are deternlned (|n step S1). The
conmbi nation of the pages Ato Cis determned (in
st epN&2}. Wherpade Page ordsed,nthhepatat BSiH0inthBid, the
page B is in
page B is valid, and the page C holds the copy of page B,
that is, the status shifts to the status VI. The power is
shut off during the transition from the status V to the
status VI and then this is determined as the determining
pattern 1. The status does not change.

The status VI is the start point of the writing
operation of the page A. After that, the pages 2 and B are
inversed and the above-mentioned status transition repeats.

Fig. 8 shows a flowchart for processing sequence of
determining processing of the valid page as the management
table and the restoring operation. The processing sequence
is executed at the next start time when the power is shut
_off. Hereinbelow, four statuses are defined, including a
~status 00 in which CRC is correct {except for all 00},
status 01 in which the page is all 00, status 10 in which

CRC is incorrect (except for all FF), and status 11 in which

the page is all FF.



the status except for the status 00, and the page Cis
in the. status 00, the status is determ ned as the
determining pattern 1 and then the page A is used as
the valid page (in step S3). Wwen the page Ais in
the status except for the status 00, the page Bis in
the status 00, and the page Cis in the status 00,
the status is determ ned as the deternmining pattern 1
and then the page B is used as the valid page (in

step S4). Wen the page A is%n-the status 00, the
page Bis in the status 00, and the page Cis in the
status 00, the status is determ ned as the

det erFiinfitng thet sérhules| oft the pagse A ito is aakeakedrkdned
see if the page C has the sane data as the page A (in
§iRpsiey  Siihen Thse Oya@en@thas vhetbanpageatia @s  he

| ect ed th lid f
BBt T Sen 5200 cten Sy, On the contrarys
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in the status the page B'is In sta

the spagesC (s Itlhlet Beast:at Us @xesphided AP thteh%e%te%yﬁlng
00, the status is determ ned as the determ ning

Rﬁﬁﬁ%ﬂﬂwI3anﬁnthhnstbaspag¢hk iatwesdd iadf ahEatia0adChEgeS (in
conpared between the pages A and B (in step S6). Wen
4% S3dt-est information CTC of t he page A is larger

(thahhgg’the page A is in the status except for the status
00, the page B is in the status 00, and the page C is in the
status 00, the status is determined as the determining
pattern 1 and then the page B is used as the wvalid page (in
step S54).

When the page A is in the status 00, the page B is in
the status 00, and the page C is in the status 00, the
status is determined as the determining pattern 3. 1In this
case, it is checked to see if the page C has the same data
as the page A (in step $5). When the page C has the same
data as the page A, the page-A is selected as the valid page
of the management table (in step S87). On the contrary, when
the page C does not have the same data as the page A, the
bage B is selected as the valid page of the management table
{in step 88).

When the page A is in the status 00, the page B is in

the status 00, and the page C is in the status except for



| atest), the page Ais selected as the valid page of

the managenent table (in step S7). If not so, the

page Bis selected as the valid page of the

managenent table (in step SB). Wien the page A is

sel ected as the valid page (in step S7), the page A

is copied to the page C, that is, the page A is

erased and witten (in step S9), and the invalid page

B is erased (in step S10). Wen the page Bis

selected as the valid page—-i4% step S8), the page B

is copied to the page C, that is, the page B is

erased and witten (in step S11), and the invalid page
Ahei stetasetl (ithstaptdll)is bBtbPR1A8§C O uROMUNALIA ng
of pages Ato C other than the foregoing, 1t is
deteermned a abrier ralse(i Bhat ERt&IB) in Adthd thierremiTcr € 5
processing routine ends. Fig. 9 shows a flowhart for
PPEeasst e vmpiende Pegesdat endi Ai hin téeestf)usedheh the

ihe gages Ato Cin step S1 shown in Fig. 8. First,
FLELt IR 19 620 PECRES oPaghed phyelargar righagsis,

0C ' target is.correct (j.n step S21). Wen
14 or RN M R0Th LR1BoEEG S e NP hee S5 the
ﬁéﬁﬁqg ' tont Becst s 0P:(JNo ste 2)icae B is
Furt g&%h%¥d%¥§ é%ecggdétgggée ?¥(¢£%:%Bfﬁgéb n ina

-gElgetad) ald tB0 GhlidShefe S28) endMidhd ety teBReNGL A0step
page is all 00, the status is
s8).

When the page A is selected as the valid page (in step
57}, the page A is copied to the page C, that is, the page A
is erased and written (in step S59), and the invalid page B
is erased (in step S10).

When the page B is selected as the valid page (in step
58), the page B is copied to the page C, that is, the prage B
is erased and written (in step S11), and the invalid page A
is erased (in step S12).

In the case of combination of pages A to C other than
the foregoing, it is determined as abnormal (in step S13)
and the entire processing routine ends.

Fig. 9 shows a flowchart for processing sequence for
determining the statuses of the pages A to C in step S1
shown in Fig. 8.

First, it is checked to see if CRC of the page serving
.as the processing target is correct (in step 821)..

When CRC of the page is correct, the page status is
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set to the status 01 (in step S24). Wen CRC of the

page is not correct (in step S21), the page status is

tenporarily set to the status 10 (in step S25).

Further, it is checked to see if the corresponding

page is all FF (in step S26). Wen the correspondi ng

page is all FF, the status is set to the status 11

(in step S27). The enbodi nent of the invention

referring to the acconpanying draw ngs has been

descri bed. However, it shoul4b be understood that

vari ous changes and nodifications thereof could be

made by one skilled in the art without departing from

thempSRiarit yoseSCOperid diddsnventiiansasy €l neq:"d]ﬂ:her, it

t he appended cl ains. According to the enbodlnent of

tilse cheegedt tonventidrthe e rdapandsngr pegdl BHIBS 00 (in

witten to the non-volatile nmenory in the IC card.

Fé®EVEES ) the present invention is not limted to

this. That is, the problemof data corruption due to.

t he uWé‘?c‘be‘i}ieedzoéfl"FWPSPfilBEePaﬁﬁohs odlbdifer the tatus is
sure it oper ati on not limted to the

SEsbe. ? it T RS Sre Be\%z?é

on- con conmuni ca *such as the | C card.

FOf MMR% otfh%her5§68t iENYEPTLON 4 & %%’t% s2%), the

the erasure - ertlng operati on,

pxer sehtshork ﬁéhﬁﬂﬂﬁ?ﬂm%dsekoté HHQ'S@%EHE”ED(¥1n step
anot her information device including the non-volatile

#2bbr y Furthermsirte iandherketdngoopes at f othe ajutddignaling
battery serving as a main power supply is
page is all FF (in step S526).

When the corresponding page is all FF, the status is
set to the status 11 (in step $27).

The embodiment of the invention referring to the
accompanying drawings has been described. However, it
should be understood that various changes and modifications
thereof could be made by one skilled in the art without
departing from the spirit or scope of the invention as
defined in the appended claims.

According to the embodiment of the present invention,
the data is erased and is written to the non-volatile memory
in the IC card. However, the present invention is not
limited to this. That is, the problem of data corruption
due to the unexpected shut-off operation of power in the
erasure and writing operation is not limited to the non-

contact communication device such as the IC card. For

example, the present invention is embodied, in the erasure
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suddenly detached and when a cartridge is detached
fromthe device nmain body during the erasure and
witing operation. } The present invention is

di scl osed wth the enbodi nent the present invention

is not limted to this precise enbodinent. The
under st andi ng of the essentials of the present

i nvention needs the consideration of the appended
claims. J 48 - WHAT IS CLAIMED IS: 1. An information
processing device for controldling a data witing
operation to a nenory for witing data after erasure

t hereof, wherein said nenory conprises a data area and
ang)agei t iran agesriti drabkieafl thier sitdondhidrhbPages sh@tered
managi ng arrangenment information of the data area,
anda detlerid Monchemagether hofdimgrimal idbardearigetedting
information in accordance with the conbination of
Ehepevolgtidsi gemoryt fos eRppUrparped WiZtigg operation
in%ornatiogFg{ocessin .device for controlling_a data

WY ShEPEEREN C6FXIRENBF y2 FB7 1Ry SYRPA Yalfer
i | . . . .
§&<§(§éﬁl‘°y Jé%ra%&feg \Qggr FhinsSg! Qagfﬁfcgec%e ]E:J.Is:rgc{é Sag:%te%,l rfaom the

managerent tabl ¢ conmprising tl _
Pegese TinMBBag AdriAL" 8A8CERAL ul IR0 Rf Bedatfon.

area, and said information processing device
conpfrheepresent invention is disclosed with the embodiment
the present invention is not limited to this precise
embodiment. The understanding of the essentials of the

present invention needs the consideration of the appended

claims.



page updating neans which erases and wites valid
arrangenent information to one of said first and
second pages in accordance with the data update of
the data area; valid page determ ning nmeans which
determ nes whether or not said first and second pages
are valid; page copying neans which erases and wites,
to said 49- third page, data in the page that is
determ ned as valid by said valid page determ ning
nmeans; and page erasi ng neandswhi ch erases the page
that is determned as invalid by said valid page
determi ning neans. 3. An information processing
Wext ces aagoiMimad.o G aim 2, wherein, when one of said
first and second pages stores valid arrangenent
i nformati on, said page updating neans erases and
wites new arrangenent information to the other page
of sdi.d Anr dnfamyaséonnorpagesiio dessipengert cohheolatag a
update of the data area. 4. An information processing
W CB idcldet dinsgatdoanfo aneendry| BPpevi ttigs dake rEitAr
sal first and second pages have a |latest-infornmation
TS 5§t g whet her or not the storage contents
ther %ﬁgréiﬁ aC()n ]:ll%gal gf ranEt Iagg S pa e

i ndi cati ng er or Witrng operati

i nddiehedi! %ﬁ%@@eﬁtf EQ&QE”@&' %ﬁi‘dpat&@s #At ?réttnaglng

information normally ends, and said valid page

dnteergrinenng i nEarmadebar 6F nelse WM Gh 2a86 ansl valid as a

managenent table by referring to the | atest-
determines the page for holding valid arrangement

=

information in accordance with the combination of statuses

of said first to third pages.

2. An information processing device for controlling a
data writing operation to a memory for writing data after
erasure thereof,

wherein said memory comprises a management.table
comprising three first to third pages for managing
arrangement information of a data area, and

.said information processing device comprises:

pPage updating means which erases and writes wvalid
arrangement information to one of said first and second
pages in accordance with the data update of the data area;

valid page determining means which determines whether
or not said first and second pages are valid;

page copying means which erases and writes, to said
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information field and the valid-information field of
said first and second pages. 5. An infornmation
processi ng device according to any -50- one of clains
2 to 4, wherein said information processing device
further conprises: stage determ ning neans which
determnes a data witing stage at the occurrence
time of power shut-off operation based on the
validity and stability of saLd45ijst to third pages,
at the next start tinme when thé power is shut off in
progress of the data witing operation. 6. An
informati on processing device according to Claim 5,
wWhBLEANPRSF d Faiia riattiten PEE6CcERE ngs desieeningd e valid by

restoni nmeans whi ch starts a restoring

conpr,i Ses;

oﬁgﬁgthilgfpaQ%e YOG Be5R5é @BPr esponding to

the d i . t.h ti f .

bover LSt e Lager el et e e e Breotss g
o, ! P (

S¥t§fhfﬁéﬂ”é§'¥hd€il§ %g”kaﬁd %Qf{?a&x§%3ﬁ§¥%%%gﬁéﬁdmgans.

said first and secon ges I's va
copy of a valid one of said first and second pages is
witten to said third page, said stage determ ning

means 3det &R i mesrnatsiton perodssaing davece ipteording ttre Claim
tage fromthe erasure of an invalid one of said first

nd "OEEEAR pdBBR P o F evdid i Ypamgk iserong PRESYasteres

p! gll gdf E?Egnagrlngng ef’ rtw_ P <§r|n|r?aqc inc!sna,n Ss a('}.e %%rgen %Sfadtartl_%xgorqg ar? ;

erases and writes new arrangement information to the other

page of said first and second pages in response to the data

update of the data area.

4. An information processing device according to any
one of claims 2 to 3, wherein said first and second pages
have a latest-information field indicating whéther or not
the storage contents thereof afe latest and a valid-
information field indicating whether or not the data
writing operation of the arrangement information and the
latest information normally ends, and

said valid page determining means determines which page
is valid as a management table by referring to the latest-
information field and the valid-information field of said

first and second pages.

5. An information processing device according to any



and second pages whose copy is witten to said third
page is - 51 - valid and restores the valid page. 8.
An i nformation processing device according to O aim
6, wherein, when one of said first and second pages is
valid and stable and said third page is invalid, said
page copying neans determnes that the data is
interrupted at the stage of erasing the data to said
third page, and said restoringgyeans deternnes that
the page determined as a valid page by said valid
page determning neans is valid anong said first and
second pages,, and, restores the valid page. 9. An
i RFGr n%f i o Bcedsi g devi CESREdt disAg St oltf arprtion
j ' .age 1 i ng means determ nes based
gﬁﬁggégaﬂﬁ%ﬁk%ﬁggbggggﬁ59¢??%@rﬁﬁﬁhsecond pages said

third fagR detc@fiahngomubes hotdh said finsk Qngata writing

second pages are valid and one of sal Irst an

seicoye glagese icgcunstabéet ihBeotapdwer Sshut-JffURkRGation

just after starting the update of said third page or

jRatedafrortdia valédd tyf angdatebihétgodf said séixst to third

restoring nmeans copies, to said third page, the page

RAGSi 1Hd he ROVA| PEAPRGBIRg WarR HirdDEerm hRG Off in
non id. first and second pages, and erases

Eﬁgﬂéﬁbé © e?angﬁta gt hn?nQ%ﬁ?%f of said first

and second pages. 10. An information processing nethod

for controlling a -52- data witing operation to a

menor g, f gin Wrifdh@tdahapabb8Esing device according to Claim
5, wherein said information processing device further
comprises:

restoring means which starts a restoring operation of
the data in the page corresponding to the daté writing stage

at the occurrence time of power shut-off operation.

7.  An information processing device according to Claim
6, wherein, when one of said first and second pages is valid
and stable and a copy of a valid one of said first and
second pages is written to said third page, said stage
determining means determines that the data is interrupted at
the stage from the erasure of an invalid one of said first
and second pages to a rewriting operation to the valid page,
and

said restoring means determines that one of said first

and second pages whose copy is written to said third page is
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erasure thereof, wherein said nenory conprises a
managenent table conprising three first to third
pages for managi ng arrangenent information of a data
area, and said informati on processi ng net hod
conprises: a page updating step of erasing and witing
valid arrangenent information to one of said first
and second pages in accordance with the data update
of the data area; a valid page determ ning step of

det erm ni ng whether or not Sdid first and second
pages are valid; a page copying step of erasing and
witing, to said third page, data in the page that is
del bd e drastoresalthd vRaga pxgsai d valid page

determi ning step; and a page erasing step of erasing
the page that is determned as an invalid page by

said valid pa%e determning } step. 11. An

i nf ofmat P8n 1ptecratioy preedrabiagcdetiing rocoCiang 1@, Claim
éherein,_mhen one of said first and second pages

t

OFE Pt oY SRGeREnBai A B FEk iR Sasosdi gagagels valid
éﬁﬁkgﬂégie 3 %ﬁSaﬁgm%ﬁ££§Pﬁ§ ergslfﬂﬁg%% Eh%gébngégzggpying

and 1s witte € 0 page o

SRGNHPRIBS nleR EBIROPSE d&@atﬂ§.fkgé}fﬂﬂ%%EEantﬁgestage
data area. 53 12. An information processing nethod

ot cofadiing the dAYaobe Shig! ehiwd Kade) Lhd Wherein said
first and second pages have a |latest-information

fiel daiddreatonipohstdrer dgternines that the page
determined as a valid page by said valid page determining

means is valid among said first and second pages, and

restores the valid page.

9. An information processing device according to Claim
6, wherein said stage determining means determines based on
as which one of said first and second pages said third page
is equal to when both said first and second pages are valid
and one of said first and second pages is unstable, the data
is interrupted just after starting the update of said third
page or just before the end of update thereof, and

said restoring means copies, to said third page, the
page determined as a valid page by said page determining
means among said first and second pages, and erases the page

determined as an invalid one of said first and second pages.

10. An information processing method for controlling a



not the storage contents thereof are latest and a
valid- information field indicating whether or not the
data witing operation of the arrangenent information
and the latest information normally ends, and in said
valid page determning step, it is determ ned which
page is valid as a managenent table by referring to
the latest-information field and the valid-information
field of said first and second pages. 13. An

i nformati on processi ng net ho@2according to any one of
clains 10 to 12, wherein said information processing
nmet hod further conprises: a stage determ ning step of
deterwiiting apdabaibhi tbng méhage Ar WG tAegUHEEACEfter
time of power shut-off operation based on the

st swie ychemdodt,abi ity of said first to third pages,
‘at the next start time when the power is shut off in
progEsEedn aEA JBETBONY | FIURY iwer at mehagenenpntable

i nformation _processi ng nmethod according to C aim 13,

%&{‘&%re‘j%@aitagﬁﬁf HhEET BN PROERRART ROENBADRAEPHer
H£HYLAHJFeht ?n?ggﬁggﬁﬁg gkeg éﬁt%“§¥gg ng a restoring

operdtion o ata in the pdge correspondi ng

to tBgidalArdrhd ¢ 1h P8R sAhgt BELAGGUESRPEEsdd Me Of
power shut-off operation. 15. "An i nformation

pr ocessady umidtich Ao elr@ siGhakAt 1dc i vhes efdnid
when one of said first and second pages is valid and
argpidengntd anfopyabionm waldnk arfe sefids&idsti astl second
pages in accordance with the data update of the data area;
a valid page determining step of determining whether or
not said first and second pages are valid;
a page copying step of erasing and writing, to said
third page, data in the page that is determined as a valid

page by said valid page determining step; and

a page erasing step of erasing the page that is

determined as an invalid page by said valid page determining

step.

11. An information processing method according to
Claim 10, wherein, when one of said first and second pages
stores valid arrangement information, in said page updating
step, new arrangement information is erased and is written
to the other page of said first and second pages in'response

to the data update of the data area.



and second pages is witten to said third page, in
said stage determining step, it is determ ned that
the data is interrupted at the stage fromthe erasure
of an invalid page of said first and second pages to
arewiting operation to the valid page, and in said
restoring step, it is determned that one of said
first and second pages whose copy is witten to said
third page is valid and the valid one of said first
and second pages is copied_ 6. _An information
processi ng nmet hod according to Caim 14, wherein,
when both said first and second pages are valid and

st abl g, an saJd third is invalid, . in said pa
conyi " orheb ek PR or2 5 s THeL m?ialaoﬁa%%%dmgg to

bﬂﬁ;%ﬁé‘péﬁdcﬁ%:_ daheiostt%ggl é@émg {1{‘3 @'Hts 2889004

hird page, in sal fes oring step,
gag@g mhaes d magtééteﬂ%%ma@@bﬁrm@@g §§d§cé[@iﬂ<§j Af&er or
by said valid page determning step is valid anong
sat dtie rstoragk sendrthtgEFadesreaidadd latest0ses 4 healid-
valid page. 17. An infornation processing method
é%@@?@ﬁ?&Pﬂ(le1¢u#ﬂdm£aHMmgr@hﬂthﬁrsardnetaghe data writing
det ernmj ni ng_st ep, is determ ned based on as which

DHETOF I ¥hi Y i ta%ifﬁdl%‘é@&ﬁd infegeatiandapdi Fae phyeests
d, first, and d
it S R e

one o ond pages is

unst ap) ega {d e Aol diyd HASANEL S Wekp2T 48 16 determined

~which page is valid as a management table by referring to

the latest-information field and the valid-information field

of said first and second pages.

13.  An information processing method according to
any one of claims 10 to 12, wherein said information
processing method further comprises:

a stage determining step of determining a data writing
stage at the occurrence time of power shut-off operation
based on the validity and stability of said first to third

pages, at the next start time when the power is shut off in

" progress of the data writing operation.

14.  An information processing method according to
Claim 13, wherein said information processing method further
comprises:

a restoring step of starting a restoring operation of



starting the update of said third page or just before
the end of update thereof, and in said restoring
step, the page determned as a valid page by said
page determ ning step anong said first and second
pages is copied to said third page, and the page
determ ned as an invalid one of said first and second
pages is erased. 18. A conputer-readabl e conputer
program for executing processing for controlling a
data writing operation to a 2>Aenory for a witing
operation after erasure thereof on a conputer system
wherein said nenory conprises a nmanagenent table -
thapdais ngh e eader sbriespbh thPageStHOGIANAF i RIng stage
arrangenment information of a data area, and said
gonphe ercpromrarm ¢onpr bSepowar palget tpfitdgegastiep .of
erasing and witing valid arrangenent information to
one of said first and second 56 pages in accordance

with._ the ggta g date of the data area; a valid, page
det efiirni fif <P Brla?tb%& RTAGRSTG A BekBPIoACCABEIRG| &P

didst Apd.sRoand pages gre YalLdig a-page copylng, ste
of erasi'ng an _m(itlng,S?g %gi%ai%ﬂ?gﬁgbéﬁg$%aggﬁa!Hgges
1he0age ahlints ths18eL8E M NEGL RS A ¥ Ad 14 g RALE oY s58kde ot
val id page determ ning step;” and a page erasing step
w0fd eveasindg paliespagewthaten Sto datief rAHIed @agan kAVahid
page by said valid page determ ning step.
stage determining step, it is determined that the data is
interrupted at the stage from the erasure of an invalid page
of said first and second pages to a rewriting operation to
the valid page, and

in said restoring step, it is determined that one of
said first and second pages whose copy is written to said

third page is valid and the valid one of said first and

second pages is copied.

16. An information processing method according to
Claim 14, wherein, when both said first and second pages are
valid and stable and said third page is invalid, in said
page copying step, it is determined that the data is
interrupted at the stage of erasing the data to said third
page, and

in_said restoring step, it is determined that the page
determined as a valid page by said valid page determining

. step is valid among said first and second pages, and
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restores the valid page.

17. An information processing method according to
Claim 14, wherein in said stage determining step, it is
determined based on as which one of said first and second
pages said third page is equal to when both said first and
second pages are valid and one of said first and second
pages is unstable, the data is interrupted just after
starting the update of said third page or just before the
end of update thereof, and

in said restoring step, the page determined as a valid
page by said page detérmining step among said first and
second pages is copied to said third page, and the page
determined as an invalid one of said first and second pages

is erased.

18. A computer-readable computer program for executing
processing for controlling a data writing operation to a
memory for a writing operation after erasure thereof on a
computer system, wherein said memory comprises a management
table comprising three first to third pages for managing
arrahgemeht information of a data area, and

said computer program comprises:

a page updating step of erasing and writing valid

arrangement  information to one of said first and second



pages in accordance with the data update of the data area;

a valid page determining step of determining whether or
not said first and second pages are valid;

a4 page copying step of erasing and writing, to said
third page, data in the page that is determined as a valid
page by said valid page determining step; and

a4 page erasing step of erasing the page that is
determined as an invalid page by said valid page determining

step.



