VWEB SERVI CE PATTERNS FOR GLOBALLY DI STRI BUTED SERVI CE FABRI C BACKGROUND

[ 0001] Web-based applications include files that are | ocated on web servers
al ong 5wiwb 2detm4t9at i s stored in databases. For exanplrel/ush@nmessre a

| ar ge number of servers |ocated within different networks to handl e the
traffic that is directed to the service. These networks often have

unrel i abl e conmuni cations as well as conputers and software that are

unreliable. Managiyig $PRVIEEPATIENNO FORNGLOBATISY PESMRAFUTIGL | ncl udes a
| ar ge nunber of servers is a tine consum ng Process that requires a |l arge

operations staff that is subjectSEBVI@E Cerror. SUMMVARY [0002] This
Sunmmary is provided to introduce g of concepts in a sinplified
formthat are further described beﬁbw in the Detailed Description. This
Summary is not[004 dvebepsedmppentiviy ipclhdnfiltethetrecaed assdnreials gt ur es of

the claimeq;subl, ok 15%{;&{11 da{&B sed. %%%k&n#l@ttﬁe?éjﬁgaﬁ&gé’&n‘rh%ﬁgfosggv]eﬁs” aid in

determ ning the scope o al ne éct matt
i denpot ent laatédastjamcmiffﬂnmmnsm@mslto batdiathe paf(ﬁgﬂ&mdmgctedmoeha‘ soace( Afkye t hat
can not rel oﬂ<s ¢ a er 1.9 receive

net tFl’l Lav.fﬁlnreh?bqe 8omm}11r|11(§atllpns as C)ﬁ as cgm%ﬁ{%ré ware arg

and process eques sys emi cooroh nation
servi ce t hatretigdei Mesagingghegicmtiosd cﬁfghetdiﬁné\EHrwt@thmencﬂmdemaUmQ@mLenmpef ations

and get operations.relating to th Oonl i ne servige. Fo l.e, the API
e Ses hSi R S B et RORr it Pt i I e R G
machi nas, pembk©EdIrng configurati on changes on servers, Virtual Ivachl nes

(VMs), as well as performng other tasks relating to the managenent of the
online service. Receiving and proc RYsame APl call nmulti ple times

results in a sao] r[ﬂﬁs@uhrma?ﬁﬁ&@'fde@%ﬁﬁb&ﬁk%lgﬁoﬁﬂﬁw NGSimplificll0004]
FIGURE 1 illustrates a nager system for nmana h!é%élnetwor s that are

associ at ed fofinthatgge @Hh?rrﬂéS%lé?%eé@V ingthe RetgidedDesgiiptiont garbhe neer vi ce;

BO?OS] FI G déd &1aURIAAK S P EreIBNRAS al (A MG ARARE SifecRRE@SRRE at ed
al abases;
15  itintended to be used as an aid in determining the scope of the claimed subject matter.

[0003] An idempotent and asynchronous application programming interface (API)
that can not rely on a reliable network is used by a cloud manager to receive and process
requests. The cloud manager system is a central coordination service that receives
requests using the API to perform update operations and get operations relating to the

20  online service. For example, the API includes methods for deploying machines, updating
machines, removing machines, performing configuration changes on servers, Virtual
Machines (VMs), as well as performing other tasks relating to the management of the
online service. Receiving and processing a same API call multiple times results in a same
result.

25 BRIEF DESCRIPTION OF THE DRAWINGS

[0004] FIGURE 1 illustrates a cloud manager system for managing networks that are
associated with an online service, such as a content management service;

[0005] FIGURE 2 shows a cloud manager including managers and associated
databases;

30 [0006] FIGURE 3 shows an exemplary job record stored within a row of a database;

[0007] FIGURE 4 shows an example system for a network including front-end and
back-end servers for an online service;

[0008] FIGURE 5 illustrates a computer architecture for a computer;



30[ 0006] FI GURE 3 shows an exenplary job record stored within a row of a
dat abase; [0007] FIGURE 4 shows an exanple system for a network

i ncl udi ngwbrortosersd and back-end servers for an online ®emxiSe@;1/0533008]
FIGURE 5 illustrates a conputer architecture for a conputer; [ 0009]

FI GURE 6 shows a cl oud rmanager for an online service that receives requests
froma web service APlI; and [0010] FIGURE 7 shows a process for using a
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[0013] FIGURE 1 illustrates a cloud management system for managing networks
that are associated with an online service. System 100 illustrates cloud manager 105 that is
connected to and manages different networks potentially distributed across the world.

20  Each of the networks is configured to provide content services for one or more tenants (e.g.
clients, customers). The networks may be hosted within a cloud service and/or in an on-
premises data center. Cloud manager 105 is used in deploying, configuring and managing
the networks. The cloud manager is configured to receive requests through an idempotent
and asynchronous application web service application programming interface (API) 150

25  that can tolerate intermittent network failures.

[0014] As illustrated, cloud manager 105 comprises work manager 110, machine
manager 115, application specific manager 120, scripts 130 and a central repository, such
as data store(s) 140 (c.g. databases). The functionality that is not included within one of
the illustrated managers may reside in some other location of the cloud manager.

30  According to one embodiment, application manager 120 is a SharePoint tenant manager
that comprises SharePoint specific logic.

[0015] Work manager 110 manages the execution of tasks and enables scheduling
and retry of longer running tasks. Work manager 110 starts jobs stored in job queue 112

and keeps track of running jobs. When a predetermined time has elapsed, work manager
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di fferent purpgees- §&lbtsqmmoﬁﬁg&r£@to%€o&é s%?tsrﬁwaﬁa%xé&%q t§ BerRfBh
configurations of machines in one or nmore of the networks, changing
settings omoresailygicloud unigsnl Ardaenetpiyon oaier o @hhymEtwREd. Dnaeiy
dat abase, a@\‘ﬁ%ﬁ% %rﬁe){sqm) ARG 2RBEOLDRA PotRR AR ns. TBY &ahPRARE:Bis t&haNge

schenas,
30  performed on a network (e.g. Network 1, Network 2, Network 3) may be stored locally to

that network. The scripts may be used for many different purposes. For example, the
scripts may be used to perform configurations of machines in one or more of the networks,
changing settings on previously configured machines, add a new VM, add a new database,

move data from one machine to another, move tenants, change schemas, and the like.



According to one enbodi nent, the scripts are Mcrosoft's Power Shel |
scripts. Qher programm ng inplenentations may be used. For exanple, a
conpi | ed wodbrosemel y- bound programm ng | anguage may beP0Sa$2010/0533p6 enent
the functionality. Scripting, however, is a fairly concise | anguage to
express many of the tasks that are to be perforned. 5 Progranm ng the

equi valent in a progranmm ng | anguage, such as C#, would often require much
nor e ver bos@ch IRk enBRt @it @int, IRQcHAL AR 1MicRLS absPerbRlRy RAPRJoaERani ng t hat
mul tiple versions of underlying code-bases can be targeted w t hout having
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may be conppicHicTRENhARS réieer Mi@fosmbha‘rémt@.emg%u@}ﬂgpdﬁaeﬁioa%\ﬁ@gé)u@nd ot her
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image files. According to an enbodi nent, farns usually have a sanme version
of image f i egultieoaopetaedohdiseigiceomoitshaardyo diignbnthe neheorkomexvackdé i mits are
managed by . ¢l : ot B vy al i zing
tho. nachi neLngnf i TN A GURHCERE, Yhh Bl ol BEDKDNK ol bot?

net wor k. EdeployrednvoGineradly, 4 mativorfenayrventarue togrewfzalong af iegetvaeigndNemivor k 1) .
Accordi,pg to_an iLen n k 1S consi ingle ¢l uster of
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the network. . .The .machines . in the networ ener al are. tightly coupled and
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wi t hi n” 5ealRBPeRY Bretfieeachiges Batagnprariiopgh £ ORFE IR ELTBHC such as

M crosokt machines. According to an embodiment, cloud manager 105 configures the machines

within a network with multiple versions of the image files. According to an embodiment,
farms usually have a same version of image files.
[0020] According to one embodiment, the software limits are managed by the
cloud manager system 100 within the network by virtualizing the machines and managing
30  independently acting “Farms” inside the network. Each network may include one or more
farms (e.g. see Network 1). According to one embodiment, a network is considered a
single cluster of network load balanced machines that expose one or more VIP (Virtual IP)

to the outside world and can route that traffic to any of the machines within the network.
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Shar ePoi nt) and are sharing a common configuration database to serve
specific tenants and site collections. 10[0022] Farnms can contain

het er ogeneous sets of virtual machines. Coud manager 105 nuintains a "farm
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in the 25c ext of a _nmassiyel aIabI service. Th | s assune
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are identi &gpt)enwlfrﬁf)%ﬁm%%ﬁ%rﬁ@d tererabitapmwEederaesann v aticnmiifager 105 i s

desi gned t@xﬂﬁply%Bmeﬁtlfaﬁﬂs%reqﬁpsa%ﬁsshaﬁpélﬁtlﬁﬂﬁ thatRAIR) incdBinkelQbBer €t urning a
response to any given request oud nmana 105 maintains records to keep

track df cugquetit ?%&SWCM&H@@W@M@?@Weﬁ@ﬁ?&_&@t capBeRis$Ees recor ds
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| engthy activity later. Cl oud nmariager eeps tFac | rages
(such as VippbliganteDietsktes. IpsYaRy G mromeeﬁo‘bcatve@mq@ew seoyegepd oy new
machi nes w r
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use L0 26w MRV 1 0928 GEUELEL by T A5G40y LS, by ks et no
downl oagdi ngodaitar @RdssiveoichiablabioBd sbiRee JBHeAA PIs assume that any network request
might fail and/or hang in transit. Calls to cloud manager 105 are configured to be
idempotent. In other words, the same call may be made to cloud manager 105 multiple
times (as long as the parameters are identical) without changing the outcome.
[0024] Cloud manager 105 is designed to do very little processing (<10ms, <50ms)
30  Dbefore returning a response to any given request. Cloud manager 105 maintains records to
keep track of current requests. For example, cloud manager 105 updates records in a local
database and if necessary schedules a “job” to perform more lengthy activity later.
[0025] Cloud manager keeps track of Images (such as Virtual Disk Images) that

are the templates used to deploy new machines within a network. The Image references
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dat abases used. wi t hj clo nt system stem 1 are sized
o anre Ml phartds b b P BT PR o S R b s R Bl BBt abace
215, maohi nko dﬁteﬁi@ﬁﬁg&soﬁ%re dne@hambchilal abase, rﬂﬁ;ﬁnﬁ@deﬁ@@ﬂ@ﬁ‘@ reghaiese 245)
may 30not and

ee def d size lim ,
the |ike). %ﬁ% eta.aﬁﬁpqe nB%rcﬁXﬁ‘EHIF W%Fn&d’:egb%&%*éoq% %95 WAl 15§ﬁ€“f?gtbﬁét it is
snmal | enougdiml @ néw Farinis d@'[ﬂ%d/th@fha@t%hl\é&'\féﬁshonﬁﬁﬁi]leﬂeWh-Em}& ReFust § i n high
read I/0O perfor mance. The size of the database may al so be sel ected based

on per f or mifRIEYSH; e teapntyagmoved from theQld fasmmto %ﬁeﬁWé%mi AB di%¥tons with a SQ

server. TheodaROARAS akl§FFadeNs MBmiRH IRl GBY mariQ: iRenShAehstada@pabl e hi gh
performance. For exanple, they nmay be sized to fit in-menory of the host

machi nd3andgsiondhay ba:ve@eeﬁe%t%t Whatt k tiptualyazchine saeds tops/ezmded.akq ¥iMson copy
oper at i ons ISk re?na?ﬁ?)% rd@l%fe@ Qﬁct I%Bﬁc%%ﬁftﬂe ki ek %x{%%eg‘td Hl'n@heade ired

pr edet er mi ned peri od tinme Cl oud manager i vides the cloud
manager datervicat o four dat abases. 5 The work dat abase 215 for the work

manager . The %ﬁfﬁt] ngﬁgén %%ﬁﬁm%%§lstlgé%og&§ﬁe?gn&% tifigY) atsgéég'ewi ) tenant

dat abase 235 for nager a se reté for
storing semsiteiwaks dn‘toﬂlmthlemdlgumﬂh ulafkltes;ysctedmeaxﬁ @mmmlacamldgrpdts $wor d

i nfor mibl on cka \eiereC%al_f::’l %&r&torﬁf ! Iaflr{ &%[treoﬁers %re ué)% gec{ %rd(ajtm ?@url%lﬁfa Ses may be

on the sang ser across serv 0 an enbodi nent,
each dat abasfevars omihe rsemvedmﬂmut doingpletely replacing an image on the machlne The cloud

manager may also be upgraded in place in some instances.
[0028] FIGURE 2 shows a cloud manager including managers and associated
databases. As illustrated, cloud manager 200 comprises work manager 210, work database
25 215, machine manager 220, machine database 225, tenant manager 230, tenant database
235, secrets database 245 and web service APIs 240.
[0029] Generally, databases used within a cloud management system (e.g. system
100) are sized to enable high performance. For example, a database (such as work
database 215, machine database 225, tenant database 235 and secrets database 245) may
30  not exceed a predefined size limit (e.g. 30 GB, 50 GB, 100 GB, and the like). According
to an embodiment, a database is sized such that it is small enough to fit in-memory of a
physical machine. This assists in high read I/O performance. The size of the database may
also be selected based on performance with an application program, such as interactions

with a SQL server. The databases used in the farms may also be sized to enable high



10availability and is a SQ dat abase. [ 0031] d oud nmanager 200 is
configured to interact with the databases using a reduced set of SQ

f eat ures wo20rxsue1920 assi st in providing avail ability ofCrhus2ahosss7oranager
200 during upgrades of the databases. For exanple, foreign keys or stored
procedures are attenpted to be avoi ded. Foreign keys can nmake schena
changes difficult 15and cause unanticipated failure conditions. Stored
procedur es eﬂf@ﬁﬁn&o rF%r ga‘anget}@ya{ay eati- QMo mtllﬂ@mgl@to@%%%sﬂrﬁa%ﬁiné and/or [ 0032]
Conmruni catl ons with servers are attenpted to be mnimzed since
roundt ri ps SEghsush ﬂ@k‘??@h‘ﬁ? QRSTAEG A HYOER ORHAIORD C@@SQPGWIOB%@S@WWWWQ

operat i on_ ofQlenSHR/Rrmdd wiifin HPHALLMRUERANRGLGALT T cTent 1T all of the
current SQ. server interactions to 20si ngl e dat abase are wapped in a

si ngl e round-tif9}I C10u<[ 0OBBFr @@rﬂs\tld%thﬁt@lalrr@amaa@féw llil.IQé(ulrdﬂt@bﬂSW t he

dat abases I Jkt helps
provi deg3| g%%e up‘%gaib%%??\?mt Eﬂ‘g&‘rﬁllﬂ%é?geﬁ %&@hﬁeﬁéﬁgﬁgﬁgﬁﬁkﬁ out extra
gueri es. Fman@ca@@ﬂ eThettd:n@ntfdatalbyse@dalforfﬂneetdnmmmanagelr%@anq FQPRYts dadbase has a
constr al nt 2&% ?OI' t0r1n sen 1?1ve 1’1?01‘1’1’13,1 nsugl1sa§sl SSt C Oli,ll’eltva%g 910131 II’IFO a}onf rom
25acci dent al tS % o el'a e ygw arY al l'ocated to a
di fferent tcmdemials cemﬁc{a&@&ﬂ]i t}@aﬂtbl mh]e dasabu&edanbenn &ddamgsermhan@& splindi ces

typically i rove read performance at the.c of. extr [Os for wite
bt at i oms IR R e AcETTRE § PHTbo ek reiRbLe S T IEh Rawt  esi dent
even fubl tedilabili§Cadss :aSQereda@dsi:vel y fast. According to an enbodi nent,
ndices ) bepgled Rnr s e S ARSI v Sl A b zeg B A 30
an enmbodi medfuced sbt FHHINGatuRE il X0 Wislst inpps@dihg daivilighe R daag time the
"ONLI NE=ON' option may be specified such that the table isn't | ocked while

the index enpgst 29%¢yripepngipdes of g gstpbasee dicd PHgNG FURSB kDO Mersd, upgr ades

to databas %?oclé\dutr&' A $RApRAY B mﬁt@geﬁo@@ik BB 1aRE FREmMLRRQULdiIFRMEI NT
downtine to the cloud manager system In other words, even during an

upgr addSof anheaust gt Hure @%@H@m&uﬁrowd@agé@urmqempé%ofﬁh%cess| ng

recei ved regUestsrinAR KB i€Qignges made to the schema are to be conpatible
with the previous schema. The SQL schema upgrade is run before the web
servers used H§0¥Zhe Cmouuhiersinagerh e SQlpgratied: atpWeredthec nelmized vieees ar e

upgr aded Dy, A0SRl bQ USSR kIR IR CAU R BRAPL S Ko database.

Dat abase upgrades are operation I n the upgrade
are qui ck awanm@é,fificently mﬁdr mebcarﬁlflmmt iftalolf € cmwtlS@Iasddf@dlnmmttlmvw aul | abl e

col ums,,m tin New col ums may be added at the
end of % a%l?l%dg%ear?gaﬁfl e?magncl(ré\)éod%g%ép operations to the databases are

avoi ded For exeaspl eCormﬂa:intn greaardfuaed withialkthealatabasas (28 325 a2bde Genadallyyn at
O Iconstralnts are useful when it helps provide simple updates with the right kind of error
handing without extra queries. For example, the fully qualified domain name (FQDN)
table has a constraint placed on the “name” to assist in preventing a tenant from
25  accidentally trying to claim the same FQDN as is already allocated to a different tenant.
[0034] Caution is used when adding indices. Indices typically improve read
performance at the cost of extra I/Os for write operations. Since the data within the
databases is primarily RAM resident, even full table scans are relatively fast. According
to an embodiment, indices may be added once the query patterns have stabilized and a
30  performance improvement may be determined by proposed indices. According to an
embodiment, if adding the index will potentially take a long time the "ONLINE=ON"
option may be specified such that the table isn’t locked while the index is initially built.
[0035] According to an embodiment, upgrades to databases within the cloud

manager may be performed without causing downtime to the cloud manager system. In



10 may be a very time consum ng operation when there is a | arge anount of
data. Adding a nullable colum, however, is a very quick operation. As
di scussedwalowas4mddi ng new i ndi ces are all owed, but caeCirars2ahosd3do be
t aken when adding a new constraint to help ensure sure that the schema
upgrade won't break with the existing data. For exanple, when a constraint
is added it may be set to a state that is not checked and avoids a costly

15val i dati %ﬁw%oﬁ%"e%&ﬂ AFing MBpaREh FAMLNEUdBhanBEdrOhS elofd ﬁllaﬂa%@ﬂ RatmRd unused
colums are renoved after a new version is berng used and the cl oud nmanager

i s not acc®ssengerereyed foaneses Agritichs ehangesgmade to the[S@@%]afeGéﬁ’éﬁ%mlP%ﬂblea single
row in eac %ﬁlfthélf}gwgl?sts P&%esrh'e%gi%%ﬁ'elﬂaou ek ‘r‘s%ﬁbé’fo%e%&w@d‘éé{vms Redlesi red

state. For exa t he tenant t abase 35 i ncludes a single row for each
20 tenant. bﬁt@qmﬁ maaagat ererppgraiderc Whge the \Rbgaiversdrovngidohthee earstirt tThi s

record &s ldgeetﬂe h&y RGHM eeﬂa?‘di'éa%ntﬂfka&atayﬁs% PRRBAL u Rgrﬁgésgfeggmgaa gﬁf @M runni ng

the required version. t enant arePoint 14
SP1, the repubtiad lmve]rvsd orthé wgracbmamulczi@nﬂ dfﬂwns effor exaniplée tables nmydwany

version |ncI i an n her ver si . XXXX)
wout o not Rt ot B S A A ColRRS PRE st it

25aut hori zéd aahistd‘raenhe oid efaaiide. Guetals, tﬁree cpnswhing wedationt aj thdadtebassage, per

et 2 SR8 52 B TS SIE o8 S e Pt 22

or gani z2at i eis bokh vedRRN dontuntifg opteAioh tithag thet: ian laagdmtbiuiestidatal R0dERNE 5 ar e
wal | ed of f fr%gee?ch Bther wi t hout I|c1t invitation of e users (via
extranet oP"KAPHeIUL OOV RIS 18 %‘&[%8‘?‘7? DEEOP AR GEE S SHROEBYINEN . each
tenant is liQEdeedreialbWed® b&RAGHIN sGodl@ b¥yvRkkn wf{@rhaaﬁag a@b® ck@phint RARIP zed to a
smal | set of databases. A tenant is either snall sélamall | er than woul d fill

one dat aba$BY'rg rericdhe wheme yrerade Won tdgesk tith thinerisiae dpaskor espaprled with

ot her tenamhénamsmlh{mhma 1ttrj\ﬁl'@tbe%kﬂ to bRt ARG c§éaﬁéd g alhial a s’@ﬂﬁbase need
to upgrade at the sane tine en a tenant grows larger it may be noved to

its owlddedrlidatieniolgaistpaapssend apfentigboirors gRtd tHsendypesed plpmen®de but is not
sharing datghasgssiMa n*éw%ﬂﬁ{n il ﬁé?ﬁgnﬁs%d aﬁ\@ﬂh@lél%&'lna&g@r i ﬂs&%césﬁﬂg{%sé n one or

nore dedi cat ed dat abases hel ps 1 n reducing a nunb dat abases that are
needed to [#blagpnd edednsi nul t aneously in a single upgr ade. [0038] Simlarly,

the work dat aﬁﬂ&fﬁ] 2 eﬂg%ﬁg,%?sgl% 0§J 1ﬂg]clcﬁ1 Jr¥ c{apag?s% Qlﬁédqg n ‘t:e taﬁ%ﬁcm ne

dat abase 225 y I'nc each physica arm and the
i ke. For exdoqd &siredestdié. n@rﬁmlmgenhﬂamaabdméa%mwudembmgle raw YEreadhon

stri ng, AC ?é?lraﬁjtl IAgglven tgnan? 1n.c ¢ 0%, FB%’% ? Vl_sul%n rF e cor r}r%éd(r} Iﬁelﬁt net wor k

has an a5500|ated version string Accor ing to one 8 t he
cl oud managevurd thetlthidtesanaispilarpd en flﬁ:lrmgmnmg thy&tlmmdt\h&nonnﬁgr dgemplonbr gured to

rocord 2 | RN S aRA T TN St s A ARG, 0
| 0ggi Nng syst£nrasd asedrsidrindi®isgir4. nFoud agechand apesthanverivae (. of i | i ng.
14.2.xxxx) would not match. The tenant records may include other items such as
25  authorized number of users, quotas (e.g. allowed total data usage, per user data usage,
etc.), time restrictions, and the like. Some organization might have multiple tenants that
represent different geographies, organizations or capabilities. According to an
embodiment, tenants are walled off from each other without explicit invitation of the users
(via extranet or other features).
30 [0037] According to one embodiment, each tenant is locked into a specific
network. Tenants are kept localized to a small set of databases. A tenant is either small
(smaller than would fill one database) in which case it is in exactly one database, shared
with other tenants. This implies that all the tenants sharing that database need to upgrade

at the same time. When a tenant grows larger it may be moved to its own dedicated



[ 0040] According to an enbodi nent, the Web Service APIs 240 are built using
SOAP with ASP.net. The various Web Methods in the APIs follow two nmain
patter ns-wo2@es4mwnd Updates. General |y, the update netirodaSc@issm7dat a
structure as the input and return the sanme structure as the output. The

out put structure returns the current state of the underlying object in the
dat abase, potentially differing fromthe input object if validation or

ot her busi REESask nq ngmﬁ;gﬁdlas@ﬁsrenﬁ%émueﬁ nRf sh%h§§dae4bta£bs ddidkdepnal
properties fille (for "exanple record IDs or other val ues cal cul ated by

the cl oud rﬁealﬁ@tgewmta’pn@g f jgiesttenapDienh eggorg dedicagedidatabpsch Relps iredyiging ét
creation ag,\ell ofﬁéta&'é&%ﬁﬂldﬁeﬂiee&bﬁ%%@ﬁpgra{dad?1 BhncWR P 2 G §fFadk0 the web

service APIs 240 can sinply request t configuration they want and they
don't need to R t$laldkr130ﬁh6\mkld@tﬁbashé1501bf19@€ts aglingleady f@l}@ﬁ@hl@boffhﬁot In

addi tiog t %a%hlggéﬁ%a%%#ﬁﬂ?ﬂg@ a?fgﬁvtﬂold&‘?i?glﬁﬁf&l Ih&hﬁn*éa‘th BSmS G é;pdat €

call can be m Ica ect to making it on once.
Accor di ng flise.aforerdume, mhmemnwd%tdaaﬂeelﬁonhyz&dw a vecdiandwring. Last Updat ed
property. V\hen th LastU dat d oud manager 200
rejects theC prgimgg I entlthem\l/ea \?ﬁﬁas%ﬂp%flate oeéIi %%%}W%rg(tc?lalf he one
currentl|y atsotiedd versivhetridgat abase Sonme Updat e nethods include properties

that are set irst invocatjon of t hod an re not set on ot her
o cat  ome of0039° AtchBtind B¥BESHbhudl toialbeSee P EERePls o6 t o avor d
t he usaoof 1gginshaaks thabmag Be &iﬁﬁgaiedi baeksd By daay fireadh vl RrvikldaRNAS

interacting with cl oud manager nma eck_ object. status using a web
servi ce APIOSEHENYYHBPAYLR{M Bm‘érﬁ ti?atdg‘g’fgf asfe ?‘ll%{’ﬁ( featyat & defdor ding to an

embodi ment ,Geaelﬁ%i ,thet18g gy syPrEtiCudt FoaRbaGRInG @Sace hAdiferimage prlidgt 0 set the
state of the un erIy| ng object to "PrOV|S|on|n " and when the updates are
conpl eted the 18940 & |“s°05dé‘1g tp gnempedifpgnt, t fb‘@bzﬁer\mec&}ﬂ#@ YR BWY U8l exenpl ary

j ob record gefiaereh X5b R Te LAWUO VB MahRRASBie MBS follb WSl é %Efﬁ%ttér%lor d 300
conprises job identifier 302, type 304, data 306, owner 308, ep 310, | ast

run 3145 e@rSra@dﬂpﬁr@e%filenewatthq@n@lﬁteslle@hodétak@ @ dafa strughine ay the u@ut:a@é [ 0043]
Ceneral ly, foh tﬁeas‘al?letsﬁ‘éd%u& Bathe | 'o§tp @ﬁh{?ﬁt%ﬁ &&t&@re@&h&‘ ﬁlé Ei%{jent Lhe oftngud

S5manager creates a record in ata ase E dat abase 215 in FlI GURE
2) . [0044] vodsmlyingerhicet in drc dgPasespatensially djffslp@: <fnyth@ mmat quectuﬁ@hﬂatfoner for

teQ: r equeSto?gth&atﬁlL‘mess lo%c[ %ggge]d s&)ﬁgﬁeo%%ess(% ?sef\xllﬁsadalngnaggl%éelrtlgs f?l?er ﬁ) r m For
npl e, the type nay e Scri xecute
exanpl e, w@ncxtample lasd(d i3s grothenmalodyeakulpicpby mma manager). The update
20  methods are used for initial object creation as well as subsequent updates. In other words,
callers to the web service APIs 240 can simply request the configuration they want and
they don’t need to keep track of whether the object already exists or not. In addition this
means that updates are idempotent in that the same update call can be made twice with the
identical effect to making it only once. According to an embodiment, an update method
25  may include a LastUpdated property. When the LastUpdated property is present, the
cloud manager 200 rejects the Update if the value of LastUpdate does not match the one
currently stored in the database. Some Update methods include properties that are set on
the first invocation of the method and are not set on other invocations of the method.
[0041] Cloud manager 200 is configured to avoid the use of callbacks. Since
30  callbacks may be unreliable, clients interacting with cloud manager 200 may check object
status using a web service API when they want to check a status of an update. According
to an embodiment, a call to an update method causes cloud manager 200 to set the state of

the underlying object to “Provisioning” and when the updates are completed the state is set

to “Active”.



10" Depl oyVM ps1" then the data 306 may include the identifier (e.g. "-VMD
123"). This allows new task types to be added to the system w t hout

requi ri ngvarnyi12saryges to conpil ed or other binary partsPofi/ush@19ysrem

[ 0046] Data 306 is used to store data that is associated with the task. For
exanple, the data may be set to the tenant, machine, network, VM etc. on
which the task is to be 15 perforned. The data 306 nay al so store one or

nore val ues t goyd cm@U@y@ow@a@eMp@Q@ rbcsor@ﬁspedmmmr@%% running the
task may | ook to the record to see at val ue the desired nunber of

machi nes i glatgleasct Hs llfﬂﬁéat%ﬁ%ﬂd 308 eamprfes Jehlidsatifier 30ReyRPat04bds®e3q% perf orm
the operatiyQher 308, step 31[)01Q4Hn 9@”@@1@@1%16%@@%6&{ tﬁﬁe G £t%@§§éﬂ5‘%€d¥$}s®ot hat is

executing the process. For 0 exanple, when a cl ou manager nachine starts
execution of d09P4i, @W@raﬂmcﬂqr ¢rch taski hekis raduesteshinde p@@fgmpd)ﬁlnq dendof the record

with ans ! ana]il Lﬁt’epgregtgsci"feggrd in i{ataﬂag’eofg%](? gtxg&h‘?i}tgba% 91@ H%%GQREE di cation .Of a

step of th rent scri e Scri Ivide a task into
any nunber of [8044)s. Jonsdenhﬁerﬁﬂb@sssd oonpifgteesiqae gteemianﬁ‘ortthtereslmsiem step
310 is upd@t d. A process may also | ook at step 310 to determ ne 25what
step to exécute in the script and to avoid having to re-execute previously
conpl et ed st ed8045] T}[p@GM];pebﬁisi themkﬁﬂ;%rﬁ)rvaMamplmthetyphmagm“chmb was

| ast started. Ea script, i.s star | ast run time is ypdated.

100507 Bxprime phie ST b Fhe i mplir BB iER e Mot sEB bRt o b

30 t er monateploye}iqs d then the daa 3ecmnayal inaRiaé thetide@tifd{ie.6€-VMIP 128”)aThis

predeterm n@d anpunt of ti q(é1 ? five mnutes, ten mnutes ) after the
2 74 e

process i s 28y eRaskyiyResdq Ryt H‘&ﬂ‘é‘ﬁn%ﬁnyac F‘%ﬁ‘fﬁ@stl ng process

t hr ough th@ol’ﬁ@l[bd%rothleﬁ]ﬁnﬁ?})arts of the syF®©@51] Next time 316 is a t| me t hat
i ndi cates when a task shoul d next be executed. For exa process may

be stopped af t{8946¢onttas i v t stereaistadhnd 1909ésqcﬁ’§@(dr"(|‘€’tt€gl)a€]6 E/%Iefaq}m?l | the

speci fi ed ARXfatalhd{Boe3d6o kIR ERHUMRCINNOGESRINYM, etc. on which @2k iSlAe 318
indicates a current state and Status 320 indicates a status of a job 5(e.qg.

Creat ed’ ShepeAgedThqéds HomayBkestae pig o medreydes to pbigh a]valpg i 4 ¢gabaser ows i n
the dat aba%esgp afhelfode rmyﬁﬁ%m@tagﬁ fhal i}%lé M€ gc%%éo% PRd. vhatt R tﬁ%ave the same

task type and data va ues exanple, multiple requests nay be nade to
per f or m t hdestigduumbgriof tiaghinesrneses too rldd SqTipt prigh theptalue proths dehbashie pdefprbase.

the operation.
[0047] Owner 308 specifies a process/machine that is executing the process. For
20  example, when a cloud manager machine starts execution of a job, the machine updates
the owner 308 portion of the record with an ID of the machine.
[0048] Step 310 provides an indication of a step of the current script. For
example, the script may divide a task into any number of steps. As the process completes
a step of the script, step 310 is updated. A process may also look at step 310 to determine
25  what step to execute in the script and to avoid having to re-execute previously completed
steps.
[0049] Last run 312 provides a time the script was last started. Each time a script
is started, the last run time is updated.
[0050] Expire time 314 is a time that indicates when the process should be
30  terminated. According to an embodiment, the expire time is a predetermined amount of
time (e.g. five minutes, ten minutes...) after the process is started. The expire time may be

updated by a requesting process through the web service API.
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[ 0054] A job can have one or nore |ocks 355 associated with it. If |ocks
are not 10avail able then a job will not be scheduled to run until the | ocks
are avai labl2e12/05®21 ocks nmay be configured in many diff ecentS2eapsi37é-or
exanpl e, the | ocks may be based on a nutex, a semaphore, and the |iKke.
Generally, a mutex prevents code from bei ng executed concurrently by nore
than one thread and a semaphore restricts a nunber of sinultaneous uses of
a shared resouypgs) umé;@uaaewmml{mlmmﬁdwate%mhq'tm shQueaxepbodinENt . a

| ock 15is a character string that ?resents a resource. The resource nmay
be any typ&obgxapgkeoypioecss F@V b@ﬁtamri@ terrqeapleiek ohmyiehaddeinirhstedtorgdihi ne, a
tenant, and,thg ﬁk&ﬁed&%Pﬁ&éhl&un%ﬁﬁwpﬂﬁ%§n%re used to defer execution of
one or nore tasi may specify one or nore |ocks that it needs

bef ore runni ndO%%] obStmtaW% élld@atg%a eurfeptiata pndaigtus p2Akindigatesrptatessof@pel at i on.
When there ] . A job needing nore than one
201 ock ?eqS£§(ﬂe&%ng%%ﬁgdﬂggﬁ#g% g?ﬁg%§ﬂ%£ exanple, a job already in
possessi on of [8033dc WMWatnmwsrlemtebtab@ddan bmmlovetddmlﬁcse th8y et parfewivd ne
assists in in si bl e |tuat|ons sed C|rcular | ock
dependenci é}geygl%e e agneptflsﬁ( RUES and%%ta VRS P[SO @%rz?queh VAR exanpl e
systen1400nhdequﬂbhmﬂmhmma&$hdmn@eMDmnm}QHMpEndwbaﬁkeéndwsfrvers for an

et vor k406, 1B bk KRB A0 GRECSAmIarS: 0 s i § Taoka Bk e

server3041@vﬂﬁﬁwﬂﬁmeqm@WﬂDﬂnBemmbmﬂ&hﬁmmﬁmuwﬁﬁﬂmmba@hvﬁmﬂws&hw&%ﬁs | oad
bal ancers and networks .can b sed. Additionall ne of e functlonallty
iR g Pehb ik Forhe

provi ded by#REC Erldmmeny fifgirat ways 460 GrapP e r

conponent S mur a @ﬁ%ﬁ&l@,, and A0 @dnhralyan &iung pi@ntl QOMJnQBémgje)deEhtéd" e WFEs.
30[ 0056] I n exanple enbodi nents, clients 402 and, 404 are conputlng devi ces,

such as de§Rli°éiHel€]drPdd’t“€F than oag thisgd aphmiamaplore fesiristsidumbenef dtBEnc s sonal

data assi S,al$a sifedd®lduble@p t§ ShERRRALNARNE. CRSordid BRh SmBRBAmBRd AOE can
i ncl ude input/output devices, a central groceSS|n unit ("CPU ), a data

st or age S dew T@1AragigEs IS BAISPIRSCHBTeOUICE n T RS QYFGsIRytbeABY iDE &F ISNICe he t er s
client andpgl ,GRbICATRIM Shay e HFEY nlaBRiRL %Qé}ﬂgte%{%iﬁ{e 11ke GenLIQH?Hm WEs 410,

412 and 414 are acceSS|bIe to cliénts 402 and vi a | oad bal ancer 408
t hr ough netegls ke 266, to Agferiixseuiios @fonc dencseiaster @adwyb bry sasify gue @dnera f ar is.

Back-end S?c%léﬂhaﬂﬁeed%&&% i & §,8 él)’ég'f—éleééég’locﬂja?a@’lﬁ’ne“d'uﬁn Lkoad bal ancer

408 is a dedicated net mork evice an one or server “conputers. Load
bal ancer 4©&ﬁmﬂm0VW&MFEse$Eﬂodmﬁﬁjﬁn@n@xumdnﬁdbaukqenﬂmsmpuﬁhmuﬁﬁ can

i ncl Ud%OI nrl)ock quefRéJ élgf%ﬁ%sltrg uigd gt OCn%ntPro9f:xa%g) C%Eq%' a'ilrg Itpos(sesgp h’o}a o%kdat a

storage devi ce ne wor k 406
i's the | nt eragabt raqmbstddki'einna;l 1¢bRR Sapida ddhémeasm&one&seﬂﬂﬁg@os@ilﬂb deddiacland 414

and resourc s .connect o WFEs 410,. 412 and 414 r nD er [0058] In an
el o enBBi RETATEBS G et B el e o oo

[0055] FIGURE 4 shows an example system 400 for a network including front-end
and back-end servers for an online service. The example system 400 includes clients 402

25  and 404, network 406, load balancer 408, WFE servers 410, 412, 414 and back-end
servers 416-419. Greater or fewer clients, WFEs, back-end servers, load balancers and
networks can be used. Additionally, some of the functionality provided by the
components in system 400 may be performed by other components. For example, some
load balancing may be performed in the WFEs.

30 [0056] In example embodiments, clients 402 and 404 are computing devices, such
as desktop computers, laptop computers, terminal computers, personal data assistants, or
cellular telephone devices. Clients 402 and 404 can include input/output devices, a central
processing unit (“CPU”), a data storage device, and a network device. In the present

application, the terms client and client computer are used interchangeably.
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10 docunent col |l aboration system An exanple of an online, browser-based
docunent col |l aboration systemis Mcrosoft SharepointO from M crosoft

Cor por at iw0 20f2/Redaond, WAshi ngton. In system 400, one @®CTse@10833vhe
back-end servers 416-419 are SQ servers, for exanple SQ Server from

M crosoft Corporation of Rednond, Washington. [0059] WEs 410, 412 and 414
provide an interface between clients 402 and 404 15and back-end servers

416-419. The |[@@ﬂlbaW@E§@f(ﬁ4@§1dﬁzgréﬂcée%%lert@éﬁé%%uézfaﬁd)m4cd1é pAds 402 and
404 to WFEs 410 12 and 414 and from WFEs to back-end servers 416-419. The

| oad bal an®elencep08 thesch artwerkdl08, AR dissusygrithg servers sy §p configared infsems. of
connect i oNg,L0.8y s\é‘ﬁ% s Quedahd to\’msoéﬂ'bf @1@%8%4 tan %taﬁﬁ&”:‘r R6g whi ch VWE

server receives a client request. Simlarly, the bal ancer 420 uses
factors s u@lhdl%edm@mrb delvieceander ong ¢rimaore tdre corzmltcl‘ﬁ eLmﬁrm@mC@ﬁO&dﬁﬂ,ect i ons

to a segvery@nd, gvanahk 4[’48%%18{ %@ﬁ‘\c@semr 91%%%? ‘Iﬂgﬂ@ﬂ@hﬁ&t@ﬂ%@v@&% Ser Ver

recei veS a request. exanple o quest iy be
access a d@muwtnpusmogemt©6PHHEadﬂaShegbdc«aem@hs@mWak§¢Wt®ledxmnmwdocunent

stored on a %a(ﬁhle&%dnegwrl\(/ 26%& %egintef‘ﬁ]ép %éjé?zsntsp EOZt a%d%bﬁ) Faen aaC{:esO%’lilﬂ3 Qltl on

back-end sé&rver ves a re uest’ 25 over
net wor k 40@12mﬁau4baﬂamommw&&ﬂwdeﬂerWWEesumhnbhubheraﬂﬁM&E server 410, 412

and 414 recei client request. Sim al ancer 420

ot erm nee i s8ndn G <A b S i Subarbd as fie. PRI oquest from
t he WFEOSery&insnt &mebdiafdﬁ-s@mnsameﬁrﬁpléra&antmlhﬁ@rbfovggulr eded docshnonite data for
one or nore nants (i.e. st 0 F@fe now to Fl GURE 5, an
illustrati \9%1532’8%8&? tegyig H/ﬁfr&o?f{}?ﬁ@ GPB‘{“ @g?rg%g M)&Fﬁﬁ E’f‘é‘%?ﬁf*‘?%&% n the
vari ous enypghingiohs iMykteml90.ds 6F mb@%fﬂﬂéhﬁda@lm&@fs ﬁBQﬂph@@QLre shown in
FIGURE 5 may be conflgured as a server, a desktop or nobile conputer and

i ncl udes a Se8#trfal expmBleedd gVl diom Mlc(f@Se&GOyPOf%lOg;?%F\%‘iﬂl%‘n%’ra?lﬂ?gmf} ncl udi ng

a random accesgoRmMWY¥ED4 (0, Bﬁ\é&a mc}r@lde%ﬁdm%cxb@fev@amleﬁtsa@/had41)14 and a
system bus 12 that couples the nennr% to the central processing unit

(" CPU' )55, ang brgk2pd gerysasO-4Hp dihe dad pelencsiptO8 m20aliedireruatys frva chends ¢
routines thas.fielod 1§ Yid:ang 45 awmumfffogﬁgl?ﬁg HARDK %ﬁ@géﬁ%sau\wtlb' n the

conput er, such as during startup, is sto inth . The conputer 500
furt her i ndhathed balarags403usey fagiersguch as VR ufilgmatier, @iwmglbamof@p@wammgo system

16, appl i caty,n,pf &%Faﬂé(?l?éﬁgf&%ﬁce% QiEnfti wl{;] ibh {5 R@r %c&bé%‘é‘%h%r ogram 26

relating to execution I nteraction oud system
[ 0063] The revmss. Smuhdgﬂhdbmdbdmmmﬂﬂ@1m@dh3@s@@hm@buhedeMWGWan@mgh a nass

st orage gcorﬁ rol bgr of(cnl%ecé(%n% &0 21 se(f\(f)rr]ggc? Svegall eE#o ql?angéj lso d%?erm1 hrr%sr)%cks torage

devi ce 714 and 1ts @ssocta uter - a rov non-vol atile
st or age fomndhwmxnmpmtﬁwmﬁmﬁt Although the descrlptlon of conputer-readable

AR NS CERR NG i e AN
medi a t hat o€te bhsk-adcessedo byit & becuarnutdred onldBack-end server (e.g. 416-419) or
to store a document on back-end server. When load balancer 408 receives a client request
25  over network 406, load balancer 408 determines which one of WFE server 410, 412 and
414 receives the client request. Similarly, load balancer 420 determines which one of the
back-end servers 416-419 receive a request from the WFE servers. The back-end servers
may be configured to store data for one or more tenants (i.e. customer).
[0061] Referring now to FIGURE 35, an illustrative computer architecture for a
30  computer 500 utilized in the various embodiments will be described. The computer
architecture shown in FIGURE 5 may be configured as a server, a desktop or mobile
computer and includes a central processing unit 5 ("CPU"), a system memory 7, including
a random access memory 9 ("RAM") and a read-only memory ("ROM") 11, and a system
bus 12 that couples the memory to the central processing unit (“CPU”) 5.
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[0064] By way of exanple, and not limtation, conputer-readable nedia my
conpri se conputer storage nedia and comuni cati on nedi a. Conputer storage
medi a | ncwoder/oselvat i | e and non-vol atil e, renovabl e andPaorsSe@ndyssme e nedi a
i npl enented in 15any nethod or technol ogy for storage of information such
as conputer-readable instructions, data structures, program nodul es or

ot her data. Conputer storage nedia includes, but is not limted to, RAM

ROM Erasabl e [ghegr anprid ﬁpﬁ%qmgvsﬁéml\&marnyn tﬁgﬁﬁ%atmeﬂh@pﬁam ®al l'y

Er asabl e Progrannable Read Only Menor | ash nenory or ot her
solid stat éraﬁ%%iifyrmaél@nh@wgyelew méhegﬁommewv@ﬁ idpidnggitsiig. i90( " DVD') ,

or other ORf\&ah 1RESMIE, TH@&QE&&&sﬁéﬁﬁﬁkﬁﬁéumﬁﬁgﬁﬁéﬁ&aé@&ﬁmeqﬁ etic disk

storage or other magnetic storage devices an medi um whi ch can be
used to st stosng heonteating exbtanni @epplickiom pipgtamhi ¢ Idaf@at@rdo@ fbssewdadloyg t he

conmput eg. 5%pogrin99(§@}<aéi Fooéxgélﬂ%n tof)andalflﬂegl ?ne\W&PtﬂF oRRd %’steﬁlomam er 500 may

operate’in a networ envi ronnent using logical conmections to renote
conput ers thrdﬂ@ﬁ]a'H@UmmsMO@@@&Wksdéhsamnum@tbﬂméﬁﬂéﬁﬂnmnkaammputer 500

may connect, to thqﬂﬂmfnogéo%n t hr O%%Qa%e% ﬂpnﬁwlnterface unij t 2q1connected

oe connec ass storage eV1ce 14
to the bus Tﬁl e net nnectron nmay be Wi rerass or “wi red. The

net wor k inn@aﬁaQQBManmmﬁﬁraﬂﬂdahmdmmﬁwumhbnaeunm@unqnﬁeaheMnmﬂmﬂéﬁotypes of
net wor ks a e e cor ute t.er, 500 | so i nclude an
Ut out psREHRp IR Esh SF oL e Tufld TP b ELLEE R Bt rom a nunber
of 300ubers@ﬁ@bae&m:mnﬁhmdhmgdakbeybqa®NLmﬂ@uﬁeanmmmﬁhemmmenmdmgmyIus (not
shown in FI GURE 5). rl i np t put co troIIer 22 may provide
out put to geaW%%Pgﬁﬂ%@g%%ﬁlﬁén aﬁ?ﬁﬁangwﬁPmBWWé type of output device.
[0066] As nentjoesugd By wef biiex@RpléLanddoluhieion HonpiREFambeediemapnd dat a
files may be stored in the mass storage device 14 and RAM 9 of the conput er

500, incl udPHBISEOmBYET sierpgrgediastnd rommuaisaionIPedia. or OTRIBNAT SOFAZE g dithe

operati on @fcRecNEIINNE mo@lmmeeremo%m@ b dnEmWDNRMNB LRSI AtdnRd iSY St ens
from M CROSOFT(r) CORPORATI ON of Rednond, Washington. The nmass storage

devi ce 134 andmphiv or telipolae &1 stomee obHéOBRtIoRpTIEN By ogater-FRdles. | n
part'CU'armmhﬂamﬂy§ﬁm§&&ﬁﬁ9§pﬁ%%hQ%o&ﬂmﬂﬂ%ﬂkpgmguﬁﬁﬁiﬁﬁﬁxm QifiONE Or nore

appl i cation programs, such as cloud program 2 t performtasks
includes, but is not limited to, RAM, ROM, Erasable Programmable Read Only Memory
(“EPROM?”), Electrically Erasable Programmable Read Only Memory (“EEPROM”),
flash memory or other solid state memory technology, CD-ROM, digital versatile disks
20  (“DVD”), or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which can be used to store
the desired information and which can be accessed by the computer 500.
[0065] According to various embodiments, computer 500 may operate in a
networked environment using logical connections to remote computers through a network
25 18, such as the Internet. The computer 500 may connect to the network 18 through a
network interface unit 20 connected to the bus 12. The network connection may be
wireless and/or wired. The network interface unit 20 may also be utilized to connect to
other types of networks and remote computer systems. The computer 500 may also
include an input/output controller 22 for receiving and processing input from a number of
30  other devices, including a keyboard, mouse, or electronic stylus (not shown in FIGURE 5).
Similarly, an input/output controller 22 may provide output to a display screen 28, a
printer, or other type of output device.
[0066] As mentioned briefly above, a number of program modules and data files

may be stored in the mass storage device 14 and RAM 9 of the computer 500, including an
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relating to the cloud system [0067] FIGURE 6 shows a cl oud nmanager for
an online service that receives requests froma web service API. [0068]

Cl oud rmarmnsigen128B%19%2s used i n depl oyi ng, configuring andPCRABIIINGSI3NE
10networks for the online service. The cloud rmanager is configured to

recei ve requests through an idenpotent and asynchronous application web
service application programmng interface (APl) 650 that can not rely on a

reliable n%&@ﬁ -system 15Q86Ble f&scdn{rbltﬁﬁg ﬂ@tosstau&l FUGeFRPRARDOmBREr, GRIEPT | Ses
wor k manager 110, nmachi ne manager %@ i cation specific manager 120,

scripts 1388 théé’t’@%\é@%%mt%ﬁ}’%ﬁf@s fICB”@ BOSRYES GARPARATHRD oker vi ce API's
650. Accor @e@ﬁoﬁ(ﬁ VRREinEER OB IRAL ’stoga%Q hibGat 149Rg W@%ay@%g stofe ?n&?; g]r ePoi nt

t enant manager t hat conpri ses Shar ol nt Sp ecif OgIC
Request s usiongpIARas r@@mlemain tretiquépeghg ma&Sh@rmﬁagmndahﬂjRM@ geypl oynment of

Serverssin gy, 6n%‘6§mt0960%9%g1‘8§?1%§fa suglll b c%i%ﬂ% %ﬁk%’rtﬁaﬁ CHGLYRGK 1. Network

2). Wile on y two net networ ks are generally
managed (ere;)atlrlgemhe@iwdmtdmndred one thousand ten thousand, and the

i ke). C oud srates, onf i gur ed. .s to the cloud
mnager yst e QHOMC NG ‘G00ke SRuPRubE oL Safl Meraits b nel Udes
nmet hods t o fioeguest seedcevARles from wor k manager 110, machine nanager 115 and

licati 120. F | t J=d APl's 650
0 upaat e a 1 NG Goiegrapages o Rein SRR < MRS B HBIEYS new f arm

add 25a0newctieRifoiehe oiihak@vide.Vivhe oloti@managal iy esnﬂ@ufehlt@reaeld@.iequésfsor e, and
the like. [0071] The Web Service APls 650 .are desi.gned.to work in the
cont ext of [ﬂHO‘é%‘ef‘Flé@ﬂné’%ﬂnbﬂléllaS%ﬁWP?}@ applicafion Yol 1T FEAPRUGAIODr & assumed to be

i nher ent |y pkgkhrhiaB liRerfAc EATARh SO A& BottrbIRlon AMNiaBRINGEY Ik I equest i ght f ai |
and/or hang in transit. Requests using the Wb Service AP s 650 are

confi gured to 8099 derithustrated. clqud mnpgsr OQipramprisesork apgagesf |0, ip3hinehe 30 same

par amet er s @Yo el Jrasificktidnl sbgdlmmm%erviéb RPN 1156 dhRb&O60, WhHRQud, changi ng
t he out cone. g0072 equests to Service APl's 650 operate in an

asynchrld noa@am ﬁ/hle%nd Webrseyife SxPdy 65(0e Agcorﬁ@qm@gmecﬁmt@égnenb BPRISAOIOt her
requestor in,0Ne68 is hRGBRSMOEKS? m%’a@elf tﬁB%%ﬁHAeX sHanQPcIuﬁ}%péé%ﬁb I9GEVi ce APl's

650 to call every few seconds to see he request
[0070] Requests using APIs 650 may be used in the management and the deployment

of servers in various topologies across different networks (Network 1, Network 2). While

only two networks are shown, many more networks are generally managed (e.g. ten, one
20  hundred, one thousand, ten thousand, and the like). Cloud manager 605 operates and is

configured similarly to the cloud manager system shown and described above. The web

service APIs 650 includes methods to request services from work manager 110, machine

manager 115 and application manager 120. For example, requests may be made using

APIs 650 to update a tenant in a database, add a new SQL server, deploy a new farm, add
25  anew machine, update a VM, obtain values within a data store, and the like.

[0071] The Web Service APIs 650 are designed to work in the context of a scalable
global service. As network requests are assumed to be inherently unreliable, the APIs
assume that any network request might fail and/or hang in transit. Requests using the Web
Service APIs 650 are configured to be idempotent. In other words, the same call with the

30  same parameters may be made utilizing the Web Service APIs 650 without changing the
outcome.

[0072] Requests to the Web Service APIs 650 operate in an asynchronous manner.
A requestor (e.g. requestor 602, or some other requestor in one of the networks) can

repeatedly use the Web Service APIs 650 to call every few seconds to see if the request
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was fulfilled. A request may also tineout after being submtted to cloud
manager 605. The request may autonmatically be resubmtted and/or a

request orwoay12aBmtoznue to use the same nethod in the APPCurusz11t06337¢ equest
is satisfied. [0073] According to an enbodi nent, the web nethods in the Wb
Service APls 650 5follow two patterns that include get nethods and update
nmet hods. The get nethods are designed to retrieve sonething, such as a

val ue, an %ﬁﬁﬁnedamreaﬁb%t hbK8sd fabout ShRbERg E&nxlh@d BRIuAGaifYbee. Updat e
met hods are used to act on_an object within the online system and may

i nvol ve ondhgfednest eay pytpaptigally pe sewbsyed andar 2 regepsieianayrenigrue ipyse thobs bei ng
submi tted L n{ REnWPIkIRAAGRH 1k 1QnbQls GARL T ON. 10[0074] The update
or

nmet hods are used initial object creation as well as subsequent updates.
For exanple, df0T}pdecerdmhatmementedindns thesweb methegdstimthier ¢bi %Ir‘{’lfﬁ HRIdY a farm

as wel | 5as f&lR)W“tR% rpqg&n§ tlﬂgt Jﬁ'ﬁ(f@ %e%ktﬂgds%hxg&wgﬁgtﬁo gur%% meﬁ)l d€dr ation and

updates allows a requestor to sinply requeSt a con tion w thout having
to determ rdeSIgméttmetrletm@lmﬂnﬁg,gunhais|a0’nlua,lam@éistyt a)dtht Bke t]l&i[r@l@t%]o tihe update

met hods | n%ln rgeeser%utp 1e":?nre hoa% 2He use% to accti%%l %n 8tt) ik L%(%x;[lt"flnn tPe 01%%1ne_ﬂ1] el:ngl Qucf and

returns the sane requestor ad
structure m&utyumumﬂ;vetdneocmmreeilrﬂfer&tt@toee@és thehenamkde)nd: yn mgreg)dsqué;emgl n the
ai nst sone forns of conflicts and race

dat abase. T st in rot ecti

condi ti ons qt’é'%lﬁﬁdtﬁﬁléea‘f" r%atnﬁ%eﬂé?%yg’f%?ﬁl%de a | ast updated property. The
| ast updat ed AOOTR Thy updye Hehets @ek dsed S Siitd] obJBctQEHatlﬂﬂ stwall 22 QcBqIeht ency
control . 0076 imstic concu nc | use

envi ron_rrenl“gdﬁ%st %O’é‘l’ﬂa% cYhtRIAETHR ‘?‘f)tF Cg‘ét“ge_.d H‘%g i {'ydé@gyﬁg"frfntﬁsnance as
no | ocki ng wefl ak ROPASe the e W diftonlRislalcGdthJag fHcrda@EPIdSIpHAEHHITORS a
addi ti onal server resources Al so, in order to maintain record | ocks, a

per si st ent "CYRHRICP FIBWDE EIYRER crafignaion wigioyhaving to defermpingvhethes igse this is

not the 25¢gsRuldloRRrQRY bALEti ¢ concurrency nodel, connections to the
server are free to serve a larger nunber of clients in less tine. In an
optimi 96i ¢ corl@UtH dhe ypdetrgeethods ingluslegnaesmetes, segasiadiafastiugtarenasvie BBur r ed

If, after (%"l%ﬁfrnsr tﬁé’?dniées%u@tm\é% Hl%r&{u%bltaﬁ‘?he%gﬁtﬁ?aﬁ% Qluﬁﬂﬁ’&tﬂf%{ V\ﬁr%ﬁfm@di fies

the value before the first user has attenpted to nod en a non-nul |
val ue i s péwsageristateed thaamdenlipaneaert prtbpdstebpse. dogesdbt nnma@@tron@@asmﬁrtej ects the

updat e i f ts%g %913{1%%11 ferst y Jﬁ:@%nd‘f%ﬂé‘ts‘é eBﬁ&ﬁP &Et){ Q&R iRQhad ga%sqh the one

in the data signi y| ng sonme 'of actor has up at ed sone of the
val ues in mp@termmartneTh@ Iaeﬂm}iatsblmep&lp’dm}doermtmmdlssmave)tlpmstmert| es that are

onl'y S%b O@0$cb19rer];clyrcgltltroll.nvocatI on

[0076] Optimistic concurrency is generally used in environments with a low
contention for data. This improves performance as no locking of records is required, and
locking of records requires additional server resources. Also, in order to maintain record
locks, a persistent connection to the database server is required. Because this is not the

25  case in an optimistic concurrency model, connections to the server are free to serve a
larger number of clients in less time. In an optimistic concurrency model, a violation is
considered to have occurred if, after a user receives a value from the database, another
user modifies the value before the first user has attempted to modify it. When a non-null
value is passed as the last updated property, cloud manager 605 rejects the update if the

30  value of the last updated property does not match the one in the database, signifying that
some other actor has updated some of the values in the meantime.

[0077] Some update methods have properties that are only set on the first invocation

of the update method. Subsequent calls using the same update method with the same
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of the update nethod. Subsequent calls using the sane update nethod with
the sanme paraneters nmay check to see if the initial properties have already
been set wodetm@suwne when t he update net hod has al r eadpChasnoicabized.

[0078] d oud nanager 605 is designed to do very little processing (<10ns,
<50ns) before returning a response to any given request. C oud manager 605
mai ntains records to 5 keep track of currently requests. For exanple,

cloud man awam@{éé W&&ao rs@ecl@ﬂfé%lhﬂ p@oﬂeaféghav%tr@@%%e@wtol cﬂ‘eteﬁﬁﬁ@s sary
schedul es "job" to performnore |engt activity later. Once the

paraneters“éﬁ@ﬂFdbdmﬁﬁ@@ﬁﬁb%dﬁeﬁb@w@©ﬁﬂﬁ ted to the database, the response

I's sent to theosRYEes{IGh 605 is deQOcAlto AG QY RiaGrdR efipdismay. the Veb
Servi ce APIs 350 are bUIT?g%SInS 10g¥Cﬁ% mn?g ) SSﬁ{é“l(he varlous Wb

Met hods i n befees raRrmEng oichnwse wonyraiven auese r@iguctml@garﬁﬂﬁ Wprddpiasrecords to] 0080]
d oud n a%@é Q? of alrﬁﬁtggﬁegwsﬁd F E)Ioe;& 1e clgwmﬁﬁgercgog %B(Ht&q de)?ds 11’?‘5 nce

cal | bac e unrell cllents nteractin manager 605 may
check obj emcabdaaibas ang ifimgcasamerhs@rasiac gobAmRb pasfoem nndney:ngwamcttv@y d:d’n@c k a
status of u ordln call to an
paat & et 06 RapeBuRhOR iR R RR G B Ruf o T LR b iR hicr 31 ng
obj ect to '‘‘&rovihsregnésng.’ and mhen t he updates are conpleted the state is

set to "Active" 081],. | rages 641 ar ur e tore V'rtual Har d
sk Cvipy 1 et Ao ISE S it S A D B b e o wor e
of t he 108CISOAPSWitHASP@etO ThEvareyud W dbMetRéls methaPksSLoll AC €606 thain@ait@nan

enbodi nent thedw OFT(r) VHD file format is used that specifies a
virtual madiPRdNRMR4SYi sk that can reside on a native host file system

encapsul at ed Vobdv] Tlcudshdhgb® 605 ls@onfi@in@r Blaloid tHehBe MdAIbRKTESindes broadl y
appl i cabl e S|nce it |s a nostlc to the virtualization technaol ogy, host

operating $Ydpgkymaybegpelipblechipnt nfrgacsys ténclove manpger o0 pay diegiseiect | nages

that are us@fsWihdh %e@se’“‘r@i@&k@l G/HBRHAP HantTBY¥h 2R SRR bEth ﬁ&la@ dpal share
645 and/or to a network share that is local to a network (e.g. network

share 655) Acqprging fjan qurm@w cath toanpdgte plethor gaus csdQuslsmarfager 60p tggset
depl oyment yofTHIRSuRIAGE: DGEARS Lo GATTHAL GRLIHN HeMBadis #EAHfReq An updat e

met hod may be used to up d i mges Wthin i mages 641 and/or |n one of
t he gIobalMﬁéwmbwﬁds%a$@s@”[0082] FI GURE 7 shows a process for using a Wb

e deacr bed. PR IR GRS R LOR VRATLAREDLR GioP s pSnptiy o W
presented h@wewnWOIMegﬁ@uwdbb@happwechmﬁsdﬂuhmmhmhemkmgpcmbwoﬁéﬁat|ons of
var i ous,e 8 rI?s” %Coe}‘dI% to”Pn il Bfn?e%t (IMAR G GEAY %ﬁfﬁfffor%%t S&I hat
i npl ement e S’ or 6 rodul es running on a computing s Pem and/ or
(2) as |ntewxdh&e&heﬂhn&mmmhmddnp&mmmnﬁﬂmeSnmnmcmmomﬁﬁen@ﬁmles W thin the
encapsulated within a single file. Generally, the VHD format is broadly applicable since it
is agnostic to the virtualization technology, host operating system, or guest operating
system with which it is used. Images that are used within a specific network may be
25  moved to a global share 645 and/or to a network share that is local to a network (e.g.
network share 655). Storing the images on a network share saves time in a deployment of
images since network communication time is reduced. An update method may be used to
update the images within images 641 and/or in one of the global/network shares.
[0082] FIGURE 7 shows a process for using a Web Service API for managing and
30  deploying machines in an online service will be described.
[0083] When reading the discussion of the routines presented herein, it should be
appreciated that the logical operations of various embodiments are implemented (1) as a
sequence of computer implemented acts or program modules running on a computing

system and/or (2) as interconnected machine logic circuits or circuit modules within the
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conputing system The inplenentation is a matter of choi ce dependent on the
performance requi renents of the conputing systeminplenenting the

i nvent i orwoRerasdiongl y, the | ogical operations ill ustrared/tsaaosisrng up

t he enbodi nents described herein are referred to variously as operations,
structural devices, acts or nodul es. These 5operations, structural devices,
acts and nodul es may be inplenented in software, in firmvare, in special

pur pose di ghhhtinkQ@t&m. @M@M&&H@ﬁ RatchfRr 6M@bROHependent OPBA] After a start
operation, the process 700 flows to operation 710, where a request to

perform a PagKMasceTagdicperts a5thagompunes SOy irepdenygmiing fgtinyestiensynchr onous  and
i denpot ent Ac-cr(l}}ﬁm[gsfqﬂﬂ@%%WpepﬁlOBSOHIQQQ'te@én@nfaﬁﬁlghp ﬂg%nﬁofﬁﬁféﬁfs BEschBed farm

install a VM 10on a nachi ne ke. For “exanple, a request |s
recei ved t heisinghie refrcAm) Vatrl@usho%eraaom@a@tmcmal(dewges Ydertredvilehi legse |

Undat e('\:’ECh' B&q.t?] s%ﬁﬁﬁ %PI ngﬁte 2 AmIRGL IH@ B%Llakﬁ%ﬂﬁht%dfh SARGIIHr at | 0” of

t he machi ne e net des parameters t Speci a name and a
net wor k andirhwet ingpeciah pwippehligit! logdaind amheommgettlomeher6m085] Moving to

operation 715'}6@4(? %fte& erln LA tollt)e(r){a 10ngtrt|16 hoces'&gp(s teotqgeratlonhjll%) quuest 15 is

the first req recel ve e receive pararreters As
ment i oned akpve to Ise(i)fasﬂn aedsk m:isce|1\redtublag AWeH&ywdmeAEhhitngasymﬂhrdrmusmId
addi ti onal para reT:[rs vvhe nme the éhod i ked.

[
00861 W BT H0E Rt piov e Tedapfoveadhatd dFuite PRevgr st Vies o
operatilon %22 ma[:ﬁ)ia&zlhd Waeike t h@ crBhplod Basstiotecgiv@Vvthugh she dePe o Galklead W t h
t he sane par cess. nopv t.0 oper at 0. [,Q088] At
oper ation Wﬁl Hpg?fﬁl{)‘%chffie 5)' 'f[m%te&si?]ﬁﬂ%’@ F“é“%#’%tﬂ%%anﬁ ing to an
embodi ment ypddiea &ﬁlﬁ@ﬂiﬁﬁ@f&tﬁé’@ﬁch@{ee THEInetioe ilEEshrhdidrh ﬂlaﬁspdarﬁd)ase For
exanpl e, a nane of a machine may be set wthin the database when the

request isnfe Et‘}f’c?a‘?eéw%fkﬁ%]rﬂc?’f@n“R/B’ﬁi?hé‘f}‘f@tateﬁ]éer%?ﬁ%%@rs may be set. 25[0089]

At operation 7gfss) M&@ﬂg&@%ﬁ&at%ntﬂst%téﬁ%ﬁ% Rhaddaskoanfierhisespradi ng
information is updated.” For exanple, the machi ne database may be updat ed to

refl ectlSa reie Fatravest whairgdihrgughethodPk with thegeqeived pargmsicrse dhsvaantieredf or t he
machi ne (ig G&Jéldéo% rﬁetﬁ&d@ﬁ&h%@%ﬁy Bé’%on@irg i $ QPARG on@NArdnler VR, iRt abase

may be update he requested ormation. 30[0090] Transitioning
to operati (ﬂrﬁfll%lmetth@mptbbdlssn%h@dul ed. At sone point after the job is

entered w thi n[0€8 A%eﬂ%yﬁ ttﬁ@ﬁ c% t(;} ﬁle%eﬁ{otdetﬂe E%C%}Slgﬁl rt% Qt?tﬁleﬁs For

exanpl e, as soon as any jO the job I e jO ave
started, the jl0887] $Visnaid mehodips opdirergousty tean eaibédwmlmluﬁtsarnem@rap@br&s started

by exe%Ht i r&% p?’ocsegsrr;ng\;es to opega?ton %b the script

[0088] At operation 720, one or more first time parameters are set. According to an
embodiment, the parameters that are set are stored within a database. For example, a
name of a machine may be set within the database when the request is to update a
machine. Many other parameters may be set.

25 [0089] At operation 725, a database with the requested task and corresponding
information is updated. For example, the machine database may be updated to reflect a
new machine within a network and set the desired values for the machine (including a
state update to “provisioning” and the work database may be updated with the requested
job information.

30 [0090] Transitioning to operation 730, the job is scheduled. At some point after the
job is entered within a job queue, the job is started by the work manager. For example, as
soon as any jobs ahead of the job in the job queue have started, the job is started.
According to an embodiment, the job is started by executing a script. Executing the script

may invoke a remote call to start a script and/or perform some other task on a remote
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may invoke a renote call to start a script and/or perform sone other task
on a renote machi ne. The renote machine nay be | ocated on a different

net wor k awmo/2or2/idufoker ent data center. According to an embodiSe®nts3svthe j ob
does not contain the actual data to be changed but just a reference to an
object in the database that has the real data. [0091] Myving to operation
735, a response is returned to the requestor. A response 5to a request is

returned whgehihhieriRGbneR ndRFind MYy 88 ﬁ)@&tb@&tﬁﬂdﬂ%ﬁeﬁp@eﬁ%rﬁ%ﬁ&/bﬂﬁﬁ‘e@ﬁt%af’aom’” tted
to the database. In this way, a requestor is not required to wait for a

long tine BefYr AcEEdBRQ ﬁge@qdé%q@b job pps npeppBHsEC peval #f8 tabcur rent state
of the obj ggfy §@&b19?liswﬁe%r¥nc%%£hcsm&t glqﬁé@ﬂaﬁsetﬁarha@eﬁ@ma& §ata When an updat e

machi ne method 1s cal he object is a nmachine object. 10[ 0092] At
deci si on oper d009h Muing to Iqeerptmdéésa eppenseax etwnessto tiparequshtos e ekBonshe st at e

to det e%m ‘i‘c?a %ﬁ&és{‘ﬁrretﬁﬂg ly %h g@&d%%%{d %{ocﬂ%’ha&&s@@&ﬂ Lﬁg and failed. For

exanpl e, have ai ough a previo attenpt to
performt heomamcd W\therdattalme i Imbhlha@ymteq@ev@msplpmqmtcslltg'wp@ﬁga]long‘t&m the job
2?\1; (F:)[ g\a/-:,loﬁztlo)éeprg?ee?\{m%a res%trllse dl”he reslan eerel:‘tgrtnls %?.Eur?;%lyqate o?th pP &' at Iot“r)] 2 Zgloa\tlvge{g
oper ati ons wtn(hnrth@aataibamq)Eoeé;famﬂes whtn mq&dlareumdcymahteemsphs dqafjed, crhepmjet:us m t he
operati on. Acc rding to an enbodi nent, the scripts determ ne the operations
to perfor m*até ’1“?18@8‘% the logic to deternmine the steps to perform For
exanpl @p one q009IRPIAR dsdidibpbrerdtivy 74 tierprbdees thktex&m&:@ateijaﬂaaetlksahe :ﬁﬁed to be

per formed based on a f the database. 94 eci SI operation
760, a det é‘?%‘nt‘ﬂﬁ‘ff} @qﬁ? h’ﬁéog’l}iép’feéfl%ﬂé Ff‘é‘ra“FlP? ? %ﬁ@taﬁd %éé

execut ed anthyherheddsht WBTth@YSHPHreviowdeem f)he psifeheth@fask. hthlaﬁlks jdbs set to
active, then an instance of the task has already been run. If tf]1e task has

al ready rufes RHECEITENEYt ask exits and noves to an end bl ock. [0095] When
the job has nqhoqymhem& 86 %@Iﬁ&mmeﬁ SricRpRiiatnk @Perdiih ARds the job is 25

performed. After jobis conpleted, the process noves to operation 780
where tlhe Joggaﬁlq*irr@prfﬁl@re@ﬁy iclsan yriefcendions ey boiriapeesl. Tihg clopmur pRFasions exanpl e,

once the magh E@oﬂé%o&% ’Pep%"&flﬂz Qfﬂéc?sdofﬁ}etv?ouﬁlgr%Ftéin%&g%@faer?o?m%éd péfitiod NE ] 0D

is also renoved fromthe |job queue e renoved autonmatically
after an eXysrerdingdmanpdmbpdpmeant,gdie edriptsi dﬁr@rramdﬂmpblytl@nsp@ poéxm apdlinciudg t he
cl oud manager C e [

speci fi cat ?lger%ogig%a(#fﬁ%fggg é%\edq t{i)gwlye?t;oglgl gléloe%a%lglg (ﬁlg'?) glnggs]s??l?lgtl nof the
manuf act ur dctamiineithe opdratidme tl@omq@dm bd mlfouﬁectmeed ameetteté ofithe Gitehee. many

embodi %nt S Of[ﬁbﬁl‘? At 'Ei"els%ﬂ gpe{ah%n 7n\ieg? elenat onoléj}na&ieeeg ? Wequ?r tﬁen]gf:) he Spl rit

and scope of t nvention fon resides’in &r ei naf t er
appended. already been executed and completed. For example, when the state of the task is set to

active, then an instance of the task has already been run. If the task has already run, the
current task exits and moves to an end block.
[0095] When the job has not run, the process moves to operation 770 and the job is
25  performed. After the job is completed, the process moves to operation 780 where the job
information is updated. For instance, in the current example, once the machine has been
configured, its state is set to Active. The job is also removed from the job queue. The job
may be removed automatically after an expiration of a period of time and/or by a process
calling the cloud manager specifying to remove the job.
30 [0096] The above specification, examples and data provide a complete description of
the manufacture and use of the composition of the invention. Since many embodiments of
the invention can be made without departing from the spirit and scope of the invention, the

invention resides in the claims hereinafter appended.
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VWHAT IS CLAIMED | S: 1. A nethod for providing an Application
Programm ng Interface (API) for use in an online service for requesting
actions twokeizpsufoor med, conpri sing: receiving a requestPcrhrseughssng

i denpot ent and asynchronous application 5programring interface (APlI) at a
central service to performa task in an online service conprising different
networ ks; wherein the request relates to at | east one of: configuring,
updat i ng arRgdgARNQg AIVIERCKRI nes in at | east one of the different networks
that are used in providi ng t he online service; . updating a

dat abase with ohe orA misthed ey niegdipgpiuippiigation kragramgdng InigaeeiAR L 8 one 10o0r

mor e val uegahn 3nfRSEARY (Sl R sz defidhst@BkperREdhd dorflps@Ry: L0 @ j 0b queue
for performng the task; returning a response to a requestor of the
request that isreeevingaediviyidepeshdedideypofentand ajyobhrbetw gpdicetcant ed;, and
execut | Bg %Fb%gdnﬂgi’n W&FRL E‘Aﬁiﬁ&%k@aﬁ s ekog&rf%f}HB'ia{sﬁ TParfLh OSrie that is
assigned t exectite the task access the one or nmore values relating to
the task frcompiidie difftrabaseyvdals; dbtremthaequdierciies ity @deast @k ef:abnfigweing.ask.

2. The net hod .of aiml,  wherei.n ceivi a,. ues ltiple times for a
carre. et hodreinE A2 ApPeig PRERR B L BT Mo B BTl RSl S o
as cal | i ng ptdvadigathe omicRasticone tinme. 203. The nethod of Claim2, wherein the

nmet hods are web .hods that are exposed.thr h.a b- based API that
Consi sts of get "METHOUL RIS VRHaea" HEhUULe FUHERAE HEFRE (Bt et hods ar e
used fan bet morrahics av a@bsied sk Feite taskgl an update of the object, and

wherein at |east sonme of the update methods of the APl conprise a |ast
updat ed propert?fddfrfge?ﬂob\ﬁb"}ﬂog%g‘@%?rp& Bmﬂﬁ%ﬁ’ﬁt"ﬁlﬁn-null val ue, an update is

rejected when 25:Hiﬁing’a|rééﬁ&fse tasiequ@dabede RigoReihbis eoasedialepoRicatly af
correspondi ng val.ue 1 n the database. 4. The method of Cdaim 3,
wherei n at tedalsbeinprgcysd: ept updat e met hods set one or more properties that

are only set ong@chideShe jobWRfcRlih Sc@inctthejol oAb IBHRO&: that is assigned to

15  execute the task access the one or more values relating to the task from the database to
determine the desired state of the task.

2. The method of Claim 1, wherein receiving a request multiple times for a
same method in the API having the same parameters results in a same outcome as calling
the same method one time.

20 3. The method of Claim 2, wherein the methods are web methods that are
exposed through a web-based API that consists of get methods and update methods,
wherein the update methods are used for both creation of an object and an update of the
object, and wherein at least some of the update methods of the API comprise a last
updated property that when present and has a non-null value, an update is rejected when

25  the value of last updated property does not match a corresponding value in the database.

4, The method of Claim 3, wherein at least some of the update methods set
one or more properties that are only set on a first invocation of the update method.

5. The method of Claim 3, wherein returning the response comprises returning
an output structure that is a current state of an underlying object that is stored in the

30  database.

6. The method of Claim 3, wherein parameters used by processes that perform
the job are obtained from the database record for the underlying objects and not the job

record itself.
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5. The method of Claim3, wherein returning the response conprises
returning an output structure that is a current state of an underlying

obj ect t O 20/08892ed i n t he 30dat abase. 6. The meChas2af/0€33a0 m 3,
wherein paranmeters used by processes that performthe job are obtained from
t he dat abase record for the underlying objects and not the job record
itself WD 2012/ 054192PCT/ US2011/ 053370 7. A conput er-readabl e storage nedi um

havi ng cormuter7execma{alhﬁeru@ﬁamé%{o@e%eh%ﬁh%ﬁlglcemaﬁ&epaiebﬁ@a@erVI ce for
requesting actions to be perforned, conprising:. receiving a request through

an i denpot @ﬁtmqw&S%yww@ﬁ@w Salﬁmeuf@ratﬁwﬁl%ﬁ@wm negformeder f ace (API) at
a central %1'15%?%'[0 performa task in an online service that provides
cont ent coI rati on services for different networks; wherein the API
exposes net hodsre@@m)gia$¢qtlgst@é@ugh@vh@nwomﬁandﬁmbromsmd@aﬁvmer ein the

request ¢ ; ng
rmchi ned 1 Ryl fhertERAPIPAG: Shey SRl QHicitn p KRERL L GIAPTENAN
provi di ng tphmdmbcpm@it s@taboraegn sbOUEd Adridnfferent netwodss; ‘ahmlan&t@aésl%l W\NShS one or
nore val ues relatl to t

a ob, to
perform ng nfehh d% Gaprising &t lfletBOdssr?hd lépcg&eesrg%ﬁbds ‘f\'her?lﬂ?helre%ues 8tF ® étfatt er the job

i s added td)easthmmﬂemﬁiguang! u@&zemgtanmglamdgmgmwdzch1n\ahmraeleastenecﬁ1he digfetche | ob
conprises start a progcess that ac cesses t he one or nore values relating
Pogmitnarase

to the task® BT AR ALY ﬂ%@eﬂngﬁ?&@f’ﬁef or use in an online service

for requesting aghtionNsrdwootalapeikavifige o£MORMNaBeNGlatiag pridcasigor and a
conput er - r eadabl e . nmedi an o&gra ing environnent stored on

t he conputer-re ﬁ&ﬁﬁ]ﬁr}qgwgf%r)@gfgwlﬁ% #the processor; 20an
i denpot ent and mﬂﬁga%@memﬁé tegadstd? B AIRGOBITEIOE foicefubas and APl )

executing the job, wherein executing the job comprises starting a process that
accesses the one or more values relating to the task from the database.
15 8. A system for use in an online service for requesting actions to be
performed, comprising:
a processor and a computer-readable medium;
an operating environment stored on the computer-readable medium and
executing on the processor;
20 an idempotent and asynchronous application programming interface (API)
that exposes methods comprising get methods and update methods;
a cloud manager that is coupled to different networks that is operative to
perform actions, comprising;:
receiving a request through the API to perform a task in the online
25 service from one of the different networks; wherein the request relates to at least
one of: configuring, updating and managing machines in at least one of the
different networks that are used in providing the online service;
updating a record within a database with one or more values relating
to the task;
30 adding a job to a job queue for performing the task;
returning a response to the requestor after the job is added to the

queue; and
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t hat exposes nethods conprising get methods and updat e net hods;

a cloud manager that is coupled to different networks that is operative to
per f or m aw0Ii20rEMS4RNPri Si Ng: receiving a request througlrcrhms20RI053300 per f or m
a task in the online 25service fromone of the different networks; wherein
the request relates to at |east one of: configuring, updating and managi ng
machines in at |east one of the different networks that are used in
providing the online ser\k&iing the job, wﬁa@ﬁtek&gﬁﬁ%m@wdém%géaIs{artﬁlgqa_t abase
with one or nore values rel ating %o t he task; 30adding a job to a job queue
for performng the trggess that accesses gieipmpohgors velishisksiag toohe ek fregitlest or af t er
the job is added to fhg,Queue; and executing the job, wherein
executing the job conprises starting a process that accesses the one or
more val ues rel &t i nglhteoystere of @kkm Brwhareih exadatingramethod in the APIhavipflgghesyst em of
Ol al m 8o Wt offa GAGE RN AnlELOAL ] NGBl DAYING hGRSATR MAr amet ers
multiple tines results in a sanme outcone as car I ng tthe nethod one tine.

10. The system 8. Cl Hieny8¢mwh€len A, viwecin gdapdatereicthodsaraned dsdatlf or bot h

creation Ofcre%ﬁ'onootyag%gjegtragld an ulgjd%geagf%leoolcbjécb e obj ect.
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