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information is processed, stored or communicated, and
of poateejed digitgl content edriticd infarmationhe i nf or mati on may be
processed, stored, or communi cated. The variations in
i nformati on handling systens allow for infornmation
handl i ng systens to be general or configured for a
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bu\églregs%g Xee%fadﬁﬁ‘{ogmgysqg gro%ggsta%rsﬁ)rg BHIBAMERLS One option available to

users is information handling systems. An information handling system generally
processes, compiles, stores, and/or communicates information or data for business,
personal, or other purposes, thereby allowing users to take advantage of the value of the
information. Because technology and information handling needs and requirements vary
between different users or applications, information handling systems may also vary
regarding what information is processed, stored or communicated, and how quickly and
efficiently the information may be processed, stored, or communicated. The variations in
information handling systems allow for information handling systems to be general or
configured for a specific user or specific use such as financial transaction processing,
airline reservation, enterprise data storage, or global communications. In addition,
information handling systems may include a variety of hardware and software components
that may be configured to process, store, and communicate information, and may include

one or more computer systems, data storage systems, and networking systems.
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that may be configured to process, store, and

communi cate information, and may include one or nore
comput er systens, data storage systens, and networking
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beingeimplementcd, including High-bandwidth Digital Content Protection (HDCP). Yet

these solutions have attendant issues and none are currently capable of conveying content
control status messages.

[006] The HDCP specification is used to encrypt and protect digital video and
audio signals transmitted between two HDCP-enabled devices using Digital Visual
Interface (DVI) or High Definition Multimedia Interface (HDMI) connections. The
sending device (e.g., a DVD player or HDTV tuner) encrypts the outgoing digital signal
using the HDCP specification and a shared cryptographic key, and then conveys that signal

via DVI or HDMI connection to the receiving device (e.g., an HDTV, etc.).



sendi ng device (e.g., a DVD player or HDTV tuner)
encrypts the outgoing digital signal using the HDCP
speci fication and a shared cryptographic key, and then
conveys that signal via DVI or HDM connection to the
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connection and the user will only see a blank screen or possibly a scrambled signal.

[010] Such a scenario can easily confuse and frustrate a user, who might suspect
an equipment malfunction, resulting in needless, time consuming, and costly support calls.

Currently, no apparatus or method exists for a user to view content control information as

status messages on a display.

SUMMARY OF THE INVENTION

[011] The method and apparatus of the present invention can determine control
information associated with protected digital content and convey related status messages to

a transmitting device’s display control panel and/or a receiving device’s On-Screen



SUMVARY OF THE | NVENTI ON [ 011] The met hod and
apparatus of the present invention can determ ne
control information associated with protected digital
content and convey rel ated status nessages to a
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Visual Interface (DVI) device contains logic to support HDCP. In this example, there are
no means to visually confirm whether HDCP-protected content is displayable by the DVI
device until an attempt is made to view the content. Further, if the DVI device does not
support HDCP, the user may be presented with a blank screen or a scrambled signal. The
user, confused and frustrated, might mistakenly suspect an equipment malfunction,
resulting in needless, time consuming, and costly support calls.

[015] In one embodiment of the invention, protected content control information
would be sent by the display device driver, based on the state of the secured link as

reported by the transmitting device in accordance with the protected digital output
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BRIEF DESCRIPTION OF THE DRAWINGS

[018] The present invention may be better understood, and its numerous objects,
features and advantages made apparent to those skilled in the art by referencing the
accompanying drawings. The use of the same reference number throughout the several
figures designates a like or similar element.

[019] Figure 1 is a generalized illustration of an information handling system that
can be used to implement the method and apparatus of the present invention.

[020] Figure 2 illustrates one embodiment of a system for conveyance of

protected digital content between digital content distributors and digital content consumers.
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other storage devices 108, such as a floppy disk and drive and other memory devices, and
various other subsystems 110, all interconnected via one or more buses 112.

[026] In an embodiment of the present invention, I/O devices 104 include a
transmitting device 114 (e.g., a digital display output adapter), comprising a digital content
protection system 116, that can interact with a plurality of receiving devices 124 (e.g., a
digital display), comprising a complementary digital content protection system 126, to
create a secured channel for communication of protected digital content. As will be
discussed in greater detail herein below, the secured channel can be established by
implementing a connection between a protected digital output 118 of a transmitting device

114 through a digital cable 122, to a protected digital input 120 of a receiving device 120.



[026] In an enbodi nent of the present invention, 1/0
devices 104 include a transmtting device 114 (e.g.,
a digital display output adapter), conprising a
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conveyance of protected digital content between digital content distributors 200 and digital
content consumers 212. In this embodiment, a digital content distributor implements an
upstream content control function 202, which specifies and conveys the terms and
conditions under which digital content can be utilized, to a content protection system 204.
For example, these terms and conditions may include, but are not limited to, whether or not
digital content can be copied, and if copying is allowed, how many times and at what

resolution.



har dwar e conponents. [028] Figure 2 is a general
illustration of one enbodi nent of a systemfor
conveyance of protected digital content between
digital content distributors 200 and digital content
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[032] In this embodiment, distribution of protected content 300 may be
accomplished by a number of methods. For example, transmission through satellite
broadcast 302, transmission through terrestrial over-the-air broadcast 304, transmission
through wireless digital network 306, delivery through a terrestrial cable network 308,
delivery through a terrestrial digital network 310, or delivery through prerecorded optical
media. Those knowledgeable in the art will recognize that the examples referenced
hereinabove are not all-inclusive and that many other methods, including combinations of,
and extensions to, the examples referenced are possible.

[033] In this embodiment, regardless of the distribution method implemented,

protected digital content 300, with its associated content control information, is conveyed



consuner household). [032] In this enbodi nent,

di stribution of protected content 300 may be
acconpl i shed by a nunber of methods. For exanpl e,
transm ssion through satellite broadcast 302,
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illustrated 1n | esser detail in Figures 2 and 3. [035]
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turn routed to an HDMI transmitter chip 414. In this embodiment, content control
information is HDCP-encrypted 412 within the HDMI transmitting chip 408. The
resulting HDCP-encrypted content stream is then routed to a protected digital output 414,
which is connected to an HDMI digital cable 416, which in turn is connected to a protected
digital input 418 of an HDCP receiving device 420.

[037] Once the HDCP-encrypted content stream is received by the protected
digital input 418, it is routed to an HDMI receiving chip 422. In this embodiment, the
HDCP-encrypted content stream is decoded by an HDCP encryption capability 426 into
timing and audio signals 424 and video signals 428 (e.g., 24 bit RGB or BT.656/601),

which are used by the HDCP receiving device for video and audio presentation to the user.



[0361 Protected digital content and related contro
information 400 is routed through an MPEG decoder
chip 404, which decodes the content streaminto timng
and audio signals 406 and video signals 410 (e.g., 24

bi t BALLd iIWRirstorP6Corle R mbolihert @R Grésent
an [ tr urﬁ%%]-stet@g%{echi p }114.r In this glrrbodi nment , r

RV IR iSSP LS

HDCP- encrypt ed content. str i s then rouyt tQ.a
Proypae SEdA coniFnt SOMSE T WARCP Gatedh SRl sfmlih spg system
an HDM digital cable 416, which in turn is connected
rertewv ahiliy oteesagesiS00 explaiacd inypore detal kereigbelpmcire conveyed to an
recei ving device 420. [037] Once the HDCP-encrypte
HIDOP tafdmistifgedevideS02 ol lustchtdalintlémsepdetdibint i guresl 2 g awed 4.
i nput 418, it is routed to an HDM receiving chip

422.1039). tHXipSri&iteq Bid¥Ribneré bethe HRGRH SR GANEeTinahe fanthat HDCP,
stream’i s gecoded by an HDCP encryption capability 426

into tim ' [ I ' j

Wi Reabd 1 03 RN AL 0B PRhigith YR BienBichied outputs
b he HDC .recejvin vice for .video. a dio... .

of g £h3Ke i dekice o e 501e5 88 e ANADEY g iving device
generalized illustration of one enbodi nent of th .
prede#d] ThevareniddDEE spegifieationtdescribgs éﬁlge%'ﬂg%ﬁiaﬁgﬁfm?ﬁﬂon and
a digital content protection system Protected )

kegtiegthalge pomtéurt that ceguinee eaokidemiceiBbe isentified byaprares|40 bit Key

i nformati on and system renewability nessages 500,

SefecBbAVREGr (RSWPER] sedrady orffertp sabet S6bit daviee keysy @aelbit dn the
an HDCP transmtting device 502, as illustrated in

K$¢ %8&55@?%@0' onk /b ﬁie%ﬁ? Slevice Fe)%.n Eadh HS Loy Rt ihaR&aEting,

practitioners of the aft wll ‘be educated in the fact

that HDCP,. when |ayered. . :
b B 8 P e BBl M e BELES G toments
an HDCP transmitting device and the protected inputs
a geurgnintgresd 1ocagenyi ng devi ce. [040] The current HDCP

specification describes a three-phase authentication
and [041] HDCP also describes a renewability function that automatically excludes

unauthorized devices through the use of system renewability messages. In this
embodiment of the invention, assuming that all involved devices are proven to be valid
when checked against the current system renewability message, the stored data elements
are used in a series of key exchanges and cryptographic operations takes place to
authenticate all involved HDCP devices to one another.

[042] Once the devices are confident of each other’s integrity and authenticity, the
HDCP transmitting device 502, comprising but not limited to, an MPEG decoder chip 504
and an HDMI transmitter chip 508, can begin conveying protected digital content through

a protected digital output port 514. Protected digital content and related control
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key- exchange procedure that requires each device to be
identified by a secret 40 bit Key Selection Vector
(KSV) and an array or forty, secret 56 bit device
keys. Each bit in the KSV corresponds to one of the

infoRhiond0 i§ Fot &Y rofsA G NIPES- e85tk bR 504! WHieR Akédded the content

repeating/recel ving, and receiving device pernmanently

FREATRAFN G PSSR0 BLETE gl o1 1
SRR b BT st RIPGERR LA 5 i

renewabi | ity messages. In this enbodiment of the
enibodinentconteateentioh infermationlis HOGRoereawptedy] Twithigthe HDMI
proven to be valid when checked agai nst the current
trapyraiteng cldpSOBbi | ity nessage, the stored data el ements
are used in a series of key exchanges and

Cr YRbeyr artires BDCPOchyp&Bedikeh€ trdatn isabiém@ntiddaahrotected
all involved H devi ces to one another. [042] Once

diéinpag og@}’xkgﬁf ot yi? %pﬁ%@%ﬂ&gﬁ HN dQiECabR 418t G8fchliY turn is

transmtting device 502,

SR e S8 PR A 0 o

conveying protected digital content through.. .
HBEBreagtypteddrogienbstream léﬂﬁcep‘@ﬂthG&%PYOﬁCEﬁdéﬂg% IQ?HUQ P18y it is routed

content and related control 10 information 500 is

to a0 M1 tévevinghchap SARED tHiscothodinaeritthe BUDCRvaneshiptgd eonient stream
the content streaminto timng and audi o signals 506

is aesbdwd B¢ an PR HecrPition( capability?sR6kinto tREAgand audio signals 524 and
BT. 656/ 601), which are in turn routed to an HDM

vi&éoaé?gﬁg'lst 8 (e P RLRGB & B1656/681PAtiIcHRAS used ®RtROHDCP
control 1 nformation is HDCP-enerypted 512 within the

recEH%EDMﬁg éltﬁ@?g gqrpevgéeloghgld%ﬂhr? p?? ntaiigg' ?’cJ tth%lﬁger.r esul ting

onten reami s en routed to a

i’ WO it R i PR i of el P S ent and relaed

renewability messages, cannot be displayed without implementing the present invention.
[045] Those accomplished in the art are knowledgeable of Display Data
Channel/Command Interface (DDC/CI), a VESA (Video Electronics Standards
Association) standard for two-way communication between a host and a display over an
EDDC (Extended Distance Data Cable) channel. Skilled practitioners of the art will be
equally knowledgeable of Monitor Control Command Set v2 (MCCS v2), a complimentary
VESA standard that defines command codes, including provisions for manufacturer-
specific command codes, which are transmitted to the display using DDC/CI. Those
highly informed in the art will also be educated regarding Extended Display Identification

Data (EDID), a VESA standard data format containing basic information about a display
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connected to a protected digital input 518 of an HDCP
recei ving device 520. Once the HDCP-encrypted
content streamis received by the protected digital
input 518, it is routed to an HDM receiving chip

o gl o LA S ol T 0 a0

526 .into, ti Sj L
imapssied colb ity s bR REAEA ‘%J"%%Afé%@?%fdﬁagg&vﬂ“s and
are used %\ﬁt he HDCP receivin eyice for video and
chargetenstppgsion thetmepitar amg @ng seria nPG‘X’ﬁ‘] However, in this
enbodi nent, the status of these data el enents, and
r el 4644 E[H@suvﬁhrrﬂaﬂby intorsd grethe displayoandie U%ﬂdstp |c95n@@mcate with
wi t hout inplenenting the present invention. [0451

thel &8 ehr O/ch@esdribed fiemard detdiEhdteiaubovagehich eesides between the
Di spl ay ta Channel / Conmand | nterface (Db d), a

dlé{ﬁgﬁggféﬁ&} BivieNhREhSthand@isly deAgeoci ati on)

vvay communi cati on between a host and

2,12'4?;@%1&11%‘%%? Fr;@”p[) ?BP& HEXLRRAGH Bt o PRSE/CFIBb Bha MCCS
equa f
S L

defi nes conmand codes, including provisions f

typeaandf capabitities- S@G@@ﬂflﬁ@ widhraated g@’él é@tus\éﬁ?&?daﬁoétent protection
transmtted to the display using DDC/ Cl. Those highly

mod¥ watTethessaged B52antdispldyl dealce driver EHuwhichdan bypregénter via display
Extended Display ldentification Data (EDID), a VESA

co%Era 05 Sipdfardnemitahg @ONEAS0D.ng basi ¢ i nformation
a display 11 device and its capabilities

' nCl [:?g%ln g(licr)#}ﬂférew r«l:demlflf e Vi ke{edAtHeRfiOfiRli$ &hveyed to HDMI

or characteristics, factory

trzgﬁglfitzeﬁcg}p @ZP ﬁg:g tggauf Egl)(l}mm crlc'r tfo?l 'S ngg%ablhtlxes to return

nunber . [046] EDI.D i nformati on 1s S ored Ln
crifpiggiagbic 0 Ve ST SBIRRANADALY 400 PHRYP e B 30 to display

t hrough DDC/ Cl, described in nore detail herei nabove,
dewftieainivee§34] €Ehib stforeationtean be directly presented to display control panel 554

of HDCP transmitting device 502 by display device driver 534, or through combined
capabilities of DDC/CI 536 and MCCS 538 used in conjunction with EDDC channel 534,
to on-screen display 540 of HDCP receiving device 522.

[049] Conversely, display device driver 534 can convey cryptographic hash
validation, system renewability and encryption status 530 messages combined with content
protection mode and status messages 546 via combined capabilities of DDC/CI 536 and
MCCS 538 used in conjunction with EDDC channel 534, for concurrent presentation to
HDMI receiving chip 522 and on-screen display (OSD) 540 of HDCP receiving device

522.
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digital display receiving device and the transmtting
device. [047] In this enbodi nent of the invention,
capabilities of DDC/Cl 536 and MCCS 538 are used in
conjunction to convey EDI D 544 information conprising

r e ¢ ﬁbf}ﬁé In g:tl@gé[ F ﬁsﬁ% gdntPiA8 ) g i)%ﬁ'm bf e @fnbot B GPiHR§iesent

status and content protection

o B RTS8y Rt

of transmtting device 048 ncurrentl .
60P ok an on-seresrediselay P89 Hn Sa"ﬁi‘? ?LTEC‘?’PSHPX Bm&ﬁ&ﬁ%iﬁé’6‘31682 that is
HDM transnitter chip 512, which interacts with HDCP
in esecis yljpplayad. SEQ axappld, Copy protection 907 604 exrppY PEategstan Off” 606
hash val i dation, systemrenewability and encryption

cofld®elfispiaed! dn dil§$ﬂn&yemlﬂﬁvmelﬁ cpy\peote&idsh staths 608 can be displayed.
i nformation can be directly presented to display

For Qi?&fqgle Ak SticatRfh “FafledET0 draaeMidation IPARYA Cal 22Q81dBe

Ice driver 534, or through conbined
a itie Gl )
R S ey R P R o et
dlspla 540, of HDCP, recei vi n A
<o dorg vichpegiriss B0 eena 6B Y85 S r ol %d digial
cryptographlc hash validation systen1renemablll ¥
coanettion ENppt Theseswha arg kegwledgeablayiashe art il sxsogpige that many
cont ent protectlon node and status nessages 546 via

differehi ameldeleapahdsidges sarobhe dRATRA, GRBvaiety ofMEODrRBephiedmodes, as
in conjunction with EDDC channel 534, for concurrent

wall 8588 hihh&n hicH Y afegfi@emiedgo tfeiReb22 and on-screen
di spl ay (()SD) 540 of H recei ving device 522. 12

[ 05 QS irjlent e cfsltaﬂﬁétltﬁ)ngtesrlﬁﬂ?é 4@l kbt @b lﬂﬂn}%th&rﬁnbodlments

resent invention for the 'display
angarﬁ.F %tg(%nescg d Igjrle%agma/?r?tg(ﬁlt Egseg lﬂ gﬁ&?&éﬁrc&ﬁg@ 8%t€&ioﬁ3§ystems
mct:lllqllilsr’)g%ng(()jtlllrrrr?l?etd tot (Iggntgr?t%};ot%étlt efcor ecorgobqe I\?edla EMM or Digital
Transmission Content Protection (DTCP), are possible. In addition, each of the referenced
components in this embodiment of the invention may be comprised of a plurality of
components, each interacting with the other in a distributed environment. Furthermore,
other embodiments of the invention may expand on the referenced embodiment to extend
the scale and reach of the system’s implementation.

[052] At a minimum, the present invention provides a method and apparatus for
determining protected digital content control information including, but not limited to, a
display device’s copy control capabilities, content protection key status, and current
content protection mode, and conveying related status messages within a content protection

system, to a receiving device’s on-screen display (OSD) and a transmitting device’s
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in use is displayed. For exanple, copy protection "On"
604 or copy protection "Of' 606 could be displayed.
In this same enbodi nent, copy protection status 608
can be displayed. For exanple, authentication

gr agﬁﬁ:'s kGittro d%@ quﬁ fvm:grga’ aLi@n Fultfes ﬁﬁloﬁﬂ@g&@éﬂt ¢hvegtion can

["aye evi ce key "Revoked" 614 or

recﬁlfspgtefltéaﬁ aﬁ%ﬁfpaﬁhé s %ﬁ%ﬁﬂp‘?‘ﬁ eclet%'SPect on

gital _connection "No". Those who are qu % 1

eqwnmenbmalﬁnqvwm resuling i negdiep fINeeH) S“‘Bﬁ“ﬁf ppport calls.

rel evant nessages can be dlsplayed in a variety of

t ext{O%R] g¥lthohgls thie prendatinvention has beensdasprabadain rﬁléﬁaﬂr iy should be

whi ch they are presented to the user. [051] Skilled
unféretobil thad Reficusichatiges, substituiibils and abtgratines ¢anzte madeyhereto without

ot her enbodi nents and variations of the present
degzﬂ'ﬁﬁ%fﬂoﬁﬂhe Qﬁ%@ gncpfbogé BEheGhHntiah af aefiRaAbyRhOhgEhil@claims.

ystens including but not limted to, Content

Protection for Recordable Media (CPRM), or Digital

Transmi ssi on Content Protection (DTCP), are possible.

In addition, each of the referenced conponents in

this enbodi nent of the invention may be conprised of a

plurality of conponents, each interacting with the

other in a distributed environnent. Furthernore,

ot her enbodi ments of the invention may expand on the

referenced enbodi mrent to extend the scale and reach

of the system s inplenentation. [052] At a m ni num

the present invention provides a nethod and appar at us

for determning protected digital content contro

informati on including, but not limted to, a display

devi ce's copy control capabilities, content protection

key status, and current content protection node, and

conveying related status nessages within a content

protection system to a receiving device' s on-screen

display (OSD) and a transmtting device's 13 graphics

control panel for viewing by the user. Further, use of

the present invention can
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reduce potential confusion and frustration for the
user, who m ght otherw se suspect an equi pnent

mal function, resulting in needless, tinme consun ng,
and costly support calls. [0531 Although the present
i nvention has been described in detail, it should be

wm@ggﬁmﬁtlgyari ous changes, substitutions and

S can be made hereto without departing from
the spirit and scope of the invention as defined by
the appended clains. 14 WHAT IS CLAINED IS: .5 1. A
syst emlf or Pryyer iRGPION IR R{GBIRIPRF ?tF‘lﬁgtotdéglffiﬁ‘?[it%rft’
c ... conprising: an information handling system
og(gltr@r&t'%g'to generate a protected digital content
si gnal ane icforhation hanfibngsystenmoperslile tagactraig & pragedtet] digital
protected digital content signal, and a display. .
operabl e to r &OBiCHESIERF 4n Ffeﬂt%@ffbfama%‘@“taé?"%%‘ﬁ%ﬁ’? said protected
signal and saigfi2esRchRigd;;GRAt rol information, said
di splay further being operable to use said control )
i nf or nat iaatisplay opesatilato steivesaid pfaseatest digitaliconignt signal gnd said
said protected digital content signal, .. .
system of cl aialﬁof?at‘?@%of‘gﬁoﬂmg i %8ﬁ’ssﬁfda(§)}rg%€|fucn§%?bemg operable to
conpri ses an Qie $4i @6ftroldhfoRhatyon 3.displey sytas mforadation relating to
claim1, wherein said display device conprises a
control panel .saifl protgeted igiahement|signal. 1, wherei n sai d
di spl ay provides status information 15 relating to
the display's content control capabilities.

2. The system of claim 1, wherein said display device comprises an on-screen
display.

3. The system of claim 1, wherein said display device comprises a control
panel.

4. The system of claim 1, wherein said display provides status information

relating to the display’s content control capabilities.

5. The system of claim 1, wherein said display provides status information

relating to a content key status.

6. The system of claim 1, wherein said display provides status information

relating to a current content protection mode.

7. The system of claim 1, wherein said control information is provided over a

secure communication channel.

8. The system of claim 7, wherein said associated control information is

provided in accordance with an Extended Distance Data Cable (EDDC) channel.
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5. The systemof claim1l, wherein said display

provi des status information relating to a content key

status. 6. The systemof claim1, wherein said display

provides status information relating to a current

content protection node. 20 7. The system of claim 1,

wherein said control .information is provided over a, .
{Brmgtin is

sec@re cdbmsmstenof slimawherein sid gseciated capfoldn
. r .

il 5468 B2 PR e AR CRRIELERL! MpCIcD
Cabl e (EDDC) channel. 15 9. The system of claim8,
wher.ai n [ i ek 'y . [ i o |
o o Tk 4B A, AR Plyd BBE TR ntormaion

préYidenial acésrdume dviting MdndtorCOHMRT/CammarkDSet TMEGS)st em of
claim8, wherein said associated control infornation
is provided in accordance with a Mnitor Control
Command Safe syieiaf clddm8l whEhen saié hebriatfed ebatrahiffformation is
wherein sai d associated control informtion is

provided inegcordance voiftyExeades Risplay ddsatifigatigndaata (EDID).
Identification Data (EDID). 12. A method for providing
information relating to digital content, conprising:

10usi ng an information handling systemto g&.ner ate a
protldet ed dignethpd gquﬁr%ﬂfllngilr@fﬁgpatwe@gﬁg fQdigital content,

[ 1Rt j.on associated with said protected digital
cgé{?érr@ﬁ%l gnal ; and receiving said protected digital

cont ent SQisgipadn iafodmaaohasiiiog spste ta geteras a protected digital content
S5information in a_di | ay, . sai d di spl a ei. operabl e, .. .
to use said cé‘&%ﬁnqS%“&%HH&?Wt?B agqogéfegywﬁ%&@gm?ected digital
i nformati on redoﬂ[énpggﬁ;g; Sy d

receiving said protected digital content signal and said associated control

information in a display, said display being operable to use said
control information to display status information relating to said

protected digital content signal.

13.  The method of claim 12, wherein said display comprises an on-screen

display.

14.  The method of claim 12, wherein said display device comprises a control

panel.

15.  The method of claim 12, wherein said display provides status information

relating to the display’s content control capabilities.

16.  The method of claim 12, wherein said display provides status information

relating to a content key status.
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10

protected digital content signal. display.13. The

met hod of claim 12, wherein said display conprises an
on-screen panel . 14. The net hod of claim 12, wherein
sai d di splay device conprises a control 2015. The

met hod of claim 12, wherein said display provides

status information relatin 0 the display's conten
contlol Cheansthed pledaimy B2, v%-melﬁéqlﬁ Gepply REPwfes sfatus mformauon

e T RA R Rl MRS, 1™ 15 17 “rhe et hod of

claim 12, wherein said display provides status

o glr rrat I"H'NFH‘g tﬁ%ﬂf ﬂ% 2%8} P%lv\é%uﬁ?rlﬁ gﬁﬁmﬁgt?@qﬁfoglgl:étg&ﬁ%&{r%?ed over

agem[ercaﬁﬁﬁlmbahsnpn@ylened over a secure conmuni cation
channel. 5 19. The nethod of claim 18, wherein said

associ ated control information is provided in

accofgdancgheWhétho@Br Exine N8l aphdrtif b &id Gesdomlal @ﬁhbbli‘m(f(ﬁﬁﬁﬁ))n is
channel . 20. The met hod of claim 19, wherein sai

praudcxtmaace@rdamwm an Fixigndask Pistance Dagr Al P PE) channel.

accordance with a Display Data Channel / Cormand
Interface (DDC/Cl). 21. The nethod of claim 19,
wher2§i.n sBiednetbedof claist 1,0vharein shidrassaeatedoepnitrol information is

R e MBS SRS e AR SR L EpRc

associ ated control information is provided in
?EE?%? ang:- e mettl]logx I’ elnde% wﬁe[r)lel?lysalldda%]otcll;té ggnltr%? inl?glln?ation is

provided in accordance with a Monitor Control Command Set (MCCS).

22. The method of claim 19, wherein said associated control information is

provided in accordance with Extended Display Identification Data (EDID).
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