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The present invention relates generally to systens and nethods for
controlling network access, and nore particularly, to systens and net hods
for est AWPPEMBHY dynami ¢ user network access. BACKGROUNBCHUSPMEIITANVENTI ON
User access to conputer networks has traditionally been based upon a two
step authentication process FHD & BHE INVENHON 5 user total network
access, or ref . . t r irst step of

t he process, a ﬁ%?présggttlgiﬁugﬁgglagggg‘?ﬁ%l |caSS' ?tgﬁlﬁlap%kr{&\}é({%ﬁ f(]:%lr network via a
t el ephone Icongollidgdi cat ed network connection (e.g., Broadband, Digital
Signal Line (DSL)), or the like. In the second step of the authentication
process, tASWAKACeasS@and mare PREsHarly ;e sytems apdmsteds fgiesiabliding access to
t he networ k; ﬂf}ilﬁgrlﬁeéwoﬂih‘%céégpm identification information includes a
user nane am passwor d. ing this information, the network or service
provider verifies that the user is entitled to access the network by

determ ni ng whet her the i i [ 10N ] t ches subscri ber

i nformation contained i n_ﬁg&mm&é@ﬁﬁMase) that stores

i dentification gy} Qédg?éﬂo%m&;ﬁ{er Abtw oSSl tAHFRBAN ¢ BLbnl tas@f e network.
Where user input 1nformation nmatches subscriber data i1 n the subscriber

t abl e, t he stepetliesticationgrocessithat gthec peysieanysentdtabhhétwods adcesssoon t he
network. On fhe Bt her hand, ifhtthe usef[n hngu% i dﬁg%i fication information
fails to nafURFSdOBETF PBEACGEat WRIHPHe 4Bt 815t PR OLEEPIFSSH 2 BE deni ed

access to th@bRdevackmmuiitatio NEE withUsiwork Visl8 Mléfhonk $in6 QidARARd to data
stored within a subscription table, the user is either entitled network

access, or neteark sanzestien -2 Bragdbansk Digital Sigmahbine (Dinvhek er thedikesdr i s

aut hori zed .access, 1.0 t ngtwork. the user is typi.call. thorized to
Recess any BEr bt P b e B Biefiop bRl B bfr iR Rt tEa®n Sovent onal
aut hent i catihRAn@onHQah dcteRas gt wark. alypically, RO itpub HedifiEAmah to network
access. In many conventional network access applications, such as in
convent i onanformafiesy ipeludeceuses napppnd passred. WHeg Supwdermpsiondhe abase (or
tabl e) not . I t. i I f scribers
aut ho%i zed q%{éb%g?ggésﬁﬁﬁgﬁé\@?%%?ﬁﬁgiﬁtg Pﬂgﬁhgeg 12?@?[5&:3 t?%?%elrs %}eglgtn&#ﬁat can
vary based bypiereriniréngahtihetdhaidetifisationbiaformation marcheandacribdre subscri ber

dat abase can_i ncl ude subscri be{) profiles that indicate the -2 .
information contained in a subscriber table (or database) that stores 1dentitication

information for all users authorized to access the network. Where user input
information matches subscriber data in the subscriber table, the user is authorized
to access any and all services on the network. On the other hand, if the user input
identification information fails to match subscriber data in the table, the user will
be denied access to the network. Thus, once a user ’s identity is compared to data
stored within a subscription table, the user is either entitled network access, or
denied access altogether. Furthermore, where the user is authorized access to the
network, the user is typically authorized to access any destination accessible via
the network. Therefore, conventional authentication of users is based on an all-or-
nothing approach to network access.

In many conventional network access applications, such as in conventional
Internet access applications, the subscriber database (or table) not only stores data
corresponding to the identity of subscribers authorized to access the network, but
also stores information that can vary based upon the particular subscriber. For

instance, the subscriber database can include subscriber profiles that indicate the
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WO 01/ 31843 PCTI USOQO 29174 type of access a subscriber should receive, and
other related information, such as the fees due by the subscriber for

net wor k wo®esm43 Al t hough information in the subscriber datpasgeimy vary
fromuser to user, information unique to the database is generally used

for billingysy offRtevsakubiribeeihdnlieefdivd) a6@ sthel Rlatbd fiféieRion, &RA¥ENt i onal
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subscri ber databases typically include data such as the cost the

subscri ber thafegaguanby thesubwriier for netdwslsaccgstd Althoughdnfermationtintke t he
subscri ber . [ . [ subscriber to an

| nt er net SeSE1 gl&gg @%@@g&é@?%@%&ﬁﬂggrﬁ% ’5:' a‘%l\g@ aﬁ? g}l N ueg%@ggigfagﬁsesour ce
profile datiapameallyayed forttlling ot Rétovorlatriatteriafed papodes e FoRind@gEe,t 0 be

aut henti cated and tragks. thﬁ: élggr' s access for. accounting purposes, such
as mai nt ai FPAYIAOPYFuBtcribrpdaiatasesstypically welud dastapasthe sgsiths onal Iy, in

convent i onglp WOk haBnE 85cnetW kST Bess | AhdhdGhotRlof Zitrﬁélstﬁé ts%l%ﬁn%?@lg? ct to

on-line services (e.g., the Internet), the user mu ns i'ent side
sof t war e orcesssdrethg setwosk.c Ghym,twbere a3ubeoribes tadken odrhateleevicsPioyjlegal | y

provi ded by net wor k m ni strator or networ ccess provjder, such as an
| SP with Mhﬁ)ﬁ’ﬁﬁpurﬁé%sfgﬂ%msﬁ%sﬁ% B apreoprof ‘iart%@tse Ry &eRtan ng enabl es t he

client to GRRkhSEhR chables aRSSr 16 BERMLEH R ICRATHMRKSARE Gisib d RoL gty net wor k
access provider. Continuing with the illustrative exanple ofC a user

accessi ng teheounting purposes; suchras nBiMtaining alogof thesiser’s tisteainl the S&wedf.t war e on
the client conmpuyf er.. agd t hereaft en eﬁt a?l i sh an accountd W%Ptéh the ISP for
| nt ernet access. q?{/%?r@ V1 CORVHLRPA NTREUK AFEESS SYSICS: freprdeL It | USer tBner i ca
Onl i neTM  kahiidet todn-Tid s€ePoRE R MBe ilﬂ’béxﬁét?,tth@uéér st P¥taBQURERAGAd NY directly
with the 1SP for Internet access. Usually, the user pays for such Internet

access on &oftyaisiants thejuseids ¢aepusersi(ienRedasafivears iotypichldy pewided tyacat i on,
the user r@%m%rﬁla Bliﬁ&toﬁo(\r%%%orﬂlégpegg Pl%rVP Ll degkl/g%a%/@ \1%{1%5 &ﬁ\ggﬁ@bt ain

Sl
I nt ernet access. e connection is en achi Fonal

t el ephone nwetdms setabtibedfod GernBSiccegpnivbglables theddliehi® dohligureBer@use users
accessi ng networks through conventional nethods, such as through | SPs, are
ei ther al | SREEPIBPULEIRICOMMHEEGRESWIth that ReRBk Rocess RIAVIART. Genthwing wigh

appr oach, Wﬁlﬁst%ﬂ@%&aﬁglﬁgﬁgut .Ica%lcésgin%% %érﬁ&%lggﬁrﬁglf, tl&leg?s%r gimork such

that the user's access ori zat ron particu Wor ks or sites
i s custom zadleISP sdfistard en theetient dompatenpdndaberasfter eyabkdh dchatcoaltvaws users

dynfam' c ang%%@?fsft Og‘ﬁgr%gtl a%cgs%.c %S Sicgll ata ug?rysu ggr%/be??g edIS%On hanyA Daer of
vari abl es i‘8t ypieally, an 15%, such as America

Online™, Earthlink ™, Compuserve ™ or the like, by contracting directly with the

ISP for Internet access. Usually, the user pays for such Internet access on a

monthly fixed fee basis. Regardless of the user’s location, the user may dial up an

access number provided by the ISP and obtain Internet access. The connection is

often achieved via a conventional telephone modem, cable modem, DSL

connection, or the like.

Because users accessing networks through conventional methods, such as
through ISPs, are either allowed or denied access to a network in an all or nothing
approach, users cannot be dynamically authorized access to a network such that the
user’s access and authorization to particular networks or sites is customizable.
What is needed is a method and system that allows users dynamic and
customizable access that may vary based upon any number of variables associated
with a user, such as a user location, user name or password, user computer, or other

attributes. For example, it would be advantageous for some users to be authorized
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with a user, such as a user |ocation, user name or password, user conputer,
or other attributes. For exanple, it would be advantageous for sone users
to be alWR&IPE4Y -3 WO 01/ 31843 PCT/ US00/ 29174 access t PCVYSOPAEH net
sites, while others may be denied access to particular sites. In addition
t o aut hor i zdcagpsiie all Infemetssites ovhilarethops meay terdepied|agedse tapartienlagdiessinf or a

net wor k, sugch. 2 Or t I r. l.ecti vel ermt users
nrange  of CaifhPRuBraRe BB RERs T TRl vebd REEEIE B i upon an
al | or not hietgorkapphesah ISSUMKHERricEndibri, NyENEdtod y ifeempne&e Atrangdvent i on
includes a nethod and system for selectively inplenenting and enforcing
Aut hent i catQiGMthomzatis: s9ck tnatthe Hepr Aceesrsn is HY basedmpon gp all 9g pethingcessi ng a

net wor k vi aaﬁr&@ eway device. According to the present invention, a user
may first be authenticated to determne the identity of the user. The

aut hentication capability of the system and nmethod of the present invention

can be based upon a user 1D, t rY e or nore additional
attributes identifying a sourg@@gﬁg{——iﬁgﬁiﬁm .,O _I er, conputer or
location) requepid ReseABIVRhtorAREIRASs a fRERDIAHE BRMh &t REbcrigdlyaut hori zat i on
capability of the 'system and nethod of the present 1nventioh is custom zed

based upon intpéemetsingiang enfoicip @ duthentications dothotinationsamdrAesutting( AR AT er ent
access ri ghtfs based u and and/ or

i .id i h
OrsO3265EstiRE R ok Blrk i A e il a8 ARBIERBITRE pP89 T o sour ce

desti nati on

to access anpaftiohCahstr maptiasiet avtesticsiad iodet@HInEeSS idoMiity 6f the afdssi ng a
second source access to that sane address. In addition, the authorization

capabi | i t y Bie authenggafioarpapahilityeafibcisystem frd pedodof thermyresent wwewn be based
upon the othern_ i r i t al in.th ata transm.,ssion, such as a
destinati on‘glgcl))re tb,ggﬁ%n er ﬁgf%elglg%rcgis@?gﬁ’éﬁcatﬁggt C,gr or?gtovr\on?q{? a%‘?lag?a il ar

desti nat i orttriddtts édcmtifivhg & ev@te (d.1€a fdficaibr GdRe dohuGlr ldt¥esH)i on can be
based upon the  content type or protocol being transmtted. By
aut hent i cat®asiBRPEWORK 245ess. frsauthenteated, 3n apdorigationsapabiliyerf e t hr ough

the selecti @ ehMAdRhaRGE St id BrdsBilinferd®fis ERMmiE) bABA LS B i@ put hor ! zed
access to a“particul ar dest i nat1on. us, eac Inme the user attenpts to
access a didfftke smirced esdhi thattsoorees hine differeni sccssshjghtd based tpen tA&A, so t hat
the user nai%er?tgy,parn?i\{}?engoenctien?%gg/%)? de]:csrti(r)lgt]iéan r%glrlésite%ylF%rr inssitz;[n%e,targges':v?i'ghtssySt em and
permit a first source to access a particular Internet destination address, while
refusing a second source access to that same address. In addition, the
authorization capability of the system and method of the present invention can be
based upon the other information contained in the data transmission, such as a
destination port, Internet address, TCP port, network, or similar destination
address. Moreover, the AAA of the present invention can be based upon the
content type or protocol being transmitted. By authenticating users in this manner,
each packet can be filtered through the selective AAA process, so that a user can
be identified and authorized access to a particular destination. Thus, each time the
user attempts to access a different destination, the user is subject to the AAA, so
that the user may be prevented access from a particular site the AAA system and
method deem inaccessible to the user based upon the user’s authorization while
permitting access to other sites that the AAA method and system deem accessible.

Additionally, according to one embodiment of the invention, source access to the



met hod deem i naccessible to the user based upon the user's authorization
while permtting access to other sites that the AAA nethod and system deem
accessi V@33 ti onal | y, according to one enbodi nent ofPGIHESPRUEHt i on,
source access to the -4 WD 01/31843 PCT/ US00/ 29174 network may be tracked
and | ogged Is{erkangyi kesteasked aRdlogreshby e paesswiinvenigndadacchnatingrandal

pur poses. :GOL ] one enbodi nent of the invention, there is disclosed
a met hod ?g%ﬁ?fsl%ilgg{ptggﬁsy controlling and custom zi ng source access to a

net wor k, wher ei PAd¢doading usreentdasanof dieddvettion, ﬂae&dmﬂﬁelo@@f@ﬂfeﬁfolc(i and
wherein the soyrce conputer has transparent access to the network via a
gat eway de\fPE@T%FF?S’IYIBO’E 1 OFIZBE BREFRAGTEEHO Bt HerkaWhaigingthe t he

sour ce COMULRE it st@&st@&%ﬁlmesoﬁﬁfe%ﬁ@ut&%d WA ga%k#gcgﬁi WBFGLYi ng at

the gateway device a request fromt source conputer ccess to the
net wor k, i demspdrgntrageean taathe netverle veassgate edyedbvidetandtnbeconfiguatien based upon a

packet transpitted fromt souyce conputer and received b he gat eway
devi ce, an(fogé?'@ées%qeﬂ%eén%%ﬁfl@é‘t ?ﬁ‘ﬁr?ere?i’weééﬁﬁ?ﬁfﬁ%é‘eﬂ’&twqg- ggﬁr ce and
stored i n gn&RLH GRIMWIESFIER; SR wHNRI RN hE PR ile is accessed
based upon the attri but el, m%?\% V\/nerevivn theesoulr?l(;?eg p?%l??fg&jd}gét abase is

| ocat ed extcompalerfer accese tqtheastiyorll endentifly mgcan attriboterassociated vithwhd h t he

devi ce. The method , also_includes determining th i ghts of
Phe. sour ce BICEeTRARor Agest BB BETPREOE S Er AnateL o8 BRGREOhel i ne the

rights of thegfeuifgeie:, abd 8&ctsdiflta BREVOpfileARRESINAh © (ROSREPeEt of the
i nvention, determning the access rights of the 'source based upon the

sour ce pr ofstqred imesqueeespraBlealatabasan gvhereen thesewrse prafile & astessedbassdur ce based

upon the squbl ehddiBliule and QRERITNE IGuBE 6T, AOLS i ABLLDR LR AT (0Nt S of

the source to access a’requested néetwor estinati on. t o anot her

aspect of tthegitewenivite arldhie comilinitatiog Withahe psewantiadca TiRcatihea
identifier aﬁo,the | ocation fromwhich requests for access to the network
are transmasodacludgsetesminipg theracesss rightsial thessourcs haped wpanrthpsewcaissoci at ed

with the s ! ?ﬁl@; wﬁéf@ﬂ)gl%f:%? ?llghtsod%?lﬁg E}g:'oryltstgf th@goqrﬁéé F}?&:&:Qﬁ’th@ﬁ&%ﬁé ng a

source profile correspon t ce can e accessing a source
profile stored iAccardngitocenepspdat bethdahvendosn, detdraiiting theeacsessiripttspofof i | e
dat abase includes a renote_ aut hentr:&?_ tion dial-in user service (RAD US),

or a | i ght W& YRcehase bpan thg sQEee Piofids iekidey @%ﬂp}m@gtt%%sss rights of

the source based upon the source profile, wherein the access rights define the rights
of the source to access a requested network destination. According to another
aspect of the invention, the method includes assigning a location identifier to the
location from which requests for access to the network are transmitted, and the
location identifier is the attribute associated with the source. Furthermore,
according to the invention, accessing a source profile corresponding to the source
can include accessing a source profile stored in a source profile database, where
the source profile database includes a remote authentication dial-in user service
(RADIUS), or a lightweight directory access protocol (LDAP) database.
According to yet another aspect of the invention, the method includes
updating the source profile database when a new source accesses the network.
Additionally, the method can include maintaining in the source profile database a
historical log of the source’s access to the network. Moreover, the attribute
associated with the source can be based upon a MAC address, User ID or VLAN

ID associated with the source computer from which the request for access to the
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According to yet another aspect of the invention, the nethod includes
updating the source profil e database when a new source accesses the

net wor k.wo Agshiss3 onal | y, the method can i ncl ude mai nt ai ni pgTIUS0b/MR7$0Ur CE
profil e database a historical |og of the source's access to the network.

Mor eover, thwgwadkt wasdttdnemithsls Qudcatdinl Wi i atidiBers@péce 6f h@nkatibased upon a MAC
address, User ID or VLAN |D associated with the source conputer from which
t he requestret@yingathsgateyvayievics aygyugsy fsam a3omey fIsgogss gay inclysstthor k was

transm ttedstm?;tg%ggg{,igg atcf%st}’xf‘attioﬁl'a?&]@?srfr&}ﬁ%cstoup “the invention, receiving

at the gate vice a request froma source tor access can include the
step of receivi nycardiegto aatthaormbddingss of therintdneos,ahereds didclessddi ng t o
anot her enbodi matg tion, there is disclosed a, systemfor

t qf the inv
sel ect abl y ¥ty rﬁﬁﬁﬁa@m%@[}%@ﬂ iR aceasy 1g 2ametYIKKEY By a  source,
where the ss%ufc%gawh@re%égﬁ'r@eti@qsswat&d%apyg&ﬁc&w%&f anfRHerMiEHE N the

t .
source conputer has transparent access to the network via a gateway device
and no corsourpgrcatriputer basf travsparenieasdedsao thesteavdrbd/ina gothwayg deviceambmput er t o

access the networ.k. The syst includes .a gateway device for receiving a
r equest fro‘i%“?lﬁ'éra 18‘6&?_‘@ar%?ei@c%?h?‘go?ﬂjgsﬁ&%P PUlERIp aecessitice profil e
dat abase i rhe@@@ﬂﬁum}ﬁ%h@tﬂ_indm&é% o Shee vt RVRY fBENL&IngNtel GalER Xt ernal to
t he gat eway devi ce, erein the source profil e database stores access

i nf or mat i orfonEeHer dacegsite theyneawork end dsauace profitecdagabast ini commiecasionr ce, and
wherein th ri is jdentifi based. upon data . packet. transmtted
ewﬁlli {he %‘Fr%pt\&ﬁatyed%v%% na Yoca eg eé?ewﬁi{%%e &gfem eﬁlé:g/,i \glée.reln-ﬁ;'

fromthe source receive e system

al so i ncl udgsroe piéfie databae stdte LT hfomhbash MehtifidblebPad exdbutdlevi ce  and
source profil e database, wherein the AAA server determnes if the source is

entitled toseredatedwithdhagwourgss andwberginipe Atttibiee iscidensifiadritasedenongrdasa or ed

Wi thin the # i t I: AAA. server . determ nes
t he access pra?gﬁtt%?lsrg{tgpg}e&% g%rsggl%\%%? W%p‘%é%%gélge&r Pgh}fesgaaeev\{%yn eﬁ’tfet he rights
of the sourtie systeacaesisicludesi AMA k@werdh ceMmmiinitatibe withithO pitewAE a6Fiel Ng to

one aspect of the invention, the packet received by the gateway device
i ncl udes at®fdequice grpfile datgbaags Wisrem the AAL seryes detgsnings Vinbe sarge iss.

Addi tional lepita¢ fPicdeRGhd Ret@BAL BREJ aﬁt eE aBlest Hl?oﬁrcﬁ}xl\ﬁg)ﬁfsio%ﬁ with& feur ce

profil e database includes a renote a ntication I'n user service
( RADI US) orsource profile database, and wherein the AAA server determines the access rights

of the source with the access rights defining the rights of the source to access
destination sites via the network.

According to one aspect of the invention, the packet received by the
gateway device includes at least one of VLAN ID, a circuit ID, and a MAC
address. Additionally, according to another aspect of the invention, the source
profile database includes a remote authentication dial-in user service (RADIUS) or
a lightweight directory access protocol (LDAP) database. Furthermore, the source
profile database can include a plurality of source profiles, wherein each respective
source profile of the plurality of source profiles contains access information.
According to the invention, each respective source profile can also contain
historical data relating to the duration of network access for use in determining the
charges due for the network access. According to yet another aspect of the
invention, the source profile database can be located within the AAA server.

According to another embodiment of the present invention, there is

disclosed a method for redirecting a source attempting to access a destination
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a lightweight directory access protocol (LDAP) database. Furthernore, the
source profile database can include a plurality of source profiles,

wher ei n woolyzrsaspective source profile of the plurality mir/eswersegsprofil es
contains access information. According to the invention, each respective

sour ce prof iHreughegabwey dandeqiwherein siudtd is absodiated with akbuige tsmpiier, dur ati on
of network access for use in determni ng the charges due for the network
©

access. Accardwhagreingthy gatewiay dpuee enghlastthesouresdo comprunicain with paeswarkce )
file dat . .t hi i.hg-t 0o anot her
T S shash S0 HE WALy IR A AT AR

redi r ect i ngtle reonsrke Tat henindd ingluties Rceieny aatldamtewidtdeoite a-réqibst §dm3 1833 .
PCT/ US00/ 29174 through a,gate .devjce, wherein source is associated wt
a source co#ﬁ&f’%‘fc? to a%ﬂswgpéﬁw’ﬂge‘}jgi’@ﬁé@e WaGeRasehupmnea atEdutour ce to

communi cat €,Whtibred iR 8 5Kurcahfl Ql:'&es%ﬁg Hiséu#a@ Rf(ﬂﬁe 8%915#E 1&&{33%&%51141 0
i ncl ude network software configured fo the network. e nethod 1 ncl udes
recei vi ng ato thhgatgaapvayiceleviiarethe souga sifilé databasesoresmces rightsadfdlss t he
network, identifyjng the. .source based upon.an attribute sociated with
t he source, 4 a egggtitﬁﬂ%%BH}CE‘@%B%?&P@%@SB%‘?@S T‘%@é?g CeRt%Fnal  to
the gat ewaypgey iu%_@n theh8émificBBors Sthe Sort& WHefei MARASR rifh® KTin@GILSS rights
of the source. The method further includes determ ning the access rights

of the sour tehtsiphthedourseno a¢ress drstinatfancsites via thf nethverlsour ce, wherein the

i i h L ght th ource to access destination sites
\6/1?;6? rs1erlng'? \t/ch;rgefAI g%ggrn&%ﬂé’% gSpgﬁte&fatgf)g%thbéjn’taﬁcees?lﬂ%gﬁ?lilr(gﬁ}:’ro Tessing a
sour ce pr of Hhtgbase atchiis @cdeRsthyi 8 86urd€ pRTHE Aftalvass Gia GRS hirdfotdat abase t hat
includes a reppote _authentication dial-in user service (RADIUS), or a
| i ght wei ght agheiticaery, digkbedssr sgsvige ROPIVEDbaPy lightvepalidlirepiornaatessg t o
anot her asp t { LO i ssigning a
| ocation i dgﬁt?c;a |i QFIB%I(;B ?ﬁgﬁ‘ﬂ%’gc&c?%ﬁﬁ#rtgﬁ]ﬁ%?rcﬁsg%tggﬁlgﬁg ge or tg?:cess to the
net wor k ar enfettdcan irodutle askighiaia lbdutioh ddatifiento tHe Icafioefroinswhiche attri bute

associated with the source. The nmethod can al so include updating the
source pr of Feauetiniongecsss thba ngtwaskAdransmiticde wheredn thy éoq%l@wwg@ma

mai nt ai ni nghheiaﬂri@ﬂte%&%%d Qﬂhﬁ?@t%taﬂ:%.e The WA %ffnazh%)l {381t uf)rjla%n QU ce’'s
access to the network, ereln the accounti ng database IS 1n c6nmuni cati on
wi th the sosmre pobfd databasatvhbias eew source accesses the network, and maintaining
in an accounting database a historical log of the source’s access to the network,
wherein the accounting database is in communication with the source profile
database.
According to yet another aspect of the invention, receiving at the gateway
device a request from a source for access can include the step of receiving a
destination address from the source. Moreover, determining if the source computer
is entitled to access the destination address can further include denying the source
computer access where the source profile indicates that the source computer is
denied access. Determining if the source is entitled to access the network can also
further include directing the source to a login page when the source profile is not
located within the source profile database.
According to yet another embodiment of the invention, there is disclosed a
system for enabling transparent communication between a computer and a service
provider network. The system includes a computer, and a network gateway device

in communication with the computer for connecting the computer to a computer
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According to yet another aspect of the invention, receiving at the gateway
device a request froma source for access can include the step of receiving
a destiw@bi/omgsraddress fromthe source. Moreover, determpgirigoddoithe source
conputer is entitled to access the destination address can further include

denyi ng t henctABIC WheRAAPHEROIREAES Sy WREES b fesSQUFC Aal B fefrebdili £at es t hat
the source conputer is denied access. Determning if the source is

entitled tousgtataneptingdo aecorpsdid eemputbsestwork: t ersystanl alsteindiudesa i ng t he :
source to [ th .ce. profiihe is not |located within the
source. prof T oSO RREE R 0GR MG REMHERIORN I 4 neSv IR b ARG e

i nvention, wheatehd rdtsplooRRn@wosyBitRides &1 aivhabichtich feradiSeakeant

comuni cati on between a conputer and a service provider network. The

syst em i ncl &xdegaldo dhsmsiverk gaigpydeniceid K gumeppisatien it the petwerkuni cat i on
with the co WeloWe '%E ] M.l MO 01/ 31843
PCTI USOO 29@%&%{%? ?%@\%]ﬁgl%e@%ﬁlénggﬁ\g\m t‘géarf %l%as%u?fgﬁ? él%l%rdggaéﬁs\?es sour ce

data that repimsanuece prsiles diat mppdsemaiste aathoeizad ®aicdess 8aidwoaiputeet wor K.
The system al so . i nc|ludes a service {)r ovi%agfr network in _comrunication with
t he net wor K"G¥P IR the prapedatn fo said souree RreBissde detsBning ildhe ncl udes an

aut henti cat, vi ce and
hRPaBSAMEL: th Q6@ Ethe c@ﬁfpﬁfe? AbtwloPk gﬁpaaaegs%@r{] gorgﬁ%tﬁféﬁe%f}wgﬁ(.

i n conmuni cation wth the networ gat eway devi ce. cation
server has therefocoadisgtw ore gppedtiof thedaveattmaethe cpstpmican ngleteumce profil es

that represent uysers authorized to,access said conputer etwor k, and
conpar es thaeccg‘brﬁ’rn@esyﬁtg?l ot B’ag‘%}lﬂmg&ﬂﬁ?‘&r an‘%}?FP’é?“%qu yes A the SEVISF the  user
attenpti ng 4BviBEREN oI CA&RRREE &Y andBlcraitecCaNhaahRifod, M ARRINEL S o et wor k.
According to one aspect of the invention, the systemcan include an

account i ng sy«r emlyass areinpteaiuthendcasion disliin aber gatviced BdU )ner ause of t he

service provider twork. According,.t t her aspect of the invention,
he  aut hent e ah Bt ne R PR e DA R e MERERm oo ol 1 ucer
servi ce ( RARbIR)databasedcanlihgbiaepbdlitdbf §Rir&d profiies SFBerB eétRSpectidAP) _
dat abase. Furthernpre, the source profile database can include a plurality
of source pyfgeinsafiile\gh gieplarabity fseoprcetprefdes eaniginvaqsessinfasmetion.he plurality

o 50U ¢ PGS PPRLANR SGSCOE i PLITAL AR s S ABLIB Gt ot et
Wi th the coampibuerasssudated aiththé ¢aputercmdtthasmitgddion theaoitjfiter to the

gateway device. According to anther aspect of the invention, the source data

includes login information associated with a respective user.

The Authentication, Authorization and Accounting method and system
according to the present invention enable users transparent access to a computer
network employing a gateway device. Therefore, each user may have differing
rights to access services, sites or destinations via the network. Thus, the present
invention differs from conventional AAA methods and systems by offering
dynamic AAA services which authenticate users and offer those users varying
degrees of authorization to utilize the accessed network. Furthermore, the source
profile database of the present invention can be located external to the gateway
device, and on a network non-local to the network from which access is requested.
An external source profile database is desirable because each gateway device
allows a finite number of users to access the network, so that multiple gateway
devices may be required. Additionally, administering and maintaining one

consolidated database of authentication data is easier than multiple smaller
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gateway device. According to anther aspect of the invention, the source
data includes login information associated with a respective user. The

Aut hent i@ 01/3k843 Aut hori zati on and Accounting nmet hod and $EIVEE2HUG€0r di ng
to the present invention enable users transparent access to a conputer

net wor k enpketabasgs.aMyatwen youting the. datdbesedteraal te dlehlonslarctwark atlaws adi f f er i ng

rights to a ss,services, .sites or destinations.via.the. network. Thus, the
br osent i nyghpt WHCREY B Fer g neBionts SceRuy ol Re R OB R Aoete by
of fering dynmii theABALERS MdGRENIMY £1A RutrBEME He@b&eYS 8RF mARterAhd Birdt hose |
users varying degrees of authorization to utilize the accessed network.
Fur t her nor e parthproyisler se desitesf i | e dat abase of the present invention can be
| ocated external to the gateway device, and on a network non-local to the
network from which access is requested. An external source profile

dat abase is desirabl e bBREFDESCRIRFFONOY THN DRAWANGSWs a finite nunber

of users to access the network, so that nultiple gat,ewa devi ces may be
required. Additi &hal 52 blask Areter pircomritersy Hem thatigelydes a Advssryadat ed

dat abase of Y [ A j [ WO
01/ 31843 it MG B AnfikRe i REBh R ol TH: ek M p R TRy,
ext er nal t oohlige $eodiats, aetonding tabheomsb@iimentSP tior predent thvpatidry provi der to

mai ntain the confidentiality of fhe information stored wthin the database
and mai ntain an_dfFi@anscﬁ Pweharse %%@@ﬁngﬁv%ﬁﬁésmefp%S_ party

brovi der S0 ,dishé@fion BRUTTARRSEENTI KRy, BEEBRAVE NESukRortnd s @ bl ock

di agram of a conputer systemthat includes a AAA"server or

aut hent i cat imgptiamit hori zi ng and accounting sources accessi ng networks

and/ or online services, according to one enbodi nent of the present
invention. FIG 2 is a flowchart of a method in which a AAA server
perforns aut hepHTeat EDDESERIPTION DO E PREFFRFGUN EMBODACENTE ng to one
aspect of the invention. DETAILED DESCRI PTT ON OF THE PREFERRED EMBCDI MENTS
The present i nverdihepresaaiinvgntionmewawildre deseribedrmeore fhily h¢reinefterawiter wi t h

f h ' d i .1 n.which f d ' f
R L S e e B N R T R T R

different invention are shown. This invention may, however, be embodied in many different

forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will be thorough and
complete, and will fully convey the scope of the invention to those skilled in the
art. Like numbers refer to like elements throughout.

Referring now to FIG. 1, a computer system 10 is illustrated in block
diagram form. The computer system 10 includes a plurality of computers 14 that
can communicate with one or more online services 22 or networks via a gateway
device 12 providing the interface between the computers 14 and the various
networks 20 or online services 22. One embodiment of such a gateway device has
been described in U.S. Patent Application No. 08/816,174 (referred to herein as the
Gateway Device Application), the contents of which are incorporated herein by
reference. Briefly, the gateway device 12 facilitates transparent computer 14
access to the online services 22 or networks 22, such that the computers 14 can
access any networks via the device 12 regardless of their network configurations.
Additionally, the gateway device 12 includes the ability to recognize computers

attempting to access a network 12, the location of computers attempting to access a
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forms and should not be construed as limted to the enbodinents set forth
herein; rather, these enbodi nents are provided so that this disclosure

will be wowigugh and conplete, and will fully convey thepéﬁgmn {74t he
invention to those skilled in the art. Like nunbers refer to |li ke el enents

throughout . nEiefogk,the\ReRO of dsérs Gterkptih o PARMEHoRYRLET z-id%l't-idnlaPS]E rated in

block diagramform The conputer system’10 includes a p uralll ty o
conmput er s 1attebuges, ag witll be disoussedabaddowiwith wspecoto the dgnamici AveAseethodses 22 or

net wor ks vi evice 12 .providing the interface between the
conputers 13‘“‘2??%@%2%%??%&%&%‘{6%5?5 20 or online services 22. One

embodi ment of sueR iHugateviaFIgey,ithechaputeDESRNIPEHLS BRILIeY abaResdat ent
Application No. 08/816,174 (referred to herein as the Gateway Device

Appl i cat i onfOncEREatenHe B?&ifémt?ﬂ brivesh the eompigers ddraad sk grsevsdynddyyee 12ef er ence.
Briefly, (NeGAtEsRYidH! Genderd Bt HoBl B8 plIANSRRLERE. GBS Shindd, access

to the online ser r networ u . 4 can
access any tietgatavky devizetlRe Ditpundifg bgor g afadiias Syoihithdlelconplisey 4
configurations. Add'tignally, t he gateway device 12 includes the ability
to recogni zérec,CBH’b‘iFE“éirtQt QRICEMAODAEIAPT e B5eeSH ConoenisRRr 1@canbee | ocati on of
conput ers atdfIRrddid difer@fCGRRThes. '&r%ﬁfe?ﬂm@%@&@gé&%ggét% <(:.L]a7n4b(f CflneF wor k,
the identity of users attenpting to gain network access, and additional
attri but es, diggtalniubberiier Uhs secssedultiplaxar (DSIA M Spresignal Otridsenigadndai ¢ AAA

t hod and sys of ,.the present. iny ion. As illustrated in FIG 1,
'[rﬁe gorsrput eFeggtj{’&eg?%ﬁjfﬁe QPESOa?:ﬁ@FEaﬁe%égg?@g%nyw%r?@éﬁi%PBls_hilé posi ti oned
bet ween t he(©OITSYY BF Sighdls &afkrhited 9at @WRMI SBYIsCE wiklest QéceF%ﬁhtFt'v%Pﬂg the
signals received fromthe plurality of conputers onto a I'i'nk to the

gat enay devfaeignals tpapaiitidiia apouslashectwodi, arsvbitchydritbéilikbie conputers 14 are

connected to theraccess .concent ol,, the access concepntrator 16 can be
configured in di F eeF%IHPmﬁra?’YﬁgePki@éB{heé% B2 sl thay 1$3%0or can

be a digit althaitlRars ah®huthbrifes A& EesH stk Blaedlin ARRIAMoW, QfictSinginal s
transmitted via reqular tel ephone lines, a cable head end (a Cabl e Mbodem

Ter ni nat i onUSSKeATE subjeprdio a AdvA Biogasiupon pHeBRING wozain accesdriaaletwakl es, a
w el ess acheshitnl Bhe 0B B BRSO IIES Yo BEe! oo5
AAA server SBtenhd0 typyeaiyiinelbdes one or more routers 18 and/or servers (not shown in

FIG. 1) to control or direct traffic to and from a plurality of computer networks 20

or other online services 22. While the computer system 10 is depicted to have a

single router, the computer system 10 can have a plurality of routers, switches,

bridges, or the like that are arranged in some hierarchical fashion in order to

appropriately route traffic to and from the various networks 20 or online services

22. In this regard, the gateway device 12 typically establishes a link with one or

more routers. The routers, in turn, establish links with the servers of the networks

20 or online services 22, based upon the user’s selection. It will be appreciated by

one of ordinary skill in the art that one or more devices illustrated in FIG. 1 may be

combinable. For example, although not shown, the router 18 may be located

entirely within the gateway device 12.

Users and computers attempting to access a network 20 or online service 22
via the gateway device 12 are referred to hereinafter as sources. According to
AAA methods and systems of the present invention, a source attempting to access

a network via the gateway device 12 is authenticated based on attributes associated
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aut henti cates and aut hori zes user access, as explained in detail bel ow,
such that users are subjected to a AAA process upon attenpting to gain
access Woe@/M843work through the gateway device 12. Fi naPCY/US8E2%1% shown in
FIG 1, the conputer system 10 typically includes one or nore routers 18
and/ or ser vbersw{thoil hed¢amiinibiigs c@l Beludy thegdemsity pbh perticuiar assrorraffic to and

froma pluralit f co ter, networks 20 or_other gnline services 22.

i Te t he. camaiesriogd SRHeTEn PRIkt Se Srenfinedl B8eSE iR ML or - the
conput er sygebiibh, HAThOBKE As Bl etpRired)in dbtall QW itRIGatewdy Detigs, bri dges, or
the i ke that are arranged in sonme hierarchical fashion in order to

appr opr i at edgplicaiiere thes pitiibutesparg idenfifiedhpy Heta paekesisansatitigst tesheo or onl i ne
services i i L ypi y establishes a
link with é%‘teev%a? ‘feprlocgeﬁgg’g’ﬁ girescf"%h‘g"?% @%hgw%ﬁg‘i%%n‘%@s“t%g%{ii sh links with
t he server A&brdihgtoaicvemiboslimel, methodd andesysiemsiof @s ptasenbasedtistpon t he
user's selection. It will be appreciated by one of ordinary skill in the
art that orfOjfe Apragnigaysherticatipn, pthogizalipn #ndmcepuntingbasedaipoadhesenabl e.  For

exanpl e, al el Boberafip W usdd e rtiRULBEndilRYeE 1b ARALERinGHLA bR Y i thi n
y device 12.

t he gat ewa ers and conputers attenpting to access a network
20 or onl i nke sered, aethdfizationaefetseto gint dateryninkgionad ptématablersetee megkss, 0

herei nafter gs sour.ces.. Accqrding.to. AAA nethods and systens of the
present | nBRAPGINIAE Eferide DerlFERipEIat g DY AENSS &3 RERRBHk via the gat evay

device 12 is autfigatingdb@colRRSSAhAicAld Bt &S B sRmsah8 thetdis W 01/ 31843
PCT/ US00/ 29174 therewith. These attributes can include the identity of a

parti cul ar puesent ipventmoniwibbe apprearaiedihdt hnteyihcanh elsoace @gesmpting ®quest ed,
request ed network or estination, and the like, As is expl.ained in detail
i he. Gat dues Bk Rbwo e P PRh e iF iset s bp S PHEARER od by data
packets tr apgREAiRE afehdt BppicAidti Sy es @ alifisdrd r%a@anbém igamRyber s through
whi ch access is requested. According to one enbodi nent, nethods and

syst ens of pap@ept dseviated abeve: f senrcpmey bdédeaiifiadby thegaeway deyided?, by
aut hori zati on and untin ed. .upan. th ttributes. .Cenerally, as
used herei n &t AE ﬁ?%tgrgqlfqésncoggg%r%sw‘tt%gg ﬁtg plaglgeﬁ frg?sggha#ﬁ) %‘F de‘f‘ﬁ% "%ur ce,

aut hor i zat itedicdrap@eSasberiatbé wilhities soufct dtemplihg Pehdtetd @t ROHOM REViaL CESS,
and accounting refers to the tracking of a_source's access to a_network.

Ref erring rsifited te harematteranthe surescommiarn Sar optagge vdivse hsgowse Fotls of
user, the source computer is the computer through which the user is attempting to
access a network or network destination. On the other hand, where the source is a
computer through which one or more user may request access to a network, the
source computer is that computer through which access is requested.

According to one aspect of the invention, a source computer attempting to
access a network via the gateway device 12 may be identified one or more
attributes that include a circuit ID, MAC address, user name, ID and/or password,
or particular location (e.g., a communications port in a hotel room), or the like,
transmitted to the gateway device 12 via data packets generated by the source
computer, as described in U.S. Provisional Application Serial No. 60/161,093,
titled “Location-Based Identification and Authorization for use With a Gateway
Device.” It will be appreciated that one or more of these attributes can be used in
the present invention to identify the source accessing the network. By means of an
illustrative example, where sources are different users having dissimilar

authentication and authorization rights, the users may identify themselves by their
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present invention, it will be appreciated that authenticating a source
attenpting to access the network is often crucial to network

adm ni stwetiBrsd3 as network access and services are not tpq/gstbkyizhai d open
for all users regardless of identity or paynent. As stated above, a source

may be i dentéspe@tlelygihhgfogtahtna. gdarmecanieandybasOnedPsuchBhA tidyt willsét es
contained wiithin data packets transmtted to the device from the conputer
associ at ed Wrderendsatly Beg despip therise b thecams eagipmenivssh arthe same ce, ‘

referred to cgﬁgﬁieﬂabh%e @tﬁertlﬂl?ld,s\gﬁérg ?hecé?)ﬁpéétigﬁ c01'1:1 ﬁte.} r&?\%ﬁ%&%eﬁ% [.€ the
user, ft r roug

source is a e source conputer 1s the conputé Fch the
user is att emptdnmmitdrovilldmeeike authertivatién and aehovivakion eights nedardiess obn t he

ot her hand, where.the .source is a cgonputer through which one or nore user
may request ipabidefriatial SRSt ARt Ase ARG e KPS DU or

through whi ¢hsagfRified By MACRIERL), AREPIELRLH Be PP ARREELsOT the

invention, a source conputer attenpting to access a network via the
gat eway devi ce 1Zhpmaythintidatienf fdumcksoneamattmprteassatibtei wdthethe state isncl ude a

circuit ID, C address,, user_n . d/ password,, or rticular

| ocati on (epgr{%?”%e%gbc}'ntﬁﬁ MF?WE@%&WS%?%H? ﬁi}?ef f%%ﬁgA %ﬁr\’qrﬁg SfarR,
transm ttedsb@cé PRU RWRYpHAUIgAS sdutrcdd ideklacl RAGK AlsA garer fg.ed by the
source conputer, as described in U S. Provisional Application Serial No.

60/ 161, 093, Aceprdingdorong @spachef tBa peagentdeyanitiph.che AdYA aerslerd isdodatedt i on f or

Wth - evay: Device " It will, b ' h f
Uhese attri SOVEY WnH® B8y eotd2. PRaBRRPE R Blfrsn®et Sl Bent i Ty o

sour ce accesgdieAgon, ke ABAYer 3B)cafiRamprisd a lerality bbsdmpdrens, axedpl e, where
sources are different users having dissimlar authentication and

aut hori zat i 69/m¢ PHWhich ariextemal o thagatpwandeviee Yhorsk¢roativeby thhdAA - 11 WO

01/31843 P é()_ﬂ{ 7 i (O t4 . &.... user nane and
passwor d) chérh) t a%%ﬁégc%gf%}ﬁ%@&\égﬁbgagg&nt g[gaféw éfgﬁ |e1(1 ?'egoﬁeexsaf)rllptl% t he use
of the sanetledquipivanif theABA ssvdri30 mantk: such i tier gatéayt dwietiler hand, where

the source is a conputer, diverse users using the conputer will have |ike
aut hent i cat FORMYAL2ES "EY ths Ao serPighl wa prigretpretasohs ACGoRding fPRS dual

rights of eagBodisfht ofthe iddRentib8hs AAL RSP cta}i%%@ xﬂﬂiﬁﬁinteﬁ%g%ﬁrfﬁf"t erTh(e e.g.,

identified by MAC address), rather than wth € respective user’s.
aut hent i cat whwchaflegdiassesrces autborizat to chumenrssoritlathechetwdrh vidihe $SRIr ce i s

g? {)]; g; ed b}fhgr%?oré%wﬁ?gg gprprgcgétea ltl{altJ a}erzg}\gdselrv%r ';b %aylb'e lgpaece at an?er ver 30

internet address and stored on any computer accessible via internet protocol.
According to one aspect of the invention, a separate source profile exists
for each source accessing the system. Source profiles are maintained in a source
profile database, which may be an internal component of the AAA server 30, an
external component of the AAA server 30, or a separate component in
communication with the AAA server 30. Preferably, the source profile database is
located external to the gateway device and network to alleviate administrative
burden on the network so that the network does not have to set up and maintain
separate authentication databases on each network or gateway device. This is also
preferable because each gateway device 12 allows a finite number of users to
access the network, which requires multiple gateway devices to accommodate a
large number of sources. Secondly, administering and maintaining one
consolidated database of authentication data is easier than multiple smaller

databases. Lastly, locating the source profile database external to the local
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source profiles corresponding to sources identified by the AAA server 30.
According to one aspect of the present invention, the AAA server 30 is

| ocat ed WRAV3B& y within the gateway device 12. Accordi n#CTAMNAELr aspect
of the invention, the AAA server 30 can conprise a plurality of

conponent s, ngfworleeast allogwarel SFronthird harky progidee tonmhintagn theecogfdetalitydevi ce 12,

or alternativ ] servear can he l.ocated entirely external to
t he gat evvay'th gb?()gg%{f% ét@(%?l Vgglé?rp eed?épab%eeaqla&%{m%gha%c ?f8[ %ﬁ&agﬁ?ﬁ?& 30 may
be such t hakny hangatieedidpamny peovider s6ds¥kRi cates with the AAA server 30 via

internet protocol. According to one enbodinent of the invention, the AAA
server 30 can be Thsisquzse pefilpynchules gpe or pprectrme3epasFwPIS, addigssess aut hor i zed

to comunic A K, @i : o i{l.be
appr eci at ed@t&%\e{\?ﬂt E’eM %gbg%%éer OO&Eh rféég&%){eﬁﬁ t(l)ocnaér%gﬁez{t?(gﬁlﬁnﬁlfyh%ﬂedr’ ﬁfesto addr ess
and stored desimdybilpaputrer Geeessiubdeds attemptiéd atdeed a petabelcvla.thiAccording to

one aspect of the . invepntion separate source profile exists for each
source acceSUFWEY fREcS ﬁ@ﬁ“@bﬁ%-”ﬂ@gﬁnﬂ’&mﬁl eRiGaR BeseUce Ry a sour ce

profile dat ahasfingMibrel séBYe Pl%ﬁ?ég ih 'Eﬁeearoﬂﬁ:lg g?gﬁﬁgggﬁﬂgse%itﬁ g AhPusgr ver 30,

an external conponent of the AAA server or a separate conponent in
communi cat i teemid fromhthe gatawsp deadce B2 or fnedectoaleteyminethe sourcegleptityf i | e

dat abase is, |located.external to the gateway devi ce _and ne rk to
al l evi ate aé‘ﬁiaﬂi%z‘fs(fré{l?’?/%xmﬂﬁ‘?’d’@ﬁr%?lu?‘ﬁ@“ﬁ‘@?éé? RCCSES ?‘ﬁ&?t"t’q{g@’?iﬁwpﬁ does
not have t 0,8 IDRin@PssWrdtAé Dser IORAHE Ph&wad BRNbohfatddokafRE APARes on each

network or gateway device. This is also preferable because each gateway
devi ce 12 ahmdbpasswords giores indhdenuresf praflrdatabase wolstminethe ndentityr of, thavhi ch

requires nultipl t devices to.accomodate a. |ar nunber  of

sour ces. Sel:léoelr\'d@ ,Sg%ld ?nhwcﬁgléél % rqr%fglegﬁ%bﬁs& g?flg\riaﬂ?/ GTBHESS ac%ﬁ%bgf ' %ra‘iaé% dat abase
of authenti giatdge imedad i donrB@st/iontvidNprddédsing! ReHRBddatld witlah aRagRA. Lastly,

| ocating the source profile database external to the local -12 WD 01/31843

PCT/ USOQ/ 293¢erver 3Qeargatervay slevige il daivhgre tismsogreetipfilg dotabase andproatssort o

mai ntain th nf j - al 1t he_ I £ ion stored withjn the database
and nai nt ai ﬁlogérzlg' dg gﬁ@ %{6@ {oh%ngﬁea%gggéql%&lbgﬁés tﬁas%oﬁ%cfsotuﬁ%e 1R lired party

provi der soind@siaties, asiheed kubea ipthefard. € i ncl udes one or nore nanes,
passwords, addresses, VLAN ta?s, MAC addresses and ot her information
pertinent to i dehbs F(gp,rceapf@,ﬁlq datahgse may comprise programmable storage hardware

or like means located on a conventional personal computer, mainframe computer,
or another suitable storage device known in the art. Additionally, the means for
comparing the received data to the data within the database can comprise any
software, such as an executable software program, which can compare data. For
example, the AAA server 30 may store source profiles on a hard drive of a
personal computer, and the means for comparing the received source data to the
source profiles resident on the computer can include computer software, such as
Microsoft Excel (Microsoft Excel is a trademark of Microsoft Corporation,
Redmond, Washington). According to another embodiment of the invention, the
AAA server 30 or source profile database can comprise a Remote Authentication
Dial-In User Service (RADIUS) or a Lightweight Directory Access Protocol
(LDAP) database, which are well known to those of skill in the art.

If a source fails to correspond to a source profile in the AAA server 30 at
the time of authentication, the source will not be permitted access to the network.

When this occurs, a user or user associated with a non-user source may be

-13-



desired, bill, a source. Upon a source's attenpt to access a network via
the gateway device 12, the AAA server 30 attenpts to authenticate the
source BYOOKH/Fari ng stored source profiles in the sourcE&CHUSPNIRTHat abase
with the attributes received fromthe gateway device 12 or source to

det ermi ne tIgauesttsktednpwisptrce profidgindormatipn e thetAAA sexanpl o9 thehthee a user
attenpts to C tahe texin a er | D,and password, the
usernFD and%%m?g?rg%acfag%é%iagpg%egsgje{l&ﬁllgttgg}elAI Sewfﬁaﬁ’paé{’éislmrteds stored in

t he source gpeoffichily,datietaatetppofiledatabasee Fohexdntisatthisyn®f odchetheyar . As
such, the source profile database generally conprises a database or data
storage neah®eRYSEANSIPITIRECERSS WMot drtgyaydsyise dg. AeapulingoAnethenripsFtn t he AAA

server 30 ogfHatRMAY o SHeEEME Zourtd ELBiol Bltﬁldggﬁlﬁ&e R Qe ARasg.and
g ed attri tes

processor work i1n conjunction to conpare receiv 0 stored
sour ce pr of fol aeloginnfage imbdidento gasheir addidibhal kufomnation tb idensify the Boarcs oBoce

file database . COnpr.i se ogrammabl e storage hardware or |ike neans
lp(r)ga![ eg on BSEBeR g}%pé{ggtl%f@g :t?ﬁl%n@&ﬁlp‘ﬁlﬁ}éﬁe 31‘41?%? WSW%&@QR‘EP , or
anot her sui écﬁx@r’oﬁgﬁk@B@&%r SRMiELR, WRRWRah apénh%a{ﬁlﬁfﬁﬂgiiemfggga ofned{'® nMeans

for conparing the received data to the data wt ase can
conpri se antp thgpiteway devieaitd) aasffectuazd byt hbine pagé toadareetiqor aagakitity, whi ch can

conpare data. For.,. exanple, .t server i st or rce profiles on
a hard dri v&SgPed heﬁ%flggﬁiuéﬁ Uc%%ﬁ@%?‘%’l’ e 0?%%r&g§1_§ﬂs5§/6§8»§§%g{§?4 ng the

recei ved sope&entaBaldom, bheledSSYEeRs ARSI B FQiech UhEs FayRYt er can
i ncl ude conputer software, such as Mcrosoft Excel (Mcrosoft ExcCel is a

t rademar k of raRsparay §lompoir pocassi thA Neredrkodsing Waehiewgy Breyice Abvargli ng t o

anot her e i: f the iL,nventi,on, the server 30 qgr soyrce profile
dat abase gﬁg%%%ngé? ggp aé{)lleﬁé’n@lie 1 Sﬁﬂgﬁﬁef%gF%ﬁhe Dﬁg&qCﬁ%&pﬁ 12 te _
(RADI US) orindJ Bi BittveA glicatib, Setiol Mo ASEESSS 79! AledMcembbi\Rodaingiaage, whi ch
are well known to those of skill in the art. |f a source fails to
correspond tysEmsalrtMepods FpeRediractiag Nags dbaving Trapsparent Compuiare of

aut hent I cat holkes ﬁ"g'?x RO U‘Mrl A@%&e\% @?\71% II{L\gﬂg ﬁ%ﬁl‘l;‘gc%ioh%altpgﬁlipye’t wor K.
When this occurs, a user or user associated W th a non-user "souréce may be
-13 WO 01/ 348 (PETPAUSON it ddon, Eatitiestdtes andNéthsdifoe R epiredtinke

information to the AAA server 30 so that the AAA server 30 can add the
source's ppléﬁfqr? AUEBPHAR tonAgcespp INFW Al Sitgn dfilgd pencurrently herewith,

inventors Joel Short and Florence Pagan, the contents of each of which are
incorporated herein by reference.

According to one aspect of the invention, the AAA server 30 can identify
the source in communication with the gateway device in a manner that is
transparent to computer users. That ts, according to one aspect of the invention, a
user will not be required to input identification information, reconfigure the source
computer or otherwise change the source computer’s primary network settings.
Furthermore, no additional configuration software will have to be added to the
source computer. After a packet is received by the gateway device, attributes
identified by the data packet can be compared with the data contained in the source
profile database. Therefore, in addition to not requiring the reconfiguration of
computers accessing the network, AAA servers of the present invention have the
ability to authenticate sources without requiring interactive steps by the computer
user, such as the entering of a user ID. For instance, the AAA server 30 may

automatically identify the source based upon a MAC address, so that authorization
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specifically, to the source profile database. For exanple, this may occur
the first time a user attenpts to access the gateway device 12. Accordi ng
to anot Re@0H¥8&t of the invention, where the source caRkEUSB¥2N¢entified,
the source may be directed to a |og |n_lpage in order to gather additional
i nf or mat i onof eiselerne Firybft readitvdetermingh L hefefye aih vl be Appreeinted thet then may be

entered wit L L0g o100l JNEBAAGE. o8 PORRr GORLEOL, BANCl ATaiSEE

i nterface, AN open SOUr ¢ y connec

gat eway devreqaeslé’d bﬁ&oxﬁlbatrﬁfgttuatam@rmbes Asdvared pabiehd edeived Hagpadapabi lity,
described herein and in U S Patent plication, Serial No. 09/458, 569,
filed Deceffiyeh agin ajlymder ¢fithe data aaeksy)s\tfmamﬁ&%ﬁ%dhe sswcergfileect i ng

ool S Tt Mool AR QI REIOHE RO ANIURA S ed BhI AcTRkevay

Devi ce Havi ng edlrectlo |ty (refer ter as the

" Redi r ect i omajapiteataredivjthin uha sthr&e pledil editabspbo that thersyst&arandl No.

09/ 458, 579, filed Decenber. 8, 1999, c{antltl d " \éstem; And Met hods For
Redi rect i ng“@g@ﬁs"f%ﬁ’rﬁﬁenﬁ' }ré’ﬁgtb‘?ﬂ@’?t ¥ puthgrize.accessfo RAYSAEr k Usi ng A
Gat eway DevigeicEoyi qgtimgdnsection Capability,” and in U S. Patent
Application, Entitled "Systens and Methods for Redirecting Users
Attenpting to AcOmssthe shmtoadrakeSililished the netivasl seviceentihactine vaavthe h,

i nventors Joe hor.t and F renc t he caontents of ac f which are
i ncor por at ea‘“h%tf% ERROHPIOCETS %’Hﬁ%g E‘& oF?ﬁﬁBmPSP}baﬁ CS%B%?’F Jfﬂlatcﬂléi‘mf?ﬁventi on,
the AAA ser ¥&hmaRica@éh lifepdtiveyn the Q@ur’i@%xﬁﬁuﬂef‘am%fl@tﬂh@ghté%e{yh t he

gateway device in a manner that is transparent to conputer users. That is,

according t de‘ocmllammurmatqsn@th e Asarven30 tpsassemblilsowrge pixdile equired to

i nput identifdcation |nf ormati.an, nf| ure t our ¢ uter or
o hor i se. R ERooLSHRETBLHAS deer 18 sp I PP T TG Sa BRTRS
Fur t her nor e gate@apdevitd SRahbled Afaydndliadd @M@@E&&&%ﬁﬁnﬂ&hb br MMErctiR? Ibe added to

the source conputer. After a packet is received by the gat eway devi ce,
attributes billremschemedelaipdidaa, srivise fryekeéata.cer mefilegiopm remoigisitarelafed dat a

contai ned | t%h&dﬁﬁ%r&?a rePa':[éOH;] fo 6& Qﬁﬁ@eba&esucﬁh[% %&A%ervgﬂ3@9aq1tt¥eln9% {0 not

requiring the'r'eco ura ut'ers accessin

servers of tdlﬂhe@ae&epmevlnyemhhpmqluwe 1mfbﬁnatab;|felatmgta)thalsbhea’tsl cate sources
wi t hout requi r| ng int eractl ve sg he conputer user, such as the
entering of aghpagtionmehisandiuse o ﬁ“@é‘et‘t"ﬁ gApnedexplaingd indstail gyt omat i cal |y

identify the soupceihaser MRRRLaGseLdmeseaASeen® oftikhpstzat i on - 14

invention provides an authorization function, in which the source access rights are
determined. The present invention enables dynamic authorization of sources, such
that each source might have different respective network usage or access rights.
After authentication, the AAA server 30 compares the attributes of the source with
the access rights of the source associated with the user, computer, location or
attribute(s). The access rights may be stored within the source profile database or
within a separate subscription database located internal or external to the gateway
device 12. Therefore, separate databases may be utilized, where one stores
identification information on sources for authentication, and another database
stores the access rights of those sources that have been authenticated. However,
because the profiles of all sources, identified by attribute or a combination of
attributes, are stored in a source profile database, it may be advantageous to locate
information regarding access rights in the source profile database, which already

contains information regarding each authenticated source, as described above.
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WO 01/31843 PCT/ US00/ 29174 of the source can be readily determ ned.
Therefore, it will be appreciated that the AAA server 30 can determ ne the
user, cHiYAEB43 or | ocation fromwhich access is requesPEBUSWMdHpari ng
the attributes associated with the received data packet (such as in a
header of the datacerduigdp Pnopsdecidefithe tyvanikorf the spurhe Pl database ploras

dat abase. As la{t' b% ﬁescrf'lbecé t%e£?1r‘f]\§oftahs%u?c%c%%§ )r(i t’its Sass(%cira%%d with the
source mayng?% 198 CSPBPE SR & source'proFl Gat ALEL 8t hat t he

system and da@bazeehayfcohtién PfEaRIbn intietihg Giht @aBudy maﬂm%alﬂawo@wr hACze
access to particular services or destinations. Once_the source has
est abl | shedaddsesshas pickased Pye-paid @8eAse OF it a\gi ventairsuit 3Rthas frep aeResoef process

di scussed ?‘H&Yxﬁne@& e?s. t(‘}ﬁé@ﬁ'm Q%ﬁn&‘ﬁﬁ? QR B{—‘F&oh% JJ%‘}lo'télt Rk g)lgeﬁ'npglﬁ,
commruni cati on T1ne between the source conputer and a network, e gat eway
devi ce 12 ceiiitasand peethowses, mdyhecdddfiseumanitdDintanassedd] Thewetoree profile

i nformation, or source-specific data. The source profile information that

the gat enapcgavigus syskmmiadablpggningenirRondhepREreRIs |calon (fniodR) 97D,
clreult | D lochiba biths REDRe] GhabiESv iRl AAREMAERAGYEN RN Rred! 38MPT OF 1] €

data, renpte-site re ata, an e data relate e source. As
such, the Ahkagsenx frem \8lick the sonmrssicquesting abeesy stlanaawn tdehd gaewdy davyce

requisite i nf(i)rmati.o rel ati n(?flt t he source's authorization rights and
use of the ARYNEHK nHE Jourgedy 1821613 ?ed in detail. In addition to

aut henti cating UgEh&ItidNR AMMhSiRIoHRaALGP cAicehlit: RhESRAK solrBYRNt i on provi des
an aut horization function, in which the source access rights are

det er mi ned. aTtheripadde @ntess,thesuureaprefitetdatabastyeraralse indiudo specalizeh of sour ces,

h h h i ght. di ff [ .
N e A e KR e S A N T S

attributes ge doliReSULEES, W d Hbmdpage RCEERIRH thd Wt shbuldne drRYegeFassoci at ed
with the user, conputer, location or attribute(s). The access rights may

be stored wexdnpleshiesesaenessingihsmetveorkftoabapentbpusepaiiiceeise abjgheate
subscri ption dgt é‘ﬁl%srﬁtte'etﬁ%:{ogxgeohg Bgéegﬁﬁ%g{e &%ﬁ,&%g@m \%,‘r?lyeérigaef hERI pUgy  device

12. Thereforé, separa ases may oné stores

i denti fi cat Fenexanipé, Wticr©H usst iSRatsp@enfl p hcorssifethicigatbiagievizd droanot her
dat abase stores the access rights of those sources that have been
aut hent i cat 8atel 1oy g hotelgistyerk adpigistiatar py §nigF user pCaesy IEQIFIAticAdHP | f i ed by

ng ;'b ggtee ?Eheﬁsgﬁﬂ%&ir&‘@%idg{%b%e baldd ngﬁo*ﬂ‘htc&%s righ SRIRAD Withd S hePr OF 1 1 €
: y advant ageous tod [ocate

hotel. This can also be done automatically by the gateway device or a local
management system, such as a hotel property management system, when the user
checks into his or her room. Additionally, the user may establish the information
to be contained within the source profile database upon first accessing the gateway
device. For instance, a new user may be directed to enter a credit card number, e-
wallet account information, pre-paid calling card number or like billing
information to obtain access to the system. A source profile can also include
historical data relating to a source’s access to the network, including the amount of
time a source has accessed the network. Specialized access or accounting
information contained within the source profile database may be established by the
system administrator, or by the source who has purchased or otherwise established
access to the network.

According to one aspect of the invention, the authorization capability of the

AAA server 30 can be based upon the type of services the source is attempting to
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information regarding access rights in the source profil e database, which
already contains information regardi ng each authenticated source, as
descri b®@® HB3d%3. - 15 WO 01/ 31843 PCT/ US00/ 29174 Accor di RgTU§0WE74aspect  of
the invention the source profile database stores information defining the
access ri ghassess sechsasgrdestingtion addrgaplidentified by theegatewdyi devicediibised e nay
contain information indicating that a sour havi.ng. a particul ar .MAC

addr ess has "Bt SAvaEea By EOBLAG squlge edmPRE. | Tha destinrliol A or ekt Meti%Ras 11 ee
access or  diwiickRd addess STCIPes e twdrkdode like.UMiredvegMhOuthGdadiont a
hotel, for exanple, suites and ‘gent houses, mat){l receive free unlimted

| nt er net aceapgbilitypeihefAha servge 3 san bg based upeinths contenl tyad Pereisel ngent upon

t he source' g.. ion (e. i Qe oSMiite). In this
cvent . ot BppRaaniel” AleotRTh ¥ eycleCBid B3 BEUR i indlideR) 1 (1
t he source eschrpagkeshn bgfilterdiBrough kraelective ARG pratesspyo tattdnyer aind st or ed

in the source profile d tabaqse. In addition to. st,or'gng i nformation
concer ni ng RHECsEAR e gBteREeq accesy jp Aaarticulpr destinatir based 08 tAGRRCES profil e

dat abase_capqil: a0 AR BRACIRLIAEDUASC HREHAL BB RN ARSAEiAL o0 Wi th a

particul ar sOurce, such as the bandw e source’s access, or a
honmepage t oinventidm, icheh e tipesostettdmipes tdiacexss e diffdFent destivmtiph,ghe a user
accessing the network from Xﬁ%g%g)use may receive a, hi ghe access baud

h
rate than soMHEERE SHBiEeSSithy ROV SPTEY e fCoh 9™ Aoom  For

exanpl e, mﬁﬁx@icélaH§?€thE§\AA§&%@ﬁS(?@ée‘n¥s AECRSHIO b hRGoGRE BURM u%f{ ige froma
hotel room "the hotel network adm nistrator nmay enter user access

i nf or mat i onséurtg's autherizasionc é\lpregtively, thetahasecthed adtoupog taibe peasenti ght s
associated with.a rlgom in the | hotel . This can @3'(%’0 be lgonet autﬁrrati cally
by the gat eWByPHUFEV IO P SA0UCER IAGEREHITSGLY B SEEGRE H& HCNEt el
property nagrRARREAE orHIBINGRervekeBr EdRciSEbillikdinedtmatibh OvRitE c& cdIREL room
Additionally, the user nay establish the information to be contained

wi thin the paxmes opbdfing mformaiivase thayéhe Jourestpreltlesss baygpdaied entd baay
devi ce. For sd r}?é ﬁxre]:?e%ftera a Qﬁ&x%‘éﬁ%@c [1BY, r?e‘?wg%ﬂseg\tcggrdﬁ % BHE s%éﬁ zrn%j' t card .
nunber, e- wallé aCCount O Tat on, pre-pal cars ng Sard nunber or |ike

bi I'l'ing i nhethvaldfahe prs@bidichtiag,@adarded duft®risysdesan dscsdupeadupsrof i | e can
al so include  historical data relating to a source's access to the network,
i ncl udi ng t RBJCaELTHed sugh aea spegidigrtivee. o shah theesssden canebesmppated ata

Speci al i zed sPEHSTmA! affy ﬁ(gﬂ&tiﬁpgme has elapsed, or according to other dynamic

information determined by the network provider. Furthermore, authorization can
be associated with a combination of attributes. For example, a user may be
authorized access to a network where the user has input the user’s identification
and has accessed the network from a particular room. Such a requirement could
prevent unauthorized users also staying in a particular room from obtaining
network access. Therefore, AAA can be based upon the origination, destination,
and type of traffic.

By way of further explanation, a flow chart of the operation of the AAA
server 30 will be described with respect to FIG. 2, according to one aspect of the
invention. In operation, a source computer requests (block 200) access to a
network, destination, service, or the like. Upon receiving a packet transmitted to
the AAA server 30, the AAA server 30 examines the packet to determine the
identity of the source (block 210). The attributes transmitted via the packet are

temporarily stored in the source profile database so that the data can be examined

-17-



information contained within the source profil e database nmay be established
by the systemadm nistrator, or by the source who has purchased or

ot herwi seoest®ld i shed access to the network. Accordi ng tpeTar@eaapect of
the invention, the authorization capability of the AAA server 30 can be

based upon tfheuseYi BetefminBIQUuBIRTizhiléh SOME 6£theSoddct EMRE ARGt conddinddC
01/ 31843 PCT/ US00/ 29174 access, such as a destination address, identified

by the gat ewahedwoke san mchleagtwark orforraation; squeps Poaddresm tobecegou bek
conputer. T inatio ty fon .port. lL.nternet . address, TCP
port, net Wo:T %’,eggrr%ﬁ%opi %éﬁ &K%!?‘?o%ledr; ;gS%tkggyutt%ﬁ’ocrllcilgtlpoﬁes lgﬁ%oa{ﬁfi ty of the

AAA server 3Qdesy) dbtinadase poryRototblayse) phelit tipgpadahe kot Aot thidei ng
transmtted. According to _the system and nethod of the present invention,

each packet RRF#O¥is g@f‘@ﬁﬁadm%}mjﬁ, posessdequssted oA ROWES isaBaichedy t hat any
or all 50“ra‘é&ﬁst“tﬂﬂaﬁﬁo%&i@ﬁ%ﬁﬁgscﬁﬁﬁee(?) Octi&:,,g%)parti cul ar destination based
rig Wt )

on the acces ts assocl ate e respective sources. Therefore,
accordi ng to the (preesantirce iprféahaobeenelethmineddytaoeessing thecadhdréarios t o

el A LW N TR O B
deems i naccepsiinbAly OnddBsRM SRuRSA% ol BRRstHISe baAURRRVS AMLARAI Zat i on.

Al ternatively, the AAA net hod according to the present invention allows
sone or all sewear3kmay delconme@tsouice ég hhve acoesa 23Pgoibkipending er irspropreas  cr edi t

card or billj,ng servers for c ting billl i nfor i on,. which can

col | ect paﬁ%ﬂqrﬁgpoﬁ?qvleiaﬁﬁﬁsf’ 2#%?%%&%& %?P%‘.E?lfﬁg‘fm‘f %algjg(:‘:f”céo }ﬂ)arVSfaF?eég)can be
updat ed and ve: the Qbiire€ pidTRE BRAABARE s@StaRQr ZLHuAEGS 8stelRinB@tYBY Kalid, Accor di ng
to the systemand nethod of the present invention, a source's

aut hori zat i ¢re sparcedd waffidepehelalipued toghpesed oveofdhe gatevay devichtoatbe a speci fi c
time, so that,the session can he term nated a specific tine, after a
spect f1o 11 HEriviEs EoeBae s RPN TGS sfhhePe sRERIHE: foediesac on
determ ned hylotih230etAMRitativey tHdaburcE Widy R aBir@teddtadWirial pideOlls can  be
associated with_a_conbination of attributes. For exanple, a user may be
aut hori zed &ewebsd imvthg Redirgriing Aprdicatiom @rigs oy beirgsaliqymed accers taiger ' s

cent {1 cot bl o, RSty 1S0THIE AR HLRL AL S g et @
room f r om olpait destmatioresddveds, aches an Inieeedddreas, BAKGasle behdas@serupon t he
origination ’hagI Frgé Lcrlzggsi a%?dciated with the user’s hotel room. Alternatively, this may

occur where the user has already purchased access and the user has not exhausted

available access time. Furthermore, an accounting message may be initiated 230 to

log the amount of time the user is utilizing the gateway device such that the user or

location may be billed for access.

If the second scenario occurs, in which the source is deemed pending 224

or in progress, the source may take steps to become authenticated (block 240) so

that the source information is recorded in the source profile database. For

example, a user may have to enter into a purchase agreement, requiring the user to

enter a credit card number. If the user needs to purchase access, or if the system

needs additional information about the user, the user can be redirected from the

portal page via Home Page Redirect (HPR) and Stack Address Translation (SAT)

to a location, such as a login page, established to validate new users. SAT and

HPR can intervene to direct the user to a webserver (external or internal) where the

user has to login and identify themselves. This process is described in detail in the
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and type of traffic. By way of further explanation, a flow chart of the
operation of the AAA server 30 will be described with respect to FIG 2,
accor di NP 083184% aspect of the invention. In operation, PETES0¢297¢Conput er
requests (bl ock 200) access to a network, destination, service, or the

| i ke. Upon medepstinggApplisatitet Afterinpuiting agy nesessaneansnfidenmanfodBatiothe AAA

server 30 exam nes. .the packe 0 deternine t.he .identjt sour ce

(bl ock 210) %ﬁelllllsgr gtttl?r} ]%eo eensmt%erdta%g?ﬁst? gge%nga?lh%ddﬁgséaéftocg236’ g@ﬁpor arily
stored in theh&oticCiaf@mafibn prodated bameuFoichhk ushrowiliad R be atthBAz&x am ned - 17
WO 01/31843 PCTI USOQ 29174 for use in determ ning authorization rights of
the source. a%ss glock 2aM) e EinaByi athivd gcenapo cpr oprae e Whichre Jonrdedsideamesdaor k

i nformation r i er 4] F mat.j on,

sour co NG BAERHESE alEsf PR Shas UGSy R ity pesRiad iR

dest i nat i on thxomdtwork (blomk @60).ype, packet type, and the |like. After this

information is i(}f tified and stored, access requested froma source is
mat ched agai nst qg@“&&?ﬂ\?{rt? gegpursmg tpngtion of sydemp prstrcthods of thace a
source profil&-hasvdeen e orethasoft i g?rj i rights
stored in the gour\(/:e pr’o‘%?)?‘e g]act)t aglgses,o %%?%gb%gs?g%ﬁgﬂéc |0§1§§’%:rgjr?1) result.
Speci fi cal | yan mgeteransocnoging satthaddnséy thanthe isgints ishmveesstgahe natvorleved t he

AAA server 30. et erm ne sour.ce to, have access 222, to be pending or
in progr ESSSHQE%?%& 6&?1&“‘?‘?3\985 Ok termingfed the petwork SessionCa i s deened

valid (i.e. acdRnhAY StopeaieBs legistdiBd By Hiea AQWeARr BO OlckSurfliRbaPag®rso states.
If a source is determned to be valid, the source's traffic can be all owed
to proceed 69psein bhidenafiedleythd geicey dovict1d2 onby therk4 AcerenBD mposer vi ces

t he user associated.with .the squrce w shes to acce bl.ock 230).

Al ternati verssglfrc? REVESHTEEe : §/a‘§§°rﬁz_ea&f’fli%?ceca_sst%geélrﬁ‘iaf%'ﬁ‘a Aye, as  descri bed
in the Redi FaghémtbrédRitdhding Sfrts BF 5tops t4h trakepiBtetdd iIAWRIsALEEHBfiledot Ne
requested network. For exanple, a user nmay be automatically forwarded to a
user- i nput cebe staeediing datppsesspargigdrora theahAnrresien 30 and docated exfesralexanpl e,
where a use e i Wi t he er. s hotel room

Al ternati Vehfh@?ﬁ}\%&r&ﬁ 8 lg:g@%ra%@glﬁgg %ﬁ%s lﬁ%%goﬂsalsncg’l%%lgbeys%ﬂpscwgts ed access
and the useindiase hetananeoiea savaé haibeen aceBsfg tHheMtwhilt! tehidbie, an
accounting nessage nmay be initiated 230 to, |l og the anbunt of tinme the user
is utilizingenedigcRyedehe aecosnting stae and pecoyaiapg gpp can be tallied so

that the source’s total connection time may be computed. Such information is

valuable where the source is charged by an increment of time, such as an hour. A
billing package, as are well known in the art, could then tally a user’s total time
accessing the network over a set period, such as each month, so that a bill can be
created for the source. Because networks and ISPs often may charge a set rate for
a specific duration of time (i.e., flat rate pricing), such as a month, regardless how
much time is being spent accessing the network, accounting stops and starts may
not be required for billing purposes. Nevertheless, accounting starts and stops may
generally be recorded by the network provider or ISP for usage statistics.

An ISP or similar access provider would additionally benefit from being
able to track subscriber’s use of the ISP to establish bills, historical reports, and
other relevant information. Preferably, the AAA server 30 is in communication
with one or more processors for determining any fees which may be charged to the
source, or due from the source, for network access or services. The AAA server 30

retrieves the historical accounting data in a real time basis or after a specific
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| ocation may be billed for access. If the second scenario occurs, in which
the source is deened pending 224 or in progress, the source may take steps
to becoMEO8U3¥ENt i cated (bl ock 240) so that the source PRTOISAYEEH is
recorded in the source profile database. For exanple, a user may have to

enter into antmvaéhég@leé@s elepsadt Preferpbly: Th@gAAHesemﬁﬂtr@ameﬁu@rdaéa mraéldlt card
nunber. |f th er the S
addi tional i 1(% Bt 0 ?%@ggﬁ)d h}%nhﬂa?%iés%mgﬁseucﬁgléa? ﬂ%:eaanccfjss R ro rg&gé3§ romt he

portal page dandréiuce répgs réjgeichetive ()HE}B) deafreld stpacbkhﬁddrcasﬁaﬁ rea;sl ati on
(SAT) to a location, such as a | ogin page, established to validate new
Users. SAT cAN@MPIPAD PRIFct fiwievsnal 16 2arasapiovides 1He AAA seruer 0 praduses

(external or i

{homsel ves. PR s Gk (MDA B ushS Bhcenite b el o Mot bt 10
PCT/ US00/ 2913114 frdxe dpeoiitd longlefpplorcatt, whereftht eccessprovidenproaidesnecessary and
sufficient information, the user i s t hen fbe permtted access

desti nati on AWHIALYE aggsppioussEgsuch sy phargig far fasier copnseirnsi(bh ]b‘lgé‘?}“ ded is

i nsuf fici entp AgaHpRE a&éh'tlbneﬂcfEesbﬁle%H&Qngo%ﬁﬁ:r nﬁ?%ﬁ?tcfﬁlaﬁ&% h?s%}?] cal Finally,
a third scenario can occur in whic urce I's deened ave access
226 so that dateussgtheiSAActrveeddid bastimeet fatm‘esmtande@tnamds i Suchwdaga t he

net work (bl ock 260 Referring now to.the acco t'n.fu |on of systens
nd et hods 108 FHEE 1o, EH SPOBrSALY B Hopriond RSB arSio ot wor k
access, the Hi®\BaRRIMEN cudfent]§ BBInk G B HR mAbeR 6 BIABS iHAOhSledebn randtadent i Ty
t hat the source is accessing the network. Sim arly, when the source | ogs

of f or ter miandtaay othes peringol kicswedd nThQaAAAammJﬂﬂlm@f bt mppl@amtbda

db 30. A b
ot 11 cd oy ED B SR B AR aR S RagEn 2

source' s autBweatbatihemedBilfu B@ﬁwaﬁlanmufa@t@@dzsﬁﬁu@en@lqr&md)gﬁi@;tdrnatl on.
Furtherm)re accounting starts or stops can be registered in the source

profile, TRERARIUS sceeuntanta dat abase separate fromthe AAA server 30
and | ocat ed exter WP I | ts and
stops include ti rrlgngsﬂt1 b%@%ﬁg{m&% |c‘3§éqp% e g“mg&ﬁ?%g‘ﬁ:c%%ga%%%urce has
been accessisagreelaecase towwnétwolds imifje kiths madadrdn which ddcess ibelist@rizablben
accounting start and accountl ng stop can be tallied so . that the source's
total connecd JOUHCOUFRSPABIS. dHAtISttEE Al ervenilhrandnaipain accounting

records that vary depending upon the identity of a source, source location, source

requested destination, or the like. Like the access or authorization rights, this
information can be maintained in the source profile database or a similar
accounting database. For instance, the AAA server 30 may determine that a
particular source is only charged for accessing particular sites, and will only
register an accounting site when those particular sites are accessed. Therefore, the
AAA server 30 will identify account information stored in the subscriber’s source
profile to determine accounting starts, accounting stops, billing rates, and the like.
Many modifications and other embodiments of the invention will come to
mind to one skilled in the art to which this invention pertains having the benefit of
the teachings presented in the foregoing descriptions and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the
specific embodiments disclosed and that modifications and other embodiments are

intended to be included within the scope of the appended claims. Although specific
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val uabl e where the source is charged by an increnent of time, such as an

hour. A biIIinngackage, as are well known in the art, could then tally a
user's tWPM/31§4 accessing the network over a set peri RET/UYEARIYE each
nonth, so that a bill can be <created for the source. Because networks and

| SPs of t en neymeracgwleyed dereimitheyfase used is pashéricandudeacripivestnseionty (i. e.
flat rate pr| Uﬂ@ﬁk %Pq)es%HHnFQQ%h regardl ess how nuch tinme is being
spent acce55|ng t he et accountlng stops and starts may not be
required for billing purposes. Neverthel ess, accounting starts and stops
may generally be recorded by the network provider or ISP for usage
statistics. An ISP or simlar access provider would additionally benefit
frombeing able to track subscriber's use of the ISP to establish bills,

hi storical reports, and other relevant information. Preferably, the AAA
server 30 is in conmunication wth one or nore processors for determning
any fees which may be charged to the source, or due fromthe source, for
networ k access or services. The AAA server 30 retrieves the historical
accounting data in a real tinme basis or after a specific -19 WO 01/31843
PCT/ US00/ 29174 interval of time has el apsed. Preferably, the AAA server 30
retains such data in an easily accessible and mani pul atabl e format such
that the access provider (e.g., I1SP) can produce reports representative of
any desired type of historical data. For exanple, to project future use of
the access provider, the AAA server 30 produces reports tallying the
nunber of users accessing the Internet at certain tine periods and from
specific | ocal es. Moreover, where the access provider provides alternative
access to users, such as charging for faster connections (i.e., higher

baud rate) for additional fees, the access provider may wi sh to anal yze

hi storical data using the AAA server 30 to best neet future custoner
dermands. Such data may relate to network sessions currently on-going, the
duration of those sessions, the bandwidth currently being used, the nunber
of bytes that have been transferred and any other pertinent information.
The AAA server 30 may be inplenmented using well known prograns, such as
Eclipse Internet Billing System Kenan Broadband Internet Billing Software
(manuf actured by Lucent Technol ogies), or TRU RAD US Accountant. It wll
be appreci ated that the AAA server 30 can dynam cal |y account
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source access to a network in the sane manner in which access is

custom zable on a source by source basis. That is, the AAA server 30 can
mai nt ai waegomees i ng records that vary dependi ng upon thedrdsabtidiys of a
source, source |location, source requested destination, or the |ike. Like
the access or authorization righhs WHICH ISICIfAmEDI on can be maintained in
the source profile database or a simlar accounting database. For

i nstance, the AAA server 30 may determine that a particular source is only
charged for accessing j r..al , | . register. an
accounting site when t%%é%{hggrk is(%%?;%rgﬁlsclo gglh\gggh %gggéé%ggl gq THEFHGFE, the
AAA server 3fb andtivotld evhictdily tieGoomsts ased@atedminvithn sufeedmpitdr dsiigeini ber' s
source profile to determ pe accounting starts, accounting stops, billing
rates, and t K SPiiee COMRILET RirdransPHENGREesa Hyths mRBYOTK g dewR s deiica he

i nvention w 1 E i t i | S

i nvention pe%%%ﬁﬁgﬁﬁggpﬁghgﬁgaﬁgne??Fggkﬁﬁgﬁgﬂpgggwgﬁa§%§¥®%éﬁ %%% n the

f or egoi ng degemeprorbnonamisiridhe associ ated drawi ngs. Therefore, it is to be
understood that the invention is not to be limted_ to Lhe specific

enbodi ment's di scl osed HEVITEA RogRitYaR{svEsS isaveshitABy the SH8ES FRIRPEeTr o

i ntended to Rgabasl Hoed ndvidikn the scope of the appended clainms. Although
specific -20 WO 01/31843 PCTI USOQ' 29174 terms are enpl oyed herein, they
are used in a generic dledtifyéngan ptribute ssersacdniith thasmirerobastdnpgua poses of
limtation. -21 WO 01/.31843 PCT/ USQQ/ 29174 HAT. WA | S CLAIMED: 1. A
et hoa 1 or SRIREY ST PILSHERBIN FTRTEPIUE anA 574y gor b CuERaL dv ey
network, wherein the sgibeSend §sAF&OSoAIEDIESIhdthSBURE Sous Rt dred N
wherein the source conputer has transparent access to the network via a
gat enay devi &eourghprofide dedalfasgyuyherein thessobragarefila éeerchesed hased|uped tien t he
source conputer Lo . e wor conpri.sing. .receiying at the

gat eway devi %tgrlbéﬁ?’ea%ﬁg;sﬁ[%%flr} E)h%sf) ﬁ%ggf)oudé%gatg%?r?ﬁﬁ fé’? gte? §¥te Xtoslgelggtef’vﬁ%

net wor k; i dedévideyinddn @omaiunidakivh evitasbe gatalgpldaviéd) ahdne source based upon a

packet transmtted fromthe source conmputer and received by the gateway
devi ce: determining the access rights of the source based upon the source

profile, wherein access rights define the rights of the source to access the network.

2. The method of claim 1, wherein determining the access rights of the
source based upon the source profile comprises determining the access rights of the
source based upon the source profile, wherein access rights define the rights of the

source to access a requested network destination.

3. The method of claim 1, further comprising assigning a location
identifier to the location from which requests for access to the network are
transmitted, and wherein the location identifier is the attribute associated with the

source.

4. The method of claim 1, wherein accessing a source profile
corresponding to the source comprises accessing a source profile stored in a source
profile database, wherein the source profile database comprises a remote

authentication dial-in user service (RADIUS).

20-



accessing a source profile corresponding to the source and stored in a
source profile database, wherein the source profile is accessed based upon
the atWoMRa3 and wherein the source profil e database PST/USYRIEH ext er na
to the gateway device and in communication wth the gateway device, and
determ ni ng t he dccesslheiméthed of cleine 1 swherein abeeseidg aponrceipeofdour ce  profil e,
wherei n access rkﬁats d%%%ne the rights of.the source.to, access the

network. 2. COFRPNEINRIR Rt SO SMPTRHAF EEFt BT PP TG STHET WAL | ght s

of the sour GRofRIBEALEROWhERE SRUbERe PFoFlé Hﬁawgbbﬁlﬁﬁ&s@glg%m;,\ightng_ t he
access rights of the source based upon the source profile, erein access

ri ghts defi ribrectosy a¢egspyowrok A ARglatabase 0 access a request ed network
destination. 3. The nmethod of claim 1, further conprising assignhing a
| ocation identifier to the location fromwhich requests for access to the

network are trargsm t Rt mahdd vheaen 0, fufBed @edirlsing updatig fhegburcs t he
attribute associated with the source. 4. The nethod of claim1, wherein
accessi ng a Dselilecatabassrwhen a peyy pREFRMERPTES the NEREKour ce conpri ses accessi ng
a source profile stored in a source profile database, wherein the source
profil e database conprises a renote authentication dial-in user service
(RADIUS). -22 WO D1/ 31H&3n&6dd bistlain? 9 1ftdthert>conhsinpahhiathigifig @l them 1, wherein
accessing a source profile carresponding to the source conprises accessing
a source pr SPPICE peatde éatalvfflfeél higgrical 10&)9%}'@ PRUTEF ARFASR10 HRBFRICRCt he sour co
profil e database conprises a |ightweight directory access protocol (LDAP)
dat abase. 6. The nethod of claim1, further conprising updating the source
profile database &hen Ehereethedof cleinat cebaem thh ettmiattevesskciaféd withethaet hod of

claim1l1, further .c [isin i nt aini in th S rofil.e database a
i ot ori cal - 101 BITES B e € et Hiehp oy i NgB Sheeidied Rl o1
claiml, whapeidurédGrputér fRdth WIRGSME réfust 1oF AdtedNS thSMveEk Was based upon
one of a MAC address, User |ID or VLAN ID associated with the source

conput er frdranwhittdd. t he request for access to the network was transmitted.

9. The method of claim 1, wherein receiving at the gateway device a
request from a source for access comprises the step of receiving a destination

address from the source.

10. A system for selectably controlling and customizing access, to a
network, by a source, where the source is associated with a source computer, and
wherein the source computer has transparent access to the network via a gateway
device and no configuration software need be installed on the source computer to
access the network, comprising:

a gateway device, wherein the gateway device receives a request

from the source for access to the network;

a source profile database in communication with the gateway device
and located external to the gateway device, wherein the source profile
database stores access information identifiable by an attribute associated
with the source, and wherein the attribute is identified based upon a data
packet transmitted from the source computer and received by the gateway

device, and
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9. The nethod of claim1l, wherein receiving at the gateway device a

request froma source for access conprises the step of receiving a

dest i naWNQOH31dr ess fromthe source. 10. A system for sBCEUSHIHI%NT4
controlling and custom zing access, to a network, by a source, where the
source i s associ ated winfutherination Avshenizagion apthdccomgingi(AA)seseuice
conput er has transparen ccess to the network . via a e devi ce and no
confi guration sof(iop\j\r%#ném%aeug)& BT {hs Spiemay egﬁe?ﬂ%sosu&ﬁ%’ggteo%%’@é? to access
the network, conpwh&tinghe AAgat@v@Edetteminke if thbesatdistdndtisdtemayssdryi ce
receives a request fromthe source for access to the network; a source
profile database Beiwerdsrhased eroni thpacgesinfarmagon stnesy Widhin dke soares profilst ed

cuiernal Lo the, QiR 1SR WISEAAPIOHIE BL ol crafithiigee St ores

access information y an a € asSsocCi a

source, and wher edonrdehehakeimdcbesseighss defiaathef rigds bhedoupoto &caat a packet
transmtted from¢f{he source conputer and received by the gateway device,
and -23 WO 01/ 318¥sUmPRgsey o aemEtWark- Aut hent i cati on, Authorization and
Accounting (AAA) server in comunication with the gateway device and
source profile database, wherein the AAA server determnes if the source is
entitled to accesH.t helhewystieor & dieseld), wherein the mcket seceivetidiyrtae gatawsy or ed

within the spurce profile  dat nd wherein th rver determ nes
the access r eé’}ﬁeén‘g‘f’é)et%éeasg%riﬁ(gg?f&ﬁelﬁeiaﬁ"ﬁ‘&‘&@ésm’rdiWﬁ‘gﬁﬁ%e the rights
of the source to access destination sites via the network. 11. The system

of claim 10, wherein the packet received by the gateway device include at
| east one of VLANZ D, Ehecdysiem af dladn Hhovhgraibeasduirce psofilg Aatabise syst em of

claim10, wherein the squrc rof.ile database . c i a renote
aut hent | cat 1GRRITE & Fom<e arierdicgion Felpreeriss BRRIOS] ot em of ol ai m 10,
wherein the source profile database conprises a |lightweight directory

access protocol (LDAP) database. 14. The systemof claim 10, wherein the
source profile dat3abaskhe system of claim 10, wherein the source profile database

comprises a lightweight directory access protocol (LDAP) database.

14. The system of claim 10, wherein the source profile database
includes a plurality of source profiles, wherein each respective source profile of the

plurality of source profiles contains access information.

15. The system of claim 14, wherein each respective source profile
contains historical data relating to the duration of network access for use in

determining the charges due for the network access.

16. The system of claim 10, wherein the source profile database is

located within the AAA server.

17. A method for redirecting a source attempting to access a destination
through a gateway device, wherein source is associated with a source computer,
and wherein the gateway device enables the source to communicate with a network
without requiring the source computer to include network software configured for

the network, comprising:
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includes a plurality of source profiles, wherein each respective source
profile of the plurality of source profiles contains access information.
15. The W9 8vVa84of cl ai m 14, wherein each respective sour @ETRISE0/2914
contains historical data relating to the duration of network access for use
in deternining the checgamedishd gatewdyedavereworguestiromghe s@urceTloscessst em of
cIa|n110 mh relf Ee source profile database is |ocated within the AAA
server. MEYHEE f or redirecting a source attenpting to access a

desti nati On through ajdgatifeythe eMir6€basel ap&i i S@ibigeadssciagdogihaxhed with a
source conputer, and wherein the gateway device enables the source to

comuni cat e ¥W¢f:a network w thout requiring the source conputer to

includ t k soft ' -24 WO
01/ 31843 PCT/ US00/ 201 78ceF it W Re oAl st B K TR b ks 70 e

source to acéess, tltemaufbetpmﬂilkdatadmtstdrmgm@césbelgmmfﬂ& doase¢d upon an

attribute associated with t.he source acceSS|n a source profile database
| ocated external to théctgaRiaingyhe arogpsrighty ‘Pfethgé‘RHrE"eb?f'PéPP‘P‘éthﬁat abase

storing acceﬁi%ntﬁﬁ&l%ﬁ O?Ellent %é%ﬁ&@mth??&c%é% t@@eﬁﬁ%"t gﬁé%fL feghts of the

source based upon the i ication of the s urce, In the access

ri ghts defi nsourdegtoracedst deinatitresites vier the nttoveak.cess destlnatlon sites via the
network. 18. The nmethod of claim 17, wherein accessing a source profile

dat abase conprises accessing a source profile database conprising a renote

aut hentication d'@é"nTHéﬁkﬂﬁﬁ&%b&ﬁnQRAQhH§%nm$&mn&hﬁxﬂﬁkﬁQQﬁQf claim17,
wherei n accessing a source profile dafabase conprises accessing a source

profile dat aistmse opppiisssageessing ghom@e ghafile database opmprsiogesemotet ocol ( LDAP)
dat abase. 20, The. nethod of claim]l r.ther conprising assigning a
| ocati on id@%??%?@?m1%akﬁﬁmFﬁﬁﬁpf%ﬁh%b§%$ﬂhich requests for access to the
network are transmtted, and wherein the |ocation identifier is the

attribute associated with the . ) )
The method of claim 17, wherein accessing a source profile

database comprises accessing a source profile database comprising a lightweight

directory access protocol (LDAP) database.

20. The method of claim 17, further comprising assigning a location
identifier to the location from which requests for access to the network are
transmitted, and wherein the location identifier is the attribute associated with the

source.

21. The method of claim 17, further comprising updating the source

profile database when a new source accesses the network.

22. The method of claim 17, further comprising maintaining in an
accounting database a historical log of the source’s access to the network, wherein

the accounting database is in communication with the source profile database.
23. The method of claim 17, wherein receiving at the gateway device a

request from a source for access comprises the step of receiving a destination

address from the source.
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source. 21. The nethod of claim 17, further conprising updating the source
profil e database when a new source accesses the network. 22. The net hod of
cl ai m 1o busmsser conprising maintaining in an accounti pgTadsbebESE a

hi storical |og of the source's access to the network, wherein the
accounting database is in comunication wth the source profile database.
23. The nmethod of _claim 17, wherein receiving at the gateway device a

request from a sofftce 1% mgtwdof clagndPi whereinrdetemiping ot thegeirgs ng a
destinati on ; ; L= 2 P 4 24.
The net hod o? o éﬁ%@?t%é? g?%Qg%fdgFtﬁaﬁ?%ﬁr?%%éﬁgg%o@ Sgg%gtﬁ%%?s
entitled to smcesonpjwerdesdss natiethe scldcepwiifdintivates danghd seredenypurg t he
source conput er access where the source profile indicates that the source
computer i sSHENFEA°SESess. 25. The method of claim 17, wherein determ ning
if the source is entitled to access the network further conprises
directing the source to a |login page when the source profile is not

| ocat ed wit hi n th&5.soutkempthofliof elagatldbabercinditermisipg fifthe Saurceisabl i ng

transparent ¢ ni cati on bet wee conput er..and a, service ovi der
net wor k, conﬂﬁﬁlg#ﬁ%?mﬁssctgﬁﬂﬁttw\g’% ﬁgﬁ}%{:%"gﬂseag{rgm Hesowee Fon"P SHRASF cat i on
W th the conphéfihelsbiirce pRIMERIHOR hchitd VAR tHeQbuic@ pRoffie MRibsle. Net wor Kk,
wherein the network gateway device receives source data that represents a

user attenpting to access the conputer network; and a service provider

network in comunjcatign wth the. network t eway devic conprising an
aut henti cati on sgiréi:/'er ‘IR()SX%{IIF@EO%%agﬁﬂ%mf‘%’afe%gc?{g?%ﬂlrcﬁn%s‘ng\ﬁ?@devi ce and
i n comuni caddnutdtisnt atdesvideesrovidkr mﬁeﬂ@yoﬂgﬂéiﬁ%& and having therein a

e

source profile database conprising source profiles that represent users
authorized to access #fINRYAHUt er network, wherein the authentication

server copares the SphrgsdahautPatiif AWRHRMALALE G ke cdebsimige 11 the

user attenpting to access t
connecting the computer to a computer network, wherein the network gateway

device receives source data that represents a user attempting to access the
computer network; and

a service provider network in communication with the network
gateway device, comprising

an authentication server located external to the network gateway
device and in communication with the network gateway device and having therein
a source profile database comprising source profiles that represent users authorized
to access the computer network, wherein the authentication server compares the
source data to the source profiles to determine if the user attempting to access the

computer network can access the computer network.

27. The system of claim 26, further comprising an accounting system

for maintaining historical data concerning use of the service provider network.

28. The system of claim 26, wherein the authentication server

comprises a remote authentication dial-in user service (RADIUS).
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conput er network can access the conputer network. 27. The systemof claim
26, further conprising an accounting system for naintaining historical
dat a cono@er3la¢s use of the service provider network. 28PCThisoeyarem of
claim 26, wherein the authentication server conprises a renote

aut henti cati on di 29.- i nThesysteneof/dlaien 2RADSH the aRiGendiCatisyl hd4 3

PCTI USOQO 29174  29. I.h system of claim 26, wherein the authentication
server conpr YEREISES Bi léﬁtt"%éﬁ@ Kiregpraaceesproteed {E DR [daabpsel LDAP) dat abase.
30. The system of claim 26, wherein the source profile database includes a
plurality of source profiles, wherein each respective source profile of the
plurality of sour%® pr&he¢ systentoftlaima6, adwess theonregirofile.daBibaseThe syst em of

claim 26, wherei.n th urce data nprjses an attribute assqciated with
the conputer™ ﬁ‘&%?’ﬁ%ﬂ‘ﬁ%’ Pgﬁouf?eo‘?ff’ﬁﬁé’ %%%Bteé& tesPEhe S‘@‘&f’%ﬁﬂ’gﬁ‘a ge. 32.
The system oflufdliey 6 stRrceWr6fiRs Borlthifls 8QesCiafdHalagog ONMPr i ses | ogin

i nformati on associated with a respective user. -27

31.  The system of claim 26, wherein the source data comprises an
attribute associated with the computer and transmitted from the computer to the

gateway device.

32. The system of claim 26, wherein the source data comprises login

information associated with a respective user.
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