WO 2021/034264 PCT/SG2019/050414

Figure. 1

1/8



WO 2021/034264

s202 s208
A\
s204 L s210
J s212
s206
| s214

Figure. 2

2/8

PCT/SG2019/050414



WO 2021/034264 PCT/SG2019/050414

3/8

302

308

Figure. 3

SUBSTITUTE SHEET RULE 26



WO 2021/034264 PCT/SG2019/050414

4/8

» | Kernel (selL4)
S404
408
——
S410

RAM/Flash

5402

* Attest resides in Pastest

MM T/O

Secure Boot
(PUF)

Figure. 4

SUBSTITUTE SHEET RULE 26



WO 2021/034264 PCT/SG2019/050414

5/8

502

igure. 5

SUBSTITUTE SHEET RULE 26



WO 2021/034264

6/8

PCT/SG2019/050414

Silicon PUF  |Optical PUF |Nanotech PUF |Biological
Properties PUF
Entropy Low Medium High High
Reproducibility |Yes Yes Yes Yes
Reconfigurability |No Yes Limited Yes
Uniqueness Yes Yes Yes Yes
CRPs Linear Exponential |Linear Exponential
Cost High High High Low
Energy High Low Low Low
Consumption
Reverse Possible Very Difficult | Difficult Very Difficult
Engineering
Volatility Volatile Non-volatile |Non-Volatile |Non-volatile
PUF Weak Strong Strong Strong
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