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10 Background of the Invention

Broadcasters and providers of pay TV services usually
encode or encrypt their transmitted signals so that
unauthorised customers should be unable to receive it.
Only an authorised consumer is provided with a decoder

15 that decodes the signal and therefore allows the consumer
to access the broadcasted program.

Encoding and authorised decoding is therefore used to
control the consumer reception of broadcasted signals and
to avoid piracy. However, new methods to decode the

20 broadcasted signal without authorisation have emerged and
it is therefore desirable to develop a better method to
monitor and control the reception of broadcasted signals
by the consumer.

Further, the usage of consumables, such as water, gas

25 and electricity that are being delivered to the consumer
is associated with labour intense manual read-out of
individual metering devices required to monitor the
consumption. It would be desirable to develop a more
efficient method to monitor the usage of such consumables.

30

Summary of the invention

The invention may be defined in terms of a method of

remotely monitoring the provigion of at least one utility



The invention nmay be defined in terns of a nethod of renotely nonitoring
the provision of at |east one utility WO 03/017665 PCT/ AU0O2/ 00748 2 at
one or nowWe oBocmbi ons, the nethod conprising the steps offCTraamwoneEl4y
interrogating at |east one control device via a TV transmssion |ine at at
| east one of the 5 | ocations, the or each control device having a unique
address; and the or each interrogated cofitrol device, via the TV

transn133|cnhﬂ|55é SLSROALI NG-y¢ 1dnd, ek feShadatombi-€8ingaphdespepsessed
to obtain informati on concerning the 10 usage of the or each utility at the

or each | ocdtfion. The invention may al so be defined in terns of a control
devi ce includi ng %@Myq&h@ﬁmcﬁun@@h beéagr operashvedy deupted to at
| east one utiJit% 'aFa TV . transn155|on ine the circuit HaV|ng a uni que
address and V4% O?VT% R 25T R et NP R Pl 2B AT a85ptEa to be
renotel ys i Mietaogated; timdon ¢achnsoontrol ¢evicethyeing goupigdeto the
recei vi ng Cu&fUIt and ei ng adapted, on interrogation of the 20 receiving

circuit, to respond' a return signal which can be processed to obtain
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features of %;g%% égégnlgéélrkégﬁpﬁca§g ﬂ?@%tgfrégﬁrﬁr§§$ﬂéllQM@QEIOn t he

or each uti ates To the | east one TV signal via
the TV transhi@éb@npx¢¢ﬁss¢® thigblate ipfersakipy €RBRCPELURE Eh@nal may

conprisggi dgdddyiNg the or each utility at the or each location.

The invention may also be defined in terms of a
control device including an electronic circuit and being
operatively coupled to at least one utility via a TV
transmission line, the circuit having a unique address and

15 comprising:
a receiving circuit being adapted to be remotely
interrogated; and
a transmitting circuit being coupled to the receiving
circuit and being adapted, on interrogation of the
20 receiving circuit, to respond with a return signal which
can be processed to obtain information concerning the

usage of the or each utility.

Preferred features of the invention

25 In one embodiment of the present invention the or
each utility relates to the broadcast of at least one TV
gignal via the TV transmission line. In this case
processing the return signal may comprise identifying if
the consumer associated with the address is authorised to

30 receive the broadcasted signal. If the consumer is not
authorised, the method may comprise the additional step of
gending at least one blocking-signal to the address and
thus blocking the consumer reception of the or each
broadcasted TV signal. Processing the return signal may

35 also comprise monitoring reception of the TV signal, for

example for statistical purposes.



t he consuner associated with the address is authorised to 30 receive the
broadcasted signal. |If the consuner is not authorised, the nethod may
conpri se whasatwsi i onal step of sending at | east one bl o®kirmgrgiognsal to
the address and thus bl ocking the consuner reception of the or each
broadcasted TV signal. Processing the return signal may 35 al so conpri se

moni toring reception of the TV signal, for exanple for statistical
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el ectronic the or each utility is a consumable such as water, gas, or
electricity. In this case the step of responding may
15 involve triggering at least one read-out of a metering
device. The return signal preferably contains information
concerning the read-out which may be processed to identify
if the consumer associated with the address is authorised
to receive the or each consumable. If the consumer is not
20 authorised, the method may comprise the additional step of
sending at least one blocking-gignal to the electronic
address and thus blocking the access to the or each
consumable.
The or each utility may also relate to medication or
25 to a medical treatment. In this case the return signal may
contain information concerning a patients health. If the
health is not satisfactory, the method may comprise the
additional step of sending at least one signal to a device
at a respective one of the electronic addresses to
30 regulate the provision of the medication or to effect the
treatment. Alternatively or additionally, the method may
comprise the step of sending at least one signal to a
health service provider such as a hospital or may comprise

sending a blocking signal to interrupt the provision of

35 the medication.



address and thus bl ocking the access to the or each consunmable. The or
each utility may also relate to nedication or 25 to a nedical treatnent.
In this caea3bmwes et urn signal may contain information cECTAURAE4K
patients health. If the health is not satisfactory, the nmethod may
conprise the additional step of sending,at |east one signal to a device
at a respective one of the electronic addresses to 30 regul ate the
provision of the negicaéionis &0 &idiecitihery tnept FeDhte ALbesngééuel yyor
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each -to the electronic address to interrupt the emission of the

alarm signal in case of a false alarm.
The above-defined method may comprise the additional
step of externally programming the control-device by a
15 programmer associlated with the provision of the or each
utility.
Preferred embodiments of the invention will now be
described, by way of example only, with reference to the

accompanying drawing.

20 Brief description of the drawing

Figure 1 shows an electronic block-diagram of a
control device according to an embodiment of the present

invention.

Detailed description of preferred embodiments

25 A method of remotely monitoring the provision of at
least one utility is now described.

The providers of a service such as Pay TV utilise an
electronic network between a broadcasting sender and a
plurality of locations, in this example households, to

30 provide the consumer with their service. 1In this
embodiment each household is equipped with a control

device that has a unique electronic address. The sender,



utility. Preferred enbodi nents of the invention will now be described, by
way of exanple only, with reference to the acconpanying drawing. 20 Bri ef
descri ptiwp oaf1t6he drawi ng Figure 1 shows an el ectroni ¢ blPeTiatdragnam of a
control device according to an enbodi nent of the present invention.

Det ai | ed description of preferred enbodi pents 25 A nethod of renptely
nonitoring the provision of at | east 6n8 Gtil i ty is now described. The
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bet ween a broadcasting sender and a plurality of locations, in this
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control devices_bpby sending a signal, such as a Pay TV signhal, fo a
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subsequent |y proce: return signal in order to establish that the
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el ectroni ¢ address and the control device would

10 the Pay TV service. If the consumer is not authorised,
the master computer may send a blocking signal to the
particular electronic address and the control device would
then block the transition of the Pay TV signal from the
broadcaster to the TV of the consumer. The master

15 computer may store all allocated electronic addresses
together with Pay TV channels or frequencies the customers
are authorised to receive. Processing the return signals
therefore would provide information concerning authorised
and unauthorised usage by the consumer. This method has

20 the significant advantage that an unauthorised consumer
would not receive an encoded signal which he can possibly
decode in an unauthorised manner, but the signal would
simply be blocked. Therefore, piracy may be largely
reduced. Further, TV signal decoders, as currently used

25 by consumers, are not required and therefore this method
may be more cost efficient.

The method has been described in the context of Pay

TV. However, it will be appreciated that the method has
other applications that broadly relate to all areas of TV

30 including interactive TV.

In another embodiment of the present invention the

utility relates to access to the world-wide-web. The

providers of a service such as access to the world-wide-



then block the transition of the Pay TV signal fromthe broadcaster to the
TV of the consuner. The master 15 conputer may store all allocated

el ectroniwoaddr®wsses together with Pay TV channels or fr@quanoresr4s he
custoners are authorised to receive. Processing the return signals

t herefore woul d provide informati on concerning authorised and unauthorised
usage by the consuner. This nethod has 28 the significant advantage that an
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subsequently processes the return signal in order to
establish that the consumer associated with the electronic
address is authorised to access the world-wide-web. An
authorised consumer, for example, would be a subscriber of

15 the world-wide-web service. If the consumer is not
authorised, the service provider may send a blocking
signal to the particular electronic address and the
control device would then block the access to the world-
wide-web. The service provider may store all allocated

20 electronic addresses and access details of associate
consumers in the computer. Processing the return signal
therefore would provide information concerning authorised

and unauthorised usage by the consumer.

25 In a further embodiment of the present invention the
method of remotely monitoring the provision of at least
one utility relates to monitoring the usage of
consumables. Examples of such consumables are water, gas
and electricity. A central system, such as a master

30 computer, associated with the provider of the consumables
may remotely interrogate a control device by sending a
trigger signal to the control device installed at a

particular household. In this example the reception of



control device which is interrogated then responds by 10 sending a return
signal to the service provider which subsequently processes the return
si gnal i rworider766® establish that the consumer associ at e@CRiAU206TES
electronic address is authorised to access the worl d-w de-web. An

aut hori sed consuner, for exanple, would he a subscriber of 15 the

wor | d-wi de-web service. |If the consuner i‘s not authorised, the service
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to the control device and the control device may block the
access to the consumable.
In a further embodiment of the present invention the
15 or each utility relates to medication or to medical
treatment. In this case the return signal would contain
information concerning a patients health. For example, a
monitor may be arranged to monitor the patients health. A
remote interrogation by a health monitor service provider
20 may trigger the monitor to respond with the return signal.
If the patients health is not satisfactory, a further
gsignal will be sent and directed, for example, to the
monitor. The monitor may subsequently send a signal to a
regulator which may regulate the provision of medication
25 during treatment of the patient. Alternatively or
additionally the method may also comprise the step of
sending a signal to a health service provider such as a
hospital.
In yet another embodiment of the present invention
30 the or each utility relates to sgecurity service. In this
case the return signal would contain information
concerning the security of a location. For example, a

security monitor may be arranged to monitor the security



conput er which contains informati on concerning the readout. The readout
may be used for a variety of purposes. For exanple, it may be used to

i nvoi ce twe o3pomsuner or it may be used to control the usage/Asfo2némas 10
consunmabl e. If the consunmer is not authorised to use the consumable, the
master conputer may send a bl ocking signal to the control device and the
control device may bl ock the access to £hé consumable. In a further

enbodi ment 0$ft@§episéseaohnvgnkéﬂatéh@nté§r@§aeash Byl hi b¥ctehates to
medi cation or to nedical treatnent. In this case the return signal would
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programmer associated with the provider of the or each
utility.
An embodiment of another aspect of the invention

relating to a control device is now described with

15 reference to Figure 1. The control device comprises an
electronic circuit and Figure 1 shows an electronic block
diagram of the circuit. When in use, the control device is
being allocated a unique electronic address and the device
is operatively coupled to at least one utility. For

20 example, the circuit may be connected via a cable to a pay
TV broadcaster or it may connected to gas, water, oxr
electricity metering devices. The control device
comprises a receiving circuit that is adapted to be
remotely interrogated by receiving a signal from a sender

25 such as a master computer. The device functions to
respond to this interrogation by sending a return signal.
The return signal may contain information concerning the
usage of the utility. For example, if the device is
operatively coupled to a gas, electricity or water meter,

30 with the return signal may comprise a readout. If the
control device is connected to a TV broadcaster, the
control unit would function to send a return signal

indicating that the consumer uses a particular TV channel



nonitor service provider may trigger the security nonitor to respond with
the return signal. If the location is not secure, a further signal wll be
sent whi cWormag1®hs ect the 5 em ssion of an al arm signal. ARCTaxt0IMely or
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return signal may then be used to direct machinery wvia the
control device.
In any of the above-described embodiments any of the
15 signals, such as the return signal, may comprise video-
signal information which may have been recorded with a

video camera.



i ndi cating that the consuner uses a particular TV channel WO 03/017665
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CLAI M5 DEFI NFRRPTHE PVERR | BRFRRECAS FOLLOWS: 1. A method of renotely
noni toring the proydsboe ¢f igtertodstingeatitibhby 8heO0BSnOEolDAEVEBEAL T ONS,

the nethod 5 conprising the, steps of: renntel¥§|nterrogg%iEgFat | east one
e

control devi®E® ¥iTEVatiensnafshrestbne| fhedhit

| ocati ons,

or
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15

20

25

30

£SFeQRE t he

al s, such as

S, thecetieash enat 6ol cdeNi 66nbayl ngetivsi Hueingddr easguand 10 the
each |nterég§ated cogtrol device, via the TV

a essg; an

the or each interrogated control device, via the TV
transmission line, responding with a return signal which
can be processed to obtain information concerning the

usage of the or each utility at the or each location.

2. The method as claimed in claim 1 wherein the or each
utility relates to the broadcast of at least one TV signal
via the TV transmission line and wherein the step of
processing the return signal comprises identifying if the
consumer associated with the address is authorised to

receive the or each TV broadcasted signal;

3. The method as claimed in claim 2 comprising the
additional step of sending at least one blocking-signal to
the address and thus blocking the consumer reception of

the or each TV broadcasted signal.

4, The method as claimed in claim 1 wherein the or each
utility relates to access to the world-wide-web via the TV
transmission line and wherein the step of processing the
return signal comprises identifying if the consumer
associated with the address is authorised to access the

world-wide-web.



transm ssion line, responding with a return signal which can be processed
to obtain information concerning the usage of the or each utility at the or
each | ocawDm®n/017665 2. The nethod as clainmed in claiml whePermuokeods each
utility relates to the broadcast of at |east one TV signal via the TV
transm ssion |ine and wherein the step of. processing the return signal
conprises identifying if the consuner” a@ssociated with the address is
authorised t9 20 reeeinecihbe £ Epeindy b oareast £doshghdbing. ti&e net hod
as clainmed in claim2 conprising the additional step of sending at |east
one bl ocki npddipitnad stee afdeendiamdat hlsadt ceke ngloakirgnsigeal to
reception of_25 t e V_br g T h | ai med
inclaiml w%%?e?%§¥%%so%ﬁga%%uguﬁﬁgggéﬁgg?g%eg %u@%ﬁeggcggét ee&Elrlg

wor | d-wi de- webrVdawide Wab.transm ssion |ine and wherein the step of
processing the 30 return signal conprises identifying if the consuner
associat@d with the address is authorised to access the world-w de-web. WO
03/ 017665 PCJ/ AUO2H00748 15q 1ds Opafhea "Bt hoth fe €] @hdBdini P&l 3k Mdch
conprising the additional step of sending at |east one bl ocking-signal to
t he address anilitysisl ackongunilel ¢ osisciness aczess, thest her ebefdrifdeyweb.
5 6. The metho cl al inclaiml wherein the or each .utili Ls a
consumabl e sU¢ @566%&%p§g8a§Fe rog}g% ?%l%%g %ﬁﬁo%ﬁg?e?ﬁlgégrééépagf
rgspondi nNg i nwekvesndriggerony 8f alwesérong deatceut of a metering device.
1

10
7. The method as claimed in claim 6 comprising the
additional step of sending at least one blocking-signal to
the electronic address and thus blocking the access to the
or each consumable.

15

8. The method as claimed in claim 1 wherein the or each
utility relates to medication or medical treatment and the
return signal contains information concerning a patients
health, the method comprising the additional step of

20 sending at least one signal to a device at a respective
one of the electronic addresses to regulate the provision

of the medication or to effect the treatment.

9. The method as claimed in claim 1 wherein the or each
25 utility relates to medication or medical treatment and the
return signal contains information concerning a patients
health, the method comprising the additional step of
sending at least one signal to a health service provider
such as a hospital.
30
10. The method as claimed in claim 1 wherein the or each
utility relates to a security service, the return signal

comprising information concerning security of at least one



7. The nethod as clainmed in claim6 conprising the additional step of
sendi ng at | east one bl ocking-signal to the electronic address and thus

bl ocki ng wbhasactwess to the or each consumabl e. 15 8. ThePogtAwdoerscl ai ned
inclaiml wherein the or each wutility relates to nedication or nedical
treatment and the return signal contains_ infornmation concerning a patients
heal th, the nethod conprising the addi Tibhal step of 20 sending at | east

one si gnal tor atﬁéviééa@_{oﬁsréﬁ@eeﬁévxﬁetﬁaé 8bmphesehgcthenkadaddbasses to
regul ate the provision of the nedication or to effect the treatnent. 9.

The net hod astep adfredendicyaspm alanereignahetor thachr QECthPﬁP?CFéVQtes to
nmedi cati on or nedi cal tr aLoent._an r gpal .c formation
concer ning & %%f?%% 1c % F?ﬁs F gr1$§er g&yégléh 8@ ggggb?é b?

od conprising Ironal step of
sendi ng at I@@@ibp@eaﬁagmabotﬁda heal t h service prOV|der such as a
hospital. 30 10. The nethod as clained in claim1 wherein the or each

utility ﬁblates to a security service, the return signal conprising

i nformation gpncerplagnSERYA 4y Ofadhehesst -0aenVI0 ARLOITAGR HICHAIZAD0748

- 12 of the Tocations and the nethod conprising the additional step of
sendi ng an akaihisygnalatesthe arseachitgspecvive, thectrebuire sdgneds to
trigger emssion of . a vi shble al arm soun

h d
claimed in cFITHF1SHRgEr & OFﬂﬁgb?neﬁ8ﬂceﬁPﬁth?ngFaggsO?oat ge%ﬁ??%3% =
service, thesfetnen1sE8Pdbns and the method comprising the additional

10 step of sending at least one alarm-signal to a security

service provider.

12. The method as claimed in any one of the preceding
claims comprising the additional step of externally

15 programming the control-device by a programmer associated
with the provider of the or each utility such as the

broadcaster or suppliers of water, gas or electricity.

13. The method as claimed in any one of the preceding
20 claims wherein the return signal comprises video-signal

information.

14. The method as claimed in claim 1 wherein the or each
utility relates to machinery and the return signal is used

25 to direct the machinery.

15. A control device including an electronic circuit
and being operatively coupled to at least one utility via
a TV transmission line, the circuit having a unique
30 address and comprising:
a receiving circuit being adapted to be remotely
interrogated; and

a transmitting circuit being coupled to the receiving

circuit and being adapted, on interrogation of the



conprising informati on concerning security of at |east one of the

| ocations and the nethod conprising the additional 10 step of sending at

| east onewaloanomess gnal to a security service provider. 12CTH@2/0€H4B0d as
clainmed in any one of the preceding clainms conprising the additional step
of externally 15 programm ng the control.-device by a programer associ ated
with the provider of the or each utilit uch as the broadcaster or
suppliers of - M@dBFingasiPEust eCtbi sbbyondlBitihe pethed asgabai whdchn any
one of the preceding 20 clains wherein the return signal conprises

vi deo- si gnal can herpeefensedto ot adRhbaf asmat aPfedCrAcERaRHh thfherein the
or each wuti]l] r i .and the return signal is used 25 to
direct the ﬁ%%%%%é?@?Eﬁé.éﬁ‘g%ﬁ r@ﬁi%ég?ée i ncluding an electronic circuit
and being operatively coupled to at |east one utility via a TV

transm ssion line, the circuit having a unique 30 address and conprising: a
receiving circuit being adapted to be renotely interrogated; and a
transmitting circuit being coupled to the receiving circuit and being
adapted, on interrogation of the WO 03/017665 PCT/ AU0O2/ 00748 - 13
receiving circuit, to respond with a return signal which can be processed
to obtain information concerning the usage of the or each utility.



