
WO 03/017665 PCT/AU02/00748  - 1  METHOD AND APPARATUS FOR MONITORING  THE
PROVISION OF A UTILITY  Field of the invention 5 The present invention
relates to a method of remotely  monitoring the provision of at least one
utility and to a  control device which can be used to obtain information
concerning the usage of at least one each utility. 10 Background of the
Invention Broadcasters and providers of pay TV services usually  encode or
encrypt their transmitted signals so that  unauthorised customers should be
unable to receive it.  Only an authorised consumer is provided with a
decoder 15 that decodes the signal and therefore allows the consumer  to
access the broadcasted program. Encoding and authorised decoding is
therefore used to  control the consumer reception of broadcasted signals
and  to avoid piracy. However, new methods to decode the 20 broadcasted
signal without authorisation have emerged and  it is therefore desirable to
develop a better method to  monitor and control the reception of
broadcasted signals  by the consumer. Further,'the usage of consumables,
such as water, gas  25 and electricity that are being delivered to the
consumer  is associated with labour intense manual read-out of  individual
metering devices required to monitor the  consumption. It would be
desirable to develop a more  efficient method to monitor the usage of such
consumables.  30 Summary of the invention 



The invention may be defined in terms of a method of  remotely monitoring
the provision of at least one utility WO 03/017665 PCT/AU02/00748  2  at
one or more locations, the method comprising the steps  of: remotely
interrogating at least one control device  via a TV transmission line at at
least one of the 5 locations, the or each control device having a unique
address; and the or each interrogated control device, via the TV
transmission line, responding with a return signal which  can be processed
to obtain information concerning the 10 usage of the or each utility at the
or each location.  The invention may also be defined in terms of a  control
device including an electronic circuit and being  operatively coupled to at
least one utility via a TV  transmission line, the circuit having a unique
address and  15 comprising: a receiving circuit being adapted to be
remotely  interrogated; and a transmitting circuit being coupled to the
receiving  circuit and being adapted, on interrogation of the 20 receiving
circuit, to respond with a return signal which  can be processed to obtain
information concerning the  usage of the or each utility. Preferred
features of the invention 25 In one embodiment of the present invention the
or  each utility relates to the broadcast of at least one TV  signal via
the TV transmission line. In this case  processing the return signal may
comprise identifying if  



the consumer associated with the address is authorised to 30 receive the
broadcasted signal. If the consumer is not  authorised, the method may
comprise the additional step of  sending at least one blocking-signal to
the address and  thus blocking the consumer reception of the or each
broadcasted TV signal. Processing the return signal may 35 also comprise
monitoring reception of the TV signal, for  example for statistical
purposes. . WO 03/017665 PCT/AU02/00748  - 3  In another embodiment of the
present invention the or  each utility relates to access to the
world-wide-web via  the TV transmission line. In this case processing the
return signal may comprise identifying if the consumer 5 associated with
the address is authorised to access the  world-wide-web. If the consumer is
not authorised, the  method may comprise the additional step of sending at
least one blocking-signal to the address and thus blocking the access to
the world-wide-web. Processing the return  10 signal may also comprise
monitoring the access to the  world-wide-web, for example for statistical
purposes. In an alternative embodiment of the present invention  the or
each utility is a consumable such as water, gas, or  electricity. In this
case the step of responding may 15 involve triggering at least one read-out
of a metering  device. The return signal preferably contains information
concerning the read-out which may be processed to identify  if the consumer
associated with the address is authorised  to receive the or each
consumable. If the consumer is not 20 authorised, the method may comprise
the additional step of  sending at least one blocking-signal to the
electronic  



address and thus blocking the access to the or each  consumable. The or
each utility may also relate to medication or  25 to a medical treatment.
In this case the return signal may  contain information concerning a
patients health. If the  health is not satisfactory, the method may
comprise the  additional step of sending at least one signal to a device
at a respective one of the electronic addresses to 30 regulate the
provision of the medication or to effect the  treatment. Alternatively or
additionally, the method may  comprise the step of sending at least one
signal to a  health service provider such as a hospital or may comprise
sending a blocking signal to interrupt the provision of 35 the medication.
WO 03/017665 PCT/AU02/00748  4  Further, the or each utility may relate to
a security  service. The return signal preferably contains information
concerning security of at least one of the locations. If  the or each
location is not secure, the method may 5 comprise the additional step of
sending an alarm-signal to  the or each respective electronic address to
trigger  emission of at least one visible or audible alarm signal.
Alternatively or additionally, the method may also  comprise the step of
sending an alarm signal to a security 10 service provider or may comprise
sending a blocking signal  .to the electronic address to interrupt the
emission of the  alarm signal in case of a false alarm. The above-defined
method may comprise the additional  step of externally programming the
control-device by a 15 programmer associated with the provision of the or
each  



utility. Preferred embodiments of the invention will now be  described, by
way of example only, with reference to the  accompanying drawing. 20 Brief
description of the drawing Figure 1 shows an electronic block-diagram of a
control device according to an embodiment of the present  invention.
Detailed description of preferred embodiments 25 A method of remotely
monitoring the provision of at  least one utility is now described. The
providers of a service such as Pay TV utilise an  electronic network
between a broadcasting sender and a  plurality of locations, in this
example households, to 30 provide the consumer with their service. In this
embodiment each household is equipped with a control  device that has a
unique electronic address. The sender, WO 03/017665 PCT/AU02/00748  - 5
which may be a master computer, may remotely interrogate  one of the
control devices by sending a signal, such as a  Pay TV signal, to a
particular electronic address. The  control device which is interrogated
then responds by 5 sending a return signal to the master computer which
subsequently processes the return signal in order to  establish that the
consumer associated with the electronic  address is authorised to receive
the Pay TV signal. An  authorised consumer, for example, would be a
subscriber of 10 the Pay TV service. If the consumer is not authorised,
the master computer may send a blocking signal to the  particular
electronic address and the control device would  



then block the transition of the Pay TV signal from the  broadcaster to the
TV of the consumer. The master 15 computer may store all allocated
electronic addresses  together with Pay TV channels or frequencies the
customers  are authorised to receive. Processing the return signals
therefore would provide information concerning authorised  and unauthorised
usage by the consumer. This method has 20 the significant advantage that an
unauthorised consumer  would not receive an encoded signal which he can
possibly  decode in an unauthorised manner, but the signal would  simply be
blocked. Therefore, piracy may be largely  reduced. Further, TV signal
decoders, as currently used 25 by consumers, are not required and therefore
this method  may be more cost efficient. The method has been described in
the context of Pay  TV. However, it will be appreciated that the method has
other applications that broadly relate to all areas of TV  30 including
interactive TV. In another embodiment of the present invention the  utility
relates to access to the world-wide-web. The  providers of a service such
as access to the world-wide WO 03/017665 PCT/AU02/00748  6  web utilise an
electronic network between the service  provider and a plurality of
locations, in this example  households, to provide the consumer with access
to the  world wide web. In this embodiment each household is  5 equipped
with a control device that has a unique electronic address. The service
provider remotely  interrogates one of the control devices by sending a
control signal to a particular electronic address. The  



control device which is interrogated then responds by 10 sending a return
signal to the service provider which  subsequently processes the return
signal in order to  establish that the consumer associated with the
electronic  address is authorised to access the world-wide-web. An
authorised consumer, for example, would be a subscriber of 15 the
world-wide-web service. If the consumer is not  authorised, the service
provider may send a blocking  signal to the particular electronic address
and the  control device would then block the access to the world wide-web.
The service provider may store all allocated  20 electronic addresses and
access details of associate  consumers in the computer. Processing the
return signal  therefore would provide information concerning authorised
and unauthorised usage by the consumer. 25 In a further embodiment of the
present invention the  method of remotely monitoring the provision of at
least  one utility relates to monitoring the usage of  consumables.
Examples of such consumables are water, gas  and electricity. A central
system, such as a master 30 computer, associated with the provider of the
consumables  may remotely interrogate a control device by sending a
trigger signal to the control device installed at a  particular household.
In this example the reception of WO 03/017665 PCT/AU02/00748  - 7  the
trigger signal by the control device initiates the  readout of a metering
device. The metering device may be  an analog device and it may be coupled
with the control  device through an ADDA converter. The interrogated 5
control device may then send a signal to the master  



computer which contains information concerning the  readout. The readout
may be used for a variety of  purposes. For example, it may be used to
invoice the  consumer or it may be used to control the usage of the 10
consumable. If the consumer is not authorised to use the  consumable, the
master computer may send a blocking signal  to the control device and the
control device may block the  access to the consumable. In a further
embodiment of the present invention the  15 or each utility relates to
medication or to medical  treatment. In this case the return signal would
contain  information concerning a patients health. For example, a  monitor
may be arranged to monitor the patients health. A  remote interrogation by
a health monitor service provider 20 may trigger the monitor to respond
with the return signal.  If the patients health is not satisfactory, a
further  signal will be sent and directed, for example, to the  monitor.
The monitor may subsequently send a signal to a  regulator which may
regulate the provision of medication 25 during treatment of the patient.
Alternatively or  additionally the method may also comprise the step of
sending a signal to a health service provider such as a  hospital. In yet
another embodiment of the present invention  30 the or each utility relates
to security service. In this  case the return signal would contain
information concerning the security of a location. For example, a  security
monitor may be arranged to monitor the security WO 03/017665 PCT/AU02/00748
8  of the location. A remote interrogation by a security  



monitor service provider may trigger the security monitor  to respond with
the return signal. If the location is not  secure, a further signal will be
sent which may effect the 5 emission of an alarm signal. Alternatively or
additionally  the method may also comprise the step of sending a signal  to
a security service that may send security service  officers to the
location. In all embodiments described above the method may  10 involve
programming the control device externally by a  programmer associated with
the provider of the or each  utility. An embodiment of another aspect of
the invention  relating to a control device is now described with 15
reference to Figure 1. The control device comprises an  electronic circuit
and Figure 1 shows an electronic block  diagram of the circuit. When in
use, the control device is  being allocated a unique electronic address and
the device  is operatively coupled to at least one utility. For 20 example,
the circuit may be connected via a cable to a pay  TV broadcaster or it may
connected to gas, water, or  electricity metering devices. The control
device  comprises a receiving circuit that is adapted to be  remotely
interrogated by receiving a signal from a sender 25 such as a master
computer. The device functions to  respond to this interrogation by sending
a return signal.  The return signal may contain information concerning the
usage of the utility. For example, if the device is operatively coupled to
a gas, electricity or water meter,  30 with the return signal may comprise
a readout. If the  control device is connected to a TV broadcaster, the
control unit would function to send a return signal  



indicating that the consumer uses a particular TV channel WO 03/017665
PCT/AU02/00748  9  and a master computer could process this information. In
addition, the control device may function to block a  signal or the access
to the or each utility if a  particular blocking signal has been received
from the 5 master computer. Although the invention has been described with
reference to particular examples, it will be appreciated  by those skilled
in the art that the invention may be  embodied in many other forms. For
example, the utility may 10 relate to machinery in a factory and the return
signal may  provide information concerning the usage of machinery. The
return signal may then be used to direct machinery via the  control device.
In any of the above-described embodiments any of the  15 signals, such as
the return signal, may comprise video- signal information which may have
been recorded with a  video camera. WO 03/017665 PCT/AU02/00748  - 10  THE
CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS: 1. A method of remotely
monitoring the provision of at  least one utility at one or more locations,
the method 5 comprising the steps of: remotely interrogating at least one
control device  via a TV transmission line at at least one of the
locations, the or each control device having a unique  address; and 10 the
or each interrogated control device, via the TV  



transmission line, responding with a return signal which  can be processed
to obtain information concerning the usage of the or each utility at the or
each location. 15 2. The method as claimed in claim 1 wherein the or each
utility relates to the broadcast of at least one TV signal  via the TV
transmission line and wherein the step of  processing the return signal
comprises identifying if the  consumer associated with the address is
authorised to 20 receive the or each TV broadcasted signal; 3. The method
as claimed in claim 2 comprising the  additional step of sending at least
one blocking-signal to  the address and thus blocking the consumer
reception of 25 the or each TV broadcasted signal. 4. The method as claimed
in claim 1 wherein the or each  utility relates to access to the
world-wide-web via the TV  transmission line and wherein the step of
processing the 30 return signal comprises identifying if the consumer
associated with the address is authorised to access the  world-wide-web. WO
03/017665 PCT/AU02/00748  - 11  5. The method as claimed. in claim 4
comprising the  additional step of sending at least one blocking-signal to
the address and thus blocking the consumer access the the  world wide web.
5 6. The method as claimed in claim 1 wherein the or each  utility is a
consumable such as water, gas, or electricity  and wherein the step of
responding involves triggering at  least one read-out of a metering device.
10 



7. The method as claimed in claim 6 comprising the  additional step of
sending at least one blocking-signal to  the electronic address and thus
blocking the access to the  or each consumable. 15 8. The method as claimed
in claim 1 wherein the or each  utility relates to medication or medical
treatment and the  return signal contains information concerning a patients
health, the method comprising the additional step of 20 sending at least
one signal to a device at a respective  one of the electronic addresses to
regulate the provision  of the medication or to effect the treatment. 9.
The method as claimed in claim 1 wherein the or each  25 utility relates to
medication or medical treatment and the  return signal contains information
concerning a patients  health, the method comprising the additional step of
sending at least one signal to a health service provider  such as a
hospital. 30 10. The method as claimed in claim 1 wherein the or each
utility relates to a security service, the return signal  comprising
information concerning security of at least one WO 03/017665 PCT/AU02/00748
- 12  of the locations and the method comprising the additional  step of
sending an alarm-signal to the or each respective  electronic address to
trigger emission of a visible or  audible alarm sound. 5 11. The method as
claimed in claim 1 wherein the or each  utility relates to a security
service, the return signal  



comprising information concerning security of at least one  of the
locations and the method comprising the additional 10 step of sending at
least one alarm-signal to a security  service provider. 12. The method as
claimed in any one of the preceding  claims comprising the additional step
of externally 15 programming the control-device by a programmer associated
with the provider of the or each utility such as the  broadcaster or
suppliers of water, gas or electricity.  13. The method as claimed in any
one of the preceding 20 claims wherein the return signal comprises
video-signal  information. 14. The method as claimed in claim 1 wherein the
or each  utility relates to machinery and the return signal is used  25 to
direct the machinery. 15. A control device including an electronic circuit
and being operatively coupled to at least one utility via  a TV
transmission line, the circuit having a unique 30 address and comprising: a
receiving circuit being adapted to be remotely  interrogated; and a
transmitting circuit being coupled to the receiving  circuit and being
adapted, on interrogation of the WO 03/017665 PCT/AU02/00748  - 13
receiving circuit, to respond with a return signal which  can be processed
to obtain information concerning the  usage of the or each utility. 


