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ENCRYPTI NG TRANSM SSI ONS | N A COMVUNI CATI ON' SYSTEM BACKGROUND OF THE U JUN 2004
| NVENTI ON 5 WO 0E2#B¢ of the Invention The present invention pPeThsoesssse
generally to the field of wreless comunications, and nore specifically
to nethods and apparatus for 10 providin§ secure transmssions in a

W rel ess communi cation system |1. Background A nodern day comruni cation

systemis requi red METHOD ANDAPRARATUS FORENCRYPTHNGh
conmuni cation systemis a code division nmultiple 15 access (COVA) system

that conforns t o TRANSMISSAONS SNVBLOCMMUNICERTEON S YSTEM
Conpatibility Standard for Dual - Mode W deband Spread Spectrum Cell ul ar

System " hereinafter referred to as the 1S-95 standard, or a COVA system
that confornms to the "TIA/ELA/ I S-2000 Standard for cdna2000 Spread

Spect rum Syst ens, " her ei BACKGROEINE) QF BHE INVENTIONO st andar d.

Anot her CDVA standard is the WCDVA standard, as enbodied in 3" Generation
Partnershi5p Project "3GPP', Docunent Nos. 3G TS 25.211, 3G TS 25.212, 3G

TS 25. 213, anpl 3G diqi Lot a‘JeAl[.nvéngQIl\‘/A systemallows for voice and data
comuni cati ons between users over a terrestrial |ink. The use of CDVA

techniques in a multi; |e access conmunication systemis disclosed 25 in
U S. Patent No. 4,901, 307,. entitled "SPREAD SPECTRUM MULTI PLE ACCESS
COVMUNI CATI ON SYSTEM [2esdGt SVENRLIDTIE peRtairFERRES YAl REREARRRD, wireless S

Pat t No. 5,103,459 titled "SYSTEM. A THOD ,F CENERATI NG WAVEFORMS
TN A COVA ORTARIAEDRE (. S9eiRaP e IGAY hies | BRUIPaS A, SRS 1T { he
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IL. Background
A modern day communication system is requi;ed to support a variety
of applications. One such communication system is a code division multiple
15 access {CDMA) system that conforms to the “TIA /EIA/IS-95 Mobile Station-
Base Station Compatibility Standard for Dual-Mode Wideband Spread
Spectrum Cellular System,” hereinafter referred to as the IS-95 standard, or a
CDMA system that conforms to the “TIA/EIA/IS-2000 Standard for
cdma2000 Spread Spectrum Systems,” hereinafter referred to as the 15-2000
20 standard. Another CDMA standard is the W-CDMA standard, as embodied
in 3" Generation Partnership Project “3GPP”, Document Nos. 3G TS 25.211,
3G TS 25.212, 3G TS 25.213, and 3G TS 25.214. A CDMA syStem allows for

voice and data communications between users over a terrestrial link. The use

of CDMA techniques in a multirle access communication system is disclosed
25 in US. Patent No. 4,901,307, entitled “SPREAD SPECTRUM MULTIPLE
ACCESS COMMUNICATION SYSTEM USING SATELLITE OR
TERRESTRIAL REPEATERS”, and U.S. Patent No. 5,103,459, entitled
“SYSTEM AND METHOD FOR GENERATING WAVEFORMS IN A CDMA
CELLULAR TELEPHONE SYSTEM”, both assigned to the assignee of the

30 present invention and incorporated by reference herein. Other examples of



WD 01/ 24436 PCT/ US00/ 26880 2 conmuni cation systens are time divisd8nJUN 2004
mul tiple access (TDVA) systens and frequency division nmultiple access
(FDMVR) sysWMEHH/24436 this specification, base station refers poOTARe/dssgedvar e
with which the renote stations communicagte. Cell refers to the hardware or
t he geographic 5 coverage area, dependi ??g on the context in which the term
is used. A s r.l.s.a partition of a cell. Because a sector of a CDVA

syst em has tﬁoghgﬁnrl|%{ﬁr£§y5t8?18aar8eﬁlqr‘,e WéSIPBa‘E‘M?HB? eesr (P A sHstems of

cells are reagd ; em conmmuni cations
e qeAEPARA A eI gﬁcegél g%%ﬁ%rﬁg

bet ween users are conducted 10 throu ase stations. A first
user on one renotla hiaspanificatmmrbascsthasntrefeas 36 ¢hd HardsifireGRitR WIEERMHe
renote station by transmitting, data on the reverse link to a base station.
The base st atSiffe SErtRFecoRIdeate. (Glbirefars foothechatdevatatoa the gengtapdiic base

ion. erh ' | 4 he . f d link of th b
Stati on, %or o eeks gt BB the nex il Giten b i \Gedl Pomectonc

forward | i nkisraepartisionOof 4 a5 MBEEd 128 J §QbH BEa RASKI A5 tbAhad Bed il HRLE
station and the reverse link refers to transm ssion fromthe renote

station to abagsellsthe iteachings Hesgbeshin It&ra90d B aredeadils textedddheo
forward i nééc%r}d the reverse link are allocated separate frequencies. In
the fiel d of W &l ess communi cations, securi ty of over-the-air 20

Lransm ssions NasnbECOMMANsy RS AVMNidROK! BB AAPEGE:s | dke COMER! | ON

systens. Security is often I nt ai ned t hrough encryption protocol’s a
prevent W schosugle afe primate hasemataiions.i 0As fibstt weemn opasheé eemaine/sedtion
prevent rogue nobile stations from accessi ngré(iervi ces for which paynment has

not been rend&FBYNGTHhE Eoﬁ‘?ﬁﬂ’i‘ﬁl CSET OR ASEEPRE IBMRE dationghy: tiassmdling a 25
process wher @iy AR feheFRMISh bk AiS AN 40 wsgg?ﬁﬁmsl%gggegg@? Lie, data

Is made unintelligible by a e I ntended recipient. onis
sinply the gvbcesmwe thedateer apthbebasd gatiah. ddeadatOnetrayaRitel @oewa/pti on

algorithm common|y used in the industry is the Enhanced Cellul ar Message
Encryption f/%ﬂg'ﬁ’fcj i/’*ﬁgﬂeflféﬁ/éﬂ e base statien.onn seqond prrerstativiy to dhe second

sophi stigat | @A B IPRS 1SlVarQAflE: PLEAKES ﬁ’aﬂgrglis:stb%cggl[nsﬂ{é Bhst %?achon

presently exists to create
to a remote station and the reverse link refers to transmission from the remote

station to a base station. In IS-95 and I5-2000 FDD mode systems, the forward

link and the reverse link are allocated separate frequencies.
In the field of wireless communications, security of over-the-air
20  transmissions has become an increasingly important aspect in communication
systems. Security is often maintained through encryption protocols that
prevent disclosure of private communications between parties and/or
prevent rogue mobile stations from accessing services for which payment has
not been rendered to the communication service provider. Encryption is a
25  process whereby data is manipulated by a random process such that the data
is made unintelligible by all but the intended recipient. Decryption is simply
the process of recovering the original data. One type of encryption algorithm
commonly used in the industry is the Enhanced Cellular Message Encryption
Algorithm (ECMEA), which is a block cipher. Due to the sophistication of
30  modern day code-breakers and “hackers,” a need presently exists to create
stronger, more secure encryption processes to protect users of wireless

communication services and service providers.



.stronger, nore secure encryption processes to protect users of w re3gZﬁlN20[ll
communi cation services and service providers. 3 0 JUN 2004 WO 01/ 244

PCT/ USO0/ 28830/3458UMVARY A novel and inproved nmethod and appgfiRbikssdeC”
encrypting transm ssions is presented, wherein the nethod for encrypting
transmission 5 traffic, conprises: generdting a variable value; and

I nputting the variable value, an encryption key, and the transm ssion
traffic into an encryption algorithmln one aspect, a nethod for
transmtting authentication variables from a transmssion end to a
receiving end is presented, the net h@VMMARYng: 10 generating a

crypto-sync val ue at _the transm ssion end; generating a first
aut henti cation si g"ﬁa{‘a‘( f YRR et Betiatk and ueppatatusn fencenpyptingkey

at the transginssii ; | t L 0g: -sync val.ue and the first
aut hentication si g%g?lﬁdrqfeg E%ést@ﬁ%@f &%@@%ﬂgﬁ%ﬁqﬁﬁé‘gﬁ%‘?ﬁ‘i‘??{ah&géé ssion

aut hent i cat i orafs¢,goanprised: r generigng ry Pla@rab¥d & aug; %daﬂsygtﬂﬁge@@r yptine key
at 15 the recejving end; increnmenting the crypto-sync value~at the

recei vi ng end34e dmeEnerypfioralelieandcthd erarsirgssonitmfodntchanseangtion

aut henti cati gp. it ure match; and requesting an encryption key exchange
If the first thentication signature and the second authentication

signature do not Imoeb aspBctdAhE@loERAEAnsrRitiIRE 10 ehBFa Sy 6 i QN2 kd%,

crypto-sync values of an 20 encryption algorithmat a transm ssion end and
a receiving &nfRisnissiegenkd a tegeivimg leod sopesérstedgthet madssd tbmpeisig: -
encrypt e%mggﬁq&gt&rage to the receivi nﬂ end; verifying a current
crypto-sync value assd Ak BT KalUseat dhe (ansaissier «age genarsing at fiust

recei vi ng enduthen¢iceiBRi ; u .he

transm ssion end and the gr?gchglité\?firﬁg{ ferrgééryp@ﬁg&gﬂégﬁpﬁ% e?‘r@%?%%%% afal ue
i s verified; thehdransmissiont end; drémarhitting meiss agepfo-gmct elue’ aedi Whagf@Rd to

the transm sg{l&n ?.nd Aif the current ¢rypto-sync value is not verified. In
anot her aspelt % 1§§'§?‘éms¥aﬂat‘érﬁcr’jf’ptﬁﬁg FEC8IYINE s§ndn generatingj @ second

authentication signature from the crypto-sync value and the encryption key at
15  the receiving end; incrementing the crypto-sync value at the receiving end if
the first authentication signature and the second authentication signature
match; and requesting an encryption key exchange if the first authentication
signature and the second authentication signature do not match.
In another aspect, a method for synchronizing crypto-sync values of an
20 encryption algorithm at a transmission end and a receiving end is presented,
the method comprising: transmitting an encrypted message frame to the
receiving end; verifying a current crypto-sync value associated with the
encrypted message frame at the receiving end; incrementing the current
crypto-sync value at the transmission end and the receiving end if the current
25 crypto-sync value is verified; and transmitting a failure message from the
receiving end to the transmission end if the current crypto-sync value is not
verified.
In another aspect, a system for encrypting transmission traffic is
presented, wherein the transmission traffic comprise at least two traffic types,
30 the system comprising: at least two encryption elements, wherein each of the
at least two encryption elements is associated with at least one of the at least

two traffic types; and at least one sequence number generator for generating a



presented, wherein the transmssion traffic conprise at |east two trﬁg}fjp@
types, 30 the systemconprising: at |least two encryption el enents, e ?qq‘
each of thévaolR#a&t two encryption el enents is associated rCTised2¢dsgmst
one of the at least two traffic types; and at | east one sequence nunber
generator for generating a 3 0 JUN 2094 D 01/ 24436 PCTI US00126880 4

plurality of se nce, nunbers, erein the at | east one sequence nunber
generator is pﬁBﬁ%f gLk Beqq?é‘cﬁt“q\%%"s"ﬁ' PhsTiRcieptt Bastepeersrguen@RREmMber
DESCRI PTI ON QenliftoPRAW, B tHeetlsat MS%“E%#@%@%‘QQQP advant ages of the

present invention wll econe nore apparen 8t ai | ed descri ption
set forth bel ow when taken in conjunction with the drawings in which |ike
ref erence characters identify correspondi ngly throughout and wherein: FIG
1 is a block di agram GRIEFRESTCRIPTION OETHE DRAWINGSs a bl ock

di agram of the architecture of an encryption scheme; FIG 3A 3B, 3C, and
3D are safpl es of Theafeatizesi objertsamadsadvantages pf the Grredernitsiravebttionk wdllagr am

of the process that converts on-encrypte ata unit into an encrypted
data unit; Flsbﬁcc’%lei Lo4e talpz?ﬁ?rﬂe}s@?r&nt r%‘%tgllgs tripeon §pt fordik delopitwhen

traffic;, 15 Fhle i WP X ; 1.SS] i S
sent froma m)bril I(ﬁé Cz)tn g%ritdég’wt gmgl Ehzfggrgs‘?%tg? olﬁl?wl!)?{&y hifE %Féz}]eﬁféogvﬂ% azgrg'{}gof a
successful cigentifysymrespoodapie threughent and WMBreind a base station; FIG 8

is a flow chart of,an_att ed replay attack; 20 FIG 9 is a flow chart of
an exchange of enfﬂépgil%ﬁ%@sﬂﬁﬁﬁﬁw ByPXRBlrp K IMA sstemEI G 10 i s a

[l ow Chart of 17 et 24 SRe Radtate GHRPAARIER of YR Rpron ety s °o
decryption fail ur&lGabd, BBGC,hadi3D ard daonpleh af trafdmissdinsiihSsisttichih@8al S,
wherein a mobile %tlét I4C;.2 a block diagram of the process that converts a non-encrypted
data unit into an encrypted data unit;
FIG. 5 is a transmission frame structure for packet data traffic;
15 FIG. 6 is a flow chart of the exemplary transmission signals sent from a
mobile station to a base station;
FIG. 7 is a flow chart of a successful crypto-sync exchange between a
LMS and a base station;
FIG. 8 is a flow chart of an attempted replay attack;
20 FIG. 9 is a flow chart of an exchange of encryption keys upon
registration failure;
FIG. 10 is a transmission frame for an exemplary communication
system;
FIG. 11 is a flow chart of transmission signals, wherein a base station
25  detects a decryption failure; and

FIG. 12 is a flow chart of transmission signals, wherein a mobile station

detects a decryption failure.



detects a decryption failure. i 4 3 0 JUN 2RP. 5 DETAI LED DESCRI PTI ONbﬁ
THE PREFERRED EMBODI MENTS The exenpl ary enbodi ments descri bed herein N 207
reside in a wireless telephony comunication system configured to enploy a
CDMA over-the-air interface. Neverthel eéss, it would be understood by those
skilled in the art that a nethod and apparatus for encrypting

2 wide range of { okl YLD RESCREIRN Of IR RERERRES. T v ' "

EXEMPLARY CDVA System As il lustragRep ﬁ\,@T g a CDVA wirel ess tel ephone
y O

system 10 generally includes a p ura nobi | e subscriber units 12, a
plurality of base stations 14, base statlon controllers (BSCs) 16, and a
nobi | e sw t chi ng center (MSC) 18. The MsSC 18 is configured to interface
with a conventi orfidie gesn @Ys%mbmncmbdshmt@d heseindrelow Peside 11221 wirelgac k et

data servin | nt rnetvvor functi,on nd.an

| nt er net prgfoél% F‘Bﬁmr'f&%?rk Fey § t%’f 1 RIRY 4 -ﬂ:(gr- 18 is
al so confi guntetaded Nd%ﬁhélé@?l%bhldﬂﬁ@uﬁﬁ?ﬁoé@b TheseBNed fr ecartahtl £ O
the base stations 14 via backhaul |ines. The backhaul | i nes may be

configured te %a%ﬁpp%tﬁsdscfﬂr EBETEPLNE WARSANSSionsemey desidd maunduoﬁgraneus g.,

ter o' may. b8 EEn PR peiltving €k Rl B Betncldgib WRAC I 0BRE 15

advant ageouskﬂlmnhémles at | east one sector (not shown), each sect or
conprising an omidirectional antenna or an antenna pointed in a
particular direction radially away fromthe base station 14.

Al ternativel EXE’Fvﬁ’LSﬁQY%DW}’S%% rise two antennas for diversity
reception. ch ase stactromnm 4 nmay advant ageously be designed to support

a plurality of frAqilewstyted ds HIGnIeatCDMPM eviteldse tel@stiond Rystémal (6 gériepdllyand a
L caeney s Iy B Sl e e T T e e i e
(BTSs) 14. Abdesth@dd ¥sinbller@RRs§ B! hd'a MEWIPEvitBEEL center (MSC) 18, The

MSC 18 is configured to interface with a conventional public switch telephone

network (PSTN) 22, a packet data serving node (PDSN) or internetworking function

(TWF) 20, and an Internet protocol (IP) network 24 (typically the Internet). The

MSC 18 is also configured to interface with the BSCs 16. The BSCs 16 are coupled

to the base stations 14 via backhaul lines. The backhaul lines may be configured to

support any of several known interfaces including, e. g., E1/T1, ATM, IP, Frame
Relay, HDSL, ADSL, or xDSL. It is understood that there may be more than two
BSCs 16 in the system. Each base station 14 advantageously includes at least one
sector (not shown), each sector comprising an omnidirectional antenna or an antenna
pointed in a particular direction radially away from the base station 14.
Alternatively, each sector may comprise two antennas for diversity reception. Each
base station 14 may advantageously be designed to support a plurality of frequency
assignments. The intersection of a sector and a frequency assignment may be
referred to as a CDMA channel. The base stations 14 may also be known as base
station transceiver subsystems (BTSs) 14. Alternatively, "base station" may be used
in the industry to refer collectively to a BSC 16 and one or more BTSs 14. The BTSs
14 may also be denoted "cell sites" 14. Alternatively, individual sectors of a given

BTS 14 may be referred to as cell sites. The mobile subscriber stations 12 are
typically



in the industry to refer collectively to a BSC 16 and one or nore BT%\S/ 14,
The BTSs 14 may al so be denoted "cell sites" 14. Alternatively, i ndilyIUNA0
sectors of a given BTS 14 nay be referred to as cell sites. The nobile
subscri ber stations 12 are typically 34 JUN 2004 6 cellular or PCS

t el ephones 12. The systemis advantageously configured for use in
accordance with the | S-95 standard. During typical operation of the
cellular tel ephone system the base stations 14 receive sets of reverse

I i nk si gnal sellulenosBCS telephares [12. Thatystems id 2dvahtagesmbi tenfigafat foense &2 are
conducting tel epghone a‘ill r. ot her, communi cati ons. Each reverse 1|ink

si gnal recei®%d 3"1@1 EES%§§@D dtion 14 is processed within that base

station 14. The ,ﬁ.ﬁi'gl | gﬁ&ﬁi' ) 16
provi des call reqsou clgbgﬂ at|dﬁlogﬁg%gﬁff%l%hkgﬁggene’néigfbt%%?ﬁagna ity

i ncl udi ng t Hé recaivhests ofiréversedinksaignald fronbodetssofombbibe statiorse] X tRiei molsilel 4.  The
BSCs 16 al so, r.out t he ecei ved .data o the MSC 18, ,whi ch provides

addi t i onal PHHPP%SES*’& §Preicting, ielephon,cplly ar gther, comtpisaionsy BACh reveriensN 20.
Simlarly, ting sbahiNre2eived b iPaSobhs LAt1ar; | iRehaVB ;and the
VEC 16 | o or PR STERHlreegivel b e Hibase Aphtiofl 19 s BF&Bsst il el Blscl Sanigh
stations 14 l#oThe aesulting datass dbrwasdedatodthei BRCsilgnThe BSCss bb provfidesneali | e

stations 12. 1t shouw d be understpod by those of _ski.ll .fthat the suhscriber
stations 12 "HEYGe F 0L 4t o’ﬁ'ggﬁ'??' ah"@?ﬂ?&l"@t eﬁﬂ"&ﬂ?ﬁ‘?éms.m"iﬁ“ﬁﬁgt ure

FIG 2 il ugtdheiteaionrbfSsR MRhdYE RIWEnASE Sthforlsa4, The BRESYBIAQToRfb @ t hat
can be used to encrypt voice traffic, data traffic, and system services,

wher ei n t he recgiveli dasattar thec MBG el 8, mphichreproeidestadditichalarauting ssersisésofiorend  and

at a recei Vi .+ The tur encr.yption all o ch of
the three trlﬁe}gﬁfigc%qt“ybg%e ?% oratgggb%,ig‘e 'Hﬂ%@ﬁtﬁﬁm ﬁ@ﬁéﬁ%ﬁ@ﬁ’af or
maxi mum ef f RoiigeiceatwiteMaMSE 18aMeT the MSC 18Gnteades Selth the BSTsKIHDWhidhn t he
art, layering is a nethod for organizing comunication protocols in

wel | - def i nedn Bive apaiteldhe bassatationnil o apsmit pety of frwirldinkisigaadusl ssts of
" E G o Fe'Fions 127 1 shANE'oR ol B ERe SE Y RE sl e co
that L1 22@tafionylZimay befixed statiormria alterdhtermbodinia@gept i on of radio signals
bet ween t he base
Architecture
FIG. 2 illustrates an exemplary architecture for an encryption scheme that
can be used to encrypt voice traffic, data traffic, and system services, wherein the
architecture can be implemented at both a transmission end and at a receiving end.
The structure of the encryption scheme allows each of the three traffic types listed
above to be advantageously encrypted for maximum efficiency at separate layers, if
so desired. As is known in the art, layering is a method for organizing
communication protocols in well-defined encapsulated data units between otherwise
de-coupled processing entities, i. €., layers. In the exemplary embodiment illustrated
in FIG. 2, three protocol layers L1 220, L2 210, and L3 200 are utilized so that L1
220 provides for the transmission and reception of radio signals between the base
station and mobile station, 1.2 210 provides for the correct transmission and
reception of signaling messages, and L3 provides for the control messaging for the

communication system.



-station and nobile station, L2 210 provides for the correct transm}i?iﬁﬁlﬂm
and recept tuﬁi gnal i ng nessages, and L3 provides for the contr

messagi ng for the communication system WO 01/24436 30 JUNP§FAUS00/26880

PCT/ USCO 26880 7 At |ayer L3 200, voice fraffic 201, packet data traffic
203, and system services 205 are conveyed via data units constructed in

accor dance wi th { et liseandats i ScksTRATDGUSKHIMEVEL i oRPr YOI RIS,

performed at this levél wupon the data units carrying system servi

but encrypti G€ryisendi> arepenriveyedd i aatpacketcotstractedahl 4@o20mh @ wii g
traffic 201. Itn éé\i séjenbodi(gent, ncryption of the packet data traffic 203
and the voi ce PP disspgsedsabgygy &1, BycTyplien is peefomeeNg SEQ level

generator 20 ' u . nu r that .is to construct a
crypt o-sync \Z/Jﬂrgffh?ﬁé%%e&g%pg%ﬁﬁo ?ﬁ%eglrrﬁgﬂ’i“?ﬁ?n?(?ft BU £PETYRUCs 1S NQY
signi ficant Ipdrforafedafos pauieneitd wabid 209 6r USiR i@ MSt InlGis Bnboliin@nsyNC

value. A crypto-sync value is a variable that is inputted to an encrypgtion
al gorithm al GR§TXHHMN & Erecpasketorslateytraffive 28Bcarypt fhen valigortrffim geheisat es

a mask throu l.ch encr ed data is encrypted. Crypto-syncs differ
from encrypt iq%f%grsltelgnrbytn]ﬁﬁeﬂweéﬁcryption key is a sem -pernmanent shared

15 secret while a ENGZPSEQSgEéELgra?@J te? ‘#r{)jrfi eé‘raysééfgteﬂ & QRS i 1089318

units transmtted during I nk i f to protect agai nst a replay
attack. |n tosstreptgoeyptmsynd yeduer Jipone aypet whtheeembbdinvéty titifuirdedst
dependen% upon .f.eit er a.generated sequence nunber, a systemtine, or any
ot her designat@YCIHeRts Pf & Sequense SmBbefeaffotiery! A onstraickny Crintersynise

nunber of bi tglused tofpt = u it hout  changi ng t.he
scope of the enbodi ma%ip Oégrelg Eﬁ/‘%{ zsogsl%aéﬂ\}g‘f E@tig ﬁﬁ%ﬁ@tﬁe? £o %h%??%??on
el enents 204 adgarrgm ajony dith anferanyptien k8y SThaahtrgptRireslRbtitRe /gatdakes
tel eservices el e n;\ 205. T&eservi ces ma%/ conpri se system services such
as Short Datd BIFsd foﬁgghg/,lﬁl Hppnasypiadc data snenary miess afiryptoseyrnascaidter

a5 PSR 28 B B o) PR SRR il
15 secret while a crypto-sync value will vary with respect to the data units
transmitted during the link in order to protect against a replay attack. In this
embodiment, the crypto-sync value will vary due to a dependence upon
either a generated sequence number, a system time, or any other designated
identifier. It should be noted that one may alter the number of bits used for

20 the crypto-sync value without changing the scope of the embodﬁnent.
The crypto-sync value is inputted to encryption elements 204 along
with data from the L3 Signaling element 207 and a teleservices element 205.
Teleservices may comprise system services such as Short Data Burst
Transmission Services, Short Messaging Services, Position Location Services,
25 etc. In FIG. 2, a separate encryption element 204 is assigned to process each
system service output. An advantage of this structure is that each service c-an
determine the level of encryption needed according to service requirements.
However, an alternate embodiment may be implemented wherein an
encryption element may be shared by multiple system services. In the present

30 embodiment, the output of the encryption elements 204 are multiplexed

together at multiplexer/de-multiplexer element 206. In an alternative



system servi ce output. An advantage of this structure is that each service
can determne the |level of encryption needed according to service3j JUN 2004
requi renents. However, an alternate enbodi ment nay be inpl enmented wherein
an encryption element nmay be shared by 8rultiple systemservices. In the
present 30 enbodi nent, the output of the encryption elenments 204 are

mul tiplexed together at mnultiplexer/de-multiplexer elenment 206. In an
alternative 3 0 JUN 2004 8 enbodi ment, frames of data traffic fromthe
packet dat a cetbedibment? Gameas eofadao traffic fyopt dhe packeevdata eRnA0 202t arkaalg) L2
210, the output fro thﬁ%ﬁ#ti pl exer/de-mul ti pl exer el enent passes through
a Si gnal i ng PFARted At leve Gol (LAC) 206. At level L1 220, nessage franes

fromthe packet datgvel ESEIYo, 4683 0B Fon m&cgmﬁ 1&&&3@%&*&9& el CO!

(RLP) layer 225, wherein encryption occurs based upon crypto-syncs
const r uct ed passe thioRgh eqGeamaking Iitle rAccessnCohirel @nbOY206NnAL leved IRLR2DAYer

225 ides in layer L2 210 and, i.s, responsible for retransm_ttjng.packet
data t ?;}fi&“?ﬁﬁaéﬁaﬁ%l“‘?sr ﬁﬂ'"s"rﬁ?“s‘sﬂag]ﬁt&ﬂ%é@%%f@ PeseEough Ri‘_ﬁil%"éhq i c
from voi ce @ragEat (IROH) BHyr 205C WHekS e%e@%iaﬁ %cxmétbﬁg&faggh'tﬂgpﬁ'-s?ﬂ@w 221

in order to advantageously utilize syst time as part crypto-sync
for each voicerstiuctedewith RIHEsequande swgbersicla thisuerhbodimenty theeRCBHGyeyre2dSr at or

el ement 202. The.out pu encryption.element 221, RLP | ayer 5, and the
clement 202,08 RIBYL S 290 R MBIk D g el B,
227. The adwaiprRERS&iGH efrbt Scdudd. (FraMbof S0RBI ARt UFdin SlofceeIBREAUS01 Bie St
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tel eservices. |f Thyatemtigesof this particular architecture are numerous. First, each of the
teleservices and L3 signaling elements on level L3 can specify the level of
encryption security performed by each of the respective, connected encryption
elements.
Second, each of the traffic types can expediently utilize system resources to
construct the crypto-sync for each frame of traffic. For example, voice traffic frames
do not have extra space for carrying ENC_SEQ. However, system time can be used
as a substitute since the system time varies from frame to frame, and the system time
is implicitly known at both the transmission end and the receiving end. System time
should not be used for encrypting packet data traffic and teleservices. If system time
is used to construct the crypto-sync, the data to be encrypted must be encrypted just
prior to transmission in order to use the system time at transmission. Hence,
encrypted frames could not be buffered. If the RLP sequence number or the
ENC_SEQ number is used, then transmission frames can be encrypted and
temporarily stored in a buffer until transmission. In addition, it is advantageous to

use the ENC_SEQ value rather than a message sequence
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nunber fi el d%gr(%%’ géi% rgcrc;bv;e&;mr g'gﬁlst?%@f??w%gﬁ?ﬁl 9% Bnegngoypted datk-a message
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fields of the transmssion frane. In FIG 3A and FIG 3B, the LACfield
303 i s encrypheptignelmgnabng Mgssages of the LAC field 303 is problenmatic

g gnakng Meassag
when access probe re transnitted froma npbile station to a
g8 P P18 Ga, ?ﬁ, gt and 3D are alternate structures for constructing

transmission frames in the exemplary embodiment. A transmission frame 300

is constructed with the following fields: a message length field 301, a message
type field 302, a link access control field 303 that generically represents
various ARQ fields, a message identification field 304, a message field 305, an

20 encoding sequence number field 306, an encryption identification field 307,
and a message CRC field 308. In one embodiment, encryption is imposed
only on specific fields of the transmission frame. In FIG. 3A and FIG. 3B, the
LAC field 303 is encrypted. However, encryption of the LAC field 303 is
problematic when access probes are transmitted from a mobile station to a

25 base station but the base station determines that the access probes should be
stopped with an ACK. In particular, if the mobile station cannot decrypt the
LAC field of the message frame from a base station, then the mobile station
will not stop sending the access probes until the maximum number of probes
is sent.

30 In FIG. 3A and FIG. 3D, the message CRC field 308 is encrypted.

However, encryption of the CRC bits makes validation of the message length
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15  text.

In general, an individual crypto-sync value is determined for each data
unit that is to be encrypted. Hence, each crypto-sync value results in a
different cipher-text even for the same clear-text.
As illustrated above, the encryption at the RLP layer is accomplished
20  through the use of an extended sequence number, an sr_id, and a direction of
the channel. These three variables comprise the crypto-sync for use with
packet data traffic. In some instances, packet data traffic may be encapsulated
in frames that indicate a short data burst (SDB), wherein the encapsulated
frames are transmitted on common channels. FIG. 5 illustrates an example of
25  anencapsulated RLP frame wherein ARQ fields are encrypted. In frame 500,
the payload of a data burst message 505 comprises three fields: sr_id fl-ield
506, sequence number field 507, and an encrypted RLP frame 508.
FIG. 6 is a flow chart of a sample exchange between elements in the
protocol layers. At mobile station 600, a short data burst (SDB) is to be
30  encrypted and transmitted to a base station 650. RLP element 610 receives a
data indication and data from DCR 602. RLP 610 transmits a service data
unit {(SDU) with sequence number, data, and sr_id, to SDBTS element 612,



frames are transmtted on common channels. FIG 5 illustrates an exgr’[jpll(je,“;ﬁﬁ4
25 an encapsul ated RLP franme wherein ARQ fields are encrypted. In frami
500, the payload of a data burst nessage 505 conprises three fields: sr_id
field 506, sequence nunber field 507, &hd an encrypted RLP frane 508. FIG
6 is aflowchart of a sanple exchange between elenents in the protocol

| ayers. At nobile station 600, a short data burst (SDB) is to be 30
encrypted and transmtted to a base station 650. RLP el enent 610 receives a
dat a i ndi catwhich an gadaofa tdlesermi®@SHnclhger RBPSPBI'S 642 dransmita anether SDWat a

it (S ith_s. . data, -id, to SDBTS el t.612, 3 0
TUN 2004 L1 “RPERDR o R AR foRTpGIL s 0y 2 2301 41 8, FID BomBapheiis SErPNTS i ¢ o
anot her SDUelensedfT14S Engrypti6n | B8 140RadsnAtd Restafd Grapitd irformddonos@nd, to

encryption elenent 614. "Encryption el ement 614 transmts nessage frame
i nf or mat i on enemipted risfoymetion ifrom previousnelements 1o A2/Mx elemenh 6 56.t 2/MaxVux

el emrent 616.,L2/ el enent 616, f or ssage frane,620 for transm ssion
over -t he- ai FlepiFbaLe R A msageclyarie 820 P R iSion %6 o tp Bosg pdlion
acknow edge 50! B4R ktdtidntd30 trbmite af haiioWledd@fhent 651 ©ARE nfbAlk isRfioR $00.

i nformation fromthe nmessage frame is processed in accordance wth the

cor r espondi dyg basesiations650: anformationafrer thehmessage fams ivprocessedhinsasaordanceane.
Hence, L2/ Demux.el ement 622 processes inforpation,. added by L2/ Mux el ement
516, - encrypeiihing ererorass JrREEs B erfiabRitd ShaiEhnsmested fefen

el ement  61HenSHTBDeMRREIEMER G622 Probesses infornditiohtddded dderMik SBRES

el ement 612, and RLP el enment 628 processes information added by RLP

el ement 610 61énencayption; elemerfy 624 pracesserinfeguation; §dsied - byy ercraytioahelementat i on
In the descigptd f ' : haYL1.9f engr yption
process is gcll:{i:)’ogrr]%Eg Fgﬁ}a%%ﬁ?gggﬂkgﬁgé ﬁg‘%%g#l%% a@@%ﬁ’?@?ﬁfﬁ%@%@ 2\/\2# rein
the crypt o- RiPnelenefl 628 pestesseplinforisticn sdded Wi RLPrélethémnstthandrdapt - syncs
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station nustaBEIIHPER B3Generate the sane crypto-sync to code and to
decode the sane data at the appropriate tinme. In order to maintain the
synchronicity of the crypto-syncs generated by a nobile station and a base
station, sofEymuvaynd Swnchronidatiansni ssi ons nmust be nade. However, over-

In the description of the embodiments above, the security of the encryption
process is accomplished through the use of a secure crypto-sync, wherein the crypto-
sync used to encrypt a data unit differs from the crypto- syncs used to encrypt other
data units. Hence, the base station and the mobile station must be able to generate
the same crypto-sync to code and to decode the same data at the appropriate time. In
order to maintain the synchronicity of the crypto-syncs generated by a mobile station
and a base station, some over-the-air transmissions must be made. However, over-
the-air transmissions are open to attack by rogue mobile stations (RMS). In the
proposed security schemes, the base station refuses to accept the value of the crypto-
sync proposed by the mobile station until the mobile station proves to be a legitimate
subscriber. A refusal to accept the value of the crypto-sync prevents a "replay
attack,” wherein the RMS forces the base station to apply the same encryption mask
to two different plain-texts, which compromises the security of the encryption. For
example, suppose E is cipher-text, P is plain-text, and M is the encryption mask. If
the crypto-sync is the same for plain-text P and plain-text P', then E = M+P and
E'=M+P’ using modular 2
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FIG. 7 illustrates a successful exchange of a crypto-sync between an
LMS 700 and a base station 710. LMS 700 transmits a registration message 720
to base station 710, wherein the registration message comprises fields carrying
CS_h and an authentication signature. In one embodiment, the authentication

20 signature is computed by using the crypto-sync CS_h and an encryption key
(Ks) in a secure hash function. Hereinafter, the crypto-sync signature or
authentication signature will be referred to as f(CS_h, Ks).

In the illustration above, the base station 710 is protected from the
above-mentioned attack by an RMS because the RMS cannot compute a valid

25  authentication signature for the CS_h.

In an alternative embodiment, the security of the communications
between a base station and an LMS is protected from an RMS that has
recorded the registration message from a legitimate LMS. In order to prevent
the RMS from forcing the base station to use the same CS_h that is intended

30 for use with an LMS, the base station can be set to increment the least
significant bits of the crypto-sync each time a registration message from a

mobile station is uploaded to the base station. The least significant bits of the
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's not the Sﬁlréeox?engrraxgr%\%t?e% Egya g\%b?l?alsc’gation, then the system determines that the
15 encryption key held by the base station is not the same encryption key as held
by the mobile station. A key exchange must then be performed.
FIG. 9 illustrates an exchange of encryption keys upon registration
failure. LMS 700 transmits a registration message 720, comprising the crypto-
sync variable CS_h and the authentication signature f(CS_h, Ks), to base
20 station 710. Base station 710 cannot reproduce authentication signature
H(CS_h, Ks) because the encryption key at the base station 710 differs from the
encryption key at the LMS 700. Base station 710 initiates key exchange step
770 in order for base station 710 and LMS 700 to have the same encryption
key. The security of key exchanges, is known by those skilled in the art.
25  However, the verification of the crypto-sync is a problem that has not been
 addressed in the art. As described earlier, a crypto-sync is a variable value
that varies for each data unit that is encrypted in the unencrypted data
stream. There must be some verification method to ensure that the crypto-
sync value with which a data unit is encrypted is the same crypto-sync value

30  that is used at the decryption end. This is not a problem addressed by key

exchange methods wherein a single key is exchanged at the start of the



by the nobile station. A key exchange nust then be perfornmed. FIG 9 30 JUNI0
I1lustrates an exchange of encryption keys upon registration failure. LM
700 transmits a registration nessage 720, conprising the crypto- sync

vari able CS _h and the authentication sighature f(CS_h, Ks), to base 20
station 710. Base station 710 cannot reproduce authentication signature
f(CS_h, Ks) because the encryption key at the base station 710 differs from
the encryption key at the LM5s 700. Base station 710 initiates key exchange
step 770 i megistrasionfpoecebsndense,dbé¢ methpd® faxsceurd/Bey7&@hamges arecinadeguata fer

encryption ey...lhe securi of key exchanges, is known by those skilled
in the art. té%'%i!ﬁﬂﬁég‘élf nee?ﬁg%&gp{efq 80 BICUERREScrypt o- sync is a probl em
that has not beenn @RJERBSERmMeh!) d HEvel dnd ﬁ&o@eﬁﬁgllﬁ@%fe@gdlicekcd&dancy _
crypto-sync is a variable value that varies for each data unit that is

encrypt ed i Cheple (GREN dity par dedmplementedetonyerifinghat the styphresynorgeneratedibycat i on
met hod to epsure.that the crypto- sync value with which a.data. upit.is
encrypt ed i POf base Jtatio \&Fﬁo%/&?ﬁge \5%”%*%(&? fape pgtadg'étc?rﬁféjelnh‘éaldg’c‘ﬁ’fption
end. This i enibollinfent! SPERIF I ERESAIsBrefeliéd 1648 RO LnRElshRERdUNS Bieh 2
single key is exchanged at the start of the 3 0 JUN 2001 14 registration

process. HegBerypter dlatpeunib ddherancryption (R éy cempited feforathe unenerypied dataf or

t he verificati,o cure cr - c exchanges,.ln_on nbadi nent
a novel and?ﬁr}gn1 bé\;llS gedﬁé%dgg% %C?H%B%gdﬁggnwm ge?kd? L (l;“i”ﬁ?l n be
i mpl ement ed uhencrgited Matahadit ishénceypied idythe QeReted efplitsynbdtd RaRB HR:

station and a nobile station for the same data unit are identical. In this
embodi ment , SBHYRGRY ket Kentherneryptian GRE dy plsel enerypied bcthe same jcgyptersyneded i n

the encryp |k NG, ' | f .

unencr ypt ed@gnhgﬂlhﬁeﬁ#wp?lgn -eféggrlﬁp é’%?tél%eg&}c;ﬁ[@ %de?\exgg%g%%gagecﬁg t?%lgmhgr%gor?cr ypt ed

data unit. ¥hendétbaionlCROccallet dMASHARC, Upbppentedrncthy phadpted Uikatundt adsrgoci at ed
encryption key Ks, the encryption CRCis al so

t o- dth
ELXPySt Zéngwcﬁﬂge asyoped %vhlscslesgﬁﬁ%ry f@ﬁjﬁﬂ&ﬂﬁl%é&}lﬁtﬁﬂ%ﬁ (&Y ppeses achesk t he

encrypted t [ I ] SSi ' ' [l ed
Vo Cho (i o thibe ol il then fhe CRES EhE S A8 cifbkal ot sbcelvify fiR1e 68| OO

fields nece SR ent cﬁailsttoq:amhsieteupinatiﬁn ishmadd¥BatCRCSph sssmateh bhecdcurred. t he
{ ﬁgel ving e'i]tdéhotupde be tngteedctﬁg':t chaliait)(rjl lo? %ecgnec%(p%%naﬁeytﬁse wrag %frlea\t/ciyngenefpe%' '

during the registration process when a correct authentication signature f (CS_h, Ks)

was computed.

FIG. 10 illustrates a frame structure for a message transmission in a system
such as cdma2000. Frame 800 is composed of various fields necessary for the
transport of data traffic from one station to another. CRC enc 812 is a CRC
computed on the unencrypted protocol data unit L3 PDU 810. CRC enc 812 and
L3_PDU 810 are then encrypted to form encrypted field 805. A field CS_L 806 is
included to indicate a sequence number upon which a crypto- sync is computed. The
EID bit 807 is set to either zero or one to indicate the presence of an encrypted
message. The MSG_CRC field 808 is then computed on the entire message frame
800. Frame 800 may also include MSG Length field 801, MSG_Type field 802 and
L2 field 803.

If a determination is made, based on the CRC_enc computed at the receiving
end, that the crypto-sync CS_h is out of synchronization with the crypto-sync at the
transmission end, then a recovery procedure must be implemented. FIG. 11 and FIG.
12 are two message flow charts that illustrate



.CRC.enc fails to pass, a determnation is made that a CS_h m smatch has
occurred. It should be noted that the validity of the encryption ke KJUN 7004
was al readyvQAap2443€d during the registrati on process when actasoegdssoe

aut henti cation signature f (CS_h, Ks) vvg% conputed. FIG 10 illustrates a
frame structure for a nessage transm ssi In a system such as cdma2000.

Frame 800 is .co of varjious field ecessary for the transport of
data traffic? r%?g%gms‘feaqiporﬁcet%urﬁnﬁft“hglr > Pra gf‘ﬁ? gabion detectr@ faikbrguined on

the unencry pldedrypdrCli FIR2, & Ridbilk 3t 8o FRBACBILAPfon -3 POV 810

are then encrypted to formencrypted field S
i ncl uded to indi cdndFl&. ddgariddS ofhemsapenankhely pled yddkfze 9YMeo laSbase

conput ed. The, El D{ﬂpt g07 |S.set to either zero'or one to indicate the
presence of &Rt & e(}@gga@f the, engrsptaRamessagad M0gasss indieating thatt ed

th i f . 800 800 .50 include MSG Length
el d 801 MOSTyme TPl 8D R L0 Brcf deaugrare LnAu bk EPBRIpe

made, based enrdriie HtRCe@TbaRMUMGIIES cddifbt/RESHY tien@idr ARBICRACenc.
crypto-sync %h i's out of synchronization with the crypto-sync at 'tﬂe

transni ssi on e¥dbasergatian 94 dransiitsr o C6dunet Mestypté messhgerddd ed thEILBAS11

and FIG 12 e flow charts that illustrat 01/ 24436 3 O
JUN 2004 Pc?%sgt%%%%@ﬁm nt’%’il%‘Bﬁs ASEBY PFOBr‘BE%‘—HS??‘*X\PCﬁ’“FH@“MPea
base stati oncegitecsymcadahl Uhe duthet@GibRl 5QRatdR 13¢s)2 Jppbiy| ation
detects a_fai fiﬁ?e iyril.l decryption. I?\ FI G 11%9'§n Ll\/gtg&(-)l' fqirsgl’ns?%atsa g'ﬁak

encr ypt ed0 ne g3ehpngepanameler adethis painit drotb 1be LIS 9CRGdithes bade thdor 90y pt ed
nmessage 920 , Wl ndi_cating that t here_ar ansm ssion errors, or a
recover abl e gﬁggn%ﬂeofsamear‘@gﬁtgéﬁyé‘ﬁ gﬁFQT sénlﬁbmgr;600é§%ns’ieé’iqrt§ﬁ‘l§16héannot
decode t he erg e R%ess 50.enc. The base station 910 transmts a

"Cannot Decrypt"” message 930 to the LM5S 900. The LMS 900 then transnmits a
regi stration messaydlG402 cobgseissition 9 Wetransyiss an ey pESd pesklge 920 to an

cut e e RS R e Bl R s e Pl a8p SIS SRR

15  there are no transmission errors, or a recoverable amount of transmission
errors. However, LMS 900 cannot decode the encoder CRC, CRC_enc. The
LMS 900 then transmits a registration message 940 comprising the crypto-
sync CS_h, the authentication signature f(CS_h, Ks), and a hook exchange
parameter. At this point, both the LMS 900 and the base station 910 have the

20 same crypto-sync CS_h. The base station 910 then retransmits the encrypted
message 950.

Hence, in both methods illustrated in FIG. 11 and FIG. 12, a message
frame that fails to pass the decryption step at the receiving end is to be re-
transmitted as though the message frame was transmitted with unrecoverable

25  errors.

It should be noted from the examples above that the CS_h field
initializes the most significant bits of the crypto-sync for both forward and
reverse links. Although both forward and reverse links use the same CS_h,
differing encryption results are derived because the direction of the

30  transmission is a variable that is inputted to the encryption key generation

algorithm, i.e., ‘0’ may indicate a forward link message while ‘1’ indicates a



have the sane crypto-sync CS_h. The LMS 900 then retransmts the encr3y[pggﬂi 2004
message 950. In FIG 12, a base station 910 transmts an encr};pt ed nessage
920 to an MMBMH. The CRC bits of the encrypted message 9P6Ti98/26880
indicating that 15 there are no transm ﬁ/ﬁon errors, or a recoverabl e

amount of transm ssion errors. However, 900 cannot decode t he encoder

o o CEer S MR LGN ohE SOEbinen B0 PSSR )

and a hook ekchamnget 1n|daﬁemhér€ttv afér inhtisizadiont , both the LMS 900 and the
base station 910 have the 20 sane crypto-sync CS h. The base station 910
then retransm ts 'trh mepbﬂmpm%@g@lgemadqehm mphilestatiaretdodkso be
illustrated in ane that. fails to pass the

decryption st® Bort?nE h%' % eth/m@mé*H%\hg S?‘b“‘gté’ ‘?{e[het eOATERTPPeR EEPtR t he
message fy anghovad tHANYE tﬁe@@at\éﬁt UYL £ C aver-apl- fir ?tﬁarerﬁefens't JRou be

noted fromthe exanpl es above that the CS h field 1nitiralizes the nost
signi ficant &nbsdohent)ehe myplite stationf sets ¢ brfptossyrd: walde equdrtoeoné (ks .
Al t hough both, forward and reverse |inks use the sane CS h differing

encryption r%@ﬁ‘?“iﬁ L al}eemaéwwdvq}eeéﬁé‘@e%rhéhedmce&t%nﬁeﬁrﬂtw Qf)tfter%l-%ﬁ‘i‘tsm on
Is a variabl ForWth firsk k 3%]1&419189[1“ Yild m st%‘?@ﬁff%%h?%lts%fg@(' thm

i.e., '0" may |cate I Nk message cat’es 0 JON

2004 WD 01/ 248t E@Efdé&@ﬂl dﬁﬂ&@s;hﬁc viltedl St | i Blenﬁes@ege:tl krmar@s_h,
enbodi nent, the crypto sync val ues may i ncr ement | ndependently after
initial &%t i 6R-NThe choice of a crypto-sync value made by a nmpbile station

I b
ncrypti on. a oryprasy Aovel BRLhArdRH bPed S dFRAH s "tnre Ponrrine,

transni ssi ongranbmiBithseiaodi e , ddsbEbeBbI | Ensdeatdfogkiietia the &FtyR¥Suldync
val ue equal to one (1) added to the maxi mum val ue between the npst

si gni fi cant Bhdersgand Hatdhe data, inptgrgkiens, (commandstinfeynation) signds, hited,
and the most sfmgn s]: Iar(% I’ups thit (r)r{ayt b& referenced throughout the above description

15  are advantageously represented by voltages, currents, electromagnetic waves,
magnetic fields or particles, optical fields or particles, or any combination
thereof. Those of skill would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection
with the embodiments disclosed herein may be implemented as electronic

20 hardware, computer software, or combinations of both. The wvarious
illustrative components, blocks, modules, circuits, and steps have been
described generally in terms of their functionality. Whether the functionality
is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled

25 artisans recognize the interchangeability of hardware and software under
these circumstances, and how best to implement the described functionality
for each particular application. As examples, the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented or performed with a

30 digital signal processor (DSP), an application specific integrated circuit
(ASIQ), a field programmable gate array (FPGA) or other programmable logic

device, discrete gate or transistor logic, discrete hardware components such



,current reverse link crypto-sync value CS-h,,. Hence, CS _h=1 + nmax(CJ h,Ju 200
10 CS h,,,). Thus, a novel and inproved nethod and apparatus for encrypting
transm ssi oW@ o0lradss been described. Those of skill in the artpcWastobhesso
understand that the data, instructions, conmands, information, signals,

bits, synbols, and chips that nay be reflérenced t hroughout the above
description 15 are advant ageouslﬁ:depresent ed by vol tages, currents,

el ect r omagne®$c S d88istaragiied i EIHQ elad procespar téxdcasingopt isenl off ifehrdsarer
particles, o ; ination thereof. Those qf skill would further

appreci ate t hat %Cﬁlép‘\g’gralné’uscoﬂvﬁﬂ PR3t iRAOBTIRF auE BPdkese madinlesand a
circuits, angr@dedsdr tmast eBBIRSSSA D8 d ] an_ W he elﬁ.rfgodi ment s
di scl osed hergei n may be I?}Frrpl enented as lédgc(?%ggﬁq%ﬁ 2t8 88&85‘12% g.,le &5 Gter

sof tware, or dewrthiedabéreirs dhebptdeessBoemupradiantadddussi bat 4 VRiCESPIBOREHL S,

bl ocks, duLesp circuits, and steps have been described generally in

terms of 1ThePP! fONEE; difematiye. theerreressae maynde eyl Feyvernitpnahprenesseed as
hardware or sgfty@s n ticul ar —application and design
constraints inposed’ on?ii%? eglgﬁ?girgg’l ?E rsggast?%ac M g&‘%%’@"?f%éﬁ%&&@c ze

the i nt er chargedbiih iRAM mdrabEyafleHa Rt of, WROM UREetor I’m@o&w&ém& nces,
C

and how best _t o inpl ement the described functionality y1t‘or ea parti'cul ar
appl i cat i on. EBEREM mpemery.tmgisiers. hard diskus remoivablel digkcalCDRQMdker any

nodul es, cirglj rithm steps described in connection with the
enmbodi nent s g?{s?%ﬁ%gggﬂﬁgé%%ﬁ r%“r%‘é}]ugé ' Ib}%meeﬁrtorABeer"reHFWéB’ RFQIFSIPT 3D
di gi tal ) gnadivaritagessty cdmsIBN toanstaRel HmalilA sSREN teGdii Ly cui t
(ASIC), a field p{ogrambﬁ? gate ar%éy (FPGA) o%ohégﬁdp@g%wrg&ﬁ ogi c
devi ce, di sciRd avrifgtinfasmaticantsi thestoragg meddiscr bt thehaltetnatiee Chapesresd S
such 3 0 JUN_7004 1/ 24436 . PCT/ USOQ 26880 as, e.g., registers and
FIFO, a pro%segg'%me%\ggu q hrbtegraéetp ProGite Eﬁs?ﬂf@ﬁ%n@d aR§ storage

convent i onal mpaehafaRésids ¢ hNASICTOM AS3dngy rBLAESS Otrelerp ogg.m[n the

conbi nation thereof designed to performthe functions escri herei n.
The processoilteragtivevhatpagesssst yndehastirsgoprediansntay feshid ini a0 tdléshone.

al ternatjye, Tlt\ep epr%rce(zjs(z%cenS Sr(rjtgy "B ig‘leplggl)én%é) Va%ngi v(:)onr?llbir?art(i)(;:nesc?fog’ DSP and a
MICrOprocessor, or as two microprocessors in conjunction with a DSP core,
etc.

Preferred embodiments of the present invention have thus been shown

and described. It would be apparent to one of ordinary skill in the art,

"~ 20 however, that numerous alterations may be made to the embodiments herein
disclosed without departing from the spirit or scope of the invention.
Therefore, the present invention is not to be limited except in accordance with

the following claims.

25 WE CLAIM:



controller, nmicrocontroller, or state machine. The software nodul e ccf dyy 7pp
reside in RAM nenory, flash nmenory, ROM nenory, EPROM nenory, EEPROM
menory, redY@PHP436 hard disk, a renmpvable di sk, a CD-ROM oPCAAS00/2A8BEr
form of storage medi um known in the art.ﬁn exenpl ary processor is 10
advant ageously coupled to a storage nedi so as to read information from
and wite information to, the storage nedium In the alternative, the
storage nmediumnay be integral to the processor. The processor and the
storage nmediummay reside in an ASIC. The ASIC may reside in a tel ephone.
In the alternative, the processor and the storage nediummay reside in a
t el ephone. 15 The processor may be i m{CTEAHMS&d as a conbination of a DSP
and a mcroprocessor, or as two mcroprocessors in conjunction with a Dsr
core, etc. Preferred enbodinents of the present invention have thus been
shown and descrihed. It ul d be,.apparent. to one of ordinary skill in the
art, 20 however, QFHH?J‘?TE&O%%PFBEgﬁ"&ﬁ?%“ﬁ&‘%@i@ﬁ@‘t%e enbodi ment s

herein di scl osed %&ngﬂqggkmﬂg.g%t he spirit or scope of the
fore, tfe p I nvent |

invention. There e, resent 1nvention is not to be limted except in
accordance with fdmuttiolg thei vayiablaivabue, 2 MkcrChAbMked, And the 2804 miWibn
01/ 24436 PCTf U 26880 18 CLAIMS 1, A nethod for encrypting transm ssion

traffic, Tonf@rds Hy® anenseEyRion plgPrthgtar i abl e val ue; and inputting the
vari abl e val ue, an encryption key, and the transmssion 4 traffic into an
encryption algorithm 2. A nethod for transm tting authentication variabl es

froma 2 transm gsi enethod tfora freﬁﬁini/titiﬂg eaetheRAFARMOrS| RErigislesr atomg &
crypto-sync value at the transm ssion end; 4 generating a first .

aut henti cat i FansTteaeueRd te afredising gl somprisingl ue  and an encryption ke
at the transm ssi %Qn&%gi;ng a crypto-sync value at the transmission end;

4 generating a first authentication signature from the crypto-sync value
and an encryption key at the transmission end;
6 transmitting the crypto-sync value and the first authentication
signature to the receiving end;
8 generating a second authentication signature from the crypto-sync
value and the encryption key at the receiving end;
10 incrementing the crypto-sync value at the receiving end if the first
authentication signature and the second authentication signature match; and
12 requesting an encryption key exchange if the first authentication

signature and the second authentication signature do not match.

3. The method of claim 2, wherein the step of generating the crypto-sync
2 wvalue at the transmission end comprises using a sequence number value, a

data unit identification number, and a directional bit.

4. The method of claim 2, wherein the step of generating the crypto-sync
2 wvalue at the transmission end comprises using a system time value and a

direction bit.




6 transmtting the crypto-sync value and the first authentication $¢ Jun 2004

signature to the receiving end; 8 generating a second authentication
signature fY8MR4E6crypto-sync value and the encryption kePCEUSHZS380
receiving end; 10 increnenting the crypto-sync value at the receiving end
if the first authentication signature and the second aut henti cation

signature matich; dfe m@hodqeesdlhing BNweRESiHPHHO R %f%&!&%kﬂ%i UAgsef i rst
aut henti cati on signature and the second aut henti caéﬁeon I gnat etkgohﬁ%t

mat ch. 3.2 Th@USRRIHERtiON Gignatue, camgrises udieg sthepcofptgeyer atdltg drhe the
crypto-sync l,.ue at the transm ssion end conprises using a sequence
nunber val ue,eag}gﬁpcfgqlﬁﬂ%ﬂaih('i%f‘i“?qt’@é‘ti on nunber, and a directional bit. 4.
The nethod of claim 2, wherein the step of generating the crypto-sync 2
value at the transm ssion end conprises using a systemtine value and a

direction bi®. 3 ThEUnmcdod SHcRih23436eRGT/ HEQRRH0EnetiRy tRBSeBBEH0d Of
claim 2, erein the step of generating the first® 2 authentication

si gnat ur e* cofPtREUaAteNn SsTARIIE: FRmErsoh using (e anmyptdreyne ialyetansh they in

a hash functixgp . T fo claimb5, wherein the step of generating
t he second 5 a{YtFﬁleor?tl ait?f%ﬂr%qgé}sglnf% th c(’an'corrpri ses using the crypto-sync

value and the encryption key in the hash function. 7. A nethod for
synchroni zi ng crypto-sync values of an encryption 2 algorithmat a
transni ssi on’end dhdnathast doyi sygchranizinge crppthesinc ovgiuéssiofigan drrcayystion t i ng
an encrypjed frame to the recei,ving .end; 4 verifying a current
crypt o- sync \?ﬁgﬁg[gg%%?rﬂ%@%“?rhe?‘ﬁéngr?crle VEW e’}ﬁjeéléf’a@@¥}f?‘g9@n8f‘5%
receiving end; 6 iRERATRING BE chh§ P HRBladel VRO 1§ et al ;L he
transm ssion end and the grecei \E/k?gg end itg%t he current cr;‘%%t%ﬁ%ync value is
verified;4and 8 tVaR€yNgt & myreerftairy preesyressalge dssociatedewtbc ey engrypitet t o
the transm %?ésgggeeﬁgn{efatttplg rgéjeri‘;i%gten%r;ypt 0-sync value is not verified.

6 incrementing the current crypto-sync value at the transmission end

and the receiving end if the current crypto-sync value is verified; and
8 transmitting a failure message from the receiving end to the

transmission end if the current crypto-sync value is not verified.

8. The method of claim 7, wherein the step of verifying the current
2 crypto-sync value comprises:
decoding a plurality of transmission cyclic redundancy check (CRC)
4 bits, wherein the transmission CRC bits are for determining transmission
errors; and
6 decoding a plurality of encoding CRC bits, wherein the encoding CRC
bits are for determining whether the current crypto-sync value generated by

8  the receiving end matches a crypto-sync value generated by the transmission

end.

9. A method for generating a message frame, comprising:

2 including a plurality of encoding CRC bits in a data field;




8. The method of claim7, wherein the step of verifying the current :ﬁ

crypt o-syng_val ue conprises: decoding a plurality of transm ssion cyél i*H-'N 2004
redundancy WHAVEMCRC) 4 bits, wherein the transmi ssion CRECHVESNA6880f or
determ ning transmssion errors; and. 6.decoding a plurality of encoding
CRC bits, wherein the encoding CRC bits“dre for determ ning whether the

current crypto- syracugitireg gendrtatiedd byhefih Recry0eebyhd G @l t@éﬁ&ﬁ?t the
crypt o-sync vc%ugi enerated by the transm ssion end. 9. A nethod’for
generating a 4fe? Sg%apﬁane, conprising: 2 including a plurality of encoding

CRC bi i d i X J 04 WO 01/ 6 PCT] USOO 26830 20
encrylptisnlgnt ﬁe g;t% gfp:? ﬁéﬁ% gaﬁ“é?fﬁn"z@f%}?%%‘?&fﬁ’gé tsutgéheg@t%ﬁg pt the 4

data field; and appending a plurality of transmi ssion CRC bits to the data
field. 10. The nethod of Caim9, further conprising: 2 appendi ng sequence
nunber i nf or i i o heanethederfdlgm Sdfuwtther dongpdsingand 4 appendi ng an
encryptiog bit to the gncrg/%ted data field, wherein the encryption bit

i ndi cat es “whet her PRENANE 4GUENEe nymbeg i ferggatian to ghe pacamtedrdatadislgt i ng
transm ssionghgaffic, wherein the transmssion 2 traffic conprise at |east
two traffic types, the systemconprising: at |east two encryption el enents,

wherei n edch of thepahdirgash ehvyptibneivie hy [the Ahcey SRR Stal ffelds $drafrethed t h
at least one of the gt . least two traffic types; and 6 at |east one
sequence nurrﬁ@FrYd%Wé‘rat?%fH&F%?S@@ﬁﬂ?edtthﬁéabﬁ éﬂ@rlﬁleﬂFWR}f—'d; sequence numbers,
wherein the at | east one sequence nunber generator is 8 coupled to the at
| east two encryption elenents. 12. An apparatus for independently

encrypting traffi & bystemok @heSpting teABIIREOA tr@ficS WHe2In! theaSHNHREA W th
traffic tXpe, conmprising: _
traffic comprise at least two traffic types, the system comprising;
at least two encryption elements, wherein each of the at least two
4  encryption elements is associated with at least one of the at least two traffic
types; and
6 at least one sequence number generator for generating a plurality of
sequence numbers, wherein the at least one sequence number generator is

8  coupled to the at least two encryption elements.

12.  An apparatus for independently encrypting traffic in a wireless
2 communication system in accordance with traffic type, comprising:
a processor;
4 a storage element coupled to the processor comprising an instruction
set executable by the processor, wherein the instruction set comprise
6  instructions for:
generating a crypto-sync value at the transmission end;
8 generating a first authentication signature from the crypto-sync
value and an encryption key at the transmission end;
10 transmitting the crypto-sync value and the first authentication

signature to the receiving end;



.a processor; 4 a storage el ement coupled to the processor conprising ag0 JUN 2004
I nstruction__set executable by the processor, wherein the instruction set
conprise 6VPAYEM3tions for: generating a crypto-sync val u@CIUSOH25380

transm ssion end. 8 generating a first aﬁhentication signature fromthe
crypto-sync value and an encryption key “at the transm ssion end; 10
transnittisng the crypt GEEGIEINE R Recand autentiqasionasighanire dacinothe siyphat ur e

to the receiving %gﬁcvlah%a?\d]ﬁilg gpﬁptm%{(é?ﬁfe%@gﬁﬁg?g%%% 21 12
e 0

generating a second authentication & gha o- sync val ue

and the adcryption key iftrehle@tingCeieviReteadne 1Al af eRe deﬁ‘ﬂngh&d it the
crypto-sync value at the receiving end if the first authentiCation
signature and t he fyatdathentication sigaerue and) i secndl Suthendbatiomdigraguest i ng
an encrypki on key e%%Fia%%F if the first authentication 18 signature and

S

the second aut hentT I gnature do not match. 13. An apparatus for

i ndependent|ly encrypti @gtﬁﬁés?ifnfgiéh ér&rg?ﬁ%ﬁ%e?@chgn Oig‘_i!}fé’h?&t .LﬁﬂeﬁtYCSattﬁm I n

accordance with traffic type, “conpri a’ proce 4 a storage elenent
coupl ed tl§ t he pr cigrsgore arahtheisecogd anthengicatiohisignatart dexecniaadl.e by the
processor, wherein the instruction set conprise 6 instructions for:
transmtting an encrypted nessage franme to the receiving end; 8 verifying a

current cryptja-syng, V. AsS9S aly ' e . ypt nmessage f.rane at
t he receiving end; 10§Fihﬁagﬁerrenﬁ ngatg%ééﬂ%%rttrygn ncgfé%%{%-%g/fr{éc val gewalfe tHe

t ransni ssi2on coenduaitdtibh eystemeinvicagrdage ivFithh bafficifyprn togpyRirgg:sync val ue is
verified; 12 and

7

a processor;
4 a storage element coupled to the processor comprising an instruction
set executable by the processor, wherein the instruction set comprise
6  instructions for:
transmitting an encrypted message frame to the receiving end;
8 verifying a current crypto-sync value associated with the
encrypted message frame at the receiving end;
10 incrementing the current crypto-sync value at the transmission
end and the receiving end if the current crypto-sync value is verified;
12 and
transmitting a failure message from the receiving end to the transmission end

14 if the current crypto-sync value is not verified.

14.  An apparatus for transmitting authentication variables from a
2 transmission end to a receiving end, comprising
means for generating a crypto-sync value at the transmission end;
4 means for generating a first authentication signature from the crypto-
sync value and an encryption key at the transmission end;
6 means for transmitting the crypto-sync value and the first
authentication signature to the receiving end;
8 means for generating a second authentication signature from the

crypto-sync value and the encryption key at the receiving end;



transmtting a failure nmessage fromthe receiving end to the transm s3iloguUN 2004
end 14 if_the current crypto-sync value is not verified. 14. An apparatus
for transhtPOVAY34ut hentication variables froma 2 transni BET/HR0Z6EEt 0 a
receiving end, conprising , neans for geggrati ng a crypto-sync value at the
transm ai on end; 4 neans for generating~a first authentication signature
from the’crypto- BHHES V2 HETHRENHAS AEIFHPIvTYNeyalue atnbettegpiying sndnfend;
6 means for kamsmdlhBAL I - val u hg first :

aut henti cation signature 1%%}?% éc’yé}}eagléﬁgﬁg g{r‘ledSe%ﬂqurleéh'gn?‘&caé%ﬂeﬁ‘gﬁth@ea
second AaQt henatchasmdn signature fromthe crypto-sync value and the
encryption key at the receiving end; 3 0 JUN 2004 WO 01/ 24436

PCT/ USOQ 2688Questing gnner@igption keycexchangenld thadinst ppthergimtonaligeatare t he
receivi end & the first authentication,signature and the second

aut hent iqgatiaé‘r?f tgegf‘ﬁg?rﬁgguﬁleé‘%ﬁﬁ ‘SHP%}?&“F%%BE’{ MAn encryption key
exchange if the first authentication signature 14 and the second

aut henti cati on signature do not match. 15. An apparatus for synchronizing
crypt o- sync ©al uein afpparabiscioypyinghro@zaigyonipttbisyat valuesao an ssicoyptésrd and
a receivipng end, .conprising:. means for transmtting an encrypted nessage
frame t obt hﬁg%@m%ﬁ@ tﬁ“&ﬁ‘b‘?“ﬂﬁ&ﬁé aned a\F%qeﬂ‘f‘VBr?&gaC%PF‘éch crypt o- sync

val ue associ at ed Weihs theirafsSMGingli S &WQ cel.vi end;
means for increnenting dt;iﬁeracarrlerrl%pcr%pt -sy%?n%éﬁ%gg fgétm%ﬁg lrhg [t%rcélllhs ssion
end and #he aregeiving end if the current crypto-sync value is verified;

and 10 nmeans for transriri tti n_? a failure nessage fromthe receiyvi r]qTend to
the transm ssi ofMERS T ¥RENENE 2 AU FIBPWYFHNC Halye assoatedy whfly they. |

6  encrypted message frame at the receiving end;
means for incrementing the current crypto-sync value at the
8 transmission end and the receiving end if the current crypto-sync value is
verified; and
10 means for transmitting a failure message from the receiving end to the

transmission end if the current crypto-sync value is not verified.



