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MULTI.PLE ACCOUNT PORTABLE W RELESS FI NANCI AL MESSAGQ NG
UNI T Field of the Invention 5 This invention
relates in general to selective call signal ling systens and nore
particul arly W38 ecti ve cal | signalling system t hattFTaEPYI4t es
secure financi al transactions over a wireless network to a nmultiple 10
account portable wireless financial nessaging unit.

Background of the |nvent i(¥{FTIPLE ACCOUNT PQRTABLE WORBLESS:| ecti ve cal |

signaling systems, a 15 user GINANCEADINSSsABNCSEREra nNessage to a
subscri ber unit (e.g., selective call receiver), the nessage

conprising an address associated w th the subscriber unit, and data.
The data nmay be in one or noreFigddsof thedstveatiomneric digits
representing a phone nunber, 20 al phanumeric characters representing a

readabl e t ext MGs3ad S] pul ti medi.a-message,_conpri.si ng
audi o and graphi cal ﬁ%fgpﬁgﬁF%%S 6¥€%Iﬁ?,g??ﬁﬁ?%(5Qﬂ§8ig°tI%% i ng was
sufficient to shenadhling syabens merenpartieuiadlyudos aosebestivees

relating to thei¥l Nignae3ISng28ysP@cittati Fhei Bbtsedi@a2B08 SandgAer al

schedul i ng, or,_. ti ritrca Lntnents. wever ecause of
society's incrEai cr?qu’(r)l fgﬁrélgn%ov?frrgeﬂ.legﬁ ﬁ/ﬁé‘?@gg&@r gbﬁm?'glp ® mobile, a

sol ution nifst agrcquningorkablel vineless finapaial imksslagivgpeniosr m personal or
busi ness transactions, 30 as well as keeping infornmed of personal events,

contacts, and busi ness i pf ormatian. nsi deri ng conventi ona
wirel ess systens including Badkoroundl'of the Invention

In conventional selective call signaling systems, a

15 user or originator may send a message to a subscriber
unit (e.g., selective call receiver), the message

. comprising an address associated with the subscriber
unit, and data. The data may be in one or more forms
such as numeric digits representing a phone number,

20 alphanumeric characters representing a readable text
message, or possibly a multimedia message comprising
audio and graphical information. Typically, this form of
messaging was sufficient to convey information between

- individuals or services relating to their business,

- 25 special interests, whereabouts, general scheduling, or
time critical appointments. However, because of
society’s increased need for information when a person is
mobile, a solution must be found that allows an
individual to perform persocnal or business transactions,

30 as well as keeping informed of personal events, contacts,
and business information. '

Considering conventional wireless systems including
both cellular and paging applications, there are
significant problems that must be solved before reliable

85 and private personal or business transactions can be
implemented. Because of the advancement of the
engineering sciences, particularly in the areas of
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both cel lular and paging applications, there are significant problenms
that nust be solved before reliable 35 and private personal or business
transacti ons can be i npl ement ed. Because of the advancenent of the

engi neeri ng ﬁ&bp‘?ﬂ? , particularly in the areas of PCT/US98/25768 I €| ess
connunlcatlons conput er science, it has becone relatively easy for a
"hacker" to nDnltor both the address and data broadcast to the selective

~cal l receiver., Thi s i.LQri e
orobl em t o poYEratet FolRLLSC I s Lol BXESREOPRTRaE POOED 0
t hei r per sonabecemey nedptbvely esgvded o %#FﬁiﬁrhoFPzwsrtrR}’l wodhaFRe t hus

creati ng an  addReRr esianyta i Blodduastotd figd tdedectiveardlildenti al
informati on i s brpadcas

f
clear-text dat® ?Je‘f)?resekpﬂwb‘r.‘gwa‘&réd by Piggrdlr@%!r”g%g&zjo%aﬁ nt a| ns

Rg & persona
Per sonal |&lenpofés a innoblignbee F{@ﬁﬂ)tlé\ﬂ- users |pf wikrelesm unscrupul ous party

noni tOF: Ng t hgsfRhd catioh! E@atemd Uil thatNtREGe perkonal datd Yiagubk' sd .

per sona account s. or te. t N ori ze

communi cat i onSHeT t%ﬁggf‘%%?flz()%?s}g‘%gfrgéé%#so Q-},BQ ?&d}i%%& i nf or mati on
in thi s manneumhecesssrabiyskhfor bo%ﬁréla%ﬁltltfng’W%@%n’Pé& ng conmmuni cation
]g%qui pm?ntT ) 1%&6\@@&&{ %Sbaaﬂd&es"ﬁ/.i CBlopeovaEleiE tndacmmaitaohhe

uture e i nterest securi t i.n
especi al | y° keERRPFARHE q’fra a eg?d&l %QQLQJ;&S% gps(?ﬂafofansac% ons.
expose for capeuial mumbaﬂ,eaﬁrsona¥eiéﬁn&aﬁb¢%§%ﬂﬂaﬂﬁﬁﬁe¥n(%iﬁh R&nci al
transaction i gybt®fke, an aRdchirbhleus @Jaytye:swicomngatmaeﬁtaof funds or

fraud = -agalpst an ind yduale 25 co an Thieidtadl el SoRgSAAd s w rel ess
(0]

nmessagi ng sysf W&-an orl gi nat 0 nicate a _secure
nessage bet:we%nt%t wupdeatsckhe mddrass €9 ecjd?fﬁeg Pﬁa?’éﬁmt%ze

15 communication device. The theft of service or

confidential information in this manner is probably the
most daunting issue facing communication equipment
manufacturers and service providers today and in the
future. The interest in securing data contained in

20 broadcasts is especially keen in the area of electronic
financial transactions. To expose for capture, the clear
text data contained in a financial transaction invites,
and will surely result, in a theft of funds or fraud
against an indiwvidual.

25 Thus, what is needed is wireless messaging system
that allows an originator to communicate a secure message
between a subscriber unit and the originator, and
authenticate the secure message, without exposing the
content or meaning of the message.

30

Summary of the Invention

Briefly, according to the invention, there is
provided a method and apparatus for sending data
35 comprising secure financial transactions over existing
paging infrastructure equipment, using paging protocols
such as FLEX™, a trademark of Motorola, Inc., POCSAG
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aut henticate the secure nessage, w thout exposing the content or
nmeaning of -t he nessage. 30 Summary of the Invention
Briefly, according to the invention, there is provided a nethod and
apparatus for.s | pg data 35 conprising secure financial tr LQns over
exi sting (Nﬁfga% QI nfrastructure equi pment, using pagi ng ﬁg‘ﬁgﬁ#@

such as FLEX[err], a trademark of Mdtorola, Inc., POCSAG

- 2- _ t fj ce Code Standardi sation Advi sory Goup), or
t he _like. (Post 6‘?&}? ﬁp §§B§g?r‘§¥s§‘h‘é’q AGYABPEY Erewrlesn &hki zi ng
har dwar e t hat likplkenents a net hod for overl aying secure 5 messaging on an

exi sting paging i nArastdiiGlspelt $8CLhe fﬁ‘s} 1%&?& RAGLIGeL NEL daaﬁt%ﬂ:g“re

conprises a p term.nal that inclu pagi ng. enco
processi ng %gggg?%%dt%& @Sﬂﬁst%é\‘?"'% If€§p8ﬁ8¥3f@’%tﬁet¢a¥-’leon .
requests. ?r'hempagaggnqmnmmgenenatmgmgmﬁsﬁgudeuxquemm@f sel ective
call nessages {hS| { X éﬁ?? ; 1 _correspondi ng
sel ective call eS‘:QQ’E h r%fs%lﬂ%:); gggésg‘?%tﬁunﬁ ne §t\?rggréne %ggi%%pondl ng
destination r@&ﬁ@%’?@ ali Ardirss ?JfP?SFFélgs@l“@é’@PFef%éIPmceﬁﬁé@gages in the
messagi ng quetreceivédmisshdes thd phgingdirespendingl dedt thatdicspat ches -
Tessages 0 dohfdsts ONoriARBgingStekh A SderabLaNS il Slgs gnt enna, and
d¥¥ﬁ% subscri ber

receiver) for r’rpunl catlon beﬁ]\e base station an
unit(s) or paaé‘Fge of selective.call BesRAages, COMRELFING ER Feaeivedes t he

messages and their correspondlng selective call

address(es), as determined from the corresponding
destination requests. Distribution of the selective call
‘messages in the messaging queue is handled by the paging

15 terminal which dispatches messages to at least one base
station (e.g., transmitter, antenna, and receiver) for
communication between the base station and the subscriber
unit(s) or pagers.

A second aspect of the invention involves the

20 inclusion of a cryptographic engine in the paging
terminal for selectively ciphering, deciphering, signing,
and verifying the authenticity of messages received from
both an originator and from the subscriber unit or pager.

A third aspect of the invention involves the _

25 subscriber unit or pager that is equipped with a special .
security module that can process cryptographic
information contained in the selective call messages to
verify their authenticity extract the ciphered data, and
return ciphered responses or acknowledgments as

30 necessary, to authenticate and confirm reception of the
Secure message.

A fourth aspect of the invention involves the
subscriber unit or pager being equipped with a primary
and possibly a secondary apparatus for communicating both

35 inbound and outbouhd messages. The primary apparatus
comprises a conventional radio frequency receiver and
optionally a conventional radio frequency transmitter.
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20 inclusion of a cryptographic engine in the paging termnal for

sel ectively ciphering, deciphering, signing, and verifying the * *
authenticity of nessages received from both an originator and fromthe
subscri ber urvdegms2BATET . A third aspect of the inyefisaansieavol ves
the 25 subscriber unit or pager that is equipped with a speci al

security nodul e that can process cryptographic I nformati on contained in

the sel ective %'sémsaﬁﬁaratdéercbﬁxﬁrigé% ar?%%@:ﬁ@éicﬁéfe >r<%fnact t he

ci phered dat a, a€ lreturn cl phe responses &8s 30
necessary, to SRrh¥Mtilafs ﬁﬁﬁl%ftlrlaﬁls’r“é B9 i o&léﬁrPﬁélvelYasé‘éWe nessage.
A fourth aspec®eedndany jappanatewn maw duvebert heomprisebsnei bermapd t or pager

bei ng equi_ ppeda&\b&&ﬁ: c2 Beh¥r eleﬂﬁoﬁﬂéﬁégﬁ’ &a%%aegﬂgrym?&paf atus for

comuni cati ng bot ound and oyt bound nessages he primary

appar at us ¢ %ﬁ%‘f’i?&‘# ﬁ"E‘é‘hﬁWl FOPREIRE & é‘&t}Eney birei ver and
optional |y .a céimesiticned| compumidatdgnehiyk tbetwaent the. subscriber

- 3- umt'lglepg%ggnggayt@%& tHse&PNPrises an optical receiver and

optionally an optical_,transmtter ernatively, the secondary

appar at us nay furtﬁ‘e é&ﬁp??%%c%r?«; ?ﬁ‘enﬁ?%entmnaéBH?%V%so‘Fh%t her

el ectronagnet i %ub?rmMCenstamd pagexssnclwlioy @ sdngley inplementing a uni-
or bi- i a&@mlﬁem&a{e qaehwg eget %{ggdfg;her :,,E%m o unit

or pager and the ori

i nvol ves the +®2%Y P e?nu‘#ﬁ‘:tﬁ'r‘mﬁﬁg‘é?ﬂi‘rﬂ:’-{ lfél‘Pﬁﬁ steragp cargy
pr edet er mi ned deleidu rmaridd eatedi ercagds, r o3 ploaxtk regcwiuhb . at | east one of an

el ectronic cash or A wdsnsiepade oFaktle J.nvet%.tynt ifdbfve gl t card, or bank

account .
subscriber unit or pager 1nclud1ng multiple predetermined

15 account identifiers corresponding with at least two of
the following: electronic cash or funds storage carqd,
debit card, credit card, or bank account.

A seventh aspect of the invention involves the
cryptographic engine in the paging terminal and the

20 security module in the subscriber unit or pager
accommodating a plurality of cryptographic procedures.
These cryptographic procedures comprise both private and
public key systems, as appropriate. One such private key
system is the Data Encryption Standard (DES) using the

25 ANST X3.92 DES algorithm in CBC mode. Similarly, a first
public key system is RSA (invented by Rivest, Shamir, and
Adleman), a cryptographic procedure based on sub-
exponential one-way functions implemented using modulo n
integer multiplication and exponentation. A second

380 public key system uses ellipéic curve technology, a
c¢ryptographic procedure based on highly non-linear
exponential one-way functions implemented over finite
fields.

An eight aspect of the invention involves initiating

85 a wireless transaction from the subscriber unit or pager,
the wireless transaction relating to at least one of the



A sixth aspect of the invention involves the subscri ber unit or pager
i ncluding multiple predeterm ned 15 account identifiers corresponding with

at |east two of the follow ng: electronic cash or funds storage card,
debit card, c | rd, or bank account. A sevent f the
I nvention invgﬁgééxﬁﬁe cryptographic engine in the paging eg%%ﬁgl and
the 20 security nodule in the subscriber unit or pager " accomodating a
plurality of cryptographic procedures. These_ crypt.ographi ¢ procedures
conpri se both E?ilgggggn ﬁacas& °|5u%FT‘§S KERPTAgE: ERED- £85F+ af¥edihe such

private key  caxgstem bank [mecpanrs. Encryption Standard (DES) using the 25

ANSI X3.92 DES al gopi Atk radgetMBdeehe Sinfeh@i by iy divest a usePUbl i C key
systemis RSA

i pvept ed by Rives Sh r,. and Adl eman), a
crypt ogr aphi c F@Eﬁgﬁ&epfgéﬂﬁ§iaﬁaéﬁ54fggatﬁgfpﬁﬁﬁhﬁ#eﬁiQ5né§may functions .
i npl ement edsusiprggranned into thenswgserihdrt upltcat ipageandoexponent ati on. A

second 30 publirprkeyisyStianeias SbdildC ozUENRAS SHRIOIY: the

crypt ogr aphi c phgpeduge ba&%? on h|gply non-1 i near exponenti al one-way
functions i npl EYEREELECBY ST At BR9®E- £ el ds. An ei ght aspect of
the invention invol ketenth tdsmecgogsthen invenkdss imemivast aonséromthe

subscri ber uni lge@ecPa@Cersonall RBeit i @RS ohl ABRSSE i1t §kating to at | east
one of the electronic

: - 4- )
cash or furds PFEFARRETER PEUsBS TR &uvia the SyR§criPeramitccount .
A ninth aspect ogf pareri nthus iddsabhing acrcessuserany fesgugresedf pelisonal

i dentificationgidtBeted NGhartS card unless subsequently accessed or
reprogrammed by the subscriber unit or pager.
An eleventh aspect of the invention involves
15 authenticating the an authorized subscriber unit or pager
as a communication agent for the wireless financial
transaction, and selectively disallowing any financial
transactions directed to accounts belonging to or
controlled by the authorized subscriber unit or pager
20 when an inbound or outbound financial transaction is
communicated between an issuer and an unauthorized
subscriber unit or pager, and in the alternative,
preventing fund transfers or credit transactions that
exceed a predetermined limit set either by an authorized
25 user or a regulator such as a bank, a credit card issuer
or the like.

Brief Description of the Drawings

30 - FIG. 1 is an electrical block diagram of a data
transmission system for use in accordance with the
preferred embodiment of the present invention.

'~ FIG. 2 is an electrical block diagram of a terminal
for processing and transmitting message information in

35 accordance with the preferred embodiment of the present
invention. '



5 programred into the subscriber unit or pager for protecting financial
accounts or funds | oaded in the subscri ber unit or pager. . A
tenth aspect of the invention involves a user sel ect ed personal

i dentifi cath,ycp pﬂﬂger that is 10 programmed into the Snartpceassshashed t he
subscri ber & or pager, thus disabling access to any features of the

protected Smart Card unl ess subsequently accessed or r epr ogr ammed by

t he subscri ber An_ el event h._aspect f the invention
i nvol ves 15 aut heh‘%f;gatga% Fige CARing: AbroAnp gﬁ@g&?rﬁé P9nt1° or_ pager
as a comuni dxansmiggdon foymathefwthel etendiimgnpirgtocol utikizedt ion, and

sel ectively Qic@idaantaowaey éuen%%&e&rea eribcimacti 8RStk Mcdehet 0 account s
bel ongi ng to or . controlled he aut hori zed subscriber unit or pager
20 when an iBEEd°Br out bound f| nancial transaction is communi cat ed
between a® i ssuer FaRG-ah anduit e £éwing dingyemsi Baluskrating pger, and in

the al ternat 'éﬁﬁxchrom.ﬂé@ﬂ&méiwlafl%ndtilﬂi@d 8 akotlgtd Wiv et i ons that

exceed a predetermn ut hori,zed 25 user or a
regul at or suc‘?f’% gaﬁ'ﬁi’g%l“b%dl"? ‘c'g?dp?%%?f%r nven Fo%he 1] ke. _

Bri ef DescriptionF3B. tﬁel@rmaig@tnsel block Figgram of a& £immsicdmdal bl ock
di agram of a gladdging Lh8ASIA %%d&id&ﬁééeﬁiéwrtﬂésgrbﬁeﬁﬁéar dance with the

preferred _enbodi nent of th present |nvent FIG 2 is an

el ectrical® bl%&f’% ? PnE '?h BrSSRON f‘nventfoélr processing and transmtting

message i nf or mat i ¥G. n93$sa%c®raeﬂm¢é'e°ﬁn B hseerre MeSSATLAC cPPOEMEM of the

present | AMtdaPke with the present invention. - 5-

FIG. 10 is a high level block diagram of a financial
messaging unit in accordance with the preferred

15 embodiment of the present invention.

FIG. 11 is a block diagram of the message
composition and encryption equipment that could be used
on the premises of a financial institution to send secure
electronic funds transfer authorizations to financial

20 messaging units via a paging channel.

FIG. 12 is a functional diagram of a wireless
selective call signaling system controller that
implements a combined l-way and 2-way secure messaging
system capable of signalling the financial messaging

25 units. .

| FIG. 13 depicts the various layers of a messaging
system in a format that is similar to the Orgahization
Standards International {0SI) stack diagram that is well
known in the electronics industry.

30 FIG. 14 is a flow diagram depicting typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

FIG. 15 illustrates a typical sequence associated
with requesting and authorizing the electronic transfer

35 of funds or debit of funds by and from a wireless
financial messaging unit.



FIGS. 3-5 are timng diagrans illustrating the transm ssion format of
the signaling protocol utilized in accordance with the preferred

enbodi mrent of the present i nvention. 5 FIGS. 6 and 7 are timng

di agrans il | t he synchroni zation signals utilized in accordance
with the pre?erred enbodi ment of the present invention. PCT/USY25768 g g
Is an electrical block diagramof a financial messagi ng unit in
accordance W th thegnr ebeil Bibthhwizbadypitabisdguenpe esssdceiavednt i on.

FIG 9 i-s a diaqgramof.a JbR9es evmththe
present mveﬁ’f“r"g’n the wnef&&.{. % %8 b@ ﬁ % evg]gbfj':op€ g %?gm of a

fi nanci al ared Sapimg  WAreless afe"éﬁnﬁé em?«ﬁ#P'We“BFEf%‘Pr B &iibodi ment
of the presenjs} RNt @bway secure dom@unidatsorn sylstek.di agram of the

nmessage conposition and encryption equi pnent that coul d be used . on
the prem ses of a financial institution to send secure el ectrom ¢ funds
transfer authorizati onPescrirhiorief 2Frefesred Mpbedinenti s a paging

channel . FIG 12 is a functional diagramof a vvi rel ess

sel ective call &%I %sygt e}n}&orit r%n %ﬁe&@?{c b18 5| % a conbi n_ed

1-way and 2-way s system cap a I ng the
financi al nessh@us@az&mm tigta transmlsﬁlpa ngt%&lo@tvss’t‘ﬁ #¥ard ous |ayers
of a nmessag Syadtem, | Bo2 h&& nad aldmdhﬁcélwﬂﬁrﬁrthboptbﬁeﬁ‘qmnl zation

St andar ds I nt e 1 0n I known in the
el ectronics i ﬁﬂ%%ch 6{-36(50%2:, S#?%&“ﬁlizf'we%%w ﬁ‘?’am Eepl cting typical
operati on of arﬁnmmn PYSEED h@oumqssaseac%mmng eiphen fnem
preferred embgdinent, s tikeapsgseah p:rmratmgnnumenc dataFl G 15 illustrates

Gl eotronic i r EREFERCSRLT” pinGeon S kAt FHL B AL [ el ess
financi al 19ressighamgungyic data terminal, are routed through the public
switched telephone network (PSTN) to a paging terminal
102 which processes the numeric or alphanumeric message
information for transmission by one or more transmitters
104 provided within the system. When multiple
20 transmitters are utilized, the transmitters 104
preferably simulcast transmit the message information to
financial messaging units 106. Processing of the numeric
and alphanumeric information by the pag:.ng terminal 102,
and the protocol utilized for the transmission of the
25 messages is described below.

Referring to FIG. 2, an electrical block diagram'-
illustrates the paging terminal 102 utilized for
processing and controlling the transmission of the
message information in accordance with the preferred

30 embodiment of the present invention. Short messages,
such as tone-only and numeric meséages which can be
readily entered using a Touch-Tone™ telephone are coupled
to the paging terminal 102 through a telephone interface
202 in a manner well known in the art. Longer messages,

35 such as alphanumeric messages which require the use of a
data entry device are coupled to the paging terminal 102
through a modem 206 using any of a number of well known
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FIG 16 illustrates a typical sequence associ ated with the wirel ess

transfer of funds or debit of funds by and froma wireless financial -
nmessaging unit in both a 1- way and a 2-way secure communi cation system
Descri ption @foss558f erred Enbodi ment Referring perbidhsis an

el ectrical block diagram Il lustrates a.data transm ssion system 100,

such as a 10 paging system for use in accordance with the preferred
enbodi ment  of médién RIxRTRNE s DL NBidHbeollB . t MindRtA call £6PBIESS On system

100, ne_ssagesmgésl_%eg tsslm-rll‘gggk*trgg,r afrc%@trol%%gé%‘igﬁ?iﬁ'sgﬁ system provi di ng

nunmeri c data ! ron, or from a ?ce, such as an
15 al phanunerproerasingeofi e, megsagesut Thet eaniirpd lene2Pdibls ¢ swi t ched

t el ephone neltﬁﬁéfefﬁ% ingcao@a&imzt,fe&m:naés a McB8xphé£h procegses t he
nuneri c or_al phanuneri.c nessage | r.oati,on for transmi ssion by one or
more transtit @%var‘?entl'oﬁ' pr v?'?ie“&anv‘\ﬁfz]aﬁlgﬁr?%eb%;"Ié_)t%@ﬁ’i?\hgﬂc‘n‘ul le 20
transm tters whichtiuns yaricne pyenpragreamed putinespfefer abl y si mul cast
transmt the pBREASELirdY @UER! t@Anial opelhbiditd als FBS8aUbAGMPHY ke 106.

Processing of .the n rc d e inf on by the paging
term nal 102,dlre°3n e[hcglé?gtg%o?ﬂu%]?ﬁggﬁe?%aﬁgi'hggr%ﬁsm ssion of the 25
messages is dbsndshatinsepayptocol to enabdpcrecepfion PEGnegsagss dremtri cal
bl ock di agg am, datéﬂérﬁ&?yf @f&a&%c&he WIRGi a0 chEL na;gaﬂﬁcb%em | theed fo][ _
processi ng and _cont [ nsm. n t pesgage i nformation
in accor dancecﬁfgﬁoi[ﬁ%r pzrrbg'f %F?%%érg%ggen%?&%r%g °rbfsect°ﬁ§d p%%séﬁ% i nvention.
Short messagesubscriker atabpgpc2dhite segembes ihowhtbsayessads ch can be

being received is to be processed. The subscriber data
base 208 includes, but is not limited to such information

6 as addresses assigned to the financial mnessaging unit,
message type associated with the address, and information
related to the status of the financial messaging unit,
such as active or inactive for failure to pay the bill.

A data entry terminal 240 is provided which couples to

20 the controller 204, and which is used for such purposes
as entry, updating and deleting of information stored in
the subscriber data base 208, for monitoring system
performance, and for obtaining such information as
billing information. _

25 The subscriber database 208 also includes such
information as to what transmission frame and to what
transmission phase the financial messaging unit is
assigned, as will be described in further detail below.
The received message is stored in an active page file 210

30 which stores the messages in queues according to the
transmission phase assigned to the financial messaging
unit. In the preferred embodiment of the present
invention, four phase queues are provided in the active
page file 210. The active page file 210 is preferably a

35 dual port, first in first out random access memory,
although it will be appreciated that other random access
memory devices, such as hard disk drives, can be utilized



readily entered using-a Touch-Tone[err] tel ephone are coupl ed to the
pagi ng ternmnal 102 through a tel ephone interface 202 in a manner wel |
known in the art. Longer nessages, 35 such as al phanuneric nessages which
require the use of a data entry device are coupled to the paging
termnal 102 YO8 ugh a nmodem 206 using any of a number BETHSIN2STROWN
nodem transm ssion protocols. Wien a call to place a nmessage i s

received, a controll er 204, handl ei; tﬁ'ge processing of the message. The
control | er 2048 ¥ell. Perigdigal &r BESIRAR dnforpefigs ateredolO or 5

equi val ent, wheadh iof rhaupbatarpeues Ibtvecdveded fromndhe actd¥&h runs
various pre-progiAFIRd se8tidisy fé&h(ij:_rol ger &EHAOH%IS%E &ggﬁ;na'

operations as volce prag I rec e caller to_en t he nessage,

ts fo :
or the harfd<HRg ﬁ&fggﬂ?"d:‘?ﬂ 5B ASHPECY D VoA SPaAeEiBges19%%m 10 a
data entry sdevdils. othenhercetitshller édmingdsodtre. Theombrolvered204 ’
references i nfarimlde0 i dd) £ Wi%@éﬁd a to
det er mi ne howﬁe ngsgnég%%bei ﬁ.'laﬁlr gggtiivedé 0 t?eagr (Q)ggg%é%The
subscri ber datEFame THREEE MR | 1R | TGS STHRBLFS aqdTessd PESSRH
i nformation 15efometiesseand s rditero itherha i rekuieedagong unit, -
nessage type el fn{its%(iow (i her apdLBSSs ADFL UL IPLLORessagt el @t ed tO

t he status of I.hancl al nessagi , as _.active or inactive

ng upit such
for failur® t Fp@rechensprpation) 'Aa&%t §R§’Ht]ﬁt‘f iRse 3X8meS PRYRA ded
whi ch coupl es upon esshgecsite Ay dirag@dpabchingicintirollsed2idr ST

purposes &g, eHldd £ruRdalh Adrmaltd Heleal! O8cR pid¥eO RLE0Ds SESES LR N
t he subscriber data base 208, for_nonitaoring system ] per?ormance, and
for obtaini ng U B‘reﬁﬁ??%rfb‘éfrsfers 2Brgl ﬂ"g@hi id¥. Store the Tpe

subscri ber datldated @anksinfomaiden sothl a tinenfformguircheas t o what
transmissign oA aidgt andh@tansnisdicaNsMksshan fhasabhgal ipanci al
messaging unit iIs : , ) .
numeric sequence, so that while a current frame is being
transmitted, the next frame to be transmitted is in the
frame message buffer 216, and the next frame thereafter
is being retrieved and batched. At the appropriate time,
20 the batched frame information stored in the frame message
buffer 216 is transferred to the frame encoder 218, again
maintaining the phase gueue relationship.  The frame
encodexr 218 encodes the address and message information
into address and message codewords required for
25 transmission, as will be described below. The encoded
address and message codewords are ordered into blocks and
then coupled to a block interleaver 220 which interleaves
preferably eight codewords at a time to form interleaved
information blocks for transmission in a manner well
80 known in the art. The interleaved codewords contained in
the interleaved information blocks produced by each block
interleaver 220 are then serially transferred to a phase
multiplexer 221, which multiplexes the message
information on a bit by bit basis into a serial data
35 stream by transmission phase. The controller 204 next
enables a frame sync generator 222 which generates the _
synchronization code which is transmitted at the start of

-0



assigned, as wll be described in further detail bel ow The received
nmessage is.stored in an active page file 210 30 which stores the nessages
i n queues according to the transm ssi on phase assigned to the
financi al nessagi ng unit. In the preferred enbodi ment of the present
invention, f3®%®EHd%e queues are provided in the active PCTSAHE™ | e 210
The active page file 210 is preferably a 35 dual port, first in first out
random access nmenory al though it will be appreciated that other
random access®ach fFﬁEﬁDFfaEﬁﬂﬁﬁﬁéQn -sudhe syachrgnizakicn ispde igan be
utilized multiplexed with address and mesdhge information underwel | .

Peri odi cal | y {-,ro dERsRge ok NESHERI11QR §b@rﬁ,§1 idtial & 82Eh Qh]tcjé? BBgse queues

i's recovered ctive contr of controller
204 usi ng ??‘?rlé’rﬁjl%’ﬁ#&?nﬁli‘?‘b?ﬁrg’a\:ﬁ as%s’cﬁnsxféeaﬁywlal%#u me clock 5 |
214, or otferpsopériyt €ormatted simar deansiihesierovehednessages sxgeamnf or mat i on

fromeach phagg QUgledp188 {6 Bransni 0P JUHEREI180%4¢, WiGRROT 0aNi Zed by

addr ess, nmessage i nf or mat ot her I nf ornatlon requi red for

transmni ssi on VPEEET owhweﬁr?t 9fef°é’1"tté'8 i%r R4 fraggmiyy the pesgage
I nf or mati on) , senehn harerbat dhetrinttd ohr ehesndih 228 . Th@cﬂnsnzﬁmgéoni ze by

frame batchi ngh&%é}; q(fge;naglge e of &P Jff* tion for each
uffers

phase queue is_cou frame nessa ch _tenporarily
store the?® Bb?%’é‘&l-“:flt"&nﬁ "H’FP%]r TS ﬁﬂ?’i’lasa"’tlFﬁe%?'%?' f'?ﬂ HfePT15

processing anslitrowesra sistnibéreshansebatahed sahelliteineri ¢ sequence, so
that while a gHLELMbudIcATEIAR. DoY) aistEiBONE Wefdagh e ilsrame to be

transmtted.is I n franme nessa%b fer 216, and t next franme
thereafter  tFEnpEeTrEd &Pr PR F &F@ﬂ%‘&l‘tgﬁr ERAtLoRS o‘pﬂ‘i'at e time, 20
t he bat ched f&apendivionpehni the ssimeedfi thehecrimarieabtbssaggestem. The

15 message stream is first transferred into a dual port
buffer 230 which temporarily stores the message stream
prior to transmission. At an appropriate time determined
by.timing and control circuit 232, the message stream is

recovered from the dual port buffer 230 and coupled to

20 the input of preferably a 4-level FSK modulator 234. The
modulated message stream is then coupled to the
transmitter 236 for transmission via antenna 238.

Referring to FIGs. 3, 4 and 5, the timing diagrams

illustrate the transmission format of the signaling

25 protocol utilized in accordance with the preferred
embodiment of the present invention. This signalling
protocol is commonly referred to as Motorola’s™ FLEX™
selective call signalling protocol. As shown in FIG. 3,
the signaling protocol enables message transmission to

80 financial messaging units, such as pagers, assigned to
cne or more of 128 frames which are labeled frame 0
through frame 127. It then will be appreciated that the
actual number of frames provided within the signaling
protocol can be greater or less than described above.

35 The greater the number of frames utilized, the greater
the battery life that may be provided to the financial
méssaging units operating within the system. The fewer
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buffer 216 is transferred to the franme encoder 218, again mai nt ai ni ng

t he phase queue relationship. The frane encoder 218 encodes the address
and nmessage i nformation i nto address and nessage codewords required for
26 transm ssion, as will be described bel ow The encoded address and
message codeWd?B32Be ordered into bl ocks and t hen coufEEPSEERSH8h| ock

I nterl eaver 220 which interl eaves preferably eight codewords at a tine
to forminterl| eaved i nformation, bl ocks for transm ssion in a nmanner

wel | 30  knowhbBegRen; of £rames | Wiiddzedy c8he AR rFSeBoReaF#ERE | n t he
i nterl eaved i nhnrbatqusued anlsdel Dekissl tby thachiddmdlal messagtig eaver 220
are then serighiys AR €8 Ly diR%nar efiild,| ReR¥ghy22daudieh .
mul ti pl exes the nessage I nformati,on on a_bit by bit Yasis Thto a serial
data 35 strieakPBylavenfdhi OFi HHMPERBILTAGk tRofiet e messaoREXt enabl es a
frame syncsgener atme @mWncRIGengr dthes firhmes compriicler ani zati on code which

is transmtte End S 24a0 dieword sync) followe referabl 7 9-
each frane traxﬁmhs%%bn. TFLfe S nchron,(lzyélti)on cogledig enuaPt}lr 3éxed w th

1S .code :
address and neie¥gR PIadiEneti BRstRgR Anforpaiion ntinforgptigh: PYPFks) 204 by
serial data sphickra?@labeledntlgekel athewughebbdckomoba nmassahewstiream whi ch
iIs 5 properl or pat t a ] SS-QI. 4 : I S next
coupled to a %Féhs%tt%%%?%%l ?Eﬁ%&mﬁﬁﬁ“ﬁﬁbﬁﬁﬁm@%g?g‘n”o| of
control | er'®20Preferanly Sight AELEEIS contEplafr Arle £oGeWPFABYRISR channel
228. The di st arBulabeled woirdnteth2@dghraoride7afiyr cfach phaser, of wel | known
10 distributi y | 1] | or m cr onwave
di stribution ?%Q%E%?%]P;'a%g%?e PIStheazﬁn \Mdi]?gta{rn%gﬁlf]f%% I%:Er?k. The di stri buted
message st r ealfFABSMisSgion GfeMPelior B1PHY G oREr 2A4TeHRnicorErottatd ons 104,
dependi-ng upolathecsdew s .t h®heoaddres=t icontsystad ditea codewords

15 preferably comprise two sets, a set first relating to a

vector field comprising a short address vector, a long
address vector, a first message word, and a null woxd,
and a second set relating to a message field comprising a
message word and a null word.

20 ‘The address, control, and data or message codewords
are preferably 31,21 BCH codewords with an added thirty-
second even parity bit which provides an extra bit of
distance to the codeword set. It will be appreciated
that other codewords, such as a 23,12 Golay codeword

25 could be utilized as well. Unlike the well known POCSAG
signaling protocol which provides address and data
codewords which utilize the first codeword bhit to define
the codeword type, as either address or data, no such
distinction is provided for the address and data

30 codewords in the FLEX™ signaling protocol utilized with
the preferred embodiment of the present invention.
Rather, address and data codewords are defined by their
position within the individuval frames.

FIGS. 6 and 7 are timing diagrams illustrating the

35 synchronization code utilized in accordance with the
preferred embodiment of the present invention. 1In
particular, as shown in FIG. 6, the synchronization code
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15 message streamis first transferred into a dual port buffer 230 which
tenporarily stores the nmessage stream prior to transm ssion. At-an
appropriate tine determ ned by timng and control circuit 232, the

nessage stre i recovered fromthe dual port buffer 230.a04 pled to
20 the |nput%§f”}g‘7fz& erably a 4-level FSK nodul ator 234. Th‘zgr ’r’m&g& at ed

nmessage streamis then coupled to the transmtter 236 for transm ssion

via antenna 238. _. [ 0 R n s J
Giagram - RHRRASeR BERE LT e Bt R miritet R da i
protocol util¢edel (syngcddr danteang dmfoRBakier gadeyord @ﬁ%‘hﬂi’rﬁs‘%ﬂ of the
IF\)/{)tesenf ' n\[/enih@rh s%ﬁoﬁldsbﬁﬁ&ﬂ’drliﬁgzationpcoﬁMd H{syaenapnl yAs edleowred t o as
Mot orol a' s[erg rr, . j 0 : Si ' As shown
' PGy ok A e 51586 SflontBniBatioh WBALERE EbbPERs P 530!
financi al #resigsth@nshithdrdsnertingadePsledskityact & avd Bk or nore of
128 fra”fsdm{“ﬁﬁ?dﬂ]&é ahieketlatingEl,® bit phtoews fhdeh pPIvideés thisn will be
appreci ate a €. .actu f Is 4 1L he
si gnal i ng s%?%?%%{rza%%ﬁbe%?ea% er do(r%fiegs‘t alrg;o \e%g?lgbe é"‘Z’El'%j(:)b\/ée. 35 The
greater the nbabeandfits gemplewenrt Sy barfie yhich @rovide fzaBaitery life
:Eat ”H¥ be ?E?Mtﬁ&ﬁhizadﬂ@a.fimnacéédond antle gsucin goxttibasogeeat i ng wi t hin
e syste e fewer . s whQ- t he
nunber ofq}raﬁ’é?%ﬁ%,\%]f%esd’flggﬁe?%bzrle_% gr?dﬁ‘év%%%ewsh:wh g%% be queued and
del i vered to phedefired it preYidgiRiph coGRMPEACEERFIEFIOB any parti cul ar
frame, thegeb)éemsyﬁim, anthehlah eney also tsee tednidiedteottel daea
messages. . S | 4 f ' s
synchroni zati gﬁtcﬁéﬁ\e/\o;r% é}fﬁcgh%ﬁ%%\%e%%gr g‘? g?i%ﬁ% %Qagfgtéﬁe% ocks of
nessage i nf or Pablenl (d¢figasatbgndarddrid) ratefniryars 35&fed™bl ock 0
t hrough blygck cb@juASc 5hOWith the signaling protocol.

Bit Rate wA®” Value
1600 bps Al and Al bar
3200 bps A2 and A2 bar
6400 bps A3 and A3 bar
Not defined A4 and A4 bar
Table 1
20 As shown in Table 1, three data bit rates are

predefined for address and message transmission, although
it will be appreciated that more or less data bit rates
can be predefined as well, depending upon the system
requirements.

25 ' The frame information codeword is preferably a
single 32,21 BCH codeword which includes within the data
portion a predetermined number of bits reserved to
identify the frame number, such as 7 bits encoded to
define frame number 0 to frame number 127.

30 The structure of the second synchronization code is
preferably similar to that of the first synchronization
code described above. However, unlike the first
synchronization code which is preferably transmitted at a
fixed data symbol rate, such as 1600 bps (bits per

35 second), the second synchronization code is transmitted
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FIG S., each bl ock of nessage information conprises 10 preferably eight
address, centrol or data codewords which are | abeled word O through word
7 for each phase. Consequently, each phase in a franme allows the

transm ssi on o eighty-eight address, control and wor ds.
The address, @%%@6 and data codewords 15 preferably corrpr"gg}"g?3\(';'\2/%;15 ets, a
set first relating to a vector field conprising a short address vector,
a long addr vect or rst nmessa a null_ word, and a
second set ref t?’h %t%’ﬂ%“b? g&3FF et WF@?@Q‘%“S AR4sBE%SMRY and a
nul | word. 20are tO b ctzapimdssedcimtanyt giyed fzame or Quesegyentiylewor ds

are preferabl )&h%ls&loxﬁﬂ‘éﬁﬁdﬁ%'iﬁﬁtﬂbﬁ h:o”a@ adﬂsﬂsténé {¥nanciaf€Cond even

parity bit mhlch rovides, .a a.bif.0 ce to the codeword set.
It will be apPf ggf“é% unity E’é?h%r %’&?ew&?‘&s é a 23,12 ol ay
codeword 25 c@umdhbenmﬂ1%@-ta§haef-1‘amwmnahsmn.ammeIdatlanm BORSAG

signal i ng protocol pyhighndhe éeglesﬁﬁ@s p%a@oelai %tlllz‘égd%md&é/\h' ch

utilize the flrs codewor.d hit & g & dewor d é , as either
address or daP%® ﬁ’ﬁ g cﬂ“bc’cg'“iﬁ‘ t P CY}?%r?’ie?eB oW‘G’é‘b“f%’r CPRBELERF ess and
data 30 codew@Bdframes hwhirtExhelnfe sa predetgrpinedcymahriohizationth -

the preferred c%@@oﬂbﬂﬂ%e&fbyt k8 eRER S Bt ormAe BRI Bllocks “’*%%E‘h%’“d?ﬁ% esls and
I n e, | ndl viI dua

dat d d
framea. " “LihE, BISE PortiB) oF medEalle, PARISTAY B BBRRG: 1 he 35
synchr oni zat i Girec spachrénizaddonncadeceniies wdehtificationppéf the ed

enmbodi ment  of daf&s Ei&ﬁ&ﬁiséﬂ%ﬁ%‘t@n ahd insurlé%rﬁj(ﬁéﬁx?énlz%%1§ﬂ in FIG 6,
t he synchroni s prefer hree parts, a
first synchror %F‘Bﬁn‘ua]cd'tféss(ag§ﬁg ypie d’n'pt&‘aﬁg ‘R aqbﬁ'\éréﬁdev\ord (frame
i nf 0) and &ressvhtitedricthrtde y&rngnscmlésmmmﬁe)s As shown
5 FIG. 8 is an electrical block diagram of the
financial messaging unit 106 in accordance with the
preferred embodiment of the present invention. The heart
of the financial messaging unit 106 is a controller 816,
which is preferably implemented using a low power
20 MC68HCOx microcomputer, such as manufactured by Motorola,
Inc., or the like. The microcomputer controller,
hereinafter call the controller 816, receives and
processes inputs from a number of peripheral circuits, as
shown in FIG. 8, and controls the operation and
25 interaction of the peripheral circuits using software
subroutines. The use of a microcomputer controller for
processing and control functions (e.g., as a function
controller) is well known to one of ordinary skill in the
art. .
30 The financial messaging unit 106 is capable of
receiving address, control and message information,
' hereafter called “data” which is modulated using
preferably 2-level and 4-level frequency modulation
technigques. The transmitted data is intercepted by an
35 antenna 802 which couples to the input of a receiver
~section 804. Receiver section 804 processes the received
data in a manner well known in the art, providing at the
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in FIG 7, the first synchronization codeword conprises 5 first and third
portions, |abeled bit sync 1 and BS1, which are alternating 1,0 bit -
patterns which provides bit synchroni zati on, and second and fourth
portions, |agl®dsns" A" and its conplenent "A bar", which pgpussdesihs ane
synchroni zati on. The second and fourth portions are 10 preferably single
32,21 BCH codewords whi ch are predefined to provide high codeword

correl ation & i ek og 20 HAU I cRbBe Pl a5 Libal NOhEALE e dat a

bit rate at V\ﬂl resses apd_nessgges_are_transm
defines the d%?'gl%‘?ta Fﬁ@é’%ﬁ&c‘?ﬁ%ﬁ 1%?@& i TH% TSSVERELi 8AHhi th t he
si gnal i ng ‘prosbgmal is coupled 8btorRatiaput of a threshold'ldadlie

1600 bps traction Miréddt ABodalana t an otPs 4- _.. A2 and
A2 bar SEE400 bns g an ing o tevel ‘ot “defined -
A4 and A4 Hardecoder 810 TabI el 20 As shown in

Tabl e 1, three dat@pdxatioat ef the threspoddelevell faraaddoaseirvnudtnessage
transm ssi On,aabth@uw,el debbaut ! dade sgmaﬁ%.ﬁ&&&nfﬁgrﬂags of- | ess data

bit rates can redefined as wel upgn the’ system
requi rement s. +8%el o q’lﬁ?%'yf FORECT 4% Bt i 6%“38?%%&%@%‘ ﬁ?@?‘é‘?‘?ﬁ’ol y a
single 32,21 Bétrelatnworsdswhasd phadaiddningt pemertdtorddiata reqwrdryon a

predet er ”H@edtﬂxﬂﬂ?&rcﬁc@tt)Saﬁgsééﬁ/f‘dieﬂiom thé dﬁﬁﬂda&hﬁegééﬁa unber

such .as 7 bits en define frame npunper frame nu 127 30

The structure®Bt® t‘ﬁg Fs?é"(:‘or‘fd%y]ﬁ%ﬁrr Sdersiendc rseferenﬁ?eF%rabl y simlar
to that of thtnitedtSbheshPaherttiion5,282¢208 hesidrliddedDabave. However,

unlike the f'g:g:;?nlca%’lw&‘@%iﬁii %&ﬁd&ﬁﬁ\g ame%%aseabhgséa{g@sm tted

at a fixe synbol ﬁg 0 S (hits 5 second) t he
second synchrSﬁF%f?’brf*"tdodﬂg 8 tTlé 9 e LSSue td KuzniBki ot a1 X

-12- 15 assigned to Motorola, Inc., the teachlngs of which are
incorporated herein by reference thereto.
aAgain referring to FIG. 8, the threshold level
extraction circuit 808 comprises two clocked level
detector circuits {(not shown) which have as inputs the
20 recovered data signal. Preferably, signal states of 17%,
50% and 83%, are utilized to enable deco&ing the 4-level
data signals presented to the threshold level extraction
circuit 808.
When power is initially applied to the receiver
26 portion, as when the financial messaging unit is first
turned on, a clock rate selector is preset through a
control input {(center sample) to select a 128X clock,
i,e. a clock having a frequency equivalent to 128 times
the slowest data'bit rate, which as described above is
30 - 1600 bps. The 128X clock is generated by 128X clock
generator 844, as shown in FIG. 8, which is preferably a
crystal controlled oscillator operating at 204.8 KHz
(kilohertz). The output of the 128X clock generator 844
couples to an input of frequency divider 846 which
35 divides the output frequency by two to generate a 64X
clock at 102.4 KHz. The 128X c¢lock allows the level
detectors to asynchronously detect in a very short period

4



at the data synbol rate at which the address and nessages are to be
transmtted in any given frame. Consequently, t he second synchroni zation
code allows the financial nmessaging unit to obtain "fine" bit and frane
5 synchroni At the frame transm ssion data bit rateperysogaszes | N
sunmary thevglgg&na I'ng protocol utilized with the preferred enbodi nent of
the present invention conprises 128 frames which include a predeterm ned

Synonr o0 13t L9E eind Y5 blakOURE P £0,7 630,001 SRIPLAGL RQGEE, g

conprise 10 el per ph The
synchr oni zat i Eﬂ %W%E@S‘ef-'ﬂﬁﬁtﬁ?dﬂw dﬁ'%f f¥erage (@wgd Ppénsm ssi on
rate, and i nSHigs GIAICHiMmeishaldooutyut signae Fabass tdquinesagorg UNit Wi th

the data COde}é?&S‘{?“ ion t{ﬁ%%gghgt edp Al o F&\%@&i gyﬁ?ﬁfmﬁg%hog rates. 15

FIG 8 is an ram o] I hancia rressagl ng unit-
106 in accdr dagkievied withe the syp ’é‘?’?’e’ﬁ%ﬁ’ﬁ‘o&?%ﬁ’t dts tHd lpPesent
i nvention. Th&ebeﬁilbed beldkv,t bRef cmtmb]ajerrmasagemgrms al @@cbada

controller ggntrclﬂ.vﬂ | chﬁgggr Q%/g% é%é&i%nl gﬁncower

MC68HCOx mi cr such as nmnu ture or the
like. The ni ciﬁcm%rcm WoiFBris gen%t@ﬂn th |ISYISBEOBAERE| | ef
816, recei vessmdas shew0des¥ae.i aputs from a nunber of peri pheral

clroults, S'Pﬁgm‘l-%era ﬁoaéPdaﬁPg}f e‘%’&#ﬁﬂ@&&ﬂé& s§9§t| nes. The

|nteract|on of t he peri CIreurts u
use of a micr §b§ﬁqu@¥t%ﬁﬁlﬂ°6PPEPtP’é$ and aprsé!E"Pg #CeRF cofel functions
(e.g., as a fueebiebfed damoRtignhleis coupid tonamnimpuones adheotlirsary skill

inthe  Ca bongrasors MR UADELALIAPSALABCHAI A Wil S capabl e of

recei ving addres con nmessage | nf reafter called
"dat a" whi ch M%HEFQ@&F%%Q“““p?%f@r%abls;g%zaPﬁvQ%ande | evel
frequency 1g0deegtil @iing sydmahriffeesivahe tecnverst thd deatehilnted e~cept ed by

an 35 antenna ggzggggs&%w'ﬁo%ﬁat;bsn'% a1°byAcbBEPLNE the | SECtIoON 804,

Recei ver sectl rocesses the rec In a rranner wel | known
in the art, pXe¢rYEH§ a@agq“glgnal to the second 1nput of an 83%

comparator, the second input of a 50% comparator, and the
second input of a 17% comparator. The outputs of the

20 three comparators corresponding with the low (Lo),
average (Avg) and high (Hi) threshold output signal
values are coupled to inputs of a symbol decoder. The
symbol decoder then decodes the inputs according to Table
2.

15



- 13- out put an anal og 4-1evel recovered data signal, hereafter
called a recovered data signal. The recovered data signal is coupled.to
one input of a threshold |evel extraction circuit 808, and to an input
of a 4-1evel der 810. Operation of the thr E ve
extraction ngguﬁgfﬁ? 808, 4-1evel decoder 810, synbol syﬁc@ﬂﬁ %sjésgr 812,
4- | evel to binary-converter 814, synchronization codeword

correl ator 818, and phase t|n1ng generator (data recovery 10 timng

circuit) 826 dept oo aLlre Frremrctatr—ressaghng t++—eof—-G 8 is best
understood with i vg omtggStates TRIE T,s8 202 p0S entitled

ooorT

Mbtorol a, Inc.. |theGieadhi dqsRGin vhi dn Mim > |nc§r norlat ed herkin by |
ref erence theretjp. RCin < MBaim X efler®Gimg>t ol FIA 8, Jthe X hrekhol d | evel
extraction circuit A& Sondri BSsn t>wo [cIRiilked | level 1 detdrtorjcircuits

"Dat a CommniW'ﬁ%ﬁ' AL =T TR D e S EeTre e .fmge
Carry-On And Metlh Horefar——+Hlcye +r%§m_ j Or al 15 askigned to

(not shown) which have as inputs the 20 recovered data signal. Preferably,
signal states of 17% 50% and 83%®abdeec2utilized to enabl e decoding the
4-1 evel data signals presented to the threshold | evel extraction -
circuit 808. ad\VeHowoWar Talslé 13, iwklehythe® tdcoberedt decd eEgnuer 25
portion, as WRRe, g?elélmcmgnr@ﬂsamﬁég EptéshAd vashes, tHd!rned on, a
clock rate sel ecf‘ Is preset through a cont rol |nput (center sarrpl e)
to sel ect a 18%%bel oignerated; ig 0G k Aavk¥Ry = 0 reqllesrsalidgai val ent to
128 times  akheash wEsihedghRedi thredidldWha i s sdexeebded, above is 30

1600 bps. Thed%?g%l&lx Céimlb%lg %%}e%t% 1§§Xs1% ockn 1:'hengall)e.lrator 844, as

shown in FIG pre
10 above.

The MSB output from the 4-1eve1 decoder 810 is
coupled to an input of the symbol synchronizer 812 and
provides a recovered data input generated by detecting
the zero crossings in the 4-level recovered data signal.

15 The positive level of the recovered data input represents
the two positive deviation excursions of the analog 4-
level recovered data signal above the average threshold
output signal, and the negative level represents the two
negative deviation excursions of the analog 4-level

20 recovered data signal below the average threshold output
signal.

The symbol synchronizer 812 uses a 64X clock at
102.4 KHz which is generated by frequency divider 846,
that is coupled to an input of a 32X rate selector (not

25 shown). The 32X rate selector is preferably a divider
which provides selective division by 1 or 2 to generate a
sémple clock which is thirty-two times the symbol
transmission rate. A control signal (1600/3200) is
coupled to a second input of the 32X rate selector, and

30 is used to select the sample clock rate for symbol
transmission rates of 1600 and 3200 symbols per second.
The selected sample clock is coupled to an input of 32X
data oversampler (not shown) which samples the recovered
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crystal controlled oscillator operating at 204.8 KHz (kilohertz). The

out put of t-he 128X cl ock generator 844 couples to an input of frequency
di vider 846 which 35 divides the output frequency by two to generate a 64X
clock at 102.4 KHz. The 128X clock allows the |evel detectors to
asynchronousM™P¥Et8&t in a very short period PCTAISI825768

- 14- of tinme the peak and vall ey signal anplitude val ues, and
to therefore generate the | 0 S average (A and h (Hi

threshol d out PRF2 TR gs MY gsa‘“P HeR F’Hﬁbegeod?h@ Af t er

synbol synchr smballsmnp]s%aaehcmmibbdmttohanhmmedﬂ @nidagki eagéei gnal , as
will be — degg ge@e& beldtNenblif) GAMdPldetlerltls SENAALER Buigs Omr%

control signal ectjon cl ock

center é %%
which s genePaf&aPdYy %‘fﬁﬁ) ?ﬁ%‘h"r i zdpe samale Llaghods prASE G 8. 10
The 4-1eves deoogked 3dd qmrehpnabdasf aptivcddesbysléupz circhiee (kott age

compar at of s aflogn YA, d3CQUEL1a %o genbBEOYClRUuiiabE SiAg) S coupl ed

to an input o re 8ngar%ors avin respondi ng
Wi th nor n&rPEES %Yfgﬁ%ﬂ&?ﬁ $he FRcoxsTed iptesRionthe Theresul ting
system ef f ect dvelifledclop\vics/32t hércehodid @:edteiably aroupfdowavel FSK

i nf ormati on s%ggﬁ{:epy G ikng &Qﬁae edgd Qgg{-_ (g?ge%‘%og gﬁ%&t he sec‘ond

i nput of an 8 nI)arator seco |nput arator, and
t he sdRon89PRpuR BHLse 1PuPERRTRTSH dfichhis FAtRA Pyornt AND GRES ee
conparators cetrksphadingentt kowhe tbf)\ﬂl(vlld)a—by-lGEBErcﬁ.g'euﬁ.A\lg) and hi gh

(H') threshol g auLPH Nl pulse VAL Ushed: of a synbol
decoder. The .o rr%% lg coglelrs?hen deco es t ltﬁ%s accglr%dl ng to Table
2 etec or wh:. 1s also coupled to an :anut of the divide-

by~-16/32 circuit. When the pulse coupled to the input of

15 the AND gate arrives before the generation of a count of
thirty-two by the divide-by-16/32 circuit, the output
generated by the AND gate causes the count of divide-by-
16/32 circuit to be advanced by one count in response to
the pulse which is coupled to the input of divide-by-

20 16/32 circ_uit from the data edge detector, and when the
pulse coupled to the input of the AND gate arrives after
the generation of a count of thirty-two by the divide-by-
16/32 circuit, the output generated by the AND gate
causes the count of divide-by-16/32 circuit tc be

25 retarded by one count in response to the pulse which is
coupled to the input of divide-by-16/32 circuit from the
data edge detector, thereby enabling the synchronization
of the 1X and 2X symbol clocks with the recovered data
signal. The symbol clock rates generated are best

30 understood from Table 3 below.

Input Control Rate Rate 2X 1X
Clock Input Selector | Selecto | Symbol Symbol
Divide r Clock Clock
)(Relative (SPS) Ratio Output (BPS) (BPS)
64X 1600 by 2 32X 3200 1600
64X 3200 by 1 64X 6400 3200
Table 3
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Avg

RC err]<

< RC err]
RCerr] >
1 0

Thr eshol d Qut ut H
Lo VBB LSB RCerr] < - .
RCerr] < 0 0 RC err]< RC err]
0 1 RCerr] < iishsrzi7es
V?o”fmls 1 RCerr] > RC[errR]c;Lﬁ-r RC[err] >
Table 2 5 As shown in

japle 2, when the ASCOMSE%AIAA a8l above (BHLCLE]dnd it Thakd?” al|

t hr ee threshold va ues

10

15

20

25

30

35

clocks are generated 1600, 3200 and 6400 bits per second
and are synchronized with the recovered data signal.

The 4-level binary converter 814 couples the 1X
symbol clock to a first clock input of a clock rate
selector (not shown). A 2X symbol clock is coupled to a
second clock input of the clock rate selector. The
symbol output signals (MSB, LSB) are coupled to inputs of
an input data selector (not shown). A selector signal
(21./4L) is coupled to a selector input of the clock rate
selector and the selector input of the input data
selector, and provides control of the conversion of the
symbol output signals as either 2-level FSK data, or 4-
level FSK data. When the 2-level FSK data conversion
(2L) is selected, only the MSB output is selected which
is coupled to the input of a conventional parallel to
serial converter (mot shown). The 1X clock input is
selected by clock rate selector which results in a single
bit binary data stream to be generated at the output of
the parallel to serial converter. When the 4-level FSK
data conversion (4L) is selected, both the LSB and MSB
cutputs are selected which are coupled'to the inputs of
the parallel to serial converter. The 2X clock input is
selected by clock rate selector which results in a serial
two bit binary data stream to be generated at 2X the
symbol rate, which is provided at the output of the
parallel to serial converter.

' Referring again to FIG. 8, the serial binary data
stream generated by the 4-level to binary converter 814
is coupled to inputs of a synchronization codeword
correlator 818 and a demultiplexer 820. Predetermined
"A” codeword synchronization patterns are recovered by
the controller 816 from a code memory 822 and are coupled
to an “A® codeword correlator (not shown). When the
synchronization pattern received matches one of the
predetermined “A" codeword synchronization patterns
within an acceptable margin of error, an “A” or “A-bar”
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synbol generated is 00 (MSB = 0, LSB = 0). Thereafter, as each of the
three. threshol d values is exceeded, a different synbol is generated, as
shown in the table 10 above. The MSB out put fromthe 4-1eve
decoder 810 js coupled to an input of the synmbol synchronizer glz and
provi des a r 2OREY2Y data i nput generated by detecting PCHESDRYS
crossings in the 4-level recovered data signal. 15 The positive |evel of
the recovered data input represents , positive deviation

the two

excur si ons of OPRRUENS gfngrated g dis cougled cer wansreidnsl 8t®ove t he

aver age t hr esirthkdparticiliaputAsi gnala-mxd tbéewmghisynehlronetat b esents t he
t wo negat | I &t | f éﬂﬁ! - ecovered
data signal b gﬁgﬁeﬁa%%iggéaﬁftgh{%sg f(])%?%ut 1{}9,&@@%2#8}1 € el The
synmbol synchr §5REEroB1ehg fxamg FeqdeRardat and alge deljpes phefiata .
gener at ed by biequate\oflithedmes8dde to follllat, i &s a@spbedviouslyi nput of a
32X rate Se'iﬁ%@ﬁrﬁﬂ&ﬁ.ZS shown). The 32X rate selector is preferably a
di vi der | BrOVIdQS selective division by 1 or 2 to generate a

sanpl e cl ock whi chThe $8Fiadybingrydake steeapbdialso copphedi tQiash rate. A
control signalinph606f 320 )frase codewayd édcbden GenwhownApuvhdEht he 32X rate

sel ector, and | S : I y{d0
transm ssi on F%gggé%ftﬁ%g%%gﬁdgégﬁ%mé§E%%?g?%g%&%ig%hé§h§c£9¥ﬁ§‘%glected
sanpl e cl d8k ithecEEpre PuRbex CRRRERtLF PRiRg Teceyed LvetB8npl er (not shown)
whi ch sanpl es doherbkiere8isd During sync acdaigicigmnalsuchBBy at thirty-two
sanpl es per s . e+ sSY P 852 t | of a data
edge detec¥§?Q%H%§?§H€ﬁﬁ%‘&E?%ﬁ enerateéﬁéﬁggﬁ%gﬁf %&?@%i§£§%> a
symbol edge i $PGeFEEREMET BOZ tIGRPPY RAtJERY) saupE Fircuit 848, shown

in FIG. 8, which enabled the reception of the ®“aA*

15 synchronization codewoxrd, as described above, and which
continues to be suppiied to enable processing of the
remainder of the synchronization code. The controller
816 compares the frame number currently being received
with a list of assigned frame numbers stored in code

20 memory 822. Should the currently received frame number
differ from an assigned frame numbers, the controller 816
generates a battery saving signal which is coupled to an
input of battery saver circuit 848, suspending the supply
of power to the receiver portion. The supply of power

25 will be suspended until the next frame assigned to the
receiver, at which time a battery saver signal is
generated by the controller 816 which is coupled to the
battery saving circuit 848 to enable the supply of power
to the receiver portion to enable reception of the

30 assigned frame.

A predetermined “C” codeword synchronization pattern
is recovered by the controller 816 from a code memory 822
and is coupled to a “C? codeword correlator (not shown).
When the synchronization pattern received matches the

35 predetermined “C” codeword synchronization pattern with
an acceptable margin of error, a *C” or “C-bar” output is
generated which is coupled to controller 816, The
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5 coupled to an input of a divide-by-16/32 circuit (not shown) whi ch
Is utilized to generate 1X and 2X synbol cl ocks synchronized to the .
recovered data signal. The di vi ded-by-16/32 circuit is preferably an

up/ down r., Wien the data edge detector detects a edge,
a pulseis gg’g’éﬁ%@éﬁ which is gated by an AND gate withpt%ﬁ’gp rent
count of divide-by- 16/32 circuit Cbncurrently a pulse is generated by
the data edge det

Q.. coupled to an input .of the divide-
by- 16/ 32 circBPFFEL g tﬁe Bﬁl sg %%ﬂp c?’ﬁgf’ﬁéa‘r’n‘?fht“é;a 4 {he AND gate
arrives bef or eorhelasemmovidesf *birnglifirage synchignizatine by the

di vi de- by- 16/ §@a§i:r&flitihe Td&%aogbﬁuion of @8ReEaARE. by the AND gate causes
t he count of dIVI

| i 0 be_ agdvanced unt in
response to ?)Lﬁtsaé’t\r\ﬁ %ﬁ?sa ‘f%&?‘tt EoPPRE iRt & 5%’8&7;&%‘9by- 20 .
16/ 32 circ&itbYrehet¢nnﬁnﬂkie§d§é5deﬁnﬁnaﬁingaﬁdbhwmkraﬂa;t sigpalse coupl ed
to the input Qﬁlkhetam? gaheha&éla@@ppéd %o mpuweoﬁen%ahwe%oaeﬁ count of
thirty-two by tg grvr 5§%h d? 32 crrcurt out,put gengéated by the
AND gat e BESEESTIYE gnga Vfé?BE‘TﬁQQnﬁﬁ?cP& 8 retarded
by one count Ancestpohssignglt H@Lpﬂléfe) vntﬁ @Iqtupéed to ;gupginputt oft he i nput of
di vi de- by- 16/ 3206k £4kd Jélelecbeernot éiﬂiv&x)edrﬁﬁcﬂeééﬁé&s eliRgegbyx enabl i ng

data B ondE. AnebeGoak, tRPPEY vs B BrLeeted L S16%K dfier ot ood
from Tabl e 3 beupked to thenggput of ohass genmuakor (notRghewn) 2X
1x C ock whicnl ﬂ@%refera@@.hreﬁt 8locke] 96hg cSYHESF whidwThel
Ut 1 kel e S pAAT St e wBhh A P
64X 32bQock stayt signal dgxalso coupl@d to a®2pmut of the
Table 3 15 phase generator, and is used tolhold the ring counter in

a predetermined phase until the actual decoding of the

message information is to begin. When the block start

signal releases the phase generator, it begins generating

clocked phase signals which are synchronized with the

20 incoming message symbols.

The clocked phase signal outputs are then coupled to
inputs of a phase selector 828. During operation, the
controller 816 recovers from the code memory 822, the
transmission phase number to which the financial

25 messaging unit is assigned. The phase number is
transferred to the phase select ocutput (@ Select) of the
controller 816 and is coupled to an input of phase '
selector 828. A phase clock, corresponding to the
transmission phase assigned, is provided at the output of

30 the phase selector 828 and is coupled to clock inputs of
the demultiplexer 820, block de-interleaver 824, and
address and data decoders 830 and 832, respectively. The
demultiplexer 820 is used to select the binary bits
associated with the aseigned transmission phase which are

35 then coupled to the input of block de-interleaver 824,
and clocked into the de-interleaver array on each
corresponding phase clock. In a first embodiment, the

-20-



As shown in the table above, the 1X and 2X synbol cl ocks are generated
1600,- 3200-and 6400 bits per second and are synchroni zed wth the

recovered data signal. The 4-1evel binary converter 814 couples the
1X' 5 synbol ywdapk80 a first clock input of a clock rate perabéshgr (not
shown). A 2X synbol clock is coupled to a second cl ock input o the
clock rate selector. The synbol output signals (I\/BB LSB) are coupled to

I nput s of r g( o 5&&%"”&&‘ Y- signal 10
(2L/4L) s hﬁE&hQ&"&é’r Aok 8 {3 %% Fo k rate sel ector and

S cou led . to a se| I u
the sel ector &F 8‘?"??\&*%? d&t"g mteﬁjeqaéf(?floﬁ dzess nIRRFed e8ntrol of
the conversi omesfsaghecodewcsquboIcocruEpQOnéJ,@ados oas Era.rllm:l.tit-ddavel FSK dat a,

or 4- | evgh eboKadaba pidhan thﬁeZalaeyx%eﬁ%vdat éa&PéQ/@c% as(2L) is

sel ected, only the 5 _selec | S cou to >t he I nput
of a convefti GH&l CBHPE?‘? g)tt&‘e inpRE P %%?ﬁ?@r cerreRtos h%ﬁn) Thee 1X
cl ock input i|isontroitercditl ﬂgcocdecskthetad@Edﬂcpattams:rasm&s tbn a

single bi tephi ?i‘ﬁ)ﬁn&'ﬁéﬁx&é s%?ﬁbouhﬁtge&fa %to% 1@& tHe PR, s0E20 the

parallel to seria nyerter en_the | evel data conversi on (4L)
is sel ected, BoSRCPRE taphtRf (s atd rSﬁfp‘Eﬂ%“&P@%el SRR Ay Of are
coupled to the:hlenﬂat-snbérleavddnetdpaeabl ebdewpsizr makchosnvany exf thiee 2X cl ock

input is 44 @gsggsd§9ut&:gcka§sabseaekscw f%aﬁgléf%ééadr%ﬁgauﬁgg al 25

two bit binar streamto he nerateg rate, which
i s provided at lt“f‘?é“oﬁ?pﬁ?c?ﬁt TIhBr 8F | T Yo (§e9ralt}t%ﬁ0€‘$ﬁeé
Ref erri ng agaikitt exEbGs &Sorrdntadde akcbrdimg twathe codewesmhm gener ated by

the 4-level tqdiRRLYCRBVEILE) 8%e3£aes5§ &%‘&*o%ﬁlaf:ﬁ?oﬁ 1S of a
synchroni zati on codewor,d

%) rrel.ator %p en%t | xer 820.
Pr edet er ni ned °°rresR°ngbﬂ%vﬂcﬁ %W&ﬁf‘oﬁ?i%‘f’r yiFh Sover ed by
t he controlsl er(e8%6 ,f tbham tnfodetimm rep82gentnthgnthecbupadchst ando an " A"

codewor d Corr%:le%te%re@ngélémw catiesibhe) B %&é@%‘a&emm{éw%@attern
recei ved matches qne redetérmn ewor d synchroni zati on
patterns \Hrte?(lﬁuﬁgyaéﬁgﬁ%dol Wﬁ?ﬁeo?ejéﬁ'treér mgﬂmﬁm?ﬁ & bar "
then decoded by the data decoder 832 and storxed in a
message memory 850.
20 Following the detection of an address associated
with the financial messaging unit, the message
information is coupled to the input of data decoder 832
which decodes the encoded message information into
preferably a BCD or ASCII format suitable for storage and
25 subsequent display.

Alternatively, the software based signal processor
may be replaced with a hardware equivalent signal
processor that recovers the address patterns assigned to
the financial messaging unit, and the message related

30 information. Following, or prior to detection of an
address associated with the financial messaging unit, the
message information and corresponding information
associated with the address may be stored directly in the
message memory 850. Operation in this manner allows

35 later decoding of the actual message information, e.g.,
that encoded message information that decodes into a BCD,
ASCII, or multimedia format suitable for subsequent
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output is generated and is coupled to controller 816. The particular "A"
or "A-bar" codeword synchronization pattern correl ated provides-frane-
synchroni zation to the start of the franme I D codeword, and al so defines
the data 5 bhit rate of the nmessage to follow, as was prevjousl

described. WO9R32Hhe serial binary data streamis al so cb ‘?g'z‘?ﬁs an

I nput of the frame codeword decoder (not shown) which decodes the frane
codeword and provides an indication . of 10 the franme nunber currently being
recei ved by tREeSentajan-q Hayeway, i PERECEling 4ixersitiggesutheas

foll owi ng i ni hembry emesty e structmedpdnen manmmpphatdallows the receiver
portion by bagk giaﬁéﬁe/eml%hr EHédq YhlcehBABNo £ té'xe' Rebblye 8. whi ch enabl ed

the reception, o A gnchron ation_codeword, as described above,

and whi ch ipfarmatien ta6‘ hECBLHTHA n?ol’%maélﬁflo%%%%‘?’r?&eér withi
remai nder &f the addwdssoni 24di vihoreddy., fbefwﬂtnt«altleethe difebdk conpares the
frame number g%{-sgé'af Q@s@ggéeﬁ?fé&%Qtlonu%&[}h ﬁ&n&’:irrgass' gned frame

nunbers stored ILn CoO nenpr e current recei ved frane
nunber di wéwmmﬁ%ﬁ%gg%@ﬁ%‘g ‘ﬁ%gﬁu?%%ss tRetRe MesFager 816
generates a bashery &m/,l reg coflgwatd vildenit if$ex BEH edanines the I nput of
bat t ery Saverrs_béw &a%%a% Qe@@piaemflgé e tO the

receiver portlon e surp § power. suspended unt|I t he next
frame assi @ne&"tﬂﬁ"’?ﬁ% in res 88?‘9e ° %‘(e FRPEWCET MelanBied 3 &V eE signal is
gener ated by hheecoubmmt:lsamg816ve¢nm fiieldoamd ed skt tbmprisingatt ery saving

circuit 848 tgq QL; Jﬁsuamroéewﬁhmg thd tE{Bg 186R MAleNOLL T ON TO

enabl e recept | on 0 assi %E E\ép eterm ned "C'
codewor d syncﬁ‘FBﬁﬁa‘F?‘b’i'F ef °per|a§etse58v%?°é’(f et B®@%ontrol | er 816

froma code nédenyif2er in a second memory region within the memory
15 corresponding with the codeword. The above memory

structure and operation of the de-interleaved information

nemory storage device comprising the message memory 850,

the codeword identifier 852, and the memory controller

854, are more fully discussed in the patents incorporated
20 below. .

Following the storage of the message related
information, a sensible alert signal is generated by the
controller 816. The sensible alert signal is preferably
an audible alert signal, although it will be appreciated

25 that other sensible alert signals, such as tactile alert
signals, and visual alert signals can be generated as
well. The audible alert signal is coupled by the |
controller 816 to an alert driver 834 which is used to
drive an audible alerting device, such as a speaker or a

30 transducer 836. The user can override the alert signal
generation through the use of user input controls 838 in
a manner well known in the art.

The stored message information can be recalled by
the user using the user input controls 838 whereupon the

35 controller 816 recovers the message information from
‘memory, and provides the message information to a display



and is coupled to a "C' codeword correlator (not shown). When t he
synchroni zati on pattern received matches the 35 predeterm ned "C' codeword
synchroni zation pattern with an acceptabl e margin of error a"C' or

"C-bar" output is generated which is coupled to control %% The
parti cul ar WO IMB2B8C_ par" synchroni zati on codeword corre 53 Pbvi des

"fine" frame synchronization to the start of the data portion of the
frame. .The start of the actual data portion is established 5 by
the control | 8riges #ehckenr DFFSENBRBERE A ﬁﬁ@?@" 842, (sy9k &FafP) which is
coupl ed to i npptaisplay codeword de- I nterl eaver 824 and a data recovery

timng circuit 82 oty %@é (erd desfbipt SofOUR£Ld to an input
of clock rat eése ect%’r&l(]é( %ﬁown :.n% dgg ects célther 1X 10 or 2X

synbol cl ock SYEEERS. PIRELQUS c@é&%ﬁﬁ%ﬂfbl%ﬁ@érﬁgce LR FAA%d Wo2rhe i nput:
of a phase ggnandat 8| amdtpruwwo]l previously siiscebsedbiry wefdreniced ring

Zounter whi ch | 1Gs .cgo%s eﬁso Cgegg ]':té)tgu ﬁ?%d@f‘%@&#}d%xﬂ%’e& (01-04).

bl ock st&r nal 1 u nput o phase
generator, a®f tbeuge?all?%l%lt@’-ttﬁ@ EFW@’E%(ﬁﬁﬂe@r“Sl n No. % WB&4dSer ni ned
phase until tdneiggkaabrine livigioh Mbbtiplexmmgectﬁ{r@rwl on is to begin.
e e o OBYeYhl 1qsucd G HeretRoBE R LN D"SE 790N AUeiscida DPGI IS
generating cke ase Sl are sync ron1 zed with the 20

i nconi ng Wess&@éeﬂiﬂfb’elg 11 Recel"erTﬁ%rc?*%‘"c?é’c}“ﬁhés@“ Fphasutputs are

t hen coupl ed MyltiplekBfusbordl a iplsaed selMelson @28alDurleg operation, the

control | er Jf 12%‘3%%% ?ﬁ{:{t,?f@é h‘%eﬁ.lgggé{}gr@éi’l %%%na%{ﬂ?ng Syd£&@sPessi on

phase nunber o Wi nmessagi ng _u

I S :assli gne The
phase nunber Qefuca efr ghsf iBdd -0 Sp A5 phd8 £ OBYPTRE ‘(’[‘g‘?sr] Sel ect)
of the CEYYIYioe 8i6nalllins Syettpmedes Willandoet al.phakk of

15 which are assigned to Motorola, Inc., and the teachings

of which are incorporated herein by reference thereto.
Referring to FIG. 9, a diagram shows a secure

messaging system 800 in accordance with the present

invention. : _

20 The paging terminal 102 or wireless selective call
signalling system controller, receives information
comprising a selective call message request including a
destination identifier and a secure financial transaction
message. The information is typically coupled to the

25 paging terminal 102 via a Public Switched Telephone
Network (PSTN) 912 which serves to transport the
information from a regulator 914 such as a bank, credit
card issuer or the like. The PSTN 912 may be coupled to
the paging terminal 102 and the regulator 914 using

30 conventional phone lines 910 or possibly a high speed
digital network, depending on thé information bandwidth
required for communicating financial transactions between
the regulator 914 and a plurality of one financial
messaging unit 906. Once coupled to the paging terminal

35 102, the information is formatted as one or more
selective call messages and transferred 922 to at least
one radio fregquency transmitter 904 for broadcast to at
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sel ector 828. A phase cl ock, corresponding to the transm ssi on phase
assigned, is provided at the output of 30 the phase selector 828 and is-

coupled to clock inputs of the denul tipl exer 820, block de-interleaver
824, and &3%553 and data decoders 830 and 832, respegitySdshsredne
denultipIeXQ% I's used to select the binary bits associated with the

assi gned transm ssi on phase which are 35 then coupled to the input of bl ock
de-interl eav

r 824 ..and.clocked i.nto th =interl eayer_arr on each
correspondingeﬁﬁés%p%lﬁﬁﬂ?ycﬁﬁidﬁ?ﬁﬁig%ngnggagneﬁﬁ,1?ﬁ%§e%_¥8 afly ' dHte
- 20- of a numbémnicdr comwericaidonagoes 892 bi tTher fipannizh de-
' néer' eaves ﬁleggagi?% mriidt aberwgtav;ﬁfbma@: aﬁSin@@ﬁfarda thht cofFEEA0C
codewor ds, correspondi Q_qne tran - informatiaon ck. e
de-interl eavé‘&e%%%%egg’dtd@%m%t# égeotnc“%gﬁ?%as‘fcgl e Tnpl c‘g € addr ess
correl at o5 8¥3nanhal trapsackdPh creBRIer EeoveranyentiniadeSBapht t er ns
assi gneg to Carh?QZﬁifWééﬂbcHEﬁéaﬂimm&ﬁhl epgheutilons the pat.ternsI to .
a second inpyt of the ress .Qf. n of, s -interl eave
addr ess code%éF8§nﬁgf%%§Q %%ﬁ %%ééf%f£ﬂ§an§ ?egég%%ﬁgﬁifﬁs&gggggﬁgd to the
financi al neseygbagdesdded andi sheredibYaddepfanracink flassegingrerite. g. | the
nulnber 3; ﬁJ%ist whEh Of i8e Cﬂfi&a@geiablz@e%%@i agitogdé eimadesr d structure
sel ecte the nessage informatio orr ' ' ppt i on
associ at e wi ggﬁilgﬂﬁﬁb§%915 f%Q%?QQthn%h%SE%%€?%%ﬂggggggen ing the
br oadcast anderviceeceswa asefoundvin @alSmagitgRardi P message, whi ch was

previously definegyaswipssaadiletat b6 prvakeal £6P) ché financhan decoded by
e et g pe s W Tal e BB U ileel?
messagi ng unineturhepabRsadly way of example, the secure financial
15 transaction message is received by the financial
messaging unit 906 which decodes and decrypts a content
of the secure financial transaction message that may
represent a cash value token, credit, or debit amount.
This message content is then stored by the financial
20 messaging unit 906 pending confirmation of receipt and a
subsequent release of funds or authorization of credit by
the regulator. If the financial transaction value is
high, the regulator will typically require an
acknowledgment from the financial messaging unit 906
" 25 before the received token based funds are activated, or
before a credit or debit transaction is allowed.
Hoﬁever, if the financial transaction value is low, the
regulator may not require an acknowledgment from the
financial messaging unit 906 before the received token
30 based funds are activated, or before a credit or debit
transaction is allowed. 1In case of a low value
transaction, the financial messaging unit 806 may only be
required to reconcile its fund or credit capacity one a
day, or week.
35 The secure nessaging system illustrated in FIG. 9
allows wireless return or origination of secure financial
transaction messages using a reverse or inbound channel
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information is coupled to the input of data decoder 832 whi ch decodes

t he encoded tmessage information into preferably a BCD or ASCI | format
suitable for storage and 25 subsequent display. Al ternatively, the
sof tware basedy§ % 9{ processor may be replaced with a hardware

equi val ent si gha processor that recovers the address pgﬂ’gﬁ?{‘gsﬁgm gned
to the financial nessagi ng un|t and the nessage related 30

i nformati on. FQllow n ar . pr.i det ection of an address associ at ed
with the finan F&elﬁﬁgs‘a ‘%ﬁs efgeceiver sites 908 or Mhasensihes

cor respondi ng iaﬁeommcehly mor@s@easat@chtmthh bhtbadit eadadeysbe stored

directly in theires 583SaecdRHY Y8k 1 gb&:@? ézfataﬂicsenﬁ%[‘ﬂe[ all ous 3
I on . al encode

| at er decodi ng of the actual e_| nf orrra

nessage i nf or rré%ad'"ﬁ ?ﬁﬁ%S%%%??gé tﬁ%t propnsipl mess?@é}q unit BAftanedi a

format suit &bl sionifiebsblyieinferior to that of a dedicated radio -21-

presentati on. ﬁi‘@&@éﬁ&y b&‘sé)esftaQ&thQn&“vh%‘ét a§é9f§;9£}]m&ﬁ% sHEQOTY MUSI be
| pla

structured in ficient cenent of

nn
t he message Eb"?or %P?o l?ﬁd; 58r F’é@p‘?ﬁtﬂhl”rg Fnﬁ‘oﬁﬁﬁl’r%ﬂawéé*ﬁ%% with 5
the address. Auditt PORai$ ykento toasi hinium,t réetidimrta moreskeyogenid nessage

i nformation an%&@@gggpg&&l_{_&w with tﬁgq;ﬂ}té gadgés% . g‘ Wt Dofhe address

in the nessage a_.codewor entifier eéxam nes the

recei ved co aem&e@“t"ﬁlﬁgsgg‘ﬁ“ VS icaheCPRSRtone Fot @t Eert finasgdadrd in
response to thé&rengenbiondeaiusigasgbank onishdrawals A Gfosi®spr csedc a vect or

field and a Setca%nﬁéirﬁéﬂﬁbaor  pRiERSAde. fhgbden tiﬁltygettﬁrenkg%ﬁgethe type

i dentifier, - mepory contr 854_oper at es re th
identifier i n PeSERTHBI nBHHTSP r’@g?ﬁ?\prﬁq t’ﬁ°n ACRYRGASS Lower Power

financial messaging unit 906 devices that might include

15 additional means for implementing the return or
origination of secure financial transaction messages
using a reverse or inbound channel that is accessed at a
point of sale 916 or at a bank 914. In these cases, the
lower power financial messaging unit 906 could include an

20 infrared or laser optical port, low power proximate
magnetic inductive or electric capacitive port, or
possibly an ultrasonic or audio band acoustic transducer
port, all of which could couple signals between the lower
power financial messaging unit 906 and a device such as a

25 point of sale terminal, automated teller machlne, or the
like. .

Several cryptographic methods are suitable for use
with the present invention. The following definitions
are useful in understanding the terminology associated

30 with cryptography as applied to wired or wireless
communications. ,

Certificate - Certificates are digital documents
attesting to the binding of a public key to an individual
or other entity. Certificates are issued by a

35 Certification Authority (CA), which can be any trusted
central administration willing to vouch for the
identities of those to whom it issues certificates. A

.25.



15 corresponding wi th the codeword. The above nmenory structure and
operation of the de-interleaved information nmenory storage device
conprising the nmessage nenory 850, the codeword identifier 852, and the
menory contr 854, are nore fully discussed in the ﬁﬁh
|ncorporatedaEE§%fﬁﬁom1 Fol I owi ng the storage of F ﬁggggge

rel ated I nformation, a sensible alert signal is generated by t he

controller 816 T nS|bIe al er n e Qudi bl e
alert signal,® @% Swrt T eeé g%ﬁ?‘e% gbeﬁ%% %ﬁ@ tﬁe? senS| ble alert
si gnal s, suchk%s nlat@t |°|téleal tdentifyiqigyiafermahioni RiMdingeEhe s¥8f¥al s can be
gener at ed as to tHElY publecanei bl eysdrey tpresgﬂal théir eepcedibyté o

controller 816 to an alert drive an audi bl e
al erting devi RERe% BPLL ] € 4 pe lﬁéer?lg%fe a Ogﬁggﬁkﬁﬁcer %é‘r ei/ﬁ%er can -
override the keyst signal generation through the use of user input
controls 838 in cvﬁfiﬂﬁﬂﬂihl!ﬁ}J-lﬁ%@Mtéd&lthefakéeplng informdbiormst or ed

nmessage infornatio n recal l.ed h er input
control s 838 §RETEY p‘fﬁ? lB%“%oﬁ?s%)%el}o % rg‘elg%(\%lr %% tsrngg f'é P

i nf or mati on fEanldentngﬁyﬁy ian31%¢dmeﬁﬁﬁfe@h§°né§sﬁﬁﬁ¥QQ¥fornat|on to a

di spl ay Cryptographic Protocol - A dddtributed algorithmdri ver 840

;gélfrgﬁe?éatﬂsgb?%%gﬁglSpé%éegéét?%ﬁg pQQC1se%é§%§£rg%&bgsfy dlscussed
in reference aotioss. rqsuxzedsof7be9d°¥;mQﬁﬁjeBFé E%Itﬁwﬁﬁh¥ﬁﬂ§l? di scussed
in reference gpecific security objective.

Data Integrity - The assurance that information has
not been altered by unauthorized or unknown means.

15 Decryption - The process.of transforming encrypted
information (cipher text) into plain text.

DES (Data Encryption Standard) - A symmetric
encryption cipher defined and endorsed by the U.S.
government as an official standard. It is the most well-

20 known and widely used cryptosystem in the world.

pDiffie-Hellman - The Diffie-Hellman key agreement
protocol provided the first practical solution to the key
distribution problem by allowing parties to securely
establish a shared secret key over an open channel. The

25 security is based on the discrete log problem.

Digital Signature - A data string which associations
a message (in digital form) with the originating entity.
This cryptographic primitive is used to provide
authentication, data integrity and non-repudiation.

20 Discrete Log Problem - The requirement to find the
exponent x in the formula y=¢" mod p. The discrete log
problem is believed to be difficult and the hard

" direction of a one-way function.

Elliptic Curve Cryptosystem (ECC) - A public-key

35 cryptosystem based on the discrete logarithm problem over
elliptic curves. ECC provides the highest strength-per-
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to FIGs. 3, 4 and 5 may be nore fully understood in view of the
followng United States Patents: No. 5,168, 493 entitled Tirre Di vi si on

Ml tipl exed Sel ect ive Call Systeni issued to Nelson et al.
5,371, 737 ent gﬁaé "Sel ective Call Receiver For Recei VI %\gﬁ fhphase
Mul ti pl exed SI i'ssued to Nelson et al., No. 5, 128, 6 £

"Selective Call Signalling Systent to DeLuca et al., and No 5, 325, 088

“entitled "Syn ronos S ect al li S WLlard et al.
all of 15 Whl% A5 c ¥3‘f/ﬁ%ro F‘,ng}(l?%e\%l% h’%etg ‘i‘ﬂ’gs of

which are i ncosWh%!é@%érhebﬁ ?@#@F@%éc’t pEher systems. Referring to

FIG 9, a diagram spquesioaCul the pro®RESAQIENgranstemiNOplaincedtlance

N ine Preseil g Ukl z0f deonesachiTRE0LG: [ GLiYagl 102 of Wi rel ess

sel ective call tem-con ei'ves- i nformation
conprising & sel ect®uted g |Au §é§%°*%%w‘e§?le| serreberptdon ofdehei nat i on
i dentifier andjgesecty wof ianaretatyt (@PACta parson, MEFEEAREalThe i nfornation

lI'ZI te%ﬁloﬁgl |y cougl ed. toﬁ%‘% ngﬁﬁép%é&{l@a&a{ 81%%) Vc':a%daggpbl éé:c%wl t ched

I ch Serves ranspor
i nformation from a Pagedzming -9Thesach ek sa)ll;gﬁkngca@dﬁr;teger éake 3 ssuer ‘or

the |ike. The E&I’\b@ls?mmequn@egefednﬁibh whteaem@ﬁ@iﬁnéaewgaehezlw and

the regul ator 914 using 30, nyen t i onal one line Slb| a high
speed d® gi %Sfmn’é}ﬂﬁo??g eﬁia %elf)n t% 1ﬁf% Q%, 5Qc ?ﬁm‘y
required for coﬁnﬁnrgatm‘vgﬂef inyaEperal transactions bet ween t he regul at or
914 and a plurali tyzﬁi'oﬁﬁwcidm@aeu&kcy FudtREOME DOTHE I grdddBsenee coupl ed

to the paglngtermn 3 tt&e |$for w&él c{lorrna‘;ltded as one or nore
selective call © St% aﬁﬁit ig5rE % RS one radio
f requency transmfpmutgm feurityagensicess airlso known as security
- 23- 15 primitives.
Information Saecurity Services - The purpose of
utilizing information security functions. Services
include privacy or confidentiality, authentication, data
integrity and non-repudiation.

20 Key - A value in the form of a data string used by
information security functions to perform cryptographic
computations.

Rey Agreement - A key establishment technigue in
which a shared secret is derived by two or more parties

25 as a function or information contributed by, or
associated with, each of these such that no party can
predetermine the resulting value.

Key Establishment - Any process whereby a shared
secret key becomes available to two or more parties, for

30 subsequent cryptographic use.

Key Managémenc - The set of processes and mechanisms
which support key establishment and the maintenance of
ongoing keying relationships between parties.

Key Pair - The public key and private key of a user

3 or entity in a public-key cryptosystem. Keys in a key
pair are mathematically related by a hard one-way
function.
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| east one financial nessaging unit 906 | ocated in any one of a nunber of

communi cati on zones 902. The fi nanci al messagi ng unit 906 may include an
i nterface that couples unencrypted or encrypted information such as the
secure 5 financial transaction nessage to a conventional Smart Card 920
for effecti ng™O®PPAci al transaction. Al ternatively, theTEE0Y3s268
financial transaction nessage may be decoded and stored by the financial
messagi ng unit 906 when the financial nmessaging unit 906 includes 10

capabi lities, e.g., KexsBrargrprind PckewPatsdlishnentdivechniquerwhiezss, such
as f?und in a R baCaylchdbbes or gchen;r:mr %ﬁ%ﬁ@é’@is!ebkgtiﬁamé)fﬂn@?d for
the financia nmessaging unit . using.either_a wired ot a wreless
return path. By e\ﬁ§§e§¥ %(%I?rsp#eer,s tlge@ge%ber g)ts Fhanet °f5pafgé?1§°act i on

message i s recei vedMegsagie Authantigrtion n¥bsagb¥rphariationeofititeh decodes

and decryptg aseRRcenbf infd¥mdtienseglée KdoRNgs adadd dr$gehiPn nessage t hat
may representt ash,_val ue token, credit, or debit anount. Thi s

a
nmessage cont ent®Y} %‘eflﬁéﬁa% Bted by the financial 20 nessaging unit 906
pendi ng confirmati oegbage Authentigation Codeh{MaCknt A brehsfungtifomnds or

ault hori zati onh%%eheﬁhvobves a éelaﬁ'_eﬁfﬂé&,a?di&”dl- lpi:évicfé%_ ldaRansi-fgidaiansaction
value is [ t he regul at Jtypically requjre.an

acknow edgnent &W?ﬁﬁagﬁ%na@%%slsﬁ%?%&%am t%é}%lsbﬁ}%‘?e t he

recei ved t oRen nefesdefiuhesasira trenseatien aythenti¢atfione cader ediqredm debi t
transaction is gkkawife may ddHMRMEN atifeddte chenengislctibagsact i on val ue is
| ow, the regul ator ma t, yequi an_ackpow ed nt fromt .
financi al nmessagi ngh%ﬁrf%'ffg%te Or e %ﬁ% %reeé'«?f‘géant%%gﬁ"essenbé\ie%ef unds are
activated, or lrafeyreus cemmitmentsjeli actions.r Horaxenusiiatdonl i9wed. I n case
of a | ow val ue agchietreanastid Aigilthe &igankirak, Messaging unit 906 may only
be requjred to reconcile its_fund or.credit capacity one a day, or
week. 35 fe The sEEaVe ﬁe‘gesva_gi r%l g ltcl]joe i ?(ngfjfsjl‘?e. ilr’iT l’—'FG?haQt key al | ows
wirel ess returrmnoe sevgpasr (wH Y isebeld by fhacindividualr gntikey iadd nessages
using a rever sgellerl Reoaledhamtelis preferable to embed the private - 24-

key in a hardware platform as a measure to keep it hidden

from unauthorized parties. :

20 Public Key - In a public key system, it is that key
in a key pair which is made public.

Public~Rey Cryptography- A cryptographic system that .
uses different keys for encryption (e) and decryption
{(d), where (e) and (d) are mathematically linked. It is

25 computationally infeasible to determine (d) from (e).
Therefore, this system allows the distribution of the
public key while keeping the private key secret. Public-
key cryptography is the most important advancement in the
field of cryptography in the'last 2000 years.

30 RSA - A widely used public-key cryptosystem, named
after its inventors R. Rivest, A. Shamir, and L. Adleman.
The security of RSA is based on the intractability of the
integer factorization problem.

Symmetric-Key Encryption - A cryptosystem in which

35 for each associated encryption/decryption key pair,

{(e,d), it is computationally easy to determine 4 knowing
only e, and to determine e from 4. In most practical
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received by distributed receiver sites 908. These sites are typically
nore dense that the outbound broadcast sites 904 since the transmtter
power and ant enna characteristics of the financial messaging unit 906
are 5 signifweansiysinferior to that of a dedicated radio perakiSRRGNCY
base station and wide area transmtter site 904. Thus, the size and

wei ght of a financial nessaging unit 906 is kept to a m ni mum vyi el di ng

a nore ergonorg}gmetrlgokg bbfc ARV i W Pgmgge yal lﬁt%?l@%ﬁ functéog of not

10 requiring afh sical coppecfion 10e Fifanc a 2% ons
such as bank W& & eHELOLen fo Bylk encrypfipmefnats, theyur chases.
Al ternativel y pedee ssgnifécant s smgiaggmeyst probEenislaCoad eb@eacrp/modat e

lover power  gurfddianelaby rrgﬁéalg_{ﬂ deuﬂge& g?gtgﬁ:éu%so%%ngl?ggh nd clude 15

addi ti onal neans for | Ierren retu secure .

financi al t& anrsh& i¥FE s’éagE%ke : RotRgeaof othes sller@rflltﬁbeﬁnaaéhannel t hat
is accessed at a AsypoiesriotKey|RnXjptdonat za&)@ﬁto%%teh\nlhhmlgases

t he | oner fawer. | include an. 20
infrared or |aser gr?tl BQFE&???@%%%EE%?%%% n kexa ﬁéffcw*%ductl ve
or electric ca‘fﬁ&@fflﬁg\/étﬁﬁ?&h re-g-., ﬁo§§P§ 9rd?mlq§ya%np§eér imudi o band
acoustic transsiilostions pequiriad lesswhiechriow) dieilieplac 1ohgaal Bepeiseen the
| over RPVeEedd D8NGl Bha PESSAU IhiAANG 306, A00 AdlGUiGe SHENAS A 25

poi nt of sale term ngl,_ autonate Ine, or th
Several crypt oﬁf“ﬁ"pﬁ’ﬁr&cﬁﬁﬁﬁoﬁ%‘:%’s‘m Sy5tems orawetnc\/visyﬁtm Rﬂ%ent
i nventi on. Thes:lfg:i:]ﬁl\mang Kef imardagerent prabEext@ef ul i n understanding the

t er m nol ogy associ a&&ﬁﬁ@a%&ﬁ crﬁg% rt (?f %Eﬁe% 84 50 ¥\1/| ed or wireless
| S

conmuni cat i ons, ficate - are=digi a? docunent s
attesting to tq‘i'r:gllﬁa&dlsl’fgnﬁw’ﬁe'plfd?q chespfore An isnfiifivdesl a messagei her
entity. Cergificaturheatdéclssued by a 35 Certification Authority (CA), which

can be any trustedone following examples illustrate systems that may

be used to implement a secure messaging system in
accordance with the present invention.
Using ECC Algorithms, a secure signature with hash
20 1is generated based on the following information:

P is a generating point on the curve and has order n.
H is a secure hash algorithm such as SHA-1.

M is a bit string to be signed by an entity A
25 A has a private key a and a public key Y,= aP.



central admnistration willing to vouch for the identities of those to
whom it issues certificates. A - 25--
certificate is created when a CA signs a user's public key plus other

identifying i gbRbAaBid on, binding the user to their public K ers
present their cerlgilaflcate to other users to denonstrate TH¥ é@égﬁ ty of

their public 5 keys. Confidentiality - The result of keeping

i nformation Té?‘g‘érn"et.:aEEO ald; u&gos&% %rgoagtggr I%,Qsaﬁ;i Q see it.

Confidentiality i's alsor erred to as pri g§Faphi c

Protocol - A disthi butgghledar Lt AMMO (g ggd}me equence of steps

preci sely speci fylzng @Qgerateagtf n{qgllélegg nore entities to
achi eve a speC|f3 Gigfitle RY= ecty Data Integrity - The
or

assurance that in NSt o agq_tm ég_ al tered by unauthorized or )
unknown neans. 155 ContdeY t|o process of transform ng encrypted
|nformat|on(C|phr t& |no alnte>é1 DES (Data Encryption
Standard) - A sy ,%h i [C'I ép{l 0, ﬁher defined and endorsed by the
U. S. ggyer nnedt as af ' GPAIEFa*St%n@drd. 1t is the nost well- 20" known

and w dely used cryptosystemin the world. Diffie-Hell man - The
Diffie-Hell man key SdgFechentke is geppuked indspeddenthe df rdte practi cal

solution to theest@ge M it Ghulid el phepESithIBd Brabl oVb NG LAKG §S 1O

securely ?ﬁﬂ .8 dﬂ?&q_?e t 2y, Qver .an_o en c annel . The 25
security is base °§ the" crete ﬁ%g bﬁég In this C@ F:Signature -
A data string ®8 é’r’rm&s%c]l‘%ﬁhm geneﬁa%@g@@dpmnnm dls ftekeh woth t he
origi nating erteé tegligibIdiin CoyPaedsen it btieti ¥SedSeibiRd t0 provide

performed. Finally, pbre-computation of certain functions

may be performed to speed up the computation of kP in

step (3).

Any entity B can verify A’s signature (r,s) on M by
20 performing the following steps:

1. Obtain A’'s public key Y, = aP.

Compute u = SP

Compute V= rYa

Compute u+v = (x’,y’)

Convert X’ to an integer.

Compute e’ = r - x’' mod n.

Compute e = H(M) and verify that e’ = e.

25

~Noms LY

30 The following exa.mplé illustrates encryption using
an elliptic curve encryption scheme. Assume that Entity
A has a private key a and public key Ya = aP where P is a
generating point. Entity B encrypts bit string M to
entity A using the following procedure:

1. obtains A’s public key Y,
generates random integer k.,
computes R = kP.

computes S = kY, = (x,y)
computes ci = my « £;(x).

sends (R,¢, .. ;) to A.

40

v W
www W

Where f,(x) = SHA-1 (x||0) and f£;(x) = SHA-1(f;.
1(x) [ x| | i)



aut hentication, data integrity and non-repudi ation. 30 Di screte Log
Problem - The requirenent to find the exponent x in the formul a
[err]=g[err] nod p. The discrete |og problemis believed to be
difficult an rd direction of a one-way functiong

Ellptic curvgv %Btggsystem (ECC) - A public-key 35 crypt osys /us9 gggd on
the discrete | ogarithm problem over elliptic curves. ECC prOV|des t he

hi ghest strength- P&R :
geye%ga%ivelyél Ilgva%A ?ﬂrepmgle:ag?yrruc ﬁ"sed' g&ﬁl er

bit of any public-
publ i c- keys cdPgarudng %?Hb"r 1ons: BRe. “pertinent: Encryption - The process of

transformng plain text |nEo ci pher text for confidentiality or privacy.
5 Entity AuBhht FR&MOGMIYSThe corroboratjon of the identity of an
entity (e.§., a pBri®nthe BFaars key 3R $hgi RYPLAR exnoneptt Eect er ni nal ,

Smart Card 920 eF@t}tY A. Factoring - The act of splitting an |nteger
into a set of Msial2 @iy stedegstoubeisionddn nultiplied together, 10 form
the original integer. RSA is based on the factoring of large prine
nunber s. Af RERBS ] e theeul st yerleratiedoBg Entdite, A @sesses of .
encryption, anqsq_ghgal si gnatures which provide - information security
servi ces. %hown - as security 15 primtives. I nformati on

Security SerV| cesy- W@pﬂse 2l , anUE.h{:é_Zyé g_ l<3f @RORtj 0N security

functions. Servicgs ﬁJ or con entiality, authentication,
dat a |ntegr|tg acrj@be Slghggg atlon 20 Key - A value in the form

of a data riati ‘on security functions to perform

I%[I’I ng dse
crypt ograpni c . . . .
RSA signing as described above creates digital

signatures with appendix. .In contrast tc the ECC signing
discussed previously, no pre-computation is possible when
using RSA. Note that the signing requires one
20 exponentation by the private exponent d.
Entity B can verify A‘s signature S on M using the
following procedure:

-

Obtain A’s publlc exponent e and modulus n.
Compute m* = g® mod n.

Compute m = H(M).

Verify that m* = m

25

-

> W P

In RSA verification, one exponentation by the public

30 exponent e is required. e is preferably selected to be
64 random bits. Similarly, for RSA encryption, one
exponentation is required with a public exponent and the
public exponent should be at least 64 bits long for
minimum security.

35 In view of the preceding discussion, the remainder
of the secure messaging system is described with
reference.to FIGs. 10-16.

Referring to FIG. 10, the illustration shows a high
level block diagram of a financial messaging unit 906 in

40 accordance with the preferred embodiment of the present
invention.
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conput at i ons. Key Agreenent - A key establishnent technique in

whi ch a shared secret is derived by two or nore parties 25 as a function.or
i nformati on contributed by, or associated with, each of these such that
no party can 099 rgdeternlne the resulting val ue. céﬁ

Est abl i shmen?'% ﬁny process whereby a shared secret key cones
available to two or nor e partles for 30 subsequent cryptographlc use.

Key Management - e set Q nd ani s h support key
est abl i shnent and He SRS ﬁ%’&% % oér%o? @?%é“ersélag P8nshi ps
bet ween partiusit 906 is a Reyvpamonalrr:@qwlgl ﬁeVi(eey &t SpeirtaCardey of a

user 35 or enbibYycodbthdtilhi ﬁskgﬁoﬁﬁ)’m Gsist QU‘ Vi‘fé/xse' % $heléB¥nical Pair are
mat hermat i cal |

rel ated b a
-27- $1of" ahd St%é% $ gﬁ%ﬁg ?ar&/ﬁc’i’é‘ﬁcggfa%‘f? JRFEFPOraERRi que wher e
one party B&rednte the maging devipess rRousingceet that e Smadt CasdcIz®l y

transfers it tanthe méarteaaahfooeh@as&dﬁ% in a mandé}S33@e Authentication
- The corroborat|0{| %é (fﬁ' e sour ce of ornati o al so kngown as data
teagg gtectr

ori gi nal a§EhaR tca c%%ascatg SRIERR e £at5h 2egqEhe MAC).
hash functi onpagenhéléctinondloses Altexnativedy, the ¢lentmbedcdata ori gi naI

aut hent i cat Oﬁeéﬁﬂré@t@b |1|ﬂp§.§fn|eh¥ ameaw@ah:a 8060210 dRfely bed to as a
one transdls | Seeoratéd ' SRotSRe plBELS duyice® SfCBRE Hadta R oma "deni al
of previ ousswnhﬂmm@lGﬁsamahsCa%m vpueless ATM.s achi eved usi ng
digital signaturespperationally, the incoming signal is captured by
the antenna 802 coupled to the receiver 804 which detects
and demodulates the signal, récovering any information as
15 previously discussed with reference to FIG. 8.
Alternatively, the financial messaging unit 906 contains
a low power reverse channel transmitter 1034, power
switch 1032, and transmit antenna 1030 for either
responding to an outbound channel query or generating an
20 inbound channel reguest. Instead of the portable
transmitter 1034 (e.g., a low power radio frequency
device) and its associated components, the altermative
transmission block 1036 may contain either uni- or bi-
directional communication transducers. Examples of such
- 25 transducers are optical devices like lasers or light
emitting diodes (LED), extremely low power magnetic field
inductive or electric field capacitive structures (e.g.,
coils, transmission lines), or possibly acoustic
transducers in the audio or ultrasonic range.
30 An input/output (I/0) switch 1002 serves to direct
the incoming or outgoing'radio frequency (RF) energy
between the RF receiver 804, RF transmitter 1030 and a
selective call decoder 1004. The selective call decoder
1004 comprises a processing unit 1006, and its associated
35 random access memory {(RAM) 1008, read-only memory (ROM)
1010, and universal input/output (I/0) module 1012. The
primary function of the selective call decoder 1004 is to

-32.
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15 Private Key - In a public-key system it is that key in a key
pair which-is held by the individual entity and never revealed. It is
preferable to enbed the private key in a hardware platformas a neasure

to keep it hi f rom unaut hori zed parties. 20 Public Key - In a
public key syg‘?g%”ﬁst I's that key in a key pair which i"?qﬁlég*’é”i blic.
Publ i c- Key Cryptography- A cryptographic systemthat uses different
keys for encryptio e nd decryption., (d),, wher.e (e) and, (d) are

mat hemat i cal | ?t?erﬁl}e&’}q gelcgg%n)(g &t Sgﬁ\l*%P\Agénf"é‘ag?'g‘%l}H‘%et er ni ne
(d) from (el. intendest dfoor geceipt by dthemfihbnetal resdagingbunitowosf. t he

public key W“!Afté&%?éﬂi%lweiﬁréVzﬁlv?a&k%piﬁﬁéﬁéqti%ﬁblthﬁt inclx}‘c(f?é
cryptography is, the nost mgortant advancenent j.n thg fre gﬁxf
crypt ography i FP% HPYRRRL GEYSERR Fanfiel transpidier R1QLK193q, dhe
publ i c- key &£r ypebagtsiamcadangdcoder ¥ maysal sy dhunotdoR. afkiaest, A

Shamr, and L..Adl&dBto genethfe Sdlddiival PodudstPazeHeLBadd to
intractability of the or g\&gger factorizatjon
][ﬁF & “¢r

rQhl em
Symmet ri c- Key BRrFRAY yPtYE st &h Pﬁhﬁﬁi‘g'h'qéﬁ‘ef §YsESRhinRtsoci at ed
encrypti on/ decshgimon key pair, (e,d), it is conputationally easy to
determne d know ngrn thi@Nb¥reicedh tGndehehRhEEE fehRMkEM imm%s,
practi cal symetric-k encr p&l n schemast e=d. Al though
symetric- 19 sOREEH:S é}seaePFPQF%m‘%/]o"r%ﬁﬁ?ik 8?13& 9Ty (BRO¥LOF Fhey
pose si gnifi caBle&eyicediayErasabhbe ok agrammabhs cRprehtiOnly Memsyymetri c- key

and public-key gyst@ffF ¥ enal 1¢Re COMUINCAI10kE FrotihfihlOok 2k advant age
of the benefits of each. roé%t lon - A cryptosystem

in which  fof %%&Wﬁo?ﬁ%e@‘%mﬁiﬁrlgﬁﬁgg%?%fﬁ egRONALNgG Figh:
varyi ng strengahpredeterminedofinanéisl mypnsactienl iype orsmulaiplans
requiring hessysequdiddectiveecall OiRfedsrY ESrdlspgbtidnyNwithUat i ons
requiTing gre%éf&réf?%&Igflprége@ggmined financial transaction types
into the financial messaging unit 906. These addresses
can be conventional selective call addresses, or they can
be specialized secure selective call addresses. In any
20 case, each unique address may represent financial
transaction types like a cash load request, a fund
transfer request, a credit request, or the like. This
flexibility allows an issuer, regulator, bank, or user to
easily configure the characteristics associated with one
25 or more selective call addresses activated in the
financial messaging unit 906 using such vehicles as
conventional contact based or over the air programming of
the ROM 1010. Moreover, as one or more addresses are
selected and programmed for financial transaction
80 capability, the financial messaging unit 906
automatically configures its associated RAM 1008 and I/O
1012 capability to accommodate the features needed to
support functions historically associated with cash,
debit, and credit transactions.
35 Additionally, the financial messaging unit 906
comprises a secure decoding or Smart Card function module
1014 that serves as a second financial transaction
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symmetric-key encryption systens, asymetric systehs pose significant

key managenent probl ens. verification - The process of confirm ng.
that a  digital signature, and therefore an entity or a nessage, 15 is
aut henti c. The foll ow ng exanples illustrate systens that nm be
used to inpl eMBR18ecure nessagi ng systemin accordancWﬁg?f”t’f‘%
present invention. Usi ng ECC Al gorithns, a secure signature with
hash 20 is generated based on the follow ng information: Pis a

generating poi mrogesshs.cUPhis Meduigscorpreises control lggis 303&cre hash
al gori thm such yas:<8H8- éntry devidd 1918, bi tssduriiBg E6aderoicgssdrby an entity
A25 A has Ry TNALe e @nf1823, PHOLLGKEYrXb ekl 1P read only
memory (PROM) 1024, and a Smart Card input/output (I/0)
5 module 1026.

Certain financial groups have proposed standards for
effecting end-to-end transaction security in the land-
line wired environment. The standards proposed for
securing electronic financial transactions are based on a

10 peer-to-peer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a
value amount and an authentication code. The secure
transaction is communicated to a requesting party via a

i5 device such as an Automatic Teller Machine (ATM). In
order to establish and comp;ete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,
enters an identification code, and requests a value to be
placed in the Smart Card 920. The transaction processing

20 system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance, credit
availability, etc.) and either completes or denies the
transaction.

Accordingly, in view of the above requirements, the

25 control logic 1016 operates to govern operation of the
components associated with the Smart Card function module
1014 to implement and maintain end-to-end security in a
secure financial transaction message. The control logic
1016 insures that any contents associated with the secure

30 financial transaction message are kept in their encrypted
state from a regulator 914 until they are actually
decrypted by the Smart Card function module 1014 or an
associated Smart Card 920. Therefore, sensitive
information such as a private encryption key, cash load

35 values, credit or bank account numbers, or the like, are
stored in the secure PROM 1024. Similarly, the secure
ROM 1022 may store processing routines that decrypt and
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To generate the signature, Entity A does the foll ow ng: 1. Conpute

e =H((M (e is an integer) 2. Cenerate a randominteger k 5

3. Compute R = kP = (x,Y) 4. Convert x to an-integer. 5.
Conpute r = Xy, n 6. Conpute s = k- ar nod n. 7. The
signature is (:dsgﬁéﬁ% Since R = kp is conputed indé’ﬁgﬂ{fﬁﬁsw of

t he nmessage Mit could be pre-conputed prior to signing M whi ch
occurs in step n 1.1 hi rocedur.e the tinme to_hash and
generate a ran%g%%gbg#?%n#&@nngh%gﬁg%w%"@ﬁe@ fhe SRaEENEaFd son with
ot her oper at i ofdnctiopepedile 044 aaf| § regwlakmp $ldt i verchanerass,n

functions ey ahethetf smawed daraspeed up the conputation of kP in
perorm ng the fol | oAb ettdde i) HUALY fods BRRE W Cubercdacy V1ot o] -
aP. 52, indkpate § caslp load requgst Cpprh &r¥insp¥gidh, credit Conpute

utv = (x',y') transactBonCoswaiHe 1ike0 afypideA¥, a user mibht QHEUf e € =
r - x' nod n. a reauest: gﬁﬁ)l%t%‘e?’ :3]';&“/9 anéi Ve“ftg.vtaggﬁ e” =¢ . 30
The fol | owi ng ExANPre I st at s enerypt T ofP1fs A§ ERFOIRIEBur ve
encryption sché@vicgssankoudhnsepsitiye devirdale .a@.priseaeenkey madind public
key Ya  aP wheieobhes aonvem‘gmltea_athnen@@ {jﬁevi@ét.gt YnBtﬁQCﬁiié)é%tgu aﬂ] ; i ng
X s publ i o Pey SPeHE;0, '8 %dd, Wl BARESE A entactton paged i 3. B
conput es R = kpnformation foe FoBwpicated witdy[the [finafixia) messaging
unit 906, stored in the financial messaging unit 906 for
later transfer to the Smart Card 920, or passed directly
to the Smart Card 920. In this way, the financial
15 messaging unit 906 acts like a portable Automatic Teller
Machine (ATM), allowing a user to effect financial
transactions without actually visiting a physical ATM.
In the case where the financial messaging unit 906
acts like a portable ATM with origination capability, the
20 Smart Card function module 1014 operates as a second
secure message generator coupled to the financial
messaging unit to create a financial transaction request.
Once created, a portable transmitter 1034 coupled to the
secure message generator operates to broadcast the
25 financial transaction request to a selective call massage
processor 1104. A receiver 1204 coupled to the selective
call message processer 1104 operates to receive and
couple the financial transaction request to the selective
call message processor 1104. In this way, the financial
30 messaging unit 906 can perform financial transactions
without requiring a physical connection to a land-line
hard wired network or PSTN.
With regard to the implementation of a radio
frequency enabled reverse channel financial messaging
35 unit 906 as discussed herein, the invention preferably
operates using the Motorola ReFlex™ 2-way wireless paging
system infrastructure and protocol which is described in
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40 5. B conputes c[err] = n{err] flerr](x). 6. B sends

(R c[err] ... c[err]) to A Where fo(x) = SHA-1 (x[err]) and
f[err](x) = SHA-1 (f[err]- 1(X) [err] x[err]i)

Al ternatively, if RSA cryptography |s t he
foIIovm ng def VRPPP B are pertinent: nis the modulf§d n}’sgsas'zss dis
the private key and the public exponent for entity A Mis a

bit string to he_si A Si naturels enerated by Entity A
as 10 fol I ows: 88:218"5 theoéﬁﬁﬁ?‘@‘?ﬁ-%s ‘rﬁeé’é‘%epéss t han n.
2. Conpute s =appéiejtionl number 08/1B1,243. sfghedma:dn&rsé. 15993 by RSA

ISI gni ng astdfsgriﬁpesna@@\ea .Chaaat €§tﬁécg"¢bﬁz|th8d Aﬁ%iﬁ%as%&@ a|0|oend|t xt
2 possi bre vnansattegd 3 ginspires B 3 RaBLE Gommmiatiohs one 20
exponent ati &n Systee” pri vt pasgpbnagplitation numberrS/898B2%4an Sidrdd y A' s
signature S onyNiUfi 319 i9s by A§g£§9vgg1glprgﬁ§dﬁﬁed "Method landPtain A's
public exponen% Sa%gtus é%r %ptlmlgghg Reéélverngynéironlzatlagnu1gPd n
Radio Communication System”; U.S. patent number 5,521,926
issued May 28, 1996 to Ayverst et al. and titled “Method
10 And Apparatus for Improved Message Reception at a Fixed
System Receiver”; U.S. patent application number
08/498,212, filed July 5, 1995 by Ayerst et al. and
titled “Forward Channel Protocol to Enable Reverse
Channel Aloha Transmissions”; and U.S. patent application
15 number 08/502,399, filed July 14, 1995 by Wang et al. and
titled *A System and Method for Allocating Frequency
Channels in a Two-way Messaging Network”, all of which
are assigned to the assignee of the present invention,
and all of which are incorporated by reference herein.

20 It should be appreciated that the use of the instant
invention in other 2-way communication systems such as
cellular and radio packet data systems is contemplated.

Certain financial groups have proposed standards for
effecting end-to-end transaction security in the land-

25§ line wired environment. The standards proposed for
securing electronic financial transactions are based on a
peer-to-peer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a

30 value amount and an authentication code. The secure
transaction is communicated to a requesting party via a
device such as an Automatic Teller Machine (ATM). In
order to establish an complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,

35 enters an identification code, and requests a value to be
placed in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
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3. Conpute m=HM. 4. Verify that nf = m I n RSA
veri fi cation, one exponentation by the public 30 exponent e is required. e
is preferably selected to be 64 random bits. Simlarly, for RSA
encryption, Gp§gsmszisEXponentation is required with a publi SERROE NS and

t he publ i c exponent should be at |east 64 bits |long for m ni mum
security. 35 In view of the precedi ng discussion, the remai nder

f the secure | ' ri hed w ref erence, ;o FlGs.
10-16. BRSPS MABMSKET, s8adfe (e 87T, fhodkme malShRRBRGARY |
| evel bl ock di 8YphkaR¥LitY | RERc] Andneishgrngonpietes®r] dendeactior dance with

the preferred ephnsheridn.of the present i nventi on.
- 31- SS di te.Qf _a.financial. nessaging
In a EidSaRe: a8 ErAneird MeSEIHIG i nat i on

unit 906 is a conventional paging devi ce and : O
as shown i n®F|Bpigo20§dMay bg adepesd & commyniratmd senshtive Snart Card
connector are hessages aircdaba, | as ovdle agagilageenic Fundlovshngr&e that a

Smart Card 920, insefted. | ' I,.n manner _ hat
establ i shes el éICIF?I pai%oﬁ?%c%gpe?‘%eﬁ% %ga%l%?é l'Ia]:"(rzlid ttohghe lﬁﬁﬁré‘ief
el ectroni cs. AFeeipient deyicengia|a®agingcghannele@yt the Likenpl enent a -

Smart Card 920 are Refesting t0 FI¢eqriat edei Bléck 8 230N Y1 feytLff SO the

Cpor at{ onalty. Bepgads oot fetbh S SrdiBbLs o2 omtl LESE difa o)
coupl ed to t hebrebeedan dbe RRFBRIS®RtdcBsfinancial institution to
send secure electronic funds transfer authorizations to
financial messaging units via a paging channel or the
like. . '

15 Specifically, both direct branch and customer calls
are received by a first financial transaction processor
1100 comprising a transaction processing computer 1102, a
message processing and encryption computer 1104 or
selective call message processor that operates as a first

20 secure message generator, a first secure message decoder,
and a selective call message distributor, all being
functions of the selective call message processor 1104, a
subscriber database 1106, and a security code database
1108. The transaction processing computer 1102 receives

25 financial transaction requests and communicates with the
message and encryption processor 1104 to generate and
encrypt secure financial transaction message based on
information contained in the security code database 1108
corresponding with the requester and the transaction

30 type. The message processing and encryption computer
1104 also determines a destination identifier from
information contained in the subscriber database 1106,
which allows the selective call message distributor to
compunicate the destination identifier and its

35 corresponding secure financial transaction message to a
selective call transmission service 904. The destination
identifier may correspond with a conventional paging
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and denodul ates the signal, recovering any information as 15 previously

di scussed with reference to FIG 8. Alternatively, the financial .
messagi ng unit 906 contains a | ow power reverse channel transmtter
1034, power switch 1032, and transmt antenna 1030 for either

respondi ng t oV8A%&¥bound channel query or generating an 20P¢HBWERFSEhannel
request. Instead of the portable transmtter 1034 (e.g., a | ow power
radi o frequency device) and its_associ ated conmponents, the alternative
transni.ssi on bp8éres93 matlvdaraFrlephans addressr o -any otiierecti onal

comruni cati on baanessiCtha unianplesiddntsifiles?d qbseislic asabeigpdd cal
devices like | S ' . el | (LE extrenmely | ow power
magnetic fiel daigi:1 "i:l%uéc % g%n%ﬁg%:%irj C ?%g?ggéﬁp%%%j 9% structures (e.qg.,
coi | s, transm ssi onThe feepsagg cAEBIFHIIPHEFdseperyption amdprent in the
audi 0 or ul §r asenhstraEE ind®FIG. 11 Wuldpybiedlpytbd IULda ow tab 1002

between he REEFEREPSE Shch peb@idl SdRutiahots bl fbualey L) CNoLPY
decoder 1004. Thectrerie fmndsatrageterauthorizebionsgn ifdeengiplocessing
ead- onl'y momre (R 0 At vor el oout it Rt LG rodul o
rlgiz. 0'rI]'hg Sr P%%R%Q?%anhpﬂa%?]ﬂgfé e é;ielog:létilg\?ehég?l gfje%(%g’eer 1004 is to
- 32- 10 followiey cesfampi@sdebbectyansaardonoinEermatiimad iisn signal | i ng
ot 1 ! ety sl im0t s
revggg chanﬁ’engPgﬁéﬁ&?’%’eéft{%Itggﬁﬁ%ggggt%%%’g%#%cﬁs\}en 5‘:“]9 Hgg%l r 1004
may al so funct Bbf BEivgate kewsh@sgigned wpederges devierlanter requests or
messages to transaction, respectively. The keys assigned to each
15 device, along with their paging addresses, are stored in
the user database associated with the processing
computer. After each message is encrypted, it is sent
like a normal paging message to the paging system via the
public telephone system.
20 The first financial transaction processor 1100 will
be more fully discussed with reference to FIG. 12 which
integrates the first financial transaction processor 1100
with a wireless selective call signaling system
controller. .
25 Referring to FIG. 12, the illustration shows a
functional diagram of a wireless selective call signaling
system controller that implements a combined l-way and 2-
way secure messaging system capable of signalling the
financial messaging units.
30 The wireless selective call signaling system
controller 1200 comprises the first financial transaction
processor 1100 along with a transmitter 104 and
associated antenna 904, and in 2-way RF systems, at least
one receiver 1202 system comprising a received signal
35 processor and at least one receive antenna 908.
- Preferably, several of at least one receiver 1202 systems
may be distributed over a wide geographical area to
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the regul ator 914, a user, or other on-line system (not shown) .
In this particular inplenentation, the ROM 1010 nmay 10 operate as a
Programmabl e Read Only Menory (PROV) or an El ectrically Erasable

Proogr anmabl e W lgy Menory (EEPROM or the like. Th| &MS&%M
progranmm ng of eirther a single unique selective call ress

correspondi ng vm th a predeterm ned financial transact | on type or

mul tiple 15 VelEEt hiG Sabl: A28 600 r@%%%@%@%,m-w%

plurality of p eterm ned ransaction
financial mess ‘Fﬁlq}rﬁ]t “‘gééag’f%wlé'd’dls@%esi‘he n%ﬁ%rbe coeraivsTonal

sel ective call mhh%;mmsoﬁ.nthﬁy giaren geobeappiainlareadisesarsted ective

cal | addresses r?%}&, Q"d%%ﬁgf e%g;\;h eqlfgrag? JBY represent fi nanci al
e

transacti on types a Ca Ch transfer re uest, a
credit request, teansHEsiops. Th sone o |°er>@95?m§)ﬂe?m s the auks i,

regul ator, bankapgfedistte,! @his nefisédt WayoNhirgUgLedtly @ependiny ik i cs
associ at ed W t hté)ﬁf“a& ?;‘%ggaﬁggelfﬁu \;e% Lgl gglgérese%%rgﬁﬁugg%ed in the

financial messagrng urfi suc es as converit i onal
contact based ofa®%@¥S+ he air progranmm ng of t he ROM 1010. Moreover,

as one or nore addr emfewitel@ess seBéﬂtﬁﬁié%d:aamdSW1&1@fE§sf:&ﬁ financi al

transaction,, 30_¢c | i h n i t. 906

aut omat i cal |‘§/ conaggét}l'rleesftl sbags%i‘l éa% e:cfalsA%ﬁ%%%'a%d&Iq g 1012
capability to aewﬁmﬂa%aéilpﬁeﬁe*a@%rfééeﬁ?éédéécvée messagipgosyYstafhct i ons
historically assRcpedesicd,t & eaghilator (dleni,t badbd dreadict chfdnssfidrgns. 35

B ooty e H PRk, DEAE b st oy oML LERILS WL
financi al transBEtinfrastructure, i.e., the transmitter 1043gnd

15 associated antenna 904, and the at least one receiver
1202 system. Consequently, a conventional wireless
messaging service provider or the like would provide and
maintain the RF infrastructure, and the regulator would
utilize that RF infrastructure in a conventional manner

20 to communicate secure financial transaction messages
between the regulator and the financial messaging units
906.

As a first alternative to the preceding operation,

the selective call signaling system controller 1200 may

25 operate to encrypt, encode, and transmit secure financial
transaction messages received from a regulator, where the
first financial transaction processor 1100 has generated
and encrypted the secure financial transaction message,
and the selective call signaling system controller 1200

30 further encrypts the secure financial transaction
mnessage, for a second time. This increases the level of
security'of an associated secure financial transaction
message by encapsulating it using a second, unrelated
encryption. Subsequently, the financial messaging unit

35 906 decodes and decrypts the doubly encrypted message,
revealing the secure financial transaction message in its
encrypted state, and thus maintaining the end-to-end
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processor. This nodul e conprises control |ogic 1016, a nmessage entry
devi ce 1018, a security code processor 1020, a secure ROM 1022, -a secure
programuabl e read only menory (PROM 1024, and a Smart Card i nput/out put
(170 5 nodihSeAlded- Certain financial groups haysegRssed
standards for effecting end-to-end transaction security 1n the |and-
line wired environnent. The standards proposed for securing electronic

financial traggaghiOPSréhf AAASedr08 firdhciBeCtrdfsRAGns! 05ed 1 0op system
in which the sen mg }Ee:rt% ge,g., a]_r%r]egul ator or 1ssuer such as a bank,
or VI SAl e PV LaEREr diiss SFLSEELYR TN SIOPRLIRT IFMStEBNFPPERRLLET yval ue
amount and an uooheatéi:‘aasi oescades EmMng frqm tthen£datnohal s .
conmmuni cat ed h%fé?_éfﬂb'e‘?{nﬂi‘goﬁa%& Yassés bhe Q@c‘!ﬁf@f%‘%ﬂc g1an_Automat | ¢

Tel l er Machine (A ) order,to establish an nplete a
transactioff, {fRENsSactior ResS39g phrths i TREYPESd HAhe tCaPdTITBIRTRY t he
ATM . ent eferadecreptidn coud pnocesleinga.nq requests a val ue to be
placed in the SmarjoCard Qg aIQ@r{;%@W@% e PhPESEIHI o%%ra?li/%&,em

aut henticates the Smart Card _920, e. recLuestl ng part¥- S anci al
status (e.g., tRecSehechiYaradl sigpriing Syshsm CPRtGQlterof20) B et her
conpl etes or dpeiraset he encode andatramsnmit secure fimpmyidilngly, in view of

t he above 1rOeqLHh QBB Son s sayetOBbidtind G ﬂ,gg‘gﬁgpgc{% ?%gté‘?a ern

operation of the conponent’'s assoclated with t uncti on
modul e 10 B8RS Gth§+€¥Eﬁa1aﬁﬁsﬁﬁ9m%i‘fP*§naPFo- ety s rcrEs . | e
secure financifdlrstr &hsantiain Mageioﬁ'fm'owsspnl;lﬂngia_nt the 1016 insures
t hat any cont ?Egr%l%%ﬁﬁch@é eédeﬁgzialgehhgn&egﬂg s8af thancdRrel ransacti on

message are kept in thelr encrypted ~~ stafe froma requl ator_ 914 until
they are actudiingncial jEx3Rss %mﬁﬁﬁaﬁmrat“dcélf"ﬁ ?%Frﬁﬁtl%c‘fﬁ f8dbl e 1014 or
an asswci Hiethalinyt sysitein ¥2DtrohtesfIR0D, openstés s> assochébenamt i on such
as a private %E]{e\é@i’v{%ncgﬁ’ ad@s! Q26 3the/ @lkgPe £iRHdisAr bank account
nunbers, or the |i1ke, ,are sﬁooreg In the secure, PROM 1Q24. Sim |l arly,
the secure  CraRERCEHD MRS PESHRLR A INAFABET MR MR %Becr ypt and

- 34- identifier, then transmit a resulting selective call

message for receipt by the financial messaging unit 906.

20 Subsequently, the financial messaging unit 906 decodes
the selective call message, revealing the secure
financial transaction message in its encrypted state, and
thus maintaining the end-to-end security required for a
financial transaction. As with the prior operation, the

25 selective call signaling system controller 1200 further
operates to receive messages originating from the
financial messaging unit 906 and passes the secure
financial transaction message in its encrypted state to a
regulator for decryption and processing.

30 Referring to FIG. 13, the illustration shows the
various lavers of a messaging system in a format that is
similar to the Organization Standards International (OSI)
stack diagram that is well known in the electronics
industry. -

35 With respect to the present invention, the network
layer 1302 is a point at which financial transactions are
created. These financial transactions are then
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encrypt information exchanged between the Smart Card function nodul e
1014 and a ‘reqgul ator 914, nerchant 916, or another Smart Card 920.
The nessage entry device 1018 allows a user to 5 initiate a cash | oad

request, casiddoagngction, credit transaction, or the Ig % Lcally,
a user mght enter a request using a keyboard, a voice act
recognition device, a touch-sensitive device (e.g., screen or pad),

or ot her convenl ent .da a rlgleev§c t he &8¢ t 10 i nventjon, a user
may request tral ATENRECE gas da/ ar%%@lgngﬂ%ﬁ gie‘zd'?riﬁﬁ’fﬁ BRPEAPTH2YE  he
financi al nessgjiasfFive cahl tmegrrgen Gred fpnmedcfan rimedusionessagi ng unit
906 for | atreindgoasbebtéeol haudialst Moabdo D205 arr.Exes sedpdbsas! | Y to

ke o por t an T dahlet o fetflnndd Seel b8 qn b ERBRd fatlr P00 2"
effect findncixdpresentanshetPeint wharsuttheclewllgvad sirensgortphysi cal ATM
In the case Whgkgtddmsf in@ﬁﬂ&cbﬁéd rmﬁﬁ;&gb&@ iiplefdifred. ®Shall{Kerge portable

ATM wi th ori gi i,on _capabi e 20 rt Card functi duI 1014
operates as a%gcg’f?d‘ 1 186 ur slsce?%‘emggﬁgrﬁ?o‘?h%c&ﬁi’gdi?ﬂn? i nanci al
messagi ng uni tttanspoxt prawwhmmurtmaﬁgact:h@rsemme call Once creat ed,
a portabl e traRnsdBdded c%ﬁ@élﬁih@'tﬁ{b tf.(in'fah@lal tﬁéﬁé&’&l’&ﬁ%sage gener at or

operates tQ broadcast. the 26 f| an ct| ue to_a selective
cal | massago %&5?55?‘ glté?l cél &é’? % agh th'é"%’e‘l’ae]ct i ve
cal | nessage p?m@n ofoa 69@1'&&3@1 mmengeam in agegplencée financi al
transaction reguastcHeo Qeﬁﬁé&CérhbeﬁhmenQabt m@%ﬁ%&f@@ﬁ%&ﬁhé&o‘l I'n

this way, the fi na% g gim uq:g’t 206 can form,fi nancia
transactions 0t & ﬁw Fi g a physicartEdnte tn}eosﬁag&ng PF&hY-1i ne
hard wired net9®f kidsnorsfiNas a pager \forh clegiry ob exdpdanmiondnt ati on of a
radi o iy eqéﬁéh@éte%nahbeﬁlawyef sehhaelicl waste i Bl ataaabpdssaeeni t 906
as di scussed h§£§¥c 1ng %olnvggt éigé¥f¥gara95yaddress 1404. If the
financial messaging unit detects its address, and in
particular it detects a security address 1406, e.g., a
specific selective call address associated with a single
20 unique account, or one of several unique accounts, the
financial messaging unit 806 recovers the secure
financial transaction message to effect a financial
transaction. Once the financial messaging unit 906
determines that a secure financial transaction message is
25 received, the Smart Card function module 1014 is
activated 1408 and the secure financial transaction
message may be decoded 1410. Decoding as mentioned here
can represent the recovery of the secure financial
transaction message from the native selective call
30 protocol, e.g., from a FLEX™ or POCSAG data or
" information word, or decoding can include the step of
decrypting the secure financial transaction message to
recover its contents represénting an electronic c¢ash
token value, a credit value, a debit value, or other
35 information relating to a secure financial transaction
such as cryptographic message or session keys. According
to the content of the secure financial transaction
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operates using the Mbtorola ReFlex[err] 2-way w rel ess pagi ng system
I nfrastructure and protocol which is described in

- 35- detail in the follow ng docunents: U S. patent
application nunber 08/131, 243, filed Cctober 4, 1993 by Si npson et al.
and titled "MXHBE3ARd Apparatus for | denti fyi ng a Tr ansREWYSS#257¢8 g

Radi o Communi cation 5 Systeni; U S. patent application nunber 08/398, 274,
filed March 3, 1995 by Ayerst et al. and titled "Method And Appar at us
for Optim zi ng Reesbage, Sy lvontirzdt lagid 1046 andRaskcreS8BFUDOGRL | ON

Systemt'; U S. pay QS:aEH”P&rAe:éc%%é gﬁétrucﬂl Pegrov ﬁ%&n&ggfs é{e Qqpyerst et

al. and titled "Ngthod ar at us ssage ception at a

Fi xed Systemfl?ié‘ééf’%%}"tr"’lf}sgcgba’?e‘?ﬁl%ﬁl"ieﬁ'é??%n nunber 08/ 498, 212,
filed July 5, 1995 byrRéfersingettoaFIGartb, thet illeskrdtdonasHownannel

Prot ocol to Eabl r g&?;g and U. S '
patent appli Cgtl tﬁpﬁgf 2 engse%ggggig%ﬂ | I eg &} g é@g by V\an et al.
and ~  titled " E@QF%H%&%Fﬁﬁﬁqg}l%ﬂr&eﬁf?ﬁg°ﬁ:rfé’(‘j‘§én€§ nel s
in a Two-way Mes<£agidsgbiledndriidom al windleds Einancial measaggngdm:o; the

assi gnee of the P eSeRl el iend108xons e Wbqleho0f s SisaksaE Bal 166 By 3 ed DY

reference herein. 20 %r ecl ate

i nst ant i nvefUSEAMER Rhdings hagy oF difhubeekt 1302 s yiSeakd t¥iRg as
cel l ul ar and wadithepaekeés dkB0d shniat @nBIN suubeireopl atitedt account Certain

financial groups m\s%maema%sstaaaaw@é&rmg a EfdfiHrng ehehd,0- end

transaction security In 25 Iine wréd envjronnent. e standards

proposed for fs?@éBFi"ﬂb ’é‘faé{ﬁarc(‘}ﬁPE W%rﬁﬂ 2 FOPPIRCAoBN 50 s FReased on a
peer -t o-peer clowddellesp Sirmremalnmessadindheniensidédg

After verifying the identity of the customer 1510
16 and the appropriaﬁe account information 1512, the bank or
regulator initiates a sequence of events to effect the .
electronic.transfer of the funds, granting of credit, or

the like. In a first case, a financial transaction is
approved when the financial transaction request is

20 authenticated as originating from an authorized party and
the financial transaction is permitted by a regulator
1514. Typically, regulators permit financial
transactions when a party has sufficient funds as in a
cash load or debit request, or when a party has

25 sufficient credit available to complete a transaction.
Preferably, upon approval, the financial messaging unit
906 prompts the user to wait for the transaction 1520 and
the system begins completion of the financial transaction
1522. _

30 In a second case, the first financial transaction
processor denies completion of the financial transaction
based on the financial transaction request when at least
one of the financial transaction réquest is not
authenticated as originating from an authorized party and

35 the financial transaction is not permitted by a regulator
1516. ‘Typically, regulators deny financial transactions
when a party has insufficient funds in the cash load or
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party (e.g., a regulator or issuer such as a bank, or VISAlerr])
generates a- secure transaction that conprises a 30 val ue anount and an
aut henti cati on code. The secure transaction is communicated to a
requesting pam)g Hafy @ devi ce such as an Automatic Tel Ipq,{}@%%g@
(ATM. In cfgr to establish an conplete a transaction e
requesting party inserts a Smart Card 920 into the ATM 35 enters an

identification c uest.s ced |n t he. Smart
Card 920. The trggéjéctlo e%(rlocggsﬁ"ﬁegxyaé %‘%&g Qgs 1 & Nt Cars cfﬁg YSnart

Card 920, the reaﬁéé}qp&F to complete a transactlon. If £ e.g@gulator
party's financi aBefii@$ ushd €igancial otrdnda@icabag Eﬁ@d&équesta&§i|abi|ity,

t d eith d
grgaée?napg: [ Cg'[l %%ij%&fll%gﬁc?g ﬁheésghg'nancg' %A% rréut 8°é\dapt ed to

conmuni cat e, EenZpERLRS to m'aéegpwa@ana as weII as el ectronic funds

transfer i nf or mat | Ref exringe tsesmellys t s i BLiSerd 10 dnh @nowkseaded
reci pi ent device gg%rﬂ? [ ring.to
FIG 11, the bl oc#gl%gr a e§ md’ ﬁge c%lnli)e&s,estsi (g'ﬁgé%éer ot

encryption equi pFERES t PatdeRBH G’f fub‘és L}%i@@nénflfﬁ@ prienelessofinaneiahci al
institution to meﬁeﬁlg:.ls@ﬁﬂﬁ& géhebbth Q-tvagdandr&nsihwly aldceei zations to

fi nanci al nesgagin i ng channel or the i ke. 15
Speci ficall y,s|§ of:ﬁﬂlal rec?st Brafd ﬁegﬁd custoner calls are received by a

first financial transeetRBtiFoeésthe financigd covapracting F52Rakeatns on
brocessi ng. coNpubgr tAd (egilator BESSEARPNOORIAL G Al ERBLIRLE Q0N COMPUL er

oS essane coRENE;PAL) P SRREPLOCEINOLNT] ST Bk Brafall! o 20

secure message génerato Seclre Tessa coder
sel ective call nﬁ?gégﬁo’éll%t‘%ﬁq;utaémma\'-llﬁ?& ggsociated with at least one

15 financial messaging unit 906. The secure messaging
system then generates the secure financial transaction
message which is communicated to the wireless selective
call signaling system controller where the selective call
message processor 1104 executes a control program that

20 receives selective call message regquests comprising a
destination identifier and the secure financial
transaction message and eﬁcapsulates the secure
financial transaction message in a selective call message
that includes a selective call address corresponding with

25 the destination identifier.  This selective call message
is then distributed to a selective call transmission
service in response to the destination identifier. The
selective call transmission service broadcasts the
selective call message to the financial messaging unit

30 906 that receives the selective call message.

Optionally, the financial messaging unit 906 may send a
first message prompting the user to insert a Smart Card
920 for funds transfer or the like. The bank would then
wait 1606 an appropriate time period 1608, then send a

8 data transmission comprising information with the account
number of the Smart Card 920 to be credited, the amount
of the transaction, and coded information to verify that
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functions of the selective call nmessage processor 1104, a subscri ber
dat abase 1106, and a security code database 1108. The transaction
processi ng conmputer 1102 receives 25 financial transaction requests and
comuni cat esyWigdtsaige nmessage and encryption processor ¥ ner at e
and encrypt secure financial transaction nessage based on I'nformation
contained in the security code database 1108 corresponding with the

requester and the transactign t ype., . The nessage Jprogessing and
encryption conp %rémar ?fﬁg %?got%le.eerdr%bﬁggdal%e‘é%‘rétapgnn?ﬁe tifier from
i nf or mat i-on concounkeriait A618ybsPhVisuslyat 46athe 1Sr@at Cardwp2ehisl | ows t he
sel ective cal | gResporel SLRDURST £irtncial AETMEA Gnlike o bodsd O
identifier an r espo secure financial tyansaction jressage to
a sel ect | veiééﬁ Sﬁﬁisﬁsgs?ggg%’eﬁe\%é’%fiip °za'é¢é°i nat gﬁﬂk will .
identifier nay typiezldohdesiord &6%drhhenisucrass pexyifajilure of a

- 37- trans4klia5S upanCets Waekplletligpheeey address, or any ot her

address that- uniquely id 1t Lfies,a dsessat ii%at I on ﬂi‘? i at.ed with the
secure financial trafsatiBANGREsfpFs=0ing unly 398 26p%sition and

encryption equi papaipility (463§ r thedodnk mag wait wier dreopdpcabEyabe used on
]'Ehed pren} sesa@ﬁ?]&qjéa@{éﬁ. itallswfs@ripgi!sq?gtg SENT R Welure egggt ronic
unds transfer authorizations. to.fjnancia ssagi ng units . 9.,
"W rel ess ATM gé@?’&?e‘sa)zl vﬁrg‘ngacel%%r’nf\‘elleesrﬁaigc?n5@%2@?%@\%%8@5?% Héztel i ke.
In the 10 fol | obhegfinangiiads transac¢tiAmsacivhen the ofinancdali s conposed

usi ng standard tige8sdelort Q8PELEESsSAHL HAAmpl etéd UGn Iptioaal the nmessage
is encrypted us

i ng_the Ubba'ec esgndeé)rfeﬁ%t keys assi neg to target device
and transactF‘S%?aq%é%é'c o BF 5 keysiggs%ﬂe‘ﬁsﬁro akhe
financial messaging unit 906 before the financial
15 messaging unit 906 returns to an idle state 1626.
Alternatively, if no acknowledgment is received after a
predetermined delay period 1620, the bank may re-initiate
the prior financial transaction 1622.
In a variation of the operation discussed in
20 reference to FIGs. 14-16, the user may remain in
communication during the financial transaction, and the
bank may receive a non-real time acknowledgment that the
transaction was completed successfully using an alternate
path, i.e., one other than the RF reverse channel. This
- 25 can be accomplished by either using a l-way or 2-way
paging device in a wired ATM machine, or by having the
user remain on a phone or other communication device
during the entire transaction. Additionally, a
distinctive audio alert pattern can be generated by the
30 financial messaging unit 906 to signal that the financial
transaction has been completed without error.
Additionally, if an address is detected that is
associated with a normal messaging function, the
financial messaging unit 906 will operate as a normal
35 paging device. However, if the detected address is
associated with a secure data transmission address, the
secure decoder module may be activated, the received
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15 device, along with their pagi ng addresses, are stored in t he user

dat abase associated with the processing conputer. After each nessage is
encrypted, it is sent | i ke a normal pagi ng nessage to the pagi hg system
via the Pw do@33d18l ephone system 20 The first finpasiusdsrsres
transaction processor 1100 w || be nore fully discussed with reference
to FIG 12 which integrates the first financial transaction processor

1100 With a WeRir@sEinsheidl eszabk abPnsd id&r%?&&,mand q.]%@t roller. 25

Referring to FIG_2 he il lustration oWs a unctional di agram of a
wirel ess sel ect il\%%fg'ﬁsngf’gﬁ%ﬁ%wee‘ msgg?é?ﬁstﬁﬁ?f’r HPRLd e Brocksfedent s a
conbi ned 1-way &md azcordanggywiskic eisherstheicuntsnsseot chipanimessatesognal | i ng

t he financi g} e ts@JkGe4/ Nidsocidled with ik %&gi@&& ekl ve call
L

si gnal i ng sys5t em cont I nanci al

oller 1200, ¢ rises the st
transacti on pr ocQ??of’%l‘lﬁgl%l?fnﬁkﬁ? h'% rtq'feaﬁs?ﬁ'i Y’f'g‘ appFemgte
associ at ed ant erhetothe pneceding WigcrEsigs tragarding| eastclaimedne recei ver

1202 system CONiveintdod 1RGEbY Mba2itB8! 180 PYeCesRterNd & | east one
recei ve antenna 90 Pr ef er abgpgsever | easf{, one receiver 1202

. | of at .
syst ens may %%&CEELPF bbt TR °5‘P8‘éf'gé’8d:leiﬁﬁ?c‘5? HBea to
- 38- cryptegzapbic hechame, powephys ralnicosimonicaticad desticey 2- way

financi al neﬁsaqid?&éaﬁa%m‘apﬁcﬂ RA AHBEC ntdnd RECEYUE" other Y2F4afYSHEMS I N
any given geographjca ar,gﬁ LS sﬁg}le%t ed. . t,0 1 nsure adequate_coverage for
all inbound 5 F%?r?sm"ﬁ? 8 BY ANS kE2GPIRIRIiNERR NS KPPFOSENY PBIY R Wi | |
appreciate, thi sfemrsbélecmamrqbag:r easkyude pewiaggngnsystent eforai n,
bui I di ngs, foliagGmaida@iRg! £ AMIANMBRES mation| 8ahObE - implemented
using the unique principles taught in the present
15 invention.
It is in the preceding spirit that I claim the

following as my invention:
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The wirel ess selective call signaling system 10 controller 1200 represents
a closely coupl ed inplenentatiQn_oLﬂLhe—overérr_§écure messagi ng

system In practice, a regulator (e edit card |ssuer
etc.) may not_want_ the responsibili m ﬂ‘ﬁ! ﬂﬂ r“l\m; t he
i nfrastructur ¥O¥R¥I8 "t he transmitt 5 associ at ed"‘éﬁ!’%"ﬁﬂ%’%04

and the at | east one receiver 1202 system Consequently, a conventional
Wi rel ess - messagi ng service provider or the |ike would provide and

mai ntai.n the RF infrastructure, and the FB&HStor woul d utilize that RF
infrastructure in a conventional manner 20 to comruni cate secure financi al

transacti on nessages 1, Abg,{,%gglé %d"%ﬂféhgﬁcwnh abif n,gﬁfé messagi ng
units 906. first alternative to the prec dlng operatlon

the sel ective caFP’“B?bﬁ%ﬂq ng system control |l er 1200 nay 25 operate to
encrypt, encosle, and transmeiveecure financi al transacti on nessages

received froma regul até)rse :gz%&%etéén aeédd&t c e securetﬁ"ﬁ Qéé&ﬂ

processor 1100 has generate nanC|a

transaction nesskgg, selectiye Fﬁéls@?%‘ﬁl °6“3IrF-sé‘P%nal ing system controller
1200 30 further encrypts d memeyutbati arilcidels tr phseatityn of uni@ssage, for

Secur e 11 nanci al “CLSToatl o R e s gﬁéiggﬂ?%%%ﬁng‘ﬂ ?ﬂuéfﬁscgat *
second, unrel'at eH’reg tempings fipan %%g ﬁ‘i?é?‘%ﬁ%l g messagi ng
unit 35 906 decodes and dﬂcrz;qﬁressheommzenonppeéohmﬁmaglemry, the
revealing the seguieekk n@éﬁla'atbﬁ:aaééfé*&ﬁ% F5 8@86rmhihd Isibstanfiie] YPL €d

state, and thus rralntalnln he end-to

- 39- CodBELAFRGE rbé'cfaﬁ%da?o’re%str OR&nF aFhe Rivraddtynot
Simlarly, the senéqueveebsidivel gadli addsstemmandnd roddeived selective

15 call address corresponding with the predetermined
financial transaction type:;
a financial transaction processor coupled to the
selective call decoder; and
a main processor coupled to the financial
20 transaction processor and the selective call decoder.

2. The portable secure financial messaging unit
according to claim 1 comprising:
a transmitter coupled to the main processor.

3. The portable secure financial messaging unit
according to claim 1 wherein the financial transaction
processor decrypts a secure financial transaction message
coupled from the selective call decoder when the address

30 correlator determines substantial coincidence between at
least one of the plurality of unique selective call
addresses and a received selective call address.
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1200 recei ves nessages originating fromthe financi al messagi ng unit 906
and passes ‘the secure financial 5 _transaction nessage in its encrypted

state to a regul ator for decryption and processing. As a second
al ternative i@ doRsBr ecedi ng oper a“um,"m,u"ﬂﬂﬂmﬂ'_lem i ve qtriusss el | ng
system control |l er 1200 may oper/s d transmt secure
financial 10 transaction nessages comuni‘caf'ed® bet ween t he regul at or

and the financial negsagii peRthb@bseditd Hisanas81 hissaging bk financial
transacti on processor,1100 at, t.h | at or has .generat ed, and encrypted

X .he regu
the secure AEASRGERY 19 4 iBOWhﬁﬁgg’égae,rerﬁ?&vFﬂesgﬁ\’E%t FRANCIAL 15
si gnal i ng syst etrrensacbiormesEgreojer deceded s $hei sedeative allecti ve cal |

address with Fh@eéﬁaﬁfeaﬁcﬁg%ﬁ | directIfNESGHO FiRBASINE CASRAR R
recei ved destination | fi

ent i r, th transmt a resulting selective
cal | mes 8ag@FPEFSFRE Y PRI ef%e“??ﬁﬁﬁ%?’aﬁ‘*%&j?nﬁ"&ﬁ‘ OIZFE- 1080
Subsequent |y, tlventkehnediin the segure Ginandxdl doendastion nmdmsagel.ective
call nessage, revealing the secure financial transaction nessage in its
encrypted state, and t hus maigtaining the end-{o-end security required
for a financi al PranSHt &gk 5\??‘?*9? téWF&FB'O’ﬁ%‘?SﬁQW UPRE 25
sel ective call sicgozbing tystlemm dnwhekkin RO daaiviedr secur@perates to

recei ve MessgoesiQhbingihft tAthddidnfessagh | 19 AN pFRASEYI ik UNi t 906 and
passes the securge

financial transaction nessagé i i.tsS encrypted state
bo a  regul atoRaRsiatebFSHAT B REAFERRRE H CoyPled Lo ERauTRy (o
FIG 13, the il mesorygt that shevminshdnformapiom dedrypted ffom thes sEgpure

systemin a for Bt tR3k11 fransacti¥n Aesk@gihe Organi zation Standards
I nternational (OSI) stack diagramt ha? Is well known in the el ectronics

I ndustry. 35 Wth respect to the present invention, the network
| ayer 1302 i® a poi n®.at Theipsirtebidanseanre ribmeactiadnsessaging uwpdeat ed.
These financial JJaRa3akl 9ScBifn t'¢Merein the secure financial - 40-

transaction message comprises a financial transaction
session key.

20 7. The portable secure financial messaging unit
according to claim 6 wherein the secure financial
transaction message comprises a returned cash wvalue.

8. The portable secure financial messaging unit
25 according to claim 6 wherein the secure financial
transaction message comprises a returned fund transfer
value.

9. The portable secure financial messaging unit

30 according to claim 6 wherein the secure financial
transaction message comprises a returned credit value.
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comuni cated to a nmessaging |ayer 1304 where appropriate. sel ective call
nmessages are fornmed for in—r'l]“si"mr THa——transport protocol such -as

Mot orol @' s[err] FLEX[ err] m The channel signalling |ayer 1306
or transport 5 repre E”iﬂ ere the | ow | gpgport
protocol s {;@ ¥ above are ¢ "M;I nal ly, the q%glys;sﬁann S

the physi cal rredl a on which the | ow | eveI transport protocol
comuni cates the sel ect ive call messa(gdfsi contaj ning the financi al
transactions. 10  10-RIPEPOTIGRYS EPEVT £inancipt AetFagimgnBhbus .t ypi cal

operation of a acoentirg teesiaimnny viheireinna acexmidedc securey fimankéapr ef erred
enbodi ment  of t@ a&é@éﬁ% h\@¥§:% Oir!a decoded by i8he %@&%?& cs390, the

financi al nessa uni t eno as a arity of '
expl anation) 15 e% den g PRSP ’sfacéﬁaf”l%n arpctt%\ﬁgF@sS‘P?F% ‘?FQnBBy state

sear chi ng fos ipsesaiteatmaunchonizeddicess tdOinfdrmatiion contadimedcial

nmessagi ng unit gdgLtegdSydd FindALESE tr@RdakPion mdd@abecul ar it detects a
security address 1406, e.g., a specific selective call address

associated wth a single 20 uni que account, or one of several unique
accounts, the f i hlan@hel poesasls sgcune t fHGMciet onessaging sattire

fi nanci al transgg&bp@lﬂgast%aggagﬂ £f f&ﬁbﬂsih anci al transaction. Once

the financial nessaging unit déterm nes that _a secure financial
transacti onfessage i & ﬁ%@eﬁ“@%ﬁagﬁ [F6"8RAFPT CHWLednEPi B nodul e 1014 is
activated 1408 &hdatdinlsaransattiempmicessansand ithe mainnpsesgsoray be
decoded 1410. Decodi ng as nent,oned here can represent the recovery of
t he secure financi al transa tion nessage frqoqm.the natjve selective call

30 protocol, e.g., ftomiRerPesE ]rﬁ SEFIERCSRESFI AL 8?553911}911“6‘11??at i on wor d,
or decodi ng canacnotdikey tdve cdhém DI wheredecthetfiimpnchiel seransadtioanci al

transaction {ges8ageetor e &9§9¥e£ndtt‘i1eCQ@E€Pésmés%@§%383ﬁéP&&n el ectronic

cash t oken value, a cred ebit valuye, or other
i nformation rel SEPREAEES £ SECUFE ’r%ﬂ?& CFRUFRER OO Re Ssag%LFr}?"f‘ta§s
crypt ogr aphi ¢ nmesspgjed ato SﬂssmamnI@mes&ocofdrrigransmltssmhebx:@tent of the

secure financi al Lhansacdd on

20 13. The portable secure financial messaging unit
according to claim 12 wherein the secure financial
transaction message comprises a financial transaction
request. '

- 25 14. The portable secure financial messaging unit
according to c¢laim 12 wherein the secure financial
transaction message comprises a cash load regquest.

15. The portable secure financial messaging unit
30 according to claim 12 wherein the secure financial
transaction message comprises a fund transfer request.

16. The portable secure financial messaging unit

according to claim 12 wherein the secure financial
35 transaction message comprises a credit request.
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-41- nmessage, the c ogi ¢ 1016 and processor 1006
operate to execute instructions 12%@5’ mgmﬂ)fmt he fi nanci al
transacti on bei ng execut ed. - |G 15, the illustration
shows a 5 typ %,%ag %Z uence associated with reduedting and aut hori zi ng
the el ectroni P2 of funds or debit of funds by an8CT/Ust25768

w rel ess financial rressagi ng unit. A financial transfer sequence is
initiated 1500 by a c stonrr%rﬁ%al lin or her bank 1502, identifying
10 thensel ves 1504 vi “HARbBr STF tfé‘n“aﬁ‘ét’:%rﬂessaqlmométhon 15086,
and requesting acemantsimgor ot her financial transaction 1508 for

comuni cation to their g ré@élq,legss financi al nmessaging unit 906.

After verifying the i dentl %r} { he ﬂséome 1510 15 and the appropriate
account information 1512,% Xk <8 | §PBPLedi %9 dthes Zecedyaunce of
events to efféct thlaesele@taetﬁt cedilc decaderf erompirishagf unds, grant| ng of

credit, or the like. | mnfdryStnads n n is
approved when the ﬁll napci al trégsiact | Oﬁn$%%é£? ?%@Jé"’oi hent [ c&f“gd as

originating fronf& oG Ht R r93dd 3pdr e§seR eac CPHEEFP‘P%H}%IW%%ﬁsaCt ionis
permtted by a regeflatermined Fihdncigbi trdrnsactiegutwey ssgeerm t fi nanci al

transactions when a partyarh%%d%%él ebPRL1 {t810%08B1LE & the E]%ﬁ%r&oaghor

debi t request or a_par has 25 suf lcient credit avai
conplete a trans& Fﬁﬁs ¢ &r SBPYR LI FeafpEetmine (sibstapsdalal
messagi ng unit coiffbdemaenitetweken atcledst waiet of othé el uraAiTsCbifon 1520

and the syst Gis el 61 &AIRICLRN Shatdiadd DARCE Aedd AP LBy jye 1522

30 In a secon a irst firpancial transa roC
deni es corrpl etioff® ‘g"‘?ﬁ%é’r‘?flr&?p??ﬁ?%%éﬁ%‘n the predetermine

flnanc1al transaction type;

15 a financial transactlbn processor coupled to the
selective call decoder, the financial transaction
processor comprising: '

a security code processor;
a secure non volatile read only memory coupled

20 to the security code processor;.

a secure erasable read only memory coupled to
the secure non volatile read only memory;

an input/output interface coupled to the secure
erasable read only memory; and

25 control logic coupled to the security code
processor, the secure non volatile read only memory, the
secure erasable read only memory, and the input/output
interface; and

a main processor coupled to the financial
30 transaction processor and the selective call decoder.

18. The portable secure financial messaging unit
according to claim 17, comprising:
a smart card coupled to the financial transaction
385 ©processor via the input/output interface.
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based on the financial transaction request when at | east one of the
financial transaction request is not authenticated as originating from

an aut horized party and 35 the f| dion is not permitted by a
regul at or 1516. Typically, r gﬁm m g Q nanci al transactions
& Cas

when a party wWaedsnsufficient funds tn oad or PCT/US98/25768

42- debit request, or when a party has insufficient credit
available to conplete a transaction. If the regul ator deni es the
financial transacti o9t Ither ponesihld securkefimaradial ket8aghytdeid i nanci al
messaging unit 9 n n@,t}q 5O Referring to
FIG 16, the il I%g?(?%??g%%on%\}égm Y rméo Fﬂslequence associated with the
wirel ess transfer of afﬁfmm&Ftﬂ’éb‘F?uRerdf GRJEDS MY BHOSRSEOF 1 el ess
financi al nmessaging unit in both a 1-way and a 2-way secure 10

comruni cati ongsyst em?O The po?@éﬁ’ieetée%ﬂ af fm&&hﬂag‘ ?%‘ﬂ%{‘?gﬁ?{é Il on 1522

begi ns by the regul ator |ssuer

i dentifier and séE%??‘?’;PQ:&?ecéélﬁ plﬁﬂ“}Pc?lgr’-ngrl vat e key) for a user
account 1602 associ at echvnntalrtabatéasdmpiml 16 theafimaicigstgghsgetivd 906.

The secure m&*ssagmg&essm_.sv)g-L %%t%%u e$n EQ@% eour e financi al

transaction ssage whic nic tedto e W reless selective
call signaling systemcontroller where the sel ective call nmessage
processor 11Gd executzs. £heopbroibly egicaret Bihardlalemeiskaging|weit ve cal |

message requests_ coupE{ st NG {1aim PESMAALHOR adems,;aﬂl %Q%&Q&f%‘f“re

fi nanci al tr ARsact |§% nessage an§£ encapsu nanci al
transaction messRERCPFSA FEEIVETeand| deqryddsge secue finapciades a
sel ective call ad#assaction m@ag‘engouplehi Z.‘Eromt bRe des¥edtdivicopalltlent i fi er.
This selective caLl.gessage

15 ‘

22. The portable secure financial messaging unit
according to claim 21 wherein a received secure financial
transaction message is decoded by the selective call
‘decoder and passed directly to the financial transaction

20 processor to prevent unauthorized access to information
contained in the secure financial transaction message.

23. The portable secure financial messaging unit
according to claim 22 wherein the received secure
25 financial transaction message is decrypted by the
financial transaction processor and coupled to a secure
memory that retains information decrypted from the secure
financial transaction message.

30 24. The portable secure financial messaging unit
accorxding to claim 21 wherein the secure financial
transaction message comprises a financial transaction
session key.

35 25. The portable secure financial messaging unit
according to claim 24 wherein the secure financial
transaction message comprises a returned cash value.
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is then distributed to a selective call transm ssion service in
response to'the destination identifier. The sel ective call transm ssion
servi ce broadcasts the sel ective call nmessage to the financial

messagi Ng uniyo3s2RP that receives lm Iﬂﬂt : | rressﬁq_?.ﬂ,

Optionally, the financial nessagi ngl I* “M(I rummuﬁd a | rsgstns"rr%ssage
pronpting the user to insert a Smart Crd- # 920 for funds transfer or the
| i ke. The bank woul d t hen wait 1606 an appropriate tinme period 1608,
then send a 35 data tJangm ssion . conprising.information with the account
nunber of the Smart C%g'd%g}]%p?’ét%éecF«?&PFEd?lrt%l&%oﬂﬁﬁsaglnsbfuntlﬁe
transaction, andaccoedinaftor cdainn24 owvhegeihythdadecure financial

- 43- trah e B meE8hge 92hd:a she 4 %g& | i not a
counterfeit 1610, obviously, if %e Sn‘%iritS Car g{’% |égsfxﬁ%ln€5%£lae§d with .
the financi alsrre‘§§%t‘g‘?ng unit 906, steps 1604, 1606, and 1608 need not be
performed. A bank will 5 typically record 1612 the success or failure of a

transaction upon its £pMphat heP:A0%s - : a4 f ' ssagi ng unit
906 havi ng 2-way abi | i 1616 steggr%aﬁjkndggﬁg’\%/a#?gg%ﬂrge::%‘ll%t of an

C i
acknow edgnent 18%8°% it fgaim 24 IeTginethe senyrer Einaredal t ransacti on
message that conframsashienutiessagé comprilesf ineetirtled c28af€tv4lme Wien t he
fi nanci al jotransaction is successfully conpleted, an optional
message may be presented 1624 to the user at the, financial nessaging
unit 906 before the f4HhaflraPoratbIR Se5YFafinanciodemeasaging maitn idle
state 1626. Ahteording eloy claimn2i adiereihesgretdivied E866iy cfimhicania
pr edet er ni ned delay, peri of 1620agd N RAKAERYLY Sid skhabeive 4418 PTiOF

financial transaction 1622, .
. ecoder and passed directly to an attached smart card to

15 prevent unauthorized access to information contained in
the secure financial transaction message.

29. The portable secure financial messaging unit
according to claim 17, comprising:
20 ' a secure message generator coupled to the _
financial transaction processor and the main processor.

30. The portable secure financial messaging unit
" according to claim 29 wherein the financial transaction
25 processor encrypts and the secure message generator
generates a secure financial transaction message that is
coupled to the main processor for transmission by a
transmitter,

30 31. The portable secure financial messaging unit
according to claim 30 wherein the secure financial
transaction message comprises a financial transaction
request.

35 32. The portable secure financial messaging unit
according to claim 30 wherein the secure financial
transaction message comprises a cash load request.
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In a variation of the operation discussed in 20 reference to FIGs. 14-16,
the user may remain in comuni cation during the financial transaction,

and the bank may receive a nodemnt that the
transaction was conpl eted success y using an alternate . . path, i.e.,
one ot her thgoodmisRF reverse chan i mm be accRHRMSOUPRIE by
either using a 1-way or 2-way gﬂm‘w“m #a wred ATM nmachi ne, or

by having the user remain on a phome br bt Rer conmuni cation device

during the entire transaction. Additionally, a distinctive audio alert
pattern can be generg oqyVobhEail JdARaCkehalsnagiclBayihlc 3BG Lo signal
that the financi al ’ trangact_l on_has been co et eg w thoyt error.

Addi tional |y, iRcepr@dirg &8s claipef RYRFeiRafthpsSecure, finaneiad with a

nor mal nmessagi ngrangadtivn meseage coémmoizEsala fesd agransfier tte@éswi | | .
operate as a_normal 35 paging device. However, if the detected address is
associated wth a secure data transm ssion _address, the | secure decoder
modul e may be activaléd Thenporteklg gpcure financial messaging unit 44-
secure financi ahcoBsdage 1t cladmdBoryhpéxsin ahe sbeure finfeowdtati on cont ai ned
in the nmessage : j r ' it her the contents
of the nessage g?%gagmg)fcﬁ{ ?%??ggego%%%ﬁ%eggem&&%%%%&ei ved address. 5
One of ordinary skill in the art will appreciate that the preceding

di scussion regarding the clainmed invention in not neant to limt the
systemto a particular transport protocol, wreless nedia, .

crypt ographi ¢ schene, or physical comrunication device. 10 Consequently,
the clained invention and other variations made possi ble by the

teachi ngs herein represent only a few sel ect ways that a secure

messagi ng system for -
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CLAI M5 1. A portable secure financial nessaging unit,

conprising: 5 a receiver; a selective call decoder coupled
to the receiver, the sel ective call decoder conpri sing: a
menory that includes a plurality of unique sel ective call addresses each
correspondi ng WP M¥P3%810 predetermined financial transacti onPEYB¥S2EHEY
an address correlator coupled to the nenory, the address correl ator
operating to determ ne substanti al coi nci dence between at | east one of
the plurality of uni que sel ective call qﬂqusses and a received
sel ective 15 call address corresponding wt he predeterm ned financi al
transaction typ a financial transaction processor coupled to
t he sel ecti v decoder,._.ang _a main processor coupled to
the financial 2@ tragsactidgnjprocqgssor and the sel ective call decoder.
2. The portable e fingng iél fessagi ng unit according to claim1l
conpri si ng: o a-trgndmdt@4r coupled to the main processor. 25
3. The portable cule finandidl fessagi ng unit according to claim1
wherein the fingnciall trangadtion processor decrypts a secure financial
transacti on nesgage coyiplfed fﬂon1t Isel'eqti ve call decoder when the
address 30 corr dete niqgs qubst gntfi@l doi nci dence between at
| east one of th alityf off @rbdque seledghv cal | addresses and a
recei ved sel ect |\fg cql | adPreﬁ. =
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46- 4. The portable secure financial nessaging unit
according to claim3 wherein a received secure financi al transaction
nmessage i s decoded by the selective call decoder and passed directly to
t he financi alwdygwassmscti on 5 processor to prevent unauthorigeguagssss tO

I nformation contained in the secure financial transaction nessage.

5. The portable secure financi al

nmessagi ng unit

according to claim4

wherein the recei ved secure 10 fi nanci al

transaction nessage is decr)

by the . finangi®® tr ion processor apgpcoupled to a secure ¥ ry
that retains iiﬁ ti Crypted fromthe secure financi al tr®n;g on
nmessage. 15 062 DI t secure financial nessaging unit
according to claifm4 eraéi ecure financi al transacti on - neg

n keyd
acco

L
conprises a finamMalgt #Ash@i
portabl e secur® finarmi al} e
the secure fin | rangact i
val ue.
according to cl

&l, sess
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transacti on nmessage conprises a returned fund transfer val ue.
9. The portable secure financial nmessaging unit 30 according to claim6 .

wherein the secure financial transacti on nessage conprises a returned
credit val ue

-47-
10. The portgllas'é”s?&ure financi al nessagi ng unit accordT(ﬁﬁuﬁgﬁ’z‘?Faai m 3

wherein a received secure financi al transacti on nessage i s decoded by
t he sel ective call decoder and passed directly to an attached smart card
to 5 prevent unauthorized access to infdélfation contained in t he secure

financi al transacti on nessage.
nmessagi ng unit according to clai

nmessage gener at or coupledq;o t he
the main processor.

\

11. The portabl e secure financial
nprising: 10 a secure
transqgtion processor and

=

916-\\
GROCERIES

§
\
N

/|

SMART
CARD

=\
)
<
90:9 <
k7
/

) N
S
(>
J < b
2 @]
;Qc: o r \\\ _
) S “eag Fram N 22 H
. N - ic
3 Q 8% 1B |y
(\( =
S SN\
S
[+
g
2
N
[v)]
p
lO’)

SUBSTITUTE SHEET (RULE 26)



12. The portable secure financial nessaging unit . according to-claim11
wherern the' financial transaction 15 processor encrypts and the secure

nmessage gener at or generates a secure financial transaction nessage that
I's coupl g bepzifge Mai n processor for transm ssion by apermysdghefpgm tter
20 13. The portable secure financial nessaging unit according to
claim 12 wherein the secure financial transacti on nessage conprises a
financial transaction request. 25 5/1004. The portabl e secure
financial nessaging unit according to claim 12 wherein the secure
financi al transacti on nessage conprises a cash |oad request.
15. The portable secur4 financial messaging unit 30 according fquclaim1l12
wherein the secure fi nanu?i al transacti on messgg® conpri sesgd2f und
transfer request. 3 w 16. The portable secgrQ fi nanci algrﬁssagi ng -
uni t according to 3lgil12 wherein the securegf}_‘,n cial 35gtwansaction
nmessage conprises a crigddt uest. E=Z b =
- 48- m ¥7. Alportabl ¢ secur8 fi n®ng al ssagi fig unit,
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conpri si ng: a receiver; a selective call decoder
coupled to the receiver, 5 the selective call decoder conpri sing: . .
a nmenory that includes a plurality of unique sel ective call addresses

each correspoRgl f@isth a predet erm ned financi al transq,ﬁ%yggqatg%ge; and
r

an address correlator coupled to the nenory, the 10 address

operating to determ ne substanti al coi nci dence between at | east one of
the plurality of uni que sel ective callt?ggresses and a received
sel ective cal |l address correspondi ng w t he predeterm ned
financial transaction type; 15 a financial transaction processor
coupled to the sel ective call decoder, the financial transaction
processor conprising: a security code processor;
a secure non volatile read only nenory coupled 20 to the security code
processor; . a secure gerasable.read.oonly.epory coupled to
the secure non vol atile read only nenory; an i nput/out put
interface coupled to the secure | ¢l menory; and 25
control logic coupled to the securi®fy or, the secure non
vol atile read only nenory, the ' d only nenory, and
t he i nput/ out put interface; gand LA processor coupled to
the financial 30 transaction pr@eesso tive call decoder
18. The portabl e secure financial !nes according to claim17,
conpri si ng: a smart card c i nanci al transaction 35
processor via the input/output interfafe. '
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19. The portable secure financial nessaging unit according to claim17,
conpri'sing: " a transmtter coupled to the main processor. 5

20. The portabl e secure financial nmessaging unit according to claim19,
conprising: woogs3zts a smart card coupled to the financial pgf/gésrasiss On
processor via the input/output interface. 10 21. The portable
secure financial nessaging unit according to claim 17 wherein the
financial transaction processor receivegggnd decrypts a secure financi al
transacti on nessage coupled fromthe selectlve cal | decoder. 15

22. The portable secure financial nessaging unit according to claim21
wherein a received secure financi al transacti on nessage i s decoded by
t he sel ective call decoder and passed directly to the financi al
transaction 20 processor to prevent unauthorized access to information
contained in the secure financial transaction nessage. 23. The
portabl e secure finan ia ssag uni t according to claim22 wherein
the received secure 2 nC|aI tﬁa ction nmessage is decrypted by the
financial transact® ocessog foupl ed to a secure menory that
retains infornatioﬁ’decrypted Promthe secur® fi @ncial transaction’
nmessage. 30 24. Yeqport gbte’ secur g ftnanci F‘nessaglng uni t
according to claim 21 whereiln_the secure financialy "~ ""fransaction message
conprises a financial t nansdct i of K Q. 35, 25. The
portabl e secure flnane+al [+2° IXSVeTi
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according to claim 24 wherein the secure financi al transacti on nessage
conprises a returned cash val ue. - 50-

26. The portabl e secure financial nmessaging unit according to claim 24
wherein the secure financial transacti on nmessage conprises a returned
fund transfer YWORAUS, 27. The portable secure fPaBugisasres
nmessagi ng unit according to claim24 wherein the secure financi al
transacti on nessage conprises a returned credit value. 10 28. The
portabl e secure financial nmessaging unit g/zgaccording to claim21 wherein
a received secure financial transaction nessage is decoded by the

sel ective call decoder and passed directly to attached smart card to

15 prevent unauthori zed n ned in t he secure

financial transaction negsage. NETWORK 29. Thesportable secure financial

messagi ng unit according to clhigjypgl7, conprising: 20 a secure’
ta t hao £ 1 |

message generator coupl ed—e—the H-raneta—{ r&@0fact i on processor and

the main processor. 3MesEMsInG t abl efsegure financial nessaging
uni t according to cl & m 29 whegaygrt he fi nagefal transaction 25
processor encrypts and tﬂé secure nessage ggngritor .

- 1306
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generates a secure financial transaction nessage that is coupled to the

mai n processor for transm ssion by a transmtter. 30 31. The
portabl e secure financial nmessaging unit according to claim30 wherein
the secure fi ' transacti on nmessage conprises a fi '
transaction wa@?%%tlﬂsest. 35 32. The portable securep?lp'ﬁgﬁjglsgf
nmessagi ng unit according to claim30 wherein the secure financi al
transacti on nmessage conprises a cash | oadgsgquest. 33.
-The portable secure financial messaging unit according to claim 30
wherein the secure financial transacti on nessage conprises a fund
transfer request. 5 34. The portable secure financial nessaging

uni t according to claim30 wherein the secure financi al transaction

nessage conprises a credit request.
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A portable secure financial messaging unit (906) includes a receiver (804) and a selective call decoder (1004). The selective call
decoder (1004) has a memory (1010) that includes plurality of unique selective call addresses each comesponding with a predetermined
financial transaction type. An address correlator (830) operates to determine substantial coincidence between one of the plurality of unique
selective call addresses and a received selective call address corresponding with the predetermined financial transaction type. In response
to a coincidence, a main processor (1006) and a financial transaction processor (1014) process received information to effect a financial
transaction corresponding with the predetermined financial transaction type.




