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SYSTEM AND METHOD FOR PROVI DI NG SECURE DATA
TRANSM SSI ON COPYRI GHT AND LEGAL NOTI CES [ 00011 A
portion of the disclosure of this patent dﬂmm mw
contains material which is 5 subject to c mm m“’””’l“"l
protection. The copyright owner has no objectiqp, {0
the facsimle reproductlon by anyone of the patent

TR M OD T A ROVIPIRE S urdiphi MG dsfon

records, but ot hervvi se reserves all copyrights
what soever. 10 BACKGROUND OF THE | NVENTI ON [ 0002] The

present invent COPYREGHTANIWEBEABNOTIERS 2 Ssystem and
L Do aEt ARl o AR P o ol i B .
S B it e R - ER PP BB ior Bavin
SRSt SR LE NN 0000
FRhRAnE PacerRRITHAL FALN s A7 Bole® o ISl af1E1 MO

nmay conprise receiv rom’one
MpteRhAdEvetr ansnmitting the data to a first conputer,
it afirst indication that a 20 first comruni cati on
nmode has been sel ected has been received fromthe
first conputer. The data may be transmitted to a

second conput eBACKGROUNGS ORGHEHVERII@Q t hat a second
sel ect ed has been recelved

[@Wﬁ%ﬁt% a ogﬁﬂgfsegener 047 smenthng Torswatakinger
i nvention, .the first

o RS BB bl o bl BERE Pt P FRtpp Bl s more byt o
oLh I t 25 at

Rpdafse i CRh R il SR r etere e

seﬁﬁ@goﬁﬁﬁm&‘ﬁ&?ﬂgedg&gedcat' on in response to the user

activating a sec application programat the first
conput er.

SUMMARY OF THE INVENTION
[0003] According to an embodiment of the present invention, a method for

communicating data is provided. The method may comprise receiving data from one or
more input devices and transmitting the data to a first computer, if a first indication that a
first communieation mode has been selected has been received from the first computer.
The data may be transmitted to a second computer, if a second indication that a second
communication mode has been selected has been received from the first computer.
[0004] According to another embodiment of the present invention, the first computer
may send the first indication in response to a user activating the first application program
at the first computer, whereby the first computer may send the second indication in
response to the user activating a second application program at the first computer.
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Page 1 of 46 [0005] According to another enbodi nment
of the present invention, a reply to the transmtted
data nay be received fromthe second conmputer, if the
second indication has been received fromthe first
conmputer. The received reply may be transmtted to the
first conputer, if the second indication has been
[00es] eA acordirferto Endiiee ethbddirhent of thesbredent ifvenféH) Bephac @edi Ng
to anot her enbodi nent of the present invention,
trafsAtedidith imay bé teeeickdtfifom th©seaommicompates; (Miplsbend Mdication has
conprise transmtting the data to a second conputer
beenirergived frove thadirk comfudsrf Aecrecdivet] beplyf insiystic taMEHEED thedirst
receiving a reply conprises receiving a reply to the
cdmpputes,if the eglondipditatidaha theroeeeied fioathafirsiconpuitler usi ng
the network interface of the first conputer. 10
[(00QI0X cortidrnp cnatiger nbaiiodnh ef theprbsedi ineantion frafshéttipg the dad
invention, transmtting the inhput data to a second
tecaosepant] epmprrgr oy vpmpEse terotitipg the gath keea sderdngd corapder using a
transmtting the encrypted data to the second
nefwasuntenface PO 8fst dvoputed iamdretaivingotehkycomprizesiiepsying afeply
the present invention, the reply received fromthe
tosthe madmitisinpriedatafeom the sesors oppipatdr usiggies, netwaalnimtrirface af ghe
the received reply to the 15 first conputer may
fishpqmOuéd decrypting the received reply, and
transmtting the decrypted received reply to the first
10087k A eewrding loeooher spbestiment gf the Prgsrat Iesntiehiyarsmiting the foput
t he present invention, a systemfor comunicating
dta tof SCERPEICPEPHE TAY CPBBESE eBCTyRting thedataand Epnsmiliing e
pro%ramTed to receive data fromone or nore input
cpavRstetadp thespoapd sAmPUhe data to a second conputer, if
a first 20 indication that a first conmuni cati on node
1$098] hecoriingiogretey craedipent Af the prepepb@vtigmitererly seeitid
conputer. Data may be transmitted to a third conputer,
ofn {g° SCETGFATPYER RIS SACYRINE A%, SueBitneBeseyed Aol the

tﬁ% gQ}PR]le h ?esr ggg.ggwéqesl_e %gctryep%ng tahg re%giggd rréglg,ea!n\d/ ?rgnsInritgrrlrg] tthg €

decrypted received reply to the first computer. -

[0009] Accbrding to another embodiment of ihe present invention, a system for
communicating data comprising at least a first computer may be programmed to receive
data from one or ﬁlore input devices and transmit the data to a second computer, if a ﬁrst
indication that a first communication mode has been selected has been received from the
second computer. Data may be transmitted to a third computer, if a second indication that
a second communication mode has been selected has been received from the second
computer.

[00010] According to another embodiment of the present invention, the second computer

may send the first indication in response to a user activating the first application program
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[ 00010] According to anot her enbodi ment of the present
i nvention, the second conputer 25 may send the first
indication in response to a user activating the first
application program Page 2 of 46 at the second
conmputer; and the second conputer may send the second
indication in response to the user activating a

aRCREAd IBRpEREHdARe RERHcap1Rdr nla Ser@ENRELNG NS in

[ 00011] According to another enbodi nent of the present
rdspbAaSd b tiRhiserldd@vatihg § SecorAiPpiicaiion piditark € thY RESTABButérO
receive a reply to the transmtted data fromthe third
[0DOTH) UA ®brdingfto Bnditte ettt bMEY sradeitQfivehieh, the @it ERgRkered
fromthe second conputer. The received reply nmay be
may 8O58Etaing@d toretde aseftpiddhctepuitied datd frorh B tisRICORAGuter, if
i ndi cati on has been received fromthe second
tieQeqond Midicatidd(ad Bden AR EiOsddongtht Secamtndofipiite M@ décsied replfy
the present invention, the first conputer is

njpy betranniittd totht seositotnpithreifdatsacond iddivetidnitias bees earpivéder
using a network interface of the 10 second conputer.
frohuahd secorsicbmpwer. data is received fromthe third
conmput er using the network interface of the second
[e93] ub eordifg¥0 @dBher Ambaiimennof thopraseot ivemtientie dirsteorhpuddr is
the present invention, the first conputer is
pprgogmadrie tars mitttheadatat to e $hwidtcompygfertusmg d attwotkontarfada iof the
conmput er may conprise encrypting the data, and
seqopchepmiputer.n Ghet trpastaitted dagstier¢ceiegdfronpthe thérd commputer oinp theer .
15 [00014] According to another enbodi nent of the
npiwetkanierfiqgneé feisenond edmpuieepl v received fromthe third
conputer is encrypted, and the first conputer is )
lﬁﬂﬂggr Araoedingsle atl%gqr empedimayPf the prgsenhiavantien thediyst cemppufertin
the second conputer may conprise decrypting the _
progeaaqnyasicho ithap rgnsmittep the datactaia thifdrgmppier macopprigenerypting
received reply to the second conmputer. - [ 00015]

thecdatsy #fidEpnsteittng SherrasryRiptdsn thiherthist copptehr esent

i nvention, a nethod of 20 providing data comruni cation
[80pd4] Ac iQiaBethe SRbpRGH Pkthe Biet gt B Veaaten yhstrRInreqevsdc e
S grovided. The net hod may _conprise encrypting first
fepan the Hird compHerihencamtedApt s dirst genauiss isrresamnedthalg a

user, where th encr%Pted irst data may be sent from
t{aﬁgmftmg the received reply to the second computer may comprise decrypting the

received reply; and transmitting the decrypted received reply to the second computer.
[00015] According to another embodiment of the present invention, a method of
providing data communication over a communication network using a encryption device
is provided. The method may comprise encrypting first data based on the encryption
device authenticating a user, where the encrypted first data may be sent from the
encryption cievice to an interface associated with a first computer for transmission to a
second computer. At the second computer, the encrypted first data may be decrypted and

encrypted second data may be generated in response to the decrypted first data. The
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encryption device to an interface associated with a
first conputer for transmssion to a second conputer
At the second conputer, the encrypted first data may
be decrypted and 25 encrypted second data nay be
generated in response to the decrypted first data. The
Page 3 of 46 generated encrypted second data may be
gereandd eheryptbsecondainfaacy bassw o the iptirfadetabsotiaed frith dle first
conmputer for transm ssion to the encryption devi ce,
comprgerdoraitantriigsicrta thephérgptiod devicce whére at theeancryption dqyice the
second data received via the interface associated with
sentleacrfptadstcond dpauteesivedmag/thy mtafacy agpociated Withdhef firstgomputer
conmput er may perform an operation based on the
maycbe doqypsel. The Smtenmputiatnay pérdO0 26 pperation baedign the degrmiteser
enbodi nent of the present invention, authenticating
se¢dnédatyiser may conpri se |launching an application
program for beginning an authentication process.
[00Q16D 27dordius:iornktthey embodiment héthe erebratinreion. ghtherisatniedient
i nvention, the authentication 10 process nay conprise
useriyeay|cammpiass datmehing aneaplicehon gy for SPBUIRE APUBSHEET on
status between the encryption device and the first
pregsfput er. [ 00018] According to anot her enbodi nent of
the present invention, the authentjcation process my
(08037} ﬁcg%d@%@r?ﬁi)th@‘ egRadigpgp!of the RESeRt PV FIYEP: M‘tenb%f%r n
associated with the wuser upon receiyvjng
PraessuRa APHSF thelaungsd apelinatiofn Progary praidings Ofltfﬁb%g%t)am
Accordi ng to anaqt her g%odlnent of the present
b?%#%ﬁ?ﬁ&ﬁ“”?ﬂégﬂ§EPQBF SLEUBEYS data may conprlse

ay data generate ponse.to the first ta
PR e hation P B SO B RS TG i aﬁ%fﬂfa%m
Accordi ng t.,o anot her nt of

Pm?ﬁ?%’ﬁlﬁy | SOFFPTifeSEAEaRe 3%%%9 f-’cea%'}t P%@ asa?%ﬂaveed Vgt the

t k terf 20

u%%%ob%‘ﬁcem% n#@gwaésﬂ%yﬁug Dl Ao E”e or esent
1 t t

BBl Bt A BB AL e

data may compnse display data generated in response to the first data processed by the

second computer device.

[00020] According to another embodiment of the present invention, the interface may
comprise a universal serial bus (USB) interface and a network interface.

[00021] According to another embodiment of the present invention, the first data may be
generated by a keyboard device, a mouse device, and/or a peripheral device.

[00022] According to another embodiment of the present invention, a2 method of data
communication between a first and a second computer over a communication network
using an encryption device coupled to the first computer is provided. The method may

comprise encrypting first data at the encryption device based on an application program
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[ 00022] According to anot her enbodi ment of the present
i nvention, a nethod of data conmunication between a
first and a second conputer over a contmunicati on
network using an encryption device coupled to the
first conputer is provided. The nethod may 25 conprise
encrypting first data at the encryption device based
asséhtedRvitIR dabaohtnRaR@ItR g allagSnttrathe dferyasesdinstdtite chay
with the data communi cati on being active, where the
be SRGFRPIHE Enchpkish déVledo afBidterfike astihted Withtie st eoaputg@tforon
device to an interface associated with the first
trar3REEReh & thd RbondlcbRAPREH I8 iRRedond tdigpuse eerborgptaditsedata At
the second conputer the encrypted first data nmay be
mafl € 4R pRE RGPl Yatbeldatfin it gehtdraediin yespensg entbe at ed
In response to the 5 decrypted first data, where the.
decHfpaIfatiAsta SiereARé Silerated endymal sacond fath mag beitent © thehe
interface associated with the first conputer for
intdrfadd 5s8dctddGithithe filge-ompoteyfot rammiison ©dhe ehiryptigredevice. At
encryption device, the sent encrypted second data
theleB@eptivpdevitentht bent Envrypdize@nd dgorsreivaddia the interfaprassciated
conput er may be decrypted, where the encryption device
withiahe fsiQuinpitertney bedeayptpd, stiers deendyrtian detice miprovidesthe
conputer for disposition by the first conputer. 10
dedroROP@tonddate tadthe frst eomptst foo dispasition byrihe tfirs Fompierpr esent
invention, the first data may be generated by a
(00023 Aacaridintete ianeher gmirpdiment g6 the presenhimuyndipn, sheafarst dgtaanay|be
devi ce. [00024] According to another enbodi ment of the
gemeraedhyt a kephaart degise, atm@sagqyiqecaaﬂ/pwenph@glrdﬁmmy resi de
on the first conputer and conmunicates with a second
[08024] Acerdingito apetheyrembpdimsnt@f fig Pespent iaersien.dhPPRBIRSOR er .
The second application nay generate the 15 secopd data
pregrain triag resigp bi tha fiksh AorpRURy eRthsommunieates Wit & seeoRiAPP Rty
di splay the decrypted second data._ [00025] According
program restdingron dreiseeindeprapeer Thescpnd SBRticationraagepFate fife
application programmay resjide on the enc tion
sechmdidete andhiie mﬁc%ﬁﬁma@a%t the\fjrgt ﬁorgplgfé@@ﬁahsp% B%ei deeryrteh
program where the second application my generate the
segad@iatd- data and the 20 application program at the

encrypti on device ma i spl t he decrypted secqnd
[oggpt%y ccording to another emb){)dgnenp ofatﬁ/e present (ilnvemw%, fhe app%cg:lon

program may reside on the encryption device and may communicate with a second

application program, where the second application may generate the second data and the
application program at the encryption device may display the decrypted second data.
[00026] According to another embodiment of the present invention, wherein the
communication network may comprise the Internet.

[00027] According to another embodiment of the present invention, encrypting first data
may comprise encrypting first data at the encryption device based on a window associated
with the application program being in-focus.
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[ 00026] According to anot her enbodi ment of the present
i nvention, wherein the comunication network may
conprise the Internet. [00027] According to another
enbodi nent of the present invention, encrypting first
data may conprise encrypting first data at the
encryption device based on a wi.ndow associ ated 25
[00028] N dcBRiARE bRt bAFbARAROEANRS ReieRinveRtidi) & kureRagen for Of
46 [ 00028] According to anot her enbodi nent of the
gerRf88E fourle QY8 tbrhsBibsioR 0P @ YSBmEMEdOAhét@brk bytves afilsng
secure data transm ssion over a conmuni cati on network
coRffiMagda Sechid dhnputeOiFBroviasd. dThd davisaeHNbnpasIH wech Hrice
provi ded. The device may conprise a switch device
a B¢ RPeitOfidseRe ften drelos inod aipat devivas; @ enddyptioh devidenpapted
evices; an encryption device adapted 5 to receive the
to febdied thél Btsbdat:Ordtited frbh @ stvhich dvict 63 efteytitiag tHe@eceived first
encrypting the received first data based on an
daPRed 6REN Apligdtion prplamssociitad with tetsérutdhiptagmosmissicheteimng
transm ssion being active; an interface associ ated
activie} 41 ihteffadei akotiaed with the firsactaygtueed adapted écetares thdhencrypted
encrypted first data for transm ssion over the
first damnforitaadniiesfooroe ety dontmomichtienet@nidiodimmeernd compwigter e
the second conputer nmay receive the encrypted first
wigked the senchdgementert reay reqeive fisteaetyited Suwstdatrcind gengrates gpcrgpted
di spl ay device associated with the first conputer. The
seamd dytatapd a displey Aevicd assacigjedwitinthe Srsheomppyter.s Bleecpnerypted
conputer may be received by the interface fromthe
secrpiiata goretatesirat the swwondcogpatermait betreceivige by, thie interfapg from the
routing, where the switch may route the encrypted
cogmuwivatiatatetvarkarndrent dnibe §pitch &7 rentips ceherethe shatchyRay roHe
the encrypted second data. The switch may route the
thel entsryptsdaecosd dunte teanarypiicaieviprfor drerypiing ba crraxpredacqond
the 15 first conputer for display on the display
datpe Vihe swit¢hopoxote fiederrintefgeeond g frpm thesnpypiigRedsyicne the
present invention, the interface may conprise a
firgieqompRter fonfisplpwensths GiERTEVigk cor di ng t o anot her
enbodi nent of the present invention, a bionmgtrjc
[09039 erreprdingite proghsy srakedisept b éhemﬁese%mmoeafgfﬂ BYFRES 2% he

appl i cation praqgramt hat
comprise a network interface .

[00030] According to another embodiment of the present invention, a biometric
authentication device may be in communication with the application program that
prompts a user for performing an authentication process. The encryption device may
authenticate the user prior to encrypting the input data.

[00031] According to another embodiment of the present invention, the biometric

authentication device may comprise a fingerprint scanner.
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20 pronpts a user for perform ng an authentication
process. The encryption device may authenticate the
user prior to encrypting the input data. [00031]
Accordi ng to another enbodi nent of the present
invention, the bionetric authentication device nmay
conprise a fingerprint scanner. Page 6 of 46 [00032]
(038P AdEdIng R ABALREboEARA UE KB Bres@it inkBiftioR)/ tREMXHch device
i nvention, the switch device may conprise a USB
mU b Ad LUSH QnuBlie Yo: ProRirEedat sirtiifdbodleeh e WRe br hite
one or nore input devices, the first conputer, and
infud Bevad6 i firk Ak, &1 thed DO9BRIn ddoicer di ng to anot her
enbodi ment of the present invention, a nethod provides
[05033 P ek drlig toPandiherd@dbdifiditiof the ipFes€r® MvHitiod 24 h@Rodréided
server conputer that receives input froman input
seEl@Ny Hen @pRicatione cothrinfhicaticd wiehd sebv@fpathiifer Satreckivwp inpyts
information on a display device operating with the
fréth eRbutGevipiépRiating Wigh a@ehicdnipayr addispilagemfonaatippih ag
data relating to the application entered via the input
dighayi deeic\bpicking with eheictidnnepniphnesr. e Theemethpd mayenpriseEnasipting
data to the client conmputer. The encrypted data is
ddrd relasng ttiechppli@tiorsenisfedvét tho inkuttdevitheitismt previdiog the whtered,
where the encrypted data transmtted to the server
ureoeTppieddatd to titbendientpomephter.THee enerypisd date ipdranemitieregreper at e
on the decrypted data and may provide data for
ngivet@the sdrvar hempitérewteratbapnatypted dFih dragkatittedgde the seteat by
the server conputer may be transmtted for display on -
canpaited issistrpted eTtieserverfcompuserghayeperais onthetdserypioghdatacand may
di spl ay device may display the transnitted data
provide e & Bigplehat theegligns cormprigyu Tbe data Boyidaign4he sapeIosIPHgT
to anot her enbodi nent of the present invention, the
mdnbatrgnswitied & display phibe displgedevice ahilie elienhepmpist. #@sieyist ed
prior to transmtting such data to the client
dispirpdavine may display 81 tranmitieqdyta peovified by Pie seve coraputer.
transm ssion and prior_to display. The decrypted data
1008341 pccgrding ta yaathes pmbadimegt ofiiheRressaiinveation; the qata providad by
conmput er. [00035] According to another enbodi nent of
thelserv ey OTEHET TAX/RerRaprRied RINE o pneattingsuchAgtate BR S t ed

to the client conputer may be decrypted inde -enlden{,hly
cg}ppx{tﬁean&sp@rﬂata%fi@ypted after transmission and prior to display. The

decrypted data may be displayed on the display device of the client computer.

[00035] Accofding to another embodiment of the present invention, encrypted data
transnﬁtted to the client computer may be decrypted independently of the client computer
and such decrypted data may be provided to the client computer for display on the display
device.

[00036] According to another embodiment of the present invention, the ir;put device may

comprise a keyboard, and/or a pointing device.
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and such decrypted data may be provided to the client
conputer for display on the display device. [00036]
Accordi ng to anot her enbodi nent of the present
i nvention, the input device may conprise a keyboard,
and/or a pointing device. Page 7 of 46 [00037]
Accordi ng to anot her enbodi nent of the present
[0003VE Atioiding 1@ afi@hdi @hbodimpt 0Fihel edsent mwensdion, | al rasthoddoprpvitielr
to interact wwth a plurality of applications and to
fopd @éhtOmPEENLo irtteract &vith aplutatiasdt applieatiypp kndcta pravideaécutitydo
one or nore applications which communi cates with a
at feddt vRY applicatipnidfahe drisat moeapplicetons Mhich chmmomiaates wifhut server
device operating with the client conmputer. 5 The
comphieoitlatreryivesinguut ifiom antigpuf devico wpangling twatbshe dlienttdomputer.
| east one application includes a w ndow in focus at
Themeetiold ineug tcorayprivp ttteefvliovdag sheps.elfdltel anfpadt ond dpplicatioh eakwties@ne
application entered via the input device nmay be
window ingfbexd avthe ¢zt copyputer, ditnglating toshe & deast, ong Apntictippt ed
data to the client conputer. The encrypted data may be
enteredsathe inpuk devies may brenepypikd wishquihprovidise \lerenteeasipuncasrypted
where the encrypted data transmtted to the server
dagwotthetclient gerypues. The eheopipp deta mayhetranapifigd oves gpaverk to the
operates on the decrypted data and may provide data to
sejpesr enpenuter. echetsrihegporyRied datp asmittsdfn theserver BRmpITes Whay 8e
data nay be transmitted to the client conputer, where
dechmted| TVETIPSIPIISE ORPERJES Op BtealeayRied ataAn sy Pnyids datp fo
the at | east one application_does not include a )
bewnserisshon By theclient gempuigs. The REpirided siaig qiag be trapsmifted e &y ghipnt
via the 1input device may be provided to the client
CERFLEEre it HHSTHCOBRBFL MY BrrateoR PEAVIds S 99tt | Liihe3 leagispng e
client conputer, [00038] According to another i
RRESAN Aess poigrelide YHPdasER oY dhit SIEH coMBITEr f1ald eRifryYis e
the selected applicatjon in a device coupled to e
mpHiAGYICEHREY bePray %tt?] e¢ i?né?ﬂmpet?ﬁﬁ?}b‘éﬂt efrfﬁg)%g*b g’f alspostios by
encrypted. [00039] According to another enbodi nent of
ﬂFﬁB“%F@%@ﬂ?‘invention, an out put of the 20 keyboard

[@3% F&ﬁ:%r? 4 glttﬁ gno %f grﬁ?o%g%ﬁ%g%ﬁtge: prgsgl% igvee\r{tiiocn? d;}.tg %‘iatiing to the
selected application in a device coupled to the input device and the client computer may
be encfypted.

[00039] According to another embodiment of the present invention, an output of the
keyboard may be coupled to an output of the device that is coupled to the client computer
for operation with the at least one active application when the window associated with the
at [east one active application is in focus.

[00040] According to another embodiment of the present invention, the output of the

keyboard may be automatically coupled to the output of the device that is coupled to the
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for operation with the at | east one active application
when the wi ndow associated wwth the at |east one
active application is in focus. [00040] According to
anot her enbodi nent of the present invention, the
out put of the keyboard may be automatically coupl ed
to the output of the device that is coupled to the
cliogifemgutgrwhes the|window asencisted avithahlenst enpeactiyerppligation is in
associated with at | east one active application is in
fof¥cus. BRI EF DI SCRI PTI ON OF DRAW NGS 5 [ 00041] The
invention is illustrated in the figures of the
acconmpanyi ng drawi ngs, which are neant to be
exenpl ary and i ot ] in.which |ike
ref erences areﬁﬁ#éﬂﬂg@%ﬁ&ngﬁgg)&AW‘#‘é:ke or _
[00641] p owvelitiog ispAustrated (nOROHR}esof the adcomParsyirdyl dddkinghl @BicRM
illustrating a data conmuni cati on system according to
arg megntivoui epemptlarp find fve lipitimg cantl in whientilieaeferehées pRGM4aikd to
Figs. 2 is a block.diagramillustrating the data
reges mlikeiovenriespondipgpastyn  conpri sing a switching system
according to an enbodi nent of the present invention;
[000420 F4g. 1 & agplock diagram idlusteating 4 datachiosguaivatidnl sysiém atdoriipgtth e
secure transm ssion path of the data conmunication
ansgrafiodimealcd Bregrasent inyertivnenbodi ment of the present
i nvention; [00045] Figs. 4A-4B are flowchart diagrans
[00p43) Jtigsad is ﬁélqch diagrparibusirafing dfe detasommiunictiongysterd syst em
In a secure node of operation according to an
CUPRSSHE ASHiching sysiran grcerding to an gmpadimentof tlegoo g invEntips; 5,
6. 7, and 8 are flow diagrams illustrating a nethod by
[0QR44) HFig R ds anshematic Gismmam ilusirating tag sepuserirensmisaipp path péthe data
secure node application programand switching system
COpMRLTCaton SyYFIEm apFTdinedP Ao prAdERAnLef the RIFSsRiGIY eRBeNy s

%ﬁ‘&irdi n%Ato an_enbodi nent of 20 the present o
[00R%R oo ts-4P @esdlewehart dagragns iusiratinedhacongratig afithe switching

conponents of the switching system

syis’lcclm%slta rseacl:grie rrllgodg Igfe operation according to an embodiment of the present
invention;

[00046] Figs. 5, 6, 7, and 8 are flow diagrams illustrating a method by which the data
communication system operates the secure mode application program and switching
system based on the application program’s window focus according to an embodiment of
the presént invention;

[00047] Fig. 9 is a block diagram illustrating the components of the switching system
according to an embodiment of the present invention;

[00048] Fig. 10 is a block diagram of a USB controller device according to an

embodiment of the present invention; and
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according to an enbodi ment of the present invention;
[00048] Fig. 10 is a block diagramof a USB controller
devi ce according to an enbodi nent of the present
i nvention; and Page 9 of 46 [00049] Figs. 11A and 11B
are system bl ock diagrans illustrating alternative
enbodi nents of systens incorporating the swtching
(000495 tFe8. A1 1ddki1 BGrd s9stéxh bR tib did Al tilustedting Bieeriakies ent
i nvention. 5 DETAILED DESCRI PTI ON [ 00050] Fig. 1
embddirhiéilty FlsRfends ifhdtparaboFE B itcHingOsystey aécdrtinglo ac eabodingt
to an enbodi nent of the present invention. Data
of teOpreteni @déntiom System 10 conprises a User Conputer 12,
a conmputer 18 that is to be accessed (also referred to
as "Accessed Conputer"), a Network 20, and a :
Switching System 22. 10 [00051] User Conputer 12 nmay
i ncl ude any conpuPEFATLERIDESGRIBEI®per at ed by a user.
[oohEb] ]Ielg leiﬂP&Qt) FE Blta &fmrﬁlnﬁ:aﬁ&}/ Sf@ttehol@’acécl%ﬁg SR BD Sfimer?
al So capabl e recei ving ‘and acting upon data
of ﬁaﬁ prsat Hl%nu‘éf? nﬁ&iﬁ @Jn%nurF @fior}ARI 18, coldpides L08R Woliputd12,
may | ncl ude a C, a workstation, or a PDA, capable of

a chiafRbrii Mkt &N béiacameaxmgtgreféﬁte@taa%@ﬁbeé%dd toapuan), server.
Associ ated with User Conputer 12 may be one or nore

NeBbdrR b, &Y bwRehinkybten 225 provi ding output to a user,
e.g., a display or a printer. Al so, one or nore dat a

[0008 U User @RWp6ES1 2kifay ifidhede ady EaMLSfer AAOMOY bePopkRIEB BR b User NRY
be in comunication with User Conputer 12 through

an SbbGRERGf By Hivewdod AJset O8RRr 1017 A% capadiechf FeReivingtnd he
i nvention, User Conputer 12 al so includes

aclingpbh Qﬁﬁﬁbﬁmttfeﬂcfonipﬁﬁtsc fbd dxgmbple, st Copuig 1 Syl eirlude a
that one of a plurality of 20 comuni cati on nodes is

P @ siofle htiof; aE NP A oapdbieCH tdcoivingade disflyyilpedatlhradenet Gomaed
by, for exanple, a different comunication
sefles tA ssadidtainyithsiiehCasputer d2 fdag be nifie @ @mpeidutput dévideh g for
recei ving end of the communication. For exanple, where
proigding Goppud eused 2.gi, 8 dspipadrlagrinfer. Also, one or more data input
devices 16, such a mouse and/or a keyboard, may be in communication with User
Computer 12 through Switching System 22.
[00052] In an embodiment of the invention, User Computer 12 also includes
functionality for indicating to Switching System 22 that one of a plurality of
communication modes is desired. Each communication mode may be characterized by,
for example, a different communication destination, such as a different computer at the
receiving end of the communication. For example, where User Computer 12 is capable of
simultaneously running more than one application program, User Computer 12 may

provide an indication to Switching System 22 that a first, a second, or a third

communication mode is desired based on whether an application program from a first, a
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si mul taneously running nore than one application
program User Conputer 12 may provide an indication
to Switching System 22 that a first, a second, or a
third 25 comuni cati on node is desired based on
whet her an application programfroma first, a Page
10 of 46 second, or a third set of application
secddO AR set SSPEIchii oS dprarhsS reBdetivey, i Rfives Fargatiplepdh
active application program may include an application

actipl SEpiicdh M’Eﬁgﬁiﬂ Y ifidlude Sn bpblichtRe pPogrdd ANESY whlh ésised
Computer 18 may i nclude any conputer that may
fockOMuni cate with 5 other conputers. For exanple,
Accessed Conputer 18 may include a conputer server
(008593 24 c8sse ¢ 41§ Y indRId¥\brdyltofibuterthat i comghnieate with
network. If desired, Accessed Conputer 18 nay
othBTHY e EAES: dHbibhle, 3@k THputee | Smbylinaludectonputensener |
e.g., using encryption and decryption. [00054]
capBblE 85 SdmEan with cli8nth Sirdugh @ aemork dbdesion, Mbdebsed
Switching System 22 through 10 Network 20. Network
Coh®fiter 18Smais@ehntinizae wyth bihei coedpuides imayecoommmEr.oxg- i using pat h
t hrough which conputer systens nmay communi cat e,
endriigiod dhd\@ecryptibn. not limited to, one or nore of the
follow ng: private, dedicated tel ecommunication |ines,
[oousaje d cassediCombeasrs] SlisiNsommanicafiahisyith SmidtchingSyistermed2rfhrough
[00055] In addition, the network through which
Nebwbrk Qi NepwSrktessris @2d broadtytvi ineledssiny ¢@nmymicytiog pasls tieaygh
Conputer 18 may i nclude User Conputer 12. For exanpl e,
witich @hputer systembingy cinramibatgeinclndip® dufnet timied theing @ more of
Switching System 22 may be in conmuni cation w_th
thd\bilesmedpBarm dedaated BlegommuieatioTipasuvised of irglgep IANs and
network that provides a communication path between
WAdNey an@ehredotemet. 12 and Accessed Conputer 18, e.g.
Net work 24. Communi cation path is used broadly here to
[00€S5E in adstitionpthy sétwerk trough srhialHvdiahing Rysiea 77, CORMPUAES |
communi cation path, or conbi nations thereof, [00056]
wiBnAtashien §ompwerdiney instude Uses Commisti b J9F POMPatsTiown
bet ween i nput device(s) 16 ) . .
Fig. 2 and described further below, Switching System 22 may be in communication with

Accessed Computer 18 via User Computer 12 and a network that provides a
communication path between User Computer 12 and Accessed Computer 18, e.g.,
Network 24. Communication path is used broadly here to refer to a physical
communication path, a logical communication path, or combinations thereof.

[00056] Switching System 22 provides communication paths between input device(s) 16
and User Computer 12 and between input devices 16 and Accessed Computer 18 (via
Network 20). Switching System 22 functions to (a) dynamically switch input device(s)

16 between these communication paths based on indication of which one of a plurality of
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and User Conputer 12 and between i nput devices 16 and
Accessed Conputer 18 (via Network 20). Swi tching
System 22 functions to (a) dynamcally switch input
device(s) 16 between these conmuni cati on paths based
on indication of which one of a plurality of Page 11
of 46 comuni cation nodes is desired, and (b) transmt
colauBicdtion Mot d pedesitkaly irgigh)yandrfit tta frére inpandegist@E) 163y fem
at the receiving end of the active conmunication path.
comPit@Systeni\at theeéeivameehd jof the halivs bymmBvsatiompatly Syst em 22
may receive the indication of which one of a
[0gui5Ty Ak mieytionéd mrevivnstyi Switdhing Sysiere 22 gy desive thel irfdicationlds er
Conputer 12. For 5 exanple, User Conputer 12 may send
witi¢h dns df cpituaiiig of conBmiricativrngodsy Htdesite@ FromHiser Gorfiputes fl2. For
comruni cation node is desired based on an application
exhmpien Usef Congtites €2 moy sead pi indiastioo hesSwikrhing Pystem 2 hatnirst
upon receiving this indication, Swtching System 22
commymicativpenddh & degiprbrened oman appliqatiothirére & iest et phapplications
device(s) 16 and User Conputer 12 to be active. \Were
belygertiveanp uparredeRving:thid indieatidnn Sivitchinediystem 22miay chiish e
System 22 that a second 10 conmuni cation node is
cogfewinicatipnipatbdeween mputappea(0 A6 prsiUser G?Fflﬁlt@éé &b astiYe- of
applications being active, Switching System 22 nmay
Waere SeertGempaiont sehdsan indirainn t SHEeRESYSiemdthat 4 &Pplade( s)
16 and Accessed Conputer 18 to becone active. 1000581
conraumicationgmads isdesigadrhater o Ar anplicatipe TP pSpROPG FEt Of apPlipations
comruni cati on node where the communi.cation path
bairg agkivan SVHGHInE Sysemd p@y capge the gouppEwicationpaty RRtYiteR PY | s
active 15 Swi t ching stem 22 may al so function to
d%@@@}V%mééwﬁw$ﬁéhm¥@@%§%%B“@Eﬁﬁﬁ?@r 18 and forward the

received data to User Conputer 12. For instance,
(00038  ArgPrAige ¥ anrPrbReimghl o) fhe YFRing 18 ARABFENICRIR TeArBhT e

12 sends an indication for sec d co nlcat an node
thﬁé%‘é’é‘“%f?“%PaékaWEe&tu?Pb‘hdeF’% B3 Agrredsprghier 1935 acive,

SEPAHSOETAL £ PO PRIARS %fewec%a%”fj f%é%aseige@g@%fﬁ@’éﬂd
SN

e R SRS b i Pl P b

<Binpis Wi URECHRR a2 Tk S PP éésf&é%caﬂgp %re“%%agfm mode

based on an application from a second set of applications being active, Switching System

22 may transmit data from input device(s) 16 to Accessed Computer 18 which processes
the data and sends a reply back to Switching System 22. Switching System 22 may then
transmit the reply to User Computer 12, e.g., to the application from the second set of
applications that is active, for action, e.g., display to the user.

[00059] If desired, Switching System 22 may communicate with other computer systems
in a secure manner, e.g., using encryption and decryption. Thus, in the previous example,

Switching System 22 may encrypt the data from input device(s) 16 before transmitting it
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applications that is active, for action, e.g., display
to the user. [000591 If desired, Switching System 22
may communi cate with other conputer systens in a
secure manner, e.g., using encryption and decryption.
Thus, in the previous exanple, 25 Switching System 22
may encrypt the data frominput device(s) 16 before
to Abde@RS Obhiutdd a8 bber NeRISk 28 Adcesbéd Cempite 48 sey then dpraméthe 18
over Network 20. Accessed Conputer 18 may then decrypt
datal $H6cesAR bR traRERiE B nctyipted 26pll tiatlansSwitchiag Sestern §5t Ydtchiap| y
aback to Switching System 22. Switching System 22 may
SysteR@D nfd§ Gel Bécriphhss e8I pblorés irasmitting it wrldser Computer i12. to
User Conputer 12. [00060] Switching System 22 nmay.
[00060F SWélEnird By st RITR whaPinchyis tineonmpbéystemfcappblefod perforging
the functions descri bed above. These functions nmay be
the R OB BREREd hfvve uTheshaunctivay maye implsfreniad drqygh hardware or
conbi nations thereof. Exanples of different
softvaR @ bormbitationaftheBuift Ednpips oSjifenont caodimgnts ehpwiiraing s
that may performthe functions above are descri bed
Syskeit 120t coriyehents thptaRGkifortd thh Bugtiensahgye arg degsrbes faisiy
only a single Accessed Conputer 18, any nunmber 10 of
belowiCch systens may be accommodated within the invention
W th Switching System 22 dynamcally sw tching input
[00061]i Alétfosgh Figs. bend@showenlymsiisteadqopssed GRIRET £§ aéﬁgE‘W‘rH%ﬁ a
simlar manner as described above. For _exanple, fiyve
of colspsteims sy byacerdeedateyvithindhe WEFHGARY With S%mﬁ%étﬁ?li Zg n
pat hs between input device(s) 16 and five_different
dymemivallp witching inpaibdsvica) 1601 eeR cRmpmYLCatians PaB}, f?p"ﬁfehe]f‘ 412
and four different Accessed 15 Conputers,
siniis patei asakseribdrnoe? [Forspnle vesemapupicatiol Mmedes W3y v ¢ o
mean conputer hardware and softv,vaegﬁ gr 0] ter,&
cogespboneto @Wah%pat@)bgm}lpqtﬁgw$ d H&fjcé‘? Ten
Conmput ers nenti oned above na Il .he separate server
coapyuhicasien dentiations, sedag Jatr %WPP%%I%SBQPIEOUH i‘?‘g{ﬁﬁ‘i’ éccessec{
platform [00063] The enbodi ments of the invention
Cofemsiters, rerec@itsbve may be advantageous in 20 situations
where a user w shes t

[0pR62k §§§’G‘1t€dﬁfﬁ}§ uged fg)’agl% %ﬁ%ﬁéogp&gﬁ%%%{e’ang séftware or
computer software only. For example, the four Accessed Computers mentioned above
may all be separate server applications co-resident on the same hardware platform.
[00063] The embodiments of the invention described above may be advantageous in
situations where a user wishes to access a computgr, e.g., Accessed Computer 18, but the
user’s computer, e.g., User Computer 12, is not a trusted computer. For example, the
user’s computer may be vulnerable to outside attacks, such as from viruses, where data
input to the computer, such as keystrokes, may be monitored and transmitted to a third-
party. In such a case, according to the. embodiments of the invention described above,
when the user attempts to access Accessed Computer 18 through, for example, a
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user's conputer, e.g., User Conputer 12, is not a
trusted conputer. For exanple, the wuser's conputer
may be vul nerable to outside attacks, such as from
viruses, where data input to the conmputer, such as
keystrokes, may be nonitored and transmtted to a
third- party. In such a case, according to the -
corr%ﬁﬁﬁﬁﬂglm&lt Sppdicatiol @n Usaréivivipoter i SwitiiegiSystsm 2@ mayxiregthen
the user attenpts to access Accessed Conputer 18
datal FUOMBR defie(s) @& mrroessedCdRameer 18 fagprogessing and send the reply
correspondi ng client application on User Conputer 12,
recetll ORI AgesSyisteiput2? 1 Siehedilientcapplicdtioneonf s oragyitar 12 for
device(s) 16 to Accessed Conputer 18 for processing
actian) @, g5 @Rplay foehermpl Thus; Boshvechsé, daimingyicleans by ues HsEtder 18
to the client application on User Conputer 12 for
the BeHhpueH fo ti.agcessed issiot syt througthibe ysse's commvies and woudd paf by
case, data input fromthe user neant for 5 the
vule@ahiub dire attackbmentvoeksabek. i s not sent through the user's
conputer and would not be vulnerable to the a{lﬁacks
[00064) t Asomentiorzsd ghave, A@EBGUTomEItTd & Ay AEEMEH VIR s s e

Conput er 18 nmay communi cate with ot her, onputers in a

COBRIUT B AITEAUrPINANNES, ¢E-, USRS] ASTYRIE S E5CBRUiSh g"%wg’&aWE& i on.
For exanple, Accessed stem 18 and User, Co ter 12

Acrrased Systern b8 arltt Usexeamruiar y2 maY ﬁ@‘“%’%catelsﬁ““f?l&fﬂ%tﬁf Layer

Security (TLS) protocol. [00065] Fig. 3 illustrates a
Trapapoat IoyenfeenricaflLohreipstlem according t o an enbodi nent

of the invention that provides for secure . ..
[00965inTiisi Tidlnstaies a %%WWB%%W%‘?%W an gmbodimen gf)
conprises a Switching System 102, as descri bed tio
thegimesprion iptprovydes fon SARTCICAMEHEC SR BEFIITEAR COPmETE 18,
Switching System 102 includes a data sw t,ch ' 4
syaerl | oTrish S Sy BB L B GRS ebnat Sebfin 2t
system 100 al so conprises. a User [ . n
e esad Mo U BHE Wetr 10 SR SR ge AR EE
in Fig. 3, er Conputer.108 .isS.i.CO ' QN with
et s L R U A i

nbodi f Fig., 3, di spl devi 14 i Ei
Cég@lgeézlgg g%l %@ﬁgsggde'?m@gx%de;Psa {eﬁgl’%\é& gb%ve]: &s dhdwn in Fig. 3,

User Computer 108 is in communication with Accessed Computer 110 via Network 112.

In the embodiment of Fig. 3, a display device 114 is associated with User Computer 108,
and one or more data input devices such a mouse 116 and/or a keyboard 118. According
to the embodiment of Fig. 3, the Accessed Computer 110 may include one or more server
computers.

[00066] Other devices that provide input data may alternatively be utilized. For
example, in addition to, or in place of, keyboard 116 and mouse 118, data may be input
using a touch screen display, a voice recognition system, and/or another peripheral device
capable of providing input data.
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and one or nore data input devices such a nouse 116
and/ or a keyboard 118. According 20 to the enbodi nent
of Fig. 3, the Accessed Conputer 110 may incl ude one
or nore server conputers. [00066] O her devices that
provide input data may alternatively be utilized. For
exanple, in addition to, or in place of, keyboard 116
[00867] DR ERnrkfoati6letetvddi she Deridus [ebiinpondfis Bsysteth Q0 &e SCr een
di splay, a voice recognition system and/or another
desibte® Hiofigdontd@inicaton paths PAPRDPE Paf angd PO sact ¢fovhichandy itkdtde.
: Page 14 of 46 [00067] Data communi cati on between the
physital @USicDERGNAthtonQiaths \6 temnbiifidnathereofiashariaiedd al ong
conmuni cati on paths P11, P2, P3, P4, and P5, each of
presfdusi. BRY phth eday é@plop Riffeteadonmiunications aledia carhuasi fibat optia
pat hs, or conbi nations thereof, as nentioned
mediagwir€less meansKag hragia tilequenyy @rdpihfiared) o tabiecraked data transfer
comuni cations nmedia, such as fiber optic 5 nedia,
mediune| ess neans (e.g., radio frequency and infrared),
or cabl e based data transfer nedium [00068]
[00868Jo Adéondjng o thereanbeditnontiofEigt 3.qfathF2gs a physipal cpra@anicaion
physi cal communi cation path that includes at |east
pathvioat inptpidesct leash tulogica choomupaatios péths §.g;, PROandRH). Pb)
As described further below, path P2a carries data
deapelbvcb@nh@\hﬁlpwmaﬂgmsyweqﬁamwa Swifehingi¥ystemrife eed Usep 8
for local processing (e.g., by progranms_ running on
Cogspatter Chforiioes! po@ying (es b @segramsadnringriiéser Grpriier 198t h
P2b carries data between Switching System 102 and
A disaqribed fagtherdelowomtt Bb carrigh dfte petyeengwitching Systemp W@t’% rk
interface of User Conputer 108 to communicate ov
Usqe Eowsputer 1199 for ransfy (-4 yusine Angavoseiatereng ot Pesr Computer 108 to
[00069] Input data that is received from nouse 116 and
copaypisaie@ve Metwask 12 to and §iog Jreessed Gommuter 141Gy dat a svvl tch
devi ce 104. Switch device 104 determ nes wheth
[0PORO) fpput gz thatjigrepgived fromugppuse bR REYRgarp 41 His ot P’Bng path
encryption device 106. |If a_secure node commu catlon
Pls‘@éié%éwlt?%deé’ﬁ Lk S&#eladevm POt deferpipesabethas of B} dia fads to

h ncr [ Vi 1 P1
bet sweltct?edcalo){lgtpatg P3 goeencrcygtlonod%vwe ?Oép Eﬂ" a secure mode communication

session 1is established, input data may be routed to the encryption device 106 via paths P1
and P3. Alternatively, if a secure mode communication session is not required, input data
along path P1 may be switched along path P2a to User Computer 108 for local processing
(e.g., by a program running on User Computer 108).

[00070] Display information that is generated by User Computer 108 is displayed on
display device 114. The display information may be generated as a result of either
programs running on User Computgr 108 or as a result of data information received by

User Computer 108 from Accessed Computer 110 over Network 112.
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and P3. Alternatively, if a secure node communi cation
session is not required, input data along path P 1
may be switched along path P2a to User Conputer 108
for | ocal processing 20 (e.g., by a programrunning on
User Conputer 108). [00070] D splay information that
is generated by User Conputer 108 is displayed on
[0od7Sipbay nde bé Bfshitdd addreceiied pbtavgen UifeoCompritariOtranyd be
generated as a result of either prograns running on
Adcsseed Condptst €10, FoBexampRsenarypted itiptit dafa mikgtte sem hlongnpdthsd
received by User Conputer 108 from Accessed Conputer
and 2Oto@v et ptNatdaticd 1 0b1 FolldRanmentfyptidn, d@r{pBdQiat is et exerpaths
be transmtted and received between User Conputer 108
P3aind P2bAo d Rers@oniGenpf, ehert 110 endFpptededatanp transmatted vigpiewiebrk
i nput data may be sent along paths P1 and P3 to
interfe pHUseo Comiputerckd8 BB shom) dlong paths M end/Rit fodyeceserdcr ypt ed
data is sent over paths P3 and P2b to User Conputer
Cdifiter Wiie (Thistih e segme mpodt efbperatien Where the eremiptadaldtayy ot
network 5 interface of User Conputer 108 (not shoma?
pradessadylopallytby Usdr Gompuls 19% Inyicedsitie dent @ohgsatsed Cammyter THi s
is a secure node of operation where the encrypted data
fof progesting, pheressaecdsskdCermujer B0 waeenprapasd & praesss the
Instead, it is sent to Accessed Conputer 110 for
enofypiee 444 wrpn dgeTEPIOBy Accessed Conputer 110 may only
proceed to process the encrypted data_upon
(0862} ydiematively) for [eprmria BHWFWE‘P% wpphfataynayhs serp Querpiths P1
unencrypted i nput data may be sent over paths Pl and
a3 foc "R GOSN (18 & ogtgraveng o BallovpRe e BepaiRinE of the
Fol |l owi ng the processing of the unencrypted input

upeaeraptes NPy dita by Msw COmPHOBL 08 sprEyRgstdoth 1BeY: g SRRRAtHdY
enerated b rogran(s) running o er ut.er 8
PRI SRR b U CORBU AP RSPl HreP P e R tace of Oser

Conput er 108 al an aths P4 _and P5 Accessed Computer

STMER R R T RN e G R

locally at

RSB o SR Sl R SPAS S
lgég %1{% ?nn%'gg&g ?noidé1 gtu Jpergt?gn?w. esfe I%II:)IE'C %ttaligl dixpe[:t%s: ;?rgcsegs%d Q}’
computer 108.

[00073] Data that is genérated by the Accessed Computer 110 may be encrypted or not
encrypted based on a user’s requirements and needs for secure data transmission over
Network 112. For example, unencrypted data received from Accessed Computer 11 0 that
is addressed to a program running on User Computer 108 may be locally processed by
User Computer 108 by the program to which the data is addressed. The unencrypted data
received from Accessed Computer 110 and processed locally by User Computer 108, may

then be displayed to the user on display device 114. Alternatively, for example,

encrypted data that is generated by Accessed Computer 110 for eventual processing by
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[000731 Data that is generated by the Accessed
Conputer 110 nmay be encrypted or not encrypted based
on a user's requirenments and needs for secure data
transm ssion over 20 Network 112. For exanpl e,
unencrypted data received from Accessed Conputer 110
that 1is addressed to a programrunning on User
UsEaTopipuef 108Q3ayr\seli@vérpeaias Pyandridce Bise Colnputet Jsa8r This
Conmput er - 108 by the programto which the data is
ena@dstisdisadaddidedus BritchypiSysterd 402 Comsepenthyyiwhenpthe encrypted
Accessed Conputer 110 and processed locally by User
dafaadvpesived bil 08 netwmyk intetfase o UsatiComipatyelD8t the elveynisialatadn
di spl ay device 114. Alternatively, for exanple, 25
trapsmnittadoiiang path PA6 tSwitdhing Gestean d2cmbdsyitdodsrics @Ok Gospiitter
110 for eventual processing by Page 16 of 46 User
10€phepantrypted 68a ivageebed smitputeste theactiptiomiesine 1 o verpathsy
Conmputer 108. This encrypted data is addressed to
wiSvd thedricrygte@yiath esrediypted. (inliowing gt degryplipreprocess ghe decrypted
encrypted data is received by the network interface
datyfis t9pavetpRt toswitegl 04t Weeresthe fsepipéad dgtatisropisd over path P2a
transmtted al ong path P26 to Switching System 102 and
todispriGoimptlier/1 A8e The decrymtedgife isctherslocaliy proceiaede lssrStoadUigat a
Is received and routed to the encryption device 106
108\ferrthqpprmeseaf beingiisplayed s dspkey y bt ed data i s decrypt ed.
Follow ng this decryption process, the decrypted data
(006745 Figs. ‘dvand 4BeillpstpB operatiapplflony digpams g{dheeenpryption mode o
decrypted data is routed over path P2 to User
oREtipR Rcsprding o angrebogdianent 4 the dnigaop- iTéle%e%@ﬁ’ 4?%%% ae
processed at User Conputer 108 for the urpose.o%.
deserfhed) inpssoptatigrewity the grouts|daly cqmuuniqason g5y LL0Ehye in Jig- 3.
and 4B illustrate q?eratioqgl fLog(dLag&?nB of the
AbER 3PP ERPHRSAS VIS 106D eqnagcisgiio Suiles Aayipg! 4 31 connector,

enbodi nent _of the invention. These fl ow.dj agr are
wiBleR (i RO U KGR OTIRE TieERs (pel SHATH to o

S BB LoRREOY Y PR BB i @erBion drviEh fe il e
SS R gl TRUP CORGREELTT A A ER et n Y e o 42
R bR F R CeR eyt TN el s Rb=fus via, ¢ o
RS el b SR B R i d: UL BREY LB (R0
For example, input data from mouse 116 and keyboard 118 may be connected to
Switching System 102 over a USB connection, as indicated by communication path P1.
Similarly, connectivity between Switching System 102 and User Computer 108 also may
occur over a USB connection as indicated by communication path P2. If the encryption
device 106 is a removable device that attaches to switch 104, it may incorporate a variety
of connectors for establishing connectivity. Once attached, encryption device 106
exchanges data between switch 104 over communications path P3.
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may be connected between User Conputer 108 and i nput
devices 116 and 118 via Universal Serial Bus (USB)
connections and/ or other connectivity nedia and
protocols. For exanple, input data from nouse 116 and
keyboard 118 may be connected to 20 Swi tching System
102 over a USB connection, as indicated by

[000TS A step 204, @ace@wilvhiRg SystenBil 0 ik eonnggteddetweer thie wnpuydevices
bet ween Switching System 102 and User Conputer 108

11Gdrsld 18md UsscCompubar 08 Gtep/382)cthensec mpypluah ah aptilicationd by
comrmuni cation path P2. If the encryption device 106

pragsanpon’ Beay\Cabipetediforepreviditg stira ddiesontmungoafiornchetiy thej t
may i ncorporate a variety of connectors for

usee of Highr Computer 108 amtthe Aviesspd COmpwerdtl 0 a Omesithe eppdicationi on
devi ce 106 25 exchanges data between switch 104 over

pragoamni fiuochied! (step 264) & seB 206 {aa geplitation progn] OBRBICaiAs Wik ep
204, once Switching System 102 is connected between

thet sGich gqyise 10kandeaeryptipraeverd! 0f irgorderdo witiate apgnhentisption0
(step 202), the user may |aunch an application

Prqsess ibedhfurthesbelomnne aithenbgtipmpropssHRAEES A SCCHEEOFEPEht a
communi cati on between the user of User Conputer 108

datgsemmpeicaiior 2ssiarbatBers (Hser Computer Hpfrand Pigeestef) ﬁ%i*@aw b? 5
program.is |aunched (step 204 at step 206 the

vigSypifching SyBem pY 2R AvBOHATOR eRReUseh { h the sw t c h
devi ce 104 and encryption device 106 in order

[09476} A4 etep 206, the PPRYFFHOR BEOBBR MpHRE s \dser TR

bel ow. The authentj cation process be i NS cure
whether Yystaing Sysien | Qomaenreetsd %Her 19§et1€%%§

t 108 d 0 Swi t h
R AT R ey L
oo EB 16 SRS PRI S s

SEBE R0 1% CURRBE S 2R &tgyeiﬁgpt%?t'sil?ép
ussr&o&ri@ﬁ%@%%%g%%gﬂah R fefhaetate : FiephGEPn
focg@u o B RS gms‘m' oRystem

pro use

S}gge i t & tuli]c% aya o i %p[\ae/%l% Qnﬁ{s%e%fé& to Fl%e tﬁélaﬂpétﬁger oH a

“On € app

fingerprint detection pad in communication with or incorporated within the Switching
System 102. The Switching System will then determine whether the user is an authorized
user based on a scanned fingerprint. This authentication process is illustrated in steps
209a, 209b and 209¢. Once the fingerprint is detected (step 209a), it is compared, in step
209b, with a stored reference fingerprint that is associated with the designated user of the
Switching System 102 (e.g., the user authorized to use the device). If there is a match
between the scanned and reference ﬁngerprinf, the Switching System 102 authenticates
the user (step 209¢). If at step 210 it is determined that the user has been successfully
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program (on User Conputer 108) pronpting the user via
di splay 114, the Switching System 102 may i ncorporate
a display that pronpts the user to place their
forefinger on a fingerprint detection pad in
conmuni cation with or incorporated -within the
Switching System 102. The Switching Systemw || then
authdgficarei(ag, Mpetphintrdetettion) statepi 2 2 Switchingn®ysiemeld220 user
based on a scanned fingerprint. This authentication
comMORARS with, ahd infists tib epblicationtpeqgsam 2@wng opUss Camguiside
Once the fingerprint is detected (step 209a), it is
thatGeTRer led bednautbéntipated? 0D step2t hit & dgteryringd the therusprdas not
fingerprint that is associated with the desi gnated
beeti aathertibated) the afhlicttihipragra8yneing aotisef Eoggputer 198 Wil gntinue
aut horized to use the device). If there is a match
to poehpteisstrite poced mifll thertithprticatroa peasess upige fig Siwifebing Hystem
Swi tching System 102 aut henticates 25 the user (step
1022 80ipdlicated byssteps 2@rn@20P-i t is determined that the user
has been successfully Page 18 of 46 authenticated
[000%7) Otherf mpigpatiestiprmeasd may; by Hagrporaied igtodhe Syyichag SYsRm {42
System 102 communi cates with, and inforns tlpe
in agidjsion cwmerias pn Fiewgliverie B RITIRgICIrF2desores & r o] GERG, ot
the user has been authenticated. |f at st 2%1_?0 Lt is
witkisttos SVIRBEPECHEE™ { o BEEFOTRREDSRIE SRS TR,
t he application programrunni ng on User Conputer 108

codsi (PIN)sofi uiroi €amsbifily BayRepEedt-he user to proceed with the

aut henti cati gn process usi,ngg tll}e ?M%ghil?g St em
[00038] Qpee fhe aPRIS?HOR PIFTa: WRULSHRUEH ORI 'TOHGT/E. ot her
aut henti cati on neans_ ha e i ncorporated.into_t
coBRER PENEEPE R 100 Bt BT Rt e el o4F 214
alternative to the bionetric .neans ‘%ga caqlimkgie%%natgove..
thepp Ligakighpogram CQHRIFAtsS T BRFEEPAT CPHBHMYY Pa .
password protected and/or personal identification 10
Svatshwe St {ode entry capability may be used. [00078]

(00HRT e B PR OBy BB 15 b R

stem 102

e 8 DD REER A B 8 i 1
S\gi?ctl'xamgtgys re]I% | >R irgul:t]edttg the %Wr}pgah Hgvic%yl% ?dpe%tmn via switch

104 and communication paths P1 and P3. In this way, input data is restricted from

reaching User Computer 108 without being encrypted when a secure communication

session is being used.

[00080] At step 220, the Switching System 102 sends the encrypted data to User -
Computer 108 via a Universal Serial Bus (USB) connector for forwarding to the

Accessed Computer 110. For example, the encryption device 106 may format the

encrypted daté into a network packet according to a network protocol recognized by the |

network interface of User Computer 108 and Accessed Computer 110 (e.g., Ethernet) and
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15 [00079] After this request has been received by
Switching System 102, then, as shown in Fig. 4B at
step 216, data input received fromthe nouse 116 and
the keyboard 118 at Switching System 102 is routed to
the encryption device 106 for encryption via switch
104 and conmmuni cation paths P1 and P3. In this way,
addbddPitls rd@fosk pasket BSthd Aede@dohiphter 1 1@ aTH fgwddk pickadsmbed er
108 wi t hout being encrypted when a secure _
roufe BYWRithaDE QUROCERSr 008 dléndeinigurtication pfiRI0aaY P2
step 220, the Switching System 102 sends the encrypted
AltH&iA coReddiRY berkexiki sotitch OB iuca@paratelhivittin Salitciieg $yatemB2
(USB) connector for forwarding to the Accessed
andJ0dEP Cb@putd: 108 isfesttiblRbeAp [USB, biher ghysicyl pbimeriodend ce 106
may format the encrypted data into a network packet
trams@i01of ipfogocbid néry ARD Woutkizel fot compling datolgptwv e thetBitchiag 25
network interface of User Conmputer 108 and Accessed
Sysanpon aid Usd(Cdnepugr 108Et her net) and Page 19 of 46
address this network packet to the Access Conputer
[00DS0).. AT 2221 Wiy WS ermkestion &t UshrGomputert1@8)reggivesuienetvorio4
to User Conputer 108 al ong comuni cati on paths P3 and
padk2band, shict teungtwodopaet tsinei adgirebest wedser Computel k08 hepgwork
i ncorporated within Switching System 102 and User
paehis giver toXBnetwork intexfate of fhlser GamnysR 109 for EpNSPRAFION B ¥T
connectors and 5 transm ssion protocols nmay al so be
Natworkil 2219 i eddressasislestingtiias-2, 1he BIRISALCNIRECSTHR TUIATA §°
System 102 and User Conputer 108. [00081] At step 222,
Adchssed SBnmitand&bt i on at User Conputer 108 receives the
network packet and, since the network packet is not
[00Q831 & sier|234p theigplicTISRPIPSEM THOWHNE PhACHFECASPIPUFIIR® | s
given to the network interface of User Conputer 108
wiigl the Refierkipgalicbin adsdyasped Tereivgs: wRst Io9eEsEs th eperEptedfapud 48z d
destination, e.qg., the application program runni ng,on
conteingd inife mkﬁsu?gerapmh%wm%@’zfuwn&qn@&cwﬂ Copppyter 110
appl i cation program runni ng on Accessed, Conputer 11
mey,be agpficipd e hrappiireionpiogan 1’4@“&&83@%&%‘6"@%& i(i?&e/ gé?fg“y
and processes the encrypted input qgta
the application program running on Accessed Computer 110 processes the encrypted

input data received from Switching System 102, and the application program running on
User Computer 108 receives this processed data from Accessed Computer 110 and acts
on it, (e.g., displays it). .

[00083] Once Accessed Computer 110 receives the encrypted input data, the application
program at Accessed Computer 110 decrypts this data. The input data may include a
mouse click selecting an option on a displayed webpage associated with a remote web site
run by the application program at Accessed Computer 110. The webpage may be locally
accessed and displayed on display 114 associated with User Computer 108. The input

data may also comprise keyboard data for entry into one or more fields of the accessed
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prpfFés%W&atmmh@w@%@m@é@w&mm sEthFH?Rsecﬁﬁta

contai ned in the packet. The application program
runni ng on Accessed Conputer 110 15 nay be associ at ed
with the application programrunning on User Computer
108, whereby the application programrunning on
Accessed Conputer 110 processes the encrypted i nput
data received from Switching System 102, and the
webftgk. Géadetally, 4ny dgta &omraperiphacy] devicete maCexvharige datd @8h the
receives this processed data from Accessed Conputer
weblite @ngplivatich progarm tynning o Accesies Gloapstet 110.ma? OorsOz8Rjut
Once Accessed Conputer 110 receives the encrypted
datanput data, the application programat Accessed
Conmput er 110 decrypts this data. The input data may
[00084] Udetep 226 thespplidaiiapnkpropedne ninhing om A cogesed Glomputeral 10
di spl ayed webpage associated with a renote web site
procassediye ddveypaadiriut detd. Grasquron direanpud datadhie sprdidatiGn pyyetaay
110. The webpage may be locally accessed and
gedirgip raspenseaiatadorsyse byythd dpplicationpiograrupiingonéer Camvidt er
108. The input 25 data may al so conprise keyboard data
108 o Foreemampple,ifithe enprepted inpiydate domprigps agoustbicls proepasticylar
Page 20 of 46 webpage. Cenerally, any data froma
fegyere opersion f e Wicbrage sseaciared Vit tamaphyilc auneRp ARCEHE  web
site or application programrunni ng on Accessed
Caamvirot & thepoplipatjorcsemsam stufyceessedfermpygrat 30 PrP@eroBily mase
step 226, the application programrunning on Accessed
cligls ) ganeseting Webpags gsenbiss associaed Wi pies s salssisd optipgt Ahus,
Based on the input data, this application program
the anpbipaios STOSERETR Aseesipd Campger UQéeSB\yﬂd@ tthe pRtidata by on
program runni ng on User Conputer 108. For .exanpl i f

partlcular feature or opti of the we

(e SEFE PSR B3, SRETYINE AR BAETHISd oYY HFW@%H%A% Shitbing System
Rt B 0B AL AL 50
8 Gbeion PSR R ORR Lo CHEP AR %e%ﬁ%%ﬁdpsﬁﬁwﬁ i
Oy e T TG AP R BT A Sos B el
to g]wﬂchmg léystcgrg tl (?Z, TJ] ot Ul EQ&{)‘lﬁer l%g,t ffle network interface passes the

data to the USB port of User Computer 108 and on to Switching System 102, as indicated

by communication paths P5, P4, and P2b.

[00085] At step 228, switch 104, which is incorporated within Switching System 102,
routes the encrypted response data to encryption device 106. At the encryption device
106, the encrypted response data is decrypted and sent back to switch 104 (path P3).
Switch 104 routes the decrypted response data to the USB connection of User Computer

108 along path P2 or, where the decrypted response data is processed by the application
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(e.g., graphical data) is encrypted and transmtted
over network 112 to Switching System 102 (via the
network interface of User Conputer 108) for eventua
di spl ay processing by 15 the application program
runni ng on User Conputers 108. The encrypted response
data is received by the network interface of User
o ni . : Adafion Sro@daltiedsiaglays e
mp%ﬁﬁ?%éﬁgg%gég?§ﬂ$?%2®§a2%§ﬁ%t Lbe§:Cbnput§?$188, t he
n | AR i h@ mnfhdicatidn@athlP®).USB port of
‘hm¥§%¥gﬁgﬁ%ﬁ%§PE?%§hg%ﬁﬁgﬁltEQSMAtching Sys%en1102, as
spdi ' AR if BleleRBodAERS ofiBgs. P4 anddRlilladtinte 20
W“?%ﬁ%@%%ﬁﬁEsf%ﬁg 228?¥smﬁtch 104, mhi%h i s incorporated
Wadi rEy . e S SHeRiidnl OeheratddQuuesatd 18 enennedpfore
thatres Jﬁg%%%?%?h?% eﬁ%&yptign dev?%t 106. At the
beifyEde¥Rl bPUsd €¥iphter IHBEThis Relneraey b @thmekpios@id®ia i s
ecrypted and sent back to switch 104 (path P3).
p3, P9 ks, LOGrdiRi o @S dnfbedichents Wipivadn Figs Posrsad dhithis buerypited
USB connection of User Conputer 108 along path P2 or,
datdMR 85 @odalE pdEGEAN Erier Gafpates E0R At iarhsmitted ovgrzed by t he
application Page 21 of 46 program running on User
corfaRiatie nebP&k toldiremafpbduteasite,ary., pxcogsalfdnparer 410G firay s
the decrypted response data on display device 114
prob&SIHETUA ActbssahCorauter PE), the[d8@ 0B ryPlaé andeprpagessd ot pwn by
illustrated in the enbodi nents of Figs. 4A and 4B
cothinltiEdtib@pAhs Fahat PEUOhprdohmeds nespanst datk isngensragfd, which is
operation, generated input data is enc[yg&ed before 5
endditii0mE eeminited bagk thivegh GenBompyter 108 to Sprijeging System 102.
illTustrated by communi cation paths P1, P3, P2a. Thus,
OnBCATRF Gich@tibrobyt Sveitchinp Spkitere 25 the ossnonsyddeg st to Aser1a and
4b, this encrypted data is not |locally processed by
Codpeter MBfpdigiayt0Bie uber. Tiss ensems iiitthergspepsgdatg is sent from an
conmuni cation network to a renote secure site, e.qg.
authenesed sbue fout wirickl theuser i expephingietes ThgyUseaCompigigl 08 gpay
Conputer 110, the data is decrypted and processed.as
onfyhpoaesstire teEpovseriiatars Gaaes tordisplay s resyltsf dhepprocespipgoarrie
processed, response data is generated, which is _.
out Anytheradmawter, ¢.gaA9rbed CeMBHEEK L 10hr BUgRoEs2 SeBipiit er

108 to Switching System 102. Only after. decryption by
diSwfidneHinkgwiSye preeassimpis Farigd put ptaspgfswe Hh‘i‘%f“s"&ﬂ%gsf & User

securely transmitted input data.

[00087] The application program running on User Computer 108 may be downloaded to
User Computer 108 from Accessed Computer 110 or be stored in and executed on User
Computer 108 from a storage device within Switching System 102. Once downloaded,
the application program may, for example, execute the authentication routine locally on
User Computer 108. Alternatively, for example, the authentication routine executed by
the application program may be accessed from Accessed Computer 110, rather than

locally from User Computer 108. In accordance with another embodiment, the
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Computer 108 for display to the user. This ensures
that the response data is sent froman authenticated
source fromwhich the user is expecting data. The User
Comput er 108 may 15 only process the response data so
far as to display the results of the processing
carried out at another conputer, e.g., Accessed
apfleaibutperpmnirhfhinglér Ysep Computersl 08 mep beiacgess¢d and ryresptifebn al
i nk, where processing is carried out at a secure site
fronttheléncpptionrdesipoii®e to securely transmtted i nput
data. [00087] The application program runni ng on User
[06D88IpRige S tHrOFh Brye fov dogrameshdwihgttiee eff2¢ts pidifferewsmpplicetion
108 from Accessed Conputer 110 or be stored in and
pregrasutenihgon UsseGompGtenhf kecomids adtiveo an the securegprdedévi ce
within Switching System 102. Once downl oaded, the
openpini acerrdingito pn emybsmerd pf the preseiiangpiien. Eheascaffeets alge
authentication routine locally on User Conputer 108.
degdribed with the/adl 9f the embasiragnp illstratdddn Bigt h dpuring 4 ssetrs Bads ne
executed by the application programmy be accessed
opevation Heystess K8, e pplication program pmeg on Yseh Cospytes QP mytially
from User Conputer 108. In accordance wi th another
fagilitgiseithaarhentiqatian PrpggsePTIOY toyfncrygted B datehelr TaRTRyfted o
runni ng on User Conputer 108 may be accessed and ru
Acsrispc Gargpute { Uhven SeBITE |1k (Fafiovis PilnieRgon. (15eea) mod:

o S T e S R o
ingp ot QO OSSR BS ETh (P SFHOB ABGEPHRERE S0 fidbe scive
whHE™ RSBy Siiee SN oRHORHE| Fr ey B Repr e 1"
aopAPEBORGH Y GG FARP P o (B gy e 1o
bisPd BB R e P P b S B W e B
a@%ﬁﬁ%ﬁ?ﬁ’?g&%%{%‘%&g@c %{ec?’;b%%lggrié&:\%%isi igg ‘:)wg\rﬁﬂ.a rogram

ST o w8 i P T Bl R S 8 o ARE Ll e BB GO

y awn assocl ate

w%g{) ghle ge%ltlrie AMad z{p%gga%% Br%lgﬁgx rﬁll;}gﬁglm"%%ext acﬁnﬁl‘feﬁ' i1 Ui?stops being

the active application. For example, after the secure mode application program has been

launched and the user authenticated, the user may switch to work with another application
program running on User Computer 108.

[00089] At step 300, the secure mode application program running on User Computer
108 receives an indication that window focus has been lost. For example, the secure
mode application program may receive a notification from the operating system at User
Computer 108 indicating that the application has lost window focus. Then, at step 310,

the secure mode application program running on User Computer 108 sends an indication
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wi ndow, on display device 114. Subsequently, the
w ndow associated with this application program may
or may not be "in-focus", (e.g.,shown as the active
wi ndow), based on whether the user at User Conputer
108 has decided to work with a different 15
application programthat is running on User Conputer
to Skil@hinf S%ter@lﬂﬁthaﬂ sdchiihadie AgREA eBOVEdigequatlyyaytep B0,
whi ch "t he data conmuni cati on system of the invention
SwitBhingOR8leAt102 alld¥e inpubi@t1e Geireinpm devieppl6 mati i ®w fowogr am
runni ng on User Conputer 108 stops being the active
thr&\ipR lcbigAthi@ifion @l PRXaUREr&onpiiteL 108t AEnCcRPEadr € node
appl i cation program has been |aunched and the user
[00894]NER!6 i€ atiew diaglam shewing omeywBAih tvdith the dai ckmmingitation
anot her application 20 program running on User
systeanpithEinvehB8 miyOspeRe] whih tietsequre3fde applatiequogeanmizde
appl i cation programrunni ng on User Conputer 108
resife®atl e Gumputedi@8aFooexatnplaf afier thel sacure omds afpdisatior pregram
| ost. For exanple, the secure node application
hagpiseen) Iaambaband tieosénagthentivated, theamerinaay sivitcho tosk witeanathieng
system at User Conputer 108 indicating that the
appljpptiongaegromningisg boYser Womgww 08 caausingTthesecurs mozst applicgiion
25 the secure node application programrunni ng on User
pr@panp ot lese widB®wsfeend gndgentimirermirigdn the g@@émlz@- ofherggfier,ghe
Swi tching System 102 that secure node has been exited.
us@ah Bew Gempiter, 108 may tesymthe secursypade APPAGaticy progremyrhoosing
allows input data to frominput devices 116 and 118 to
to fioduwitht ihagsingind eavaing it kacponthe a¢tiye pomiicatisn PEEFIConput er
108 unencrypted. [00090] Fig. 6 is a flow diagram
[080931iA gfem 3, thajechng medP application GEEEIUYRHIEITCAIET Gempuser
system of the invention may operate when the secure
10§wereivesas! mcb@m)ihatp%@“aﬁwias begs gaipsd- Epr vample.digsee
108. For exanple, after the secure node application
megesgplinationpreerase BAY TestiFchenifisgiion ERe thrsoperating AP et Ei% d,
the user may switch to work with anothgr |'ication
onis G

Comrmgr A8 indissing dpabthe erpdiratiop hpn geded Yegow 0,12, <P
secure nore application programto_|ose w ndow focus
3400 EHIE TGS AHELHOR BrORH A D GHPEF AL SRFY
_the 10 user . at User uter 1 may resu the secu
oD R AT GG P AT B BRGae g e ConteuSiiy e

step 380, Switching System 102 routes input data from input devices 116 and 118 to

encryption device 106 for encryption and then sends the encrypted input data up through
communication path P2b to the User Computer 108 for transmission to Accessed
Computer 110 over communication paths P4 and P4 and Network 112.

[00092] Another way in which the data communication system of the invention may
operate when the secure mode application program is resumed at User Computer 108 s
shown in the flow diégram of Fig. 7. The steps of Fig. 7 having the same reference

numbers as steps of Fig. 6 are performed in the same manner as described above in
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to work with it again and causing it to becone the
active application program [00091] At step 330, the
secure node application programrunni ng on User
Conmput er 108 receives an indication that w ndow focus
has been gai ned. For exanple, the secure node
application program may receive a notification from
conhddRorOREK Bikj 6)10n FiS ¥ effeicthe dds@e nidde Gpypatiof hroktdn receives the
i ndi cating that the application has gai ned w ndow
inditfiod $hat It h&paindd witidep focd@tep3Re) me aotifiss SwitehiggpPisteantRon
program runni ng on User Conputer 108 sends an
thati sedhr€bdetias bezn Sivkred (siep §4Oysioesssihf ay baitingewith geprasde
has been entered. Consequently, at step 380,
whépeyibbfobd engeriby sdcernddde, Swotdhiegs Syt t 020@tmpt toapainrzpthenticate
devices 116 and 118 to encryption device 106 for
the @set,reyeptin the samdimbrnnenas pesnihesly descabaairiy pdraektion piith sept 209ep
t hrough 20 communi cation path P2b to the User Conputer
209b0dhdf208c ¢fifagn dAi 29 steon3 10pS witdhamshydtemQORdertmmrinet Mhetbeorghe
comruni cation paths P4 and P4 and Network 112. [00092]
usephastbier autheptidared wWHitlghdetdmmindtaorais ocgative proatshing retyas te yiep f
the invention may operate when the secure node
36(plmre thatsen is ggeio gskaiol avthenticatedimssiherself. ICHnyristeomind®@ 6 s
shown in the flow diagramof Fig. 7. The steps of Fig.
posttivathPnpfoesnEngeontnee Vil EerotB028 desaribed 2porsingprysatiopfwith
Fig. 6 are perforned in the sane manner as descri bed
Fimbove in Page 24 of 46 connection with Fig. 6. In
Fig. 7, after the secure node plication program
[00083lcFigetshoye a fipyy diagmy iBppicpting: anp&lem@ g ¥hisk heviitid ow
focus (step 330; and notifies Switching System 102

comamc&*@ew%ﬂ HentionBey nsrass when(thy ssprg@gye application
processi ng continue with step 360 where, before
PT%%I%}SFPF@ID%&" sg” Gryervter &0 (TR .SW@S @*‘é& érwe@thaﬁ%fﬁiegenff‘o
ain authenticate_ 5 the user, in the sane
n“ﬁ‘gﬁﬁ &t steps °EF1§§H6&9%7 9re@ét§fszn%@oth? T’i‘“@d?ﬁ%"étaf gseref gbove in
st eps 209 09D, % %ﬁ%ﬁl | 4A. At step 370,
CORRCHOINY Hinthegy reurss 118718 84 ﬁé?P licgfion p[pgam has

S P P
B L s s e L L
step 3SB w%cre,pbe 081'9 bntgrﬁ’ng%gc%germo CdSWIPC%}/ ng Syg{erﬁ ?551 ge?etnlm%gs %etger
a predetermined time interval has elapsed. This time interval may be set at the time of
manufacture or configured by the user. If this determination is negative, then processing
may continue with step 380. If this determination is positive, then Switching System 102
attempts to again authenticate the user prior to entering secure mode, as described above
in connection with steps 360 and 370 of Fig. 7.

[00094] Fig. 9 is a block diagram illustrating the components of a Switching System
according to an embodiment of the present invention. Switching System 400 comprises a
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10 Fig. 6. [00093] Fig. 8 shows a flow diagram
illustrating another way in which the data
comuni cation system of the invention nay operate when
the secure node application programis resuned at
User Conputer 108. The steps of Fig. 8 having the sane
reference nunbers as steps of Figs. 6 and 7 are
erf ' SRRE offBiel FRR&cAesGhicharlcishaey, i n 15
pm%%sﬁrr@é{{?g'hﬁgﬁiﬁ% oseogig‘gu%s. In Fig. 8, after the
G HES  ARRRI AR b Oihs PRORE A disBREUNEE. &, ARolor OLED
mer?orggﬁé‘g%egﬁg%%et%?}g It has Sai ned@m ndow focus (step 330)
i LEi8S aﬁé‘ég UBHI LY thehSERMiFORTIAADATS 6EstsEby W e]),
dls@%g’arb%%%&éﬁt%re (sge(rekg 340), processing may continue

| D416hEE Eihe W G029 (i@ VLSS S6lufiéh OPpkecernal
mag(}\n%?gﬁoﬁi%rg&%&;agt e\r?:‘{lgz gleterm' nes whether a

conRE €L B HHanaske tdiRoller ifhdcali4 (a8, (Rl @PSETLOO bifersd by Oypress
Interval may be set at the tinme of 20 manufacture or
SermPSab AN &b YA g utssfurthdribeloB?] the piRt@E0TI40ADérfINMS the
negati ve, en processing may continue with step 380.
funkiont B Be SBtRMTIs i AhtioBedi®6id (b ¥ e switdhing, Guiyptor, Agl
System 102 attenpts to again authenticate the user
ded?gtih) HadRR pRIgkmEniSEavEE inTRdery dsvict d64r Abdsbusisdfiather n
connection with steps 360 and 370 of Fig. 7. [00094]
belblIProSsdos 4@ dMoasbrdiikagtha mtivitiesisit theadthar gompaents nfoviiching
of a Switching System 25 according.to an enbodi nent of
systdh@400. @Setrol propedth (reflarredSuiat thh SwichBestystendOpireldirpgran 65
a Page 25 of 46 processor 402 (e.g., the MC9328MXL
ssebf asathryin MeaRscddvize Syt tittaotvitidsrod Pocessoreh@dray
device 404 (e.g., PSRAM and flash nenory), a display
dedBi6ed frther belawcol or OLED di spl ay), a fingerprint
scanner 408 (e.g., the FingerChip AT77Cl04B of fered by
[0AY9BE PYocess@ni0a indiudeseriESRidvicd emdele pordppsity thatds configged g
-1002D offered by VLSI Sol ution ), external 5. .
englila Pcdsanr 202 bFunctinmiase ESBRdayisa cansble of 2 platpliyeof ditinct e g |
the CYC67200 offered by Cypress Sem conductor Corp.).
fusioilisies) SFaeinlsuch fitnkgomalits mawbe ofrestanderd ESBolevispdasseF for s
the functions of the switching system nmenti oned above
examply, as dsseribasimier belere.ropps Progessoaty is erampsst ip gie)UR0sh
on programm ng stored in nenory device 404. As
thiti ESRdeyied mfodule bmables Processor 402 to be recognized (e.g., by the USB host)

as and to function as a USB mass-storage device and a USB communication device (e.g.,
an Ethernet Emulation device).

[00096] Display 406 provides the user of the switching system with a display for
receiving various prompts. For example, display 406 may prompt the user to place their
forefinger on the finger print scanmer 408 (e.g., “Place Forefinger on Scan Pad”). The
display 406 may also provide the user with status information relating to the
establishment of a connection between itself and the User Computer (e.g., “Connection
Failure Detected”).
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bel ow, Processor 402 al so coordinates the activities
of the other conponents of switching 10 system 400. A
control program (referred to as the Switching System
Control Programor SSCP) also stored in nenory device
404, controls the activities of Processor 402, as
descri bed further below [00095] Processor 402
[oumi WS RHrPdVRE 408 Mo e RENIrLst6ragaTeSthe Swiiflddg $yStem 400.
configured to enable Processor 402 to function as a

AUSEIR 66veC ABRBIyAePibe 204Rtokds Phdgtannihy fi belekdtbted b
functionalities. Each such functionality nay be of a

Piptaitd g AIRndadry G6visd A% Snay Frefe scala@ i gerpriasdade s&iolded
further below, once Processor 402 is connected to the
edé%?ti&@&tmypﬁdnmr@éiﬁ»Batd,&mta%aﬁfmgwoﬁm@ﬁigk@ﬁdaﬁ’i, QEESEA data.
4 to be recogni zed (e.g., by the USB host) as and

[00098] Wipbipgifit s3snar 408BndyREBprEt @ Fidgepriledétection pall ahd klaBner
comuni cation device (e.g., an Ethernet Emul ation

theepehe Bgs dathQis{o0ifA Gilith Riusqpls diyigedfint (1 g0\dis dipgedtilmmenegrdedte

the switching systemw th a display for receiving
4043y Daxitp apthentishtson, the scadnafingeprind ap bayordiatedrth Jpaatinattic
the user to place their forefinger on the finger
c@yionthe sean fiegerghi® AethenticatioPhmyg e fenpidéred gramplan whmethe
Pad"). The display 406 nay al so provide the user with
asthaticisopy Rfidbscamted oopyr ef itgtusan’y fingerpring areademtidl psin wemdlatiofl. a
connection between itself and the User Conputer (e.g.,
[00¢29) ndewiid epnodeRBechdér|40i0 mayDerbedd thelliser witn spyei2baudio rélated

[ 000971 Menory device 404 provides nenory storage for
optivas. Siur exAniptey v@ys datameddd@d fromonerefithe exitrrnhl abrowetors Aty
devi ce 404 stores programming to be executed by
bPdigitiesicznd enpged YN dewicerdHims ¢ veles/dateefila OTheapjcegipigmay be stored
scanned fingerprint data, various

irememgrp #oamd dreaymified @ier propyruaicrithangtwodatoanptherfcempyier,
control program data, and other data. 5 [00098 _
deyierg dpayi atfie bs dinentle tranmgtteddy the mmsttd loeatign fqllaying thy qagoding
detection pad and scanner that generates data
Peesess et devisel4 i (THe anqederfdeeoderi 4@ ap plshbe ytidized for pracessing ed
in menory device 404). During authentication, the

stogedripie CmPTReTy 4PHrar AewniadiedaidiodHesde-&dMER mppsis iles); fon Blavhagk.

[000100] External connectors 412 may comprise USB sockets, a microphone input jack,
and/or an audio output (e.g., headphone socket). For example, decoded audio music files
stored in memory 404 may be output to a headphone jack.

[000101] USB controller device 414 operates as a USB hub connecting Processor 402
and one or more input generating devices (e.g., mouse and, keyboard, ) to User Computer
108 (Fig. 1). Detail of controller device 414 is shown in Fig. 10

[000102] Controller device 414 comprises a first USB port 430 with a corresponding
Serial Interface Engine (SIE) 431, a second USB port 432 with a corresponding SIE 433, |

a General Purpose I/O (GPIO) interface 436, and a processor 438. USB port 430
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copy of the user's fingerprint. Authentication may be
consi dered conpl ete when the authentic copy and
scanned copy of the user's fingerprint are identica
or in correlation. 10 [00099] Audi o encoder/ decoder
410 may provide the user with several audio rel ated
options. For exanple, voice data received fromone of

progiﬁ% ocgé%&g@t? %etw_ga{‘tﬁg Lhond 124 SRWsePCorblivtr 1 0 esimand,

evice 410 as a voice data file. The voice

usH3bA 43’%6&%%%0;% EFiced 116MBADIY (40 Modsdnl keybsarftb &d over

a conmuni cati on network to another conputer device.
cor1[txrollépa¥vi&| A2 PRAbdrabi bomninaesinith 8shtiloertdefice £144LGPTO
ocation follow ng the encoding 15 process at device
intéHh0e 435N BroR06 Q405 b6IE SRS ind4dRivePdatAle$Q irpet datd, banfrerlafapr
processing stored (e.g., nenory 404) or downl oaded
anf'%bgii&ﬁéﬂ 4285 td &d%rom JYRBoIBHSI4G/id GPESihteffade 496.ayback.
0100] External connectors 412 may conprise USB
[000963f Switchifg BYEnOMVARE YeFither ¢xpiiaed barddrming tank aUtigso4A
output (e.g., headphone socket). For exanple, decoded
thrabiilicAbHHTE elhbdrRBg ofi tHRITRW didyraieniersin #0He eomtexbe Switcipog
to a headphone jack. 20 [000101] USB controller device
Syéedt 400 SteRirRSy BFigh 4 NS sfap b02C the SedtthingSyRreocie ssnpecteti}p the
and one or nore input generating devices (e.g., nouse
UseNComptey Baritshit dgvides. Ose@rcofipopd) fUaer Cob@Btef FIS(which includes
Detail of controller device 414 is shown in Fig. 10
a USHRL0R dteGanihisairbedime sty tecagnidsISwitnhing iSystem 408 asrad{ SRISE
port 430 with a corresponding Serial Interface Engine
to (Blckk cdBositalUSB deviak (WiSEpriving & URB2mags-sthrage éayioe S&sBeTcANA g
SIE 433, 25 a Ceneral Purpose 1/O (GPIO interface
UZS Btherattdnmalapi oo ey s Guncd @8 as tuSEomedrabot 33 afteghed. senf 46
provi des connectivity between the controller 414 and
Cduseiter Cfingheotreqoglio®. ingBi Advices 1 b, and USErs B8 inps deviess Alsached
I nput devices 116 and 118 (e.g., nouse and keyboard)
tottisis hube OncoSwitaingSystele D@ s cannactethsSadislypg Jypem Control
communi cates with controller device 414 via GPI O
Proptamr(B3(CR) isigdiatePpiqrecsssor 40402 bot h sends and receives
data (e.g., input data, control data, 5 and .
[09pHM] EmaddiiondarawitehingSysten A0R i sernedsd: apltipledogital cpl O
interface 436. [000103] Swi tching §¥sten1400 nax.be
cqnymurinationesheinglsisEsesiaylished € r PREPTHREKUTR PRpYfOTespROMING 10

each USB device. In the context of Switching System 400, logical communication paths
P2a and P2b, mentioned above, correspond to all channels associated with Human
Interface Device (HID) class devices (e.g., input devices 116 and 118) and to the channels
associated with the Ethernet emulation device function, respectively.

[006105] When first connected, the Switching System 400 operates in un-secure mode.
In this mode, processor 438 of the USB controller instructs SIE 433 to route data it

receives from I/0 port 432 (e.g., input data received from hput devices 116 and 118
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through 6 above and el aborating on the flow di agrans
therein in the context of Switching System 400.
Referring to Fig. 4A, at step 202, the Switching
Systemis connected to the User Conputer and i nput
devi ces. Once connected, User Conputer 108 (which
i ncludes 10 a USB host systemin this enbodi nent)
cornected)iol LOesortAAR) to ISTEP | Sytd¢hevends0lis desa thraugiBl/Awbrt 4Botokd ch
a conposite USB device (conprising a USB nmass- storage
USiBehoistsystém acdsenGommuer 408. USB Et her net enul ati on devi ce
function, as nentioned above) is attached. User
[000006G] uA Estep P04, tiad secure wodegapplivation prpgrem tebd executei g Usad 118
as USB input devices attached to this hub. Once
CoBwiutec hi8riglatyched: M safditipred ebevectbis @pplicativa pSwirane Wiy be stored
System Control 15 Program (SSCP) is initiated at
in eoresotevit®204 (fEOMAIGAG Syisieraddi B oueh, thaenpliSHeR pregrg
System 400 is connected, nultiple |ogical
wapdshira méseried (-, bhthe fite system ef s ppaniting Bestem of User Cogpmitesy
nore USB pipes corresponding to each USB device. In
108he thegrseres en execusyble i piargd Syihe BB 206 stqraggideyipe. The userat
conmuni cati on paths P2a and P2b, nentioned above,
Ussofpapiiearifs may @i lagtvh theeipBlicaBQomp&itte i fonTrnipRah manisT
Interface Device (H D) class devices (e.g., I nput
asgpsipted #gth fhepparating1sysym ahlser SompgerciqR i oublgeligdneanag
~with the Ethernet enul ation device function,
iconurgpresenfingahs file corrrsnpd e (hi@ s agplication BRRIRERt ed, t he
Swi t chi ng stem 400 gperates in un-secure ‘c}e. I n
[0p9%02] s step 25% ¢ srswig juode gpplifatiop grogres W&WF@ ser
instructs SIE 433 to route data.it recejves froml/O
g Sl P ©

Coypputer glgtormiges yvhether fhg §w1 SydeRisraer P& "Hevi ces
ScP BBy 1045 0 ATB PP OREE T8 & GhETE P gAY
T I e i
SRR s R Ps  MIEIH i

 rtod Stem il fbid S RERE beSish Snd BB Rl A0 oAk

on “pr ogram Wo
esented (e.qg..,-by,the file systemof the operating
Wgtég ‘%m&fsy{tg‘é?oz(%}%3 t er

[000108] After the secure mode application program running on the User Computer
prompts the user to authenticate themselves using the Switching System (step 208), the
Switching System attempts to authenticate the user according to steps 209a, 209b, and
209c. This may be accomplished by the Switching System Control Program launching an
authentication program stored in memory device 404 to cause processor 402 to perform
the steps of 209a, 209b, and 209¢ in the manner described previously with processor 402

using display 406 to prompt the user and using fingerprint scanner 408 to obtain
fingerprint data from the user.
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108) to the user as an executable file stored in the
USB mass storage device. The user at User Conputer
108 may then launch the application programin a
conventional manner associated with the operating
system of User Conputer 108 (e.g., double-clicking on
an 10 icon representing the file corresponding to the

| LG QRN SystRDRERAL thilsechtcaRodé@fplickitd secur e
umo@@ﬁéhgp F?gggion %?%g$3n1running %n t he er Conputer

S el b FGbeRY ShiBMticRed OTHMandyed.
pmg%%?s naggigwﬂg%ggﬁ%%?gﬁed by the secure node
|Gk} FRR0OnREl FroSHia sdhd@ ah endidaBoro@iRence
acco%&ﬂ%%g%%%?gﬁfi% ystem 102 (%i g. B)Q}%vi a a USB
secrf Qb I bRt RGP ALY oMUL Corigher 163, swi t ching devi ce
04 (Frg. 3). e application programis in
[omg%]‘m{‘étsﬂm,clﬂe WD mbfappliBh Ambig be e Uker Cdnipgter 3)
uring the connection and authentication processes
reqRSS 2l @G modd Helinifaed. CihisigrySiestemplified bi-thg sec®ye mode
[ 000108] After the secure node application program
applitsBBh AfiniAR of D&r E6@putésa 0P btining a lrditptich tb te Sudtehing System
aut henti cate thensel ves using the Sw tching System
Corfiol BlReri@8ver USBE(i.c. 2kt chi ng System attenpts to
aut henticate the user according to steps 209a, 209b,
(006119 296 recdifing thisayqubse teinitiareskiusdractichpe Shvisctivg $ysteinng
System Control Program | aunching an authentication
Cofd Bfoginsdenisas instuctiemvin GPHR iita facel4Bs to thedlBsoniwlise essor
402 to perform the steps of 209a, 209b, and 209c in
protdior MM BeimAGRg itithgoinforsesnromedey UGB donipolist prosgssor 48then
usi ng di splay 406 to pronpt the user and using
instricAQRIEPIGE Bt stopeanting datzl BSIE 43 bistddnstead B opia gatp Fromi{SERarty
fromthe user. Page 29 of 46 [0001091 At step 212, the
4350 pradassard 0y sttenGPIffinerfse the Bacringrbenge nsromrdishedn
program running on the User Conputer that the_user has
withewwhangingeiret U SPettateb of Hsiiepupdsyidseconaeciedipl/ PPREA3 Dy t he
Switching System Control Program sendi ng _an indication
Coheeqbéndy, ts e i1SB hogidistem pl YsemEorenities d 0y therk YR APt IgVieHs
User Conputer 108. 5 [000110] At step 214, the secure
(e.opoheusap6 Arickeytoard iy ByAppesT iorbetcArneeisbanddibneperapional even

though, for the duration of secure mode, data from them will be prevented from flowing
upstream to the USB host system.

[000112] If desired, USB controller processor 438 may be configured so that it will
recognize the command to go into secure mode only if the command is received over a
particular communication path, e.g., GPIO interface 436. This is advantageous in that it
increases the likelihood that the command to enter secure mode is received from
processor 402 as opposed to a rogue program residing on the User Computer.

[000113] Referring now to Fig. 4B, at step 216, input data is received by the Switching
System and routed to the encryption device for encryption. In the context of Switching
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requests that secure node be initiated. This may be
acconpl i shed by the secure node application running
on User Conputer 108 sending an indication to the
Switching System Control Programover USB (i.e., link
P2). [000111] Upon receiving this request to initiate
secure node, the Switching System 10 Control Program

' i | Qta ¥ba ifgt @videt €16 @aa 193 Geckived tuougiSB
Sys%%%@?,oﬁﬁgé&ﬁ%%g%géggﬁ 43§1§<:aommndi ng it to gco1 into

833 MIBoRQIUEOEPIEr43B ROFBES VT 4653 8THe [3@itching
UO?ﬁi??ﬁ)ts SIE 433 to stop routing data to SIE 431 and
{ &adi 60 Wifinddh procéstena0Sthen X doutedtanent§ptipn @essOr
Sysfggévi a trhgga%Dl Oint grface 436. This routing change is

frof GRBR) deSie o4 tdiehdputhe@rangi ng the USB status of the
I nput "devi ces connected to UO port 432. 15

[0062F 2G 4P %isdéthet's%& $JoBmiTosatsis et fipaed dhis es a Cowplit er

108, the i nput devices (e.g., nouse 116 and

 padk@%BORNEs il bl BRPERIpEA. REthesRRCoRSWikhidg Systdny400 (Fig.

operational even though, for the duration of secure
9), AR EQuitckiad SystenDOInOENTb Atk kechigeythestetyiped dhta dromfthowi ng
upstreamto the USB host system [000112] If desired,
endeiPRof PRkFaf dn@ insPictaRsY B EdBtenmuyuldion devide dpss Budction to hat
it will 20 recognize the conmand to go into secure
serldBEkenoybizd ddta tohie IPadiress df Ascessed Eompuierohl@r AHocation of the IP
particul ar conmuni cation path, e.g., GPIOinterface
add3f to Whikis the Sneaybiainiadeseoiss canriddrat by the Dypasie How Sontrd
l'i kelihood that the conmand to enter secure node is
Préteb(DHCP)fat tharenmtcobeesal Sy46m 148 (Tippos dde LeBEthegtstie
programresiding on the User Conputer. [000113 '
enfisfien dévivg chesfutatioffogmate B erprypsededataneeprding g ke Fibaraet| s
received by the Switching 25 stem and routed to the
pretoei it encapswlaes thie Efhometanaeiie) pst ¥ Fhdata gndispds Snl 5 pVep f
Switching Page 30 of 46 System 400, during secure
Etheke pacett(eontaimms thegneryptee vipiedata) 16the HEB heg systeny f e, e g
through /0O port 432 by SIE 433 and routed over GPIO
Cotfyiiter 80%r ocessor 402. The Switching System Contro
Program runni ng on processor 402 then executes an

[0891d5Y At ftem223s g REtWPIkPpekst insRbioyheReryte BoderPPLERIPE AT
t he dat a. . .
running on the Accessed Computer. In the context of the embodiment involving

Switching System 400, the USB host system of User Computer 108, upon receiving the

Ethernet packet passes it onto the network interface of User Computer 108 for

" transmission over Network 112 to Accessed Computer 110.

[000116] After Accessed Computer 110 receives the Ethernet packet (step 224), it
decrypts and processes the encrypted input data contained therein to generate a response,

encrypts the response, and transmits the encrypted response to the Switching System (step

226).
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5 [000114] At step 220, the Switching System formats
the encrypted data as a network packet and sends it
to the User Conmputer. In the context of Switching
System 400 (Fig. 9), the Switching System Contr ol
Program recei ves the encrypted data fromthe
encryption programand instructs the USB Et her net

| & i@ 8Os Gerf @S SsphisB & fe@iveli Qnd &RFPel Btencr ypt ed
[ooﬁgﬁaﬂ%%%e’ I'B address of Accessed Conggter 110.

Swi@&]%ng "S?g‘ténq Bnd¥ent e Iaﬁ;_]i@ﬁioﬁ GFgSSruhRin¥bih £ Usdt€oaateyfot ed
at s sent iIs carried out by the Dynam c Host
acti% h ?Ql contBkt OF B Shbd AP f tB¢ ink Biioh @iVElver ASGEIEBESsByrst em
0 (Fig. 3). The USB Ethernet enulation device class
400 AR piREMBSin{nB heRAGYHEL REboH fPond A6cREdd Cgmpwertine
Et hernet ™ protocol and encapsul ates this Ethernet
arriPRGKBE nd%olSRe PRt or BRECEARAE 10BI SinkdShis BitRinet gatkeeisnet
packet (containing the encrypted input data) to the
addHSRaROGE USEHRMDEmIERE devibe TRBPLIbEI of G@itcHiRRYAEmH]40At
step 222, the network packet is sent to the secure
the TR ARkt G3fabsedtoRlcgSRIst Sysiemi afiisarCoipeteAtISewhiell wraps
Conputer. In the context of the enbodi nent involving
thisIhdred bRBetSy 8 USBIpAQR: fof traspiEBventht USBs ThiniUSB paldet is
Conputer 108, upon receiving the Ethernet packet

- recBiaéS2 STH 43 101nd fouteli €o the UEB iBthermet emdlatva devicd ddass fu@divput er

108 for 20 transm ssion over Network 112 to Accessed
rurfeBigoH picesidrOl02 R EPIQ GiterAbd 436. A puseseet 40 ipf T Ethgmpet
recei ves the Ethernet packet (step 224), it decrypts
emaRtordevice saaSutchion etractythe exbriptqsirespdase date Samahefitbprnet
therein to generate a response, encrypts the ,
patkeisqnd pssss ittodhet Svateking BystanhGondiot Prpgramgvhichdpiglss 2t o t he
Swi tching System (step 226). Page 31 of 46 [0001171
dedxyptoh epogRddirorh esopisvippttddo dessyms s sespense. B Sydighipg d
decrypted by the Switching Systemand sent to the
SysipplGoutae! iPoverqm thgr senvls this deqryptestresprese data to TR eEHE 81°9F or
action. In the context of the enbodi nent of the
applivatort prograth mynpingion §s@\Gomphieh H8Somapnicaity betisetbfier net
packet containing the encrypted response from Accessed
Svatshipg Spgtent €ontrol Program and the sécure mode application program running on
User Computer 108 is over USB. The secure mode application program running on User
Computer 108 sees the Switching System as a USB Ethernet device and communicates

with it via an Ethernet over USB interface.

[000118] As mentioned above, Figs. 5 and 6 describe the effects of different applications
running on User Computer 108 becoming active on the secure mode of operation
according to an embodiment of the present invention. As mentioned previously, Fig. 5 is
a flow diagram showing one way in which the data communication system of the
invention may operate when the secure mode application program running on User

Computer 108 stops being the active application. Referring to Fig. 5, the secure mode
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5 arrives at the network interface of User Conputer
108. Since this Ethernet packet is addressed to the
USB Et hernet enul ati on device class function of
Swi tching System 400, the Ethernet packet is passed
to the USB host system of User Conputer 108, which
wraps this Ethernet packet in a USB packet for
i A bR E s CBmpk 8 HRBivBAmKRtication thiteaadoned
appl%%@c%l %ﬂi ander ou%ed tg the USB Et hernet emul ation
IGE BLAGS, T06NCle@ Mt & T16/M8E PR MolE QpEGHIRH pb@RAnVi a
focugg%{%%?nnt e??gpce 54136.3 At %r ocessor 402, the USB Et hernet

nmﬁrgﬂn%gepecggﬁx\férq% Sh@SH ifdidagbi @rSvﬁt)éﬁihilS)tsﬁeni 102 tiesn edeypt ed
response data fromthe Ethernet packet and passes it

mode®ad $En SWeh CIH thGcoméilo® e CaBbJifknt BE g irBativhiiwolvirgunches
a decryption programfrom nenory device 404 to
"%ﬁfﬁ%%pgterﬁ hey, aﬁsszegrb%%cqomﬁshwb& B séiire r6 bsplicZiont 1 ol

rogramthen sends this decrypted response data to the
progiif WEfRirgRH Sdlcari P ke GRitkidfy Bysagl GontoLifrngrag tanseosrer

nput er 108. Communi cation between the Swi tching

moddab 68h CRIr This Pap8s measticid USB S eadpoint eamttaundqepén cat i on

program runni ng on User Conputer 108 is over USB. The
chaS®f WiRrd B Rhiap BYstedat (2qhe. [en i devics) iviidaytifed agse Pthernet

Conmputer 108 sees the Switching Systemas a USB
devide /b9 HREISBl@iet Bitetfad UsenTanmiuga i €85(i.eWEH host device). an

Et hernet over USB interface. 20 10001181 As nenti oned
[008DO®Y et sfeh 330, tie Saviwhifis Shewardllows inpet defeftefrom thefinpyt devigetnt

applications running on User Conputer 108 becom ng
to fd ihyRigh Borhieni Gatia ath e dethe Useionpuienwpencayiesk di B t o

an enbodi ment of the present invention. As nmentioned
coiexe vi Swisdhing SFtem 480, bemnds zn ihdtovric vieFRIR intdage 436 Btk WS

in which the data communi cation system of the
controllerfrbassordds copereding ivioantet nesesie mode. fpFecoappiiar cat i on

program runni ng on User 25 Conputer 108 stops bei rﬁ:g
prdchBorSBithee imppits FEMBDie. rowe fase it Fageivesdrom ¥O poyt 432%4@ S

secure node Page 32 of 46 application program running
43bwhidh eendCtnyylataghrougdd/Q pared 30 desthe HSPAgst S¥taub Uspritomputer

wi ndow focus has been | ost (step 300). Then, at step
10810, the secure node application program running on

User Conputer 108 sends an indication to Switchi ng.
[omo]e As metionpdpreyeuslyy Big. 6 is a flow diagram showing one way 1n ch

Sw

—

the data communication system of the invention may operate when the secure mode
application program is resumed at User Computer 108. Referring to Fig. 6, after the
secure mode application program running on User Computer 108 receives an indication
that window focus has been gained (step 330), it sends an indication to the Switching
System that secure mode has been entered (step 340). In the context of the embodiment
of the invention involving Switching System 400, this latter step may be accomplished by
the secure mode application program sending an indication to the Switching System
Control Program that secure mode has been entered.
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node has been exited. In the context of the enbodi nment
of the invention involving 5 Switching System 102,
this may be acconplished by the secure node
application programsending an indication to the
Switching System Control Programthat secure node has
been exited. This nmay be achi eved via USG s endpoi nt
ni cat i | ifySuld b Sy Sheampul 02
[000%9. e. ,enéa%ééﬁfglghr?f &gg‘\%@lé‘ig Slg'gt@ilhg(gnﬂﬁ fliﬁgd as an Eita%wer net
devyi - ' il &84 8€EnciypraatpRr d
de“{’?s.t%g‘,% e%@ﬁggﬁeﬂ@{ o .u%ghf%%llg] At g? ep go,aj?%e
i el ; sdr CBbuterarbAtrdnBmissiomottheA dcgaert
thro vclogrg%mtat?%%%vrsztgﬁgﬁgh com%uni cation path P2a to the
‘ﬁ"ﬂﬂp THeH; @m 400, thib ehay 6O 8ceuplishéd by the
Con%\%%%'c [ ng%gsgttdef%%g}g%?%}gnds an i ns%j ructi 0?1 via GPI O
smkﬂh;ﬁ{g%%&ﬁ A1 PR hREs DR, anGRMuERInhver GPIDGaR s H36B8he
co Ing It toenter un-secure node. USB controller
438 @BminAskrzUh $o Shdseé@3 niode.r OSB eonttalia i t
US%@%‘F’@%??%%% 76 port 432 B0 SEE 15 431 whi oh sends
probddics 48 hRRMEIE 4330 REp fouthditatatio SHR41USBd Insstd o ystem
at User Conputer 108. [000120] As nentioned
datPEEH UBBS ot 43 F tdbrodssbs40a vid tGPRIICeigtegfcesit G winpy detadrovay
In which the data communi cati on system of the
inpiltrﬁéeﬁésj 106 afi)] 8QRShéat euted e thet Svatchipg Gy stenmBdwrol Program for
application programis resuned at User Conputer 108.
endReii8h bd\@ni'to Abiegsed Bompitérein 0 trhbe @fhesmrueres described above.
application programrunning on User Conputer 108
(000828 1S 1 BX arld1d Bdiisirate altetrhatite subtrodioventsof exstehs ncprperiqing
gained (step 330), it sends an indication to the
swinMiteCdykteg 10554, 8)n Ih Bt 1 1 decuateorivodeaihat02nsdinarint er ed
(step 340). In the context of the enbodi nent of the
indoRj6eiBidi vaithin ascmiputen(.gSwhmmpitiri§8 SpwndantigD may Be tegtder
step may be acconplished by the secure node
inta ppltétat dysiem 5640 dn dis swodiment, ensnipked ideta s digclyosertpyer the
Swi tching System 25 Control Programthat secure_npde
netvask Betem therstrera remoRagaipBier W8 fargreconen iftherdryige S4t s
step 380, the Switching Systemroutes input data from
utitibel fonguaéssingl enoitteewelisite having ap eRyyRtPR AcEdipR andfes,

encryption and then sends the encrypted input dat% up
authentication requirements, it will function in non-secure mode. Innon-secure mode,

the data received from another site by interface 502 may be routed by switch device 512
to encryption device 505. At the encryption device 505, the received data may be
processed (without encryption/decryption) by the encryption device and sent to display
device 510 via switch 512. For example, encryption device 505 may include an Internet
browser program for providing Internet access. Accessed web page data is sent from a
remote server (e.g., computer 508) over communicatiéns network 506 to switching
system 504, where the data is receivéd by interface 502. From interface 502, the received

web page data is routed by switch 512 to encryption device 505. The web page data is
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t hrough communi cation path P2b to the User Conputer
for transm ssion to the Accessed Conputer. In the
context of Switching System 400, this nmay be

acconplished by the 5 Switching System Control Program
sending an instruction via GPlO interface 436 to the
USB controller processor 438 commanding it to go into

S ] RBhkifg on HcRPESS@vich 3G Arlde being
maﬂ%@%&%%?gggrﬁuggf to stop rgbtfﬁg datamto | E 431 and

| 1HatAcd910m USB port 432 to processor
rouﬂﬁ@@%?%h:sﬁze&%%piagterface 436. I nput data from i nput

[00%9‘51 e RowebEr, BB HevickB0fs Rsdd BecliWhdde, dne 4d6pti devidt HAF
ystem Control Programfor 10 encryption and sent to
decHplsFcdn BRME Rbeivel Grolnterhéle ¢ erSO8 AR recSved @seypidded
ove. 001221 Figs. 1 1A and 11B illustrate
! iRt 10f DEyRY @Bcd 510 @dap @5rafrisad display
P ng@%ﬁm@d{oz G e ey e e
driVeR e, SR R an@ EShRA! WHith is Eshaedtab décRtltyWetibd 504a In Fig.
conputer (e.g., conputer 108 shown in Fig. 3) nmay be
118, Meagb@iedbvick B1@is sashticaltb 0@t Essdueiy Eibe SO0N(Fighl KA), except
enbodi nment, encrypted data is directly sent over the
thall &vide & VO(Fig. DO coMplifecarsiaesreted Gisplag daie. Thnptepeted 888lay
for processing. If the device 504 is utilized for
deAGGES Deitofponidiarithihsintgptivvenige AIS (also see Fig. 4, display
encryption/ decryption and/or authentication
406)C Qe fmetkRRt & dedidatedidisplayf demict imap be attachei-diregiyrte thrvetarity| n
non-secure node, the data received fromanother site
detiye 161 Bothaemrif0i2vicss)50dhandrsd 6 fledtrdsyd isigscH Adadiltl, 512
to encryption device 505. At the encryption device
resp@ffiyely reayrcompfiseacphwialitpofivisylap drigds for orecrdthade vith differgat
encryption/decryption) by the encryption device and
exanal dispiaydiesipdsa Fachdlevicxc ¥45310 maydheseiptedieoppte qug pr more
exanpl e, encryption device 505 may include an |Internet
exlermeivganecprofyr suppdrong qonepeiidiy igythess tdeesSess.
Accessed web page data is sent froma__renote server
[00G124]. Whilothe irtvertioB s beendescrivedrandrillesimeied ipscopractiiy Kit5 06
to swtching system 504, where the data is received
prifyrrédrembofimeats 5oy viriasensiand Bedifigrionpss Will hecyidspioHage o5
web page data is routed by switch 512 to encryption
skills¢ incthis B0 Boay Phaadgswitheuigleratingfrong theppigiband scqpe 031 €t hen

processed by the browser pro ran1runnln% Qp §ncr¥ tion
inyentipns endhs inypqtigp istthpsipat tp Be limited to the precise details of methodology

or construction set forth above as such variations and modifications are intended to be
included within the scope. of the invention. Except to the extent necessary or inherent in
the processes themsélves, no particular order to steps or stages of methods or processes
described in this disclosure, including the Figures, is implied. In many cases the order of

process steps may be varied without changing the purpose, effect or import of the

methods described.
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routed by switch 512 to the display device 510.
[000123] If, however, the device 504 is used in secure
node, once encryption device 505 decrypts the
encrypted data received fromrenote conputer 508, the
recei ved decrypted 5 data may be di splayed on displ ay
devi ce 510. Display device 510 nay conprise a display
[ qe. VGA card) and nonitor, which is
.WﬁgggﬁgéﬁégE§&SSecurity device 504. In Fig. 11B, the
se ' h&%né IgStal kiggl to that of security
_ devﬁ%%i%gﬁﬁ% 1 g. %%ff?mgggg%t éthat device 516 (Fig. 1
| B [ ' tedvidbspl ay device. The
in %%&ggggﬁgﬁggﬁgynhggg?ce may be incorporated within
t h&ﬁﬁﬂ%&i}{g{ﬂe QAlka HEVESER ompBer #aFhst @R afidrthatd firdi spl ay 10
400) . ternatively, a dedicated display device may be
e el sditeli B BREC kT froftetib fist hfputcBand
“mgg%%%ﬁﬁgmggﬁﬁiis 504 and 516 illustrated in Figs. 11A
andpahdBiting HRIBEES 4 ¥ cofBiters HREdos@indication izt h sepomst
di splay drivers for use with use with different
corfirBeaAal mOdeHRl Bdén SotteadSs bebA edteitleMranethb fisst cchripdtonay
therefore incorporate one or nore external connectors
for supporting connectivity to these display devices.
15 [000124] While the invention has been described and
o i | | st hl A0S blgint D Ve ini thenfired domputer sefidsrtieiitstandiertiphisnt s,
many variations and nodifications as will be evident
resbéhst faSger sstivalihgitle fist dpplisation progmn dbthe fizst computeFOE
departing fromthe spirit and scope of the invention,
andwhétein ite\fen toraputdr Serntihthe sevond indicision i jesnoaws te epa
preci se details of nethodology . or construction set
acfivakibda sbendeppiatiancinogvan atdld frstscompatetandi fi cati ons are
intended to be 20 included within the scope. of the
i nvention. Except to the extent necessary or inherent
in the processes thenselves, no particular order to
3.St effhe methed afgldm df comptisiegis or processes described in

this disclosure, including the Figures, is i_tb%ed. I n

manyeceiamg s rephyeto dredrapsmegited ‘gfaofé‘t!% the §?°é‘ﬂf§°°??é’}7‘tebgtp jePed

wi t hout changi ng the purpose, effect or inport of the
indiedtivo diss tbesterdived dromphgyrsymppten GAd\HAT | S CLAI MED | S:

transmitting the received reply to the first computer, if the second indication has

been received from the first computer.

4, The method of claim 3, wherein transmitting the data to a second computer
comprisés transmitting the data to a second computer using a network interface of the first
computer, and

wherein receiving a reply comprises receiving a reply to the transmitted input data

from the second computer using the network interface of the first computer.
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1. A nethod for communicating data, conprising:
receiving data fromone or nore input devices;
transmtting the data to a first conputer, if a first
indication that a first 5 conmuni cati on node has been
sel ected has been received fromthe first conputer;
and transmtting the data to a second conputer, if a

5. S€qaRtheinddll b&@ém Nk didh transBREThe irpOIIRANRD & Sdcbiicompder
has been sel ected has been received fromthe first

compRfRRUt er. 2. The nethod of claim1, wherein the first
conputer sends the first indication in 10 response to
a Qﬁ&&mﬁ%MkMﬁﬁjﬁﬂ the first application programat the
first conputer; and wherein the first computer sends
t her-5aaiaRg tHeRfirgRéd @ tb fhelsespavaaMited. t he user
activating a second application programat the first
conmputer. 3. The nethod of claim11, conprising: 15
receiving a reply to the transmtted data fromthe

6. SEeCrHGnetaPHEISm, 3, Wherbiiehexeplp Rateivedifting the iserandesnpvzes
received fromthe first conputer; and transmtting the

encky@ed afichHeRf tyanimitting ehefricedited capiypto therfirstcbmpiier cowpiises!
i ndi cati on has been received fromthe first conputer
20 dkcrypti® theetebubdodplychad m 3, wherein transmtting the
data to a second conputer conprises transmtting the
dat wankmitingtbcdrogptedrepeivairepls tatge rsheotnpbiek | nt er f ace of
the first conmputer, and wherein receiving a reply
conprises receiving a reply to the transmtted input
data fromthe second conputer using the network

7. i nt Arspsiere fop Lorhenidaling data oprpprising, at R&St PAFECURPUET 46 5.
The nethod of claim 1, wherein transmtting the input

pragadnaméddoa second conputer conprises: encrypting the
data; and _
receive data from one or more input devices;

transmit the data to a second computer, if a first indication that a first
communication mode has been selected has been received from the second computer; and
transmit the data to a third computer, if a second indication that a second

communication mode has been selected has been received from the second computer.

8. The system of claim 7, wherein the second computer sends the first indication in

response to a user activating the first application program at the second computer; and
wherein the second computer sends the second indication in response to the user

activating a second application program at the second computer.

9. The system of claim 7, wherein the first computer is programmed to:
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transmtting the encrypted data to the second
conputer. 5 6. The nethod of claim3, wherein the
reply received fromthe second conputer is encrypted,
and wherein transmtting the received reply to the
first conputer conprises: decrypting the received
reply; and transmtting the decrypted received reply
to thgett Hlto £ tRkkhiRted dathGrofn théthEY SérBFatdrOF the second
communi cati'ng data, conprising at |east a first

ind G b Seen REDEE RIBREE deBondlcemButyeardat a from one or nore
I nput devices; transmt the data to a second conputer
i T \Bndhif @b recaivtidGatly ©Mhd Rednd @okiburat if i secondinricativhihen
node has been sel ected has been received fromthe

beel SN SRR ERbad RRfutet.r ansnit the data to a third
conputer, if a second indication that a second
conmuni cati on node has been sel ected has been received
fromthe second conmputer. 8. The systemof claim?7,

10.WheTiRispstdrkl 6F i@t Oihepeiihid tfiest camputts istphegrémmet toi ndi cat i on
in 20 response to a user activating the first
appirdneiat: e datp toce third admyiue usieg omrtwerk perfage of thpggcond
wherein the second conputer sends the second

compelécaidi on in response to the user activating a
second application programat the second conputer. 9.
Theressisd theneplfy tethairmsittedidatr Gom thethird ¢qmputes ByiRe thepety gk
programmed to: Page 37 of 46 receive a reply to the

intbifaoe 8hiht teechddtatputér om t he third conputer, if the
second indication has been received fromthe second
conmputer; and transmt the received reply to the
second conputer, if the second indication has_ been

11r ec Shwsyetefrod eheirtik whereiarthe frstpempwer is programmed so that

transmitting the data to a third computer comprises:
encrypting the data; and

transmitting the encrypted data to the third computer.

12.  The system of claim 9, wherein the reply received from the third computer is
encrypted, and wherein the first computer 1s programmed so that transmitting the received
reply to the second computer comprises:

decrypting the received reply; and

transmitting the decrypted received reply to the second computer.

13. A method of providing data communication over a communication network using

a encryption device, the method comprising:
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10. The systemof claim9, wherein the first conputer
is progranmmed to: transmt the data to the third
conmputer using a network interface of the second
conmputer; and receive the reply to the transmtted
data fromthe third conputer using the network 10
interface of the second conputer. 11. The system of
c| antrypting filse datd basten the erstyptionpayice ruthentipating e asameihesan
that transmtting the data to a third conputer
the endrptédsies date iscsentftanmibe eiveyptian devicaelanliftetfacg assotiated wigh a
the encrypted data to the third conputer. 12. The
firss yeaiiparer fof tradsmissiod jo adverndicompiter; repl y recei ved from the
third conputer is encrypted, and wherein the first
C onecryptingias thp sesgndomprites e errayptad st slate and grgereting
received reply to the second conputer conprises: 20
enatgiedyspiond dats ingespewse tov/ibel decopted firgdafatt r ansmitting the
decrypted received reply to the second conputer. 13. A
et sendngthe panorpted iepgyried scand data i EainiesiaccRywriatpd with the
communi cation network using a encryption device, the
firsreorhmiter &5 trprsmidsieg to thg geergionflevass; @dcr ypting first data
based on the encryption device authenticating a user,
W eARETIng 4 e GREEY B9 GV ite (e temEFRPRPIEA SR oot Ve &
encryption device to an interface associated with a
theflp'ﬁeggce@%?ﬁiiﬂt"bwlﬂf e fifrst s9TEsi on to a second conputer;
decrzpting at the second conputer the encr g&ﬁ%_fir§t
dat ¥herrin hsdie cOTPH PerorE &P Phsratign besed ARyt 8%/6 g secon

response to the decrypted first data; sending the

.dan‘enerat ed encrypted second data to the interface

associated with the first conputer for transm ssion
to the encryption device; and decrypting at the

1400 Y PO deSoruie o ki 13 Wchals Rt ShiSE B Dkr E5Hhises

launching an application program for beginning an authentication process.

15.  The method according to claim 14, wherein the authentication process comprises
the launched application program providing connection status between the encryption

device and the first computer.
16.  The method according to claim 14, wherein the authentication process comprises

scanning and detecting a finger print pattern associated with the user upon receiving a

prompt generated by the application program.
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the interface associated with the first conputer; 10
wherein the first conputer perforns an operation based
on the decrypted second data. 14. The net hod
according to claim 13, wherein authenticating the user
conprises |aunching an application programfor
begi nni ng an aut henti cation process. 15 15. The net hod
I'hccdbamsthod accerdingie dlaim \dhwherpin thefdecraptediesaenidaiata comprises
process conprises the [aunched application program
1eX/4a¢h geBereterhin aespense tothefinysdapranrogsssad ihide sssomd gominuter
device and the first conputer. 20 16. The net hod
deyé€or ding to clai m 14, wherein the authentication
process conprises scanning and detecting a finger
print pattern associated with the user upon receiving
a pronpt generated by the application program Page
159 ofhe mﬂlfg acopidgne i el 3a Wherpia fthegnterdace comprseSe unipmseki n
the decrypted second data conprises display data
segiat s g‘tl%% miprigep andanetverhinteracs j r st data processed by
the second conputer device. 5 18. The nethod
according to claim 13, wherein the interface conprises
universal serial bus (USB). interface and a_ network
Hnt gthfgg od egordigdo ALy WSE%‘BF*H& Ty dpts ingenprated By @
ke'g&ghgm§he first data is generated by a keyboard
devices o 20. The et hod according to claim13,
wherein the first data is generated by a nouse
device. 21. The nethod according to claim 13, wherein

26,1® el Bk 19 8RR P GHerB ot rd B JBIGET by & mouse

device.

21. The method according to claim 13, wherein the first data is generated by a

peripheral device.

22. A method of providing data communication between a first and a second
computer over a communication network using an encryption device coupled to the first
computer, the .rnethod comprising:

encrypting first data at the encryption device based on an application program
associated with the data communication. being active, wherein the encrypted first data is
sent from the encryption device to an interface associated with the first computer for
transmission to the second computer;

decrypting at the second computer the encrypted first data and generating
encrypted second data in response to the decrypted first data;
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22. A nethod of providing data communication between a
first and a second conputer over a conmunication
networ k using an encryption device coupled to the
first conputer, the nmethod conprising: 20 encrypting
first data at the encryption device based on an
application program associated with the data
€o M% @@tghﬁpdt&eénﬂ?p@@ {ek ot datehi@ the iirlerfade assouiatadptituthe
first data is sent fromthe encryption device to an
first'c ﬁ&t@%ﬁﬁ@ﬁéﬁb afd eWdrigtioh lAeviéd; gt conputer for
transm ssion to the second conputer; decrypting at the
S € GRAYpiERHPME Bforphbn @Yk Yetsert ehiriitd Wednd datadeceived via
generating 25 encrypted second data in response to
the I cleGiosted dith ieSrstdaditerPage 40 of 46 sending the
generated encrypted second data to the interface
as @etet tRflentlybliort d¥@ice providés thodeptybed sécond datatndhwifesi on
to the encryption device; and decrypting at the
conSl&F JP HisgRitide vy te fitheonsank. encrypt ed second data
received via the interface associated wwth the first
conmputer; 5 wherein the encryption device provides the
decrypted second data to the first conputer for
23.di STHeShettiod Redoydirighte clhinr 22, whemipdhedfirst d2@ is geheratedbhsd
according to claim?22, wherein the first data is
keypomedatied by a keyboard device. 10 24. The nethod
according to claim 22, wherein the first data is
generated by a nouse device. 25. The nethod according
to claim22, wherein the first data is generated by a
2415 Termhgieraatordryiockim 25 whtrsin thefisolitais sRenicA gy # gotse
claim 22, wherein the application programresides on
detite first conputer and communi cates with a second
application programresiding on the

25.  The method acbording to claim 22, wherein the first data is generated by a

peripheral device.

26.  The method according to claim 22, wherein the application program resides on the
first computer and communicates with a second application program residing on the
second computer, wherein the second application generates the second data and the

application program at the first computer displays the decrypted second data.

27.  The method according to claim 22, wherein the application program resides on the
encryption device and communicates with a second application program, wherein the
second application generates the second data and the application program at the

encryption device displays the decrypted second data.
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second conputer, wherein the second application
generates the second data and the 20 application
program at the first conputer displays the decrypted
second data. 27. The nmethod according to claim 22,
wherein the application programresides on the
encryption device and communi cates with a second
application program wherein the second application
generates the second data and the application program
28at  ThemeRo®RedriiRE kdNaifee] wikershh S baymutibiot aekyit ed
second data. Page 41 of 46 28. The nethod accordi ng
cobrPrifek MeMteddet. Wher ei n t he conmmuni cation network
conprises the Internet. 5 29. The nethod according to
claim 22, wherein encrypting first data conprises
encrypting first data at the encryption device based
290N FThavinBEeVacesaRg it@élgich 28] wheréil encryppipg fisaddtDconpriegr am
being in-focus. 30. A secure systemfor generating
enSBpitigefirdl dhta at thaexAypeisn ddvice based on £ eindow iagsatinod witd e
network between a first conputer and a second
apphdifior @bgrah being évfoces. conpri sing: a switch device
adapted to receive first data fromone or nore input
devices; an encryption device adapted to receive the
first data routed fromthe switch device for
3enc rAygtiragysteefor ganeiatiegkefure data whsmistiorsexsr @ porpmunication
appl i cation program associated w th the secure data
netwerk befives aofirstizeimputenandiagesond @mphter, theaderige eorapsisvgi at ed
wth the first conputer adapted to receive the
enc raspitehodevice péaptedde recsivr firstidata Sieimsaic onmeoxearpuf fgyices;
conmuni cation network to the second conputer, wherein
t he agenwyniion derpestadeptedip edcgivethe Fest dateropiet &@mfthe syiitchat a
and generates encrypted second data; and a display
deyéogiferenarunsive ithetreeives fiFst datebapedroptan @prlsatiqarprograry asspreqiest n
the encrypted second data_ generated at the second
with Fas gecaire datg trapsraipsyancbeigpctivlie i nterface fromthe
conmunj cation network and sent to_the switch for
r out fuhigt,erface associated with the first computer adapted to receive the encrypted

first data for transmission over the communication network to the second computer,

wherein the second computer receives the encrypted first data and generates encrypted

second data; ar_1d

a display device éssociated with the first computer ;

wherein the encrypted second data generated at the second computer is received
by the interface from the communication network and sent to the switch for routing,
wherein the switch routes the encrypted second data to the encryption device for
decrypting the encrypted second data, the switch routing the decrypted second data from

the encryption device to the first computer for display on the display device.
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wherein the switch routes the encrypted second data to
the encryption device for decrypting the encrypted
second data, the switch routing the decrypted second
data from the encryption device to the first conputer
for display on the display device. 25 Page 42 of 46
31. The device according to claim 30, wherein the
31. Nt Ght aseceGOdBRdihE0 Slatin BE twlreln thd tetfdea6Riprised & nethok
devi ce according to claim 30, further conprising a
inRifedget ri ¢ authentication 5 device in conmmunication
wWith the application programthat pronpts a user for
perform ng an authentication process, wherein the
3ENCIThp tévide ad@vdifi@tolairh 80 firftat &Snpritiag b 5dMmepic attherdtidation
encrypting the input data. 33. The device according to
devicafimeodpunivhonaiith thd@pplhicatioe piopramahtt pfiptsalérdor sefsintity
10 conprises a fingerprint scanner. 34. The device
arcanttenithiatieh frocesd, avhereid the endrgptivin detitecanthanticates the uset erior to
conprises a USB controller for providing data
emnpticdthegpitatatacen t he one or nore input devices, the
first 15 conmputer, and the encryption device. 35. A
nmet hod of providing security to an application in
3% omiilmideats ageprding to ciaig 8P, warereirciberpiometric titbdnticatior dves:
i nput froman input device operating with a client
carenriseptacingermuint singgrl ays i nformati on on a di splay device
operating with the client conputer, the nethod 20
conprising: encrypting data relating to the
application entered via the input device wthout
provi ding the entered, unencrypted data to the client
3t onphiedpvice sceqiding tordlaig 3P veheririhg pritll dedeecompeipesg USB
network to the server conputer; decrypting the
cerrelsr fereovidingdata sivisiing bebieen gherdre oxiaprg dpu e e firsts
the server conputer operating on the decrypted data

CIPRIS5a8¢ theicAYRIOR Ao iesr

35. A method of providing security to an application in communication with a server
computer that receives input from an input device operating with a client computer and
displays information on a display device operating with the client computer, the method
comprising:

encrypting data relating to the application entered via the input device
without providing the entered, unencrypted data to the client computer;

transmitting the encrypted data over a network to the server computer;

decrypting the encrypted data transmitted to the server computer;

the server computer operating on the decrypted data and providing data for

display at the client computer;
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di splay at the client conputer; Page 43 of 46
transmtting the data provided by the server conputer
for display on the display device of the client
conmput er; and displaying on the display device the
transmtted data provided by the server conputer. 5
36. The nethod according to claim35, conprising
encrypti he dat i .

o or 1 o et QRS ke B o AT

diSRIRULES of tAESEMRE LG SMHgh data after transm ssion and
u%r?gk t&’d&%play, g%g’displaying the decrypted data on

the dis : RIS | £ JsIrs : The
nmet hod a@%:%%‘l [ E’é t%?lsgfagihﬁks%%é %%g?gt?n en@?‘{/lg%ée)b d%lt a
selveAbaiPulet. €d to the client conputer is decrypted
I ndependently of the client conputer and such
decrypted data is provided to the client conmputer for
di splay on the display device. 15 38. The net hod
368.C C el hdfiod fecbldf B c3am 3\5*1%?1 irifing BRrypbftihe /Y hi©@ided b
conprises a keyboard. 39. The %ethod accorang toy
th€ berdeibatBputepBB6rRb RardshRiihd WL dALN I 16A TPhpRE Sdedrypting such
poi nting 20 device. 40. A nethod for a client
de€dFetir@ismisSlon #HdQHACH diblall add Bilspliyahd thydRfypRB ki 6AtHeONS
and to provide security to at | east one application
displayt de@icpbith@dlichtycoputappl i cat i ons whi ch communi cat es
with a server conputer that receives input from an
I nput device operating 25 with the client conputer,
the nmethod conprising: if the at | east one application
37. nc|The egtiad wecoiing to elaibrOABL $hértin teheyptdd datattransmitted to the

client computer is decrypted independently of the client computer and such decrypted

data is provided to the client computer for display on the display device.

38.  The method according to claim 35, wherein the input device comprises a

keyboard.

39. The method according to claim 35, wherein the input device comprises a pointing

device.

40. A method for a client computer to interact with a plurality of applications and to
provide security to at least one application of the plurality of applications which
communicates with a server computer that receives input from an input device operating
with the client computer, the method comprising:

if the at least one application includes a window in focus at the client

computer:
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conmput er: Page 44 of 46 encrypting data relating to
the at | east one application entered via the input
device without providing the entered, unencrypted data
to the client conputer; transmtting the encrypted
data over a network to the server conputer

decrypting the encrypted data transmtted to the
server conputer. . .Qr. .

he. decipring g skl T Bhu CATSRoRBREEN Wt

by th | C ; i 1y e nrovi ded
oo el B L ATy B 4430 & O o

( . e clie conput er
oper at i g, Ofpk BY g ov&laSRrRONl Rref@inuter,

entered via 1% |np8ﬂﬁ%%%?ce to the client conputer
10 wit hcagg%p%gg %gﬂ%@%{)@& HhSRAS bl beR¥r oliputet;i ent

conput er. of claim40, conprising
encrypt ifi0.Aaf AnfpiieAdd &h thdlGechplelAhE dnd FBPLinE Bith N
in a de&ggg cougﬁegﬂ%% gﬁ% inpufaﬁevice and thegplient

be SRR &f by tciftd-cohP@edet hod of claim 41, conprising
couplingan output” of the keyboard to an output of
the devigg iRl terifispbagiclie difRs Ghbesd asdnmput er for
operation with"thé at |east one active application
when t hepniREQEmBSEQRERtRbnWrddcilasaat | east one
active application is in focus. 20 43. The nethod of
cl ai m 42)seGrdvitinSdafi@niied QHakd it dyvieean Heichignt thepunat put
of the keyboard to the output of the device that is

witRUnesplih thi@spodiiicity tendprticempwhien the w ndow
associated with at | east one active application is in
focus. Page 45 of 46

41.  The method of claim 40, comprising encrypting data relating to the selected

application in a device coupled to the input device and the client computer.

42.  The method of claim 41, comprising coupling an output of the keyboard to an
output of the device that is coupled to the client computer for operation with the at least
one active application when the window associated with the at least one active application

is in focus.

43,  The method of claim 42, comprising automatically coupling the output of the
keyboard to the output of the device that is coupled to the client computer when the

window associated with at least one active application is in focus.
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