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BACKGROUND
A large organization with an online presence often receives tens of thousands requests
per minute to initiate digital interactions. A security system supporting multiple large
organizations may handle millions of digital interactions at the same time, and the total number

_of digital interactions analyzed by the security system each week may easily exceed one billion.

As organizations increasingly demand real time results, a security system may have to
analyze a large amount of data and accurately determine whether a digital interaction is
legitimate, all within fractions of a second. This presents tremendous technical challenges,

especially given the large overall volume of digital interactions handled by the security system.

SUMMARY
Some embodiments provide for a method, performed by at least one computer, the
method comprising: receiving a communication from an application program executing on a
client device different from the at least one computer; identifying from the communication an
asserted identity of the application program; determining whether the application program has
the asserted identity at least in part by: interacting with the client device to obtain additional
information about at least one capability of the application program, the interacting comprising:

transmitting, via at least one network to the client device, a software program that, when



executed by the client device, collects the additional information about the least one capability of
the application program at least in part by programmatically testing the application program to
determine whether the application program is able to recognize an object; and receiving, from
the client device, the additional information about the at least one capability of the application
program; and determining whether the additional information about the at least one capability of
the application program indicates that the application program is able to recognize the object, the
determining comprising: comparing the additional information about the at least one capability
of the application program to information about one or more application programs having the
asserted identity; determining whether the application program has the asserted identity based at
least in part on whether the application program is able to recognize the object; granting the
client device access to a resource responsive to determining that the application program has the
asserted identity; and denying the client device access to the resource responsive to determining
that the application program does not have the asserted identity.

Some embodiments provide for a system, comprising: at least one computer; at least one

non-transitory computer-readable storage medium storing processor-executable instructions that,

la



when executed by the at least one computer, causes the at least one computer to perform:
receiving a communication from an application program executing on a client device different
from the at least one computer; identifying from the received communication an asserted
identity of the application program; determining whether the application program has the
asserted identity at least in part by: interacting with the client device to obtain additional
information about at least one capability of the application program, the interacting comprising:
transmitting, via at least one network to the client device, a software program that, when
executed by the client device, collects the additional information about the least one capability of
the application program at least in part by programmatically testing the application program to
determine whether the application program is able to recognize an object; and receiving, from
the client device, the additional information about the at least one capability of the application
program; and determining whether the additional information about the at least one capability of
the application program indicates that the application program is able to recognize the object, the
determining comprising: comparing the additional information about the at least one capability
of the application program to information about one or more application programs having the
asserted identity; determining whether the application program has the asserted identity based at

least in part on whether the application program is able to recognize the object; granting the

asserted identity; and denying the client device access to the resource responsive to determining
that the application program does not have the asserted identity.

Some embodiments provide for at least one non-transitory computer-readable storage
medium storing processor-executable instructions that, when executed by at least one computer,
causes the at least one computer to perform: receiving a communication from an application
program executing on a client device different from the at least one computer; identifying from
the received communication an asserted identity of the application program; determining
whether the applicant program has the asserted identity at least in part by: interacting with the
client device to obtain additional information about at least one capability of the application

program, the interacting comprising:



transmitting, via at least one network to the client device, a software program that, when
executed by the client device, collects the additional information about the least one capability of
the application program at least in part by programmatically testing the application program to
determine whether the application program is able to recognize an object; and receiving, from
the client device, the additional information about the at least one capability of the application
program; and determining whether the additional information indicates that the application
program is able to recognize the object, the determining comprising: comparing the additional
information about the at least one capability of the application program to information about one
or more application programs having the asserted identity; determining whether the application
program has the asserted identity based at least in part on whether the application program is
able to recognize the object; granting the client device access to a resource responsive to
determining that the application program has the asserted identity; and denying the client device
access to the resource responsive to determining that the application program does not have the
asserted identity.

Some embodiments provide for a method, performed by at least one computer, the
method comprising: receiving a communication from a client device different from the at least
one computer; identifying from the communication an asserted type of the client device; and
~ verifying the asserted type of the client device at least in part by: interacting with the client
device to obtain additional information about the client device; and determining whether the
additional information about the client device is consistent with the asserted type of the client
device.

Some embodiments provide for a system, comprising: at least one computer; at least one
non-transitory computer-readable medium storing processor-executable instructions that, when
executed by the at least one computer, cause the at least one computer to perform: receiving a
communication from a client device different from the at least one computer; identifying from
the communication an asserted type of the client device; and verifying the asserted type of the
client device at least in part by: interacting with the client device to obtain additional
information about the client device; and determining whether the additional information about

the client device is consistent with the asserted type of the client device.
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Some embodiments provide for at least one non-transitory computer-readable medium
storing processor-executable instructions that, when executed by at least one computer, cause the
at least one computer to perform: receiving a communication from a client device different from
the at least one computer; identifying from the communication an asserted type of the client
device; and verifying the asserted type of the client device at least in part by: interacting with the
client device to obtain additional information about the client device; and determining whether
the additional information about the client device is consistent with the asserted type of the
client device.

Some embodiments provide for a method, performed by at least one computer, for
ascertaining legitimacy of communications received by the at least one computer during a digital
interaction between the at least one computer and a client device, the method comprising:
receiving a communication; identifying from the communication a first secured token;
processing the first secured token by: obtaining, from the first secured token, information
indicating a state of the digital interaction; and using the information indicating the state of the
digital interaction to determine whether the communication is from the client device; and when
it is determined that the communication is from the client device, causing at least one action
responsive to the communication to be performed; updating the information indicating the state
of the digital interaction to obtain updated information indicating the state of the digital
interaction; and providing a second secured token to the client device for use in a subsequent
communication during the digital interaction, the second secured token comprising the updated
information indicating the state of the digital interaction.

Some embodiments provide for a system for ascertaining legitimacy of communications
received by the at least one computer during a communication digital interaction between at
least one computer and a client device, the system comprising: the at least one computer; and
at least one non-transitory computer-readable storage medium that storing processor-executable
instructions that, when executed by the at least one computer, cause the at least one computer to
perform: receiving a communication; identifying from the communication a first secured token;
processing the first secured token by: obtaining, from the first secured token, information
indicating a state of the digital interaction; and using the information indicating the state of the
digital interaction to determine whether the communication is from the client device; and when
it is determined that the communication is from the client device, causing at least one action

responsive to the communication to be performed; updating the information indicating the state
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of the digital interaction to obtain updated information indicating the state of the digital
interaction; and providing a second secured token to the client device for use in a subsequent
communication during the digital interaction, the second secured token comprising the updated
information indicating the state of the digital interaction.

Some embodiments provide for at least one non-transitory computer-readable storage
medium that storing processor-executable instructions that, when executed by at least one
computer, cause the at least one computer to perform a method for ascertaining legitimacy of
communications received by the at least one computer during a communication digital
interaction between at least one computer and a client device, the method comprising: receiving
a communication; identifying from the communication a first secured token; processing the first
secured token by: obtaining, from the first secured token, information indicating a state of the
digital interaction; and using the information indicating the state of the digital interaction to
determine whether the communication is from the client device; and when it is determined that
the communication is from the client device, causing at least one action responsive to the
communication to be performed; updating the information indicating the state of the digital
interaction to obtain updated information indicating the state of the digital interaction; and
providing a second secured token to the client device for use in a subsequent communication
during the digital interaction, the second secured token comprising the updated information
indicating the state of the digital interaction.

The foregoing is a non-limiting summary of the invention, which is defined by the

attached claims.

BRIEF DESCRIPTION OF DRAWINGS

Various aspects and embodiments will be described with reference to the following
figures. It should be appreciated that the figures are not necessarily drawn to scale.

FIG. 1A shows an illustrative system 10 via which digital interactions may take place, in
accordance with some embodiments of the technology described herein.

FIG. 1B shows an illustrative security system 14 for processing data collected from
digital interactions, in accordance with some embodiments of the technology described herein.

FIG. 1C shows an illustrative flow 40 within a digital interaction, in accordance with

some embodiments of the technology described herein.
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FIG. 2A is a flowchart of an illustrative process, performed by a security system, for
detecting application program spoofing, in accordance with some embodiments of the
technology described herein.

FIG. 2B is a flowchart of an illustrative process, performed by a client device, as part of
a technique for detecting application program spoofing, in accordance with some embodiments
of the technology described herein.

FIG. 3 shows an illustrative decision logic for determining whether information about the
capabilities of an application program is consistent with the asserted identity of the application
program, in accordance with some embodiments of the technology described herein.

FIG. 4A is a flowchart of an illustrative process, performed by a security system, for
detecting device type spoofing, in accordance with some embodiments of the technology
described herein.

FIG. 4B is a flowchart of an illustrative process, performed by a client device, as part of
a technique for detecting device type spoofing, in accordance with some embodiments of the
technology described herein.

FIG. 5 is a diagram of a distributed technique for detecting device type spoofing, in
accordance with some embodiments of the technology described herein.

FIG. 6A shows illustrative input parameters of a serial cumulative calculation challenge
used as part of a technique for detecting device type spoofing, in accordance with some
embodiments of the technology described herein.

FIG. 6B shows illustrative output results of a serial cumulative calculation challenge
used as part of a technique for detecting device type spoofing, in accordance with some
embodiments of the technology described herein.

FIG. 6C shows an illustrative calculation to be performed as part of a serial cumulative
calculation challenge used as part of a technique for detecting device type spoofing, in
accordance with some embodiments of the technology described herein.

FIG. 7A shows illustrative input parameters of a parallel checkpoints calculation
challenge used as part of a technique for detecting device type spoofing, in accordance with
some embodiments of the technology described herein.

FIG. 7B shows illustrative output results of a parallel checkpoints calculation challenge
used as part of a technique for detecting device type spoofing, in accordance with some

embodiments of the technology described herein.
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FIG. 7C shows an illustrative calculation to be performed as part of a parallel
checkpoints calculation challenge used as part of a technique for detecting device type spoofing,
in accordance with some embodiments of the technology described herein.

FIG. 8A shows illustrative input parameters of a neural network calculation challenge
used as part of a technique for detecting device type spoofing, in accordance with some
embodiments of the technology described herein.

FIG. 8B shows illustrative output results of a neural network calculation challenge used
as part of a technique for detecting device type spoofing, in accordance with some embodiments
of the technology described herein.

FIG. 9 is a flowchart of an illustrative process for detecting malicious exploitation of a
session token, in accordance with some embodiments of the technology described herein.

FIG. 10 shows, schematically, an illustrative computer 1000 on which any aspect of the

technology described herein may be implemented.

DETAILED DESCRIPTION

The inventors have recognized and appreciated various technical challenges to overcome
sophisticated attacks on online systems. Increasingly, such systems are experiencing more
sophisticated attacks and very technical exploits. This presents tremendous technical challenges,
especially given the large overall volume of digital interactions handled by online systems.

The inventors have recognized and appreciated various technical challenges in building
trust between an online system and a user who interacts with the online system over time.
Unlike a store clerk who sees a customer in person and remembers what the customer looks like
and how the customer behaves, an online system may have limited ways to “see” or “remember”
a user. For example, after the user logs in successfully for the first time from a device, the online
system may store a device identifier extracted from data packets received from the device, and
may associate the device identifier with the user’s account. When a new attempt to log into the
account is detected, the online system may check whether a device identifier extracted from
newly received data packets match any stored identifier associated with the account. However,
this method may not always be effective because a device identifier may be spoofed.

The inventors have appreciated that malicious entities may attempt to spoof legitimate
users in one or more ways, including by spoofing a device identifier, in an effort to gain

unauthorized access to resources, launch attacks, and/or perform other harmful acts. For
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example, a malicious entity (e.g., a hacker, fraudster, prankster, etc.) may send a communication
to a server in an effort to gain access to a resource accessible through the server, for example a
web-page or a service, and may include false information in the communication so that the
server interprets the communication as originating from a legitimate user. As one example, a
malicious entity may misrepresent the identity of an application program requesting access to a
resource (e.g., by asserting in the communication that the application program is a web browser
when, in fact, the requesting program is an automated bot part of a botnet used to launch a
distributed attack on the server). As another example, a malicious entity may misrepresent the
type of the device executing the application program requesting access to the resource (e.g., by
asserting in the communication that the device is a mobile device when, in fact, the device from
which the request originates is a powerful modern desktop computer). As yet another example, a
malicious entity may capture a session token intended for a legitimate user and use the
intercepted token to make requests that appear to be coming from the legitimate user.
Accordingly, some embodiments of the technology described herein provide techniques for
detecting such fraudulent behavior including, but not limited to, application program identity

spoofing, device type spoofing, and session token spoofing.

I Detecting Application Program Spoofing

The inventors have recognized and appreciated that malicious entities may engage in
application program spoofing by misrepresenting, in one or more communications sent to a
server or other computing device, the identity of the application program sending the
communication.

One illustrative example of such application program spoofing arises in the context of
accessing web pages. When a user accesses a web page through a web browser, the web browser
may send a communication to a server hosting the web page, which communication includes a
hypertext transfer protocol (HTTP) request for the web page. The request may contain
information such as the type of the web browser making the request (e.g., Internet Explorer,
Google Chrome, Safari, Opera, etc.), the version of the browser, capabilities of the browser, and
this information may be used by the server to select content that is compatible with the web
browser making the request. The following is an illustrative example of an HTTP request that

may be sent by a Google Chrome browser:
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GET /HTTP/1.1

Host: google.com

Accept: application/json, text/javascript, */*; q=0.01

Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;q=0.8

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_9_2) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/36.0.1985.125 Safari/537.36

In this example, the HTTP request informs the server, among other things, that the
operating system is Mac OS X 10.9.2 and the Chrome browser version is 36.0.1985.125. The
server may use this information to provide content optimized for the indicated environment.
Additionally, the server may infer that the request is initiated by a person via a web browser
running on a computer.

In some instances, a malicious entity may attempt to access a web page using a script or
alternative application program instead of a web browser. If the malicious entity does nothing to
hide what it is doing, the HTTP request provided by the script or alternative application program
would be different from an HTTP request provided by a web browser because it would not
indicate that a web browser is making the request. Instead, the User-Agent field may indicate
that the application program making the request is a bot (e.g., User-Agent: Bot/1.1). Because a
server may deny requests coming from a script or alternative application program (e.g., by
denying requests not from a web browser), a malicious entity may place false information in the
User-Agent field of the HTTP request to make it appear, to the server, as though the request is
originating from a web browser when, in fact, it is not. More generally than the web-browser
example, a malicious entity may falsely identify application programs in communications to
other devices.

The inventors have recognized and appreciated that it may be difficult to detect
counterfeit information in communications (e.g., HTTP requests, HTTPS requests, UDP
requests, requests in any other suitable protocol, etc.)because many Internet protocols (e.g.,
HTTP, HTTPS, UDP, etc.) assume that the sender of a communication will pass accurate
information and do not provide a mechanism for verifying the information in the
communication. As a result, a malicious requester can provide any information to the server,
including values that misrepresent the actual application program (e.g., user agent) making the

request.
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Accordingly, some embodiments provide techniques for verifying asserted identities of
application programs in communications. The techniques may be used for verifying the asserted
identities of application programs making HTTP requests and in other situations. In some
embodiments, the techniques may involve obtaining additional information from the requester to
verify the accuracy of the information provided in a request, as described in more detail below.

In some embodiments, at least one computer may receive a communication from an
application program executing on a client device different from the computer and identify, from
the communication, an asserted identity of the application program. In response to identifying
the asserted identity of the application program, the at least one computer may verify the
asserted identity of the application program at least in part by: (1) interacting with the client
device to obtain additional information about the application program; and (2) determining
whether the additional information about the application program is consistent with the asserted
identity of the application program. In some embodiments, the communication may be an HTTP
request and the asserted identity of the application program may be the identity of the
application program identified in the User Agent field of the HTTP request.

In some embodiments, the at least one computer may include a security system
configured to detect spoofing in accordance with some embodiments of the technology
described herein. Additionally, or alternatively, the at least one computer may include a server
or other device to which the communication was originally directed (e.g., a web server hosting a
web page that the communication requested to access). In embodiments where the at least one
computer includes both a security system and a server (or other device) to which the
communication was originally directed, the server (or other device) may forward at least a part
of the communication (e.g., the entire communication) received from the client device to the
security system such that the security system may verify the application program identity
asserted in the communication by interacting with the requesting client device.

In some embodiments, the at least one computer may verify the asserted identity of the
application program in real time, for example, by performing the verification using information
obtained in response to (and therefore after) receiving the communication, as opposed to using
information obtained prior to receiving the communication.

In some embodiments, interacting with the client device includes: (1) providing, to the
client device, a software program that, when executed by the client device, collects the

additional information about the application program; (2) receiving, from the client device, the
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additional information; and (3) using the additional information to verify the asserted identity of
the application program. The software program may be a JavaScript program or may be written
in any other suitable programming language(s).

In some embodiments, the software program, when executed by the client device, may
be configured to collect information about at least one capability of the application program and
send this information to a security system which can compare the collected information about
the at least one capability of the application program with information about the same capability
or capabilities of application programs having the asserted identity. For example, the software
program, when executed by the client device, may be configured to determine whether the
application program is able to recognize an object that application programs having the asserted
identity are able to recognize. As one specific example, if an HTTP request were to identify the
requesting program as a particular browser (e.g., Opera, Internet Explorer, etc.), the software
program may be configured to determine whether the requesting program recognizes an object
that the particular browser is known to be able to recognize (respectively, window.opera,

window.ActiveXObject, etc.).

IL. Detecting Device Type Spoofing

The inventors have recognized and appreciated that malicious entities may engage in
device type spoofing by misrepresenting, in one or more communications sent to a server or
other computing device, the type of the device sending the communication. For example, a
malicious entity may falsely state, in an HTTP request sent to a server, the type of the device
that sent the request.

Accordingly, some embodiments described herein provide for techniques that may be
used to verify whether a device sending a communication is indeed of the type indicated in the
communication. In some embodiments, the techniques may involve obtaining additional
information about one or more execution characteristics of the device that sent the
communication and comparing the additional information against a plurality of execution
profiles to verify whether the device is of the purported type.

The inventors have recognized and appreciated that devices of a certain type may have a
known hardware configuration, and that hardware may be capable of performing operations at
different speeds compared to hardware associated with another device type. For example, the

hardware in a modern desktop may be substantially more powerful than the hardware in a
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mobile phone, and therefore may be able to perform operations much more quickly than a
mobile phone. Thus, if a communication sent by a device, such as an HTTP request, identifies
the device as a mobile phone, but the device’s performance in completing one or more
computational challenges matches that of a typical desktop computer, it may be determined with
a high level of confidence that the device type is being spoofed.

In some embodiments, techniques are provided for making fine-grained distinctions
between different types of hardware, for instance, beyond simply distinguishing mobile phones
from desktop computers. For example, a first generation iPhone may have a 412 MHz ARM 11
processor, and an iPhone 5s may have a Dual-core 1.3 GHz Cyclone (ARM v8-based) processor.
Both types of processors may be able to solve a computational challenge, but may do so in
different manners. For instance, given a particular operation type (e.g., addition, subtraction,
division, multiplication, modular arithmetic operation, etc.), different types of processor may
perform an operation of that type at different speeds. Thus, each operation type may provide a
separate dimension for distinguishing between different types of processors.

Accordingly, some embodiments provide for sending one or multiple computational
challenges to a device, in response to receiving a (directly or indirectly) communication from the
device indicating a purported device type, determining the amount of time taken by the device to
perform the computational challenge(s), and determining whether the amount of time taken by
the device is consistent with how long it takes devices of the purported type to perform the same
computational challenge(s).

In some embodiments, at least one computer may receive a communication from an
application program executing on a client device different from the computer and identify, from
the communication, an asserted type of the client device. In response to identifying the asserted
type of the client device, the at least one computer may verify the asserted type of the client
device at least in part by: (1) interacting with the client device to obtain additional information
about the client device; and (2) determining whether the additional information about the client
device is consistent with the asserted type of the client device. In some embodiments, the
communication may be an HTTP request and the asserted type of the client may be the type of
the client device stated in the HTTP request.

In some embodiments, the at least one computer may include a security system
configured to detect spoofing in accordance with some embodiments of the technology

described herein. Additionally, or alternatively, the at least one computer may include a server
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or other device to which the communication was originally directed (e.g., a web server hosting a
web page that the communication requested to access). In embodiments where the at least one
computer includes both a security system and a server (or other device) to which the
communication was originally directed, the server (or other device) may forward at least a part
of the communication (e.g., the entire communication) received from the client device to the
security system such that the security system may verify the device type asserted in the
communication by interacting with the requesting client device.

In some embodiments, the at least one computer may verify the asserted device type of
the client device in real time, for example, by performing the verification using information
obtained in response to (and, therefore, after) receiving the communication, as opposed to using
information obtained prior to receiving the communication.

In some embodiments, interacting with the client device to obtain additional information
includes interacting with the client device to measure an amount of time it takes the client device
to perform a task. The additional information may be used to determine whether the amount of
time it took the client device to perform the task is consistent with how long it takes client
devices having the asserted type to perform the same task.

In some embodiments, determining whether the amount of time it took the client device
to perform the task is consistent with how long it takes client devices having the asserted type to
perform the task includes accessing information indicating a range of expected execution times,
associated with the task, for a population of client devices having the asserted type, and
comparing the measured amount of time with the range of expected execution times. For
example, when the communication indicates that the client device is asserted to be a mobile
device of a certain type, determining whether the asserted type of the client device is consistent
with the additional information about the client device may involve determining whether the
amount of time it took the client device to perform the task is consistent with how long it takes
mobile devices of the certain type to perform the task.

In some embodiments, interacting with the client device to measure the amount of time it
takes the client device to perform a task comprises providing a software program to the client
device for execution by the client device, and measuring the amount of time it takes the client
device to execute the software program. In some embodiments, one or more inputs may be
provided to the client device for inputting to the software program and the amount of time it

takes the client device to use the software to generate one or more outputs based on the input(s)
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may be measured. In some embodiments, the output(s) may be verified for accuracy, for
example, to verify that the client device actually executed the software program and did not fake
the results.

In some embodiments, the software program provided to the client device may encode
one or more computational challenges. Non-limiting examples of computational challenges
include a serial cumulative calculation challenge, a parallel checkpoints calculation challenge, a
neural network calculation challenge, and a graphics processing unit (GPU) calculation
challenge. These challenges are described in greater detail below.

In some embodiments, to obtain the range of expected execution times associated with a
task for a population of devices having a certain type, one or more tests may be run on one or
multiple devices of the certain type to determine how long it takes the device(s) to perform the
task. A task may include a combination of one or more selected operations executed in a certain
order. However, it should be appreciated that aspects of the technology described herein are not
limited to the use of a test comprising one or more selected operations executed in a selected
order, as in some embodiments the one or more selected operations may be executed in different
orders during different runs of a test (e.g., a randomly selected order for each run).

In some embodiments, the results of one or more tests run on one or more devices of a
certain device type may be recorded and associated with that device type. Statistical analysis
may be performed on the recorded results to identify one or more characteristics that may be
used as a signature for that device type. As a non-limiting example, a characteristic may include
an interval that is centered at a sample average and captures some percentage (e.g., 90%, 95%,
98%, etc.) of all of the samples.

The inventors have recognized and appreciated that, while it is possible to run tests on
various hardware and develop a database of expected execution profiles for the various
hardware, it may be costly to acquire a sufficiently large collection of test hardware and/or run a
sufficiently large number of tests to ensure that the sample size is large enough for meaningful
statistical analysis. Accordingly, in some embodiments, tests may be performed on user devices
based on self-reported device type information. Thus, in some instances, test results associated
with a device type may include a result from a device of a different type (e.g., when the device
type is intentionally or accidentally misreported).

The inventors have recognized and appreciated that reliable statistics may be obtained

despite the inclusion of such “bad” samples. For instance, if test results are received from a large
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number of devices purporting to be of a certain type (e.g., iPhone 5s), and a significant portion
of the devices are actually of that type, then the statistics obtained (e.g., average execution time
for a particular computational challenge) may not deviate significantly from “true” statistics that
would have been obtained had the “bad” samples been removed. In this manner, anomalous
results may be identified and it may be determined that devices exhibiting anomalous results are
being spoofed. For example, if a result is close to the sample mean (e.g., within a threshold
number of standard deviations from the sample mean), it may be inferred with a high level of
confidence that the reporting device is not spoofed (e.g., using hypothesis testing or any other
suitable technique). Conversely, if a result is far away from the sample mean, the level of
confidence that the reporting device is not spoofed may be low.

In some embodiments, alternatively or additionally, a result of a computational challenge
may be used as a component of a fingerprint of the reporting device. Any suitable combination
of one or more operations may be used as part of a computational challenge, as aspects of the
technology described herein are not so limited. For example, one or more mathematical
operations for benchmarking hardware may be used. Examples of such benchmarking operations
include, but are not limited to, integer math tests (e.g., addition, subtraction, division,
multiplication, and/or exponentiation with large random integers), floating point math tests (e.g.,
addition, subtraction, division, multiplication, and/or exponentiation with floating point
numbers), and prime number tests (e.g., identifying prime numbers using multiplication and
modular arithmetic operations)

The inventors have recognized and appreciated that modern processors may be so fast
that it may not be practical to measure the execution time of a single operation, or it may not be
practical to compare execution times of two different processors when each is asked to perform
only one operation. Accordingly, in some embodiments, results may be accumulated over
multiple operations as part of the same computational challenge. For example, a device subject
to the challenge may be asked to perform: (1) the same operation multiple times; (2) multiple
operations that are different but of a same type; and/or (3) multiple operations of different types.
This may produce more useful data, as differences between processors may be magnified
through accumulation.

The inventors have also recognized and appreciated that a malicious entity may program
a device to cheat a computational challenge. For example, if a device is asked to perform the

same operation multiple times, the malicious entity may program the device to perform the
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operation only once and thereafter output the same answer without actually performing the
operation. Accordingly, in some embodiments, techniques are provided to ensure that a device
completes a computational challenge as instructed, without cheating.

In some embodiments, a computational challenge may include multiple operations that
are all different, so that a processor must perform every operation to complete the challenge.
However, the inventors have recognized and appreciated that verifying such a computational
challenge may be burdensome, as a server administering the challenge must check every answer
among many different answers (or a large number of randomly selected answers).

Alternatively, or additionally, a processor may be asked to solve a problem in which at
least one first operation takes, as input, an output from at least one second operation. Below is a
non-limiting example of such a chain of operations:

1. 1.6832 *(5.22/(9.098123 - 0.2222222))

2. (The answer to problem 1) + 6.8 * (985.2 + 98611.0034) / 6.4423

3. 87.23 +(122562.13333 / 0.23001) / (the answer to problem 2)

4. etc.

In this manner, only one final output may be produced and checked by a server
administering the challenge. Because of the dependencies between the operations, the processor
may not be able to skip any operations in the chain. However, it should be appreciated that
aspects of the present disclosure are not limited to the use of a single chain linking all operations
in a computational challenge, as in some embodiments a computational challenge may include

disparate operations and/or disparate chains.

III.  Detecting Session Token Spoofing

During a digital interaction between a client device and an online system, the online
system may provide the client device with a session token, which authorizes the client device to
access one or more resources through the online system. The client device may be required to
provide that session token to the online system along with every communication sent from the
client device to the online system. As one example, when a user logs in with a secure web
server, a web browser executing on the user’s client device may be granted a session token,
which authorizes the web browser to access a secure portion of a web site hosted by the web
server (e.g., a web site of a financial institution). The web browser may be required to provide

that session token along with every request subsequently sent to the web server (e.g., a request
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for a web page, a request to commit an action, etc.) to identify to the server that the request is a
legitimate request from the client device.

The inventors have recognized and appreciated that a malicious entity may engage in
session token spoofing by capturing a session token being sent from an online system (e.g., a
web site) to a client device (e.g., used by a legitimate user to access information on the web site)
during a digital interaction between the client device and the online system. The malicious entity
may then use the captured token to make communications sent from the malicious entity to the
online system appear as though they are coming from the client device of the legitimate user.
The malicious entity may deploy computer viruses or other malware programs that may be able
to monitor web traffic and identify tokens in transit. Accordingly, some embodiments of the
technology described herein provide for techniques to detect and prevent such session token
spoofing.

In some embodiments, the techniques involve using session tokens that include
information indicating a state of the digital interaction between the client device and an online
system. When an online system receives a session token, during a digital interaction with a client
device, the online system may process the token to determine whether the session token is valid.
In response to determining that the session token is valid, the online system may: (1) update the
information indicating the state of the digital interaction; (2) obtain another session token
including the updated information (by generating a new token with this information or updating
the content of the received token); and (3) send the other session token to the client device for
use in a subsequent communication with the online system. In this way, the content of the
session token changes during the digital interaction between the client device and the online
system and, for example, may change every time that an online system responds to a request
from the client device. Changing the content of the session token in this manner makes it
difficult for a malicious entity to spoof session tokens because, even if the malicious entity were
to intercept a session token at one point during a digital interaction between the client device and
the online system, the malicious entity could not reuse this session token at another point during
the digital interaction because the content of the intercepted session token would be outdated by
the time the malicious entity attempts to use it.

In some embodiments, an online system (e.g., a web server) may receive, during a digital
interaction with a client device, a communication. The online system may determine whether the

communication is from the client device by: (1) identifying a first secured token from the
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communication; (2) and processing the first secured token by obtaining, from the first secured
token, information indicating a state of the digital interaction, and using the information
indicating the state of the digital interaction to determine whether the communication is from the
client device.

In some embodiments, when the online system determines that the communication is
from the client device, the online system may: (1) cause at least one action responsive to the
communication to be performed (the action may include, for example, providing a webpage or
other information to the client device, committing an action performed by the user on a
webpage, etc.); (2) update the information indicating the state of the digital interaction to obtain
updated information indicating the state of the digital interaction; (3) obtain a second secured
token comprising the updated information indicating the state of the digital interaction (e.g., by
generating a new token with such information or updating the first secured token to include such
information); and (4) provide the second secured token to the client device for use in a
subsequent communication during the digital interaction.

In some embodiments, the information indicating the state of the digital interaction
includes a value indicating a number of times the information indicating the state of the digital
interaction was changed by the online system. For example, the information indicating the state
of the digital interaction may include a sequence number counting the number of times content
in the session token has been modified. In some embodiments, the online system may increase
the sequence number by one (or any other suitable number) when (e.g., each time) the online
system responds to a communication (e.g., a request) from the client device.

Accordingly, in some embodiments, the information indicating the state of the digital
interaction may include a first value indicating a number of times the information indicating the
state of the digital interaction was changed by the online system, and updating the information
indicating the state of the digital interaction may include changing (e.g., incrementing or
otherwise increasing) the first value to obtain a second value.

In some embodiments, after providing the second secured token to the client device, the
online system may receive a second communication. The online system may determine whether
the second communication is from the client device by: (1) identifying a third secured token
from the second communication; (2) and processing the third secured token to obtain a third

value indicating the number of times the information indicating the state of the digital
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interaction was changed by the at least one computer; and (3) determining that the second
communication is from the client device when the third value matches the second value.

In some embodiments, the information indicating the state of the digital interaction may
include a timestamp indicating the last time the session token was modified and/or a type of web
page through which the session token was granted. In some embodiments, the online system
may modify at least some of this content when the online system responds to a communication
from the client device. When the online system modifies such content, thereby changing the
state of the digital interaction, the online system may change (e.g., by incrementing or otherwise
increasing) the value indicating the number of times the state of the digital interaction was
changed by the online system. It should be appreciated that a session token may include content
other than information indicating the state of the digital interaction. Non-limiting examples of
data that may be included in a session token include a global unique identifier (e.g., a 128-bit
global unique identifier) and a timestamp for when the token was created.

In some embodiments, processing the first secured token to determine whether the
communication is from the client device comprises comparing the information indicating the
state of the digital interaction with information about the state of the digital interaction
maintained by the at least one computer. For example, the online system may obtain, from the
first secured token, a sequence number indicating the number of different tokens the online
system sent to the client device during the digital interaction and compare that sequence number
with a local version of the sequence number maintained by the online system.

In some embodiments, the first secured token may include an encrypted token,
processing the first secured token may include decrypting the encrypted token to obtain a
decrypted token, and providing the second secured token may include encrypting a token
comprising the updated information indicating the state of the digital interaction. For example,
in some embodiments, when a server receives a previously issued session token along with a
request, the server may decrypt the session token to determine whether the session token is
valid. If the token is invalid, the server may deny the request. Otherwise, the server may update
the token, for example, by updating one or more timestamps, updating a page type to indicate
the type of page via which the current request is submitted, incrementing a sequence number,
updating information indicating the URL or derived (e.g., by hashing) from the URL that was
last visited, etc. The updated token may then be re-encrypted and returned to the client device

making the request.
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In some embodiments, session tokens may be encrypted to prevent an unauthorized
entity from reading and/or tampering with the tokens. For example, a symmetric encryption
scheme may be used, so that only an entity in possession of a secret key for the symmetric
encryption scheme may decrypt and read the token. Any suitable symmetric encryption scheme
may be used, including, but not limited to, 256-bit AES encryption. The inventors have
recognized and appreciated that 256-bit AES encryption may provide a suitable level of security,
as by some estimates it would take the most powerful computer currently available over 1 billion
years to mount a successful “brute force” attack. However, it should be appreciated that aspects
of the technology described herein are not limited to the use of symmetric encryption, as in some
embodiments other cryptographic techniques may be used additionally or alternatively. As one
example, a symmetric key encryption scheme may be used. As another example, a digital
signature scheme may be used in addition to, or instead of, encryption. Because it may be
computationally infeasible for an attacker to forge a signature, an attacker may be unable to
modify an existing token or forge a new token, even if the attacker may be able to read the
token. Accordingly, a secured session token may be a token secured by use of encryption (of any
suitable type including symmetric encryption and asymmetric encryption) and/or any other
cryptographic scheme (e.g., digital signatures, hashing, etc.)

In some embodiments, a server may generate a session token and use a secret key for a
symmetric encryption scheme to encrypt the session token. As long as no other entity gains
access to the secret key, an encrypted token may be decrypted only by the server that generated
the token. The server may then provide the token to a client device (e.g., an application program
executing on the client device such as a web browser), and the client device may be expected to
submit the token with all subsequent requests made by the client device to the server.

In some embodiments, session tokens may expire after a threshold amount of time (e.g.,
15 minutes, 30 minutes, etc. from last activity). A client device may be denied access to a
resource if the client device makes the request using an expired session token. In some
embodiments, a client device may be allowed to refresh an expired token. For example, the user
of the client device may log into the online system again to regain access to one or more
resources accessible through the online system (e.g., a secure portion of a web site). If the user
logs in successfully, the online system may grant a new session token to the client device.

In some embodiments, an online system may be configured to examine the timing of

requests to determine whether a session token is being used illegitimately. For example, a
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typical user may make requests sequentially (e.g., logging in, checking account balance, paying
bills, updating personal information, etc.). Thus, if an online system receives two requests
simultaneously with the same session token, at least one of the requests may be illegitimate.

However, the inventors have recognized and appreciated that some users make use of
tabbed browsing in a secure session, which may result in legitimate requests being made
simultaneously. For example, a user of a banking web site may have two tabs open, and may use
one tab for viewing transaction history and the other tab for making a payment. From the
perspective of an online system, it may be difficult to distinguish between requests resulting
from a legitimate use of tabbed browsing and the requests resulting from malware exploiting a
session token. For instance, multiple requests resulting from tabbed browsing may arrive to an
online system in quick succession and/or out of sequence, so that judging the validity of a
request based on timing may be ineffective.

Accordingly, in some embodiments, techniques are provided for classifying requests
containing a token, taking into account at least one piece of information beyond the timing of the
requests. The inventors have recognized and appreciated that such techniques may be effective
in distinguishing legitimate tabbed browsing from malware exploiting a session token.

In some embodiments, a web site may be provided with software code (e.g., written in
JavaScript or in any other suitable programming language(s)) to determine whether a request is
legitimate by analyzing one or more characteristics of the request. For example, the software
code, when executed, may examine a sequence of events associated with the request and look
for certain anomalies that may suggest the presence of malware.

Below is an illustrative sequence of events resulting from a legitimate user practicing
tabbed browsing, in accordance with some embodiments of the technology described herein:

1. User visits financial institution web site using a web browser executing on client

device. The web site is being hosted on a server.

2. User logs into the financial institution web site with a user name and password.

a. Server generates token with sequence number 0 and page type login.

3. User views account balance page.

a. Server generates token with sequence number 1 and page type account
balance.
1. User opens a new tab in the web browser and navigates to a personal

information page.
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1) Server generates token with sequence number 2 and page type
personal information.
ii. User updates personal information and closes tab.
1) Server receives token with sequence number 2 and page type
personal information.

4. User makes transfer from account balance page in original tab.

a. Server receives token with sequence number 1 and page type account balance.

5. User logs out.

As illustrated in the above example, legitimate tabbed browsing may cause tokens to be
received out of sequence (e.g., the session token with sequence number 1 is received after the
session token with sequence number 2). Thus, absent one or more other indicators, such as
requests being received from different user agents, out-of-sequence tokens alone may not be
sufficient to suggest the presence of malware.

Below is an illustrative sequence of events resulting from a virus or other malware
exploiting a session token:

1. User visits financial institution web site.

2. User logs into the web site with a user name and password.

a. Server generates token with sequence number 0 and page type login.

3. User views account balance page.

a. Server generates token with sequence number 1 and page type account
balance.

4. User views personal information page.

a. Server generates token with sequence number 2 and page type personal
information.

5. At the same time, malware makes AJAX (asynchronous JavaScript and XML)
call to initiate funds transfer using original token (sequence O and page type
login).

6. User logs out.

In some embodiments, a security system may be programed (e.g., using JavaScript or

any other suitable programming language(s)) to identify one or more suspicious characteristics
from a sequence of events such as the sequence immediately above. Examples of suspicious

characteristics include, but are not limited to:
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° The funds transfer request occurred with a mismatched token (sequence 0 and

page type login).

o The page type was incorrect. A funds transfer request may only be made via
one or more selected pages, but the login page is not among the one or more
selected pages.

o A legitimate user would be able to make a funds transfer request via the
account balance page, but the account balance page had not been loaded at the
time token sequence number (0 was generated.

° The funds transfer request happened simultaneously as the view personal

information transaction.

o A legitimate user would not be able to send two transactions at the same time.

° The funds transfer request did not originate from a front-end of the user’s

browser, but instead was transmitted as an AJAX call, which may suggest the

funds transfer request was programmatically executed, instead of being manually
executed.

By looking for one or more suspicious characteristics and/or suspicious combinations of
characteristics, an illegitimate request may be identified in real time (e.g., before the request is
granted) so that such a request may be denied. Although examples of suspicious characteristics
are described herein, it should be appreciated that aspects of the technology described herein are
not limited to these examples, as an a security system and/or online system may be programmed

to detect other characteristics in addition to, or instead of, those discussed herein.

IV.  Further Descriptions

It should be appreciated that the techniques introduced above and discussed in greater
detail below may be implemented in any of numerous ways, as the techniques are not limited to
any particular manner of implementation. Examples of details of implementation are provided
herein solely for illustrative purposes. Furthermore, the techniques disclosed herein may be used
individually or in any suitable combination, as aspects of the technology described herein are not
limited to the use of any particular technique or combination of techniques.

FIG. 1A shows an illustrative system 10 via which digital interactions may take place, in
accordance with some embodiments. In this example, the system 10 includes user devices 11A,

11B, and 11C, online systems 12 and 13, and a security system 14. A user 15 may use the user
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devices 11A, 11B, and 11C to engage in one or more digital interactions. For instance, the user
device 11A may be a smart phone and may be used by the user 15 to check email and download
music, the user device 11B may be a tablet computer and may be used by the user 15 to shop
and bank, and the user device 11C may be a laptop computer and may be used by the user 15 to
watch TV and play games.

It should be appreciated that the user 15 may engage in other types of digital interactions
in addition to, or instead of, those mentioned above, as aspects of the technology described
herein are not limited to the analysis of any particular type of digital interactions. Also, digital
interactions are not limited to interactions that are conducted via an Internet connection. For
example, a digital interaction may involve an ATM transaction over a leased telephone line.

Furthermore, it should be appreciated that the particular combination of user devices
11A-C is provided solely for purposes of illustration, as the user 15 may use any suitable device
or combination of devices to engage in digital interactions, and the user may use different
devices to engage in a same type of digital interactions (e.g., checking email).

In some embodiments, a digital interaction may involve an interaction between the user
15 and an online system, such as the online system 12 or the online system 13. For instance, the
online system 12 may include an application server that hosts a backend of a banking app used
by the user 15, and the online system 13 may include a web server that hosts a retailer’s web site
that the user 15 visits using a web browser. It should be appreciated that the user 15 may interact
with other online systems (not shown) in addition to, or instead of the online systems 12 and 13.
For example, the user 15 may visit a pharmacy’s web site to have a prescription filled and
delivered, a travel agent’s web site to book a trip, a government agency’s web site to renew a
license, etc.

In some embodiments, behaviors of the user 15 may be measured and analyzed by the
security system 14. For instance, the online systems 12 and 13 may report, to the security
system 14, behaviors observed from the user 15. Additionally, or alternatively, the user devices
11A-C may report, to the security system 14, behaviors observed from the user 15. As one
example, a web page downloaded from the web site hosted by the online system 13 may include
software (e.g., a JavaScript snippet) that programs the browser running on one of the user
devices 11A-C to observe and report behaviors of the user 15. Such software may be provided
by the security system 14 and inserted into the web page by the online system 13. As another

example, an application program running on one of the user devices 11A-C may be programmed
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to observe and report behaviors of the user 15. The application program may be programmed via
software (e.g., JavaScript) provided by the security system. The behaviors observed by the
application program may include interactions between the user 15 and the application program,
and/or interactions between the user 15 and another application. As another example, an
operating system running on one of the user devices 11A-C may be programmed to observe and
report behaviors of the user 15.

It should be appreciated that software that observes and reports behaviors of a user may
be written in any suitable language, and may be delivered to a user device in any suitable
manner. For example, the software may be delivered by a firewall (e.g., an application firewall),
a network operator (e.g., Comcast, Sprint, etc.), a network accelerator (e.g., Akamai), or any
device along a communication path between the user device and an online system, or between
the user device and a security system.

In some embodiments, the security system 14 may be configured to ascertain the
capabilities of one or more application programs executing on any one of user devices 11A-C.
For example, the security system 14 may be configured to provide a software program (which
may be written in any suitable language) to user device 11A that, when executed by the user
device 11A, collects information about an application program executing on the user device 11A
and sends the collected information to the security system 14. In turn, the security system 14
may use the received information to determine whether the application program is of the type
that one or more previous communications (e.g., from the user device 11A) asserted it to be. As
a specific example, in response to a request from a web browser application program executing
on user device 11A to access a web page (e.g., a webpage hosted by online system 12), security
system 14 (e.g., upon being notified of the request by the online system 12) may send JavaScript
code to the user device 11A. The request from the web browser application program may
identify the application program as having an asserted identity (e.g., Internet Explorer 11.0). In
response to receiving the JavaScript code from security system 14, the user device 11A may
execute the received JavaScript code that, while executing, collects information that can be used
by security system 14 to determine whether the web browser application program executing on
user device 11A has the asserted identity (e.g., whether it really is Internet Explorer 11.0).

In some embodiments, the security system 14 may be configured to determine whether a
user device (e.g., user device 11A) is of an asserted type. To this end, the security system 14

may interact with the user device to obtain additional information about the user device and
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determine whether the additional information about the user device is consistent with the
asserted type of the user device. For example, the security system 14 may be configured to
provide a software program to the user device for execution by the user device. After the user
device executed the received software program, the time taken by the user device may be used to
determine whether the user device is of the asserted type, for example, by comparing the amount
of time taken by the user device to execute the received software program with information
indicating how long it takes devices having the asserted type to execute the same software
program). The software program sent by the security system 14 may include a computational
challenge, as described in greater detail below.

Although only one user (i.e., the user 15) is shown in FIG. 1A, it should be appreciated
that the security system 14 may be programmed to measure and analyze behaviors of many users
across the Internet. Furthermore, it should be appreciated that the security system 14 may
interact with other online systems (not shown) in addition to, or instead of the online systems 12
and 13. The inventors have recognized and appreciated that, by analyzing digital interactions
involving many different users and many different online systems, the security system 14 may
have a more comprehensive and accurate understanding of how the users behave. However,
aspects of the present disclosure are not limited to the analysis of measurements collected from
different online systems, as one or more of the techniques described herein may be used to
analyze measurements collected from a single online system. Likewise, aspects of the present
disclosure are not limited to the analysis of measurements collected from different users, as one
or more of the techniques described herein may be used to analyze measurements collected from
a single user.

FIG. 1B shows an illustrative implementation of the security system 14 shown in FIG.
1A, in accordance with some embodiments. In this example, the security system 14 includes one
or more frontend systems and/or one or more backend systems. For instance, the security system
14 may include a frontend system 22 configured to interact with user devices (e.g., the
illustrative user device 11C shown in FIG. 1A) and/or online systems (e.g., the illustrative
online system 13 shown in FIG. 1A). Additionally, or alternatively, the security system 14 may
include a backend system 32 configured to interact with a backend user interface 34. In some
embodiments, the backend user interface 34 may include a graphical user interface (e.g., a
dashboard) for displaying current observations and/or historical trends regarding individual

users and/or populations of users. Such an interface may be delivered in any suitable manner
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(e.g., as a web application or a cloud application), and may be used by any suitable party (e.g.,
security personnel of an organization).

In the example shown in FIG. 1B, the security system 14 includes a log storage 24. The
log storage 24 may store log files comprising data received by the frontend system 22 from user
devices (e.g., the user device 11C), online systems (e.g., the online system 13), and/or any other
suitable sources. A log file may include any suitable information. For instance, in some
embodiments, a log file may include keystrokes and/or mouse clicks recorded from a digital
interaction over some length of time (e.g., several seconds, several minutes, several hours, etc.).
Additionally, or alternatively, a log file may include other information of interest, such as
account identifier, network address, user device identifier, user device characteristics, URL
accessed, Stocking Keeping Unit (SKU) of viewed product, etc.

In some embodiments, the log storage 24 may store log files accumulated over some
suitable period of time (e.g., a few years), which may amount to tens of billions, hundreds of
billions, or trillions of log files. Each log file may be of any suitable size. For instance, in some
embodiments, about 60 kilobytes of data may be captured from a digital interaction per minute,
so that a log file recording a few minutes of user behavior may include a few hundred kilobytes
of data, whereas a log file recording an hour of user behavior may include a few megabytes of
data. Thus, the log storage 24 may store petabytes of data overall.

The inventors have recognized and appreciated it may be impractical to retrieve and
analyze log files from the log storage 24 each time a request for the data in the logs is received.
For instance, the security system 14 may be expected to respond to a request for log data within
100 msec, 80 msec, 60 msec, 40 msec, 20 msec, or less. The security system 14 may be unable
to identify and analyze all relevant log files from the log storage 24 within such a short window
of time. Accordingly, in some embodiments, a log processing system 26 may be provided to
filter, transform, and/or route data from the log storage 24 to one or more databases 28.

The log processing system 26 may be implemented in any suitable manner. For instance,
in some embodiments, the log processing system 26 may include one or more services
configured to retrieve a log file from the log storage 24, extract useful information from the log
file, transform one or more pieces of extracted information (e.g., adding latitude and longitude
coordinates to an extracted address), and/or store the extracted and/or transformed information

in one or more appropriate databases (e.g., among the one or more databases 28).
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In some embodiments, the one or more services may include one or more services
configured to route data from log files to one or more queues, and/or one or more services
configured to process the data in the one or more queues. For instance, each queue may have a
dedicated service for processing data in that queue. Any suitable number of instances of the
service may be run, depending on a volume of data to be processed in the queue.

The one or more databases 28 may be accessed by any suitable component of the
security system 14. As one example, the backend system 32 may query the one or more
databases 28 to generate displays of current observations and/or historical trends regarding
individual users and/or populations of users. As another example, a data service system 30 may
query the one or more databases 28 to provide input to the frontend system 22.

The inventors have recognized and appreciated that some database queries may be time
consuming. For instance, if the frontend system 22 were to query the one or more databases 28
each time a request to match sameness is received, the frontend system 22 may be unable to
respond to the request within 100 msec, 80 msec, 60 msec, 40 msec, 20 msec, or less.
Accordingly, in some embodiments, the data service system 30 may maintain one or more data
sources separate from the one or more databases 28. Examples of data sources maintained by
the data service system 30 are shown in FIGs. 8B and 10, and are discussed below.

In some embodiments, a data source maintained by the data service system 30 may have
a bounded size, regardless of how much data is analyzed to populate the data source. For
instance, if there is a burst of activities from a certain account, an increased amount of data may
be stored in the one or more databases 28 in association with that account. The data service
system 30 may process the data stored in the one or more databases 28 down to a bounded size,
so that the frontend system 22 may be able to respond to requests in constant time.

Various techniques are described herein for processing incoming data. For instance, in
some embodiments, all possible network addresses may be divided into a certain number of
buckets. Statistics may be maintained on such buckets, rather than individual network addresses.
In this manner, a bounded number of statistics may be analyzed, even if an actual number of
network addresses observed may fluctuate over time. One or more other techniques may also be
used in addition to, or instead of bucketing, such as maintaining an array of a certain size.

In some embodiments, the data service system 30 may include a plurality of data services
(e.g., implemented using a service-oriented architecture). For example, one or more data

services may access the one or more databases 28 periodically (e.g., every hour, every few
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hours, every day, etc.), and may analyze the accessed data and populate one or more first data
sources used by the frontend system 22. Additionally, or alternatively, one or more data services
may receive data from the log processing system 26, and may use the received data to update
one or more second data sources used by the frontend system 22. Such a second data source may
supplement the one or more first data sources with recent data that has arrived since the last time
the one or more first data sources were populated using data accessed from the one or more
databases 28. In various embodiments, the one or more first data sources may be the same as, or
different from, the one or more second data sources, or there may be some overlap.

Although details of implementation are shown in FIG. 1B and discussed above, it should
be appreciated that aspects of the technology described herein are not limited to the use of any
particular component, or combination of components, or to any particular arrangement of
components. Furthermore, each of the frontend system 22, the log processing system 26, the
data service system 30, and the backend system 32 may be implemented in any suitable manner,
such as using one or more parallel processors operating at a same location or different locations.

FIG. 1C shows an illustrative flow 40 within a digital interaction, in accordance with
some embodiments. In this example, the flow 40 may represent a sequence of activities
conducted by a user on a merchant’s web site. For instance, the user may log into the web site,
change billing address, view a product details page of a first product, view a product details page
of a second product, add the second product to a shopping cart, and then check out.

In some embodiments, a security system may receive data captured from the digital
interaction throughout the flow 40. For instance, the security system may receive log files from a
user device and/or an online system involved in the digital interaction (e.g., as shown in FIG. 1B
and discussed above).

The security system may use the data captured from the digital interaction in any suitable
manner. For instance, as shown in FIG. 1B, the security system may process the captured data
and populate one or more databases (e.g., the one or more illustrative databases 28 shown in
FIG. 1B). Additionally, or alternatively, the security system may populate one or more data
sources adapted for efficient access. For instance, the security system may maintain current
interaction data 42 in a suitable data structure. As one example, the security system may keep
track of different network addresses observed at different points in the flow 40 (e.g., logging in
and changing billing address via a first network address, viewing the first and second products

via a second network address, and adding the second product to the cart and checking out via a
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third network address). As another example, the security system may keep track of different
credit card numbers used in the digital interaction (e.g., different credit cards being entered in
succession during checkout). The data structure may be maintained in any suitable manner and
by any suitable component of the security system (e.g., the illustrative frontend system 22 and/or
the illustrative data service system 30).

In some embodiments, the security system may maintain historical data 44 in a suitable
data structure in addition to or instead of the current interaction data 42. The historical data 44
may include one or more profiles. For instance, for each anchor value observed from the digital
interaction, the security system may use the data captured from the digital interaction to update a
profile associated with that anchor value.

In some embodiments, the security system may maintain population data 46, in addition
to, or instead of the current interaction data 42 and/or the historical data 44. For instance, the
security system may update, in real time, statistics such as breakdown of web site traffic by user
agent, geographical location, product SKU, etc. As one example, the security system may use a
hash-modding method to divide all known browser types into a certain number of buckets (e.g.,
10 buckets, 100 buckets, etc.). For each bucket, the security system may calculate a percentage
of overall web site traffic that falls within that bucket. As another example, the security system
may use a hash-modding method to divide all known product SKUs into a certain number of
buckets (e.g., 10 buckets, 100 buckets) and calculate respective traffic percentages.
Additionally, or alternatively, the security system may calculate respective traffic percentages
for combinations of buckets (e.g., a combination of a bucket of browser types, a bucket of
product SKUSs, etc.).

In some embodiments, the security system may render any one or more aspects of the
current interaction data 42, the historical data 44, and/or the population data 46 (e.g., via the
illustrative backend user interface 34 shown in FIG. 1B). For instance, the security system may
render breakdown of web site traffic (e.g., with actual traffic measurements, or percentages of
overall traffic) using a stacked area chart.

FIG. 2A is a flowchart of an illustrative process 200 for detecting application program
spoofing, in accordance with some embodiments of the technology described herein. The
process 200 may be performed by any suitable system and/or computing device and, for

example, may be performed by security system 14 described with reference to FIG. 1A.
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Process 200 begins at act 202, where the system executing process 200 (e.g., security
system 14) receives a communication asserting an application’s identity from an application
program executing on a client device (e.g., one of user devices 11A, 11B, and 11C described
with reference to FIG. 1A). The system may receive the communication directly from the client
device or indirectly, for example, via another system that received the communication first (e.g.,
online system 12 or 13 described with reference to FIG. 1A). In some embodiments, the
communication may assert that the application’s identity is a web browser application program
and, in some embodiments, may include information about the web browser application program
such as, for example, a version of the web browser. In some embodiments, the communication
may include an HTTP request and the HTTP request may include information asserting the
application program’s identity (e.g., in the User Agent field of the HTTP request). At act 202,
the system executing process 200 may process the received communication to identify the
asserted identity of the application program from the communication (e.g., by accessing
information in the User Agent field of the HTTP request in the communication).

Next, process 200 proceeds to acts 204 and 206, where the system executing process 200
interacts with the client device to verify the asserted identity of the application program. First, at
act 204, the system provides a software program to the client device for collecting information
about the application program. In some embodiments, the software program may be a JavaScript
program. It should be appreciated, however, that the software program may be written in any
other suitable programming language(s) instead of Javascript, as aspects of the technology
described herein are not limited in this respect. In addition, the software program may be
provided in any suitable format, as aspects of the technology described herein are not limited in
this respect.

In some embodiments, the software program may be configured to programmatically
determine and/or test one or more capabilities of the application program. For example, when
executed by the client device, the software program may be configured to determine whether the
application program is configured to recognize an object that application programs having the
asserted identity are able to recognize. As one example, if an HTTP request were to identify the
requesting program as a particular type of web browser (e.g., Opera, Internet Explorer, etc.), the
software program may be configured to determine whether the requesting program recognizes an
object that web browsers having the asserted identity are able to recognize (respectively,

window.opera, window.ActiveXObject, etc.). As another example, the software program may be
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configured to determine whether the requesting program recognizes a document object model
(DOM) object that web browsers having the asserted identity are able to recognize. As yet
another example, the software program may be configured to determine whether the requesting
program can access a variable or a client device resource (e.g., an environment variable, an
operating system resource, hardware on the client device) that web browsers having the asserted
identity are able to access.

Next, at act 206, the system executing process 200 receives, from the client device, the
information collected by the software program provided to the client device at act 204. The
system may receive the collected information directly from the client device or indirectly. The
received information may indicate, for each of one or more of the capabilities of the application
program tested by executing the software program on the client device, whether the application
program does or does not have the capability. The received information may be in any suitable
format, as aspects of the technology described herein are not limited in this respect.

Next, at act 208, the system executing process 200 determines whether the information
received at act 206 is consistent with the asserted identity of the application program. This may
be done in any suitable way. For example, the collected information about one or more
capabilities of the application program (indicating whether or not the application program has
these capabilities) may be compared with information about the same capabilities of application
programs having the same identity. As one example, if web browsers of the asserted identity
(e.g., Google Chrome version 47.0.2526.83) are able to recognize a particular type of object, and
the information received at act 206 indicates that the application program does not recognize this
particular type of object, a determination may be made that the application program is being
spoofed — the communication received at act 202 misrepresents the identity of the application
program (e.g., by stating that it is Google Chrome version 47.0.2526.83 when it is not). On the
other hand, if the information received at act 206 indicates that the application program does
recognize this particular type of object, a determination may be made that the received
information is consistent with the asserted identity of the application. In turn, this determination
may be used to verify, either on its own or on the basis of further comparisons of capabilities,
that the application program has the asserted identity.

In response to determining that the identity of the application program is being spoofed,
the security system may take any suitable type of action including, but not limited to, denying

the client device access to a resource the client device is requesting (e.g., access to a webpage,
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access to a service), adding information about the client device to a list of client devices to
block, notifying one or more users that a communication with a spoofed device type was
received. On the other hand, in response to determining that the application program identity is
not being spoofed, the security system may grant the client device access to a resource the client
device may be requesting or perform further checks in connection with the received
communication from the client device (e.g., by checking whether the communication
misrepresents the device type of the client device, according to techniques described herein).

FIG. 2B is a flowchart of an illustrative process 250 performed as part of a technique for
detecting application program spoofing, in accordance with some embodiments of the
technology described herein. Process 250 may be performed by any suitable computing device.
For example, process 250 may be performed by any of user devices 11A, 11B, and 11C,
described with reference to FIG. 1A. Process 250 and process 200 may be performed
complementarily. For example, a security system may interact with a client device by executing
acts of process 200 and the client device may interact with the security system by executing acts
of process 250. This interaction may take place in real-time so that the acts performed by the
security system are performed in response to acts performed by the client device and vice versa.

Process 250 begins at act 252, where an application program executing on the client
device performing process 250 generates and sends to a server a communication asserting the
application program’s identity. The communication may include an HTTP request and may
assert that the identity of the application program is a particular type of web browser application
program. In the case of a legitimate user, the application program may be, in fact, a web
browser. On the other hand, in the case of a malicious entity, the application program may not
be a web browser and, for example, may be a script or other type of application such as a bot
used as part of an attack on the server.

Next, at act 254, the client device receives, from at least one computer, directly or
indirectly, a software program for collecting information about one or more capabilities of the
application program executing on the client device. In some embodiments, the at least one
computer may be part of a security system (e.g., security system 14).

Next, at act 256, the client device executes the software program received at act 254. As
it is being executed, the software program collects information about one or more capabilities of
the client device. The collected information is then transmitted back to the at least one computer

at act 258.
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In some embodiments, a decision logic may be used (e.g., as part of process 200) to
determine whether information about the capabilities of an application program executing on a
client device, which was collected by a software program sent to the client device, are consistent
with the asserted identity of the application program. The decision logic may specify one or
more rules regarding capabilities of application programs that may be applied to the information
obtained by the software program to determine whether the application program has the asserted
identity. An example of such a decision logic — decision logic 300 — is shown in FIG. 3.

As shown in the illustrative example of FIG. 3, a client device makes an HTTP request at
step 302. In response to receiving the HTTP request, directly or indirectly, a security system
sends a JavaScript query to the client device, the JavaScript query including JavaScript
instructions that, when executed by the client device, collect information about whether the
application program executing on the client device can access one or more of objects A-D, as
illustrated in blocks 306, 308, 310, and 312. Depending on the results of these tests, the decision
logic identifies a web browser type from a set of web browser types (e.g., web browsers 1-5), as
indicated in FIG. 3.

It should be appreciated that the example shown in FIG. 3 and described above is
provided solely for purposes of illustration. Aspects of the technology described herein are not
limited to testing accessibility of objects, as other types of capability tests may be used
additionally or alternatively. Moreover, aspects of the technology described herein are not
limited to identification of a single possibility (e.g., a particular browser type), as in some
embodiments a set of possibilities may be identified (e.g., a set of possible browser types).

It should also be appreciated that aspects of the technology described herein are not
limited to the use of a decision logic to identify possible browser types. In some embodiments,
for example, a decision logic may be used to identify one or more possibilities, where each
possibility may be a combination of one or more characteristics. Examples of such
characteristics include, but are not limited to screen resolution, local time zone, accelerometer
status, browser plugin availability, and language.

FIG. 4A is a flowchart of an illustrative process 400 for detecting device type spoofing,
in accordance with some embodiments of the technology described herein. The process 400 may
be performed by any suitable system and/or computing device and, for example, may be

performed by security system 14 described with reference to FIG. 1A.
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Process 400 begins at act 402, where the system executing process 400 (e.g., security
system 14) receives, from a client device, a communication indicating an asserted type of the
client device. The client device may be any suitable type of device and, for example, may be one
of user devices 11A, 11B, and 11C described with reference to FIG. 1A. The system may
receive the communication directly from the client device or indirectly, for example, via another
system that received the communication first (e.g., online system 12 or 13 described with
reference to FIG. 1A).

In some embodiments, the communication may assert that the client device is a mobile
device or another type of device (e.g., a desktop). Additionally, or alternatively, the
communication may include information about the hardware configuration of the device (e.g.,
information indicating the processor type, information indicating the number of processors,
information about the type of memory in the device, information about any GPU in the device,
information about communication hardware in the device, information about one or more
chipsets in the device, etc.). Additionally, or alternatively, the communication may include
information about the manufacturer of the device and/or one or more hardware components of
the device. Additionally, or alternatively, the communication may include information about the
version and/or generation of the device (e.g., first generation IPad, IPhone Ss, etc.).
Additionally, or alternatively, the communication may identify one or more operating systems
and/or application programs (and, in some embodiments, their versions) executing on the device.
It should be appreciated, however, that the communication may include any other information
indicative of the type of the device in addition to or instead of the above-described examples. At
act 402, the system executing process 400 may process the received communication to identify
the asserted device type from the communication.

Next, process 400 proceeds to acts 404 and 406, where the system executing process 400
interacts with the client device to verify the asserted device type of the client device. First, at act
404, the system provides a software program to the client device for collecting information
about the client device. In some embodiments, the software program may be a JavaScript
program, but may be written in any other suitable programming language(s). The software
program may be provided in any suitable format.

In some embodiments, the software program may encode a computational challenge such

as, for example, a serial cumulative calculation challenge, a parallel checkpoints calculation
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challenge, a neural network calculation challenge, and a graphics processing unit calculation
challenge. Examples of these types of computational challenges are described herein.

In some embodiments, at act 404, the security system may transmit to the client device
one or more input values to provide as inputs to the computational challenge when performing it
and/or one or more parameters for configuring the computational challenge. Examples of such
input values and parameters are described herein.

In some embodiments, the software program may be configured to measure an amount of
time taken by the client device to perform the computational challenge. In some embodiments,
the software may be configured to transmit to the security system information indicating how
long it took the client device to perform the computational challenge. Additionally, or
alternatively, in some embodiments, the software may be configured to transmit to the security
system information indicating a result obtained by performing the computational challenge.

Next, at act 406, the system executing process 400 receives, from the client device, the
information collected by the software program provided to the client device at act 404. The
system may receive the collected information directly from the client device or indirectly. In
some embodiments, the received information may indicate an amount of time it took the client
device to perform the computational challenge embodied in the software program sent to the
client device at act 404. Additionally, or alternatively, the received information may indicate one
or more results of performing the computational challenge. These results may be used to verify
that the client device actually performed the computational challenge, in some embodiments.
The received information may be in any suitable format.

Next, at act 408, the system executing process 400 determines whether the information
received at act 406 is consistent with the asserted device type of the client device. This may be
done in any suitable way. For example, the information received from the client device
indicating the amount of time taken by the client device to perform the computational challenge
may be used to determine whether the amount of time it took the client device to perform the
computational challenge is consistent with how long it takes client devices having the asserted
type to perform the same task. To this end, the security system may access information
indicating expected execution times associated with the computational challenge for a
population of devices having the asserted type, and compare the measured amount of time with

the accessed information to determine if the device type is being spoofed.
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In some embodiments, the information indicating expected execution times associated
with the computational challenge may include a range of expected execution times and the
system may determine whether the amount of time taken by the client device to perform the
computational challenge falls within the range. When it is determined that the amount of time
taken by the client device to perform the computational challenge does not fall within the range,
the security system may determine that the device type is being spoofed. On the other hand,
when it is determined that the amount of time taken by the client device to perform the
computational challenge falls within the range, the security system may determine that the
device type is not being spoofed.

In some embodiments, the information indicating expected execution times associated
with the computational challenge may include statistics of execution times and the system may
determine whether the amount of time taken by the client device to perform the computational
challenge deviates from the statistics. This may be done in any suitable way such as through the
use of statistical hypothesis tests, determining whether the amount of time taken is at least a
threshold number of standard deviations from the sample mean of execution times, and the like.
When it is determined that the amount of time taken by the client device to perform the
computational challenge deviates from the statistics, the security system may determine that the
device type is being spoofed. On the other hand, when it is determined that the amount of time
taken by the client device to perform the computational challenge does not deviate from the
statistics, the security system may determine that the device type is not being spoofed.

It should be appreciated that, although in some embodiments, the amount of time taken
by the client device to perform a computational challenge may be provided by the software
program executing on the device, in other embodiments, the security system may determine,
itself, the amount of time taken to perform the computational challenge. For example, the
security system may measure the amount of time that elapses between the time when the
software program embodying the computational challenge was sent to the client device (e.g., at
act 404) and the time that the security system received information from the client device
indicating that its execution of the computational challenge has been completed (e.g., at act 406).

In response to determining that the device type is being spoofed, the security system may
take any suitable type of action including, but not limited to, denying the client device access to
a resource the client device is requesting (e.g., access to a webpage, access to a service), adding

information about the client device to a list of client devices to block, notifying one or more
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users that a communication with a spoofed device type was received. On the other hand, in
response to determining that the device type is not being spoofed, the security system may grant
the client device access to a resource the client device may be requesting or perform further
checks in connection with the received communication from the client device (e.g., by checking
whether the communication misrepresents the identity of the application program used to send
the application, according to techniques described herein).

FIG. 4B is a flowchart of an illustrative process 450 performed as part of a technique for
detecting device type spoofing, in accordance with some embodiments of the technology
described herein. Process 450 may be performed by any suitable computing device. For
example, process 450 may be performed by any of user devices 11A, 11B, and 11C, described
with reference to FIG. 1A. Process 450 and process 400 may be performed complementarily.
For example, a security system may interact with a client device by executing acts of process
400 and the client device may interact with the security system by executing acts of process 450.
This interaction may take place in real-time so that the acts performed by the security system are
performed in response to acts performed by the client device and vice versa. This is further
illustrated below with reference to FIG. 5.

Process 450 begins at act 452, where the client device performing process 450 generates
and sends to a server a communication asserting a device type for the client device. Next, at act
454, the client device receives, from at least one computer, directly or indirectly, a software
program for collecting information about the client device. The software may include a
computational challenge and one or more inputs and/or parameters for the computational
challenge. In some embodiments, the at least one computer may be part of a security system
(e.g., security system 14).

Next, at act 456, the client device executes the software program received at act 454. The
client device may perform a computational challenge by executing the software program.
Additionally, the client device may measure the amount of time it takes the device to perform
the computational challenge.

Next, at act 458, the client device sends information collected by the software program to
the at least one computer. The collected information may include a result of performing the
computational challenge. Additionally, or alternatively, the collected information may include
an indication of the amount of time it took the client device to perform the computational

challenge. It should be appreciated that the client device may transmit any other suitable
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information to the at least one computer at act 458, such as a universally unique identifier, as
aspects of the technology described herein are not limited in this respect.

FIG. 5 is a diagram of an illustrative distributed technique 500 for detecting device type
spoofing, in accordance with some embodiments of the technology described herein. The
distributed technique 500 may be performed by a client device (e.g., any one of user devices
11A, 11B, and 11C described with reference to FIG. 1A) and a security system (e.g., security
system 14 described with reference to FIG. 1A).

In some embodiments, the technique begins at act 502, where the security system may
receive a request for a computational challenge to be provided to the client device, which client
device has asserted in a communication (e.g., an HTTP request) as being of a particular type. In
some embodiments, the request for the computational challenge may be received directly from
the client device. In other embodiments, the request may be received from a system that
manages a resource to which the client device is requesting access. For example, the client
device may request to access a webpage hosted on online system 12 (described with reference to
FIG. 1A) and the online system 12 may request that the security system verify the authenticity of
the request, for example, by providing a computational challenge to the client device.

In some embodiments, in response to receiving a computational challenge request, the
security system may generate a computational challenge at act 504. Additionally, the security
system may generate one or more optional inputs for the computational challenge including, by
way of example and not limitation, one or more dynamically generated more input values, a time
stamp, and a random seed. In some embodiments, the security system may also generate a one-
time use universally unique identifier (UUID), which may be used to prevent hijacking or
replaying of challenge tokens. The security system may then send the generated computational
challenge, the UUID and optional inputs, if any, to the client device. In some embodiments, the
security system may also log the time at which the computational challenge code and optional
inputs (and/or other parameters) were sent to the client device.

In some embodiments, in response to receiving the computational challenge from the
security system and any associated information (e.g., one or more optional inputs and a UUID),
the client device may perform the computational challenge, at act 506. The client device may
record the times for beginning and completing performance of the computational challenge.
These times may be used to measure the amount of time taken by the client device to perform

the computational challenge. After completing the computational challenge, the client device

38



10

15

20

25

30

WO 2017/037542 PCT/IB2016/001413

may send output to the security system. The output may include a result of performing the
computational challenge and/or an indication of the amount of time it took the client device to
perform the computational challenge (e.g., by sending the recorded times for beginning and
completing the computational challenge and/or their difference). In some embodiments, the
client device may also send the single use session UUID to the security system.

In some embodiments, in response to receiving output from the client device, the security
system may record the time at which the output was received and then verify that the client
device actually performed the computational challenge, at act 508. In some embodiments, the
security system may check the solution to the computational challenge provided by the client
device against an authoritative answer available to the security system. Additionally, or
alternatively, the security system may verify that the received single-use UUID matches the
UUID sent to the client device along with the computational challenge. Additionally, or
alternatively, the security system may verify that the time taken by the client device to perform
the computational challenge, as reported by the client device, is consistent with an estimate of
that time obtained by the security system. For example, in some embodiments, the security
system may compare the time reported by the client device with an estimate of the time obtained
by taking the difference between the time recorded by the security system at which the
computational challenge was sent to the device and the time recorded by the security system at
which output from the client device was received.

In some embodiments, in response to verifying that the output provided by the client
device is legitimate, the security system may determine whether the amount of time taken by the
client device to perform the computational is consistent with the amount of time that it takes
devices of the asserted type to perform the same computational challenge. This may be done in
any of the ways described herein.

Further examples of computational challenges are described below. However, it should
be appreciated that aspects of the technology described herein are not limited to the use of any of
these computational challenges. In various embodiments, any one or more of these and/or other
computational challenges may be used, or no computational challenge may be used at all.

A computational challenge may accept zero, one, or more challenge parameters as input.
Any suitable type of data may be used as a challenge parameter, including, but not limited to, an
integer, an integer array, a float, a float array, a string, a data structure, image data, etc. In some

embodiments, one or more suitable encoding techniques may be applied to a given type of input
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data. Examples of encoding techniques include, but are not limited to, integer array encoding,
base N string encoding, PNG image encoding, etc.

In some embodiments, an integer array encoding technique may be used to encode a
single whole number, an array of whole numbers, or an array of UTF-8 strings. Input data of any
of these types may be represented as an array. Illustrative examples of input data and
corresponding encoded output are shown in the table below. In the illustrative string encoding
example, a Decimal Character Reference (DCR) notation may be used when encoding UTF-8

strings.

# String encoding example

SOURCEDATA = “Source string”

OUTPUTDATA = NEW ARRAY] ]

FOREACH(CHARACTER IN SOURCE DATA)
OUTPUTDATA += FUNC_GET_DCR(CHARACTER)

# Integer encoding example
SOURCEDATA = 1058
OUTPUTDATA = NEW ARRAY[ ] (SOURCEDATA)

# Integer array encoding example
SOURCEDATA = NEW ARRAY] ] (1058, 2500, 102, 0)
OUTPUTDATA = SOURCEDATA

Table 1: Illustrative Examples of Encoding Input Data

In some embodiments, a base N string encoding may be used, for example, to encode
complex data structures. In some embodiments, base 16 string encoding and/or base 64 string
encoding may be used. Alternatively, or additionally, a dynamic base N may be used, for
example, where N is a random value between 16 and 64. In some embodiments, prior to
performing base N encoding, one or more extra processing steps may be performed on a raw
JSON string (e.g., XOR’ing with a random key that is shared between the requesting device and
the server challenge generator). Such extra processing may add complexity and thereby enhance
obfuscation.

In some embodiments, an image encoding technique may be used to pack data into pixels
(e.g., ordered RGB triplets for a PNG image). In some embodiments, an alpha value may be set
to 1.0 to create a fully transparent image, which may prevent the encoded RGB values from
being displayed as visible pixels in common image viewing and editing applications.

As described herein, in some embodiments, a security system may interact with a client

device that sent a communication (e.g., an HTTP request) to verify whether the device is indeed
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of the type indicated in the communication. In some embodiments, interacting with the client
may comprise sending a software program to the client embodying one or more computational
challenges. In some embodiments, the security system may select one or more of the
computational challenges to send to the client device from one or more challenge types,
including, but not limited to, a serial cumulative calculation challenge, a parallel checkpoints
calculation challenge, a multilayer perceptron (MLP) calculation challenge, and a graphics
processing unit (GPU) calculation challenge. Illustrative examples of these types of
computational challenges are described below.

In some embodiments, in response to a request from a device, a variant of a selected
challenge type may be returned to the device for execution. For example, a variant may be
selected randomly, or in some other suitable manner (e.g., according to a fixed ordering), from a
plurality of variants of that challenge type. Alternatively, or additionally, a variant may be
generated dynamically as needed.

In some embodiments, a return type for the variant may be obfuscated. For example, one
instance of a given challenge type may expect a numerical result represented by an integer type,
while another instance of the same challenge type may expect a numerical result in base N
encoded in a string type, for some suitable N. Additionally, or alternatively, JavaScript code
returned to a requesting device may be obfuscated to make it more difficult for an attacker to
reverse engineer the computational challenge. Various techniques for obfuscation are described
in greater detail below.

In some embodiments, a security system may send a software program encoding a serial
cumulative calculation challenge to a device in order to verify whether the device is of the type
asserted in a communication. Performing a computational challenge of this type may comprise
performing a compounding, cumulative calculation. For example, an end result may be
calculated over many iterations, and the number of iterations may be dynamically controlled
(e.g., using an input parameter “Num Iterations” indicating the number of iterations to perform).

In some embodiments, after the device performs the computational challenge, the
amount of time taken by the device to perform the computational challenge may be determined
and transmitted to a challenge verification server for analysis. For example, the challenge
verification server may compare the recorded execution time against a range of expected
execution times. The range of expected execution times may be obtained, for example, from one

or more databases of execution ranges for different populations of device, platform, and/or
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hardware combinations. The challenge verification server may be part of the security system.
Additionally, or alternatively, the result of the calculation in the computational challenge may be
transmitted to the challenge verification server for analysis. For example, the challenge
verification server may compare the result against an expected result retrieved from a database
using the challenge parameters. This comparison may be used to prevent the device from
avoiding performing the computational challenge by providing an incorrect result.

In some embodiments, a serial cumulative calculation challenge may be keyed by a one-
time use, non-transferable universally unique identifier (UUID). This may also help to prevent
hijacking or replaying of challenge tokens.

An illustrative example of a serial cumulative calculation challenge is shown in FIGs.
6A, 6B, and 6C, including illustrative input parameters, output results, and the calculation to
perform as part of the challenge. For example, FIG. 6A shows illustrative input parameters of a
serial cumulative calculation challenge including: (1) “Source Data,” which is an integer
indicating the initial value for the cumulative, compounding calculation; (2) “Num Iterations,”
which is an integer indicating the number of iterations of the cumulative compounding
calculation to perform; and (3) “Function Name” which is the name of a function in the device
execution context to execute (e.g., the name of a JavaScript function to execute in the context of
a web browser application program).

FIG. 6B shows illustrative output results of a serial cumulative calculation challenge
including: (1) “Start Time MS,” which is an integer indicating a time, according to the device, at
which the execution of the computational challenge was initiated at the device; (2) “Result
Data,” which is an integer indicating the result of the cumulative calculation; and (3) “End Time
MS,” which is an integer indicating a time, according to the device, at which the execution of the
computational challenge was completed at the device. It should be appreciated that the above
input and output parameters are illustrative and that a serial cumulative calculation challenge
may have other input and/or output parameters (and/or parameters of a different type) in addition
to or instead of the above described parameters.

FIG. 6C shows program instructions for an illustrative calculation to be performed as
part of a serial cumulative calculation challenge. FIG. 6C also shows values of illustrative input
parameters and program instructions for generating output results for the serial cumulative

calculation challenge. As described herein, the serial cumulative calculation challenge (and any
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other type of computational challenge) may be embodied in a software program written in any
suitable programming language(s) including, but not limited to, JavaScript.

In some embodiments, a security system may send a software program encoding a
parallel checkpoints calculation challenge to a device in order to verify whether the device is of
the type asserted in a communication. Performing a computational challenge of this type may
comprise performing multiple calculations over multiple threads. In some instances, threading
may be implemented using W3C web worker functionality.

In some embodiments, one or more results from one or more of the parallel threads may
be transmitted to a challenge verification server for analysis. For example, the challenge
verification server may compare the result(s) against one or more expected results retrieved from
a database using the challenge parameters. In this manner, the challenge verification server may
confirm that the device completed the present challenge and did not replay results recorded from
a previous challenge.

Additionally, or alternatively, one or more execution times corresponding respectively to
one or more of the parallel threads may be recorded and provided to the challenge verification
server for analysis. As one example, the challenge verification server may compare the one or
more recorded execution times against one or more ranges expected execution times. A range of
expected execution times may be retrieved from a database of execution ranges for different
populations of device, platform, and/or hardware combinations. As another example, the
challenge verification server may use platform and device information provided by the device
(e.g., in a User-Agent field in an HTTP request) and the one or more execution times to
determine if the device is using hardware vs. software threads, or batched vs. sequential
execution.

An illustrative example of a parallel checkpoints calculation challenge is shown in FIGs.
7A, 7B, and 7C, including illustrative input parameters, output results, and calculation to
perform as part of the challenge. For example, FIG. 7A shows illustrative input parameters of a
parallel checkpoints calculation challenge including: (1) “Source Data,” which is an integer
indicating the initial value for the parallel calculation; (2) “Num Iterations,” which is an integer
indicating the number of iterations of a calculation to perform in each thread; and (3) “Num
Threads,” which is an integer indicating the number of parallel executions to perform.

FIG. 7B shows illustrative output results of a parallel checkpoints challenge including:

(1) “Start Time MS,” which is an integer array indicating times, according to the device, at
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which each of the parallel executions was initiated at the device; (2) “Result Data,” which is an
integer array indicating the results of the parallel executions; and (3) “End Time MS,” which is
an integer array indicating times, according to the device, at which the parallel executions were
completed at the device. It should be appreciated that the above input and output parameters are
illustrative and that a parallel checkpoints calculation challenge may have other input and/or
output parameters (and/or parameters of a different type) in addition to or instead of the above
described parameters.

FIG. 7C shows program instructions to be performed as part of a parallel checkpoints
challenge. FIG. 7C also shows values of illustrative input parameters and program instructions
for generating output results for the parallel checkpoints calculation challenge. As described
herein, the parallel checkpoints calculation challenge (and any other type of computational
challenge) may be embodied in a software program written in any suitable programming
language(s) including, but not limited to, JavaScript.

In some embodiments, a security system may send a software program encoding a neural
network calculation challenge to a device in order to verify whether the device is of the type
asserted in a communication. The neural network calculation challenged may also be termed a
multilayer perceptron (MLP) calculation challenge. Performing a computational challenge of
this type may include processing one or more input values using an MLP neural network to
produce one or more output values. The MLP neural network may be a directed graph having
one or more layers, including an input layer, at least one hidden layer, and an output layer,
where each layer may have one or more nodes. Such nodes are sometimes referred to as
“neurons.”

In some embodiments, a neuron in an n-th layer (z > 0) in an MLP neural network may
receive input from one or more neurons in a previous layer. For example, a neuron in the n-th
layer may receive an input from at least some (e.g., all) of the neurons in the previous layer. In
some embodiments, each input may be associated with a different weight, and a total input at the
neuron in the n-th layer may be computed as a weighted sum of the inputs from all of the
neurons in the previous layer. It should be appreciated that one or more of the weights may be

zero. An illustrative for loop for calculating a total input at a neuron is shown in Table 2 below.

for(int 1 = 0; 1 < previousLayerNeurons; 1 +4) {
value[neuron, layer] += (weight(i, neuron) * value[i,layer-1]);

}
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| value[neuron,layer] = activationFunction(value[neuron,layer]);

Table 2: Illustrative for loop for determining a total input at a node of an MLP neural
network

In some embodiments, an activation function may be provided that maps an input at a
neuron (e.g., a weighted sum of inputs from all neurons in a previous layer) to an output at that
5  neuron. This output may be used as an input at one or more neurons in a next layer. In this
manner, one or more input values at an input layer may be fed through the MLP neural network
to produce one or more output values at an output layer. In some embodiments, the same
activation function may be used at all neurons in an MLP neural network. Alternatively, some
neurons may have different activation functions.

10 In some embodiments, a computational function may be encoded into an MLP neural
network. In some embodiments, the computational function may have hidden data embedded
therein. The inventors have recognized and appreciated that a computational function and/or
hidden data may be designed to provide verifiable proof of execution of the MLP neural network
and/or one or more bounds on when the execution occurred. Additionally, or alternatively, data

15  gathered before, during, and/or after the execution may be used to identify one or more
characteristics of the device executing the MLP neural network computational challenge.
Examples of such data include, but are not limited to, timing and/or state information. In some
embodiments, one or more pieces of the gathered data may be used to seed one or more future
rounds of the computational challenge.

20 In some embodiments, an exclusive OR (XOR) function may be encoded into an MLP
neural network. For instance, a modified XOR truth table may be constructed by replacing each
“0” value in a column of a standard XOR truth table with a random value, and likewise for each

“1” value. For example, a standard XOR truth table is shown in Table 3 below.

0x0=0
O0x1=1
1x0=1
1x1=0

Table 3: Illustrative example of XOR truth table

25 In this example, six values may be chosen, at random, to replace the “0” and “1” values
in the truth table, thereby randomizing 0 and 1 for each column of values. For instance, the
randomly chosen values may be 0.6, 0.7, 1.2, 1.4, 1.3, and 2.9, resulting in the illustrative
modified XOR truth table shown in Table 4.
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06x12=13
0.6x14=29
07x12=29
0.7x14=1.3

Table 4: Illustrative example of modified XOR truth table

In some embodiments, an MLP neural network may be trained to encode a modified
XOR truth table such as the illustrative table shown in Table 4. For example, a value may be
chosen randomly (e.g., 1.2) and used as a parameter of the MLP neural network. Thus, the MLP
neural network may encode two rows in the modified XOR truth table (e.g., the first and third
rows). Four other values may be also chosen randomly, say, 0.6, 0.7, 1.3, and 2.9. Appropriate
weights may then be determined through training so that in response to the input of 0.6 the MLP
neural network may output 1.3, and in response to the input of 0.7 the MLP neural network may
output 2.9, corresponding, respectively, to the first and third rows of the illustrative modified
XOR truth table shown in Table 4. In some embodiments, such training may produce a different
combination of weights for each quadruple of values (e.g., <0.6, 0.7, 1.3, 2.9>). Therefore, there
may be as many different combinations of weights as there are different quadruples.

In some embodiments, an MLP calculation challenge may include asking an operator
(e.g., a legitimate user or an attacker) to execute an MLP neural network for a particular input.
The operator may be given a dataset corresponding to the MLP neural network, where the
dataset may include weights that have been trained to encode a computational function and/or
some hidden data. For example, in response to receiving a request from a device, one or more
values may be chosen randomly as discussed above to obtain a modified XOR function to be
encoded into an MLP neural network. The randomly chosen value(s) may include an input value
(e.g., 0.6 or 0.7 in the above example) to be input to the MLP neural network. The dataset
representing the MLP neural network, along with the input value, may be returned to the device.
The device may be expected to perform the MLP neural network calculation on the input value
and submit an output value to be verified.

Alternatively, an input value may be received from the device and may be transformed
in some suitable manner (e.g., XOR’ing with a randomly chosen value), and the transformed
value may be used to train MLP weights and may be returned to the device to be fed through the
MLP neural network.

The inventors have recognized and appreciated that, if an input value is randomized, it

may be difficult for the operator to guess whether the input value corresponds to “0” or “1.” For
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instance, with reference to the above-described example, the operator may see that the input
value is 0.6, but may not know whether 0.6 corresponds to “0” or “1.” Similarly, if an output
value is randomized, it may be difficult for the operator to guess whether the output value
corresponds to “0” or “1.” For instance, with reference to the above-described example, the
operator may see, after executing the MLP neural network, that the output value is 1.3, but may
not know whether 1.3 corresponds to “0” or “1.”

The inventors have further recognized and appreciated that it may be difficult for an
operator to determine which computational function and/or hidden data have been encoded into
an MLP neural network, even if the operator is able to feed different inputs into the MLP neural
network and observe the corresponding outputs. For instance, in some embodiments, executing
an MLP neural network on different inputs may lead to different outputs with no clear
correspondence between the inputs and respective outputs. The operator may not even know
which input is in the domain of an encoded computation function. For instance, with reference to
the above-described example, the domain of the encoded XOR function has only two values,
namely, 0.6 and 0.7. Even if an operator were given the input 0.6 in a computational challenge,
it may be difficult for the operator to guess another value in the domain, because the values in
the domain are independently chosen. For instance, the operator may choose a value randomly
and pass that value through the MLP neural network, but the likelihood of the operator choosing
a value in the domain (e.g., 0.7) may be small.

Although a modified XOR truth table is described above for just one bit, it should be
appreciated that the techniques described herein may be extended to a modified XOR for
multiple bits (e.g., 2 bits, 4 bits, 8 bits, 16 bits, 32 bits, 64 bits, 128 bits, 256 bits, etc.). For
instance, an XOR operation may be performed independently on each bit, with independently
chosen random values and separately trained MLP neural networks. With reference to the above
example, 128 x 6 = 768 random values may be generated for 128-bit XOR, as six random values
may be generated for each bit. There may be no correlation from one bit of the XOR to another,
so that an attacker may not be able to gain any advantage by analyzing multiple bits jointly.
However, it should be appreciated that aspects of the technology described herein are not limited
to encoding an XOR function into an MLP neural network, as in some embodiments one or
more other types of functions may be encoded into an MLP neural network in addition to, or

instead of, an XOR function.
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In some embodiments, encoding a 128-bit XOR function into an MLP neural network
may include the following acts:
1. 2 x 128 =256 random values may be selected, with two values for each bit in an
input to the 128-bit XOR function (e.g., 0.6 and 0.7 in the above example).

o All 256 values may be used for MLP neural network training.

o Only 128 values will be returned to an operator for use as an input (e.g., 0.6 at
one of the 128 bits).

2. 2 x 128 =256 random values may be selected, with two values for each bit in a
parameter to the 128-bit XOR function (e.g., 1.2 and 1.4 in the above example)

o All 256 values may be used for MLP neural network training.

o Only 128 of these values may be embedded within the MLP neural network
(e.g., the XOR function may be curried with 1.2 as a parameter at one of the
128 bits).

3. 2x 128 =256 random values may be selected, with two values for each bit in an
output of the 128-bit XOR function (e.g., 1.3 and 2.9 in the above example).

o All 256 values may be used for MLP neural network training.

o Only 128 values may be visible to an operator as an output (e.g., 1.3 at one of
the 128 bits).

4. An MLP dataset may be generated, including the following values:

o One hidden layer of two values for each bit of the 128-bit XOR function, thus
256 values in total.

o Two weights between each bit in the 128-bit input value and the two values in
the hidden layer for that bit, thus 256 weights in total.

o Two weights between each bit in the 128-bit hidden value and the two values
in the hidden layer for that bit, thus 256 weights in total.

o Two weights between the two values in the hidden layer for each bit of the
128-bit XOR function and the corresponding bit in the 128-bit output value,
thus 256 weights in total.

Accordingly, a total of (7 x 256 = 1,792) values may be generated for a 128-bit XOR
function, with 128 values being visible as an input value and 128 values being visible as an
output value. There may be 1,280 values embedded in the MLP neural network, and 256 values

may be discarded after training. The discarded values may not be (ever) visible to an operator.
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In some embodiments, the MLP neural network and the input value to use as input to the
MLP neural network may be provided to the device separately. For instance, software code may
be generated dynamically in response to receiving a communication (e.g., an HTTP or other type
of request) from the device, and may be returned to the device. The input value may be encoded
into the dynamically generated software code (e.g., as an array). Alternatively, the input value
may be accessible by the dynamically generated software code, rather than being encoded
therein.

In some embodiments, an input value may be randomly or pseudo-randomly drawn from
a sufficiently large space so that it may be unlikely to draw the same value twice. This may
provide a unique computational challenge in response to every request. In some embodiments,
an input value may be a session identifier associated with a request from a device. In some
embodiments, an input value may be associated with a user, device, network connection, etc.
For example, the input value may be an email address, phone number, device characteristic,
location, etc. Other types of input values may also be suitable, as aspects of the present
disclosure are not limited to the use of any particular type of input value.

In some embodiments, the dynamically generated software code may be configured to
cause the device to download a MLP neural network dataset generated based on the input value.
The MLP neural network dataset may be generated when the device attempts to download the
MLP neural network dataset. In such an embodiment, the input value that was sent to the device
may be stored in association with a session identifier or some other suitable reference. The
dynamically generated software code may be configured to cause the device to submit the
session identifier or other reference when attempting to download the MLP neural network
dataset from a server, and the server may use the session identifier or other reference to retrieve
the input value and use the input value to generate the MLP neural network dataset.

In some embodiments, a timestamp may be embedded into the MLP neural network
dataset according to:

Result = ([Input Value] XOR [Timestamp]) XOR [Hidden Value]; or
Result = [Input Value] XOR ([Timestamp] XOR [Hidden Value)),
or in any other suitable way.
Proper execution may be verified by checking a result received from the device against

an expected result from the hidden value. Once verified, the timestamp may be extracted.

49



10

15

20

25

30

WO 2017/037542 PCT/IB2016/001413

In some embodiments, the timestamp may correspond to a time at which the software
code for requesting the MLP dataset is executed by the device. Alternatively, or additionally, the
time between the download of the software code and the download of the MLP dataset may be
encoded.

In alternative embodiments, the MLP neural network dataset may be generated when the
software code is generated in response to receiving a communication from the device, and may
be stored in association with a session identifier or some other suitable reference. The
dynamically generated software code may be configured to cause the device to submit the
session identifier or other reference when attempting to download the MLP neural network
dataset from a server, and the server may use the session identifier or other reference to retrieve
the MLP neural network dataset.

In some embodiments, the software code returned to the device may include JavaScript
code. However, it should be appreciated that aspects of the technology described herein are not
limited to the use of any particular programming language. In some embodiments, the device
may perform the MLP neural network calculation by executing returned JavaScript code, and/or
by generating a code object configured to perform the calculation.

In some embodiments, different MLP neural network datasets (e.g., different data
structures, different software code, etc.) may be made available for download from time to time,
so that a previously downloaded MLP neural network dataset may become stale after some
period of time (e.g., one minute, two minutes, three minutes, four minutes, five minutes, ..., 30
minutes, ...) elapses. Thus, a device must execute returned software code to download a fresh
MLP neural network dataset for each computational challenge, which may make it more difficult
for a malicious entity to reverse engineer the encoded computational function and/or hidden
data.

In some embodiments, the MLP neural network dataset may be encoded into an image
file, such as a PNG file. The inventors have recognized and appreciated that encoding an MLP
neural network dataset into an image file may provide improved obfuscation of the
computational challenge. Furthermore, as discussed below, the inventors have recognized and
appreciated various advantages of using a GPU to perform a computational challenge. In some
devices, only a GPU may be capable of loading an image into the volatile memory of the device.
Thus, encoding an MLP neural network dataset into an image file may ensure that a GPU, not a

CPU, is used to perform a computational challenge. However, it should be appreciated that
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aspects of the technology described herein are not limited to encoding an MLP neural network
dataset into an image file, as other types of data structures and/or formats may also be used.

In some embodiments, techniques are provided for speeding up the generation of the
MLP neural network dataset. For example, rather than generating a specific MLP neural network
dataset in response to receiving a request from a device, data modules may be generated during
an offline stage. In response to receiving a request from a device during an online stage, one or
more of the pre-generated data modules (e.g., 32 modules, 64 modules, 128 modules, etc.) may
be selected (e.g., randomly). The selected data modules may be assembled into an MLP neural
network dataset to be returned to the device. For instance, each data module may correspond to a
modified XOR on one-bit values (e.g., as in the example described above). However, that is not
required, as in some embodiments the data modules may correspond respectively to modified
XOR with different input sizes (e.g., 2 bits, 4 bits, 8 bits, 16 bits, 32 bits, 64 bits, etc.)

Moreover, it should be appreciated that aspects of the technology described herein are
not limited to the number of data modules that are generated ahead of time. In some
embodiments, a large number of data modules (e.g., 10,000) may be generated during an offline
stage and no online generation may be performed. In some embodiments, some data modules
may be generated during an offline stage, while others may be generated during an online stage.

In some embodiments, an efficient scheme may be used to encode a data module (e.g.,
into 4-8 bytes of data). However, it should be appreciated that aspects of the technology
described herein are not limited to any particular way of encoding data modules, or any
encoding at all. For instance, in some embodiments, a lazy scheme may be used to encode a data
module into 32-64 bytes.

In some embodiments, 64 data modules corresponding respectively to 64 XOR nodes
may be randomly selected. A 32-bit value may be selected randomly as an input value and
embedded into JavaScript code along with a 32-bit timestamp. An MLP dataset may be
generated by assembling portions of the 64 XOR nodes that may be used to execute the MLP
neural network. For instance, MLP weights may be stored as RGB colors, JSON, etc. The MLP
output may be decoded with a few comparisons for each of the 64 bits of data, which may be
encoded as floating point numbers.

The inventors have recognized and appreciated that an MLP neural network obtained in

this manner may be executed efficiently. For example, execution of an MLP neural network
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encoding a 64-bit XOR function may take only about 384 multiplications, 384 additions, and 96
comparisons.

In some embodiments, results received from a device that purportedly performed a
neural network computational challenge may be verified. In some embodiments, such
verification may include matching a received result against a result stored in a challenge answer
database. Additionally, or alternatively, verification may include checking execution time based
on current platform and/or device type information (e.g., as provided in a User Agent field in an
HTTP request).

An illustrative example of a neural network computation challenge is shown in FIGs. 8A
and 8B, including illustrative input parameters and output results. FIG. 8A shows illustrative
input parameters of a parallel checkpoints calculation challenge including: (1) “Source Data,”
which is an image encoding an MLP neural network data set and a timestamp; and (2) “Initial
Value,” which is an integer indicating an initial value for the MLP neural network specified in
the dataset.

FIG. 8B shows illustrative output results of a neural network computation challenge
including: (1) “Start Time Ms,” which is an integer indicating a time, according to the device
executing the challenge, at which execution of the challenge was initiated at the device; (2)
“Result Data,” which is an integer array indicating a results of the neural network computation
challenge and, for example, may be obtained by computing an XOR of the MLP initial value
with the MLP result and the initial, embedded timestamp; and (3) “End Time Ms,” which is an
integer array indicating times, according to the device executing the challenge, at which the
computation challenge was completed at the device. It should be appreciated that the above
input and output parameters are illustrative and that a neural network computational challenge
may have other input and/or output parameters (and/or parameters of a different type) in addition
to or instead of the above-described parameters.

In some embodiments, a security system may send a software program encoding a
graphics processing unit (GPU) calculation challenge to a device in order to verify whether the
device is of the type asserted in a communication. The inventors have recognized and
appreciated that a device’s GPU (e.g., on a video card) may have more consistent performance
as compared to a device’s CPU. For example, the inventors have recognized and appreciated that
some operating systems may have a high load variance on the CPU. Depending on the processes

running in a current operating system session, a same device may return varying results from
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computational challenges performed by the CPU. By contrast, GPU utilization may be more
stable. For example, GPU utilization may generally be independent of the number of
applications or processes running in the current operating system environment, which may result
in more consistent computation challenge calculation times for a given device. The inventors
have recognized and appreciated that such consistency may be beneficial in providing a reliable
method of device fingerprinting. For instance, different devices may include different video
cards, which may result in different execution times. Such execution times may be used as
components of device fingerprints.

In some embodiment, a GPU calculation challenge may use logic similar to that used in
an MLP calculation challenge. For example, a WebGL pixel shader may be used to read MLP
image input data and calculate an MLP result using a GPU on a video card.

FIG. 9 is a flowchart of an illustrative process 900 for detecting malicious exploitation of
a session token, in accordance with some embodiments of the technology described herein.
Process 900 may be performed by any suitable system. For example, process 900 may be
performed by an online system comprising one or more servers or other computing devices (e.g.,
online system 12 described with reference to FIG. 1A). As another example, process 900 may be
performed by a security system (e.g., security system 14 described with reference to FIG. 1A).

Process 900 begins at act 902 during which a communication is received comprising a
first secured token indicating the state of a digital interaction between a client device (e.g., any
one of user devices 11A, 11B, and 11C described with reference to FIG. 1A) and an online
system (e.g., online system 12). The system executing process 900 may identify the first secured
token from the communication at act 902.

In some instances, the communication may be received from the client device that is
engaged in the digital interaction with the online system. In some instances, however, the
communication may be received from a device of a malicious entity or from malware on the
client device. Accordingly, in some instances the communication may be a legitimate
communication from the client device, while in some instances, the communication may
originate from a malicious entity.

In response to receiving the communication at act 902, process 900 proceeds to act 904,
where the first secured token is processed in order to determine whether the communication
received at act 902 is a legitimate communication from the client device. This may be done in

any of the ways described herein. For example, in some embodiments, the first secured token

53



10

15

20

25

30

WO 2017/037542 PCT/IB2016/001413

may be processed to access therein information indicating the state of the digital interaction. The
accessed information indicating the state of the digital interaction may then be compared to local
information indicating the state of the digital interaction, which local information is maintained
by the system executing process 900. When the state of the digital interaction, according to the
information accessed in the first secured token, matches the state of the digital interaction,
according to the local information maintained by the system executing process 900, the system
may determine that the communication is a legitimate communication from the client device.

In some embodiments, the information indicating the state of the digital interaction may
include a value indicating a number of times the information indicating the state of the digital
interaction was changed during the digital interaction. For example, the information indicating
the state of the digital interaction may include a sequence number whose value indicates the
number of times that the information indicating the state of the digital interaction was changed.
In some embodiments, the system performing process 900 may increase the sequence number by
one (or any other suitable number) when (e.g., each time) the system responds to a request or
other type of communication from the client device.

Additionally, or alternatively, the information indicating the state of the digital
interaction may include a timestamp indicating the last time the session token was modified a
type of web page through which the session token was granted, and/or any other suitable
information. Any of these types of information may be used at act 904 to determine whether the
communication is a legitimate communication from the client device.

In some embodiments, one or more additional checks may be used to determine whether
the communication received at act 902 is a legitimate communication from the client device. For
example, the system may check whether the first secured token expired. If so, then the
communication may be found invalid. As another example, the first secured token may be
encrypted in a way that can be decrypted only by the system (e.g., by using a secret key
available only to the system). If the system is unable to decrypt the token, then the
communication may be found invalid.

Next, at decision block 906, when the system determines that the communication is not a
legitimate communication from the client device, any request in the communication may be
denied and the process 900 completes. On the other hand, when the system determines that the
communication is a legitimate communication from the client device, process 900 proceeds, via

the “YES” branch, to act 908, where the system causes at least one action responsive to the
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communication to be performed. For example, in some embodiments, the communication may
include a request for information and, at act 908, the system may provide or cause another
computer to provide, to the client device, at least some information requested in the request. As
another example, in some embodiments, the communication may include a request for a user-
specified action to be committed (e.g., when the user clicks on a button on a bank web site to
transfer money from one account to another, when the user indicates that information entered by
the user is to be saved by the web site, etc.).

Next, process 900 proceeds to act 910, where the information indicating the state of the
digital interaction is updated to obtain updated information indicating the state of the digital
interaction. This may be done in any suitable way. For example, when the information indicating
the state of the digital interaction includes a sequence number, the value of the sequence number
may be changed (e.g., by incrementing or otherwise increasing the value of the sequence
number). As another example, when the information indicating the state of the digital interaction
includes one or more timestamps, these timestamps may be updated. As another example, when
the information indicating the state of the digital interaction includes a page type, the page type
may be updated to indicate the type of page via which the current request is submitted.

In some embodiments, a local copy of the updated information (or a hash thereof)
indicating the state of the digital interaction may be stored by the system executing process 900
to use for determining whether a subsequent communication received by the system is a
legitimate communication from the client device.

Next, process 900 proceeds to act 912, where a second secured token, containing the
updated information indicating the state of the digital interaction may be obtained and provided
to the client device. The second secured token may be obtained in any suitable way. For
example, in some embodiments, the second secured token may be obtained by: (1) decrypting
the first secured token; (2) updating, within the first secured token, information indicating the
state of the digital interaction to reflect the updated information obtained at act 910; and (3)
encrypting the modified token to obtain the second secured token. As another example, in some
embodiments, the second secured token may be obtained by generating a new token, rather than
modifying a received token, and inserting into the new token the updated information indicating
the state of the digital interaction.

In the embodiment shown in FIG. 10, the computer 1000 includes a processing unit 1001

having one or more processors and a non-transitory computer-readable storage medium 1002
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that may include, for example, volatile and/or non-volatile memory. The memory 1002 may
store one or more instructions to program the processing unit 1001 to perform any of the
functions described herein. The computer 1000 may also include other types of non-transitory
computer-readable medium, such as storage 1005 (e.g., one or more disk drives) in addition to
the system memory 1002. The storage 1005 may also store one or more application programs
and/or resources used by application programs (e.g., software libraries), which may be loaded
into the memory 1002.

The computer 1000 may have one or more input devices and/or output devices, such as
devices 1006 and 1007 illustrated in FIG. 10. These devices can be used, among other things, to
present a user interface. Examples of output devices that can be used to provide a user interface
include printers or display screens for visual presentation of output and speakers or other sound
generating devices for audible presentation of output. Examples of input devices that can be
used for a user interface include keyboards and pointing devices, such as mice, touch pads, and
digitizing tablets. As another example, the input devices 1007 may include a microphone for
capturing audio signals, and the output devices 1006 may include a display screen for visually
rendering, and/or a speaker for audibly rendering, recognized text.

As shown in FIG. 10, the computer 1000 may also comprise one or more network
interfaces (e.g., the network interface 1010) to enable communication via various networks (e.g.,
the network 1020). Examples of networks include a local area network or a wide area network,
such as an enterprise network or the Internet. Such networks may be based on any suitable
technology and may operate according to any suitable protocol and may include wireless
networks, wired networks or fiber optic networks.

Having thus described several aspects of at least one embodiment, it is to be appreciated
that various alterations, modifications, and improvements will readily occur to those skilled in
the art. Such alterations, modifications, and improvements are intended to be within the spirit
and scope of the present disclosure. Accordingly, the foregoing description and drawings are by
way of example only.

The above-described embodiments of the present disclosure can be implemented in any
of numerous ways. For example, the embodiments may be implemented using hardware,
software or a combination thereof. When implemented in software, the software code can be
executed on any suitable processor or collection of processors, whether provided in a single

computer or distributed among multiple computers.
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Also, the various methods or processes outlined herein may be coded as software that is
executable on one or more processors that employ any one of a variety of operating systems or
platforms. Additionally, such software may be written using any of a number of suitable
programming languages and/or programming or scripting tools, and also may be compiled as
executable machine language code or intermediate code that is executed on a framework or
virtual machine.

In this respect, the concepts disclosed herein may be embodied as a non-transitory
computer-readable medium (or multiple computer-readable media) (e.g., a computer memory,
one or more floppy discs, compact discs, optical discs, magnetic tapes, flash memories, circuit
configurations in Field Programmable Gate Arrays or other semiconductor devices, or other
non-transitory, tangible computer storage medium) encoded with one or more programs that,
when executed on one or more computers or other processors, perform methods that implement
the various embodiments of the present disclosure discussed above. The computer-readable
medium or media can be transportable, such that the program or programs stored thereon can be
loaded onto one or more different computers or other processors to implement various aspects of
the present disclosure as discussed above.

The terms “program” or “software” are used herein to refer to any type of computer code
or set of computer-executable instructions that can be employed to program a computer or other
processor to implement various aspects of the present disclosure as discussed above.
Additionally, it should be appreciated that according to one aspect of this embodiment, one or
more computer programs that when executed perform methods of the present disclosure need
not reside on a single computer or processor, but may be distributed in a modular fashion
amongst a number of different computers or processors to implement various aspects of the
present disclosure.

Computer-executable instructions may be in many forms, such as program modules,
executed by one or more computers or other devices. Generally, program modules include
routines, programs, objects, components, data structures, etc. that perform particular tasks or
implement particular abstract data types. The functionality of the program modules may be
combined or distributed as desired in various embodiments.

Also, data structures may be stored in computer-readable media in any suitable form.
For simplicity of illustration, data structures may be shown to have fields that are related

through location in the data structure. Such relationships may likewise be achieved by assigning
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storage for the fields with locations in a computer-readable medium that conveys relationship
between the fields. However, any suitable mechanism may be used to establish a relationship
between information in fields of a data structure, including through the use of pointers, tags or
other mechanisms that establish relationship between data elements.

Various features and aspects of the present disclosure may be used alone, in any
combination of two or more, or in a variety of arrangements not specifically discussed in the
embodiments described in the foregoing and is therefore not limited in its application to the
details and arrangement of components set forth in the foregoing description or illustrated in the
drawings. For example, aspects described in one embodiment may be combined in any manner
with aspects described in other embodiments.

Also, the concepts disclosed herein may be embodied as a method, of which an example
has been provided. The acts performed as part of the method may be ordered in any suitable
way. Accordingly, embodiments may be constructed in which acts are performed in an order
different than illustrated, which may include performing some acts simultaneously, even though
shown as sequential acts in illustrative embodiments.

EEINT3

Use of ordinal terms such as “first,” “second,” “third,” etc., in the claims to modify a
claim element does not by itself connote any priority, precedence, or order of one claim element
over another or the temporal order in which acts of a method are performed, but are used merely
as labels to distinguish one claim element having a certain name from another element having a
same name (but for use of the ordinal term) to distinguish the claim elements.

Also, the phraseology and terminology used herein is for the purpose of description and

nn

should not be regarded as limiting. The use of "including," "comprising,” "having,"

“containing,” “involving,” and variations thereof herein, is meant to encompass the items listed
thereafter and equivalents thereof as well as additional items.

What is claimed is:
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CLAIMS

L. A method, performed by at least one computer, the method comprising:
receiving a communication from an application program executing on a client device
different from the at least one computer;
identifying from the communication an asserted identity of the application program;
determining whether the application program has the asserted identity at least in part by:
interacting with the client device to obtain additional information about at least
one capability of the application program, the interacting comprising:
transmitting, via at least one network to the client device, a software
program that, when executed by the client device, collects the additional
information about the least one capability of the application program at least in
part by programmatically testing the application program to determine whether
the application program is able to recognize an object; and
receiving, from the client device, the additional information about the at
least one capability of the application program; and
determining whether the-additional information about the at least one capability of
the application program indicates that the application program is able to recognize the
object, the determining comprising:
comparing the additional information about the at least one capability of
the application program to information about one or more application programs having
the asserted identity;
determining whether the application program has the asserted identity based at
least in part on whether the application program is able to recognize the object;
granting the client device access to a resource responsive to determining that the
application program has the asserted identity; and
denying the client device access to the resource responsive to determining that the

application program does not have the asserted identity.

2. The method of claim 1,
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wherein determining whether the additional information indicates that the application
program is able to recognize the object comprises:
obtaining information about the at least one capability of the one or more
application programs having the asserted identity; and
comparing the collected information about the at least one capability of the
application program with the information about at least one corresponding capability of

application programs having the asserted identity.

3. The method of claim 1, wherein the software program, when executed by the client
device, is configured to programmatically test the at least one capability of the application
program at least in part by determining whether the application program is able to recognize an
object that the one or more application programs having the asserted identity are able to

recognize.

4. The method of claim 1, wherein the software program comprises a JAVASCRIPT

program.

5. The method of claim 1, wherein transmitting the software program to the client device is
performed based on the asserted identity of the application program identified in the

communication.

6. The method of claim 1, wherein the asserted identity of the application program

comprises an identity of a web browser application program.

7. The method of claim 1, wherein granting the client device access to the resource

comprises granting the client device access to a webpage.

8. The method of claim 1, wherein granting the client device access to the resource

comprises granting the client device access to a service.

9. A system, comprising:
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at least one computer;
at least one non-transitory computer-readable storage medium storing processor-
executable instructions that, when executed by the at least one computer, causes the at least one
computer to perform:
receiving a communication from an application program executing on a client
device different from the at least one computer;
identifying from the received communication an asserted identity of the
application program; ‘
determining whether the application program has the asserted identity at least in
part by:
interacting with the client device to obtain additional information about at
least one capability of the application program, the interacting comprising:
transmitting, via at least one network to the client device, a
software program that, when executed by the client device, collects the
additional information about the least one capability of the application
program at least in part by programmatically testing the application
program-to-determine-whether the application program is able to recognize
an object; and
receiving, from the client device, the additional information about
the at least one capability of the application program; and
determining whether the additional information about the at least one
capability of the application program indicates that the application program is
able to recognize the object, the determining comprising:
comparing the additional information about the at least one
capability of the application program to information about one or more application
programs having the asserted identity;
determining whether the application program has the asserted identity
based at least in part on whether the application program is able to recognize the
object;
granting the client device access to a resource responsive to determining that the

application program has the asserted identity; and
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denying the client device access to the resource responsive to determining that the

application program does not have the asserted identity.

10.  The system of claim 9,

wherein determining whether the additional information about the at least one capability
of the application program indicates that the application program is able to recognize the object
comprises comparing the collected information about the at least one capability of the
application program with information about the at least one capability of one or more application

programs having the asserted identity.

11.  The system of claim 9,

wherein the software program, when executed by the client device, is configured to
programmatically test the at least one capability of the application program at least in part by
determining whether the application program is able to recognize an object that the one or more

application programs having the asserted identity are able to recognize.

—-12.- The system of claim-9,-wherein-the-software program comprises a JAVASCRIPT

program.

13.  The system of claim 9, wherein transmitting the software program to the client device is
performed based on the asserted identity of the application program identified in the

communication.

14.  The system of claim 9, wherein the asserted identity of the application program

comprises an identity of a web browser application program.

15. At least one non-transitory computer-readable storage medium storing processor-
executable instructions that, when executed by at least one computer, causes the at least one
computer to perform:

receiving a communication from an application program executing on a client device

different from the at least one computer;
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identifying from the received communication an asserted identity of the application
program; and
determining whether the application program has the asserted identity at least in part by:
interacting with the client device to obtain additional information about at least
one capability of the application program, the interacting comprising:
transmitting, via at least one network to the client device, a software
program that, when executed by the client device, collects the additional
information about the least one capability of the application program at least in
part by programmatically testing the application program to determine whether
the application program is able to recognize an object; and
receiving, from the client device, the additional information about the at
least one capability of the application program; and
determining whether the additional information indicates that the application
program is able to recognize the object, the determining comprising:
comparing the additional information about the at least one capability of
the application program to information about one or more application programs having
the asserted identity; o
determining whether the application program has the asserted identity based at
least in part on whether the application program is able to recognize the object;
granting the client device access to a resource responsive to determining that the
application program has the asserted identity; and
denying the client device access to the resource responsive to determining that the

application program does not have the asserted identity.

16.  The at least one non-transitory computer-readable storage medium of claim 15,

wherein determining whether the additional information about the at least one capability
of the application program indicates that the application program is able to recognize the object
comprises comparing the collected information about the at least one capability of the
application program with information about the at least one capability of application programs

having the asserted identity.
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17.  The at least one non-transitory computer-readable storage medium of claim 15,

wherein the software program, when executed by the client device, is configured to
programmatically test the at least one capability of the application program at least in part by
determining whether the application program is able to recognize an object that the one or more

application programs having the asserted identity are able to recognize.

18.  The at least one non-transitory computer-readable storage medium of claim 15, wherein
transmitting the software program to the client device is performed based on the asserted identity

of the application program identified in the communication.

19.  The at least one non-transitory computer-readable storage medium of claim 15, wherein
the asserted identity of the application program comprises an identity of a web browser

application program.
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