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VISITOR AUTHORIZATION MANAGEMENT METHOD AND APPARATUS, TERMINAL,
SERVER, AND STORAGE MEDIUM

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims all benefits of priority from Chinese Patent Application No.
201610264348.0, filed on April 26, 2016 in the State Intellectual Property Office of China,
entitled “VISITOR AUTHORIZATION MANAGEMENT METHOD AND APPARATUS”, the
content of which is hereby incorporated by reference.
FIELD

[0002] The present application relates to the field of computer technology, and particularly

to visitor authorization management methods and apparatus, terminals, servers, and storage

mediums.
BACKGROUND
[0003] With an improvement in function of a visitor system, the owner can input visitor

information (such as the visitor’s license number or mobile phone number) through an access
authorization page at a terminal. The terminal generates an authorization operation request, and
sends the authorization operation request to a server through a network. The server performs an
authorization operation corresponding to the authorization operation request allowing the owner
to authorize the visitor’s access. So that when the visitor comes, an access control system or a
barrier system will automatically identify and automatically release the authorized visitor.

[0004) In reality, the owner may repeatedly authorize the same visitor in a certain period of
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time, usually due to repeated changes of the visitor’s time schedule, the owner’s time schedule,
etc. The owner may add, delete, add again, and modify the visitor's authorization information
in a period of time.
[0005] In a conventional method, every authorization operation request corresponding to the
visitor is sent from the terminal to the server through the network. The server needs to
repeatedly and correspondingly perform the authorization operations. Obviously, repeating the
authorization operations for the same visitor in a certain period of time will cost a great amount
of re;sources.
SUMMARY
[0006) According to- various embodiments disclosed in the present application, a visitor
authorization management method and apparatus, a terminal, a server, and a storage medium are
provided.
[0007] A visitor authorization management method, including:

obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

when a preset time period having the reference time as an end is reached, performing an
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authorization operation according to the current latest authorization operation information and
the authorization object identifier.
[0008] A visitor authorization management apparatus, inciuding:

a cache module configured to obtain an authorization object identifier and an authorization
operation information corresponding to the authorization object identifier, and correspondingly
cache the authorization operation information according to the authorization object identifier;

a reference time determination module configured to retrieve a current latest authorization
operation information corresponding to the authorization object identifier from the cache and
determining a reference time based on an authorization time in the current latest authorization
operation information; and

an authorization processing module configured to perform an authorization operation
according to the current latest authorization operation information and the authorization object
identifier when a preset time period having the reference time as an end is reached.

[0009] A terminal including a memory and a processor, the memory storing instructions,
when the instructions are executed by the processor, the processor performs steps of:

obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the

authorization object identifier from a cache, and determining a reference time based on an

P
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authorization time in the current latest authorization operation information; and

when a preset time period having the reference time as an end is reached, performing an
authorization operation according to the current latest authorization operation information and
the authorization object identifier.
[0010] A server including a memory and a processor, the memory storing instructions, when
the instructions are executed by the processor, the processor performs steps of:

obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

when a preset time period having the reference time as an end is reached, performing an
authorization operation according to the current latest authorization operation information and
the authorization object identifier.
[0011] One or more non-volatile readable storage medium storing computer-executable
instructions, when the computer-executable instructions are executed by one or more processors,
the one or more processors performs steps of:

obtaining an authorization object identifier and an authorization operation information

corresponding to the authorization object identifier, and correspondingly caching the
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authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

when a preset time period having the reference time as an end is reached, performing an
authorization operation according to the current latest authorization operation information and
the authorization object identifier.
[0012] The details of one or more embodiments of the present application are set forth in the
accompanying drawings and the detailed description below. Other features, objects, and
advantages of the present application will become apparent from the detailed description, the
drawings, and the claims.
BRIEF DESCRIPTION OF THE DRAWINGS
[0013] In order to provide a clearer description of the embodiments of the " present
application, the following drawings, which are to be used in the déscription of the embodiments,
are briefly described. The drawings only shows a number of embodiments of the present
application, and other drawings can be obtained by those skilled in the art without doing an
inventive work.
[0014] FIG. 1 is an application scenario diagram of one embodiment of a visitor
authorization management method;

[0015] FIG. 2 is a block diagram of one embodiment of a terminal;
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[0016] FIG. 3 is a block diagram of one embodiment of a server;

[0017] FIG. 4 is a flow chart of one embodiment of the visitor authorization management
method;

[0018] FIG. 5 is a flow chart of one embodiment of a method for determining a reference
time;

[0019] FIG. 6 is a flow chart of a method for detecting an valid-state authorization time;
[0020] FIG. 7 is a block diagram of one embodiment of a visitor authorization management
apparatus;

[0021]  FIG 8 is a block diagram of one embodiment of a reference time determination
module.

DETAILED DESCRIPTION

[0022] The present application will now be described in detail with reference to the
accompanying drawings and embodiments in order to make the objects, technical solutions, and
advantages of the present application more clear. The embodiments described herein are for the
purpose of explaining the application and are not intended to limit the application.

[0023] FIG. 1 is an application scenario diagram of one embodiment of a visitor
authorization management method. Referring to FIG. 1, the terminal 110 communicates with
the server 120 through a network.

[0024] In one embodiment of the application scenario shown in FIG. 1, it can be the terminal

110 that obtains an authorization object identifier and a corresponding authorization operation
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information, and caches the authorization operation information according to the authorization
object identifier. The terminal 110 retrieves a current latest authorization operation information
corresponding to the authorization object identifier from the cache, and determines the reference
time based on the authorization time in the current latest authorization operation information.
When a preset time period having the reference time as an end is reached, the terminal 110
generates an authorization operation request based on the current latest authorization operation
information and the authorization object identifier, and sends the authorization operation request
to the server 120 so that the server 120 performs a corresponding authorization operation
according to the authorization operation request.

[0025] In another embodiment, the terminal 110 can send the authorization operation request
to the server 120. The server 120 obtains the authorization object identifier and the
corresponding authorization operation information included in the authorization operation
request, and correspondingly caching the authorization operation information according to the
authorization object identifier. The server 120 retrieves the current latest authorization
operation information corresponding to the authorization object identifier from the cache, and
determines the reference time based on the authorization time in the current latest authorization
operation information. When the preset time period having the reference time as the end of the
preset time period is reached, the server 120 performs the corresponding authorization operation

according to the current latest authorization operation information and the authorization object

identifier.
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[0026] In one embodiment, a terminal is provided on which an application can be installed.
The terminal can be a mobile phone, a tablet, a laptop computer, a desktop computer and so on.
Referring to FIG. 2, the terminal can include a processor, a memory, a non-volatile storage
medium, a network interface, a display screen, and an input device, which are connected through
a system bus. The processor is configured to provide computing and controlling capabilities to
support the operation of the entire terminal. The non-volatile storage medium of the terminal
stores an operating system and computer executable instructions. The computer executable
instructions are capable of being executed by the processor to implement ;':1 visitor authorization

management method provided by the following embodiments. The memory in the terminal

‘provides an operating environment for the operating system and the computer executable

instructions in the non-volatile storage medium. The network interface is configured to be
connected to the network for communication. The displﬁy screen of the terminal can be such as
a liquid crystal display screen or an electronic ink display screen. In the present embodiment,
the display screen can be used as an output device of the terminal for displaying various
interfaces such as an authorization operation interface. The input device can be a touch panel
covered on the display screen; a button, a trackball, or a touchpad provided on a housing of an
electronic device; or an external keyboard, a touchpad, or a mouse. The input device is
configured to allow the user to input various operating instructions. For example, in the present
embodiment, the user can input an authorization operation instruction through the input device.

[0027] It can be understood that FIG. 2 is a block diagram simply showing the parts in the
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terminal that are related to the present application, and does not constitute a limitation on the
terminal which the present application can be applied to. The specific terminal can include
more or fewer parts compared with that shown in the drawings, or can be in combination with
certain parts, or can have different parts.

[0028] In one embodiment, a server is provided. Referring to FIG. 3, the server can include
a processor, a non-volatile storage medium, a memory, and a network interface, which are
connected through the system bus. The processor is configured to provide computing and
controlling capabilities to support the operation of the entire server. The non-volatile storage
medium of the server stores an operating system and computer executable instructions. The
computer executable instructions are capable of being executed by the processor to implement a
visitor authorization management method applicable to the server provided by the following
embodiments. The memory in the server provides an operating environment for the operating
system and the computer executable instructions in the non-volatile storage medium. The
network interface is configured to be connected to the network for communication. For
example, in the present embodiment, the server can obtain an authorization operation request
from the terminal through the network interface. It can be understood that the server can be a
standalone server or a server cluster having multiple servers.

[0029] It can be understood that FIG. 3 is a block diagram simply showing the parts in the
server that are related to the present application, and does not constitute a limitation on the server

which the present application can be applied to. The specific server can include more or fewer
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parts compared with that shown in the drawings, or can be in combination with certain parts, or
can have different parts.

[0030] Referring to FIG. 4, in one embodiment, a visitor authorization management method
is exemplified by being applied to the terminal shown in FIG. 2 or the server shown in FIG. 3,
and the method includes the following steps:

Step S402, obtaining an authorization object identifier and a corresponding authorization
operation information, and correspondingly caching the authorization operation information
according to the authorization object identifier;

Step S404, retrieving a current latest authorization operation information corresponding to
the authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

Step S406, when a preset time period having the reference time as an end is reached,
performing an authorization operation according to the current latest authorization operation
information and the authorization object identifier.

[0031] It can be understood that the step S402 can be performed at the terminal or at the
server.

[0032] If the step S402 is performed at the terminal, the terminal receives the authorization
operation instruction and obtains the corresponding authorization object identifier and
authorization operation information according to the authorization operation instruction.

Specifically, the user (such as the owner) inputs an authorization operation instruction through
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the input device of the terminal. In one embodiment, the user inputs or selects an authorization
object through an authorization operation interface displayed by the terminal, and further
performs an operation for the authorization object. The terminal receives the authorization
operation instruction and obtains the authorization object identifier and the authorization
operation information corresponding to the authorization operation instruction.  The
authorization operation instruction can be an instruction-for creating of authorization, updating of
authorization information, or canceling of authorization.

[0033] If the step S402 is performed at the server, the server receives the authorization
operation request sent by the terminal, and obtains the authorization object identifier and the
corresponding authorization operation information carried in the authorization operation request.
Specifically, the terminal responds to the user's operation, generates an authorization operation
request, and sends the authorization operation request to the server. The server receives the
authorization operation request sent from the terminal, obtains the authorization object identifier
and the corresponding authorization operation information carried in the authorization operation
request. The authorization operation request can be a request for creating of authorization,
updating of authorization information, or canceling of authorization.

[0034] The authorization object identifier refers to an identification information capable of
being used to identify the authorization object, and can be at least one of a license plate number,
a mobile phone number, a resident identity card number, and the like.

[0035] The authorization operation information includes the authorization information to be
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processed, such as the authorization information to be created, the authorization information that
is updated, the authorization information to be canceled, and so on.

[0036] Further, the correspondingly caching the authorization operation information
according to the authorization object identifier is caching the authorization operation information
and creating a correspondence between the authorization -oi)ject identifier and the authorization
operation information.

[0037] In step S404, specifically, the authorization operation information contains the
authorization time. As described in step S402, the authorization operation information includes
the authorization information to be processed, and the authorization information to be processed
includes the authorization time. The authorization time refers to the time at which the
authorization object has an access permission, that is, the authorization object has the right to
access if the authorization time is satisfied, such as can freely access the barrier system.

[0038] In one embodiment, the authorization time can be a point in time, e.g., the
authorization initial time. The authorization initial time refers to the point in time at which the
authorization object begins to have the access permission, such as a certain date, a certain time, a
certain minute and so on. The authorization object can be in the authorized state after the
authorization time. For example, the authorization time for the anthorization object A input by
the owner is 08:00 on March 15, 2016, then the authorization object A is in the authorized state
from 8:00 on March 15, 2016, and can freely access.

[0039] Further, it can be understood that the authorization operation corresponding to the
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point-in-time type authorization time can be a permanent authorization that the visitor can have a
permanent access permission from the authorization time. In another embodiment, a
termination time can be defined by a predetermined period of time from the authorization time,
wherein the termination time is the time from which the authorization object’s authorization, e.g.,
the access permission, terminates. The predetermined period of time can be a period of natural
days, such as every day, every week, or every month. The predetermined period of time can be
counted from the point-in-time type authorization time. In another embodiment, the
authorization can terminate according to a preset rule, such as when a number of accesses of the
visitor reaches a preset value, the authorization is automatically terminated, and an automatic
terminate operation is performed for the authorization object identifier.

[0040] In another embodiment, the authorization time can also be an authorized time period
in which the authorization object is in the authorized state. For example, the authorization time
for the authorization object A input by the owner is from 08:00 on March 15, 2016 to 12:00 on
March 15, 2016, then the authorization object A is in the authorized state from 08:00 on March
15, 2016 to 12:00 on March 15, 2016, and can freely access in this time period. It can be
understood that when the authorization time is a time period, the authorization time inciudes the
authorization initial time and the authorization termination time. In combination with the above
description, the authorization initial time is the time at which the authorization object starts to

have the permission, and the authorization termination time is the time from which the

-permission terminates. For example, 9:00 to 12:00 is input by the owner as the authorization
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time for the authorization object A, then 9:00 is the authorization initial time, 12:00 is the
authorization termination time.

[0041] Further, the current latest authorization operation information corresponding to the
authorization object identifier can be obtained from the cache in step S402. The current latest
authorization operation information is the most recent authorization operation information
obtained at the time nearest to the current time corresponding to the authorization object
identifier in the cache.

[0042] Furthermore, the reference time can be determined based on the authorization time in
the current latest authorization operation information. The reference time refers to the time as a
reference for determining the time for generating the authorization operation request, e.g., the
reference time is configured to determine when the authorization operation request is to be
generated.

[0043] In one embodiment, the authorization time in the current latest authorization
operation information can be used as the reference time. In another embodiment, the reference
time can be determined based on a comparison result between the authorization time in the
current latest authorization operation information and a valid-state authorization time. In one
embodiment, the reference time can be the authorization initial time either of the authorization
time in the current latest authorization operation information or of the valid-state authorization
time. In another embodiment, the reference time can be the authorization termination time

either of the authorization time in the current latest authorization operation information or of the
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valid-state authorization time. The choosing between the authorization initial time and the
authorization termination time as the reference time can be decided by an actual situation.

[0044] The valid-state authorization time refers to the authorization time included in a
valid-state authorization information corresponding to the authorization object identifier. The
valid-state authorization information refers to the authorization information labeled with a
success authorization flag and has not expired.

[0045] It can be understood that the above steps can be performed at the terminal or at the
server. 1f the steps are performed at the terminal, the success authorization flag is the flag
labeled to the successfully authorized authorization operation information by the terminal, after
the server has successfully authorized the authorization information, and after an authorization
success notification is sent back to the terminal. If the steps are performed at the server, the
success authorization flag is the flag to the successfully authorized authorization operation
information labeled by the server, after the server has successfully authorized the authorization
information.

[0046} It can be understood that the successful authorization of the authorization
information is the operation of completing the authorization to the authorization object, thereby
the authorization object has the authority. The valid-state authorization time does not mean that
the current time has to reach the authorization time. As long as the server successfully
authorizes the authorization time, and the authorization time has not expired, the authorization

time is a valid-state authorization time. For example, the current time is 8:00, the server has
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completed the authorization for the time period 9:00 to 12:00 to the visitor, and the authorization
of the time period 9:00 to 12:00 has not expired, the time period 9:00 to 12:00 is the valid-state
authorization time.

[0047] It can be understood that the step S406 can be performed at the terminal or at the
SErver.

[0048] If the step S406 is performed at the terminal, the preset time period is set in the
terminal, and the step S406 includes: the terminal generates the authorization operation request
according to the current latest authorization operation information and the authorization object
identifier, and sends the authorization operation request to the server. Further, the server can
obtain the current latest authorization operation information and the authorization object
identifier carried in the authorization operation request, and can perform the corresponding
authorization operation to the authorization object identifier according to the current latest
authorization operation information. In one embodiment, the method can further include: the
terminal receiving an authorization success notification for the authorization operation
information sent back by the server, and labeling the success authorization flag to the
successfully authorized authorization operation information.

[0049] If the step S406 is performed at the server, the preset time period is set in the server,
and the step S406 includes: the server performing the corresponding authorization operation to
the authorization object identifier according to the current latest authorization operation

information. Further, the server can label the success authorization flag to the successfully
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authorized authorization operation information. Further, the server can send the authorization
success notification back to the terminal.

[0050) It can be understood that reaching the preset time period, which has the reference
time as the end, means that the current time reaches and/or passes the beginning of the preset
time period. For example, the reference time is 9:00, the preset time period is 10 minutes, then
any time from 8:50 to a later point in time reaches the preset time period. So if the current
latest authorization operation information is obtained at 10:00, 10:00 is after 8:50, then 10:00
reaches the preset time period, and it is necessary to perform the corresponding authorization
operation according to the current latest authorization operation information and the
authorization object identifier.

[0051] Further, the preset time period can be modified. ~Specifically, the software provider
can change the preset time period through a software update. In some embodiments, different
preset time periods can be set for different users.

[0052] The terminal or the server repeats the above-described steps S402 and S404 when the
user at least once sends the authorization operation instruction for the same authorization object
identifier before the current time reaches the preset time period. The terminal or the server
caches the authorization operation information corresponding to every new authorization
operation instruction, updates the cutrent latest authorization operation information, and
re-determines the reference time based on the authorization time in the current latest

authorization operation information.
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[0053] Further, the server obtains the current latest authorization operation information and
the authorization object identifier carried in the authorization operation request, and performs the
corresponding authorization operation to the authorization object identifier according to the
current latest authorization operation information.

[0054] In the present embodiment, the corresponding authorization operation information
can be cached according to the authorization object identifier, after obtaining an authorization
object identifier and a corresponding authorization operation information. The reference time is
determined based on the authorization time in the current latest authorization operation
information. When the time reaches the preset time period, the corresponding authorization
operation is performed. It is not necessary to perform the corresponding authorization
operation every time an authorization operation information is obtained, thereby saving the
resources.

[0055] Further, when the method is applied to the terminal, the terminal does not need to
send an authorization operation request to the server every time an authorization operation
instruction is received, thereby avoiding a waste of network resources caused by the repeated
authorization operations by the user and the repeated authorization operation requests sent to the
server in a certain period of time. In addition, it is conceivable that the server also avoids
redundant authorization operations based on the authorization operation requests repeatedly sent
from the terminal, thereby saving the server resources.

[0056] Further, in the present embodiment, the reference time is determined based on the
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authorization time in the current latest authorization operation information, and the timing of the
corresponding authorization operation is determined based on the reference time. Accordingly,
not only the network resource and/or the server resource are saved (hereinafter saving the
resources), but also the final authorization operation of the user can be performed successfully.
[0057] In one embodiment, the step of determining the reference time based on the
authorization time in the current latest authorization operation information includes: detecting
whether the authorization object identifier has a corresponding valid-state authorization time;
and adopting the authorization time in the current latest authorization operation information as
the reference time when the authorization object identifier does not have the corresponding
valid-state authorization time.

[0058] in the present embodiment, during the determining of the reference time, whether or
not the authorization object identifier has a corresponding valid-state authorization time is
detected. As described above, the valid-state authorization time is the authorization time
included in the authorization information corresponding to the authorization object identifier, and
the authorization information has a success authorization flag and has not expired.

[0059] When no corresponding valid-state authorization time is detected, the authorization
time in the current latest authorization operation information is adopted as the reference time. It
can be understood that the authorization object identifier does not have a comresponding
valid-state authorization time means that the authorization object currently does not have any

authorization to freely access.
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[0060] Further, the authorization initial time in the current latest authorization operation
information can be adopted as the reference time. When the authorization time in the current
latest authorization operation information is the point-in-time type, the authorization time is
equivalent to the authorization initial time.

[0061] It can be understood that the above-described steps can be executed at the terminal or
at the server.

[0062] In the present embodiment, the reference time is determined based on whether or not
there is a valid-state authorization time. When the authorization object identifier does not have
a corresponding valid-state authorization time, the authorization time in the current latest
authorization operation information is adopted as the reference time, so that the reference time is
more accurate.

[0063] Referring to FIG. 5, in one embodiment, after the step of detecting whether the
authorization object identifier has a corresponding valid-state authorization time, the method
further includes a step of determining the reference time, which further include:

Step S502, when the authorization object identifier has the corresponding valid-state
authorization time, obtaining the corresponding valid-state authorization time of the
authorization object identifier; and

Step S504, when the authorization time in the current latest authorization operation
information is earlier than the valid-state authorization time, adopting the authorization time in

the current latest authorization operation information as the reference time.
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[0064] In the present embodiment, when the corresponding valid-state authorization time of
the authorization object identifier is detected, the valid-state authorization time corresponding to
the authorization object identifier is further obtained. It can be understood that the
authorization object identifier has the corresponding valid-state authorization time means that the
authorization object is currently authorized for a certain period of time, and the authorization
object is free to access in the valid-state authorization time.

[06065] Further, the authorization time in the current latest authorization operation
information is compared with the valid-state authorization time, and the reference time is
determined based on the comparison result.

[0066] Specifically, when the authorization time in the current latest authorization operation
information is earlier than the valid-state authorization time, the authorization time in the current
latest authorization operation information is adopted as the reference time.

[0067] For example, if the authorization time in the current latest authorization operation
information is 9:00 and the valid-state authorization time is 10:00, the authorization operation
has to be performed before the authorization time, 9:00, required by the user. Then, it is
necessary to use 9:00 as the reference time, that is, the authorization time in the current latest
authorization operation information is adopted as the reference time.

[0068] In one embodiment, whether the authorization termination time is earlier than the
valid-state authorization termination time is determined when the authorization time has a

change only for the authorization termination time in the current latest authorization operation
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information with respect to the valid-state authorization time, and the authorization initial time is
unchanged. If the authorization termination time is earlier than the valid-state authorization
termination time, the authorization termination time in the current latest authorization operation
information is adopted as the reference time.

[0069] The authorization termination time in the current latest authorization operation
information is also earlier than the valid-state authorization termination time when the
authorization termination time in the current latest authorization operation information is a
specific point in time, and the valid-state authorization termination time is undefined. -For
example, the authorization time in the current latest authorization operation information is 9:00
to 11:00, and the valid-state authorization time is 9:00 to 12:00, then the reference time is the
authorization termination time (e.g., 11:00) in the current latest authorization operation
information.

[0070] In another embodiment, whether the authorization initial time in the current latest
authorization operation information is early than the valid-state authorization initial time is
determined when the authorization initial time of the authorization time in the current latest
authorization operation information is changed with respect to the valid-state authorization time.
If the authorization initial time in the current latest authorization operation information is early
than the valid-state authorization initial time, the reference time is the authorization initial time
in the current latest authorization operation information.

[0071] 1t can be understood that, in this case, regardiess of whether or not the authorization

22



10

15

20

termination time in the current latest authorization operation information is changed with respect
to the valid-state authorization termination time, as long as the authorization initial time in the
current latest authorization operation information is changed, the reference time is the one in the
two authorization initial times. For example, the authorization time in the current latest
authorization operation information is 9:00 to 11:00, and the valid-state authorization time is
10:00 to 12:00. The reference time is the authorization initial time in the current latest
authorization operation information (e.g., 9: 00).

[0072] Further, as described above, when the authorization time is a point in time, this point
in time represents the authorization initial time. Therefore, if the authorization time in the
current latest authorization operation information or the valid-state authorization time is a point
in time, both of them have the authorization initial time.

[0073] It can be understood that the above-described step can be performed at the terminal
or at the server.

[0074] In the present embodiment, when the authorization object identifier has a
corresponding valid-state authorization time, the authorization time in the current latest
authorization operation information and the valid-state authorization time are compared. When
the authorization time in the current latest authorization operation information is earlier than the
valid-state authorization time, the reference time is the authorization time in the current latest
authorization operation information so that the determined reference time is more accurate.

10075] In addition, the multi-angle and multi-aspect comparison, which further improves the
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accuracy of the reference time, can be achieved by respectively adopting the authorization initial
time or the authorization termination time of the authorization time in the current latest
authorization operation information in conjunction with the relative change between the
authorization time in the current latest authorization operation information and the valid-state
authorization time. Thereby, not only the resources can be saved, but also the user's successful
authorization operation can be guaranteed.

[6076] In one embodiment, the method further includes: adopting the valid-state
authorization time as the reference time when the authorization time in the current latest
authorization operation information is later than the valid-state authorization time,

[0077] For example, if the authorization time in the current latest authorization operation
information is 10:00 and the valid-state authorization time is 9:00, it meant to give authorization
to the authorization object at 9:00, and the user in fact now wants the authorization object to be
authorized from 10:00. Therefore, it needs to adopt the valid-state authorization time (e.g., 9:00)
as the reference time. When the preset time period having 9:00 as the end is reached, the
authorization operation is performed according to the current latest authorization operation
information which has the authorization time of 10:00. Besides the saving of the resources, the
user's authorization operation can be timely implemented to improve the security.

[0078] Specifically, in one embodiment, when the authorization time has a change only for
the authorization termination time in the current latest authorization operation information with

respect to the valid-state authorization time, and the authorization initial time is unchanged,
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whether the authorization termination time in the current latest authorization operation
information is earlier than the valid-state authorization termination time is determined. When
the authorization termination time in the current latest authorization operation information is
later than the valid-state authorization termination time, the valid-state authorization termination
time is adopted as the reference time.

[0079] When the authorization termination time in the current latest authorization operation
information is undefined, and the valid-state authorization termination time is a specific point in
time, the undefined authorization termination time in the current latest authorization operation
information is also later than the valid-state authorization termination time,.

[0080] In another embodiment, whether the authorization initial time in the current latest
authorization operation information is earlier than the valid-state authorization initial time is
determined when the authorization initial time of the authorization time in the current latest
authorization operation information is changed with respect to the valid-state authorization time,
When the authorization time in the current latest authorization operation information is later than
the valid-state authorization time, the valid-state authorization initial time is adopted as the
reference time.

[0081] It can be understood that, in this situation, regardless of whether or not the
authorization termination time in the current latest authorization operation information is
changed with respect to the valid-state authorization termination time, as long as the

authorization initial time in the current latest authorization operation information is changed, the
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reference time is the one in the two authorization initial times.
[0082] 1t can be understood that the above-described steps can be executed at the teﬁninal or
at the server.
[0083]I In the present embodiment, when the authorization time in the current latest
authorization operation information is later than the valid-state authorization time, the valid-state
authorization time is adopted as the reference time so that the determined reference time is more
accurate and the authorization can be updated timely to improve the security.
[0084] In addition, the multi-angle and muiti-aspect comparison, which further improves the
accuracy of the reference time, can be achieved by respectively adopting the authorization initial
time or the authorization termination time of the valid-state authorization time in conjunction
with the relative change between the authorization time in the current latest authorization
operation information and the valid-state authorization time. Thereby, not only the resources
can be saved, but also the user's successful authorization operation can be guaranteed,
[0085] Referring to FIG. 6, in one embodiment, the step of detecting whether the
authorization object identifier has the corresponding valid-state authorization time (i.e., the
valid-state authorization time detecting step) inciudes the following steps:

Step S602, detecting whether the authorization operation information corresponding to the
authorization object identifier has a corresponding success authorization flag; performing step
S604 if the answer is no; and performing step S606 if the answer is yes;

Step S604, determining that the authorization object identifier does not have the
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corresponding valid-state authorization time;

Step S606, detecting whether the authorization ._ operation information having the success
authorization flag has expired; performing step S604 if the answer is yes; and performing step
S608 if the answer is no;

Step S608, determining that the authorization object identifier has the corresponding
valid-state authorization time.

[0086] In the present embodiment, the correspondence relationship between the
authorization object identifier and the authorization operation information is stored in advance.
Whether the authorization operation information corresponding to the authorization object
identifier has a corresponding success authorization flag is determined based on the
correspondence relationship. If the authorization operation information does not have the success
authorization flag, it indicates that the authorization operation information corresponding to the
authorization object identifier is not authorized, then the authorization object identifier is
determined as not having the corresponding valid-state authorization time.

[0087) When the authorization operation information corresponding to the authorization
object identifier has the cotresponding success authorization flag, whether the authorization
operation information with the success authorization flag has expired is detected. If it has
expired, then the authorization object identifier does not have the corresponding valid-state
authorization time. If it has not expired, then the authorization object identifier has the

corresponding valid-state authorization time.
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[0088] Further, it is possible to determine whether the authorization operation information
with the success authorization flag has expired by dgtecting whether the authorization time in the
authorization operation information with the success authorization flag has expired. If the
authorization time expires, the corresponding authorization operation information has expired,
and vice versa.
[0089] It can be understood that the above described step can be performed at the terminal
or at the server.
[6090] In the present embodiment, the valid-state authorization time is determined by the
detecting of the success authorization flag and the detecting of the expiration. Through the
multi-level determination, the valid-state authorization time screened out is more referable.
Further, the reference time determined by combining the valid-state authorization time and the
authorization time in the current latest authorization operation information is more accurate.
Thus, the more resources are saved, and the user's final authorization operation is completed
smoothly.
[0091] Referring to FIG 7, in one embodiment, a visitor authorization management
apparatus includes a cache module 702, a reference time determination module 704, and an
authorization processing module 706, wherein:

the cache module 702 is configured to obtain an authorization object identifier and an
authorization operation information corresponding to the authorization object identifier, and

correspondingly cache the authorization operation information according to the authorization
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object identifier;

the reference time determination module 704 is configured to retrieve a current latest
authorization operation information corresponding to the authorization object identifier from the
cache and determining a reference time based on an authorization time in the current latest
authorization operation information; and

the authorization processing module 706 is configured to perform an authorization
operation according to the current latest authorization operation information and the
authorization object identifier when a preset time period having the reference time as an end is
reached.
[0092] In one embodiment, the reference time determination module 704 is also configured
to detect whether the authorization object identifier has a corresponding valid-state authorization
time. When the authorization object identifier does not have a corresponding valid-state
authorization time, the authorization time in the current latest authorization operation
information is adopted as the reference time.
[0093] In one embodiment, the reference time determination module 704 is also configured
to obtain the valid-state authorization time corresponding to the authorization object identifier
when the authorization object identifier has the corresponding valid-state authorization time.
When the authorization time in the current latest authorization operation information is earlier
than the valid-state authorization time, the authorization time in the current latest authorization

operation information is adopted as the reference time.
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[0094] In one embodiment, the reference time determination module 704 is also configured
to adopt the valid-state authorization time as the reference time when the authorization time in
the current latest authorization operation information is later than the valid-state authorization
time;

[0095] Referring to FIG. 8, in one embodiment, the reference time determination module
704 inciudes:

a detection module 802 for detecting whether the authorization operation information
corresponding to the authorization object identifier has the corresponding success authorization
flag; and

a determination module 804 for determining that the authorization object identifier does
not have the corresponding valid-state authorization time when the detection module 802 detects
no corresponding success authorization flag in the authorization operation information
corresponding to the authorization object identifier.

[0096] The detection module 802 is also configured to detect whether the authorization
operation information with the success authorization flag has expired when the success
authorization flag in the authorization operation information corresponding to the authorization
object identifier is detected.

[0097] The determination module 804 is also configured to determine that the authorization
object identifier does not have the corresponding valid-state authorization time when the

detection module 802 detects that the authorization operation information with the success
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authorization flag has expired. The determination module 804 is also configured to determine
that the authorization object identifier has the corresponding valid-state authorization time when
the detection module 802 detects that the authorization operation information with the success
authorization flag has not expired.

[0098) Each of the modules in the visitor authorization management apparatus described
above can be implemented as a whole or in part in software, hardware, and combinations thereof.
For example, in the hardware implementation, the above-mentioned cache module 702 is
configured to obtain the authorization object identifier and the corresponding authorization
operation information from the terminal through the network interface of the server. The
network interface can be an Ethernet adapter or a wireless network adapter. The modules can
be in hardware form integrated in or independent from a processer of a base station, or in
software form stored in the memory of the base station, so that the processor can call and execute
the operations corresponding to the above-described modules. The processor can be a central
processing unit (CPU), a microprocessot, or a microcontroller.

[0099] It should be noted that those skilled in the art will appreciate that all or part of the
steps in the method according to the above embodiments may be implemented by related
hardwares under instructions of a program, which is stored in a computer readable storage
medium, and when the program is implemented, the steps in the method according to the above
embodiments may be included. Wherein the storage medium may be a magnetic disk, optical

disk, read-only memory (ROM), random access memory (RAM), or the like
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[00100] The technical characters of the above-described embodiments can be arbitrarily
combined. In order to make the description simple, not all possible combinations of the
technical characters in the above embodiments are described. However, as long as there is no
contradiction in the combination of these technical characters, the combinations should be in the
scope of the application,

[60101] Finally, it is to be understood that the above-described embodiments are
intended to illustrate rather than limit the present disclosure. Variations may be made to the
embodiments without departing from the spirit of the present disclosure as claimed. Elements
associated with any of the above embodiments are envisioned to be associated with any other
embodiments. The above-described embodiments illustrate the scope of the present disclosure

but do not restrict the scope of the present disclosure.



CLAIMS

1. A visitor authorization management method, comprising:

obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

when a current time reaches and/or passes a beginning of a preset time period having the
reference time as an end, performing an authorization operation according to the current latest
authorization operation information and the authorization object identifier; wherein

determining the reference time based on the authorization time in the current latest
authorization operation information comprises:

detecting whether the authorization object identifier has a valid-state authorization time;
and

adopting the authorization time in the current latest authorization operation information as
the reference time when the authorization object identifier does not have the valid-state
authorization time; and wherein

detecting whether the authorization object identifier has the corresponding valid-state

authorization time comprises:
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detecting whether the authorization operation information corresponding to the
authorization object identifier has a success authorization flag;

if the authorization operation information does not have the success authorization flag,
determining that the authorization object identifier does not have the corresponding valid-state
authorization time;

if the authorization operation information has the success authorization flag, detecting
whether the authorization operation information having the success authorization flag has
expired;

if the authorization operation information having the success authorization flag has
expired, determining that the authorization object identifier does not have the corresponding
valid-state authorization time; and

if the authorization operation information having the success authorization flag has not
expired, determining that the authorization object identifier has the corresponding valid-state
authorization time.
2. The visitor authorization management method of claim 1, after the detecting whether the
authorization object identifier has the valid-state authorization time, further comprising:

when the authorization object identifier has the valid-state authorization time, obtaining
the valid-state authorization time corresponding to the authorization object identifier; and

when the authorization time in the current latest authorization operation information is

earlier than the valid-state authorization time, adopting the authorization time in the current latest
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authorization operation information as the reference time.
3. The visitor authorization management method of claim 2 further comprising:

adopting the valid-state authorization time as the reference time when the authorization
time in the current latest authorization operation information is later than the valid-state

authorization time.

4. A visitor authorization management apparatus, comprising:

a cache module configured to obtain an authorization object identifier and an authorization
operation information corresponding to the authorization object identifier, and correspondingly
cache the authorization operation information according to the authorization object identifier;

a reference time determination module configured to retrieve a current latest authorization
operation information corresponding to the authorization object identifier from the cache module
and determining a reference time based on an authorization time in the current latest
authorization operation information; and

an authorization processing module configured to perform an authorization operation
according to the current latest authorization operation information and the authorization object
identifier when a current time reaches and/or passes a beginning of a preset time period having
the reference time as an end;

wherein the reference time determination module is further configured to detect whether
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the authorization object identifier has a valid-state authorization time; and

when the authorization object identifier does not have the valid-state authorization time,
the authorization time in the current latest authorization operation information is adopted as the
reference time; and

wherein the reference time determination module further comprises:

a detection module for detecting whether the authorization operation information
corresponding to the authorization object identifier has a success authorization flag; and

a determination module;

wherein, when the detection module detects no corresponding success authorization flag in
the authorization operation information corresponding to the authorization object identifier, the
determination module is configured to determine that the authorization object identifier does not
have the valid-state authorization time;

wherein, when the detection module detects the success authorization flag in the
authorization operation information corresponding to the authorization object identifier, the
detection module is further configured to detect whether the authorization operation information
with the success authorization flag has expired;

wherein, when the detection module detects that the authorization operation information
with the success authorization flag has expired, the determination module is further configured to
determine that the authorization object identifier does not have the corresponding valid-state

authorization time; and
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wherein, when the detection module detects that the authorization operation information
with the success authorization flag has not expired, the determination module is further
configured to determine that the authorization object identifier has the corresponding valid-state

authorization time.

5. The visitor authorization management apparatus of claim 4, wherein the reference time
determination module is also configured to obtain the valid-state authorization time when the
authorization object identifier has the valid-state authorization time, and the reference time
determination module is also configured to adopting the authorization time in the current latest
authorization operation information as the reference time when the authorization time in the
current latest authorization operation information is earlier than the valid-state authorization
time.

6. The visitor authorization management apparatus of claim 5, wherein the reference time
determination module is also configured to adopt the valid-state authorization time as the
reference time when the authorization time in the current latest authorization operation

information is later than the valid-state authorization time.

7. A terminal comprising a memory and a processor, the memory storing instructions; by

executing the instructions, the processor being capable of performing:
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obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;
retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and
when a current time reaches and/or passes a beginning of a preset time period having the
reference time as an end, performing an authorization operation according to the current latest
authorization operation information and the authorization object identifier; wherein
determining the reference time based on the authorization time in the current latest
authorization operation information performed by the processor comprises:
detecting whether the authorization object identifier has a valid-state authorization
time; and
adopting the authorization time in the current latest authorization operation
information as the reference time when the authorization object identifier does not have the
valid-state authorization time; and wherein
detecting whether the authorization object identifier has the wvalid-state
authorization time performed by the processor comprises:

detecting whether the authorization operation information corresponding to the
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authorization object identifier has a success authorization flag;

if the authorization operation information does not have the success authorization
flag, determining that the authorization object identifier does not have the corresponding
valid-state authorization time;

if the authorization operation information has the success authorization flag,
detecting whether the authorization operation information having the success authorization flag
has expired;

if the authorization operation information having the success authorization flag
has expired, determining that the authorization object identifier does not have the corresponding
valid-state authorization time; and

if the authorization operation information having the success authorization flag
has not expired, determining that the authorization object identifier has the corresponding

valid-state authorization time.

8. The terminal of claim 7, wherein after the detecting whether the authorization object identifier
has the valid-state authorization time, the processer further performs:

when the authorization object identifier has the valid-state authorization time, obtaining
the valid-state authorization time of the authorization object identifier; and

when the authorization time in the current latest authorization operation information is
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earlier than the valid-state authorization time, adopting the authorization time in the current latest
authorization operation information as the reference time.
9. The terminal of claim 8, wherein the processer further performs:

adopting the valid-state authorization time as the reference time when the authorization
time in the current latest authorization operation information is later than the valid-state

authorization time.

10. A server, comprising a memory and a processor, the memory storing instructions; by
executing the instructions, the processor being capable of performing:

obtaining an authorization object identifier and an authorization operation information
corresponding to the authorization object identifier, and correspondingly caching the
authorization operation information according to the authorization object identifier;

retrieving a current latest authorization operation information corresponding to the
authorization object identifier from a cache, and determining a reference time based on an
authorization time in the current latest authorization operation information; and

when a current time reaches and/or passes a beginning of a preset time period having the
reference time as an end, performing an authorization operation according to the current latest
authorization operation information and the authorization object identificr.

wherein
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determining the reference time based on the authorization time in the current latest
authorization operation information performed by the processor comprises:

detecting whether the authorization object identifier has a valid-state authorization time;
and

adopting the authorization time in the current latest authorization operation information as
the reference time when the authorization object identifier does not have the valid-state
authorization time; and wherein

detecting whether the authorization object identifier has the valid-state authorization time
performed by the processor comprises:

detecting whether the authorization operation information corresponding to the
authorization object identifier has a success authorization flag;

if the authorization operation information does not have the success authorization flag,
determining that the authorization object identifier does not have the corresponding valid-state
authorization time;

if the authorization operation information has the success authorization flag, detecting
whether the authorization operation information having the success authorization flag has
expired;

if the authorization operation information having the success authorization flag has
expired, determining that the authorization object identifier does not have the corresponding

valid-state authorization time; and
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if the authorization operation information having the success authorization flag has not
expired, determining that the authorization object identifier has the corresponding valid-state

authorization time.

11. The server of claim 10, wherein after the detecting whether the authorization object identifier
has the valid-state authorization time, the processer further performs:

when the authorization object identifier has the valid-state authorization time, obtaining
the valid-state authorization time of the authorization object identifier; and

when the authorization time in the current latest authorization operation information is
carlier than the valid-state authorization time, adopting the authorization time in the current latest
authorization operation information as the reference time.
12. The server of claim 11, wherein the processer further performs:

adopting the valid-state authorization time as the reference time when the authorization

time in the current latest authorization operation information is later than the valid-state

authorization time.
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