-1- Security element The invention relates to a security element, the use of
the security element for the identification and authentication of objects and
also for protection against forgeries, and a1 method for the identification and
authentication of objects on the basis of the security 5 element according to
the fingantiveleMenhutomated recognition of objects by means of optical
methods is known according to the prior art. Everyone is familiar with bar

codegefghraion|eeiatasharg appliee REARG, Et‘ﬁél/%ﬁﬁéké‘&nuﬁﬁ/aBQment for the
which permit machine identification of the ?oods in order to_determine e.g.
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8 numerals in the form ol&bars and rgaps of different widths. In general, the
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packaging of the object to be identified, or onto the object itself. In addition to
the Brd\a8tooteeatiestrigaditimeot aviecisrhgnmes fisrtibaipberticodie ssvihimhircadeording to
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characters ore, some codes contain error detection an

corrigion clagkaciags taadandielerrsisiy @g@fanqadmwoﬂftmem@%téd order to
andqjppantRYery coreesied. A further development of bar codes is 2D codes,

in which the information is optically coded not just one-dimensionally but in

two dimensions. The so-called matrix codes form a subgro cEaéof the 2D
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term 25 optical codes. Optical codes can be created simply and extremely
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|deaﬂy suited to t jects. In particular, optical codes are
1suitapteofdy objaeratadkih@lfwaek S srspeyiah chrrawsd, eontibjedhidgacters. Furthermore,

some codes contain error detection and error awrecharacters that allow errors in
signal transmission to be detected and in part everected. A further development of bar
codes is 2D codes, in which the information is gty coded not just one-dimensionally
but in two dimensions. The so-called matrix codesnfa subgroup of the 2D codes. One
20 known representative is e.g. the data matrix coefened in the international standard

ISO/IEC 16022.

Machine-readable optical codes such as the abouemed bar codes, 2D codes and
matrix codes but also OCR-Text (OCR Optical Character Recognition) or similar
optically machine-readable codes shall be subsuneeginafter under the umbrella term

25 optical codes.

Optical codes can be created simply and extrenedy-effectively (printing) and are fast
and robust in detection. They are ideally suiteth&identification of objects. In particular,
optical codes are suitable for object trackitigadk & trace). In this case, an object is

assigned a unique number, for example, such tleabkbject can be identified at every



assigned a unique number, for example, such that the object can be
identified at every -2- station in the logistics chain and it is thereby possible to
track the movement of the object from one station of the logistics chain to
another. However, optical codes do not afford protection against forgery,

sinc they e os.conied and tepradused .o Sie MARNEL SE01 3Gt oject
against forgery, identity cards, banknotes, products, etc. are nowadays
provVidedonélistalén et eviagistcanchbeiimtitateetimily with special knowledge

and/or high technical complexity. Such elements are referred to here as
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to the objects to be protected. The attempt to separate the security efements
frond I YBRAIGRSBABIRIEIBAB@leir destruction, in order 10 that the
security elements cannot be misused. The authenticity of an object can be

sheckedsapuiig bagimef thedeigSaneatd one @, Mastssepriiy@ienentsarthfowadays
method for checking the authenticity of an object is referred to here a
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worldwide. An overview of optical security elemen hich in particular
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Wotél% 50%%5 r% Eescrl es a metho ! y \(/ev ich objects can be identified
and authenticated on the basis of their characteristic surface structure. In

this tis@uthenieMed anaiREcantReueRariEd wabHR: A% bechrasesse pipne or more
elergeifn/camp!enahitdiieg isoanadted tdBrRieRIEsI 2D MERRdréd to here

laser beam is focused onto the surface of the object, and moved over the
surfaz @YReMisAiPNand the beams scattered to different extents 25 at
different angles at different locations of the surface are detected by means of

phomstrigictessuriiye sleaitenin gslatiationcigtentadrin shematansc gliMloche patterns,
ultiplicity of  different materials and be imitat nly with very great .
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of tideoinets, Bhiovay phei@mapleowever are not esigkely suitable for document protection,
is given by the following bookRudolf L. van Renesse, Optical Document Security, Third

Edition, Artech House Boston/London, 2005 (pp.63-259).

20 WO2005088533(Al) describes a method by which objezan be identified and
authenticated on the basis of their charactersti€ace structure. In this case, the method
manages without additional means such as secuetyemts, for example, which are
connected to the objects. In the method, a lasemhbis focused onto the surface of the
object, and moved over the surfasea(ining), and the beams scattered to different extents

25 at different angles at different locations of therface are detected by means of
photodetectors. The scattering radiation detecgedhiaracteristic of a multiplicity of
different materials and can be imitated only witkry great difficulty, since it is
attributable to random occurrences during the petda of the object. By way of example,
paper-like objects have a production-governed fétrecture that is unique for each object

30 produced. The scattering data with respect tortividual objects are stored in a database



paper-like objects have a production-governed fibre structure that is unique
for each object 30 produced. The scattering data with respect to the
individual objects are stored in a databases3- in order to be able to
authenticate the object at a later point in time. For this purpose, the object is

measure n the scattering data a ared with the s :
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metblojedh IVD2a95e88HBB (AN Diting aimlarmgrydﬁi@hrppatedtlwnmgmnsmred reference
forggny, What is disadvantageous about the method, however, is that it is

necessary to create an extensive database for the scattering data of all

objects detected. On the one hand, the database has to have a high storage
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of a large 10 number of objects. On the other hand, the access time to the
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authentication o owever, methods a eVICES or identification
medas slstithe codtierne daipstiasledorgye teetimarggaivith ftgefsranck d@ta in the

suitghlgfRedhe eSO PRISHS(QWINadRIRR Rl frosalilite oy,

the features used for identification. Conversely, although the authentication

methBdPoRPLD RO 2UOH0BBSSBIRR Ay HangH! erReabif dgamBtatiemiy, fccordance

is n@fituitaedendgdsatification and object tracking (track & trace), owing to
the high volumes of data and the associated stringent requirements made of

the |T back-en database network). Furthermore, the method
1Rank &Fﬂe%?ﬁfﬂfg fol! %ﬁ%@s’fhﬁ"h&éﬁe‘@ B?BHééd{ﬁa%‘érH"ﬁﬁB% Rl devices for
priothertjdbetifivaliem sadtrassediicdtiat 0bf 26jersoving: theradvatdagas adevices for
optical e o"rY' h %%S‘r?"’a ROPUEA L the?é'%%@&l&? theoPe Snoargms?for ery and
features. Lfﬁ JIE isThat ¢ prov ing a S utlon g gery
|demmcaumabsmcﬂoamhmmmaaomaﬂom@aﬁtgwm wwt@eﬂmngmpaj fioigaajriéitt of the
d'V%ﬂ{MrQE used for identification. Conversely, aliffo the authentication method from
20 WO02005088533(A1) has a high protection against €igrg it is not suitable for
identification and object trackindréck & trace), owing to the high volumes of data and
the associated stringent requirements made ofTtiadk-end system (database, network).

Furthermore, the method cannot be employed fartgécts.

Therefore, proceeding from the known prior art, th®blem addressed is that of
25 combining the advantages of optical codes with @tleantages of authentication on the
basis of random features. The problem addressedtiais of providing a solution for
identification and authentication of objects whadn be employed for a great diversity of
different objects, which is simple to implement,igfhcan be established on existing IT
infrastructures, which ensures high protection regjafiorgery and which is moreover still

30 cost-effective.

It has surprisingly been found that this problem ba solved by a security element wich is



different objects, which is simple to implement, which can be established on
existing IT infrastructures, which ensures high protection against forgery and
which is moreover still 30 cost-effective. Iighas surprisingly been found that
this problem can be solved by a security element wich is -4- irreversibly
connected .tq an object and which .comprises a code region and a scatterin .
o e oA ot L o T e R B i scavering
basieg@ibanttepticdbcedeankthe ssetdontheeglortifeimf dsediedahen the basis of an
authepticplioneol thabiech R s BRM D oh e \MARIE IR HASARIBHADLI AR  on the

on account of randomly given features. 5 Therefore, the present invention
relab8Sito0h Feaatyriae RO R MErAshialion R BERGAIFaRAR MBTR fRatHEfiNg
the security element to an object, comprising means that prevent non-

slestrHefBrdeineinarheiiienssAUeMBlCH NidREMRARI B tENATeCEseddhesive

in that the security element comprises a code region and a visually marked
scalfhfh forediganing saaerHER s EaaRHSHEH [BRIEBeMsAN S Rat prevent non-
scatesingctr@i e aaving iaof anals edsiit) uirunto taiokos s s entelbssakiariag in that the

centres which, when the scattering,region is irradiated with, electramagnetic
iRt SImERE CompRses 3 COlEfHalon and GNRmatkel SCAUHIGIPREN. the code
sectegipeleomeprtiside ratifioatioal isasied ensdoibe teclgeegiprobesingvracdsalyelstributed

or i Iy r j ' f i s heen.. ... . : ,
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posS|BRéreNaREeie fiagkRiiPhi PuogLassigh AL ESHRY clfaat ealdgmawmeyistic of the
waysggm@gmg identified item of merchandise (object) can be assigned a
price or its destination. The identification is effected on the basis of features

which characterize the object and distinguish it from other objects.

AuttSRHIECRIANI L HORREIRR LR (e thie procass Bisanekilay WAsmbidyasly recognizing
assereshidentity a? ®djae: andBepdisatignaainbiRtisy gReMEntS e drtauisaiiBiguously

ascertainment that the latter are authentic - that is to say that origjnals that .
1o BT BEE A1 RO P A R S SIBE Ao i lags Scoamized. By
autheatiodksanpiisareftiEtdicdritine basiechiealisbpictytiahn behasaigeeide price or its

the Sgéﬁﬁtaﬁgg dllﬁ%n%"élrﬁtl}lngtrl L iStQﬁéé%Qbe %tﬁ:‘ ‘theesis of features which characterize the

object and distinguish it from other objects.

Authentication is understood to be the processhetking (verifying) an asserted identity.
20 The authentication of objects, documents or datthésascertainment that the latter are
authentic - that is to say that originals that hawe been altered, copied or imitated are

involved.

Like identification, authentication is also effetteon the basis of features which

characterize the object and distinguish it fromeotbbjects.

25 The features for identification and the features tfee authentication of an object are

provided by the security element according to tivemtion.

The code region comprises the features necessaigdntification. For this purpose, the
code region comprises at least one optical code,aebar code or 2D code or some other

optically machine-readable code. The optical codefepably codes an identification



25 The features for identification and the features for the authentication of an
object are provided by the security element according to the invention. The
code region comprises the features necessary for identification. For this
purpose, the code region comprises at least one optical code, e.g. a bar
code ongb oade or some olfieropicallymechine-feadable aade. T8 OPHSRL, it s
code prerera gco es an identification -5- number unique to the security
elerpessifentthedlssia onhidieei deaidfivationbeiveser tigigeptsssidie aodreagean entry in a
Unique ASRIINMADL RRLYGED HESSLEHI GIEERLANAR A PRSI AR or some other

database, a file which includes a characteristic scattering signal as reference,

or seple BthEtuRQRIEC 1l B oBRbiCEI TeRAB pRcAIIBIRP T e fuigbIgaskinidd on a light
avithydakkiinen AigRkrsBaekeresmdiom INEFSPORRE YISO PriMBETRINGREINK on a

optical code is printed in light ink on a dark background, is likewise
condeftIRekarnengzis kausetriIrEYBR%s determined by the size of the

optical code used. The size of the code region usually lies within the range of
betwaerske oirtkandd 08§ dnn2ddtésncipacaivabie D tHb @ s rdydeleiment The size of

ding to the i tion t [ t 1 d ' d/
S e R
according to the invention is characterized in that it generates a
cha_t’ai_stedstieiwh_i&e‘mmsigaau[iipmémadtatcmgAiMMG'OVeMagnemmprise more than
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Impinge in t undle on a scattering region are reflected back in
different directions. While a 15 parallel beam bundle is reflected upon -
impHifrRF CEPILREIM PO BGRHIS FaRel FaRteehdAVCRE parkipspcterized in

beampupgdienatAdetinashanaleidieriratngirrdiagearntagisass witihelectromagnetic
scattering region is reflected back in different directions by a multiplicity of

scatfHiAiPLemraLeiNehS YALE SIRaGI Ma Ty ERIILGNHIC SeaftilrdgRIpge in the

of afsrAUIfty SleTaRNbACCetdingrity 285ibe ivarliemace subjgetdatali@pdons. While a
distribu?l'J n and/or oriaptation Ranglom distribution and/or orientation, is

Lnd?s 08|d S BHHS: thePSSIRSn ORIl SRR RERR e G Ay BYs case is
the @iilectatidrack axlivighrallschéamngcdidrasaceimg lee isetinyiadosekat@ble the case
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scattering centres.

In this case, the scattering centres of the saadteegion of a security element according to
20 the invention are subject to a random distributaoid/or orientation. Random distribution
and/or orientation is understood to mean that thstipon of individual scattering centres
and/or the orientation of individual scattering ttes cannot be set in a foreseeable manner
by the production process. The position and/ombaigon of individual scattering centres
is subject to random fluctuations during the prauuc process. Therefore, the position
25 and/or the orientation of individual scattering ttea cannot be reproduced in a simple
manner. The high protection afforded by the segtdeature according to the invention is
based on this fact: it can be reconstructed ontly weéry high complexity. Furthermore, the
random distribution and/or orientation providesifatividualization: each security element
is unigue (individual) owing to the random distiiiom and/or orientation or the scattering

30 centres, which is manifested in a unique, charstierscattering signal upon irradiation



is subject to random fluctuations during the production process. Therefore,

the position 25 and/or the orientation of individual scattering centres cannot

be reproduced in a simple manner. The highh protection afforded by the

security feature according to the invention is based on this fact: it can be
reconﬁ%rgltét doonlléj th veﬁpcll hlﬁh complexity. Furthermore, the random

distfibution and/oP orientation provides for individualization: each security

element is unique (individual) owing to the random distribution and/or
oriehstispatiethny seatasngf 30sesntibseleniehtieemamifébecthertionigueferably have a

chagadtesisreCaiarhRieIALYRIB '6@6@@8[]&%r?’t‘ﬂfﬁbe%rgmﬂﬂccentres can be

radiation. The scattering centres of a security element according to the
inveAfBARDPIe RYONIRRFESA(Cstz diignsie diguieliRms dmeteely|0se) Pisigdike-

millimetre. The scattering centres can be formed e.g. by pigments (e.g.

gitaniye siameimPrclhfes (819a csdiilaseeiniatikeugrbhheCalleHnSCaRirgseferably
of a securlté element according to the invention are Ereferably provided by a

fior&VQVHS H%I%é‘pﬁ%’% 'BFHSU?: Bﬁvﬁlﬂlé’rﬁé%d Jer R, fPfR Atructure that
bringsrgjsoabeut harelssesisticisiatietingriaglinitbatipponiiteatis@bonwiith electromagnetic

electr ic_radiation. Such a fibre structure |s rese a
card%oarégc‘)re%eﬁq r%a?r.t)relzjrc |§lr%#8f8ra%‘fy{fjsé% B ﬁbcr%rgé ?ﬁ‘g erlgx ?L@és A paper is
Pret&ﬂﬁiﬁbbiesﬂdmghmus radietieh having at least one wavelength within

the range of 300 nm to 1000 nm is scattered by the scattering region of the

éeCWH&{e eApipeRl e%‘fr%?ﬁ%{kﬂ%ﬂ@ FH&*A%%“H&%B“%ﬂ&ﬂ?&%@a’(@?’eﬁ?ﬁ?%iﬁlﬁ%@frange of

the security element according to the invention, the scattering fegion Is

visuHIY NHelika 90T in arabiRGPI0IRELSATIRROBBEROn 2 SRFIER g¢lsment according
authgatisatithipgifected on the basis of the characteristic scattering signal.

A user therefore knows which location of the security element according to

the invention has to be %Y‘Eresented to a device for machine authentication.

The'Ridhg GESh RBPHBIRGIET dBRsHRGHEEYSGETIRCH sk Benedyion. the
by theadeving fogioramivisLauihenficsaian asig mmemntmarlaﬁgfmdhecatuon at which

etect] f the scatte glon {ﬁo The scatteri n can e visuall
L RBE ) i R T BaR e AT ePLou el A user
regitvelefsresithowth evindningle Gitioetwietbe Secamity2edmidat00@imgrid.the invention has to be
presented to a device for machine authenticatidre Visual indication is furthermore
constituted such that it can also be used by tiwicelor machine authentication as a

position marking for the detection of the scattgniagion.
20 The scattering region can be visually indicated leydoeing framed with a solid line.

The size of the scattering region lies within taage of between 50 nfrand 1000 mr
The code region is preferably embodied in rectaagiashion, in which case the corners
can be rounded. It is also conceivable to embodysttattering region in square, round,

elliptical, oval, triangular, pentagonal or genbralgonal fashion.

25 In one preferred embodiment, code region and stajteegion are present such that they
are spatially separated from one another. Howevdag also conceivable for them to

wholly or partly overlap, or for one region to coetely encompass the other.

The security element according to the inventiopresferably embodied as a self-adhesive



The code region is preferably embodied in rectangular fashion, in which case
the corners can be rounded. It is also conceivable to embody the scattering
region in square, round, elliptical, oval, trigngular, pentagonal or generally
n-gonal fashion. 25 In one preferred embodiment, code region and scattering
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However, it'is also conceivable for them to wholly or partly overlap, or for
onelabglors tordarsitetd e irorapias dooptivie Tiawipgedhssblenmyer that enables a

accringeip theaientan s rateran b s agieckas &@@9@&&??@ Weldehat body

in order to be able to be attached to a multipliCity of different objects. A

selfSAOHESRR URIRIBIS A HE FRESHPL O WY ARdN B SMEESRenh (ihigkas srriBatye at least a

sayqh st BnableparerapRestipthBERVRRIR SoshrBd amARIRE RYENeANSRhg spatial
adhesive bondmg. Here a flat body should be understood to mean a bod
I

haviigeate (Gnathl widih: ERrBIsHS) s 98 SIqedwR: 5 R4y CemResed of two or more
prefierabhart teaskatéacto ook haaneallenheship it eeniadning snatgreferably arises

extents (length, width).. Composite is understopd to mean a body composed
of t&% 'S'%ﬁ{grgf l%@ﬂ@ﬁ%?&@&@f I h?S'\S%%%?@'EHer. The connection between
the materials preferably arises by means of lamination and/or adhesive
bontirggsdtheityeslarityrelenterdiag dortthia gnice thie ndviest o athesuad afert least four layers:
trugiur, e I X i - .
1 gﬁ aedﬂéé{/%_ efp W 'S ril\gtgﬁa‘rf‘ggﬁlsd}fﬁrr@ﬂ] aebrlntln _\I/%yﬁr and 'Iah grotectlve

ibrous-material-containing layer, a printing laye a protecti ayer.
secl#ygf element according to the invention is connected to an object by
means of the adhesive layer. The adhesive layer is adapted to the material

proﬁﬂéi%ﬁﬁfr%@ﬂ?&{tiﬁc%ﬁﬁﬁé‘%@’tm iﬁp%ﬁcﬁnaé}%jsféy‘ﬂfﬁﬁ%féﬁvﬁerﬂeans of the

security element and object. 15 The fibrous-material-containing I?er

confSHEsiva: RSt She MSRRRV ARYRRISHRARRALORIRIGHRI Ry ARPRIRTA ik object in

(dyesdeigneig) asiithed sdinubaneissibpiavisie agardasnlyasistbuged
and/or oriented scattering centres. There are introduced in the printing layer
colayr pjgments and/or dyes.that form the optical code within the code
1S e gl O SIS NI Rt SG TR Ag S AR RAgis Malena gerves for
sectakiyglemeptimeupraikg(tyeke piysrenns) hasda thambetitve dagsr thvatfdesgsrandomly
the &‘,‘g{ﬁiﬂﬁ V&Oawqdd ,%Q%r@éﬂ{ggt&g}%l%v&ecrellqtyggg, against harmful environmental
t

influences (moisture,

There are introduced in the printing layer coloignments and/or dyes that form the optical

code within the code region and, if appropriatethfer printing images, scripts, logos, etc.

20 The security element according to the inventiondhpsotective layer that faces the outside
world and protects the lower layers against harmefulironmental influences (moisture,
mechanical stress, UV radiation, etc.). The protedayer is transparent to at least part of
visible electromagnetic radiation in order to bé&ab view the printing layer, read out the
optical code by machine and irradiate the scatemgion with electromagnetic radiation

25 and receive a characteristic scattering signafeRably, the protective layer is transparent
to electromagnetic radiation having at least oneelength within the range of 300 nm to
1000 nm.

Transparency is understood to mean that the pouiothe electromagnetic radiation

having at least one wavelength which penetratesigtr the layer is greater than the sum



mechanical stress, UV radiation, etc.). The protective layer is transparent to
at least part of visible electromagnetic radiation in order to be able to view
the printing layer, read out the optical code by machine and irradiate the
scattering region with electromagnetic radiation 25 and receive a

Cha el Sl 3eate ﬁ%nﬁhnﬁ’éeﬁ%ﬁ?b' 0GRt CFYga""%yc‘?rﬁ IS, SESRBAE hich are
to elec ror%agne IC radlatlon aving at leas ?one waveleng e ra%
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of th%@lﬁ&‘fﬁ@@@%%?éﬁ@%%% %%'%@r?ﬂéh&ﬂ&%%ﬁﬁ%*hmmood to mean the

penetrates through the layer Is greatér than the sum -8- of the portions of the
eledabenaignetiotrigiatehthe\aleg e ragRelice Y BRuigRIVRRH ape wavelength which
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transmittanc the layer is therefore greater than 50%, where transmittance
shoﬁideé‘étd’rﬂ?e‘!‘%%%%‘éfﬁmH@pﬂaﬂﬁso‘?@ﬁ@‘?rl?é(ﬁglty of the

electromagnetic radiation having at least one wavelength which 5 passes
througda ihei‘lﬁt}{ﬁt{l redgive tatthe mr&buﬂfwr@@i@ﬁmg@aﬁcmimi@mion do not
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necéssﬁhﬂymteﬂtémﬁarmwemdelBegxantlmweka‘prabty Biewegtehiegaegts isotot printed.
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scattering region IS not prin he printing layer therefore does no

exteﬂ*@w@raﬁ@o@mmt@rd@% Kendiabf usbeumer ez [Byeen et imdpietirequence are
'nv%{%d&mﬂﬂé@pwgéﬁ'x%{ﬁl@ ite Y8RP INENES WS BPExample, a certain

necessarily sharply separable spatially from one another. By way of example,

1 AR R BFRNEG IR R RIAT RS RS TS HERCEHR AREUF material

the fhacesnmatgyial canmhiieing Adeyes sriepEsIMiRtPKESenaterial and printing
layer. 15 One example of a layer sequence in a security element according to

the invention is_illu gtra ed in Faure 2. For the sake of SI all the layers
19n FrORe X ARRRCOR, WE" SHHERER IR RETHHY. SR HlH’ firlvention is
thisiiviitreaechddlyFigoirdo @ tﬁem&msélﬂmedﬁsm;ﬁeﬂ&he&a&ewm iBigaire 2 extend over the

bOttgr%PéosStc%crjlhegfv Bn?tg ER@hlggeh if] %Iq£ e&nllY Hnot be the (base

fibrous-matenarcon alnlrig ayer, a r|nt|n er, apr ective layer

Further layers alongside the layers mentioned are conceivable.
The layer sequence shown is: a bottommost adhpsbtection layer, an adhesive layer, a

fibrous-material-containing layer, a printing layarprotective layer.
20 Further layers alongside the layers mentioned @neeaivable.

For handling purposes, an adhesive protection liayesually provided below the adhesive
layer. Said adhesive protection layer affords mtde against undesired adhesive bonding
of the adhesive layer to any articles. The adhegragection layer is removed before the
security element according to the invention is ciiéal to an object. The adhesive
25 protection layer usually also serves as a carrgerial for one or more security elements.
Label-type security elements are usually held igdanumber on a carrier. The label-type
security elements are usually held on a carrigy gtat is rolled up to form a roll. It is also
conceivable to mount a multiplicity of security mlents on arcuate carriers. From the
carriers, the security elements can be appliedjects by machine or manually. Films are

30 usually used as carriers.



For handling purposes, an adhesive protection layer is usually provided
below the adhesive layer. Said adhesive protection layer affords protection
against undesired adhesive bonding of the adhesive layer to any articles.
The adhesive protection layer is removed before the security element

aCCE{Jdr{ngtﬁ])c;[rhe? Ip Yse ?f%%gelﬁ’/at%c%?dat?uﬁﬂe?.bé%%si%&%ra}%h g"Yr?tr(Z)guced between the
protection layer’ usually alSo Serves as a carrier matefial 1or one or more
secqrityiedelaentand tieapigtestiseciayey clein danddinesiweiddiehethinetdingethe protective

nu”ﬂaﬂr%‘ ﬁ&ﬂHﬂSﬂsW&éﬁﬁ?hmeS&%% pdlgénents are usually held on a

carrier strip that is rolled up to form a roll. It1s also conceivable to mount a
multiplicity of security elements on arcuate carriers. From the carriers, the
seCLTJBES/ SHEHIEAIS SN Ple ABPYEH toHBRRAShYARIAEAIRGE oemEMeANPFiRggMIts  the
Bare ijvitaiDaties GRS IaEESES. wiidnuiHaGrErereelin? CaReRYGRICHRN Security element

further adhesive I%ﬁ/er to be introduced between the printing layer and the

profRRIGINg ef0 sHif fiUSHan 8L #Re r R nEdiG Ihe PRy Rtive TQyefqstructive
the fibratisrivatarahand tigeptinting keanpl he e wRastyobRkResetitaccording to the

o VIS, T B oLesh A o L e S A Gk BAORY rauch tha i

the becentien pr&fmﬂtﬂy Rasfaarrestshab@reeentity neiarddu.iu’rmchinparts measureable

16e156 W&&élﬁﬁ%%ﬁ?b@&é}TﬁSﬂ%&éﬂ@ EPlah%gé?r‘é% EX ﬁﬁF&Xt?&%’%ﬁP and thus being
n ject le

t
according to the invention from an o ads to the destruction of the
secOhgys8ement, such that it becomes unusable. This prevents the security
element, which imparts measureable 10 individuality to an object, from being

transfeid e SERERICeHAANRES BeNgsmBisHREH 8GR EPIhe invention to a

protection against transfer of a security element according to the invention to

a dffEFERRISIEEE are TormRe by S A4TE <NRHBRTRBHORIRAAY SHIMRPLRARIE-
portions. In one preferred embodiment, the security feature according to the
invantiondasdedbdsepasatinndayethd headgsieatagemfdgathert/anvention has a

SRR TR T T —
Iayeayﬂeam_eakerdihare&mfomms aviuitl:igahiolddolg;pm the feecesityhalarheldttogether the
ands '[t}a %ﬂgﬁtl %P’&%%e%fk‘éﬁr%%%%‘f&@é%%ﬁ@d&?ﬂé?%% rseerp&ry[s gllgment and an

security element from the
object by means of the adhesive layer. The atteéonggmove the security element from the

object therefore leads rather to separation ok#paration layer than to detachment of the
20 adhesive layer from the object. The separationrlageordingly constitutes a desired
breaking location. In one preferred embodimenthef $ecurity element according to the
invention, the separation layer is formed frombaidus material that irreversibly tears apart
along the layer and in the process forms clear te@es, which indicate a detachment

attempt.

25 In one preferred embodiment, the security elemeoodraing to the invention has a layer
that experiences an irreversible colour changéénevent of a specific temperature limit

being exceeded and/or undershot (colour change)laye

It is known that adhesive layers can exert theinesd/e force only within a limited
temperature range (effective adhesive range). Mt temperatures, the adhesive can

30 become brittle and thus fragile; at high tempeegtuthe adhesive can soften. This makes it



object therefore leads rather to separation of the separation layer than to

detachment of the 20 adhesive layer from the object. The separation layer
accordingly constitutes a desired breakingdocation. In one preferred

embodiment of the security element according to the invention, the

separation layer is formed. from g fibrous material that irreversihly tears apart
oDy 2 BT DD T AL YR ARG LB e range
detachvhait taeadipesR® llaysapediectied, embedimeletatiensnt witthelsaenity element
AcCRENGR BN YRBHABRS RAPR AR R ST BIR R ording to

change in the event of a specific temperature limit being exceeded and/or

undéieHBYepERLIeAt R RIyareVersRIfowa IR iR Sl dhayeesusiy elesrent, which

sheifgedhesivedoigerplyadibipi@ limited temperature range (effective
adhesive range). At low temperatures, the adhesive can 30 become brittle

and thus fragile; at high temperatures, the adhesive can soften. This makes it
-10-P;5‘6f§§ﬁ9E/ffo¢‘8 ﬂé?é/ﬁf%lPFSrQ@l‘?Wy fhagas AeqYElRpRaukeMinsnBEIQothe upper

or bgl@ydizeuranysit iof wiicktitweadhesbsviayanie/effectlivastts ReNdsadove the lower
detagl’%hmer%%of tEe%eﬂhrity glement from an object. Therefore, such an
1SS the

atte 'Btoﬂ e § %ﬁﬁlﬁ?/ %Pé]%%ﬁ?é%@ ?ding to the invention leads

to an irreversible visible alteration of the security element, which 5 indicates

the mttenepteefertet lenfrederaily theesecvidysidercotugingHaripe ooemtathas a colour

ea Vi par Ji fect S
LB FRENRE B eSHe SOOI R emerar

effelbiNidbgatiiteeigeedpd anH Ui geesopied srepatnder enanpleu iy W sy change
accRyeingdqibe v ion R &alor I ohangedaye dabmakeshst, to experience

optical code illegible in the event of a specific temperature limit bein

. g :
excBeHRP IAIP U TISTSPRANHING dBr1BEIPAE 18T i aRsrrite et '0dIotiiange layer is

chapgfidayepeibiherexsieofib e ftinpa/aderatisnidbesncuexiaedad andisfect that the

unders_holt, to ex}g)erien e a diﬁcoéouration c%rres Qndiré\%ﬁo the ?‘)L(f of the | b
Lo ptiRBl P R B SRR RGP BT BT 819,30 g no longer be

optidatemnee biherathaeliscolouration has the effect that the 15 optical code

can no longer be discriminated from its surroundings and it can no longer be

deu?ﬁ?ﬂ@%@@%%%ivable for the optical codeelfdo perform a colour change that has the

effect that it no longer stands out visually frassurroundings.

The preferred combination of the irreversible colobange in the event of a temperature
20 limit being exceeded and/or undershot with the fionality of the optical code has the

advantage that an attempted attack can be detbgtadachine during the process of

reading out the optical code, without further mebemg required for the detection of an

attempted attack.

In one preferred embodiment, the security elemeooraing to the invention has stamped
25 portions which, in the event of an attempt to detde security element from an object,
lead to a division of the security element. Themfa detachment of the security element
as a whole from an object is made more difficuéiygnted by the stamped portions. Forces
which act on the security element during a detactiragempt are channelled in a targeted
manner by the stamped portions and lead to a divisi the security element. The division

30 of the security element is preferably irreversibldich can be achieved e.g. by virtue of



It is likewise conceivable for the optical code itself to perform a colour change

that has the effect that it no longer stands out visually from its surroundings.

The preferred combination of the irreversibbe-colour change in the event of a
temperature 20 limit being exceeded and/or undershot with the functionality

of the optical code has the, advantage that ttempted attack can be :
cerd RSB Aoy R oL} AL R e 2SR e, suen nam
withibet évethie pfrealidhemdreyeired fonithe e &ietiupeotiem igtpeesptédexperiences an
attag 0 QR HELELRs R RAmERinte SECUHMEIEANARETIBG fo the

invention has stamped 25 portions which, in the évent of an attempt to

detach the security element from an object, lead to a division of the security

elemBASTHEI¥BlRTEHtaepitEa BRI R BRRRbRdied dnvRBR frefptical, oval
BN PIACYARAN A0 A SWEGHH BFSVEINEIdShK pReBiarRIRRA dpIlAsh EOtRS size of the

which act on the security element during a detachment attempt are

chanFieidy e ERbRBEH HRGHALP BRI LA BENANRE ERE ELA0R B

division of the security element. The division 30 of the security element is

prefenabie viiawesdites nvkictoedind eoattivaviedreion bpnittnmiokdl itthéurther security
sta d portions not leading.through all the layers of the secuyrity elemen
SR R e s AL S 67 R ko SoE LIS e paterns.
preseiatasqiptieacd dhalogiamsersible, recognizable separation (destruction) as

a result of the division. The security element according to the invention can

16’8 %Q%%'&Sin @HH\%‘?'HB -SRJ'rn%V?cl é@ﬁ&m. @'JQQ‘%W%’ AMhfrastructure

other shape désired Is also concéivable. The size of the security element
accaligingyievhimedptiepticabedde®n 100 mm2 and 10 000 mm2. The
security element according to the invention can be combined with further

sectity SRalkPeKRRMD SQidrdieyRdoiharinserioatest Wadermatke &Pasiland cost-
inks, guilloche patterns, microscripts and holograms. 10 The security

elerfBRTYEBPY A A TR R RIRIASHOMAEAIRRIENE of the IT infrastructure

already available for optical codes. The security element according to the
inverti®piisssini pl@nbmiuitiveritous esitd £ as thefigttivesaodriaffereis eniglcording to

1BTORE RN bIqraelys Tt%%a‘%&gqs%%'/w%ﬁ NS RIS AT SRS protection
use of the Security elemernt according to
against forgery.

For this purpose, the security element accordinipeéoinvention is connected to an object
by means of the adhesive layer. Since the secelétyent according to the invention is
embodied as a self-adhesive label, it can be coaddéc a multiplicity of different objects.
20 Thus, even those objects which would otherwisebedtuitable for a method in accordance
with WO2005088533(A1) on account of their surfaoastitution are made accessible to
identification/authentication according to a methodn accordance with
W02005088533(A1) by the security element accorttinipe invention.

Just the presence of the security element accotditige invention on an object indicates
25 the authenticity of the corresponding object anastkerves to afford protection against

forgery. From the presence of the security elernarthe object a person can recognize that

the object is very probably an authentic objecttsinhe security element cannot be

removed from an object and transferred to a diffeobject.



15 the invention for the identification and/or authentication of objects and also

for protection against forgery. For this purpose, the security element

according to the invention is connected tosan object by means of the

adhesive layer. Since the security element according to the invention is

embpricelas 3sglfadnegive sbel, deap be sannegiestio s muliplcly Sler visual
differént ol“)'jec(%s.azos us, SVER those oB’je%ts which would othenwise no Be y
suitdbtediabte festhuesinibicpakside faitla \W20080886 38(AKponnatioouas &b obvious
thelpspulrcgispRAiHiRN AECBRER RS S L Iaie It nguanap iaiGRIRNa person
according to a method in accordance with W02005088533(A1) by the

secGify reRABRIAE avdBIelh GRy MESnvdeliorr. hessacalBrasahaecerdis dedhsrnvention

©leMeatREGPIHENG UL ARE P VANHABIRPIEN ARIRKE IRWERISSISS BreuRkdIRaHYearing is
of the carresponding object and thus serves to afford protection against

forgRy SRS RIGREbresence of the security element on the object a person

can recognize that the object is very probably an authentic object since the
secHlihel@mant wansed iy reemead dtgardngphjemientidriransieseftd serves for the

different.pbject. -12- By virtue of ial shape, colour, printing and/or th
orel S h Vet e SRR e, 1 i possie for & person 10

perform an examination as to obvious defects with regard to the authenticity
of thie oingeptefétined teanyodidwfuttisesemndty e(@ensonraiag tedbgninenidiinasidetected

1&1nybaei ) e%@?@%ﬁ%ga%rg}ﬁ %@(&%,ﬂb?%a{&%%&gb% ignvﬁmgqphﬁéf'%&?ﬁé}acteristic

the su jeC_t 0 _n attempted attack: a_co our _alteratlon OI’_ IScernaple tearlng
is peediprnprela. FoRhéhe creattREnsecaaig e R U RlEME RS grsording to the

inveRtignishas atisshinevaadidhey iHeRtfisatianandecheticRIQRA electronically

objects. In one preferred embodiment, the security element accordin% to the

invetfbrPYs Mattsd ' 0'BitHr& BEin Y eliRien et B fespiteagsatéctiBiage is effected

undessiresh thensanceiahihe  iasasiarisieriscetéerindswannrkf@mhEeptical code or an
scatterin eﬁ%ngoft e securit eler’Fent according to the invention is

etd ﬁﬂHﬂ‘éﬁ §hirPHLSOAR $PS AREHLY EIRTIRY Sp6anss@fyan optical code. The
electecniigligleanenbyisnacistereoh whibls casg, beiaseadusiptzalr efids shakadeto a file

;ggcgﬁg%i Cr;;‘T‘ éft%%t%%?P%W§%€c;%8J{{8an%n%"’llgi;rr]]iQI% %% (l:sh %?é:rtr%r(%lspoc ﬁgl%[tgg O reference
data record. The reference data record can cotftaiantire characteristic scattering signal
in digitized form; however, it can also containtjagart, e.g. a characteristic pattern within

20 the signal, a so-called fingerprint. After the s@glelement according to the invention has
been detected/registered, it is attached to ancolfgnce it cannot be removed from the
object in a non-destructive manner, it imparts He bbject an individual number for
identification (optical code) and a unique charaste feature for authentication
(characteristic scattering signal). The use ofsineurity element according to the invention

25 for identification and authentication and also flargery protection of an object comprises

at least the following steps:
0] determining the characteristic scattering signahefsecurity element,

(D) linking the characteristic scattering signal to thygical code of the security

element,

30 (I storing the characteristic scattering signal inftiven of a machine-processable



15 identification number printed on the security element by means of an
optical code. The security element is registered in this way. It carries an
optical code linked to a file containing theigharacteristic scattering signal.
This file is referred to here as a reference data record. The reference data
record can cqﬁ(taain the entire characteristic scattering signal in digitized form;
however, it can also contain just a part, e.g. a characteristic pattern within 20
the signal, a so-called fingerprint. After the security element according to the
inventigiY hasatteehnngaiee saglity stersdnittisaittaljest to an object. Since it
cannot be removed from the object in a non-destructive manner, it imparts to

the PFB?&%BM%%P@H?'td&‘%lﬁ?lﬁ&(e@ér%%ﬂ%??&i%@?ﬂ?@éﬁ ARG G IEDs () and

characteristic feature Tfor authentication (characteristic scattering signal). The
use (P FR<UEAMS RAERFYEIccording to the invention 25 for identification and
authentication and also for forgery protection of an object comprises at least

she followiagastenstit seaierniningritiethastgisiicneatiaiioenmgna efehBvention is
the characteristic sc i

secuyrity element, (II) linkin ttering signal to the optical _
oGl PR U OAE SSTRERI Bt e o ety region
signaitineieetformagicticnactatiorphacessableast duafileletythatitahirigetienge of 300 nm
securi ment t object, Preferably, ste 1).to (1) are carried out in :

o SAGEEANS Fc R nE IRSERe e e e eE SR o aviterent
Theacigteacidristibaseatesistig stgittariopthigsaldtembblereennivad ldingeanthef a method

1 iNVeRteR S S ERRINRYIACESR: ) TR determination is effected by

irradiating the Scattering region with electromagnetic radiation having at least
one wavelength within the range of 300 nm to 1000 nm and detecting the
radiAfeP fETie e dekemE AN Hbes eagerioelemientieiertrt hrfosp qreinarasached to an

chagpgéetistissratierigsbetgnabisjaeialabisseimrinristyngAAEREARs can be rapidly
method 10 in according with W02005088533(Al). According to the invention,

the 4BIEHRY HUGRIN: RITGEdRe¥d Mo R8N B aHUCRRGERS, P ESH[ ¥t SIffieRLy can be
a spreerRsticoR sdvaniaggodkiandlin Jiepecubiboetemeniaean be rapidly

15 The present invention likewise relates to the methor the identification and

authentication of objects on the basis of the sgcelement according to the invention.
The method according to the invention comprisdsat the following steps:

(A) reading out an optical code on the security eleraadtdetermining a reference

data record,
20 (B) determining the characteristic scattering signahefsecurity element,
(C) comparing the characteristic scattering signal Withreference data record,

(D) outputting a notification with regard to the auttieity of the object in a manner

dependent on the result of the comparison in $E&p (
The identification and authentication of an objeqtreferably effected by machine.

25 Step (A) serves for identifying the object on tlasis of the optical code. The reading-out



detected directly after they have been produced. Detected security elements
can be generated and stored in stock and be attached to an object as
required. 15 The present invention likewisgesrelates to the method for the
identification and authentication of objects on the basis of the security

element acc the | nve he od, according to the invention
o SR bl TeSlat Nk B OB 6 A RN BBmmercialy
secamwmmaadfdemﬂmpn@acmferem Thralreecotdligca@Byentification number
be made to
detegminingoHiRe: Wﬁ?&%ﬁ&‘%&&é{&%%ﬁé@%l@@%&?&ywe@@%%&&

comparing t e characteristic scattering signal with the reference data record,

(D) Bgtputiangiden HtRIedien GORReEYRE IS tHecRdingmitss) 6PERs dBjcttn Remant, B.

snandiesicHeRABLEH A dbeesaut fidhs eI RAGAR IR Br(&)stTBﬁmage processing]
identification and authentication of an object is preferab y effected

macHiHB995 a0t A998 BR b HilntRAFSREBLIEE SN HREIBA E%erBe”'” 2000,
optigpl cedletfl hereadihg-ahjetd- rﬁgha@mlqabaﬁm@uregmée) gatbeecord can be

effected means of a correspo mmerc avalla le.scanner for t
oAl e e R e i A Srorte, chabctersti
objechatWithg sgaral tof tetasbcaatyceleimnoptioatteties pbpfetewbesiveaddbeermined at

o B S e R AR I £ Qe i Frereraty i o

Bildd@i%iibéﬁuﬁ@e[ldelﬁ%lmiaﬁmﬁag@apr@@egﬁﬁ!@]?dsmﬁﬂ@@h)?eﬂl‘@gldﬂ@@%ﬁdﬁn number
133 terling @S NR5HEE, GR1FRISH 1Y GH AT REH N YRR ?@Qt%nwd%vécord is stored.

Once the object has been idéntified, a reference data record can be
unambiguously determined. The reference data record comprises the

chardG e aaCtistFPERsnNg sianal 9620RL MRS RHOEENdRe invention is

0bJQﬁitéNh|ﬁbdN|ﬁSs@@ée(fB)lnﬂ@b&ﬂét@rﬂrnrﬁﬁﬁtﬁ?Féoéﬁédﬁytlmmﬂg?twr@@dattéﬁng region
form of machine-processable data gggreferably in a database. The

1yetdViRieeHOaPBRYSHACBHAR NaYLIH Ak %ﬁh%%'ﬁﬁﬁ&ﬂﬂﬂ‘ﬁ‘u%%é?nge of 300 nm
refetsingao ancamesfaacting wirtmdnactatelmsedaiavin chetlseawderenceidatat different

oo RS SRt The hainclerle eaieing ang LS SRAIDTEIANER! o meinog
according to the’invention Is erm| ea’in's eterm| ation Is
effeitt@ddoydaactanitiy \Vie ZKA08853 36410n 15 with electromagnetic radiation

having at least one wavelength within the range of 300 nm
The order of step (A) and step (B) can be intergkdn

20 In step (C), the scattering signal determined isygared with the reference data record
from step (a) (authentication). By means of thenidieation of the object on the basis of
the optical code on the security element, the spording reference data record can be
determined very rapidly. The authentication camdfuge be effected in a fast 1:1 match of

the currently detected scattering data with theregfce data record.

25 In general, the characteristic scattering signdl mot correspond 100% to the reference
data record. This is caused for example by thetfeadtthe security element according to
the invention is subject to an ageing process hadharacteristic scattering signal changes
on account of environmental influences. Furthermavben determining the scattering
signal it is not always possible to irradiate ekatihe same region, such that a slightly

30 varying scattering signal is determined possiblyirdy each authentication process. In



to 1000 nm and detecting the radiation reflected back from the scattering

region at different angles. The characteristic scattering signal is preferably
determined by means of a method in accagdance with W02005088533(A1).

The order of step (A) and step (B) can be interchanged. 20 In step (C), the
scafignpg el rleamned s aampat b e eiaience dAireelonce bamee
fron? step (a) (au Pnentlcatlony. y means of the identification of the o ject on

the thesishefr agtermiticatatieiengn slgadgeudtWEemgmadﬁ@ mesb@dm;]more, then
refeggnes IReprd &gém fletssmingd Ve @Q@‘Xoﬁ@rﬁéHH%%@B%?Belmhen

can theretore be effected in a fast 1:1 match of the currently detected

scatfiifAgtadreiin aesRFReRte dasmetirdediffiReneharagigristic scattering signal
shagpeleRirticaseatiednst SIgaalitharerAEREP BBELADAY AR HRIGRERDIe form, that

data record. This is caused for example by the fact that the security element

acc&%aaﬁbgﬁﬂ?fiﬁ%ﬁﬁ& W§’§Gﬂfé”ét ﬁ?'&n%%ﬁ%%?&c%@% begeAwared on the basis of
chatpetesisiitese ait@neg-aiaaplecbpbg aedihsiccotiiaitiaviecanmentdm the numerical
influences. Furthermore, when determining the scattering .signal it is not
R e oS e BReS e e R o ER G B aF ot examle,
varymgysichtteinmusigisab etvaetar thineth faos=tblyisl soiaghe dsbeaathetiagéofinalysis and
ro =15- fo, e I ' in If

1 e 1Al ol R Rl ity SdBremper 1515,

the #9RFenteodesdingsordrcBier Mivtesthien CompsiindiaiertivQie2fitsd88533(Al),

exisly 3DHdbHG LEARH Of COMBERAMEENSE SSRGIaNABeNOR IDAERIB, Industrielle

records compared are ‘deemed to be different. The characteristic scattering
sigrizildy erebieHiney iSpiiBeenY §laglikto8f referdddelfidtesebsaynn Barcode, Verlag

mactiBeniN asesPabiedorppthed 16 I9Saygessialy aprdusaerical BbivoBe3s Al,
ata records can be compared on the basis of the complete numerical table

d
13r onthd3288R K characteristic features from the numerical table. For this
purpose, it is possible to use known pattern matching methods, for example,
in whiep dmitavitiess eiyerindghe daificeticor détame soughd taekenigityrafghe object in a
Anarll)(g,isnarng 1% Fgg eésnsin%: Ir8tsh Int%mat(i:%rr}]al Crllgg ereg:cc{e, ICIAP '95, San
Remo,qtgl ,%%pr{emnber fglg %9% . E’roce@%ings ﬂl ure Notes in
Computer Science), WO 2005088533(A1), W02006016114(A1), C. Demant,
B. StreiemeDhbitlismonasisiekewitto ieffiaitaoteatBitdobranptiriihe object is an authentic

Sprlﬂﬂs&\é‘?r%r&g@gnﬂ@-pjcéﬁﬁe‘?fﬁ%@&ﬁﬂh@éﬁ@ﬂ%@@l?& this purpose: if the
20 data records compared in step (C) are deemed torbesponding, evidently no forgery is
involved and e.g. a little green light illuminatéthe data records compared in step (C)
are deemed not to be corresponding, evidently gefgris involved and e.g. a little red
light illuminates. As an alternative, an acoustgnal or some other notification that can be
picked up by the human senses is also conceiviabtthermore, it is possible to output the

25 degree of correspondence by means of a printeritonan the like.

The security element according to the inventioexplained in more detail below on the

basis of figures and examples, but without restigcit thereto.

Figure 1 schematically shows a preferred embodiroktite security element (1) according
to the invention comprising a code region (2) arstattering region (3). The code region

30 (2) comprises an optical code in the form of a c@de printed in a dark hue on a light



Technik Berlin, 2000, pp. 84 ff, US 7333641 B2, DE10260642 Al,
DE10260638 Al, 15 EP1435586B1). Step (D) involves outputting a
notification with regard to the authenticity o the object in a manner
dependent on the result of the comparison in step (C). In step (D), it is

possible e.g. t ect a notification of whether the opject is an authentic -
oo ST OB LSRR 0 % SR BRI SOl .
purSesdteifingere2ipdafd) recdrdsdsompweddh ste@liBaraidtemisdniodne another. The

CO”?&RRWié‘le?e‘ﬂFﬁEQé{erﬁéO@ﬂ{X IRvENRbYFRh F?E%%‘?sger%i%‘?egrﬁne(bﬂﬂﬁgashion. The

illuminates; If the data records compared In ste are deemed not to be

corrdigpsiainy, ReauennyAR fnged) RIMVBIVRE BIR$eTHBiiteaddtinghio the elements

dlumipsiate A gsrBtRERG 2EYRBNARGFO YEH LA IR FABL SEIRERRUARREOACeivable, in
that can be picked up by the human senses is also conceivable.

FurfiRHFERE REIRQ YR Y SNaSRStRE S &Ik of correspondence by

means of a printer, monitor or the like. The security element according to the
invergarei esgiainetcillynenewietaikbiipy abrifieudutsis pidigueeis@nbodiment of the

or o RS e SBE) VRMER PR aralhg. (oLE B aagston i ar
congpéiag diilbesieatiegionhE Jegad s goanierisgniat) dhg Bp tidmencostdayeyicn aBadhesive
5 . ey , ) )

1 TR T, SRR R T A PR MR e 2, o
conipsied Al And. apratestivie) lrygiold 4Bariassié ¢asto th@filkieus material layer
Spayiplly e FRAESHII O ONR ARABEHrENBIRF LY LR RN RAREABRIH D Rvent of a

invention in Figure 1'is embodied in round fashion. The diameter is between

40 &IPEDMART iR HSE Bl SIRABRHATIBYRDadYkiGHSR TR MeNnRInireviding randomly

illusdratiestitcaadifiibe deeesy cedraiRtiorbriiatnsuRiibar?IRBENISERIRe printing ink
congeivable, in particular printing with text, images and characters. Figure 2

Rch Qﬂeglk}y ws the layer construction of a preferred embodiment of the

security element according to the invention (a) in cross section, (b) in cross
sectmuie arschepladeallillsstratane The thytiosaafupad @ stiotisdrvdtbeibgity element (1)
bottommast | is: an adhesjve 10 _pratection [ (10), an.adhesive la , )
e R A B T S RN e Rbocimen
protectiziesesreity Siampeat e prieseh (23 9e, teedimamsohtie satlaigelement, undulatory

security stamped portions (21) running over theusscelement, and an outer contour

20 stamped portion (22) in the edge region of the sigoeiement.

Figure 4 schematically shows, on the basis of tlesemples, which layers of a security
element according to the invention can be affedigda stamped portion. Further
possibilities of stamped portions are conceivable layer sequence from Figure 2 serves
for example as the layer sequence. The stampetpdBl) runs through the protective
25 layer, the printing layer and the fibrous matetéler. It is conceivable for the stamped
portion also to be led through the adhesive lafestamped portion in the manner of the
stamped portion (31) has the effect that the sgcelement cannot be detached as a whole
from an object. A detachment attempt would leadh® division of the security element
along the stamping lines. The stamped portion $Bbwn has the disadvantage that it runs
30 through the protective layer. As a result, e.g.snwe could penetrate into the layers lying

further below and cause damage. The stamped pdB&)runs through the printing layer,



(12) fulfils not only the function of providing a desired breaking location in the
event of a detachment attempt (separation layer) but also the function of
providing randomly distributed and/or oriented scattering centres and the
function of receiving the printing ink 15 (printing layer). Figure 3

SCh%m tii) Sr’rm’gl)t\(’evrsla %}%:rodal%on Stff‘v”é %gé?or o Ir{ect's lI‘a%e/r is, not affected
el

elemeént (1) according nvention. There rée fypes of st
portmais ¢anhib%aibmj|fmiemfulfadtal Bectinty dtartipedeportidng (ﬂ@ﬁlnqh@ detachment

?ggﬁ{éﬂlﬁntﬂétﬁf‘oﬁh%‘ﬁk}@t}é%‘?r\%ﬂ d ‘f@&“tﬂPB%éﬁ&H{é{é@t%%dvﬂﬁmﬁoﬂé discernible

1) running over the security element, and an outer contour 20 stamped

por@s (Dgicier delgehmgRInatEmBtsdbesAIeRBRCER) THES @@H@Jwaﬂabmwough

shows. fidhe hasisial [yee RRRRIGH SR MBESI ARREKIBIK FRIAMRBreversible
according to the invention can_be affected by a stamped portion. Further

posETReR e ibrir SBAiRIR ECEBREARIEEYhe layer sequence from

Figure 2 serves for example as the layer sequence. The stamped portion
(3l)zligufeﬂﬁi@ctghrﬁmwweﬁﬁbwé&@y@eth@némﬂﬁwmrmmf@mmﬁiment of a
material layer. It is concelvabtt§ E}%the stam

t

e B R & B o e L Aor el s svmgre

portion (31) has the effect that the security element cannot be detached as a
whdfgdrem ahwhﬁedﬁeAchetactmam attetigping osityifidhd tordferdidistorbofitment of a

eCH &%@f’%@%ﬁ‘ﬂ HOEﬁuJA‘%ﬁQFB@%t?VJE (RN é@&’éﬁYﬁmg to the

as t vantage at It uns through the protec yer. As a result
e.g.edhed tesoingpenexrRPig D the layers lying further below and cause
damage. The stamped portion (32) runs through the printing layer, -17- the

f'br%ﬁiﬁ@ﬁau%@d@@ﬁoﬁ?%ﬁ&"@ﬁ%ﬁd@ﬁ@ﬁ beke $BeuRf %F&HMﬁt'%)é%Bf&H@t to the
affected and can therefore fully fulfil its function. Furthermore, in the event of

a dét¥EARMENt attempt, the protective layer would tear (irreversible damage),
which would be discernible and indicate a detachment attempt. The stamped
portivr (3enstroctipartidlly wétethwl@mﬁdhm&htous maigfjablemnﬁaccording to the

etare\perrr]]telnt atuﬁ t\g[vo Id be dlsce anI fro erS|b dgm que rawm
LiordUCRIAR IR %@?S 3%}%%%% ayer ema‘% c"’arfly)é% thgIng-
layer construction of the preferred embodlment of a securlty element
accordingwertheginndrfiprs framegkasnible dpgfoiatp&ks0 Semrelbhiph 71).10 litho paper,
white). This special paper is a composite matenhich already comprises the layer
sequence adhesive protection layer, adhesive #agefibrous material layer. The adhesive
layer is a strongly adhering acrylate adhesive whadhesive force with respect to the
20 substrate (e.g. polyethylene or polypropylene)pediag to the manufacturer's information,
is higher than the strength of the fibrous matdagér. The fibrous material layer thus acts

as a separation layer that tears in the eventletachment attempt.

The special paper 7110 is temperature-resistahimtibhe range from -40°C to 175°C. The
matt surface enables printing and thus providestinice for printing with an optical code
25 (and further printing images, if appropriate). Aetsame time, the special paper's fibre
structure that is unique for each region of thecipepaper provides for providing
randomly oriented and/or distributed scatteringtiean such that irradiating the special
paper with electromagnetic radiation having attlease wavelength within the range of

300 nm to 1000 nm produces a characteristic sgajteignal that makes it possible to



Figure 6 shows the characteristic scattering signal of the preferred

embodiment of a 10 security element according to the invention from

example 1, measured according to the meghod described in example 2.

Example 1 - production and construction of a security element according to

the _inyention, The construction of a preferred embodiment of the securit

el EALERIGG S SLe e e aseesr R R e resiy T tRineony

(b) in the form of an exploded drawing. The lower region (41) is formed by

the Spegineip@i2y se0vfraioEhe@Marhesitithofgapdnk wihite protisisneiigm Topaz 10

pap§5f§ti%ﬁwg&@@éeﬂj&w‘mm@tl@@gi’(’a?ﬂWé'sﬁée@ea!@fﬁfn%‘?qw@c&imer was

adhesive protection layer, adhesive layer and fibrous material layer. The _
adhaepliedidgdhes $PSHShgRPEEIRARECHIAIE AtTBERIS \PhESeWaREEITRY techniques

EfOrc&\gitbi@ﬁépﬁﬁhﬁﬂéh%%@%iﬁﬁé%@@e@?&%&ﬂ'ﬁﬁﬁti% WEP(Q@)’@'@@PpIied to the
| IS

according to the manufacturer's information, igher than the strength o

the RBYRs AratdWalager. Ph&MIOuB uSHRNELETYS digitalRrigting). The colour

separatigs |ryer thed)temis phishe eveshpbrmietachnadiveajtempt.tide siregiabbout an
paper 7110, irs tem erature-rlesis}ant ithin the rg[%%%)frog]b-mc to ]{759 The t ¢
mat! SYF5R B i iR Und UL BIRRATRY HER % FEF PliRkisg RCrature ©
an @piicakicoatey232a1d heihgrgxtetdgdmalye s;hhapenepdate coh ey Galigeavailable
im ' 's fi I ti ' ' t

e e e R AT, e change
scatfiffy R@frres!ys pentethiofr iiny the: speeiafyipsonfiast to the illustration in

elegiiginagneirdagiaion awng ﬁFiH@ét&RS YRYRIRIANYIhELIE SARABVH printing

300 nm to 000 nm produces a characteristic scatfering signal that makes it
pos$BlEiaHess(aGthetatakePHeiBaLu P e lBHERRYBF tHiE otpatRedithdéttiainsd by a

the predttivelapeedh) I Radmimae HE) soveeade Rrmanaeineign@t REEiapplied here
0 Topaz 10, Solution MPS-2056-42 from Hewlett

ink. The product In_?ﬁilg /
1?’ac%?d‘%f§§%§’@&' QY 28550 AT KAWL REIAREEMAS ied to the special
paper over the whole area by means of known printing techniques 5 (e.g.
digiEbprinBn@). hoeabthecbange lafytre(48napebigupriintitig layeur(@dglangent (40). Three
aPp{i(e%goq}hs‘?a%“%% el MRS gftkfr‘moav‘é%o"rﬁﬁﬂﬂ&.te&r%” ug8if S didialiamped
prin rﬁ)g . The colour 'c angeefay r?ﬁ l9comprlses aterﬁpera Ure-Sensitive
chapgeiamg tteit) bringslatswyitsagurity stamped porti¢ds) and an outer contour stamped

portion (22). The radial security stamped portigd2) and the outer contour stamped
20 portion (22) run through all the layers, as showhesnatically in Figure 5 (a), just the
adhesive protection layer (lower part of region)j4deing excluded from the stamped
portion. The undulatory security stamped portid2E) fun only through the special paper,

here as well the adhesive protection layer beiruebed from the stamped portion.

Example 2 — measurement of the characteristic scatting signal of a security element

25 according to the invention

The characteristic scattering signal of the seg@l#ment according to the invention from
example 1 was measured by means of the methodilskén W0O2005088533(Al). The

security element according to the invention hadftmen, the dimensions and the spatial
distribution of code region and scattering regioraccordance with Figure 1 and stamped

30 portions in accordance with Figure 3, in which ctse scattering region was not affected



irreversible change in colour from transparent to black in the event of a

temperature of approximately 120C being exceeded. The change ink used is
commercially available 10 under the namadhermaFlag W/B from the

manufacturer Flexo&Gravure Ink.. The change ink is preferably printed on
onl){)glnsttg(ren cg%e cr)(?tcrlti)orsl (in contrast to the illustration in Figure 5). The optical
code’is printéd onto the change ink by means of known printing techniques

(e.g. .digital printing). The termination of the composite is formed by a
protEeeveckijenn@3)gadambsarpREITEV ediia RPBYiternafRCRafithatige 1 from
PP SHRIS0cSs 38 AR IR eI BP RS CLKAESIRPRT I TRAIRRES 650 nm,

Figure 5 (a) shows the course of the stamped portions in the security element
(40YNRKFBEMyRREEH BIAMP NP orliORNa R BleisanTifioAE e HAnR WA ERNrSTM as
3. radiagseurity stamped portions (20), undulatory security stamped

portions (21) and an outer contour stamped portion (22). The radial security
stamped ortions_éerZZ) and the outer contour stamped 20 portion (22) run

throl]%% ARV O HRe SRS e TaGHAR SGS L5345Vl tRaoth of 2 mm and
adhgsivetprotecopmlayee (liveapangehiesiai (4dg) Bahaaxetoaegustm theonstant
stamped  portion.. The undulatory security stamped portions (21) run on

o R th PSP BIENbE. HUREA Wl T SRR OREA RO 208 g the beam
exclhrdéld voen thegi@amyiadsportiofth&zeautpl@agienmeasurement of the

characteristic scattering signal of a security element 25 according to the

S AR T e —

methiod dgivicbk@fiNRB00BIHEERAIN1§s Fhitinstet e distaneaitteaysdirglig aobitrary
the ipyeNteR RRddbe RIS MBI eSaRAving R slEREIR R ording to the

code region and scatterln? region in accordance with Figuré 1 and stamped
30 HOrABHRNTARE CORIBSERINRP EiERE BrinUNRENtSAse the scattering region
was not affected -19- by stamped portions. The scattering signal was
measured using a device in accordance with Figure 1 from
W02005088533(A1), with a Flexpoint(r) laser of the FP-65/5 type
wavelé'rr\gth 650 maximum power 5 mW) and Si NPN phototransistors

m
19f tiRererea6%ME R STM as 5 detectors.
1 Label-type security element
2 Code region, comprising an optical code in thienfof a bar code
3 Scattering region, visually marked by a framirnthva solid line

10 Adhesive protection layer
20 11 Adhesive layer
12 Fibrous-material-containing layer
13 Printing layer
14 Protective layer
20 Radial security stamped portion
25 21 Undulatory security stamped portion
22 Outer contour stamped portion
31 Stamped portion through protective layer, pmigtilayer and fibrous-material-
containing layer

32 Stamped portion through printing layer, fibronaterial-containing layer and



The beam profile of the laser on the security element was linear with a length
of 2 mm and a width of 20 gm. The rigid arrangement of laser and detectors
was guided at constant speed (approximatgly 2 cm/second) transversely
with respect to the long side of the beam profile over a region of 1.5 cm of
the scatteriqﬁ relgioln. éLrO Figure 6 shows the intensity | of the scattering
radiation detected at’a detector (detector 16b from Figure 1 of
WO0260508888BEI1ppama pandihntviotghdistdinceustanaktedammnd inzey
unitg, The §8g&griagp%ilgﬁﬂbsfw?‘ig§@ for each individual security element

according to the invention and can therefore be used for authentication. 15

ReférenceR¥imasonsdine d0ers e sellien WRmEAe-Entidmutsioh askaprising

@n ojfical @‘Hﬁﬁ% Hhe TREmRIFBaN A #8 S FrReRSIeRG) (R8AR, visually marked

by a framing with a solid line 10 Adhesive protection layer 20 11 Adhesive
layet412 FRBEESHHerial-containing layer 13 Printing layer 14 Protective
layers20 Reghiad @reudtesRRTpeddaritiar2s 2bdnseiaraasecurity stamped
portion 22 Outer contour stamped portion 31 Stamped portion through
protective layer, printing layer and fibrous-material- containing layer 32
Stamped portion through printing layer, fibrous-material-containing layer and
-20- adhesive layer 33 Stamped portion partially through the
fibrous-material-containing layer 41 Special paper 7110 from 3M 42 Primer
Indigo Topaz 10 Solution MPS-2056-42 from Hewlett Packard 5 43 Change
ink ThermaFlag W/B from Flexo&Gravure Ink.



44 Printing ink 45 Protective layer PET Overlain RP35 from UPM Raflatac
-21- Patent Claims 1. Security element in the form of a self-adhesive label for
attaching the security element to an object; comprising means that prevent
non-destructive detachment of the security element from the object,

ChaE?.(itel’i d.in that the security element 5 comprises a code region and a
. ent Claims . . . .. .
wsua%y-mé’ﬁxe@-scattenng region, the code region comprising an optical

code, and the scattering region having randomly distributed and/or oriented
scatterihg Secitréy elrivieniviethihdasonteéringegidheasiveeldlateritaching the security

electromagpetic-fadiatios, BENY GhpHL A MENRSHAESHRRAERE T8 S detachment of

characteristic of the security element. 10 2. Security element according to
Claim 1, cHir&eiz¥dele mrit e mdehasoatprebarmciroredaat tgiecurity element

gletachmepp gt seceibealemantiion haahiestakedermgddyat 18aode region

one separation layer, security stamped portions and/or a colour change laye

) Cr,
which bring¥ 8RR TR t5 0 BOH e rRRIF IR ERIGofagdomly distributed

temperatus@dlivnibbemeacexcetei@thacsioesndscshathtbstafiedngityeglemenirradiated
according to either of Claim .lorgz at Ieagst com%risingtan.adh sive Ia?/ r
ol e

er, .
by means 'St Wity 1RS840 GHE, LRI B 2epHetietPIBRRN G o gne! that is
fibrous mateai@dayisticvadiitte gervidystamdomly distributed and/or oriented
scattering centres that bring about a characteristic scattering signal upon

16r ra_diat'g) ng\g&h rﬁk‘?‘é%%'éﬂgQ‘Sﬁ&rlﬁ’r@g%o@ra?ngﬂF‘HH%%(&M&HHPH% . égﬁs that prevent
optical 20 coclile, and a protective layer. 4. Security element according to
Claim 3, chenzdestizetive detadmaeirolihenseeraly rigdrentthg ohirct are formed by at

separationdgyepne- é?ﬁﬂé%ﬁ'%?@ﬂgwglgﬁ%@@%%@@%jc%ﬂr change layer,
characterized in that scattering region and code reﬁ?lon are spatiall

. . . : . Yy
separatedfFR SHESHERRL 28 BIYEEIPE eRpHE ISR dIMY RYeaiy bR temperature

Claims 1 tpndt Bbinipetiedeaddatitabsaatiershgt.region and code region at least
partly overlap one another.

15 3. Security element according to either of Claims 12¢rat least comprising an
adhesive layer, by means of which the security efentan be connected to an
object, a fibrous material layer, which providesndamly distributed and/or
oriented scattering centres that bring about aadtaristic scattering signal upon
irradiation with electromagnetic radiation, a pirigt layer comprising the optical

20 code, and a protective layer.

4. Security element according to Claim 3, charactdrirethat the fibrous material

layer acts as the separation layer.

5. Security element according to any of Claims 1 tehgracterized in that scattering

region and code region are spatially separated énoenanother.

25 6. Security element according to any of Claims 1 tehgracterized in that scattering

region and code region at least partly overlapanather.

7. Use of the security element according to any ofridal to 6, for the identification

and authentication of an object.



7. Use of the security element according to any of Claims 1 to 6, for the
identification and authentication of an object. -22- 8. Use according to Claim
7, characterized in that the security elemert is detected by determining the
characteristic scattering signal in a first step and is connected to an object in

a secogd, gg Sae tSttedD C?a M%th da];gtrttehr? ed ntl h g%ﬁu element. dtetected by
authenticafion o an o ect on he baS|s o secur y elem accor |

any of Clafleeimioisy ahtaeetw@ctﬁpamm@rmmgm@ ﬁtepste@A;tmdadmgmat:ted to an
an optical g@t?ﬁ‘é@%é&%‘r Ml:fslg %ﬂ (E)determlng a reference data

record, (B) determining the 'c aracterlstlc scattering signal of the security
element, 10 (C) comparing the characteristic scattering signal with the

referen®e ok é@rdheDiflsniifiGaiiNg RRStHAEHHRHAN dYaPRiRStHE the Dbasis of a
guthenticiyeef g RifEN AcsBAIINGT tHCRRPASNTRHE TeRMBOB Y comprising the

comparison in step g
following steps:

(A) reading out an optical code on the security elenaerat determing a

reference data record,
(B) determining the characteristic scattering signdahefsecurity element,

10 (C) comparing the characteristic scattering signal wité reference data

record,

(D) outputting a notification with regard to the autteity of the object in a

manner dependent on the result of the comparisetem(C).



