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METHOD FOR USI NG TRUSTED, HARDWARE- BASED | DENTI TY

CREDENTI ALS N RUNTI ME PACKAGE SI GNATURE TO SECURE
wO/BBs10ESCOVVUNI CATI ONS AND HI GH VALUE TRANSACTPENUS2004/025216

EXECUTI ON BACKGROUND OF THE | NVENTI ON Field of the

I nvent i on [0001] The present invention is generally

rel B EOR UsSRE TRUSPED! FIAG@BWKRE%ASED IDENTITY

c éYN RUNTHIESS b %}%ﬁchﬁgmosu
i@@gﬁ‘@ﬁﬁ EXECUTION

Wn””“GSMt '(&”25&0%&&%@@#%8&2]%0@%%?3225 e

networks are available, such as, for exanple, Japan,
Fieldedfl thpHoventioser s can use their cell phones to nake
smal | business transactions. This is referred to as

[o00fpTEr CEherpreddnt mveRtoneiscgendrally hekiteeste the field of mobile
transactions may include, but are not limted to, such

corpmuﬂﬂzétle sbyrbrg Qﬁfchiaﬁ*g/a‘fﬁé %Fese?ﬁ%%nti@ﬁdlsqfeiéiéd'tb%ethod

rom vendi ng rachi nes ying for parking lot fees,

o bl R 9 MM, FRHFE e sy o

nobi | e i nternet. access system trademar ked and/ or
seciie prohile gommy OBS- NTT DoCoMb, a subsidiary of
Japan's incunbent tel ephone operator NTT. i Mode works

well with | ow priced business transactions, but a

hi gher | evel of security and trustworthiness is
Des@riptiopary for cell phones and wirel ess personal

digital assistants (PDAs) today to enable high priced
[0082F i Nessint rAneAdt icelftrRéCwhere GSM (Global System for Mobile
Communications) networks are available, such as, for example, Japan, cell phone
users can use their cell phones to make small business transactions. This is
referred to as mCommerce or mobile eCommerce. The business transactions
may include, but are not limited to, such things as buying bottled water, sodas,
and other items from vending machines, paying for parking lot fees, etc. The
leading technology that provides such transactions over wireless networks is
called iMode, a mobile internet access system trademarked and/or service mark
owned by NTT DoCoMo, a subsidiary of Japan’s incumbent telephone operator
NTT. iMode works well with low-priced business transactions, but a higher level
of security and trustworthiness is necessary for cell phones and wireless personal
digital assistants (PDAs) today to enable high priced business transactions over
wireless networks.

[0003] A major inhibitor in using this technology to provide mCommerce on

more expensive transactions is the lack of security or trustworthiness in the
1
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wirel ess networks. [0003] A major inhibitor in using

this technol ogy to provide nConrerce on nore expensive
WO e@ssastt ons is the lack of security or PCT/US2004/025216

trustworthiness in theexchange of digital signatures

using a public key infrastructure. Public key

exéﬁgﬁ%ﬁo‘f UhgiedlesighaRIrey @élﬂ?t@ Apu?lfhbt kéy Gafrastrustbieh Pthc key
ained fromCertific thorities. The digit

lnf%gfrgbgjr&?teﬁﬁ) @f*&?@%l (RrifticaY \ohikEahmhe JBtiHES LI’Foern Certlflcate
AuliiteSe ot erbines bRttt Pl Gt Beast r'y%ﬁ%at X509 or

credentlals rove various pieces of informatjon,

PiK) | W jeibero/htmbeharters/iterchaggr.btmly Iasty madifieg rﬁﬁf 21, 2003,
that is much too large in size for use on nobile

Altbewvgit ésis ndskbsarydbat ceedentiald proveedariopst pieces wbinformation, the
size, storage capacity, and the speed of existing

fullrepabtiities @f kBOY osultGh @ileAbarat thbPisanack apakiryetin @ize for use
are not secure enough. For exanple, it is known where

ondr'ngbﬂé"de%fés' fingabife fdelvfc%saéﬁﬁ %Hgt; e8| Wh@efﬂérrﬁo%g‘zF storage

owner m spl aces their Vi c and the

deV|c ustwort hy person
Ca'?/ﬁ"%”ié{ ?‘H@H“Z?#‘?‘?@Of %X'g%%i ﬁ%&rg&éﬁ&ﬁ certifi cat es,
the untrustworthy person . nmay have the abi 0 o
[0004}) oi t P\f?@nﬁwaé?toﬁ‘é’?bwﬁ%% are Pﬁbsﬁwréé?ﬁ%@'t i Fpeaxagple, itis
or by nodifying the existing certificates with their
knawn whese digiiebrertifisats:. filen ane ptored 008l S0 ip apwviterdaigplaces
certificates are only as good as their origin and
theihenobilée| deyide andt fthien mctlel devipee ender Wipf iigaties amls of an
be generated "on-the- fIy by existing software tools,

unfp Woﬂﬁzfgér%'oﬁ '\‘/ﬂ}fg Ghk W'Jf CLEess BheSeRyital certificates, the

oG o5 Bk pA0E %"gti‘:%a;xé':%ﬁﬁ@%hiE;J;%gnéﬁﬁr‘i‘sta"mg

forgéd certificates or by modifying the existing certificates with their own

credentials (e.g., name).

[0005] Also, present day certificates are only as good as their origin and
their delegation chain. Self-signed certificates can be generated “on-the-fly’ by
existing software tools, such as Java's Keytool (manufactured by Sun
Microsystems, Inc.), which adds the risk of using a fake certificate if the certificate
generator has been compromised. In other instances, malicious replacement of
the Java Security Manager classes and related security tools, such as the
Keytool, have resulted in certificate forgery and theft.

[0006] Thus, what is needed is a method for providing digital signatures
using a certificate format that is both secure and more amenable to mobile

devices which have limited memory, storage, and processing capabilities. What is
2
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the Java Security Manager classes and related security

tools, such as the Keytool, have resulted in
wa@edgosiotiseat e forgery and theft. [0006] Thus, WhETL/UBR04/025216

needed is a nethod for providing digital signatures

using a certificate format that is both secure and

alsbieRdRaEs anetHae 6P brdwediflg \ruaRmeVigied] stihRuldsithbeR secure and
menory, storage, and processing capabilities. \What

j e [ h L qQy i P
BRI RESEe Tl RS EI eRE K et 1B mpynications

enabl e high val ue nComrerce as well as nobile
be%ﬁ%ﬁ‘i‘%ﬁaipéﬂ@f% ween trusted platfornms. BRI EF

DESCRI PTI ON OF THE DRAW NGS [ 0007] The acconpanyi ng

drawi ngs, which are incorporated herein and form part

of the specification, illustrate enbodi nents of the

present i nveBRikh DESCRFHHEN &F WHENDRASVIINGST i pt i on,

further serve to explain the principles of the

[0007Yent i oMhangcdomEargie drawiigsrwisikh! Aedinddrpdv@ted herein and
pertinent art(s) to make and use the invention. n the

fonghg;gérr]@ pgg}g é@é&sﬁda%ﬁr ﬁlﬂ@ﬁawm%baingﬁgs ralthy Piré%r&%feynﬁon and,

unctionally simlar, or structural

oopfl g o, 50003, WD, W lagonof
b B BB b S RS S e s e o

assenbl y-signature service using trusted
invealieiwarle-tbasdrawingsi dikei edfereanceonwinhers: generatiytindicatenidentical,
of the present invention. [0009] FIG 2 is a flow
fundtiowalynsicdiar rard/ogsteucterediyEimiisr seiierds.f The drawing in which an
aut henti cati ng assenbl y-signature using trusted

cleRRMRECaPPEHS B PoRHARIDY #S WiHhos 8RItR) R#RALBRBSponding
of the present iInvention,

reference number.

[0008] FIG. 1 is a flow diagram illustrating an exemplary method for

assembly-signature service using trusted hardware-based credentials according

to an embodiment of the present invention.

[0009] FIG. 2 is a flow diagram describing an exemplary method for

authenticating assembly-signature using trusted hardware-based credentials

according to an embodiment of the present invention.

[0010] FIG. 3 is a diagram illustrating an exemplary identification credential

according to an embodiment of the présent invention.

[0011] FIG. 4 is a flow diagram illustrating an exemplary method for

generating an identification credential according to an embodiment of the present

invention.
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[0010] FIG 3 is a diagramillustrating an exenplary

identification credential according to an enbodi nent
w@Rooslozospr esent i nvention. [0011] FIG 4 is a PCDWS2004/025216

diagramillustrating an exenplary nethod for

generating an identification credential according to

an enbodi nent of the present invention. DETAI LED

DESCRI PTI ON [ 0012] Wiile the present invention is

descri bed herei n WgTAgESy p RETIONStrative
enbodi nents for particular applications, it should be
er st oqg..t hat e invention is not. limted thereto.

[00R0c” i e, biFee P R ROMAR s 0Ssricad ofpdlh fgference to
.. the teachings proyvided herein wil| recognize
ilugfeaiive srmodpais: s maslilian aBpiGationsnd, Shd be understood that

enbodi ments within the scope thereof and additional
thefineention is natilioriteghibetitee Athosefskilled iprths celevantvaniis) with access

woul d be of significant utility. [0013] Reference in

to tthe dpechihgsaprovidéd heretn enilibdirgtveinize " addigolgdi fBaifications,
or "anot her enbodi nent" of the present invention neans

applidations, Pand ichbeHimeRf Within e 465 Shéeof RARSA&ELSAN felds in
d h ment i S

escribed in connection wth the ‘enbodi

i ' ' f }he present.
whibh S ntohi 2 br s iR UB 0k ot SEPRERE Mg ne

odi megt > appearing in various places, throughout the

[Ooggtci fi cg?f%ﬁﬁ%e'%o&h%e%gmﬁﬁ alatp r 6 r BRWPQdIMERE.  “an

same enbodi ment. [0014] Enbodi ments of the present
embedigianto ®rajeaotheareembadiment” st thedpresentisnventionustesis that a

har dwar e- based credentials in runtine
partisidantiégtuse,gsruciues ardcisaracteistiobidseribeanmmicoahédtitsh with the

This is acconplished by enploying a cryptographic
embodIARFRGE Meluded A BPRA® SIRY ighfbodifnt 'of theIpRBhE invention.

processor
Thus, the appearances of the phrase “in one embodiment” appearing in various
places throughout the specification are not necessarily all referring to the same
embodiment.
[0014] Embodiments of the present invention are directed to a method for
using trusted, hardware-based credentials in runtime assembly-signature and
secure mobile communications.  This is accomplished by employing a
cryptographic processor within a mobile device. The cryptographic processor
provides security services, including, but not limited to, symmetric (i.e., using the
same key to encrypt and decrypt a message) and asymmetric (i.e., using a public
key to encrypt a message and a private key to decrypt the message) crypto
capabilities, hashing capabilities, and secure storage for keys as well as platform

integrity metrics. The trusted hardware-based credentials are used to generate a

new type of identity, called the identification credential. The identification
4
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provi des security services, including, but not limted
to, symetric (i.e., using the sane key to encrypt and

wole@sypis4n nessage) and asymmetric (i.e., usi NBCHEHUS2004/025216
public key to encrypt a nessage and a private key to
decrypt the nessage) crypto capabilities, hashing

créo%%ﬁl Ih&y esnly a8 3Ry FuSfROPats keYs wreMBE! néfvork. By
platformi ntegrlty nmetrics. The trusted hardware-based

exférn‘aﬁ‘qutthél §e€$rﬂ¥u?ﬁ8a61@(é & 'b?r Alflinfed ¥ yt‘?t?s@fi hardware-based

rdenti ty, i cat1on creden

orddar B, USRS il SO Bl b

security capabilities of runtinmes with trusted
[00#h] dwar e Braledimentsi @it thel sresemé invertiomrampleysdigial signatures

nmobi | e communi cations is inproved. [0015] Enbodi nents
baséd tametrpstesiehardware ndredentigipl(ey. dthg tdeintificaficrt eregential) rather
based on trusted hardware credentials (e.g., the

thard petsohiaf ateduhtialss dgWtileatadala! digital benifipgtes , X.509) require
credentials. Wiile today's digital certlflca (eg

theX bﬁ%ﬁgr@ﬂé' Dgeﬁé‘ecrg%fzm Qf f‘ gﬁfé o d ‘E)%ﬁé'l@éys the trusted

nane) to a pu ust ed

haw&? s f‘é&ee?igﬁh?"%i%t@h@%@f P 00| BarByd iform, such as,

phone, and are therefore harder to forge t han
forL@@m;pjgs adnebiribhengl and 2@ teereforsdumrdente f‘é)ﬂget fhan user-based
trusted hardware-based credential format nay be used
cragentialst i me environnments, such as, but not linmted to,
Java's JRE (Java Runtinme Environnent), .NET's CLR

[001@)MON  Eamtsndigrentyof ifelrustetichardhare ibased asrbaenstidl Yorsat may
of docunents, such as, but not limted to, assenbly

befdée%Sb Mﬁhr{wé;&éﬁ@ﬁr\neﬁ@@%ﬁ) %eﬁlg%ot%técﬂﬁ e IRE (Java

kup’ Language etc igit sigriature o

Ruﬁﬁ@‘é CAHITE VT I S°CH SRR BLAd e Rt 10 sin

h-val ue_transacti ons ,over w.rel
varlo s types of documents, such as, but not leted to, assembly files, JAR

(Java™ Archive) files, XML (eXtensible Markup Language) files, etc. The digital
signature of such documents provides confidentiality, integrity, and non-
repudiation to enhance the security of high-value transactions over wireless
networks. For example, the information within the document may only be read
and understood by the sender and the intended receiver. The information within
the document may not be tampered with accidentally or deliberately when in route
without all parties involved being aware of the tampering. Also, the sender may
not deny sending the message or fransaction and the receiver may not deny
receiving the message or transaction.

[0017] Although embodiments of the present invention are described with

respect to mobile devices, trusted hardware-based credentials in runtime
5
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net wor ks. For exanple, the information within the

docunent may only be read and understood by the sender
w@pasokis4: nt ended receiver. The information w PET/NS1004025216

docunment may not be tanpered with accidentally or

del i berately when in route without all parties

aséétﬁﬂlgvs? étﬁl*é‘%%é\%beuégd Wie aieelicBthafNisQudéd @ cryp ;t)orgraphic

y not sendlng the nessage or transac

prqcregﬁé e@@ﬁ%{ﬁéﬁé{%ﬁgfgﬁg e%sgoglv?%rﬁ Qﬁfoﬁﬁga%r%&ample

resent invention aredscrl res t to nob
tru R EgWale-HEERY AR BY 9 B SR desktops and Taptops
runti meassenbl y-si gnature may be used with any device
that fincluderseadrély hardwam oyerawlied netweksd6rg. alegabares nefworks and
trusted hardware and software conponents. For exanple,
wide agaatetharih)asewblised credentials may be used by
trusted desktops and | aptops that include security

[Odﬁ%;] dwar eAﬁV&Eséﬁtﬁ@qs r!ae‘ﬁl’éi’é{ﬁ/htcﬁt §ecuﬂlt9°;§’érnﬁ§§i§n? are requested

nefwor ks and w de” area networks) as wel
an@é i es{jy A@ﬁ%émg&tlgélémhafﬁaﬁ\?%r ey Ie%{ 4 @ﬁicﬁqggﬁf tg and trust

ar%g?@@ﬁ%@q%d_SI%@w%@%hg%@y tﬁéegafregnri#ﬁétsuqﬁgwess and prevents

uni queness and prevents substituting another asserrble/
sulgtitytinchanethes agsembhowith e gaentapefantherassamakly that one has
provi ded. By using a hardware-based, trusted
provitimd. | Byasinga karddant-babed otrestgd identificedioblgredential to sign an
applications that use that assenbly have the ability

as$emmI9! bplidaions deat ideythat absemplyrivel t?‘lesabilﬁx eb QBAfy 8 identity

using a publ | c and/or private trust hierarc Havi ng

of El’hé ?@slem?ol \}eflér‘}étt bgr\fs‘?ggf 'bﬂ!: HRR6A (g:‘?ﬂaté Ytist hierarchy.

war e suc as 'a I'C process
effect vel ens the.identi,t

Halogch iy idgni C%itongcreelﬁetﬁli)%eah%?r%%ﬁatét%rﬁt such as a
that a particul ar device

cryptographic processor, effectively strengthens the ldentlty of a runtime assembly

by confirming, with a high privacy guarantee, that a particular device is a trusted

device that can attest to various components of the mobile device (e.g., the BIOS

(Basic Input/Output System) and other hardware within the device) and the

configuration of the device, thereby ensuring that the report may be trusted.

‘ Providing a hardware-rooted source of trust in a mobile device enables high-value

mCommerce to operate in a trustworthy manner.

[0019] FIG. 1 is a flow diagram 100 illustrating an exemplary method for
assembly-signature using trusted hardware-based credentials according to an
embodiment of the present invention. The invention is not limited to the
embodiment described herein with respect to flow diagram 100. Rather, it will be

apparent to persons skilled in the relevant art(s) after reading the teachings
6
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device that can attest to various conponents of the
nmobi |l e device (e.g., the BIOS (Basic | nput/Qutput
w@yasengs4and ot her hardware within the devi ce)PEnusSiohe025216
configuration of the device, thereby ensuring that the
report nmay be trusted. Providing a hardware-rooted
prVGIE S Behdin tthHE bildt RINEBONAI SR \did a2t wilhird fhe @lcHBe of the
nComrerce to operate in a trustworthy manner. [0019]
. 51 4 | A ' t i ,
invebffng 115 Precdih Podmls ot ol 412, Wb g brots lfnbatately
har re- bas credentials according to an enbodi nent
prQﬁeeg\égognl%%e 4invention. The invention is not |inited
to the enbodi ment described herein with respect to
[06203w di agrarkledo.10”atahslocumentiior| filp doabe Figned tig selected by a
persons skilled in the relevant art(s) after reading
software epphcatigsp runidg dorndhei usdrisatabilbedeYicact iTheatryptographic
flow diagrams are within the scope of the invention.
prodessof WhHS the IhbbildV devidd delerkfides WheashtiREbRICRCESS. In one
i mredi atel y proceeds to bl ock 104. [0020] n bl ock 104,
. . | . . .
emboHRRE Mo Soehinefi 1€ aRict S pRIcAEkASME tnahafhatical hashing
device. The cr ographi c .processor wthin the bi_l
forh Ba GG Fih GRS SIFREREN iG] GoREYE, MHMBRG refersy © as the
enbodi ment, the docunent is applied to a publicly
hagfhidiiat ivdiard iR reRMeAUBASshi ng function that converts the
docunent into a unique nunber (referred to as the
[0a243h) t hbx blosk HAE the hasbri®encrypiddaith]the uder'skorivege key, also
the hash is encrypted with the user's private key,

kn@Ws @skne eiyrixsg kbﬁ@, toi gohtet Higital signstueat e a digital
signature. [0022] n block 10, the original docunent,

oggay] 01t 118|190, 4 BAieRlecaliénl ) BeliBon gropenal, anc
the Sl%iitgf gahatu-rrlé'%re transmitted over a wireless network to a recipient. The
identification credential is a digital file used to cryptographically bind a mobile
device's public key to specific trusted hardware attributes that provide strong
binding to the identity of the user’s trusted mobile device. In one embodiment, the
identification credential may also include information relating to the identity of the
user as well. Thus, the identification credential binds the public key to information
about specific trusted hardware in the mobile device, such as, but not limited to,
the cryptographic processor. In one embodiment, the identification credential may
bind the public key to information about specific trusted software and/or hardware
components in the mobile device as well. The identification credential will be
described in detail below with respect to FIG. 3.

[0023] FIG. 2 is a flow diagram 200 describing an exemplary method for

authenticating assembly-signature using trusted hardware-based credentials
7
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identification credential is a digital file used to

cryptographically bind a nobile device's public key to
W@ p@siotise2 t rust ed hardware attributes that proRCTES2004/025216

strong binding to the identity of the user's trusted

nobi | e device. n one enbodi nent, the identification

i I L iV RIono THE IrdldnfBnti® not limited

Ao BRBE ) pBLIRIR ¢ HhEsq oo T ireBn g not |

pdent | fi .0 . (] i i G t .
to trarhab P ShsHBE Har P M Sere® 1S 1Gh FiabfRim Fho. Rether,

.hobi |l e device, such as, but not limted to, the .
WIIICbg,apg%r,egﬁm BerSPPE égﬁlgp_ln Eh% Fée\é?ﬁ}@&f(ﬁ%ﬂﬁ?f egding the teachings

identification credential nmay bind the public key to
pravigfesk haksin thatheier Spaciianat flomy siagia®st argawithinthescope of the

har dwar e conponents in the nobile device as well. The
invedon.i fTeapraoessriestgng iveith bidck D@2,dekerd Hexl processt mmnediately

bel ow with respect to FIG 3. [0023] FIG 2 is a flow

prode8as THRRR 2dascri bing an exenpl ary method for
aut henti cating assenbl y-si gnature using trusted

dwar e dentj-al: i ng e [ ;
100321 P e pTEERER 208CRT IS RllchD ol 8" BECAL Thiteg (o,
col e Sguoen Top-SRREn e RERIRIbATEBRRRSL 4% e agta
_persons_skilled in the relevant art(s), after reading
signaeire.e bR dagymprrivs dan isentified asdeing plgnef jadatifn e computer
flow diagrans are wthin the scope of the invention.
thaTltee gigidakesigndtage naushbetvebifiedk 202, where the process
i medi ately proceeds to block 204. [0024] n bl ock 204,

[0025] €Ci Pi RNblogk 36, GRe comfLies debiybid e Uigial efyria@uredusing the
coirput er, receives the docunent, the identification

put@[g;gﬁéﬁ‘t ilﬁ'bl?%gog,:ﬁbedhgéﬁ S R P edolch}?etrﬂqg WROlialed. The

n'dentl el ng signe not e conputer
hat th igital signature,nust be verifi.ed. [0025].n .
malghalicrtdiniar” eaaral Bhef e P dSherehfd e A i pubtioly
usi ng the
known.
[0026] In block 210, the computer compares the hash it has computed from

the received document with the now decrypted hash received from the document.
In decision block 212, it is determined whether the document has been tampered
with during transmission. If the document has been tampered with during
transmission, the two hashes will be different and the process then proceeds to
block 214, where the verification process is indicated as having failed.

[0027] Returning to decision block 212, if it is‘determined that the document
has not been tampered with during transmission, the two hashes will be identical
and the process then proceeds to block 216, where the verification process is

indicated as being authenticated.
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public key. n block 208, the hash of the original

docunent is calculated. The nmat hematical function
weepsoysd2 by the user in generating the hash iBCT/US2004/025216

publicly known. [0026] n bl ock 210, the conputer

conpares the hash it has conputed fromthe received

[ookBjuent Gt B id Bediagnind arisBtifg sheslemsian) MRAtfiERMH &Rdential

docunment. n decision block 2127 it is det’erm ned
. WMt 8 .
SOB2EEDRnd A ARG ear RSPELSMRIE AN L afhp credent
uring transm ssi,0 the two hashes will be different
300 nde ¢ el dyRiEReRRhdnr ol o ol Asperiblilritire.  In
verification process is indicated as having failed.
compapisen Het digifeh gertificatas. sivbishppes: ormatted fagoprdiag to an x.509
determ ned that the docunent has not been tanpered
standiaid, digdentificationn sredesitiah 300hetiliaes hadidtaveight fdrenat (i.e., much
i dentical and the process then proceeds to bl ock 216,

smafler ent Bizev afidr i(ﬁgﬁéloﬁeﬁﬁ@@@@ te advdnirabadtcaghdeiimiations of
authenticated.[0028] FIG 3 is a diagramillustrating

praties8se8BLad Y iéﬁcﬁ%&érage%lﬁﬁ%ﬂah,abtéqe RA66RE Hekes. The
to f the pr tion

an ehbodi nent sent I nventl on.

colgbfioh b ABrEEIH solar O b iARlPE BRI cd Eno the fect

to _digi tal certificates, which are formgtted according
that gt isnburshép gt tiweiad Plafieramt $yshcas itm Useeadnebig dswige, offers a
utilizes a light-weight format (i.e., nmuch smaller in
veryi usefiliaal for gnablingclkightValvandsommeree oo moloiie: devibes.
limtations of processor speed, nmenory and storage

[o029]ocat i Al shetwnh in AIGDSY] identfivativescredbatigioBdi mailiuetratdd using
the light-weight format of identification credential

an 39@@(6%&&%1& ﬁﬂ&érskhpaﬁaﬂg}udg‘ég 98%#’1‘&'. éﬂléﬁoddﬁj §ﬁ§\?PeiPSXI\a/IIL format,

platform suc he user nobi evice,
t

idemﬁ%(q @%Sé@:dgégalﬁd) ls ﬁ&al%itgcg t@ iaﬁhf(ﬁl/lil fBFngo "HRB5& Skilied in the

relevant art(s) will know that other formats, such as, but not limited to, SOAP
(Simple Object Access Protocol) and SAML (Security Assertion Markup
Language), etc., may also be used.

[0030] ldentification credential 300 comprises a cryptographic processor
identity 302. Cryptographic processor identity 302 includes the public key.
Cryptographic processor identity 302 comprises an identity label 304 and an
identity key 306.

[0031]  Identification credential 300 also comprises a general description of
the cryptographic processor and its security services, identified in FIG. 3 as
<#cryptographic processor> 308. The information within <#cryptographic
processor> 308 is copied from an endorsement certificate (which will be described

below with reference to FIG. 4).
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[0029] As shown in FIG 3, identification credential

300 is illustrated using an XM. (extensi bl e Markup
whangoaged format. Al though shown in XM for maPCT/US2004/025216

identification credential 300 is not Iimted to an XM

format. Those skilled in the relevant art(s) will know

[00% t oth ntflfo hscrea 133?)0 BlH bdéd & @rﬂar”apdemon of a

rrple Ject ccess I ot oco SAM. [ Securit

plaffB36pv Raeel 15 L b %1 0 é@%*&f%ﬁﬁﬁ b4 e 20

cryptographi c processor identity 30

Thepirboeaaion VAR ARy 36515 GMEHEST ST EORBGALE (which will be
Crypt ogr aphi ¢ processor identity 302 conprises an

desctibeti bglovalyvdth Jeferande ato ikdént 41y K#P>3840 [fadizan includes a
Identification credential 300 al so conprises a genera

CedifisstiorPAutHoref (CARused b egtespio thepdentity fridemtification credential
security services, identified in FIG 3 as

30057 ¢hd G%Q%rf f%r %%Fe%e@%hh@é%on-rﬁlﬁpbﬁsofs%ll RAowh! hi n

2HCryp ogra rocessor I's copled from an
or se ertl ica d d
[oo%Rf o 7 et 58 tao?'ewé'a@%%@“ﬁﬁfeaﬁﬁaf??ﬁ%ﬁf@? fdéHerating
. credential 300 also includ t
deligaon srdeliAl 300 ROrIB0J6 i Frpopmsstl the Paggent ihvention.
identified in FIG 3 as <#P> 310. The information
Theninventior#e-nag dimnites! to e @nibasimanpdaserinad berain withatespect to

(which will be described belowwth reference to FIG

flowt)diagféRP 4800 Rathishelt witldeidpparentaotpdréomd iskilled in the relevant
Aut hority (CA) used to attest to the identity of

art('ts?eéﬁérw n‘\qth%r RORMNR Q\Qdeahﬁer‘éﬁ? tRbt CARel Cf[mctéo]nal flow

ust ed i cation purposes is well known.

sl absyto i Ao P ot S B i
ldeﬁgflc%%gdérgggﬁtla? SOb glr?lfleprgrfdrr?]\é% usmg lthe cryptographic processor
and a trusted software stack within the cryptographic processor. The process
begins with block 402, where the process immediately proceeds to block 404.

[0034] In block 404, a new hardware-based identity is established. In one
embodiment, the establishment of the new identity is performed using an
application programming interface or APl. The establishment of the new identity
is an initiation process in which manufacturers of the trusted hardware or third
party testing laboratories provide various certificates indicating that the trusted
hardware conforms to the Trusted Computing Platform Alliance or TCPA

standard, Main Specification Version 1.1b,

www.trustedcomputing.org/docs/main%20v1_1b.pdf (2002). In one embodiment,

the certificates are appended to the trusted hardware. All of the certificates are

then bound into a single identity.
10
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The invention is not limted to the enbodi nent

descri bed herein with respect to fl ow di agram 400.
wRat0kme0542t Wil | be apparent to persons skil | ePICT/HS100€025216

rel evant art(s) after reading the teachings provided

herein that other functional flow diagranms are within

[00?%n300pﬁn .fchﬂecér’(t]ﬁ%} i@n% (ngbfﬁg”lﬁéx%?rtfﬁ%tﬁeél% 3&1‘0’0&1 as an

tification cre I al y perforne

sing t ct 0g I C, hrocessar .t :
Endiipeitent Corbiget TR Erfusisanent EoribidisbtiedBy e spgty that
rocess begins with block 402, where the, process .
endonsedithe elyptqsgrapiie PEoeesserodketodorsemsnt E‘ﬁ“ﬂﬂf@i%'we& but
a new hardwar e-based identity is established. n one .
is retbioditetetd, , a Nl le stibjeict shdeie piiblichkey efvthel enyptographic public
perfornmed using an application programm ng interface

enddrséifibnt ifileatigst abl i shment of the new identity is an
initiation process in which manufacturers of the

[0036}S! ed Rﬁétﬁlé’?‘ré‘erﬂﬁcét?i i§ R IMalfBhi Ted@lRalat omhes Platform
provi de var

lous certificates indicating that the
t ted ' . oo
TGRS Hd skl LRl SRER R gt
the FERO GIDSIPIANPhENQra ARGREL -+ HIE LRATIoR i dhe famare and
appended to the trusted hardware. Al of the
softnareifor thet eryptegentiepragesadn)i nto a single

identity.[0035] One such certificate is a public key

[008%] ti fi CYiéte,arrdtiser kowotificads @ thed @adoenandeer Créderdioe. The
The Endorsenent Certificate is issued by the entity

OFeMehtie GE¥SOItRANISe PHARRSS Mryptbagaphic processor
Co%@%?@?mgswﬁ Fﬁfi cate includes, but is r%%t I ieri t eg

corkgstyl i P Blecle Bont K8 oL g

[00%]2: P §{ ng%ﬁ{:é ! {hieC %te?tifgc%tésh earg ! %E)Lr% Mt eéj e&trﬂgﬁel 'ha-ll:gvef/are-based
identity, the information within the single identity includes, but is not limited to, an
identification of the cryptographic processor, an identification key, information
about the cryptographic processor, such as security properties, hashing
properties, etc.

[0039] In block 406, all of the data gathered in block 404 is collated. In
other words, the data is collected and collated.

[0040] In block 408, an independent, trusted third party, such as a
Certification Authority (CA), receives the collated data and attests to its identity. In
block 410, an attestation check is made to verify that the single identity operates
properly.

[0041] In block 412, the single identity is formatted into identification

credential 300 displayed in FIG. 3. Again, identification credential 300 uses
11
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Credential includes a pointer to the endorsenent
certificate that uniquely identifies the endorser of

wo b@spb@tf orm and the nodel (i.e., the revisi oPCDUS100€025216
hardware and software for the cryptographic
processor). [0037] Yet another certificate is the

haldvdrelsaRRee t@sﬁgérﬁrbééntiawetocﬁﬂﬁﬂv@ﬂ@ tfls@fSAkihess of mobile

asserts that e named cryptographi c processor

co@%i#ﬁ@ﬁéﬂh t he TCPA specification. [0038] Once the

és are bound into a single hardware-based

identity, the informatjion within the single identit
(00421 " e Ceriain FSPREE 91 BmbSdmettssal s Resari dbvamichy may be
. the cryptographic processor, an identification key,
implamented iusincierdwalee saftyyaregoaphiconphinrlias dheresfi @mdagay be
security properties, hashing properties, etc. [0039] n
imple&hntdd @ oaklorahoteheomputergayistems driothét prdcedbitigi systems. In
collated. n other words, the data is collected and '

fact ah lodleesmbb &R, thelthetlodd A8ay BB impRERENEE Hh prég'zr‘éﬁ’isﬁé'xecuting
third party, such as a Certification Authority (CA),

r ' ; t sat ; i, t
on G Fh=blY gt 5uth &, SRR, bF Sicfichan) ‘Pmputers. personal
. verify that ingle itdentit rates properly. .
digighasystn GelRsh soe o bERTY bR b RoNBS, B gther plectronic
into identification credential 300 displayed in FIG
decesdhatheachidnglude @apranessp e ryRIPgrARhIC coprocessor, a storage
useshar dwar e- based, trusted credentials to inprove the

medium treadablenby thefprooésdos arahthaicoptaamssor [i60k@ng volatile and
Certain aspects of enbodi nents of the present

noh-VeRiild Aierdy Qﬁ/bﬂﬂb%@é%éﬁé)} Ght el \glesinp &DHEVIBE £and one
or a conbi nation thereof and may be

or more output devices. Program code is applied to the data entered using the
input device to perform the functions described and to generate output
information. The output information may be applied to one or more output
devices. One of ordinary skill in the art may appreciate that embodiments of the
invention may be practiced with various computer system configurations, including
multiprocessor systems, minicomputers, mainframe computers, and the like.
Embodiments of the present invention may also be practiced in distributed
computing environments where tasks may be performed by remote processing
devices that are linked through a communications network.

[0043] Each program may be implemented in a high level procedural or
object oriented programming language to communicate with a processing system.

However, programs may be implemented in assembly or machine language, if

desired. In any case, the language may be compiled or interpreted.

12
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i npl enmented in one or nore conputer systens or other
processing systens. n fact, in one enbodi nent, the
woreihoas42ay be i npl emented i n prograns execut POLUSIN04/025216
programmabl e machi nes such as nobile or stationary
conputers personal digital assistants (PDAs), set-top

[0 dlﬂg CElbytat lﬁSQhRﬂBﬁQQﬁa 3 ueklhab éﬁt%@téoqerf‘eral purpose or

i ces that each include a processor, a cryptographic

Sp%s‘ﬁ%%@@@%?ga%r&@?ié'ﬁé%ﬁfgtoéiﬁ?@%!” 9 ?’?@f'ghﬁﬂé’é‘ S ths 7 o o
peffRtn, MsumeiBos c3eSerRoan bt mordies R BRY. Ll aBethods: may be

Program code is applied to the data entered using the
perfaged deyispecifie perdvart comppnastsi 81al erryain headwiied tlegic for
generate output information. The output information
perfasming dipg! methdds, core yr any ecomibipatiordesfi pesgra@maedf computer
ordinary skill in the art may appreciate that

coRipeAshteand cobton ®atdwaret EempbB¥ntae vh@%etﬁedsvuetsbnbed herein
varl ous corrput er syst em confl guratl ons, i ncl udi ng

e PEFEEESRE L3Ry BLRLSATMAGEE ATl BB o machine
AL Ay Bl AN orpiiogor

renot e proceSS| ng devices that are |inked throu% a

a Rf@ﬁ%ﬁmgz§V$’f@ﬁ50rr1@fthﬁbﬂ@c'ﬂ[0@€£‘4§?w%é¢l perfegndhe magthpes. The term
i mpl emented in a high | evel procedural or object

“machinet reddpblegmendiimgol dmgehinpe accessibtemediten’wisdd herein shall
processi ng system However, prograns may be

inclutd &g hestiim ﬂﬁeﬁelé‘,b'cﬁpablen@ﬂ‘stﬁﬁnd;adihglemgdlrigf a sequence of
desired. n any case, the |anguage may be conpiled or

lns'trﬂhﬁérﬁg ﬁfre&ewﬁélrgb}/ RO M Rind ahb Lfflét' et Mraliifg té ?)erform

ause a general -purpose or special - purpose processi

h m
a%éﬁtﬁiq 1he RiethBeR HREE TR ol "The olnfs r%@wnstf?eéé*@e medium’
t he net hods rm% e ... . .
and “machine accessible medium” shall accordingly include, but not be limited to,

solid-state memories, optical and magnetic disks, and a carrier wave that encodes
a data signal. Furthermore, it is common in the art to speak of software, in one
form or another (e.g., program, procedure, process, application, module, logic,
and so on) as taking an action or causing a result. Such expressions are merely a
shorthand way of stating the execution of the software by a processing system to
cause the processor to perform an action or produce a result.

[0045] While various embodiments of the present invention have been
described above, it should be understood that they have been presented by way
of example only, and not limitation. It will be understood by those skilled in the art
that various changes in form and details may be made therein without departing

from the spirit and scope of the invention as defined in the appended claims.
13



performed by specific hardware conponents that contain
hardwired logic for perform ng the nethods, or by any

wa@ orobiozss: on of programmred conput er conponent SPERUS2004/025216
cust om hardwar e conponents. The nethods descri bed
herein may be provided as a conputer program product

Tht& %e{?"féﬁﬁfh‘éﬁtﬂ& GBI Sre58 lﬁ%ﬁhd'h‘ié'hé{!m "h%\l‘ 'b‘églmned by any

store ereon |nstruct| ons t be used

g I ehect Vi

of e paPPuF AEPRISE oS ﬁf'ﬁéﬁr@fﬁé?%mcmbﬁé %@f’a“é bﬁé bfined in
medi uni' o ne a Gcessi medi yni sed herei n

acddpnos W@FJB%WM&%W {hel CQMARESof storing or
encodi ng a sequence of instructions for execution by
t he machi ne and that causes the machine to perform any
one of the nmethods descri bed herein. The terns
“machi ne readabl e nedi unf and "machi ne accessi bl e
medi unt’ shall accordingly include, but not be linmted
to, solid-state nenories, optical and magnetic disks,
and a carrier wave that encodes a data signal.
Furthernore, it is common in the art to speak of
software, in one formor another (e.g., program
procedure, process, application, nodule, logic, and so
on) as taking an action or causing a result. Such
expressions are nerely a shorthand way of stating the
execution of the software by a processing systemto
cause the processor to performan action or produce a
result. [0045] Wil e various enbodi nents of the
present invention have been described above, it should
be understood that they have been presented by way of
exanple only, and not limtation. t wll be understood
by those skilled in the art that various changes in
formand details nay be nade therein w thout departing
fromthe spirit and scope of the invention as defined
in the appended cl ai ns. Thus, the breadth and scope of
the present invention should not be limted by any

14
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of the above-described exenplary enbodi nents, but
shoul d be defined in accordance with the foll ow ng
waeb@sososand t heir equi val ents. What s C ai med | BCT/USA04/025216
met hod for assenbl y-signature conprising: enabling
sel ection of a document to be el ectronically signed by
;i rusted conputing device; calculating a
Wlﬂa ﬁ%or t Z ‘docunent; encrypting the hash with a
private key of the user to create a digital signature;
and sendi ng the docunent, an identification
credentjal, and the di |taI nature to a recipient
1. comPupethgd J@Q?%@emWeﬁ‘&‘ﬂu’E%%‘J BERBE i cati on
credent| al conprises a digital file used to
cr ypnalgjingpselectianofia dacumenbld ke letactiopicay signesl by a user via a
trusted hardware attributes relating to the identity

trustedtdoenputingt deicgnput i ng devi ce, and wherein the
reci pi ent conputing device resides on a network. 2.

Thecéﬂemlaﬂﬁ &f hddrofthe MB&Erﬁéﬁtthe trusted conputing
eV| ce con%rl ses a nobile device. 3. The nethod of

a . .
%@%{ﬁptlrﬁl%gf H%ér{‘ f‘r{ bﬂq%félo }Rbk fdﬂ}é %%e g%'lee%?% a digital
trust ed cellular phone, a trusted per sonal d| gital
signalLre; (PDA), and a trusted |aptop. 4. The nethod
of claim, wherein the identification credential =
conggndieg the degwnent amidentiicatiossaedentiat: ang theadigitgl signature
identification |abel and an identification key.5. The
to areétipignd fcompaiting, desvice, avheremethedidentificationi aredential comprises a
credential conprises a general description of a

dig%?l}}’ﬂ@%ét%’éﬁﬁbi Sty PlogFsticHllyaAd thgulsIRCKEY o/ si5édifid &8S8ted hardware

!

attributes relating to the identity of the trusted computing device, and wherein the

recipient computing device resides on a network.

2. The method of claim 1, wherein the trusted computing device comprises a

mobile device.

3. The method of claim 2, wherein the trusted mobile device comprises at

" least one of a trusted mobile computing device, a trusted cellular phone, a trusted

personal digital assistant (PDA), and a trusted laptop.

4, The method of claim 1, wherein the identification credential comprises a
cryptographic processor identity having an identification label and an identification

key.
15
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by the cryptographic processor. 6. The nmethod of claim

1, wherein the identification credential conprises a
w@emwsnais4zescription of a trusted pl atforn devPCEUS204/025216

security properties for the trusted platfornidevice.

7. The nmethod of claim®6, wherein the general

description of the trusted platfornfdevice and the

security properties includes a name of a Certification

Authority used to. attest he. | dent | f . .
5. 1 achs mepict SRR ey M ddifbatch Zadsifiel sgmegises a
secure storage nediun1havingQa pIuraIi%y of chi ne
gengtaledesasipdion i e eryPiagFAPNIGRE e s$ORRBH ésecHal srvicgaoffered
are executed by a processor, the instructions provide
by thercrgpiagraptic pedassispbbn of a docunent to be
el ectronically signed by a user via a trusted
computi ng device; calculating a hash for the docunent;
encrypting the hash with a private key of the user to

6. ¢f dé(; rqt?eltﬂbaiéf%laﬁﬁ qn H’ér@iq ’f’rfé;;]o}?it?ﬁb%ﬁ RecdiiidMBnprises a

an | I cation credentia he digital

sighature . to a.recipien [ ice,. . [ 0
gerien e BaieRoft Br GUSeBr pETAEVRE A8Y Gl Biidibd for the

used to cryptographically bind a public key to
tru%@@@iqﬁ%wg@g@%d hardware attributes relating to the

identity of the trusted conmputing device, and wherein

the recipient conputing device resides on a network.9.

The article of claim8, wherein the trusted conputing

7. devilge meimpdi s lsAmt 61 timsteimothid getevalcdesckiptionhef the trusted
article of claim9, wherein the trusted nobil e device

plat‘g&‘f‘ﬂi’/ﬁb\?'i%é 8hd 'tﬁéséed&:?‘i%/ Hrofertied SherideBba | fark@ng¥uli O@rtification

evice, a trusted cell'ular phone, a trusted
Authority used to attest to the identity of the identification credential.

8. An article comprising: a secure storage medium having a plurality of
machine accessible instructions, wherein when the instructions are executed by a
processor, the instructions provide for enabling selection of a document to be
electronically signed by a user via a trusted computing device;

calculating a hash for the document;

encrypting the hash with a private key of the user to create a digital
signature; and

sending the document, an identification credential, and the digital signature
to a recipient computing device, wherein the identification credential comprises a
digital file used to cryptographically bind a public key to specific trusted hardware
attributes relating to the identity of the trusted computing device, and wherein the

recipient computing device resides on a network.
16
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personal digital assistant (PDA), and a trusted
| aptop. 11. The article of claim8, wherein the

WO desbedsuzati on credential conprises a crypt ogprEpOBsm04/025216
processor identity having an identification | abel and
an identification key. 12. The article of claimS§,
wherein the identification credential conprises a
general description of a cryptographic processor and

t hesecur.ity Vi r c

9. pr obasaiciolo ata HvRpl §R BabAeSiRS APtk Coomerises a
i dentification cr edentl al conprises a general

trugfeddppipile daviee- a trusted pl atform device and security
properties for the trusted platformdevice. 14. The
article of claim8, wherein the general description of
the trusted platform device and the security

10.pr OPRé tridle iofelaiges, wherairethef trast€dmolbilecdévioe comprises at least
Authority used to attest to the identity of the

oné B4 itFuted | MBpite {BBULRY- ddvice AanRiSed SllulSiePROAS, BOtrusted

an identification |nfras ructure

B A R LR SRR B 7, 2

identity conprises certificates bound together,
wherein the certificates indicate that the trusted
hardware conponents conformto a Trusted Conputing

11.P| aTherantiplel phebain( $cwk)er@rnaﬂr@ardﬁntl®@ahm“ctqr@@eramﬂ comprises a
collating all of the data for the single newidentity;
cryptoytapliictgrecesddradentity abringaraideatificdtioralabehard ihddentjfication
to attest to the identity of the data; perform ng an
ke@ttestation check on the data to verify the operation
of the single newidentity; and

12. The article of claim 8, wherein the identification credential comprises a
general description of a cryptographic processor and the security services offered

by the cryptographic processor.

13. The article of claim 8, wherein the identification credential comprises a
general description of a trusted platform/device and security properties for the
trusted platform/device.

14. The article of claim 8, wherein the general description of the trusted
platform/device and the security properties includes a name of a Certification

Authority used to attest to the identity of the identification credential.

15. A method for generating an identification infrastructure comprising:

17
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formatting the single newidentity into an

identification credential, wherein the identification
wee@denisinl i s based on trusted hardware to i npCDUS2004e25216

trustworthi ness and security of network

comuni cations. 16. The nmethod of claim15, wherein

eCSBELnG SrpRorY ety e ap Slocnat e Soponent,

ndor.senent i denti f . ' :
whERAARS ol BERTbe Aty Bulise s R ERERE bR RERIAGE whgrein the
oo 8 Ut T GETRIREBrofa ArREBp s Saloh o 8 Trste
including a pointer to the endorsenent certificate
Comptingdiatform édlianceddfdtA)atardard; pl at f orm and a
pl at form nodel of the platform wherein the platform

conpélisptingarcbegliatiag tallaff thd datar fos thsl singfelnawddentity;
conmponents; and a conformance credential certificate,

t heséﬁdﬂﬁ@ftﬁ@%ﬁat%e&aqattb al Céﬁiﬁbéiﬁ{br? Alugh G 26 bittest fogﬂe identity

the cryptographic processor conplies with a Truste
jng Platform Al liance (TCPA) specification. 17.
Oftgé%rét hod of claim15, wherein the identification

1cRO oG A G 8RR ECk G Flse OPic T VA g operation of the

_identification key, a general description of the

singleymew ddepily;canst ocessor and security services of fered
by the cryptographic processor; a general description
of fortratiivice thepsimgleo neivdidentity iatal aneidaniifigatipnogredenta, wherein
for the trusted pl atfornfdevice, wherein the general

thedqgentifRiation efedditial rigsbased! 8h f auSIdEe Hap8wars! to improve the
security properties includes a nanme of the

trugtﬁfom@jl at%ﬁd‘s@bﬂrﬁ?@fh¥tv6b?§‘?:ohﬂn@ﬁib§ﬁ6n§.° the identity

16. The method of claim 15, wherein the certificates comprise an endorsement
certificate having a public key of a cryptographic public endorsement identity for a
cryptographic processor, the cryptographic processor being one component of the
trusted hardware components;

a platform credential certificate, the platform credential certificate including
a pointer to the endorsement certificate that identifies an endorser of a platform
and a platform model of the platform, wherein the platform comprises a
component of the trusted hardware components; and

a conformance credential certificate, the conformance credential certificate
asserting that the cryptographic processor complies with a Trusted Computing

Platform Alliance (TCPA) specification.
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18. An article conprising: a secure storage nedi um

having a plurality of machi ne accessible instructions,
wob@seessnhen the instructions are executed byP@r/US2004/025216

processor, the instructions provide for establishing a

single new identity based on trusted hardware

17.0Omﬁgﬁﬁéﬁodwjg%iaﬂhm,%érbmﬂh@ iA8MificdBBh ¥ SR EbEPFises:

certificates bound together, wherein the certificates

Ll S A SRS e o

., Sspecification; collecting and collating all of the
'de&?lﬁ%?tmk%e single new identity; sending the coll ated

data to a Certification Authority to attest to the ]

i dedtgangrak despsiptian f the cryptaoraphit prrcessorandsesHEbkServices

on the data to verify the operation of the single new
offerdeity the crgptbgraphiapracegsohie single new identity into

an identification credential, wherein the

| deptddricial bescriptiofest & atusted isesinfaelicd sé@dirﬂy\@frsperties

to inprove the trustworthiness and security of networ

forfﬁ@mﬂéfeﬁ P%@@?%%Vl%?i @éél’éeﬁlll gcng géﬂ@rbmdﬁécnw ?gtrlge trusted

e cer orsenent cer

Vi a publjc key of a crypt.ographic public o
plafiRipRbufeh endisatinty Pubesties yBELERS A B0 cs e, Certfcation
t he cryptographi c processor_ being one conponent of the
AuthQéY B8O BHEFIdOdBRISANGAL 8f the GRtaL f or m or edent | al
certificate, the platformcredential certificate
including a pointer to the endorsenent certificate
that identifies an endorser of a platformand a

18p! aphoaric @@mpifsingle #|ddups rstomfter enaditime haviagf ar plurality of
conprises a conponent of the trusted hardware

matAIfRCAERs3ible instructions, wherein when the instructions are executed by a
processor, the instructions provide for establishing a single new identity based on
trusted hardware components, wherein the single new identity comprises
certificates bound together, wherein the certificates indicate that the trusted
hardware components conform to a Trusted Computing Platform Alliance (TCPA)
specification;

collecting and collating all of the data for the single new identity;

sending the collated data to a Certification Authority to attest to the identity
of the data;

performing an attestation check on the data to verify the operation of the
single new identity; and

formatting the single new identity into an identification credential, wherein

the identification credential is based on trusted hardware to improve the

trustworthiness and security of network communications.
19
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a conformance credential certificate, the conformance
credential certificate asserting that the

wa@eoosegraphi ¢ processor conplies with a TrustBdI/US2004/025216
Conputing Platform Al liance (TCPA) specification. 20.
The article of claim 18, wherein the identification
credential conprises: a cryptographic processor
identity having an identification |abel and an

19! de‘?’béférﬁaﬁ (9’”0I5|ﬁ¥483wﬁ’1%?égathedcee?ﬁir ideftbd 08 ns% $h endgrsement

cryp ogra rocessor and seécUrity services o

A r roces eneral descript.ion,.
corgfioaferhaidn bi??@e/ré*@ewe ﬁaﬁggeﬁpte@darmﬁﬁﬁ igentity for a
for the trusted pl at f or nf devi ce, wherein the genera
crygtagrAphici FACeISOr HidetGryRicsrmpia presassaebeing airicomponent of the
security properties includes a nane of the

trugiedthdrdwate compondtsi ty used to attest to the identity
of the data. 2 . A system conprising:a processor

syshemtidrie crydepassesrtifysibe fd Brdtf@ﬁhr@‘eéeﬁtrédme?ﬂﬁ@@é“lﬁbludlng
coprocessor having a trusted software stack, the

a fdine @&&ﬁgféneo%égﬁmeée?ﬁﬁcé}a%épﬁem.ﬂéé%91. ﬁéér\éfar %f a platform

stac I'tng the generation o dent| | cat

o SR oL B g AR SHHREE B A Bk hses &

i dentit Eased on trusted hardware corrponents wher ein
ComH%n%ntr%ﬂf e HiRiq I@ff’?"@‘aéeﬁ’;ﬂqn@8§scert i ficates bound
together, wherein the certificates indicate that the
tr uamafmmr@ed@m wenificatey rthereanfermanbeusreddntial certificate
Computing Platform Alliance (TCPA) specification;

asgepling that theartyptegraphicngratessof cohmlidatwitit er Tridsted Computing
single new identity;

Platform Alliance (TCPA) specification.

20. The article of claim 18, wherein the identification credential comprises:

a cryptographic processor identity having an identification label and an
identification key;

a general description of the cryptographic processor and security services
offered by the cryptographic processor;

a general description of a trusted platform/device and security properties
for the trusted platform/device, wherein the general description of the trusted
platform/device and security properties includes a name of the Certification

Authority used to attest to the identity of the data.

21. A system comprising:

20
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sending the collated data to a Certification Authority

to attest to the identity of the data; perform ng an
w@rasse@st on check on the data to verify the OPEr/EB10041025216

of the single newidentity; and formatting the single

new identity into an identification credential,

m%eggacaé%%g dsr}iéiérﬁ' Ocﬁé' de‘efsﬁ Iy‘g?ém' CRRAS &Ncryptographic

trust e to inprove the stwor t hi ness™ an
cofRgRhorn AR Fel e ot e JRpiebLap HobRssor and
theciypled roaBIaTe S STEIRGARS GRBRTaRoaan (ehtication credentia,

crypt ographic processor, the cryptographic processor
meblemdwgar@mecaﬂngoﬁh@nde@ﬁflqaﬁentqre@erﬁwl pamiaing:

conponents; a platformcredential certificate, the

pl at f or mestablishingah sigle f hewt &antity ushseg rpdirudted hardware

the endorsenent certificate that identifies an

e”dE?ﬁ?anﬁtsaMMe?élﬁ%Wg?lé rﬁ%\ﬁtlcﬁé’r'it %ﬁﬂins@fs éé‘rﬁflcates bound

p at m whérein the platform corrp ses a conponent

us war e n f c
2"V P, O S bREREE e, R APE oo
certificate ass t|n rocessor
conBPTBeNIEHCaToMIoed DR IGRITBLER araarh Aligace (TCPA)
(TCPA) specification. 23 The systemof claim2 ,
whespegifieation; denti fi cati on credential conprises: a
cryptographi c processor identity having a

i denti fi calteating lamidetollatidg all of destlafa foathesingkynew identity;
general description of the cryptographic processor and

securi t ysafdiMg @88 cofldetesatvotd Ecttifidtion ARrRbAty to attest to the
pr ocessor;
identity of the data;
performing an attestation check on the data to verify the operation of
the single new identity; and
formatting the single new identity into an identification credential,

wherein the identification credential is based on trusted hardware to

improve the trustworthiness and security of network communications.

22. The system of claim 21, wherein the certificates comprise an endorsement

certificate having a public key of a cryptographic public endorsement identity for a
cryptographic processor, the cryptographic processor being one component of the
trusted hardware components;

a platform credential certificate, the platform credential certificate including

a pointer to the endorsement certificate that identifies an endorser of a platform

21
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a general description of a trusted platfornfdevice and

security properties for the trusted platforn device,
wob@so2es41 he general description of the trusteRCT/US2004/025216

pl atform device and security properties includes a

name of the Certification Authority used to attest to
andh@ Iphftfdrht YnBlelt I B8R Blatform, wherein the platform comprises a
component of the trusted hardware components; and

a conformance credential certificate, the conformance credential certificate

asserting that the cryptographic processor complies with a Trusted Computing

Platform Alliance (TCPA) specification.

23. The system of claim 21, wherein the identification credential comprises:

a cryptographic processor identity having an identification label and an
identification key;

a general description of the cryptographic processor and security services
offered by the cryptographic processor;

a general description of a trusted platform/device and security properties
for the trusted platform/device, wherein the general description of the trusted
platform/device and security properties includes a name of the Certification

Authority used to attest to the identity of the data.
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