1 SYSTEM AND METHOD FOR SECURE RECORD PROTOCOL USI NG SHARED KNOW.EDGE OF
MOBI LE USER CREDENTIALS 5 [0001] The present disclosure relates generally
to secure record protocols, and in particular to secure record protocols
for conmunications between a client and a server. [0002] Secure

communi cations are inportant when sendi ng ?any types of 10 information
between a client and server. For exanple, tinancial information, health

i nformation, electronic nmail, anbong others need to be Erot ected, both by

ensuring data aut henti ciS¥SHAM ANDMETHOD QR SEGURE BDi on of the
data. [0003] Var iRROTQLOLIUSING SHARED KNOWHEDRGEIOE MQBLE USER

comuni cations. One 15 exanpl e i nvol GREDBANTIARSOf client and server
certificates. However, as will be appreciated by those skilled in the art,
it is digficult for a donmain owner such as <carrier or enterprise to manage

client certihpegifse Efbs%n%is%f&suﬁj@\"élﬁ%sl SSRESIAD YecUtB88:4agrEld By, af@vhCe

is a nobil e device. urther, the installation of these client <certificates

on a nobi | e mEltWer imsetwe secdrdl pretagioryfor egimetiinisati@s peeesin Actientrand ae
solutions include the use of a shared secret where the shared secret or
part of it %W over the air between a client and server prior to the

establ i Shrfer[boo:z;j Sdrureeowimdnichtomnehre %dﬂédtvﬂ%rﬂ@éﬁcﬁﬁ{;%ﬁﬁa typBs®fover the
air transfer of shared secrets could result in data integrity being
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aut henti cate %ﬁgé'ﬁﬁmgﬁ gﬁb%igﬁf?%réf{cmhﬁ%lﬁ%ﬁ@ﬁg/??@gbelgégﬁ b}?@’dg&é%%ebrqtg br3’r{0bi | e
server. The emuling daky abthdmisiy and istearisd and through encryption of the data.

[0003] Various solutions exist to provide such secure communications. One

15 example involves the use of client and server certificates. However, as will be
appreciated by those skilled in the art, it is difficult for a domain owner such as
carrier or enterprise to manage client certificates on a client device, especially
when the client device is a mobile device. Further, the installation of these client
certificates on a mobile device involves challenging logistics.

20
[0004] Alternative solutions include the use of a shared secret where the shared
secret or part of it flows over the air between a client and server prior to the
establishment of the secured channel. As will be appreciated, this over the air
transfer of shared secrets could result in data integrity being compromised.

25
GENERAL
[0005] The present system and method may provide a lightweight security model
for the establishment of a secure, authenticated record protocol between a device
client and a generic mobile server. The method may be based on shared

30  knowledge of mobile user credentials such as a user password or any other

secure parameters provided off-line at device or mobile user registration.

[0006] The system may involve a client key generator (CKG) that uses predefined
security algorithms to generate public and private keys from an input token in a

35  single key pair encryption methodology, or to generate device client public and



30 know edge of nobile user credentials such as a user password or any
other secure paraneters provided off-line at device or nobile user

regi stration. (0006] The system may involve a client key generator (CKG
that uses predefined security algorithns to generate public and private
keys froman input token in a 35 single kfy pair encryption nethodol ogy,

or to generate device client public and 2 “private keys and a server public
key fromthe input token in a dual key pairs solution. It should be noted
that the serp@@aipkeyasadieseryenpublickeatom therinpoltokee in 8 sy@bke PRGBS pr oduce

the server publjc k ' e he. cl i ent | Ir 5
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generate a public and private key fromthe input token in a single key
pair sol uti cN@R@Mme¥erver public key, a server private key and a device
client public key fromthe input token 10 in an dual key pair solution. It
shoul d bé noted that the client private key generated as a part of the
sequence t o [pootuTiee sisteni maptfudbdt inclukeya ssriiOKey epepessdr (SKEhtha eseera
runtinme environnent. [0008] The present, disclosure therefore na rovi de a
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credential, conprising: a client, said client having: a conmunications
subsystem £Xposeede die sarjer suntinge comfonineate with said

[0008] The present disclosure therefore may provide a method for secure record

15  protocol in a system with a server and a client, comprising the steps of: utilizing a
mobile user credential as an input to a key generator, said mobile user credential
being known to both said server and said client; generating one or two public key-
private key pairs based on said mobile user credential input; and sending a
message signed with a private key.

20
[0009] The present disclosure may further provide a system for secure record
protocol using a mobile user credential, comprising: a client, said client having: a
communications subsystem; a processor adapted to communicate with said
communications subsystem; a memory adapted to store an input created from

25  said mobile user credential; a client key generator, said client key generator being
provided with the input and adapted to generate one or two public key-private key
pairs; and an signing/verification module, said signing/verification module
adapted to sign a message with a private key generated by said client key
generator; and a server, said server having: a communications subsystem

30 adapted to communicate with said client communications subsystem; a processor
adapted to communicate with said communications subsystem; a memory
adapted to store an input created from said mobile user credential; a server key

generator, said server key generator being provided with the input and adapted to



comuni cati ons subsystenm a nenory adapted to store an input created from
25 said nobile user credential; a client key generator, said client key
generator being provided with the input and adapted to generate one or two
public key-private key pairs; and an signing/verification nodule, said
signing/verification nodule adapted to sign a nessage with a private key
generated by said client key generator; and a server, said server having:
a communi cations subsystem 30 adapted to communi cate with said client
conmuni cat i dIRNAIE9RE enfwa ppblic kek-orivatgdeit leairs; @ndamsigniwyerificeiior ai d
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two public key-private key pairs; and an si gnl ng/ verification sai d
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gener at ed by, I nerator, wherein said client key generator
and saig S r"’\s'/@r’%@@ iegfgrﬁltIedr%‘z%lﬁcggﬁ'are adapt ed to produce identical private

key-public key 5 pairs for an identical input. BRI EF DESCRI PTI ON OF THE

DRAW NGS [ O i 1]l _he better understood with

ref erence t%ﬁﬁ%ﬁﬁ;@b'ﬂﬁ*ﬁé%%%mﬁge 1 is a block diagramof an
exenpl ary dqgpfe 'ﬁﬁ@]ﬁ&é&n@d%b[&h?e KR be Ritter SAHESKERY mthlrbf’ér@@c@tociueent key
generator and a’server key generator; Figure 2 is a block diagramof an

exenpl ary deirawmgﬁmvwmgha dual key pa| r solution utilizing a client key
generatqr, and a rver er.at or ure 3 |s dat af | ow. di
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sessi on; Fi @#iesdution atlm@h@élmnﬂk@;ag@ﬁb@torsaﬁ@b%ewéra(efw réﬁir\/\leen a
client and server. for the activation of a session; and is a block

di agram of an exdriguse ¢ ifehipek diagiram. of an exemplary device showmg a dual key
pair solution utilizing a client key generator and a server key generator;

Figure 3 is a dataflow diagram of sample data flows between a client and
15  server for the activation of a session;
Figure 4 is a dataflow diagram of sample data flows between a client and
server for the activation of a session; and

Figure 5 is a block diagram of an exemplary mobile device.

20 DESCRIPTION OF PREFERRED EMBODIMENTS
[0011] Reference is made to Figure 1. Figure 1 illustrates a block diagram of a
simplified server and client adapted to be used in a single key pair encryption
scheme. The system includes a server 110 and a client 150. Sever 110 includes
a communications subsystem 112 adapted to communicate over a network with a

25 client 150, and in particular with a communications subsystem 152 on client 150.
As will be appreciated by those skilled in the art, the network over which
communication occurs can be any network, included wired or wireless network. In
one example, communications subsystem 152 is adapted to communicate
through a wireless network such as a cellular network or a wireless local area

30 network (WLAN) with a base station or an access point, which then connects
through a series of system components such as a packet data serving node,

through the internet to server 110. Other examples of communications would be



20 DESCRI PTI ON OF PREFERRED EMBODI MENTS [0011] Reference is nade to Figure
1. Figure 1 illustrates a block diagramof a sinplified server and client
adapted to be used in a single key pair encryption schene. The system
includes a server 110 and a client 150. Sever 110 includes a

communi cati ons subsystem 112 adapted to comuni cate over a network with a
25 client 150, and in particular with a cofmuni cat i ons subsystem 152 on
client 150. As will be appreciated by those skilled in the art, the

net wor k overknawrcle thesarslilieddn ittvm adcrat theqaresert anpficaionis ROt MABNLGLRE wi r ed
or wireless k. In_,one exanpl communi.cations subsystem 152 is
adapted to é@ﬁ@%ﬁﬁ%%?%pa?WP%ﬂéﬂmﬁyaf?%meﬁﬁ“ﬁ%Faﬁrk such as a cellular
network or a wireless |ocal area 30 network (WEAN) with a base station or
an access point, which then connects through a series of system conponents

such as a pdeRHd] Seivar 440 Juntheripaddes anreggssarnbl 4 adantad do ComyayRigateyidh
O her exsrrpltﬁé c%‘nrﬁ%@%ﬂ&r?@%& ér}éxé/}ﬂ“h‘é. be 4 known to those skilled in the
icalio

art and fhe present app I'S not neant to be Ilimted to any
particul ar node of comrunications. [0012] Server 110 further includes a

processor 114 adapted to comuni cate with 5 the conmuni¢ati ons suhsystem
112. [0013] [BPBILLosrsaar4l 4 gléowmmw@atee%wmﬁ\@rrnsm%mfﬁ%st%&ﬁqpﬁ%ed
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of menory applie conput er systens a vices. 10 [0014] Processor 114
furt her conmppliedttesompterasyistemaghdetaevi¢esat i on nodul e 120. In the system
of Figure 1, signing/verification nodule 120 is a single key pair

si gni ng/iseri fication nodule. 15 [0015] A server key generator 125 is

adapted to po@Md]FrosessumEl4Rither eafrindihicaleEulith 3 3{rihdNetification module
signing/verification key necessary to either sign an outgoing nessage or
verify an i A@8ni Inghesysigge of Figuredt, wgnipglyvegiiertian mody 0 g single key

pair signing/verification module.

15 [0015] A server key generator 125 is adapted to provide signing/verification
module 120 with the signing/verification key necessary to either sign an outgoing
message or verify an incoming message. The server key generator (SKG) 125 is
further adapted to communicate with memory 116 in order to receive an input
token from memory 116.

20
[0016] The input token for SKG 125 comprises a mobile user credential that is
known to both the server and the client. This could include credentials such as a
user password or a secure code provided offline at device registration. Other

examples of mobile user credentials would be known to those in the art.

25
[0017] SKG 125 utilizes input token from memory 116 to create both a public and
a private key in a preferred embodiment. The private key is used for decrypting
incoming messages and the public key is used for encrypting outgoing messages
in the preferred embodiment.

30

[0018] SKG 125 further preferably includes domain owner parameters built into it.
A wireless domain owner such as the carrier or the enterprise sets these domain
owner parameters prior to deployment of SKG. SKG 125 combines the domain



further adapted to conmunicate with nmenory 116 in order to receive an input
token fromnenory 116. 20 [0016] The i nput token for SKG 125 conprises a
nobi |l e user credential that is known to both the server and the client.
This could include credentials such as a user password or a secure code
provi ded offline at device registration. her exanpl es of nobile user
credentials would be known to those in the“art. 25 [0017] SKG 125 utili zes
i nput token frommenory 116 to create both a public and a private key in a
preferred endd¥aehRaremetaes hiq with dhq dyputdokereepceieddsemypemegy 116doaTdey to
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dormai n owner paraneters built intoit. A wireless domain ower such as the

carrier or the e%{_er pri %e sets these domain owner paraneters prior to
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the input t i p1elg ; e public
key 130 gndcét?ﬁfebdﬁrl va@ﬁgég%g. 4%0’&%5@ ﬁagd@% |tr\{‘}éﬂso(ﬁqﬁﬁrﬁlﬁg%'atoken and
domai n ownerpgramsiese Onei iathe gersrationarftparpmetard fiomitioy denmmécaniney. Ther e
are different ways of m xing thes ters,. One is th ner at,i of
paraneters f%ﬂ?ﬁ@sdﬁ%ﬁ’ﬁo Wpﬁpgmﬂ@%&”ﬁ&{mf@?% @S BéﬁgA
(Digital Si mﬁg&g@rﬂi&pméchamslﬁwgn bR B3Ad dreieSARPEAld WBbEREh#Hes M Can be
found on the w ki pedia web site under "Dig ital _Signature_ Al gorith nf. 10

[0020] As debBigitaheSBignaturaeAlgorittune above, (p, g, g, y) is a public key and
(x) is a0 private key where:

[0020] As described in the article above, (p, q, g, v) is a public key and (x) is a
private key where:

p is order of a cyclic group Zp*

q is order of a cyclic subgroup Zg* of Zp* (g divides p)
15 g is a generator of cyclic subgroup Zg*

y is an element in Zg* such that g* = y.

[0021] As will be appreciated, p, q, and g define algorithm parameters, and y is
what defines public key.

20
[0022] Normally, p, g, and g are public. However, in the above, p, g, and g can be
a secret algorithm parameters set derived from domain owner credentials. Then x
(private key) will be derived from subscriber password, and y will be calculated as
y = g". Note that p, q, and g should be the same on both sides.

25

[0023] In another exampie, a 2-phase process could be used within the CKG and
SKG, where at the first phase the process applies a transformation to the input
token using a key derived from domain owner parameters. Again, this key can be
setup in CKGs securely prior to their deployment onto devices. Using this

30 approach at the 1st phase the process generates a new input key (with better

entropy) and will feed this key to key pair generation in the second phase.

[0024] As will be appreciated by those in the art, other possible scenarios exist.



p is order of a cyclic group Zp* q is order of a cyclic subgroup Zq" of Zp*
(q divides p) 15 g is a generator of cyclic subgroup Zg* y is an el enent
in Zg~ such that g" =vy. [0021] As will be appreciated, p, g, and g define
al gorithm paranmeters, and y is what defines public key. 20 [0022]

Normal ly, p, g, and g are public. However, _in the above, p, g, and g can be
a secret algorithmparaneters set derived ?ron1dona|n owner credentials.
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depl oynent di a@@\)’i’*ﬂ'\e%m PRYg1¥%i s 30 approach at the 1st phase the
process generates a new input key (with better entropy) and will feed this
key to key pair generation in the second phase. (0024] As will be
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gener at or 0 Crea
be identical to private key 132.

[0027] In operation, an input token stored in memory 156 is input to the CKG 165.
Preferably the domain owner parameters 167 are combined with the input token
15 from memory 156 and client key generator 165 creates a key based on these two

parameters. This could be done, as with the above, in a number of ways.

[0028] Also, one or both of SKG 125 and signing/verification module 120 could be
20 part of processor 114. |n the alternative, these components can be separate from

processor 114 on server 110.

[0029] Similarly, CKG 165 could form part of processor 154 and
signing/verification module 160 could also form part of processor 154. In the
25  alternative, one or both the SKG 165 and signing/verification module 160 could be

separate components on client device 150.

[6030} To provide better protection to the embodiment of Figure 1, a dual key pair
system could be used. Reference is now made to Figure 2. Figure 2 illustrates
30  an exemplary client/server system with a server 210 and a client 250.



a preferred enbodi ment, a public key 170 and a private key 172 are
generated. 10 Public key 170 should be identical to public key 130 and
private key 172 should be identical to private key 132. [0027] In
operation, an input token stored in nenory 156 is input to the CKG 165.
Preferably the domai n owner paraneters 167.are conbined with the input
token 15 from nenory 156 and client key géenerator 165 creates a key based

on these two garamat‘ers. This could be done, as with the above, in a
number of walP831] Hoyéth thesystesnef Figws h srveKdd 0 peluges a communications
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al ternative, Thése conponents can be Separate Trom processor on server
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signing/verification nodule 160 could also formpart of processor 154. In
the 25 alternative, one or both the SKG 165 and si gning/verification nodul e
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better protection to the enb nment of ure 1, a dual key pair system
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250 and in particular w a conmmuni cati on subsystem 2 on client 250. 5
[ 0032] Servdprmrd Mmemener incl udes a processor 214 adapted to send and
recei ve ;,communi cati ons over comruni cati ons subsystem 212 and furt her
comuni cates wth a nenory 216 and asigning/verification nodule 220.
Menory 216 00839nane systeui of Bluretdaligsiagnerifestion sbaurd220 edembsahnmetrd
menory 216 coul d be ?g% formof menpry. 10 [0033] In the systemof Fi %u,re
2, si gni ng/ RNIngVELiTieRiaroaedele o etaehyords, mreserver 219 drpsyeOLPTIYate XEVdh
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messages received from the client. As described below, the client public key

15 could also be used for encryption, and the server private key used for verification.

[0034] A server key generator 225 is adapted to receive the input token from
memory 216. Preferably, SKG 225 further includes algorithm parameters 227
which combine with the input token from memory 216 to the input for the server

20  key generator 225.

[0035] SKG 225 produces a server public key 230, a server private key 232, a
client public key 234 and a client private key (not shown). It is expected that the
SKG 225 does not provide the ability to output the device client private key.

25
[0036] Similarly, client device 250 includes a communications subsystem 252 as
described above. Further, client 250 includes a processor 254 adapted to send
and receive communications over communications subsystem 252 and is adapted
to communicate with memory 256. An asymmetric signing/verification module

30 260 communicates with the processor and communications subsystem 252 and

further receives keys from a client key generator (CKG) 265.



used to sign outgoing nmessages and a server public key is used to verify
nmessages received fromthe client. As described below, the client public
key 15 could al so be used for encryption, and the server private key used
for verification. [0034] A server key generator 225 is adapted to receive
t he i nput token from nenory 216. Preferab%y, SKG 225 further includes

al gorithm paraneters 227 which conbine with the input token from nenory
216 to the input for the server 20 key generator 225. [0035] SKG 225
produces a siOP3Er CEGHRPS recsivessg sharetbespsienial Vamanreprp 256 and ip|g rigferred
public key | | V& ) LS. t hat
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conmruni cati ofns. subsystem 252 as_ descri bed above. Further, client 250
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[ 0038] 'Il e above sys here Key gener at or 5 t hat
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and private key
satisfy the following conditions:

15 a) The server public key generated by CKG 265 should be identical to the
server public key generated by SKG 225 and match the server private key
232 generated by SKG 225; and
b) The device client public key 234 generated by SKG 225 should be
identical to client public key 270 generated by CKG 265 and match the

20 client private key 272 generated by CKG 265.

[0039] The input parameters for algorithms used in SKG 225 and CKG 265 are
confidential and managed by the domain owner. In a wireless domain, this could
be the carrier or the enterprise. The SKG 225 and CKG 265 modules should offer
25 adomain owner the ability to set up domain owner credentials prior to the
deployment of these modules on servers 210 and devices 250, These domain
owner credentials are a protected secret of the domain owner and provide
additional security if client credentials are jeopardized. In one embodiment these
parameters could be auto-generated using the domain owner private key.
30
[0040] Reference is now made to Figure 3. Figure 3 shows a datafiow diagram
in accordance with a preferred method. A client 310 communicates with a server

320. Client 310, upon version negotiation sends an activation message at step



respectively, as well as a device client public key 234 based on the input
token. Wien identical input tokens are used, the CKG 265 and the SKG 225
should satisfy the following conditions: 15 a) The server public key
generated by CKG 265 should be identical to the server public key
generated by SKG 225 and match the server §rivate key 232 generated by SKG
225; and b) The device client public key 234 generated by SKG 225 shoul d be
identical to client public key 270 generated by CKG 265 and match the 20
client privadd2,Kbg azlivalipmeessage byo\iicoze60bjlo0BeT idenEty. nhuonparcaHist be s

for algorit j 265 are confidential and managed by
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enterprise. The SKG 225 and CKG 265 nodul es should offer 25 a domai n owner
the ability to set up domain owner credentials prior to the deploynent of
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comuni cates with a server 320. dient 310, upon version negotiation sends

an activation nessage at step 9 322, the activation nessage providing a
mobi | e user [Dod2itTerver A200aitieves thel mMobileprssyiidmdityfirom theemassagain 346 and
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t he nonce f rRARSHOERH agan input token. Optionally, the input token for SKG 225 could be
created using the password hashed with a secure hash functionwith a nonce if a
client provided nonce in the activation message. In a further alternative, any
15 password transformation using parameters shared by the client and server could

be performed.

[0043] The server can then send an activation confirmation response message
signed with the server private key in step 352.

20
[0044] [n step 354, the client key generator generates a server public key and a
client private public key pair using mobile user password as the input token.
Optionally, the input token for the CKG could be created using the password
hashed with a secure hash function with a nonce if a nonce was sent in the

25  activation message, or any password transformation using parameters shared by

both the client and the server.

[0045] The client 310 next verifies the message in step 356 with the server public
key and optionally decrypts it with the client private key.

30
[0046] Subsequent messages between the client and the server use parts of their

private/public keys for the record protocol to sign and encrypt messages.



[0042] Server 320 retrieves the nobile user identity fromthe nessage in
346 and 10 uses the server key generator (SKG 225 from Figure 2) to
generate a server private and public key pair as well as a client public
key using the nobile user's password as an input token. Optionally, the

i nput token for SKG 225 could be created ysing the password hashed with a
secure hash functionwith a nonce if a client provided nonce in the

activation nessage. In a further alternative, any 15 password .
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performed. [ 3_’9% g erVer.. S %r ctivation confirmation
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In step 354, the client key generator generates a server public key and a

client private gubl ic key pair usi ng nobi | e user password as the input
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identifier. RAgvémdi cated above, the server retrieves the nobile user

password and uses the server key generator to generate a server
private/ public

[0049] The server 320 then sends a client activation message 328 that is signed
with the server's private key and could also be encrypted with the client's public
15 key if needed. The message in step 328 preferably includes the session identifier

as well as any other parameters required by client 310.

[06050] Client 310 uses the client key generator to generate a server public key
and a client public/private key pair using the mobile user password as an input
20 token. Optionaily, the input token for the CKG could be created using passwords
hashed with the nonce if a nonce was sent in the activation message or any
password transformation using secret parameters shared by the client and the

server. This is performed in step 330.

25 [0051] In step 332 the client verifies the digital signature of the message with the
server public key and optionally decrypts it with the client private key.

[0052] For any subsequent message, the client and server use their pairs of
private/public keys for the record protocol to sign and encrypt messages.

30
[0053] Reference is now made to Figure 4. Figure 4 shows an alternative data

flow diagram.



key pair and client/public key using the nobile user password as an i nput
token. Optionally, the input token for SKG could be created using a
password hashed w th the nonce if the client provided a nonce in the
activation nmessage, or using 10 any password transformati on using
paranmeters shared by both the client and tﬁe server. [0049] The server 320
then sends a client activation nessage 328lthat is signed wth the
server's private key and could also be encrypted with the client's public
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i nput 20 tokep. ﬁti onal ly, the input token for the CKG could be created
usi ng passwots0 o AWeP-%-he nonce if a nonce was sent in the activation
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the client and the server. This is performed in step 330. 25 [0051] In
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30 [0053] Reference is now nade to Figure 4. Figure 4 shows an alternative
data flow diasgwand asian ippobipkea i@ptionadly, henmput tokee fomihenSIKGsauldbe420.
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shared by both the client and the server.

[0056] The server then generates a unique session identifier and creates a new
15 shared secret based on a predefined combination of the mobile user password,
nonce from the activation message if any, and optionally the generated session

[D. This is performed in step 428.

[6057] Server 420 then sends a message in step 430 indicating activation
20  confirmation and includes the generated session ID signed with the server private

key.

[0058] The client in step 432 uses the client key generator to generate a server
public key using the mobile user password and input token. Further, the client key
25  generator could be used to generate a client public/private key pair. Again,
optionally, the input token for the CKG could be created using a password hashed
with a nonce if a nonce was sent in the activation message or any password
transformation using parameters shared by the client and the server. If the
message is encrypted, the client should use the CKG to generate a client private

30 key to decrypt the message.



[0055] In step 424, the server 420 receives the client activation nmessage
and the server retrieves the nobile user password and uses a server key
generator to generate the private/public key pair and the client public
key using the nobile user password as an input token. Optionally, the

i nput token for the SKG could be 10 creat%ﬂ using a password hashed with a
nonce if the client provided a nonce in the activation nessage, or with
any password transformati on using paraneters shared by both the client and
the server. [0088l6]herneoasssfben vasthegtheemessagea insteg B4awiR thmseyenprblicer
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optional |y tretrigensdhatsedsipadpion |ID. This is perfornmed in step 428. [0057)
Server 420 then sends a nmessage in step 430 indicating activation 20
confirmation and includes the generated session ID signed with the server

private skey[ooé@%?’s]teﬂ ngﬂrfgecﬂfenit Bréét%@taﬁsfeﬁ%ﬁ%‘:glgﬁcﬁe??dé?hiicﬁ% th%é’segﬁe%ﬁ’ at or

to generate a server €y usin € user passwor nput
t oken. Furt hddrared becret based loeythe 2Fedefimrdteanbinatibd di ¢he sebileaspe pasaverd

client public/priyvate key pair. Again, .optionally, the jnput token for the
G coul d bearedtan The Bt dsaeisede Bk Tt Hiodralttstssial [nce. was
sent in the activation nessage or any password transformation using
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decrypts the nessage with the client private key, and retrieves the

session ID. 5 [0060] In step 436, the client creates a shared secret
i dentical td00eRd The servesin SRS Yeas e ssuRe information jo gergratie client

combi nati on ofit ey TR 4 SeNRFHUBAS BHOAR key pair based on the shared secret.

15 [0063] Next the client and the server use their pairs of public keys and private

keys for the record protocol to sign and encrypt messages.

[0064] As will be appreciated by those skilled in the art, the benefit of the above
approach is that the password-derived keys never travel over the air. The

20 problem with keys traveling over the air is trusting the keys. Since keys are
generated independently by each party, they will be trusted, so no certificates are

required for public key verification.

[0065] As will further be appreciated by those skilled in the art, the above could be
25 deployed on any client device. However, in one embodiment the above is
depioyed on wireless data devices. An enterprise or carrier can manage the CKG
modules by provisioning the modules on to every device that is sold. The solution
is therefore lightweight because it is easy to deploy. Further, because the
modules are added to the device, nothing else needs to be done and the adding

30  of the module can be done during device provisioning.



nonce fromthe activation nessage, if any, and the generated session |ID.
[0061] The client uses a CKGto generate a server public key and a client
private 10 public key pair based on the shared secret. [0062] The server
in step 438 uses the sane infornmation to generate a client public key and
a server public private key pair based on the shared secret. 1S [0063]
Next the client and the server use their ﬁ irs of public keys and private

keys for the record protocol to sign and encrypt nessages. [0064] As will
be appr eci atlé@6&yWithaetereres teliiguresiiband 4, as dll bepepreciated: pethgse skilled
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keys are gepichtesingrdenessesthembys aaed. party, they will be trusted, so
no certificates are required for public key verification. [0065] As wll

further be appreciated by those skilled in the art, the above could be 25
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15 [0069] Figure 5 is a block diagram illustrating a mobile device apt to be used with
preferred embodiments of the apparatus and method of the present application.
Mobile device 500 is preferably a two-way wireless communication device having
at least voice and data communication capabilities. Mobile device 500 preferably
has the capability to communicate with other computer systems on the internet.

20  Depending on the exact functionality provided, the wireless device may be
referred to as a data messaging device, a two-way pager, a wireless e-mail
device, a cellular telephone with data messaging capabilities, a wireless Internet

appliance, or a data communication device, as examples.

25  [0070] Where mobile device 500 is enabled for two-way communication, it will
incorporate a communication subsystem 511, including both a receiver 512 and a
transmitter 514, as well as associated components such as one or more,
preferably embedded or internal, antenna elements 516 and 518, local oscillators
(LOs) 513, and a processing module such as a digital signal processor (DSP)

30 520. As will be apparent to those skilled in the field of communications, the
particular design of the communication subsystem 511 will be dependent upon the

communication network in which the device is intended to operate.



bl ock di agram of an exenplary nobil e device that can be used in association
wth the present nethod and system The apparatus of Figure 5 is not neant
to be limting, and is neant only as an exanple of the type of device that
can be used. 15 [0069] Figure 5 is a block diagramillustrating a nobile
device apt to be used wwth preferred enbo%inents of the apparatus and

nmet hod of the present application. Mobi | é4devi ce 500 is preferably

at wo-way W rel ess communi cation device having at |east voice and data
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Is inte ged.t]p 0 ﬁrate. 14 [0071] Network access requirenents wll also
vary deg ndi' 8”?}5 At he type of network 519. In some CDVA networks, for
exanpl e, network access is associated with a subscriber or user of nobile

device 500. A CDVA nobile device may require a renovable user identity
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15  base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station
communicate with the mobile device and the mobile device is connected to both
simultaneously. The EVDO and CDMA 1x base stations use different paging slots
to communicate with the mobile device.

20
[0073] Signals received by antenna 516 through communication network 519 are
input to receiver 512, which may perform such common receiver functions as
signal ampilification, frequency down conversion, filtering, channel selection and
the like, and in the example system shown in Figure 5, analog to digital (A/D)

25 conversion. A/D conversion of a received signal allows more complex
communication functions such as demodulation and decoding to be performed in
the DSP 520. In a similar manner, signals to be transmitted are processed,
including modutation and encoding for example, by DSP 520 and input fo
transmitter 514 for digital to analog conversion, frequency up conversion, filtering,

30 amplification and transmission over the communication network 519 via antenna
518. DSP 520 not only processes communication signals, but also provides for

receiver and transmitter control. For example, the gains applied to



card can have approxi mately 64K of nenory and hold many key configuration
551, and other information 553 such as identification, and subscri ber
related 10 information. [0072] Wen required network registration or
activation procedures have been conpleted, nobile device 500 may send and
recei ve communi cation signals over the network 519. As illustrated in
Figure 5, network 519 can consi st of nultﬂﬁle | S base stations

comuni cating with the nobile device. For exanple, in a hybrid CDVA 1x
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slots to conmunicate with the nobile device. 20 [0073) Signals received by
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15 [0075] Some of the subsystems shown in Figure 5§ perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 532 and display 522, for
example, may be used for both communication-related functions, such as entering
a text message for transmission over a communication network, and device-

20  resident functions such as a calculator or task list.

[0076] Operating system software used by the microprocessor 538 is preferably
stored in a persistent store such as flash memory 524, which may instead be a
read-only memory (ROM) or similar storage element (not shown). Those skilled in

25  the art will appreciate that the operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile memory such as RAM
526. Received communication signals may also be stored in RAM 526.

[0077] As shown, flash memory 524 can be segregated into different areas for

30  both computer programs 558 and program data storage 550, 552, 554 and 556.
These different storage types indicate that each program can allocate a portion of
flash memory 524 for their own data storage requirements. Microprocessor 538,

in addition to its operating system functions, preferably enables execution of



5 the overall operation of the device. Conmunication functions, including
at least data and voice comruni cations, are perfornmed through

comuni cation subsystem 511. M croprocessor 538 also interacts with
further device subsystens such as the display 522, flash nenory 524,
random access nenory (RAM 526, auxiliary jinput/output (1/0O subsystens
528, serial port 530, one or 10 nore keyﬂéards or keypads 532, speaker
534, m crophone 536, other comrunication subsystem 540 such as a

short - range satwareiapgticatiensan s mebile sievicenyA predetedsinedsset ob epplications
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storage 550, 552, 55 nd 556. hese different storage types indicate that
each progr arieth via thscwirelesspsitwpdnS . 11 8 asefeniesirrypbedimandy therdiM daltn dat a
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on the nobi Iretaerd 59, Wit tredeiobllgidesitesalersf carmgdpondirigodsta items stored or
15  associated with a host computer system. Further applications may also be loaded
onto the mobile device 500 through the network 519, an auxiliary /O subsystem
528, serial port 830, short-range communications subsystem 540 or any other
suitable subsystem 542, and installed by a user in the RAM 526 or preferably a
non-volatile store (not shown) for execution by the microprocessor 5§38. Such
20 flexibility in application installation increases the functionality of the device and
may provide enhanced on-device functions, communication-related functions, or
both. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using
the mobile device 500.
25
[0079] In a data communication mode, a received signal such as a text message
or web page download will be processed by the communication subsystem 511
and input to the microprocessor 538, which preferably further processes the
received signal for output to the display 522, or alternatively to an auxiliary /O
30 device 528.

[0080] A client key generator 560, which could be equivalent to CKG 165 and
CKG 265 keys to the microprocessor 538.



that control basic operations, including at |east data and voice

communi cation applications for exanple, will normally be installed on

nobi | e devi ce 500 during nanufacturing. Qther applications could be

instal |l ed subsequently or dynamically. 5 [0078] A preferred software
application nmay be a personal information nanager (PIM application having
the ability to organi ze and nmanage data i tidms rel ating to the user of the
nobi | e devi ce such as, but not Iimted to, a-mail, calendar events, voice
mai | s, appointnents, and task itens. Naturally, one or nore nenory stores
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communi cation node, a received signal such as a téxt nessage or web page
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audio signal output is preferably accomplished primarily through the speaker 534,
15  display 522 may also be used to provide an indication of the identity of a calling
party, the duration of a voice call, or other voice call related information for

example.

[0083] Serial port 530 in Figure 5, would normally be implemented in a personal
20  digital assistant (PDA)-type mobile device for which synchronization with a user’s
desktop computer (not shown) may be desirable, but is an optional device
component. Such a port 530 would enable a user to set preferences through an
external device or software application and would extend the capabilities of mobile
device 500 by providing for information or software downloads to mobile device
25 500 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 530 can further be used to connect the mohile device {o a computer to

30 actasa modem.

[0084] Other communications subsystems 540, such as a short-range

communications subsystem, is a further optional component which may provide



30 device 528. [0080] A client key generator 560, which could be equival ent
to CKG 165 and CKG 265 keys to the m croprocessor 538. 17 (0081] A user
of nobile device 500 may al so conpose data itens such as enmil nessages
for exanple, using the keyboard 532, which is preferably a conplete

al phanunmeri c keyboard or tel ephone-type ke%fad, in conjunction with the
display 5 522 and possibly an auxiliary 1/O device 528. Such conposed itens
may then be transmitted over a communication network through the
communi cat i oier sapEydnieationheiwgapogRbilEdevizei T andrdificrenitsystrms ovdedices,

operation of ile Vi ce A5 .10 simlar, e t t I i S
woul d pref er‘ﬁﬁ% 'Jbeeedg'ﬁ?td‘iﬁceggg@yiﬁeﬂwé‘w ggwce%ﬁ%&%ﬂ@{ﬂ%,ftﬁggﬁbgﬁsgﬁﬁsg on
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subsystens, such as_a voi ce nessage recording subsystem may al so be
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pref er ablgy qgﬁﬂﬂ@%%?&%ﬂm?%ﬁ@ﬁé%k¥sthrouqh t he speaker 534, 15 display 522
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may al so be used rovide an rndication of the identity of a calling
party, the duration of a voice call, or other voice call related

information for xanpl e. [0083] Serial port 530 in Fi re 5 would
nor mal 1y be OFIcTRA SRS BeassHRPd hebo yraeries 8 Sivclhrmpybippes o
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(not shown) may be desitable, but is an optional device conmponent. Such a
port 530 wowdpplicati.e Thisugditen deseiptipremayemadde thosewdillednn tes bertoanakevi ce
or software application.and ul.d extend the ca tlities of mohile,,device
500" by HPovidlthUeT SreoBrrs T Al E TG e BE0R bal st saRabhie 1 e
500 ot her tfbﬁ@mtehfs)@mﬂheete&\hrﬁiéb%éf&%HFBIE@&%IanWh@QhWhHléd_sEerQJﬂtﬁé nat e
downl oad path may for exanple be used to | oad an encryption key onto the

devi ce t hr odgehriques et thisaaplisationrtbus imledemather sbueiresiystamser neethads eby
enabl e that do not differ from the techniques of this application as described herein, and

further includes other structures, systems or methods with insubstantial

15 differences from the techniques of this application as described herein.



secure device conmunication. As will be appreciated by those skilled in the
art, serial port 530 can further be used to connect the nobile device to a
conputer to 30 act as a nodem [0084] O her conmuni cations subsystens 540,
such as a short-range conmunications subsystem is a further optional
conponent which may provide 18 for conmunj cation between nobile device 500
and different systens or devices, which néed not necessarily be simlar
devi ces. For exanple, the subsystem 540 wmay include an infrared device and
associ at ed célamsts and conmponents or a Bl uetoothT"" conmunication nodul e
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this application. This witten description may enable those skilled in the
art to make 4§NhAEViGe Ky EANGrABR{ 0T AT gCANPESIALLIG StafIsHfent s t hat

| i kewi se corresp : el . e ferttdhSqcHipbicgat | on.
The i nter?ded scog%qﬂg;@%l@%?%cﬁléﬁq%%%%@?Eia;n ig 91 %gﬁeonert szgl nc fl?ges
ot her struct{deéx225yahesaidociiemttiboide kelylhgenetaton ¢16%t IG5 sdid onobilkeuser

techni ques of this plication as _described herein, and further incl S
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the techni quggof this application as described herein. 19 Cainms: 1. A

met hod for secure record protocol in a systemwth a server (110; 210)

havi ng a server kefilizjegerat servénRsy geasitamd2a; 225 ptat gererateeoie 50twe poplic
havi ng client .devi,ce ke enerator. (165; 265 onpri.sing the steps of:
St i 30ng REVAIAE KT B BRBH S PaTaRq o credPREUTRAY Koy gener ator
(125;225)) and saitflizRig €08 clent d&videKe PeBRERHION (1656565)36 YenesatbbrEdél thd
user credential being known to both saird server (110; 210) and said client
devi ce (150;public key-private key pairs based on said mobile user credential input; and

sending a message signed with one of said private keys.
15 2. The method of claim 1, wherein the mobile user credential is a password.

3. The method of claim 1 or claim 2, wherein the input is a password hashed,

using a secure hash function, with a nonce.

20 4. The method of any one of claims 1 to 3, wherein the input is a password

transformation using a parameter shared by the client device and the server.

5. The method of any one of claims 1 fo 4, wherein said server key generator
(125; 225) and said client device key generator {165; 265) generate only one
25  public key-private key pair.

6. The method of any one of claims 1 to 4, wherein said server key generator
(125; 225) and said client device key generator (165; 265) generate a client
device public key-private key pair and a server public-key private key pair.

30
7. The method of claim 6, wherein said server key generator (125; 225) and
said client device key generator (165; 265) hide the client device private key or

the server private key.



250); utilizing said server key generator (125; 225) to generate one or two
public 10 key-private key pairs based on said nobile user credenti al

input; utilizing said client device key generator (165;265) to generate one
or two public key-private key pairs based on said nobile user credential

i nput; and sending a nmessage signed mﬁthzﬁpe of said private keys. 15 2.
The nmethod of claim1l, wherein the nobile“User credential is a password.

3. The method of claiml1l or claim2, wherein the input is a password
hashed, using a secure hash function, with a nonce. 20 4. The nethod of

15 ng s par et or T kfettog YPERE he dHARB 17 BRI EROHIREL 0T
of any one oénalplisithe méssatie witebabnf saiddpsisiicviesyskey generator  (125; 225)

and said client device key generator (165; 265) generate only one 25 public
key-private key pair. 6. The nethod of any one of clains 1 to 4, wherein

sai d ser§er &ey gﬁﬁ@ﬁ?étﬁéSd of éﬁgbn%%?)cuaa@ﬁﬁﬂé whbRI uﬂ%ﬁ@%éﬁﬁ%agﬁgﬁgﬁtor

(165; 265) generate a client evice p ey-private palr an
server publ iszitt ggnpratingt stepewhepaiperfodfed onTded mehiodievede ¢150; @56), gdrereias

o6, 56 WERMVSTIRER ShvbtiSe ARl 180 BTl SR, UBFo SRR Rl
ao 8. The mgired(1ab;2p). one of clainms 1 to 7 wherein the sending step

further encrypts the nessage with one of said public keys. 5 9. The net hod
of any one of clains 1 to 8, wherein utilizing identical inputs, said

et cdP puts - i sfioq B AFRoRE SR ElRePBtieG et aiizRton dREE et

on said seriMesrpoidiBs 2168ssion identifier to create an input.

11.  The method of any one of claims 1 fo 10, wherein said generating step
further comprises parameters provided by a domain owner.

15
12. The method of claim 11, wherein the parameters provided by the domain

owner are auto-generated using a private key of the domain owner.

13.  The method of any one of claims 1 to 12, wherein said client device is a

20 wireless device.

14. A system for secure record protocol using a mobile user credential,
comprising:
a client device (150; 250), said client device having:
25 a communications subsystem (152;252) ;
a processor (154; 254) adapted to communicate with said
communications subsystem (152; 252);
a memory (156; 256) adapted to store an input created from said
mobile user credential;
30 a client device key generator (165; 265), said client device key
generator being provided with the input and adapted to generate one or two public

key-private key pairs; and



10 10. The nethod of any one of clainms 1 to 9, wherein said utilizing step
further 1incorporates a session identifier to create an input. 11. The

nmet hod of any one of clainms 1 to 10, wherein said generating step further
conprises paraneters provided by a domain owner. 15 12. The method of claim
11, wherein the paraneters provided by the domain owner are auto-generated
using a private key of the domai n owner. #3. The nethod of any one of
clains 1 to 12, wherein said client device is a 20 wireless device. 14. A
system for secure recoadigning/eerficationmgoduledh06 2603 evaid sigaang/verification

i sing: | j ice (150; 250). .said cli devi ce having;
commun: cat: dReSUlEAATEN IS SigbiHainssach wittets ShrSR nul B0 8y Gedifier B9 °
comuni cat e ¢id Rlisdt devicPREY §bR&EtO e SUBBIsardn (152; 252); a menory (156;

256) adapted to store an input created fromsaid nobile user credential;
30 a client devi c@skeser §&Hur2ior sqidEBrverea®vingai d client devi ce key

gener at or. bei ng provid i . i.n t t ; t wo
public Iéey- private ke ggﬁﬁnﬁ@y&%ﬁojszﬁkgsgggﬂag?ﬂ%%piaﬁa%g%hefgﬂéﬁno%ﬁé%t?%;
260), said syignsa@ olient tibviskicommonishtorsspbedbitém (36@n282)essage with one
of said private keys generated léy1 said client device key ner at or ( 165;

i

265): and a server (11Procegpor it teradartad e Rgmmuncals PRIGtSONET
subsystem (1d2nmd @atigqggﬁg@@ comunicate wth said client device

communi cat i ons suésyst em TSZ) ; a processor (114;214) adapted to
communi cate with said aevereory (116; 216) adapted to store an input created from said
10 mobile user credential;

a server key generator (125; 225), said server key generator being
provided with the input and adapted to generate one or two public key-private key
pairs; and

a signing/verification module (120; 220), said signing/verification

15 module adapted to sign a message with one of said private keys generated by
said server key generator,
wherein said client device key generator and said server key generator are

adapted to produce identical private key-public key pairs for an identical input.

20  15. The system of claim 14, wherein the mobile user credential comprises a

password

16.  The system of claim 14 or claim 15, wherein the input at the server and the
input at the client device comprises a password hashed with a nonce.

25
17.  The system of any one of claims 14 to 16, wherein the input at the server

and the input at the client device comprises a password transformation using a

parameter shared by the client device and the server.

30 18. The system of any one of claims 14 to 16, wherein the client device key
generator (165; 265) and server key generator (125; 225) are adapted to generate

an identical single public key-private key pair.



comuni cati ons subsystenm a nenory (116; 216) adapted to store an input
created fromsaid 10 nobile user credential; a server key generator (125;
225), said server key generator being provided with the input and adapted
to generate one or two public key-private key pairs; and a
signing/verification nodule (120; 220), said signing/verification 15
nodul e adapted to sign a nessage with one said private keys generated by
sai d server key generator, wherein said client device key generator and

sai d server k&y gehesystem af any adaof ehhinne e fodUit, evtieteint theatliept device key

k blic k ' i dent 5 t
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the client device conprises a password hashed with a nonce.
system of any one of clainms 14 to 16, wherein the input at the server and

t he i nput at, e i r r j ing a
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265) and server key enerator (125; 225) are adapted to generate an

i dentical si¥RY liQUTeViCKRYVHRINXt e key pair. 22 19. The system of any one
of clainms 14 to 17, wherein the client device key generator (165; 265) and
server key generator (125; 225) are adapted to generate both a client

publ i c key- @1.vatEh&keystpai of amdoae oéchaéms guditbi 20 wagrgin tvatkekeevimsi r. 5 20.
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22.  The system of any one of claims 14 to 21 wherein the server
signing/verification module further encrypts the message with one of said public

15 Kkeys.

23. The system of any one of claims 14 to 22, wherein said input comprises a

session identifier.

20 24. The system of any one of claims 14 to 23, wherein client device key
generator (165; 265) and said server key generator {125; 225) are adapted to

utilize parameters provided by a domain owner in combination with the input.

25.  The system of claim 24, wherein the parameters provided by the domain

25 owner are auto-generated using a private key of the domain owner.

26.  The system of any one of claims 14 to 25, wherein said client device is a

wireless device.

30 27. A computer readable medium storing program code for use by a processor
of a computing device or system to cause said computing device or system to

perform the method of any one of claims 1 to 13.



said client device private key. 21. The system of any one of clains 14 to
20 wherein the client device 10 signing/verification nodule further
encrypts the nessage with one of said public keys. 22. The system of any
one of clainms 14 to 21 wherein the server signing/verification nodule
further encrypts the nessage with one of said public 15 keys. 23. The
system of any one of clains 14 to 22, wher’di n said i nput conprises a
session identifier. 20 24. The system of any one of clains 14 to 23,
wherein clie?f. deAicomrkeyicatiemeysteor c¢rmpBsingaby syatens af dngeneaf claiys 14 to

generator ( - 225) ar apted to  utilize r ers provided. a

donat n owner2? In EBish ShEr 7R Bhedf cetinsiaié BEPHHL (oML Mt inB,s.
wher ei n t he q@yanst £ig S?é[@yﬂ]_ded by the domain 25 owner are auto-generated
using a private key of the domain owner. 26. The system of any one of
clainms 14 to 25, wherein said client device is a wreless device. 30 27. A
conput er readabl e nmedi um storing program code for use by a processor of a
conputing device or systemto cause said conputing device or systemto
performthe nmethod of any one of clains 1 to 13. 23 28. A comunication
system conprising the systemof any one of clains 14 to 26 in which a
plurality of clients devices are adapted to conmunicate with the server of
said system



