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10 BACKGROUND OF THE INVENTION
The present invention pertains to software installation in a computing system and t

pertains particularly to automated driver installation.

Computer peripherals such as digital cameras, printers, compact disk read only

memory (CD ROM) drives, digital video drives (DVDs), scanners, and so on, require

15  computer systems to have appropriately installed software drivers in order to allow correct
interaction between the peripheral and the computing system.

When peripherals are purchased with a computer system, software drivers are
often installed at the factory. However, when peripherals are added to a computer,
or an update is needed, users are required to install the software drivers.

20 For convenience, cost containment and other reasons, users often obtain updated
or replacement software drivers through the Internet. For example, driver sbﬁware is
usually shipped with a peripheral, but is sometimes misplaced. The Internet provides a
convenient forum for obtaining a replacement for a misplaced software driver as well as an
update of a current driver. Users sharing a peripheral device also can turn to the Internet

25  to get a software driver.

Recent versions of the Windows Operating System (e.g., Windows 95, Windows
98, Windows ME, Windows NT, etc.), available from Microsoft Corporation, provide
“plug and play” technology that allows peripheral devices to identify which driver is
needed when the peripheral devices are attached to a computing system utilizing a
30  Windows Operating system. The plug and play feature of the operating system identifies

which driver is necessary, but not necessarily the location of the driver. The plug and play



30 . Wndows Operating system The plug and play feature of the operating

. systen1|dent|f|es whi ch driver is necessary, but not necessarily the

*l ocation of the driver. The plug and play 2 feature cannot |ocate drivers
that ane created after the last release of the operating system or drivers
that the operating system devel opers have chosen not to include with the
operating system |If the driver is on a floppy disk or on the Internet, it
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.drive and then point the plug 5 and play feature of the operating systemto
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associ at ed docunmentati on often | ack all the informati on needed to

uni quel y i dent i fWhes obteipinge software doognfiere an Interestsite, mushis eaprlopeauied sof t war e
driver, a Uk, %ﬁﬁ%am‘“ﬁ%ﬁ‘%mamet her an HP 1000C printer available

from Heva ett npany 1S a no cse or a nodel cxi. This
i nformati on nafoxb@cammlecthé wser geedsste kngvowhiich eperdting SYStelm (e, S¥ipdarsad I,y
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devi ces. Yy, reg Gi're ‘orm several
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web sites t a.user thro e 0 an In th
(Trst wen pasthenid 2amoua b k! E vt RoaERaRnt SeR R bl ol Ameie "L o
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page, the ug@lcedtdin,s61H&tinie8 is not. Peripheral devices and associated documentation often

15  lack all the information needed to uniquely identify a device. For example, to obtain an
appropriate software driver, a user may need to determine whether an HP 1000C printer
available from Hewlett Packard Company is a model cse or a model cxi. This information
may be hard for a user to determine. It is especially difficult for many users to identify the
model of built-in CD ROM and DVD devices.

20 Additionally, a user is generally required to perform several significant tasks in
order to download and install a software driver. Some web sites take a user through five
web pages to do an install. In the first web page a user indicates what type of operating
system is used (e.g., Macintosh or Windows). In a second web page, the user is requested
to specify the particular operating system version (e.g., Windows 3.1, Windows 95,

25  Windows 98, Windows ME, Windows NT, etc.). In a third web page, the user is required
to specify the type of device (e.g., printer, scanner, CD ROM). In a fourth web page the
user is requested to specify the model of device. In a fifth web page, language and
download instructions are given. One mistake on any of these web pages will result in
failure of the whole procedure. It is estimated that 50% of all web based installations fail.

30



to specify the type of device (e.g., printer, scanner, CD ROM. In a fourth
web page the wuser is requested to specify the nodel of device. In a fifth
"web page, |anguage and download instructions are given. One m stake on any
of these web pages will result in failure of the whole procedure. It is
estimated that 50% of all web based installations fail. 30 3 SUMVARY OF
THE I NVENTION I n accordance with the preferred enbodi nent of the present
invention, software driver installation is automated. An automated
.installation object is run on a conputing system The autonated
install ati on object determines which péripheral devices are 5 attached to
the conputing system The automated installation object determ nes for
~which peripheral devices found attached to the conputing systemthe
automated installation obj SCUMMARYMRETHEDNEENDION aut onated installation.

For each of these peripheral devjces th autgmat ed install afion object
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for the perdfibahadilafsyis eRomdtBe ALRIR:RdnstaNaticd bkt i9 lin®Rja@empdithgdownl oads
the driver installation programfromthe network | ocation. The aut omated

i nstal | ati onstepj Ekqautarppediipsaligtion ebject detorminesathidhPepphsil devissharehe conput i ng
system to i fgtihilo de c&l%\yﬁhﬁé%sygt@ﬁl.vqr:e LR mAOEin QAN &L dHEWifes for BRICKE
DESCRI PTION OF THE DRAWNGS'15 Figure 1 is a block diagramillustrating a
pl ug-i n i ntreripkesad deviges fougd elitachddito thelsppwsiag system the @ntepateil mgtalafionem bei ng

used to obtagjn,-: i [gl| ; . } I} L Q pee with a
preferred e%%h‘?%ﬁ%ﬂ%% t %ﬁ%ﬁzgés‘%ﬁ@lﬁﬁgg\rﬁofgaﬁﬂo tl‘ﬁg%lp grqbf mlqg((iealrcg{]1 o€vc har t

i Il ustrati regptdniaeedpnstatiasan dbjectvdeieahines ayietveprk hocativh drat eanginsardiniverg within a
browser on .a utin f em.gbt ai,ns _a install.s of t.war e device driver
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system 10, Bgfon ehjechns e dyes psialation proemmen e come iR WG g nany

types device driver for the peripheral device.

BRIEF DESCRIPTION OF THE DRAWINGS
15 Figure 1 is a block diagram illustrating a plug-in interface running within a browser
on a computing system being used to obtain and install a software device driver in
accordance with a preferred embodiment of the present invention.
Figure 2 is a flowchart illustrating the process by which a plug-in interface running
within a browser on a computing systém obtains and installs a software device driver in

20  accordance with a preferred embodiment of the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT
Figure 1 is a block diagram illustrating an interface 14 shown on a display 12 of a
computing system 10. A printer 13 and a scanner 11 are representative of the many types
25  of peripherals that are or could be connected to computing system 10.
Interface 14, for example, is a plug-in to a browser that allows convenient and
efficient installation of software drivers into computing system 10. Alternatively interface
14 is an Active X control or another type of program that acts as an automated installation
object when executing on computing system 10. The software drivers are obtained
30  through the Internet 17 from Internet content providers, illustrated in Figure 1 by an

Internet content provider 16 and an Internet content provider 17. Internet 17 is illustrative



25 of peripherals that are or could be connected to conmputing system 10.
Interface 14, for exanple, is a plug-in to a browser that allows conveni ent
‘and efficient installation of software drivers into conputing system 10.
Alternatively interface 14 is an Active X control or another type of
programthat acts as an automated installation object when executing on
conputing system 10. The software drivers are obtained 30 through the
Internet 17 fromlInternet content providers, illustrated in Figure 1 by an
-Internet content provider 16 and an Internet content provider 17. |nternet
17 is illustrative 4 of any network td which conputing system 10 is
attached. The principles of the present invention work equally well for
any network through which a driver installation program can be obtained.
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15  all devices attached to the computer (physically or through a local network). The
download of a device driver is a two-step process. First information about the driver is
downloaded and then the driver is conditionally downloaded. Driver information is
obtained using the Hypertext Transfer Protocol Secure (HTTPS). The automated
installation object gets three pieces of information about each driver: the Universal

20  Resource Locator (URL) of an Internet site that contains the software driver for each
device, an MDS5 digest of each driver program, and the version of the driver program for
each device. HTTPS is used because a software installation is about to occur. With any
installation there is a possibility that a virus will be delivered. HTTPS will provide a
secure protocol to transfer the driver information.

25 Using the version information from the previous step, the automated installation
object then prompts the user to update/install any devices that need an install/update. If the
user OK's the install/update, the automated installation object downloads an installation
program for the software driver of the device from the URL obtained in the first step.
Once the download is complete, the MDS5 digest of the installation program is computed.

30  The MDS hash algorithm is used to verify that the installation program received is actually
the installation program requested. If the calculated MD5 digest matches the downloaded



device, an MD5 digest of each driver program and the version of the driver
. program for each device. HTTPS is used because a software installation is
“about to occur. Wth any installation there is a possibility that a vines
will be delivered. HTTPS will provide a secure protocol to transfer the
driver information. 25 Using the version information fromthe previous
step, the automated installation object then pronpts the user to
update/install any devices that need an install/update. If the user K's
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software drivyer as Il .as di gest for the software
driver is BEAARNAT ot 5t 9K n ad@ﬂ?f@%@@@%@ﬁa'mn BBk is made
to see whet\ifonhRbdr Mérahd @hware ldfivérQl WEINRh MIDS QigdeStifor thd softhBre¥ifiverli) @ step
29, the user of conputing system 10 is warned by a nessage displayed on

di spl ay 12.°bﬁal‘f_§ﬂﬁolnﬁhealn§ﬁ§b5if§i, a check is made to see if there are
addi tional devi @eSsdp24, a check is made to see whether the Internet site returned an error. If

15  so,ina step 29, the user of computing system 10 is warned by a message displayed on
display 12. Then, in a step 31, a check is made to see if there are additional devices to
install or to update. If not, in a step 32, the process is complete.

If in step 31, it is determined there are additional devices to install or to update, the
automated installation object returns to step 23, where the automated installation object

20  uses the Hypertext Transfer Protocol Secure (https) to query through Internet 17 for a
URL of an Internet site that contains a driver installation program to perform the driver
installation or update for a next device.

If in step 24, the Internet site providing the driver installation program does not
return an error, in a step 25 a check is made as to whether the version available through

25 the URL is a newer version than a software driver (if any) for the device that is already
installed on computing system 10. If the version available through the URL is not a newer
version than a software driver (if any) for the device that is already installed on computing
system 10, the automated installation object jumps to step 31 where a check is made to see
if there are additional devices to install or to update.

30 If in step 25 the version available through the URL is a newer version than a

software driver (if any) for the device that is already installed on computing system 10, in a



install or to update. If not, in a step 32, the process is conplete. If in
. step 31, it is determned there are additional devices to install or to
update, the automated installation object returns to step 23, where the
automated installation object 20 uses the Hypertext Transfer Protocol
Secure (https) to query through Internet 17 for a URL of an Internet site
that contains a driver installation programto performthe driver
installation or update for a next device. If in step 24, the Internet site
providing the driver installation programdoes not return an error, in a
step 25 a check is made as to whether fhe version avail able through 25 the
URL is a newer version than a software driver (if any) for the device that
“is already installed on conputing system 10. If the version avail able
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software driver for the device fromthe Server sponsoring e URL through
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conput ed £ PP SeR A Sceired o7 el R B8R g’ Thetein TRaTe di gest
obt ai nedo f othetihie mdéa/toce: if thereare ddaitibmil @svives todnstadl drliddipdaent ai ns t he dri ver
instal lation prqgram _j p 30, the user  of 0 ting .system10 is
warned by a msggﬂétea?z&emés‘&ﬁ“ &?”é‘b‘l“‘&f“lt?‘? domgfﬁ#‘é’%%“égf/, a 10 check
i's made to $@ehds thetNMI9S Bigak SotAHEH fbi MO Vi OGBS IntePnek SieltAdtlco¥ind tBe Updat e. | f
in step 27 the MD5 digest conputed for the downl oaded software driver

mat ches t he'NEENHRIESt Progeai iR@dep 8B, thalivarepiitistien BRgERds PRTEidtad thei te t hat
cont ai ns t h&uvice is installed. Then, in step 31, a check is made to see if there are additional devices

15  toinstall or to update. If there are no additional devices to install or to update, in step 32
the process is complete.

The foregoing discussion discloses and describes merely exemplary methods and
embodiments of the present invention. As will be understood by those familiar with the
art, the invention may be embodied in other specific forms without departing from the

20  spirit or essential characteristics thereof. Accordingly, the disclosure of the present
" invention is intended to be illustrative, but not limiting, of the scope of the invention,

which is set forth in the following claims.



driver installation program in a step 28, the driver installation program
is executed and the device is installed. Then, in step 31, a check is made
to see if there are additional devices 15 to install or to update. If there
are no., additional devices to install or to update, in step 32 the process
is conplete. The foregoing discussion discloses and descri bes nerely

exenpl ary nethods and enbodi nents of the present invention. As wll be
understood by those famliar with the art, the invention my be enbodied
in other specific forms without departing fromthe 20 spirit or essenti al
characteristics thereof. Accordingly, fhe disclosure of the present
invention is intended to be illustrative, but not limting, of the scope of
“the invention, which is set forth inthe following clains. 7 CLAIMS Wat
is clainmed is: 1. A conputer inplemagus et hod for automating software
driver installatjon, the conputer inplenented nethod conprising the

foll owi ng step: \ghafg)cafrmqlm ng an automated installation object on a
conputing system A Qg Qﬁmén%qtedh{a%@kdra&tbﬂm@b@»% Blel QkAIANGn !t NE

foll owi ng substeps: (a 1) determ ning which peripheral devices are
attached t othe prnpaterrpopl¢magted anethod gpmpgisthg tiefolywingstereach peri pheral device
found fog which mlﬁﬁlg I erform
aut omat e%j i nst al({)hutl 0 ,aq’gg% oﬁeﬁlﬂﬁgﬂ%%gtopgﬁ °8\%’MQ%‘8&1§’3‘%§¥S§§‘S agto{?gtecpaut onmat ed
i nst al | at i omnstallstiexebjec performing d@tf@tomnzisn’gsteas network | ocation that contains a
driver installation, pko I ownl oadi ng
the driver install atf pl% %Eegg}rnj a wfh %\erﬁ) JaP lcneatrggt}élgﬁﬁ%o%)g C%mp?ltm% a.2.3)
runni ng t hesysiemyand, i nstal | ati on program on the conputing system to i nst al |

a device driver for {a@? fcpr%zraéh p@rel}gh%lral evice found for which the automated installation

10  object is able to perform automated installation, performing the following substeps by the
automated installation object:
(a.2.1) determining a network location that contains a driver
installation program for the peripheral device,
(a.2.2) downloading the driver installation program from the
15  network location, and
(a.2.3) running the driver installation program on the computing

system to install a device driver for the peripheral device.

2. A computer implemented method as in claim 1 wherein substep (a.2.2)
20  comprises the following substep:
downloading a digital signature for the driver installation program and checking the
downloaded digital signature against a calculated digital signature calculated from the

driver installation program after the driver installation program is downloaded.

25 3. A computer implemented method as in claim 2 wherein in substep (a.2.2) the

digital signature for the driver installation program is an MD5 digest.

4. A computer implemented method as in claim 1 wherein substep (a.2.2)

comprises the following substep:



2. A conputer inplenmented nethod as in claiml wherein substep (a.2.2) 20
. conprises the foll ow ng substep: downl oading a digital signature for the
“driver installation programand checking the downl oaded digital signature

against a calculated digital signature calculated fromthe driver

installation programafter the driver installation programis downl oaded.

25 3. A conputer inplenented nethod as in claim2 wherein in substep

(a.2.2) the digital signature for the driver installation programis an
-MD5 digest. 4. A conputer inplenmented nethod as in claim1l wherein substep

(a.2.2) conprises the followi ng subst&p: 8 downl oading the driver

installation programonly after confirmng the driver installation program
“will install a newer version of the device driver than currently is

instal |l ed on t heloeniopliig thgdrdyésinatailatibn progrém@alyptrionfinfgthedived net hod as in

claiml whereip.in step (a) the automated installation object is a plug-in
to a web br’Bﬁ%lg’f“?“ E?grﬁ\‘gé’éﬁﬁ]ﬂaﬁr“?ﬁeﬁlvgﬁ‘%?&he %ﬁtcﬁ%veéﬁmil ﬁ“rEéP&f‘rsn | wherein in
step (a) thgstaitdbnMRicBRpithEpkdnat i ON obj ect is an ActiveX control. 10 7. A
met hod for software driver installation, the nmethod conprising the

following steps: (a) storing an automated installation object at a network
site; and, (b) upAnchiigreRitiRIRthRE meMsd & ih 8hinPD whhEiR ¢ stdRh e downl oaded to a

conputing 15 system running the automated installation object on the
conput i ng s3utereated instadlationt abjeatt ie 8 plugiistoal wehtbryrserobj ect performing the

foll owi ng substeps: (b.1) determ ning which peripheral devices are attached
to the conmputing system and (b.2) for each peripheral device found for
whi ch t he aut on#t edcompsteninpimeoied m2hodiy)ie clhini 5 whdstie it epdexthor m aut omat ed

instal | ati Ogdtoxga?gdfigsliaq?ag&l o ?e%t ifs 91'1 k?tWeﬂ%orﬁ%?St eps by the
10
7. A method for software driver installation, the method comprising the following
steps:
(a) storing an automated installation object at a network site; and,
(b) upon the automated installation object being downloaded to a computing
15  system, running the automated installation object on the computing system, the automated
installation object performing the following substeps:
(b.1) determining which peripheral devices are attached to the computing
system, and
(b.2) for each peripheral device found for which the automated installation
20  object is able to perform automated installation, performing the following substeps by the
automated installation object:
(b.2.1) determining a network location that contains a driver
installation program for the peripheral device,
(b.2.2) downloading the driver installation program from the
25  network location, and
(b.2.3) running the driver installation program on the computing

system to install a device driver for the peripheral device.

8. A method as in claim 7 wherein substep (a.2.2) comprises the following

30  substep:



automated installation object: (b.2. 1) determ ning a network |ocation that
~contains a driver installation programfor the peripheral device, (b.2.2)
“downl oading the driver installation programfromthe 25 network |ocation,
and (b«¢2.3) running the driver installation programon the conputing
systemto install a device driver for the peripheral device. 8 A nethod as
in claim?7 wherein substep (a.2.2) conprises the followng 30 substep: 9
downl oading a digital signature for the driver installation program and

- checki ng the downl oaded digital signature against a cal cul ated digital
signature calculated fromthe driver ?nstallation programafter the driver
installation programis downl oaded. 5 9. A conputer inplenented nethod as
“in claim7 wherein substep (a.2.2) conprises the follow ng substep:

downl oadi ng t he deWhlvaRling adigial &igtahmlfopthegﬁwrinsﬂallatioabto@‘ansnﬂfchefchingg1et he
driver ins allati.on programw | | a_newer versi of the device
driver than oé‘ﬂ}"?é"ﬁldfgyall a‘?lf?s"’%.‘Pqtéd Bﬂat'ffjn‘agl%ﬁﬁ?mfﬁgal%% ‘586 10. Storage

nedi a for sifRed ifdalRBoPpthgamtaast thert&{val ihadlia@éh RbireR s WhnfRdedVhen  executed on
a conmputing system perfornms a nmethod conprising the follow ng steps: (a)

determ ni ng which peripheral devices are attached to the conputing system

and, 15 £Db) for 9999&”119%} m%hte&jﬁx&h%as iR bRt 7 Qlfler&’ﬂ %&Ugtef: FbEZ #ut onat ed )
instal | ati on object is ablle to performautomated installati'on, perform ng

the fol | owi sepoessdedpllowing ubstep: aut omat ed i nstal | ati on obj ect : (b: 1)
Sﬁ e: hmen:o2?| ghg%‘pﬂl& xrlgggef‘&ﬂvgﬂn&glﬁho&&%% Rty Al ofhing SRk ation program

installation program will install a newer version of the device driver than currently is

installed on the computing system.

10
10. Storage media for storing an automated installation object which, when
executed on a computing system, performs a method comprising the following steps:
(a) determining which peripheral devices are attached to the computing

system; and,

15 (b) for each peripheral device found for which the automated installation
object is able to perform automated installation, performing the following substeps by the
automated installation object:

(b.1) determining a network location that contains a driver
installation program for the peripheral device,

20 (b.2) downloading the driver installation program from the network
location, and

(b.3) running the driver installation program on the computing

system to install a device driver for the peripheral device.

25 11. Storage media as in claim 10 wherein substep (b.2) comprises the following
substep:
downloading a digital signature for the driver installation program and checking the
downloaded digital signature against a calculated digital signature calculated from the
driver installation program after the driver installation program is downloaded.

30



20 (b.2) downl oading the driver installation programfromthe network

. location, and (b.3) running the driver installation programon the
conputing systemto install a device driver for the peripheral device. 25

11. Stprage nedia as in claim 10 wherein substep (b.2) conprises the

follow ng substep: downloading a digital signature for the driver

installation program and checking the downl oaded digital signature against

a calculated digital signature calculated fromthe driver installation

-program after the driver installation programis downl oaded. 30 10 12.
Storage nedia as in claim1l wherein i‘ﬁ substep (b.2) the digital signature

for the driver installation programis an MD5 digest. 13. Storage nedia as

“in claim1l0 wherein substep (b.2) conprises the following 5 substep:

downl oadi ng t he 12r S§téfage inBdii &d ih alaind hl Phedegin arsubstdpy(b.af the digitd ighature iy t he

driver installati on pro ram w | ll\ghgﬁt all a newer version of the device

driver tharfegPeLhstpliptipyprogramisgn B¥he conputing system 10 14. Storage

media as in claim10 wherein the autonated installation object is a

plug-in to a web browser. 15. Stpraége nmedia as in claim 10 wherein the

aut onat ed i nst allP-abPEae Befizeyinclim L0 wicrein qubstep D) commprisgshe following oyt i ng

system cpmppsdpng: at | east one peripheral device, nenory that contains an

autonmated installation object; and, a conputer which, when running the

aut omat ed i nst adpwnlasingdhy diver ingadlaborirpgsam oply afigricenfinmingithsridsiver  devi ces are

attached t Omsttﬂﬁu&l%ﬁ&rﬁ Qvilﬁirﬁgali 9 Bev&%ﬁggm&ﬁgﬁt}%rb%@l@é drg@y l!hgxf"currently is

installed on the computing system.

10 14. Storage media as in claim 10 wherein the automated installation object is a

plug-in to a web browser.

15. Storage media as in claim 10 wherein the automated installation object is an
ActiveX control.
15
16. A computing system comprising:
at least one peripheral device;
memory that contains an automated installation object; and,
a computer which, when running the automated installation object, determines
20  which peripheral devices are attached to the computer and for each peripheral device
found for which the automated installation object is able to perform automated installatioﬁ,
the computer determines a network location that contains a driver installation program for
the peripheral device, downloads the driver installation program from the network
location, and runs the driver installation program to install a device driver for the

25  peripheral device.

17. A computing system as in claim 16 wherein the computer also downloads a
digital signature for the driver installation program and checks the downloaded digital
signature against a calculated digital signature calculated from the driver installation

30  program after the driver installation program is downloaded.



found for which the automated installation object is able to perform

. automated installation, the conputer determines a network |ocation that
contains a driver installation programfor the peripheral device,

downl cads the driver installation programfromthe network Il ocation, and
runs the driver installation programto install a device driver for the 25
peri pheral device. 17. A conputing systemas in claim16 wherein the
conput er al so downloads a digital signature for the driver installation
-program and checks the downl oaded digital signature against a cal cul ated
digital signature calculated fromthe driver installation 30 program after
the driver installation programis downl oaded. 11 18. A conputing system
“as in claim17 wherein the digital signature for the driver installation
programis an MD8. dicgmgiiting kstemfasdncipiut 1 7nvghessisthe dighd sighatare fornheldsivether ei n t he
comput er downl oads the 5 driyer. installation programonly after confirmng
t he driver ‘Pﬁ@?’ﬁ?‘l%’?ﬁ‘ﬁ‘iﬁ“&ﬁﬁg 8% 1 install a newer version of the device
driver than currently is installed on the conmputing system 20. A
conputing systemas in claim16 wherein the automated install ation object
is a plug-in td%aAmBrEigREkm astpclaim 16awvhegiipthe porppudsy dpwnlpads then ¢l ai m 16
wher ei n § heg Rt iQRhAsh frighd bhidhRQRoMRAE theldBiver Mtafitidn\pRoranP RN ifdtall

a newer version of the device driver than currently is installed on the computing system.

20. A computing system as in claim 16 wherein the automated installation object is
a plug-in to a web browser.
10
21. A computing system as in claim 16 wherein the automated installation object is

an ActiveX control.



