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30 by download”. They may also bundle it with a number of different payloads, such as a
rootkit or a keystroke logger.

In theory, many vulnerabilities exist inside most complex software products

such an operating system (e.g., Windows® published by Microsoft Corporation). A

given vulnerability, however, is unknown until a researcher discovers it. Nevertheless,

35 upon discovering a particular vulnerability, the natural inclination of a researcher is to

share the discovery publicly, either by talking about it or by attempting to exploit it in
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30 Until now, many types of security software such as antivirus software have
attempted to stop a particular example of malicious code by looking for a sequence of
bytes in the binary file (i.e., signature) that uniquely identifies the structure of the
programming code in the example. Typically, such examination of files or other code
occurs at the application layer in the Open Systems Interconnection (OSI) model.
35 More specifically, the scanning of viruses is performed on the files after being stored

in the file system or while held in memory on the computing system. Although these
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30 such thmgs and a signature of the code, Internet Protocol (IP) address associated with
the code, unique resource locator (URL) of a website known to provide malicious
code, and other factors.

Based on the comparison of data in the message with the exploit evidence,
rules are identified that instruct the security component to take action on the message

35  received. For example, if the comparison indicates that the message includes or

potentially includes malicious code, the security component may block the message
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Figure 1 illustrates a computing network with a security service and security
component used to minimize exploitation of software vulnerabilities in accordance
with example embodiments; and

Figure 2 illustrates flow diagrams for implementing a method of reducing a

35  risk window for computers that are potential targets of malefactors in accordance with

example embodiments.
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Security Component can monitor and identify malicious code designed to exploit
software vulnerabilities of most any application installed on the computing system.

If the Security Component finds a data transmission that matches the exploit

35  evidence, it can execute any of a number of protective measures. For example, it may

block that particular transmission from entering the computer, while allowing other
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125) on the Internet or elsewhere about new vulnerability discoveries and new
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155, which as will be described below can be communicated to the Security
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35  layer 118. Further, because most, if not all, network traffic for applications flows

through the transport layer 190, the Security Component 195 can monitor and identify
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cl ai med.Security Component 195 is installed on a user’s personal computer 105

running the Microsoft Windows XP® operating system. Security Service 110 is
permitted to securely send updates 130 to the Security Component 195. When a
35  researcher announces on the Internet discovery of a previously unknown vulnerability

in Microsoft Windows XP®, Security Service 110 reads discussions about it among
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of data being transmitted to the user’s computer 105. The Security Component 195
35 searches, at the TCP socket level 190, for the Rogue Address in the Internet data
traffic 180 sent to target computer 105. The publisher of the Browser issues a patch to
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automatically visit many web sites in search of
woredoraiwus code. Shortly after a researcher anPOUOSB®E7/064949
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such as through probes, honeypots, search bots, etc. that glean relevant statements and

35  software from known or suspected malefactors or recorded examples of malefactor

behavior, tools, or experimentation.



Figure 2 illustrates a flow di agram of a nmethod 230

for narrowing the risk window for conputers that are
wpoioensdeat targets of mal efactors. On the SecuPCT/¥S2007/064949
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35 Component 195 performs an act of identifying that the message 180 corresponds to

malicious code, then a rule 108 might instruct it to block that particular transmission
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woreowonyeor at the file systemlayer 118. Furt hBCT/US2007/064949
because nost, if not all, network traffic for

applications flows through thﬁ6transport | ayer 190,
the Security Corrponent 195 can"nonitor and identify

e S " o
Jo b itee PHCGOBRnTBEE doyvad sPmbufe b HiEs shavety ot 130
t heblbeldsggich andERagel TRY RYmbe W30 SothdvEbdaae ZamadsPas to pass. An

i ncludes a s for identifyin 40 ssage(s)
mal HEMBEe E‘BB‘%’D‘B%\%’&’% sggﬁoﬁo% é\& aH%‘ﬁ%@e%eaiﬂ% é?emppwt 195
Upd@tie®rm kg compaieP | €5 useeebbut thy dERRAARIRS ol SPthABMYe user can take
perform an act of receiving nessage 180 at the

t r SPOFRPFiAte| agtjen In ol armshwglbg@wm e yule dAparay derupighe Security
l(ﬂ-ozCérﬁ%on@ﬁ‘t 8% 1 PFoBRRY rAGnHRIR W hblsheet h@ BE$%AARy harmful
180 h exploit evidence 106. Based on th

confsatpres ai¢ disgble gothgwisciebiminatedl udes a step for taking

action 345,845 @i $elorfantd!bESh Qi(‘p?:‘.
Security Corrrponeﬁt i19 %pe?@%?rrsoan ea('??éuég% r‘[ﬁ)ln?%}l 1n95 other
t hathqdenm@ag@edwm@_mdmbponejganyhmmt|f@n a@'ﬁgsdlng)dneonly exploit
t he&l&nfé"”l% JfQIBm'Jl &B&s E&i%t trhiiltc Mov%% Q#e%? l§at n%?tla) which is a
particul'ar transm ssionor nessage 180 from enterinhg

1% hedeteamgetior afphrive rhatro ) aE\pemctnlho ugghlicione codé emgBo be Another
bl 180 t th b
tr g%%?%dinge%g Hrov?d%g1 a5 cance}}\hga?qytln {n(igév 88, or{‘go(rglber %gtlh to the exploit
pr cavidtese HOG; séoerltb/Oﬁ)ntrimﬂs al2, ewd/of hesSHE LI thg/ Séhmqoﬁemponent

L aETAEE Bt Sk Ve a3 skt (R S P AP alsbelow

actSOQﬁseﬂthresﬁdldl anot her enbodi ment, a rule 108 may

instruct th onen 195 to nodify the

2% r ansmi &S Hﬁ %ﬁgomf ‘H‘é‘f‘y SRPPRBEHFIJP may receive a
f eajouingmd aus adu/@amledw&ha@tiﬁmw i6€ 8d168] AAbaTor faRe some other
order, to enhance, performnce of the Securlt Conmponent

195CHPhet SxAiibehidrant $00.and/os é%geaurltxeewmpwryul% AQS associated

enbpgtWRR badk@lon Ahd SRUirBE o aR RV dht EXPLRh! ufWi tHEBERdRE of the

for nalicious code that is above a threat ratings 160,

whi depirgdsevgnty dhee PeRupitit Comperenh % kel ikelan pproptinte Lackgn on the
258 éxﬁloﬁl@ld&%éq 08] s%ﬁrlt? @omlﬁ&%h?ﬁ afe Rl '16§Q§socﬂ£t@€{ {hgf?e%/lth such

for cancelling, deleting, holding, or other action

t heas drlgting themyqageatio theoe tempoally ipryse deammsteds 112,

and/ or r 0 a

the rel evgﬁﬁes}f&g f(n%nt¥ogow§ﬁgog %:‘{'%Osd gégnglr B@FII ‘#gﬁic fo'hﬁ without

r atdepgjtingGomalts|sgiribel essensialobameteristios. é|§lhdb$¢rlb¢dlemltqdiments are to

an [ C onen Vi

oo R BRRE R et M ARG B Rt R pome o e
30t 0 iokeingoreis, tharebet, indicat¢daliyeths apm:ndxtdrémmcrath@nhamrby the foregomg

eﬁfdggérl%agﬁ/ Iékgfse %}10 Ie%f;[:lsoglc ncgo/m%rwﬂ"nnl){ the rrclze%mntgyang range op equlvalency of

the claims are to be embraced within their scope.



therewi th based on the occurrence of an event. As
such, upon the occurrence of the desired event, the
w@emanidey2 Conponent 195 can take an appropri at BCHUS100TI064949
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30 4. The method of claim 3, wherein the one or more rules allow other
benign messages to pass to the computing system, while blocking the message
received.

5. The method of claim 3, wherein the one or more rules inform the user
of the computing system about the correspondence of the message using a user

35  interface and allowing the user to either accept or reject the message.
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25  exploit evidence.

I1. At a computing system in a network computing environment, a
computer program product comprising a computer-readable storage medium having
encoded thereon computer-readable instructions, the instructions, when executed in a
computing environment, perform a method comprising:

30 monitoring, at a transport layer, incoming network traffic of a computing
system using a security component installed thereon;

receiving as part of the network traffic a message at the transport layer
identified as destined for the computing system;

comparing at least a portion of data included in the message received with

35  exploit evidence used to identify malicious code, the exploit evidence provided to the
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16.  The computer program product of claim 11, wherein the exploit

evidence includes a list of known electronic addresses associated with malicious code.

17.  The computer program product of claim 16, wherein the electronic

30  address list includes IP addresses or URLs for websites and wherein an IP address or

a URL for a source of the message is compared to the list of known electronic address
associated with malicious code.

18.  The computer program product of claim 11, wherein the exploit

evidence includes one or more signatures of the malicious code, which are unique

35  data structures that represent the malicious code.



nmessage. 16. The conputer program product of claim1l1,

wherein the exploit evidence includes a list of known
web@ctnswnt ¢ addresses associ ated with nal i ci OUBCTYUSI®07/064949

17. The conputer program product of claim 16, wherein

the el ectronic address |i st iggludes | P addresses or

URLs for websites and wherein<an | P address or a URL

for a source t he nessage i s co are?hto the |ist of

f is
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wherein the exploit evidence includes one or nore
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datggstructures that represent the malicious code. 19.

The conputer program product of claim 11, further _
conpri siuRgn ocerEneg /f the or Phaose cuents, yakieg witia en the exploit
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deflned'by one or “nore rul es. . e computer program

pr deblot sahe direat mting, threbfexdiand twheredy getactien om ¢heorxpioiir @vidence
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