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FIG.2
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FIG. 3

IDENTIFY FIRST OPERATION GROUP AND SECOND OPERATION | 540
GROUP BASED ON TYPE OF OPERATION AND ORDER OF OPERATIONS
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OF FIRST OPERATION GROUP AND SECOND OPERATION GROUP
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FIG. 4

540

Y

MATCH NUMBERS OF OPERATIONS OF FIRST OPERATION
GROUP AND SECOND OPERATION GROUP BY ADDING  |—541
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Y
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Key Generation

(pk = (prtl)» sk = (pl K,tr, 51,52, t{)))

{ — {0’ 1}256

(p, 6, K) €{0,1}*°9° = H,({)
(51152) € Sf; X Sr,; = HZ(C)

A € R¥*! == ExpandA(p)

8, == NTT(s;)
t:=A- 8,

£ =KNTT=1(E)
t=t+s,

(t1,tp) == Power2Round (t, d)
tr € {0,1}3%* == CRH(p Il t;)
return (pk = (p,t,), sk = (p, K, tr,s;

> A is generated and stored in NTT representation as A

,S2,%5)) > Pack(sk) and return
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FIG. 6
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51 | x n
03. (s4,55) : Hy(S)
52 k X N
05.87:= NTT(sq) 54 | x (n/2)
_ kx|xn Multiplication
06.t:=A-3 51
kxn Reduction
07. t:= NTT-¢t) 51 k x {(n/2) + n)
kxn Addition
08.t:=t+s) 52,51
kxn Reduction
09. (t4,tg) := Power2Roundg(t.d) | to:s2.51 kxn
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FIG.7
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Signature Generation
M,sk = (p,K,tr,s;,5;,tp)
o= (zh,0)

Unpack sk
A€ R’q""‘ :=FxpandA(p) > A is generated and stored in NTT representation as A
i € {0,1}3%% := CRH(tr | M)
Kk ==0,(z,h) =1
p' € {0,1}*®* :=CRH(K Il p) (or p’ < {0,1}*®** for randomized signing)
§, == NTT(s,)
§2 — NTT(Sz)
to == NTT(t,)
while (z,h) =1 do
y € 8}, = ExpandMask(p', k)

K=K+1
¥ == NTT(y)
W=A-§

W :i= NTT (W)

w; = HighBits, (w, 2y)
¢ € {0,1)°°% == H(u Il wy)
¢ € B, :==SamplelnBall(&)

C=NTT(O) .

(Z=10-8 ] 71

| Z =NTT 1(Z) L~ > NTT-1(cs;)
|Z=y+Z | D z=y+cs
if 1zl > 35 = B.then (zh) =1

(XR=¢-5, ; 72

I X :=NTT (%) ! D> NTT-(cs;)
lw=w-—x !/d > w=w-—cs;
i To = LowBits (w, 2y;) i

Lif Jo )l 2 vz =B, then (z h) := 1| 73

1 P=2C 1 i

| v =NTT (V) I/\/ D> NTT-1(ctg)
Lf |Vl 2 y2 then (h) =1 |

Vi=w+vV

h == MakeHint(—cto, v, 2y>) > v=w-—cs, +cty

if the # of 1's in h is greater than @ then (z,h) =1
return ¢ = (z,h,¢)
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FIG. 8

/81 82 83

NUMBER OF

OPERATION POSITION \T/ﬁifAEgLE OPERATION | NOTE
REPETITIONS

06.%¢ := NTT(s¢) 51 | x (n/2)

07.5,:= NTT(s,) S, kx (0/2)

08., = NTT(ty) tg kx (0/2)

. | x (n/2)
10. y :=ExpandMask(p', k) | x (n/4)
y==p P y (Dilithium3, Dilithiums)
12.9:= NTT() y Ix (n/2)
R kx|xn Multiplication

B.w=A g y
k xn Reduction

14.w:= NTT (W) y k x {(n/2) + n}
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FIG. 9
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kxn Reduction
15. wy:= HighBits q(w,2,,2) y

kxn Decompose
19.2:=¢-§ 51 | x n
20.z:=NTTY(2) 51 | x {(n/2)+n}

| x n Addition
2l.zi=y+z S1. Y

[ xn Reduction
23.2:=¢'%) Sy kxn
24.x:= NTT (%) So k x {(n/2)+n}

kxn Subtraction
25. W= w-X 5152

kxn Reduction
28.V:=¢€-1 to kxn

k x {(n/2)+n} | Inverse NTT
29.v:=NTT(¥) t

k xn Reduction
3Lvi=w+v tg,Soy kxn
32. h:= MakeHint I(-cty,v.2y,) | tg.soy kxn
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FIG. 11
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FIG. 12
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