WD 03/017682 PCT/ US02/ 25750 1 APPLI CATI ON LEVEL ACCESS PRI VILEGE TO A
STORAGE AREA ON A COWUTER DEVICE Field of the Invention [0001] The
present | woessioiogs2rel ates to processing of applications f@cus2isrsa
conmputer device, and nore particularly, to the storing of applications in
a file structure and limting the acceks of applications to the storage
area on a conputer device. Background [0002] Wreless comuni cation has
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strive to provide additional functionality on these wireless devices. This
additional functionality will not only increase the demand for wreless
devi ces but also increase the usage anong current users. [0003] The
envi rdﬁﬂérﬁftbﬁlweﬁﬂﬁbl ess device creates uni que chal | enges when one
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device. Securi ty concerns on the wirel ess device include controlling the
envi r GRREG10N 19dhe SOTagRATP AP IORIRI JeYikat an appl i cation cannot,
intentionally or unintentionally, degrade or corrupt other files on the
wirel ess device or the network on which the wirel ess device comunicates.
[ 0004]|Batpgtaunsk | ons, during execution, may performvarious oper ati ons such

di t files, stored on the device,
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[0005] It is desirable control the application's access to other files

acces Jieppraldigitah assiféaite PRRAs)awirelessuseivige proviglarsel.-¢- ocariiersstaygio pserddee an
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devi ce a virus on Ion-or may
be unnmaeadmﬁemuﬁﬂe’of hﬁelapmdvmaﬁ batl®XacieiRshdvuidge pﬁ@hg yuiént ub&p code t hat
unintentionally dom nates a resqurce, danages other applications or data.

(18R] Cur rIEREPYITORTARN OR A ¥ IFFiISh BRY ek Cregat waﬂlpq ﬁgﬂlamgeap‘énep OBt FideaTBEsS to
st or agge&kidf of Qﬁﬂlfé%?én on a wireless device. Methods of downloading the applications and

removing the applications need to be developed. In addition, there is a need for security on the
wireless device. Security concerns on the wireless device include controlling the environment
the best way possible so that an application cannot, intentionally or unintentionally, degrade or
corrupt other files on the wireless device or the network on which the wireless device
communicates.

[0004] Applications, during execution, may perform various operations such as reading, writing,
and modifying files stored on the device, or accessible to the device. These files can be system
files used by the device, such as device drivers, other application files or data files.

[0005] It is desirable control the application’s access to other files accessible to the device as a
security measure to limit any damage an application may have on the device, or other systems
connected to the device. This damage may be intended via a virus on the application or may be
unintended where the application executes with poorly written code that unintentionally
dominates a resource, damages other applications or data.

[0006] Currently, the only method of controlling an applications access to storage area includes
defining privilege levels to users. A user may be given a privilege level that allows the user to
read, write or modify files in various storage areas. This mechanism only controls access at the

user level.



defining privilege levels to users. A user may be given a privilege |evel
that allows the user to read, wite or nodify files in various storage
areas. Thwo osmat@ni smonly controls access at the user | ex@alusoysB8/ 017682
PCT/ US02/ 25750 2 [0007] This practice, however, does not allow the
limting of storage access based on tRe application executing. Wile the
user itself may attenpt to limt the application's access to storage,
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i npo liegtidnhe application. [0010] In one enbodi nent, the present invention
provi des a nmethod of executing an application on a device conprising the
steps of receiving a request to execute the application, determning if

the application was nodifg ARY OF EMEYNVERTION i cation was not

nodi fied, mapping the application to a unique storage |ocation, granting
the application access to the unique storage |ocation, and denying a
peend appbystahd anl demedsconsistehiewithilpigeshomageidnanatdonme. thf Sdtttpmingsafot her
enbodi nent, the present invention provjdes a device havé .a file
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[0010] In one embodiment, the present invention provides a method of executing an application
on a device comprising the steps of receiving a request to execute the application, determining if
the application was modified, in the event the application was not modified, mapping the
application to a unique storage location, granting the application access to the unique storage
location, and denying a second application access to the unique storage location.

[0011] In another embodiment, the present invention provides a device having a file structure,
comprising a control program to store files within the file structure, wherein the control program
is operable to store multiple applications within the file structure, each application having an
associated portion of the file structure and the control program is operable to grant each
application access to its associated portion and deny access to each application to other
associated portions of the storage area.

[0012] In yet another embodiment, the present invention provides a method for storing an
application on a device, comprising the steps of receiving the application at the device, storing
the application in a storage on the device, and limiting access of the application to a unique
portion on the storage, independent of a user access privilege on the device. Further
embodiments of the present invention are also described in the following description and

attached drawings.



associ ated portions of the storage area. [0012] In yet another enbodi nent,
the present invention provides a nethod for storing an application on a
devi ce, cwgpisiaiasy t he steps of receiving the application mtT/tsewe288vi ce,
storing the application in a storage on the device, and limting access of
the application to a unique portion 8n the storage, independent of a user
access privilege on the device. Further enbodinents of the present
invention are also described in the foll ow ng description and attached
drawi ngs. WD 03/01768 / RTI ON OF THE DRAW NGS
[ 0013] The accomanyi@ﬁﬁﬁm&a@ﬁgﬁﬁg&d in and constitute
a part of the specification, illustrate presently preferred enbodi nents of

the invention and, together with the general description given above and
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2 is a block diagramdepicting a wirel ess system architecture containing
wi r el belew, sgevd toexpliaviha griseiplea gbtheapveasipni EhthegFMBgEss process in an
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depi cting the process of “storing an. licatio % hi‘t lim.ts access of an
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process o tin cce of application to a storage area in an
exenppasant éneadomrent of the present invention. DETAI LED DESCRI PTI ON OF THE

PREEERRED | 0019], Ref 4 1 . i i h
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i | | ustxaifsyiemtodBn@f ©p MRARMeAGnM@bNgS, in which like reference

characters designate |i ke or corresponding parts thrqughout the several
@0aT ngs. TFige4 is a flowchart depicting the process of storing an application that limits access of an

application to the storage area of a device in an exemplary embodiment of the present invention;
and l
[0018] Fig. 5 is a flowchart depicting the process of limiting access of application to a storage

area in an exemplary embodiment of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0019] Reference will now be made in detail to the presently exemplary and preferred
embodiments of the invention as illustrated in the accompanying drawings, in which like
reference characters designate like or corresponding parts throughout the several drawings. The
nature, objectives and advantages of the present invention will become more apparent to those
skilled in the art after considering the following detailed description in connection with the

accompanying drawings.

Introduction
[0020] The present invention limits an application’s access to a storage area on a computer
device. The same user on a device may install multiple applications. The user may have access

to all the applications and the storage area of each application. Systems and methods consistent



nat ure, objectives and advantages of the present invention will becone nore
apparent to those skilled in the art after considering the follow ng

det ai | ed Weswroipiszon i n connection with the acconmpanyi ng RITAVS0RGSIS0

I ntroduction [0020] The present invention [imts an application's access
to a storage area on a conputer deviele. The same user on a device may
install rmultiple applications. The user nay have access to all the
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execut abl e content, “suc j ect code, script |"ava Khar k
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di agr am depi cting a conputer device having storage in which an exenplary
enmbodhergint may alsp encwd;es@m thiahare mot execwtablelie nptvess suaheas donumbrits thekmap hegdy

enbod{ rﬁ%q) U{X%f&gﬁtcﬁhﬁﬁlﬁ'ﬁh%ﬁ{wlegﬁgﬁont ai ng a storage area 110, a CPU 115

and an &29%6°nt er connected via a bus 130. It
fgob3) be r erigory Zd Klyck dieg@nsdepiciag aicordpler aevice hiiahg {tbRgeinwrichdh a few of

t he chrgglo?ent S bt Qat ma¥ be contained in a conputer_ device.
plary embodiment of the present invention may be practice. In this exemplary

embodiment, a computer device 105 contains a storage area 110, a CPU 115 and an Input/Output
(I/O) interface 120 interconnected via a bus 130. It will be recognized by those skilled in the art
that these are but a few of the components that may be contained in a computer device.
Furthermore, many other paradigms of interconnecting various components of a computer device
may be used.

[0024] The computer device 105 may interface with outside systems via a network 100 and also
may receive applications or other data via of the I/O device 125 (such as via CD-ROM, smart
card, or floppy disk) into the I/O interface 120. The storage area 110 of the computer device 105
is used to store data and applications received into the computer device 105. The storage area
110 may comprise a hard disk drive, flash memory or other methods of storage (not shown).
Furthermore, the computer device may store other information in storage area 110, such as
operating system files, resource files, configuration files, and libraries. A separate storage area,

such as ROM, EPROM and RAM, however, may also be used to store these or other files.



Furthernore, many ot her paradi gns of interconnecting various conponents of
a conputer device nmay be used. [0024] The conputer device 105 may
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applications or other data via of the I1/0O device 125 (such as via CD ROM
smart card, or floppy disk) into the 3/0 interface 120. The storage area
110 of the conputer device 105 1is used to store data and applications
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[0027] The network 100 may be a | andline network incorporating private and
publ i CONBPYBTRE™  such as the Internet or may incorporate an RF network,
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set present invention. A central server 202 is an entity that certifies, either by itself or in
combination with a certification server, the application programs as compatible with a defined set
of programming standards or conventions. As described earlier, these programming standards
may be established so that the application will execute on a BREW™ software platform,
developed by QUALCOMM Incorporated.

[0030] In one embodiment, the central server database 204 consists of a record of the
identifications for each application program downloaded at any time onto each wireless device
230 in the network 200, an Electronic Service Number (“ESN”) for the individual who
downloaded the application program, and a Mobile Identification Number (“MIN”) unique to the
wireless device 230 carrying that application program. Alternatively, the central server database
204 contains records for each wireless device 230 in the network 200 of the wireless device
model, wireless network carrier, the region where the wireless device 230 is used, and any other
information useful to identify which wireless device 230 are carrying which application
programs. In addition, the central server database may also store this developer identifying
information associated with an application.

{0031] The central server 202 communicates with one or more computer servers 206, over a

network 208, such as the Intenet (preferably secured). The servers 206 also communicate with a



of programm ng standards or conventions. As described earlier, these
programm ng standards may be established so that the application wll
execut e owo3BRESSIM sof tware platform devel oped by QUALGOWNMIYoresTSpor at ed.
[ 0030] In one enbodi nent, the central server database 204 consists of a
record of the identifications for ea®h application program downl oaded at
any tinme onto each wireless device 230 in the network 200, an Electronic
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over aesspgeswirRlessip to the sviredess dpeces 38 by shoit Bressagingicyvisec MY )-. OTfRE servers
206 al | jth a WO 03/017682 PCT/ US02/ 25750 6 carrier network
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20032py bot The hisoventeeworktmaniok RET % {gpldan appliciiinaty a temppieodeicy stchrag the
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applications to the storage areas. This structure in figure 3 depicts a hierarchical file structure,
however, it will be recognized by those skilled in the art that many file structures may be used to
implement systems and methods that limit an application’s access to a storage area as describe
herein.

[0034] In this embodiment, the root of the file structure defines the files to be stored in this
portion of the storage area. Subdirectories to the File root directory 300 include Applications 305
and Shared 310. As the computer device receives applications, they are stored in subdirectories
(e.g., App X 315 and App Y 320) under the Applications directory 305. It will be recognized by
those skilled in the art that this hierarchical structure can be structured in many ways using
various subdirectory schemes while still implementing the present invention.

[0035] In one embodiment of the present invention, the permissions associated with each of the
applications are stored in the Applications directory 305. These permissions may be used to
grant the application rights to specific files, such as APIs, data and libraries.

[0036] It is preferable that each application has a unique identifier associated with it and this

unique identifier be used to create the individual applications’ subdirectories under Applications



wi rel ess device fromthe central server to one of the various servers 206
trough the MSC and BTS to the wirel ess devices 230. [0033] Figure 3 is a
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structure to aid in limting access of the applications to the storage
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creatéggﬁgpﬁﬁﬂgﬂé name of the applications. [0037] As each application is

$6038Ed  UNASIMALRE, ARl $8lsh@B dsvibelhécesse@by t0dmetussB Mien thd ®metteat eide and
associated wth each application. This mappi prevents the application

from Tegsiies Sppq - éit iR storesh wnsler Bre Applicptiqns suk Iﬁ‘g gy 805 fthg R PR BRAREREY App X
U001 S5 15, DR el 8, A PSEOL P bipBREgiy ¥ 9 X
st or edtoaéd A thierobt dirdctay 0 Mhis limithaccedslof ApbrYiad jusethe igp Y hhdiectory 26tardl i ty,
Isfjbd: rsagg @Shlfi?rgclg‘.rgggst lglr r ;tkg?ttsrl]lg\%nﬁ mlgf?lg %iﬁes%btutr)g anrgaggﬁpqgg tscm%m%p ov>i<des the
advantage, similar as with App X, of preventing App Y from accessing other parts of the file
structure.
[0039] Consequently on the computer device, applications may be granted access to files based
on the specific applications and not based solely on the access privilege level of the user using
the computer device.
[0040] Mapping the applications directory as a root directory in the file structure is one
embodiment of the present invention and it will be recognize by those skilled in the art that other
paradigms exist, such as semaphores, permission lists, and other techniques used to limit an
applications access to the storage area.
[0041] In another embodiment of the present invention, it is anticipated that it may be desirable
to share files, such as data or libraries, among applications. Therefore, in such instances, it is
preferred to establish a shared directory 310 and include a mapping of the shared directory to
each of the applications that want to share data. It is also preferable that this shared data be

mapped to the applications such that it exists at a root directory, for example, of a separate drive.

Mapping the shared directory 310 aé a root directory will prevent each of the applications’ access



directory, calls from App X cannot access any of the files outside of the
App X 315 directory. App X can, however, access the App X subdirectory 315
and any swodizrendsori es (not shown) under the App X subdi rreatesoy/23756.
Consequently, under this inplenentation, App X cannot access the Files
root directory 300, the Applications 8ubdirectory 305 or, inportantly, App
Y subdirectory 320. [0038] Simlarly, within the same device accessed by
the s@iBe p@eitdirekieried dfhe sipred diredeyiané conseqeintlyso App subdiregtories ottey ed under
the Applications supdi reccfeg‘r%I 305 in the App Y subdirectory 320. As with
App Xparentggpeiprgs ofdhe shasgedrefiQny- App Y such that it appears to App Y that
obadis st fonl1 i igddtis hleMséstiASCREE tef u ¥eritidiief,ust
lltopfjéi]App Yolgﬁgglﬁltrogbl? gsr re%%rgggﬁlﬁ%%{laymgﬂég%ﬁéreqtori es under it (not shown).
Thi s fuches tierapplication anuhe Wagpibed abetee Ay yingdigisal signaturay 0aprBRRIIES| ni | ar as

with App. X .of preventing App Y from accessi f i].e

ot r UcPOREC GBS e BRRLE s e AR E0 el “BilicatOl hopfls Inlduel o
grant ﬁl@n@f?&%zswﬁi& fnkls@BdiRRERY is @Battd)eTIRNAGdFicati @P@itdtidhiandsr predemion based
solely on thée access privilege |evel of the user using .the conputer

devi cercatpQ@&0¢r systiopi gprotiglingd indigatighwhen ?@W?l%lséc?%‘ﬁlamrgg@ﬁgh in
the file structur.e isS,one ' . Of. | i hie W | |
be- b5 28 5y FsliIngRfpe SERRAhERBbG o NERRERIER saldieel, Wordhtinple & ch
as segRpNPAGS X B BSIlOApD IYS bsd sttt the kpsterh etlbwiaqessppisg tated ohitir nana

applications access to the storage area. 041] 1 n anot hey, odi nent of
the presdptnigyeidentifer injthisicases PP B&F@dh%fﬁweiafc%@’ %BP Sfé%ﬁggm e to share
oW §S: Such t o LBS th SPRbiiSEd Apticatdremear 18his accsssch
folgéslﬁances,iallgtalselﬁfgl agt}ée%?cehra#tte%%a{col %st bl i ssh a sh%?ed _ircgct ory 310 and incl ude
a mappn Bgplichtidine thhstorgde dicasf paleyice i areerempliry ebodippint ehthedreserthat want to

share data. It is also preferahle that thi.s share . . t he
appl i EREREATS ﬁmﬁoqeﬁ%'_eeaﬁ)?s feg?lgl%a“é‘PP%%%wB?‘F“é%lggr“%?‘i@d?&‘é‘?gpﬁgﬁgg 42@' a
separ §h€ pRckdGnay BaRRIBled B 2 SHakQ Proébirif Ci@ hYo3ddd samealifeodén ofi thestoodge Wi | |
pr event gach of "the applications' access W) 03/017682 PCT/ US02/ 25750 8 to

the panémepuing etthoréassvedfapplieationsr BipngicpbetipantLhe coRiF SEREEHLISA t o any

Lo SREAE P SRl pUTSGRL R el shiyrdes il ssieny 000

fdagauni que Th @geembbdinent, the unique identifier is the application name. In this embodiment,
applications sent to or received by the computer device need to be monitored such that the same
application name is not sent to or received by the computer device. Other identifiers may be used
and it is recognized by one skilled in the art how to monitor incoming applications to determine
if a duplicate identifier exists.

[0045] The process proceeds to store the received application in a subdirectory in the file
structure (Step 405). This may include creating the subdirectory using the unique identifier
received with the application. The process then creates a mapping of the application subdirectory
as root directory (Step 410). Consequently when the application is executing, it appears to the
application that it is located at a root directory.

[0046] The process then proceeds to provide the application access to a shared directory by
creating a mapping of another root directory to the shared directory (Step 415). This shared
directory may be set up so that multiple applications have access to this directory for the sharing
of files, such as data and libraries.

[0047] If the computer device receives a subsequent application (step 420), the process repeats
but creates a separate subdirectory for the subsequent application based on the unique identifier.

Consequently, it appears to the subsequent application that it is located at a root directory.



such as the application nanme descri bed above. By using digital signatures,
or sone other nodification detection technique, it nmay be detected whet her
an appliceta@rinsdi fi es the unique identifier by which trERussdsBmet ory is
created. The nodification detection and/or prevention creates a safer
system by providing an indication when?an application is acting

i nappropriately, such as renamng itself the name of another application

t 0o acdasibeinors, ibby be swapped,to the samx shapddedirestosy beithapsewouseapahieationsedst App Y,
and shoul d %hei s%st.em %.iow a remappi ng based on the nane, 1i.e., the

uni quéiPRsf {9 harRg ORfilSase App X woul d then have access to App Y's

fiods@p. [ 004Bho kdditidl 4pplcafiond Q@@é&@f%d,@ﬁ@?@téé@_@nﬂb@tﬁf ozHss of storing an
application that limts access of an application to the storage area of a

deasdte in dgexiemiloaropas dopigiing the psrcestiel lpridiagaecess phanpliceipn WRSIG5EScess
The prbeaR Sy HpN SRe B et S o€ Bhiht £ sckivin 400)-
ebodi Tt he. ont ol b g am o BREVIN. AL tiovel oot by QAL -

| ncor go#sk w’éia_agﬁﬁrimg % gl%aéz hﬁirfl;@deé%ar@&w e@licr@@?ﬁ_}her le’m 6‘??3?%’?% AT t he

uni que. L Aentd & n this enbodi nent,

appl i g:%g%ll onsd tséﬁcdtngp%r regiggi évdeégtaf)gﬂtﬁgmg%rﬁbut er device need to be

i@03i01 or ed Juohe einhoditdeat, slenappliagpin lva kidigitahsigratis assrciaehwith thempplieationved
by the comput er..devi ce her, identifiers may be used .and.it.is. recognized
by onéoglﬁti;%r@ _flﬁat‘(oﬁé a}ﬁwngmﬁ%nfhfﬁocﬁfc%ﬂ‘feﬁ&s ofariess e Jigieh et er ni ne
i f a duplahfeh@otitkentifl BE apication (dt09969). ThiBe ﬁ?ﬂﬁﬂﬁ@n paseRAdRed & store the
received application in a subdirectory in the ep 405).

; n 1n. ] ile structureéSt.
Thi s rdgierniredydhe dighal signature tha deanuée deyige may $HoessanaYyi pyeses PR, er

receive ith the i i i t es: A Fng.- af. f he
oo S Db s AR s g e RaRE R AP B0 TR B b
t he appkd sfahé pddified appliditionthotifing firanuted deviee npfibiingtysem dbfthe it 1S
| ocated at a root directory. [0046] The process then p ocee_otl,s to provide
t he apgpPditiad ARpAicalioie O Nt yMEHer vy o P@@E@%Wtwystemégﬁf%gwal Ied 3pRIHGLeH-
er ro A=Y : . I : ;

R A O S A S T

di r ect(Step 508). Tlese phwilégeg magfbefardats bysusiip the no@pmgamacess Besaribaskaboy@@4#] | f

the conputer devige receiyes a .subsequent application ep 420).. ..the
proc esrg%egbt@é{ggresébﬂndér ee&%@fsp%v@éﬁ é&%{‘@_ssll%‘g’ie?% SRy ufsi%‘? E({ ‘EF_émQ Qgg’é ent
appl i GalHtOsF thegssticHior ansIRbEH4E atcdeBh el RWvice. Consequently, it appears to
t he subsequent application that it is |located at a root directory.

[0052] During the execution of the application, the application may receive a request from to
access to a storage area (Step 510). For example, the application may request to perform a read,
write or modify operation on a file located in the storage area. Such files may include those files
that control resources of the computer device. The computer device determines if the application
is granted privilege to the location of the file (Step 515). If the mapping paradigm is used above,
the computer system determines the privilege by virtue of the fact that the application cannot
access files above the root directory to which the application is mapped.

[0053] If the application has privilege to the file’s location as determined in Step 515, then the

application is granted access to the file (Step 520). If the application is not permitted access to

the file’s location, access is denied (Step 525) and the process ends (Step 530).

CONCLUSION

[0054] The foregoing description of an implementation of the invention has been presented for

purposes of illustration and description. It is not exhaustive and does not limit the invention to



WO 03/017682 PCT/ US02/ 25750 9 Furthernore, it may be mapped to the sane
shared directory as the previous application was mapped for the sharing of
files. [O004Bj3/ohfesmo additi onal applications are received, RGTRIPROEBES ends
(Step 425). [0049] Fig. 5is a flowhart depicting the process of limting
access of application to a storage at@®a in an exenplary enbodi nent of the
present invention. The process begins by receiving a request to execute an
appl i getpreiseddrma dizcloped. eviodiéichtiens(aBtleprifilay areTiissibleay light ofithy abyermade by a

CorpulBsh BRI AgBTL PP e o T B e 4EbPEl . 1
net mfrg}?lg%lgl\%é?%]n #Eluﬁé@s&f%?@bﬁ?dﬂeexﬁﬂ&@in%@bf @@bk@Bnthaserdiofingiyt®)  si gnat ure

associl e application to detect nodifications. In this,
enbodimplamentethes praviisstipr odvedisare anéveftware er irheardyv gretadgne. dihg ientien

associated with the application (Step 505). . .1f the | i i

ol 1i8d e 4EbTegen @R MREeP B riengoRy et rot gt PEey REBIEBNN AR e ray

choos @ JaRKalfP UltB&Eh Abp&Ed bfQhe presértiniénfich @BYleQbed s bainY swiedihendnadry.ow ng:

denyi ng execution oOf t%e application, |nforn1n? the wuser of the nodified
S

appl i these sirillechiotths gt mall epereciatepbatdhesa asnests chm AP bE iSiPEEE YR PBES lyPesidie

nodi f i ed | i i ON,. Of iyl ver. : t of the
rodi 1 PaapSREeRERs ey bsBE) boobhfydh Gl licRt 1R: Bt GOREHbRY SUS; BT

pr ocesP-RODAL £SrREGRES fiom el Iageset bo otheprapadationa medium;( Btother 5a:@)s.of Ridde
privileges may be created by using th ppi.n rocess descri bed above with
respe@fﬂ@@4¢T Wé@esfﬁﬁdnﬁmleﬂﬁéﬁ’%Fﬁsyggﬁgmggﬁg }r?WHﬁﬁéﬁ§ may be used
to define privilege rights of the application to the storage areas on the
device. [0052] During the execution of the application, the application may
recei WHAT ERICEATIMED®St 0 access to- a storage area (Step 510). For

exanpl e, the application may request to performa read, wite or nodify
operation on a file located in the storage area. Such files may include
those files that control resources of the conputer device. The conputer
device determines if the application 1is granted privilege to the |ocation
of the file (Step 515). If the mapping paradigmis used above, the
conput er system determ nes the privilege by virtue of the fact that the
application cannot access files above the root directory to which the
application is mapped. [0053] If the application has privilege to the
file's location as determned in Step 515, then the application is granted
access to the file (Step 520). If the application is not permtted access
to




the file's location, access is denied (Step 525) and the process ends (Step
530). CONCLUSI ON [0054] The foregoing description of an inplenentation of
t he i nvenwicoms/has2been presented for purposes of ill ustr@adrovsoansso
description. It is not exhaustive and does not |limt the invention to WO
03/ 017682 PCT/ US02/ 25750 10 the precilse form discl osed. Mdifications and
variations are possible in light of the above teachings or may be acquired
frompracticing of the invention. FKJcABM&npl e, the described

i npl ementati on includes software but one enbodi ment of the present
invention may be inplenented as a conbination of hardware and software or

{1y har dvaer ¢ _al OQemetEB&férrH{ﬁﬂh% @BcesiBYa H6rabeRleg BRAIRMUiCBItS Bn Bflftation,
obj ect-ori ented and non-object-oriented programm ng systens. Additionally,

al t hoaginpagpgtesteps of:he present invention are described as being stored in

, hose skill.ed.in.th Wi | ' h h
2 50 be st onone g ebtheroT b pordh e uBBR AN i a: uch as

secondary ﬁﬁ@%@@pﬂﬂ&@%ﬁthéfikﬁpbﬁfoﬁitdithﬁ@qapliédti@ﬁpy di sks, or CD-ROM a
carrier wave fromthe Internet or other propagation nmedjum or other forns
of RAM or SROKNS thsepplieasionshe prvlaga e pcpisihe Bishaeitiorg2msl, t he cl ai ms and

t heir equi . SEE@M;;‘DS ; 034 G AUS02/ 25750 11
CLAI M5 [c?ﬁﬁ&ét}eﬁ%&lbﬁgr |mt|eh§hda%¥:&elss g%zg%g%g?r age area on a device
to an application, conprising the steps of: storing an application in a
first portion of the storage area; assigni rivileges of the first
3111 on {02 he &BBMedRdiQSRTag e PRt g e csp O ENHES BAPSY dlerise
accesgedierofthe sdcoR@pdikiBhiof BaGtordeMeng the application access to a second
portion of the storage area. [c2] 2. The nethod of claim1 further

conprising the step of granting a user of the device access to the second
tion of ,the orage area. [3], 3. The th f. ¢l aj . At he

E‘g’ rage ar éa i Sﬁggg?r@ala OJ%?%%’P’J&%%%% es{/olr}g e.a%ja[ f(%&?cahe%f %%ng‘{é gstr)%!vo “claim

1, wherein the storing of application is perfornmed by

[c4] 4. The method of claim 1, wherein the storing of application is performed by

application programming interface on the wireless device.

[c5] 5. The method of claim 1 further comprising the steps of:
storing a second applications in the storage area; and
granting the first application and the second application access a third portion of the

storage area.

[c6] 6. A method for storing a plurality of applications on a device, comprising the steps
of:
storing the plurality of applications on a storage area on the device, wherein each one of
the plurality of applications is associated with a separate portion of the storage area;
providing each one of the plurality of applications the privilege to access one associated
portion of the storage area; and
denying one of the plurality of applications access to one of the associated portions of the

storage area.



application programm ng interface on the wirel ess device. [c5] 5. The

nmet hod of claim1 further conprising the steps of: storing a second

appl i cat i wososin7dshe st orage area; and granting the first awalvwatsse and

t he second application access a third portion of the storage area. [c6] 6.
A nmethod for storing a plurality of applications on a device, conprising
the steps of: storing the plurality of applications on a storage area on
{d1e devi ce]. wheThe medmdhofeiwemd furthbecquprisalg thy step o plpdwingtai usersofitke device

associated with a separate portion of the storage ea; providi each one
of t hi® CGTATCEPPEARTR BFYIEE Bresis e ApracisckapeiarbotbE BlordEs Al arnddur ot e
gort! IPpIRfati b Berd PR a8 RRite AR SILOYHE S0P H8 aftha. t he plurality of

pplications access to one of the associated portions of the storage area.
WO 03/017682 PCT/ US02/ 25750 12 [c7] 7. The nethod of claim®6 further

onprising_the step of allow user of .t evi . S e

g&?g? i cati off havﬁﬁ?&g}fﬁloélsog cfaémgﬂ@%ggrs%o&?p ‘;Sglcgqﬁ%%P 8ﬁg%aflhﬁ%g&s§so(?fatg£ area and
one @Hﬂhﬁtﬁ%ﬁ@@iaﬂ@éﬂs&éatsﬁmemﬁoﬁﬁw&mﬁ&ag@m&.on of the storage area. [c8]
8. The method of claim®6 further conprising the step of granting access of

the. plurality of applications to a shared portion of the storage area.

Ec?i] 9 Thg. met %g %tho%loq"cﬂh% é"‘@iﬁ&%fnrthé Hgvigee%'aq’ﬁréléss?leWc € I ess device.
0] 10. device Havi ng a storage area, conprising: a file structure

associated wth the storage area; a control programthat directs the

storage of an application on the device, and the storage area having a
16105t ~appl ilPat i ShdICIREHSALFEEE AFALMPIEMEhor ti on of the storage area

and_deni ed \3A¢ g0 aBosRRANAP At Al e storage area. [cll] 11. The
device of claiml urther conprising a second application allowed access

to the secaodirplgrogrem tbit difeetsshostagge af snapphidatimméretic sleviesisintdo the first

ti f th t - 12. .. The, devi f clal. in th
First appl FESRPBH HRONEHBE SSE8 AR ARIPT AleToreare s dur it b aBkgeny 2°
t hi r d ;RQrdhl @Rniedl abda8s BtdNea8R1 Frfdn of the storage area.

[c11] 11.  The device of claim 10 further comprising a second application allowed access to

the second portion of the storage area and denied access to the first portion of the storage area.

[c12] 12.  The device of claim 11 wherein the first application and the second application are

operable of accessing a third portion of the storage area.

[c13] 13. A method of executing an application on a device, comprising the steps of:
receiving a request to execute the application;
determining if the application was modified;
in the event the application was not modified, mapping the application to a unique storage
location;
granting the application access to the unique storage location; and

denying a second application access to the unique storage location.

[c14] 14. The method of claim 13, wherein the second application has access to a second
storage location and a user has access to the unique storage location and the second storage

location.



[c 13] 13. A nethod of executing an application on a device, conprising the
steps of: receiving a request to execute the application; determning if

t he appl i vato3gn7ésas nodified; in the event the applicati orrONasSORQE750

nodi fied, mapping the application to a unique storage |ocation; granting
the application access to the unique dBorage |ocation; and denying a
second application access to the unique storage |location. [cl4] 14. The
ietthod of diSai mThe matket ef dlaitrhk3 Bethenebrapsingthe stop oh geinting gwsappbcatiosecond
storage,l.ocation and a user has access to.the unique storage |ocation and
Lhe saBilte rarlanehcroaEren © Ges goRE8 PR Uso2) 25750 13 [c15] 15. The
nmet hod of claim 13 further conprising the step of granting the application
and the second application access to a shared storage |ocation. [c 16] 16.
6] mot hod 161 ¢ Memettnd offtien 15, vrherede tecisvics iva vielbedsicovi ce. [ c17] 17.
A device having a file structure, conprising: a control programto store
files within the file structure, wherein the control programis operable

fer7pt ore mulzt i plaedan® iaaid Hfie soluttid) cogrifing:e structure, each application
having an associated portion of the file structure and the control program
i s oper abl & coBtrgkRIAgraBHestora fijssivestin gie file seuduieowhersinghe sentel ®ROFBYPES on and

den i gl 0. i i . h
St of agbean e OYFERINGRPLHERAIAR b aTe FOSAE, BRI PRAHOIAEE 2 Cet ur e
i s a hswcatahpatdn of thefilastaicane and the conmolrppbgrpmag pperabls topenaddch t 0 map

each application to.indicate that the application,is stored t a root
dir eclaglgl)‘f.auf’ﬁ Peress @ ISASEOCHAIeA] RETIGR aefg?rﬁfaf%ss G%"ee}cgiaﬁpﬁ?f’ém%ﬂ?&ﬁ program

maps %chihrte@lﬂgrgmgfoftt%w{gg\é}'nieg_l e applications to a shared portion of the
file structure. [c20] 20. met hod for storing an application on a device,

conprising the steps of: receiving the application at the device; storing
applicationin a sto e the deyigge;.and |imting, a ss,.of _the
1B et on® o driRute ShEHEn I WiSrRI B suf00 i RLREr SRRl
the control program is operable to map each application to indicate that the application is stored

at a root directory.

[c19] 19.  The device of claim 17, wherein the control program maps a plurality of the

multiple applications to a shared portion of the file structure.

[c20] 20. A method for storing an application on a device, comprising the steps of:
receiving the application at the device;
storing the application in a storage on the device; and
limiting access of the application to a unique portion on the storage, independent of a user

access privilege on the device.
[c21] 21. The method of claim 20, wherein the device is a wireless device.

[c22] 22.  The method of claim 20, wherein the step of limiting access to the application is

performed by mapping the unique portion on the storage as the application’s root directory.

[c23] 23. A system of limiting an application’s access to a storage area, comprising:
means for receiving the application at the device;

means for storing the application in a storage on the device; and



access privilege on the device. [c21] 21. The nethod of claim 20, wherein
the device is a wreless device. [c22] 22. The nethod of claim 20, wherein
the step wodlmidseng access to the application is performad/se2asgspi ng t he
uni que portion on the storage as the application's root directory. [c23]
23. A systemof limting an applicatidd' s access to a storage area,
conprising: neans for receiving the application at the device; neans for
stori ng t henesppfirdianiiiog a¢agssofshe applEaten torreurdgus poetiomenl thaGt@8¢0 17682

PCT/ USO(?/ ZSCZSE 14 neans for. Iim'ii ng._access of the application to a unique
por t i ORIHANYRE 0T Bieh §ebess PleR SRS %31°Ca user access privilege on the
device. [c24] 24 A conputer-readabl e nedi um contai ni ng conput er executabl e
instructions for |imting an application's access to a storage area that
Wh executZdng peedmpuieareagatiomedipangmitaining computst expsuigble indristionnigrt he

applicat.i.on_at the.device: stori] Lcati i n t on the

cov o AR of brp RGP A B Bsribile LT RALE el BBl EBBIBA0, on° he
st or agemptisigpeNdeitofof a user access privilege on the device. [c25] 25. A
met hod for limting access of a storage area on a device to an application,
conpri si ng Te¢éving Bsspplicatign &t tigidsyichr i vi | eges of the first portion of the

storage ar gg, ] tﬁg%@%m&pﬁia racdb Rk RYicEhgqappl i cation the privilege to
access the tirst portion; an %nyl ng the ‘application access to a second
portion of lichi€éinghaesysf the egplication to a unique portion on the storage, independent of a user

access privilege on the device.

[c25] 25. A method for limiting access of a storage area on a device to an application,
comprising the steps of:
assigning privileges of the first portion of the storage area to an application;
granting the application the privilege to access the first portion; and

denying the application access to a second portion of the storage area.



