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area in which visual inputs can be used to advant dage 1s Tace recognition.
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order to g aetgk whekdher Eg; . reference faces,
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recognizable meaning, such as gestures for help. In other situations there may be no

available user, making voice- or character-based instructions unavailable.
Nevertheless, changes in a given environment may give sufficient visual data to
20 trigger a need for a relevent action (e.g., smoke in a room triggers a need for an
alarm). Thus, a need exists for a general purpose processing system that will accept
and operate based on image or visual inputs, either alone, or in combination with

conventional inputs,

25 One area in which visual inputs can be used to advantagé is face recognition.
Face recognition technologies are known in which an image is processed in order to
determine whether a face matches one or more reference faces, such as for security
purposes. Such technologies may be used, for example, to determine whether a user
is permitted entry into a home, office, or similar environment, Current facial

30 recognition approaches, which typically invelve comparison of facial fcatun;,s
between multiple images and calculations that assess the degree of match, are plagued
with problems. One problem is the tendency of such systcmé to produce false
positive matches. A false positive result means that an unauthorized user may be

permitied entry into a home, for example. The tendency to produce false positive
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purposes of securing entry into an 15 environnment such as a home or office.
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20 Al so provided herein are t hods and syste f or. conf,i,r.m whet her an
mage of | dNTELCRAPRREY. Bores tp e CRigRly ilrerRbing peaR ) of o
fal se posijhpdt@r intdFRMioh)PandBAke afablidn Wkéd oh theBbrtent Shiis jmapech net hods and
systens allow a user wh wi shes to be recognized-to.try as many times as

(0] .
desi red urfimbodiments PRludrproFessmgfach Jprees fEpu of SHPUREGNGIOA8d user wi I
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rather than requiring the intervention of a keyboard- or mouse-based user tmput.

20 Also provided herein are methods and systems for confirming whether an
image of a face matches a reference image, wherein the 'probability of a false positive,
may be made arbitrarily small. Thus, such methods and systems allow a user who

. wishes to be recognized to try as many times as desired until a match occurs, without
fear that an unauthorized user will be permitted access.

25 |

Tn embodiments, provided herein are methods and systems for determining

" whether an acquired jtnage matches a reference image. The methods and systems
provide for acquiring a digital image for comparison to a reference image; identifying
a group of pixels in the acquired image; selecting.the pixel group in the reference '

30  image that is the best match for the pixel group in the acquired image; repeating the
preceding steps for at least one more group of pixels; comparing the relative locations
of the selected pixel groups in the reference images and the pixel groups in the
acquired image; and determining the probability that the relative locations occurred

randormly.
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Thi s cal cul ation can be done for as many pixel groups as desired. 20 In
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and calculating an-absolute value of the difference between the first vector and the
second vector. This calculation can be done for as'many pixel groups as desired.
20
In embodiments, the methods and systems described herein provide for
comparing the probability of a random match to a threshold probability for concluding
that the images maich; 'repe,ating the comparisbn steps for aldifferent rcferénce image;
and allowing unlimited number of mismatches before allowing a maich to one of the
25  reference images. Upon determining a match, the acquired image can be added to the

database of reference images to aid further matches.

In embodiments, methods and systems de_scribcd herejn include a processor-
based system having an image based-operating system. The system may include a
30 camers, located in an environment, and a computer-based system in data connection
with the camera, the computer-based operating system having an operating system
that is capable of operating the computer-based system in response to image data
acquired by the camera, The operating system may be capable of operating the

computer-based system solely based on the image data. The systern may be provided
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item in an image, smoke, fire, water, a leak, damage to an environment, action of a

person, action of a pet, action of a child, action of an elderly person, a face, a gesture,

20  positioning of a face in front of a camera, change of an image, detection of a face in
the image, speech, lip movement, a finger movement, a hand movement, an arm
movement, a leg movement, a movement of the body, a movement of the head, a
movement of the neck, a shoulder movement, or a gait, for example. In embodiments,
the characteristic is matpﬁing a face and wherein the action is opening a security

25  system.

The methods and systems described herein can be disposed in many
environments, such as, for example, an airporﬁ, an airplane, a transportation venue, 2
bus, 2 bus station, a train, a train station, a rental car venue, a car, a truck, a van, a
30  workplace, a venue, a ticketed venue, a sports arena, a concert arena, a stadium, a
sports venue, a concert venue, a musetim, a store, a home, 2 pool, a gym, a health
club, a golf club, a tennis club, a club, a parking lot, a computer, laptop, an electronic
commerce environment, an ATM, a storage location, a safe deposit box, a bank, or an

office.
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FI GURES Fi c 2 ystem conponents for
a visi on- h%? ll);ggﬁ %Ivegtgttg%ﬁﬁxﬁwé é}S chgrlre{ﬁaén%?%? S Biponent s of a
vi si oh0 pr pmeessmgglesymgerpmcasgw.g tie mmgatc&démimh chargbtagtio o Mt eghdi ti onal
conmponent I,.Si rocessing systemof Fig. 2. Fig. 4is a

f th
schemat i cas‘ﬁf)sla?%%? %"11103 Bf’Bﬁﬁé“P %%Odl ment of a vision-based

processing system 25 Fig. 5 is a high-level flow diagramof the processes
of a vi S'ﬁﬂﬁﬁﬁ?ﬁﬁﬁoﬁﬁ%ﬁz@"ﬁe | oyi ng a vi si on- based. operating system

Fig. 1is a high-level schematic diagram of system components for a vision-

15  based system.
Fig. 21s a schematic diagram of components of a vision processing system.,

Fig. 3 is a schematic diagram of additional components of the vision-based

20 processing system of Fig. 2.

Fig. 4 is a schematic diagram of an alternative embodiment of a vision-based

processing system,

25 Fig. 5 is a high-level flow diagram of the processes of a vision processing

system employing a vision-based operating system.

Fig. 6 is a flow diagram displaying additional processes of a vision-based
processing system.
30
Fig. 7 depicts a home environment in which a vision-based processing system

may be used.



Fig. 6 is a flow di agrgg di splayi ng addi tional pr sses of a vision-based
processi ng system 30 Fig. 7 depicts a hone en”onment in which a

Vi si on- based processing system be used. NV O 03/085589 PCT/ 1B(13/01298,
Fig. S d’@bp%ﬁ@*@-‘%’ transportation environment in which a viFGTOROHEIEY -
processing systemmay be used. Fig. 9 depicts a vehicle environnent for a
Vi si on- based processing system 5 Fig. 10 depicts a buil ding environnent
for a vision-based processing system Fi-g. 11 depicts a conputer

envi ronment f orgi SVdediclil PATEHRORERTBhMAENTY FhBMh vishih-Fdsbl prddeslgpi Ct's a
secure storage environnent for a vision-based processing system Fig. 13
depi ct s a syemanastheiwsehnent for a vi si on-based processing system 15 Fig.
14 is a flow di agram depi.cting high-1level steps for use of a vision-based
processing systemto secure entry into a honme. Fig. 15 is a fl ow di agram
depi cti ng hi gh-Higeveleprtsepaehfctr envibmgers foriasiigion-baedplocqssiog essing systemto
process. i rages of gestures. 20 Fig. 16 is a flow diagram depi cting steps
for usi5r1g a vision-based processing systemto nmonitor an environnent. Fig.
17 is a flow dimgranepieRiabuiltigg shapmnicar fots vigigndased pravasshgssster ocessi ng
25 system for product recognition. Fig. 1.8 is a flow diagram depicting
steps for using a vision-based processiing systemto match an image of a

face to a refergnqg .%Q%'CO%FEGE gm}iré%mim& fér 4 JiQ¥h-HhBYpRIBLARRIsGMY St eps of

an imge. filtering process of ace matching process of Fig. IS Fig. 20
depicts an inmage of a face prior to application of the filtering process
10 _ Fig. 12 depicts a secure storage environment for a vision-based processing
system.

Fig. 13 depicts a venue environment for a vision-based processing system.

i5 Fig. 14 is a flow diagram depicting high-level steps for use of a vision-based

processing system to secure eniry into a home,

Fig. 15 is a flow diagram depicting high-leve] steps for using a vision-based
processing system to process images of gestures.

20 _ _
Fig. 16 is a flow diagram depicting steps for using a vision-based processing

system to monitor an environment.

Fig. 17 is a flow diagram depicting steps for using a vision-based processing

25  system for product recognition.

Fig. 18 is a flow diagram depicting steps for using a vision-based processing

system to match an image of a face to a reference image.

30 Fig. 19 is a flow diagram depicting steps of an image filtering process of a

face matching process of Fig. 18.

Fig. 20 depicts an image of a face prior to application of the filtering process

depicted in Fig. 19.



depicted in Fig. 19. O 03/08.5-589 PCTII RO31 O 20S Fig. 21 depicts an

i mge of a face after’ppl ication of the filteri rocess of Fig. 19. Fig.
22 is a,hl.ondiagram depicting steps for conparing a fa i a

r.ef er»eﬁ?:re) ”?Nn}%g%ﬁ Fig. 23 depicts steps by which confi rnéﬁ%@?@uggt ai ned
whet her a face inmage matches a reference i nage. 10 DETAI LED DESCRI PTI ON
Referring to Fig. 1, a system 100 is provided, that is capable of being

di sposed in a wide variety of environnents. The system 100 nay conpri se
several differBigt2] édpinieamtigags oic facki afigr spplicaten af @il teong piopdsk af

i nmage- capkL rwg facility, and vision processing system 104. The system 100
may option y include further elenents, 15 such as a data storage facility
108, and anot her conputer-based device 110. The canera 102 nay be any

devi ce capabl e_of  capturi i e data, such as,a digital camera, a film
canera, a Vi dg%‘gczagn‘éFiﬁwaé}g&r?%g?‘ﬁﬁ‘@éte%%ﬁ@w%’%f?@ IP3EePL a beta
recor der, referbi@B@hets] canera, a fixed canera, a notion-sensing canera, or
the 20 like. The canera 102 nay capture inages in an environnment and
transmt the images to a vision processing system 104. In enbodi nents, the
i mages rmay be Fi??é?&@gf&s‘%@eg@%y withclich@rmtdftbdisoBal 3R “Inlgﬁlea! facd fHRMIES CONPri sing
pi xel s. I n other enbodi nents, the 1 nmages nmay be taken by the“canera in
non- di gi t Bpichesrareference bpager t ed by the vision processing system 104 into
digital formfor processing. The canera 102 may be 25 equipped with an
interface, to permt its operation. The interface may. be a direct user

i nt er itaceDESAILER DBESCRIADAN user, such as a series of buttons or dials
that allow th user 1.0 turn the canmera gn,and off, .record |nage data,
o posi t on + feteng o 13 LA S0 GRTRE R nGds cababy sh e SRR ro
record, Oif atvidle vadety ofled@irbithentd, aThe syain ADBRay Efingile kéVetd Bt hat is
accessed hy or throuygh anot her system, such as, a_cqnputer, . In 30 one
preferr edelé"PﬁﬂS% iRALGHNS $eampra] Pnonimita dupshaplEing fRealtil adysilcess an -

i nt _erfacepm&fssiﬁgag&%{rm@ THe 2yl 1RORLY SptichiNe, [GANES Rrthélenldi®, dat a stor age
facility 108 may be any suitable facility for storing data, such as RAM or

ROM ninorspch gs § datastoppesiagiity NiSel pnd angthar compyiesibateddevige Bk d drive, a di sk,

The camera 102 may be any device capable of capturing image data, sﬁc_h asa

digital camera, a film camera, a video camera, a still-image camera, a2 movie camera, a
beta recorder, a handheld camera, a fixed camera, a motion-sensing camera, or the

20 like. The camera 102 may capture images in an environment and transmit the images
to a vision processing system 104. In embodirments, the images may be transmitted as -
digital data in the form of images comprising ij)ixels. In other embodiments, the
images may be taken by the camera in non-digital form and converted by the vision
processing system 104 into digital form for processing. The camera 102 may be

25  equipped with an interface, to permit its operation. ‘The interface may be a direct user
interface for use by a human user, such as a series of buttons or dials that allow the
user to turn the camera on and off, to record image data, to position the lens, to
change lens settings, to zoom in or out, to record, or the like. The interface may also
be an interface that is accessed by or through another system, such as a computer. In

. 30  one preferred embodiment the vision processing system 104 may access an interface

of the camera 102 and control the camera 102.

The data storage facility 108 may be any suitable facility for storing data, such
as RAM or ROM memory, a file, a Smart Media card, a diskette, a hard drive, a disk,



X o0 03/0S5589 PCT/ 11303101298, a database, a zip Ll ve, a data warehouse, a
server, a mainfrane c ter, or other suitable ility for storing
digital data, The data Storage facility 108 may conprise an interface, for
al | owi NV HEISGF) on processing systemor a user to use tRETIBAYEH2%. ar age
facility to store, manipulate and retrieve data for any conventi onal
purpose. The vision processing system 104 is discussed in nore detail

bel ow. The vi'sion processing system 104 may take inage data fromthe

canera 102, apghalakein ARRT PRl ALRhARE] LBl 9 I&g@pﬁﬁ@@&;&&,@? §.i mages. In

enbodi ments, the’vision ' processing systerh so’interact with the
dat a st or agy@abladclity yor 5@ging digitelodas, TIG dawsiopage dacditp 108 ehy cavgisdat a. |1 n

ot her enbodi.nent s, . t Vi Sj,on. processi.ng system 104 ma | so interact with
bt mor MRS b b 8 YRR B R R e e o LS o
processi nofasijist o mot) dnaniylaseamd reiote dita ot glyadofvdndotdipupblter device 110 or -

the cangra 102, such as to activate or position the other device 110 or the
camera “102. In other enbodi nents, the other devi.ce 102 or the camera 102

may send si gnalghetvgsidiifodeasiNg s 4GS Bi8SUsed i MdkEdBalOfbloWTBlgleng possi bl e
interactive; or sensor-feedback | oops, where the systens interact based on

events or ‘igiawprocessing system d0bmey rabniraiee dagfrophibe gamesy 10 and talet er action with
one or nor . : i t uni gat facility 114 may
connect |t rPRprbldes i PRoontdeoBR RS, 1 BuRRIIAL BRVE, TOOL 1Y el
enbodi mentmotessng systemal 0H0Rayaalsh inteeact/ wish te dplacteagsifangity 68 entd@4 may be
integrated |n i i.Ge. i i 11 y be any
sui + it Pty of e SariE ombp Emb AN Nl oL bt fod ™ D A0S

Wi rel ess cammigi iasricowith dei dther devild Lid o dicivafnac 102t ¥ sodf@Zmdiibdirients 1 ity,
infrared, |aser, fiber optic,.radio | ect.ro netic, acoustig, or other
commant ot PeREPh e e 10k ey Send CoBEU SRS e St SR O e oo
capabl e ofthdeiniga POL, sich as COIBEME GBbdsitionwhd dthdrilevive $i00sT the QEREFI0TY System
104, such as via a second comunj cg(gi on, facil ii 112, which maﬁ/ be of any
type ment i1898wr prbodmeRts thestheriderics 04 ordhe ot A24RaVoiene sigpal ioyhe 14

di scusged \BHQY froceksiRg ik mismaﬁﬁlgéa_&&him@m;e%ﬁva@reﬁlfs&dfeédﬁae&ﬁoyu',de’ group of
di fferent possible. %ew ces, including, without Ilimtation, an alarm

system a ‘dsghde sysieerintezactasebpn cugntson eRNdItianp e crronERnt o bayiddeo di spl ay
system  SeQUILIHRtLERMh 8nd @GHore 37 885 Hnerk. " €COT ding system a

In embodiments a communication facility 114 may connect the camera 102
20  and the vision processing system 104. In other embodiments the camera 102 and the
vision processing system 104 may be integrated in a single device. The
communication facility 114 may be any suitable facility for transferring data, such as
‘a cable, wire, network, wireless communication facility, Bluetooth facility, 802.11
facility, infrared, laser, fiber optic, radio, electromagnetic, acoustic, or other

25 communication facility.

The other device 110 may be any other device capable of being put in
communication with the vision processing system 104, such as via a second
communication facility 112, which may be of any type mentioned in connection with

~ 30  the communication facility 114 discussed above. The other device 110 may be
selected from a wide group of different possible devices, including, without
limitation, an alarm system, a sound system, a sensor, an entertainment system, a
video display system, a security system, a lock, a gate, a recording system, a

measurement device, a medical device, a system for administering medicine, an



measur enent devi ce, di cal device, a system fogaadm nistering nedicine,
an 11'' O 03/ 085589 P 111i 03101298 appli ance, z’oven, a washi ng machi ne,

a dryekyodsadsape, a dishwasher, a refrigerator, a freezgqy,piskghsonal
conputer, a |aptop conputer, a PDA, a handheld conputer, a server, a

mai nframe conputer, a television, a client conputer, a DVD player, a stereo
system a VCR, a conpact disc player, a personal television recorder, a

t el ephone, and a video phone. in enbodi ments; the vision processing system
204 may bepplinte@gambed, a wedhingonacomerodiyet, astpve adishwisheh e sdrigaratany ot her

processor-based device. Referring to Fig. a_sch tic diagram 200 shows
B embod: AERECLF LELEID SHBRE" blBtbel Pupillr s PR HF RGP R o beheS g The vi o1 on
pr ocessi ngerearsd aink@die t6mpamyt, 4 Rldvisitn, ¥ alidnotam@li EDVD, plBME R sfgecd processor
202, a vision-based operating . system 204, a com*ru%cati on facility 208, a

dat a handf¥sHt £aGRa5pmpag dish pleyema Prrarfe! Clsv SIBdacHEn Rotiarena £8d  The

Process$or 3 ¢ido eD 8 ANYoTHRENE el G prb@Giihs bpétebOi04haRdeigeRE@cessi ng 15
functions, such as a mcroprocessor, chip, rntegrated circuit, application
speci fi c Withegpmbesad anyrangiof thegsauagy obipr rrgeassorbpeel deiekr ol | er, sof t war e,
firmvare, or conbination of the above. 'In an enbodi nent, the processor 202
is a Pentium based processor such as those used to operate personal

conput ers. 20 Réferring$o Big- hasdunupe dingiang2¥\shownagubadgnalit st ussed in furt her

d il bel ow. . . j I ' h [ il
espona + Suuipartteof RibioR Progt g BN 1067 e RGLAN Ay RYRLETY 1) P UE

the vigi onapaskde ptiatler@nsysatieas d rocesor20g L edor-bastddgeerdtingut s in the form
of inmages, either in lieu of or i ddjtion to other _events that can serve
as i nput sSYERAHv 2 APTPBHHFatop ctity ﬁg%ffﬁﬂé}%@hnﬁﬁa%wlzh%aa 2 59885 pased
operati ncgjprgysﬁgiﬁg}ﬂoau@mjg,pped with a facility for handling inmages that are
digitized into pixels and taking actions in response to the content of the

i mages. The conmunication facility 208 may be any suitable facility for
enabling the eSi:60sdor 00ERRY Bilany¥ohRiftiord fackiRy £ WRAHRLE BfoBesingi Nteract with
other systens or 30 devices that "are external _¥o t he vision processing -
syst el 20@nctivma.such gs apierqpReceisan chipaintgeated qisuiy applicaierasiips. modem
connect or; “g[é , ri.al. S NELWREK of ddhiBlioh he 1 ke),
sof t war e Tc mfreudnqq%g{t’ibgﬁl?'gg‘%{t\j\&g{c&mnet \Eggﬁﬁg%rﬁ war e, *OF HHAHo

of the above. In an embodiment, the processor 202 is a Pentium-based processor such

as those used to operate personal computers.

20 The vision-based operating systemn 204 i§ discussed in further detail below. In
contrast to conventional operating systems that primarily respond to events that arise
from keypad, mouse, clock, or similar events, the vision-based operating system is
configured to take inputs in the form of images, either in lieu of or in addition to other
events that can serve as inputs to conventional operating systems. Thus, the vision-

25  based operating system is equipped with a facility for handling images that are

digitized into pixels and taking actions in response to the content of the images.

The communication facility 208 may be any suitable facility for enabling the
vision processing system 204 to communicate or interact with other systems or
30 devices that are external to the vision processing system 204. Thus, it may include
hardware (e.g., a modem, DSL modem, connector, bus, port, serial port, USB port,
network card or the like), software (cdnununications software, network software, or

the like), firrnware, or a combination of these.



the like), firmvare, ogua conbi nation of these. \ 03/ 085589
PCT11t 303/ 0129tt, _ ThHggdata handling facility 2 may conpri se hardware

el enent 5 RAM ROM a hard. di sk, a nenory card, ia card,
of ot hefwgﬁ%ﬁ ‘é?gsdata handling facilty, as well as softm@r@@l‘je gt“s such

as dat abase software or other software for handling any data-rel ated tasks
that the operating system 204 may require for interacting wwth the data
storage facility 108. The inmge processing nodul e 212 may conprise
har dwar e, sof t wahe data hardimgfae;litp? 1 lemayordmiptias hadwat clehientsf @&h By ocessi ng

i us al gorithnms and

i mges, in i aciljties for executing .vari i
sub-proceségg&uﬁgg%’ agﬁé“ﬁ%‘raﬂ’fe@%" @!%‘ﬁmg‘ﬁ%‘%&ﬂr ’(?fGB@Fﬁﬂﬂ%d%%/;tem 204, to
store, manihpkdlig Facilttak WelY 8 Rfhafd déthiomsSOch AkRtaBadeisOM®aRr o@Er | N response,
to digital irpmages that_ seine as |n‘Euts to the image processing. nodule 212.

The i mage pPriowaEsdorigndingne date-gelatal aksithit decopgtinhpisten 24dnyueguitss any of a
varietys ofoSh@Relize witﬁ‘ﬁn'e‘dgﬂa@&rérgésfﬁcﬁlﬁﬁﬁbﬁ?ns to the vision-based operating
, ma

system instructions for storl i pulating or retrieving data,
nmessages or ot her conmmunications for the ] 5 comunications facilities 112,

114, inmages, texi,:s s lh1S1 ls. . ctions . of the inmage
processi ng m)du?fée Jﬁ%éﬁl%%%ss% e ‘%@E&&Eé'%g’%aﬁﬁg%@gﬁiwear%Tg%fgﬁ%rg’ed further

bel ow. Ref dirmivag, bxa deinghinaBon af themférgroeed sy imagds, mnludinb dsbilidn forof t he

Vi si on-based 20 operati.ng.syste 04 is displayed in a.schematic di agram
300, 1t SR GriREhH Bt B ] P gocs et B TE] HghEYSPRIEA ser vas as
t he pril0ar ypapaigdykeg 204,36 et nahipelateyietievd afll ABGHSe Mke SYSR T 14, SO that
the primary inputs of the vision processi ng system 104 fromits

envi r onmeni? FFRODFGIR g fmage that (A a5 skl thed Brge Provrssipg mogwe 2bdsed

operating wﬂr@age%%cﬁmgmmeomltmsﬁﬁag%mm@tsw{a&iu@gu@g% QP VAidPg System
25 which may be "a conventional "~ operating system 302, th{ig responds to
signal s fr ehsignas, IWl@i%ﬂﬂ%§wS@@Pﬁtsimglﬂé%ﬂﬂpéﬁﬁlmmmmh@SMWMQTOnaI
system may ' U L iQpnal operating
system sucﬁtggggﬁr}%&g ga;f(‘;ﬁé? ' or ggg%héngS%Of %ﬁ%r%éﬁﬁﬁnﬁc?gynﬁg?ﬁﬁ gki ng actions
i n respdnseorimusivativns fagiliticohld, 1146 irsagen tedtssoundssorathep siguds sFingtisnsst em 104.

Tnus: Tor SR ke HeSLBAERH AL TR BB 2 € e
control othdowaspects of the vision processing system 104, or to send
signal s. ' o

Referring to Fig. 3, a further detail of an embodiment of the vision-based
20  operating system 204 is displayed in a schematic diagram 300. In this embodiment,
the vision-based operating systein 204 serves as the primary operating system of the
vision processing system 104, so that the primary inputs of the vision processing -
_system 104 from its environment are images or other vision-based data. The vision-
based operating system 204 may optionally con£r01 a subsidiary operating systein, |
.25  which may be a conventional operating system 302, that responds to signals from the
vision-based operating system 204. The conventional system may be a Windows,
MAC, Unix, Linux, or other conventional operating system such as may exist or be
developed in the future for taking actions in response to events or conditions in the
vision processing system 104. Thus, for example, the vision-based operating system
30 mayinitiate events that are picked up by a loop running in the Windows operating -
system, to control other aspects of the vision processing system 104, or to send signals

elsewhere, either intern ally or externally.
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el sewhere, either int aI ly or externally. 10 \\j@03/ 085589 PCT/J1J03/0O
1298 Referring to Fig. as depicted in a sche di agram 400, in

anot henyo@shgdidrent the rol es of the vision-based oper atpicqgpsyele4n 204 and
tthe cdnventional operating system 302 nay be reversed relative to the
configuration of Fig. 3. In the enbodinent of Fig. 4, the conventional
operating system 302 controls the vision- based operati ng system which

operates as a sub-system ,ln thls syst CO entlo aI operating
syst em may recgﬁr%lj-?‘é%%grgt %i% SPHPE T4 oﬁpg%baé’ﬁt LaErn i mges or

ot her vi sieabotiasschemla ofhd visn- &mwbgefmagsysmw aaﬁ thetdantelmﬁowau si on- based
processi ng system 20 The_conve era I ng .Sy 2 may respond to
out put s fParfrtfrgesyw@%e%ﬂ&&éeaﬂvs%i@gﬁm@t g ﬁft’fta%%ftOfLa‘:r* nffife forth of
sui tabl e }Rnme¥BRASr Pz 81 @OSYentRHADpRALINY rgdertﬁso@\eeﬁthﬁs thIkmfon-t he
conventional operating system 302 nmay control the vision processing system
104, ab dedaisg op¢ratingaystemt high opericsyis gisabrsystagnsla dhivgysteat. theg syst em f or
handl i ng i, 500 displays
the. i gh- FSh efiforBodefiBlf SyicHElne) hlicidadeltuflingte Pedcnfils ELARIAR 2T O\ Ry 2
vi si on- baslaegc@pmthftrlvrsgnel;asmcladntmﬂ .maAthaad thos;)nﬁtﬂgqff tdide visoindnsqlr ocessi ng
system 104 acqul e3 bas stel 504 t he

vi si on- ba€€d°8 m %ﬁ?‘%g@gy cecﬁtlwfgﬁ& petrﬁmg% &%%363%%‘8 LEET ng Yrodul e 212 '
converts bh@uﬂs lﬁmgﬂhdammbﬁﬁed pﬁacSSsgﬂgabrstéﬂ‘id‘tat sie gt Sorarpfeviedtle associ ated with
t he m@ t hat vva ‘B%vgothes At astrleé) f08the Vi si on- based
proced@or V% Oggtgg Séﬂ '(Pfi"i“%e"ﬁ thFI‘fB“‘i?B nay ppefating SYERei ated with
t he i magesad mhjeonioEhe disiva pﬁce@mglzgétehnumgldeab i fadilit @ftﬁewlaragram 600

di spl ays further processes that can be , acconplished y a system 100 as

di scl osed ﬁgﬁlgpqgaungﬁys&engcgﬁla@ﬁ@g@%@sgygpgﬁq 100_may dispose a facility in
an environnent for acquiring an inmage, such as the camera 102. 25 At a step
604, an inage event nay occur in the environnent. The event may be a

motion, or it ReforringtaFie Hedowiecran Sehdisplarsdhhkigh-fryeknapachsen phd
h t f ul
The. oty Visch biee St Rye R 164 CATBIL » DRI BRI ety SRR REMAD V] TR0

The event na I n the image,
such as astbleﬁﬂ.’!eﬂ),c visiuntpfoqessmgsjstcmi 164 aocpmeotm@as aymbgﬂ-basérdtﬁtevﬁm may al so

be the abg eng& tge wsw% L ogcr];tﬁnogrgygtet% 2'0553 Pihe 1mager%>roccssmg module 212

converts the image data into a signal that signals an event associated with the image

that was input to the system. At a step 508 the vision-based processor 204 takes an

20 action based on the vent that is associated with the image at the preceding step.

Referring to Fig. 6, a flow diagram 600 displays further processes that can be
accomplished by a system 100 as disclosed herein. At a step 602, the system 100 may
dispose a facility in an environment for acquiring an image, such as the camera 102.

25  Atvastep 604, an image event may occur in the environment. The event may be a
motion, or it may be the presence of an image having particular characteristics, such
as a face or body part, or other meaﬁingful image. The event may also be the
presence of any sort of symbol in the image, such as a letter, number, word, sign or
other symbol. The event may also be the absence of something from the image, such

30 ets the absence of a normally present item from the image, or the absence of motion
from an image where motjon is expected. Image events that can be recognized at the
step 604 are without limit, and certain image events that are processed in preferred
embodiments are discussed further below. Once an image event occurs at the step

604, at a step 608 it may be captured by the camera 102.
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30 as the absence of agnormally present itemfro e image, or the absence
of nmotion froman i where notion is expected nage events that can be
recogni zed at the step 604 are without limt, and certaipn.i vent s
that ar &QPHE3¥ed in preferred enbodinents are di scussé’%ﬂ’%ﬁ?ﬁl@%-bel ow.
Once an inmage event occurs at the step 604, at a step 608 it may be
captured by the canera 102. 11 WO 03/08 5589 PCT,/11303/01298 Next, at a
step 610 the inage nay be processed by the-image. processing nodule 212
under control aqfiexthe avies bNthb asegt MPeisgirbdagses Y tieimafiproddssiag step 612, the
vi si on processi ng system 204 nay. _oui}gut a si ggnal th i reflects an inage
char act er i Bpfge 2 ”‘tﬁéf‘é’r“ffP]rfgdh%%s‘Pﬁ" $5 GREay) r?é“%‘?eﬁ 6402 %P8 But put  si gnal
at the stef, \r?isﬁ)%%réﬁysiﬂgaé?&eﬁ%ﬂn‘ﬂfgr&npﬁb'&Hgﬁ’a‘f tAPeB¥&Mn fpdgehandl ing by a
conventional operatin System 302, a signal for controlling another device
112, a si gMactedsﬁcc@ﬁgthneﬁ@ytth@Pm@e&m gep o). Tha GVRBS Signehgidhd 899 f ur t her

handl i ng by, trné:y ta F?l::ﬁg%g?'ls%s% VO Y addie bygrcoﬂeﬁﬁéenag Pgép}éﬂnggg i mge that

reflect's a Characteri’s he 1T nmage captired at t : Certain
preferred saboddpmsignadforchetrglingawtiondevinedd2audenal for tentratlns thescri bed 10

below. At a step.614. the system 1 ake | t he
content of 4PisEr 102 fpeither frﬂaag[aﬁgﬁlgé%rg%ﬁﬁ%%gé?lgetm?g%ﬁg{:éesgﬂgﬁ%ﬁ%}g%e event s
that may be giepeRasiad imigeting refleeps a@Bdracraystic of the dleageeapturais g sep a face in

front of the canera 102, detectin tion, .changj t he,.cont ent ,of the

i mage, 15 % é@f‘?ﬁd"%fe?%f’c@leti‘%‘?uﬁﬁn ?Fggeeprf’?‘fgsﬂn%gﬂ?é%‘%&@8’6‘2‘??@39 such das in
a W ndow, pledeCht Heep bIRERSYSREMA 0P a§ ke 3 BGIONMPsediofalkecontdnt Blady part s,
such as |ips, hands, or Ie%s, imalges of gestures with the head, hands,
fingers, ovignst therissgablispedatdhe s6pbld features, symbols, letters, words,
nunbers, signs, or other inmages that have the potential to have contact .

that is neaningful for purposes of using the vision processing system 20
1.04. At the priowgssventy that opyde@rocassef aidhe sep@04gnay inglyde PIHIBEES i stics may

be analyzed. F xappl ' S ; B YtefEl o Thiage, What  an
obj ect in BHE m%oéa@fﬂ?g;ﬁneg%?ﬁ%fgg@m%nf %‘ﬁ?gﬁ%q}eace,& a per_so%f a body
part, &5 sydduating af®eginan iarageinepar@dildréedatiore suddiagiin awindow; AdeqiRBcessi ng st ep

610 ch bj ' he i .0bj h [ ,
10 ey e O Rk TR A, G0t o | e

images of gestures with the head, hands, fingess, or other body parts, facial features,

symbols, letters, words, numbers, signs, or other images that have the potential to
have contact that is meaningful for purposes of using the vision processing system

20 - 104

At the processing step 610, a wide range of image characteristics may be
analyzed. For example, the processing ste? 610 may determine what an object in the
image is, such as whether it is a face, a persom, a body part, 2 symbol, a sign, or other

25  feature. Similarly, the processing step 610 may ﬁ_la_tch an object in the image to
another object of another image, such as matching a face image to an image of 2
reference face. The. processing step 610 may also match another object, suchas a
code, to a code in a reference image. Matching may occur between codes, gestures,
faces, body parts, biometric rmeasurements, motions', signs, symbols, or other features

30 fora variety of purpose, with the output signal at the step 612 reflecting whether or
not a match occurred, The processing step may also process a characteristic of the
structure of an eavironment, such as the presence or absence of an item in an expected
place, such as a valuable item in a room that is monitored by the camera 102, or the

physical condition of an item, such as a window, roof, or door, to ensure that is has

12



ref erence face. The p essing step 610 may al so t ch anot her object, such
as a code, to a code a reference image. Matc may occur between
codes, vI¢sikses faces, body parts, bionetric neasureng@tlﬁmmtzbfpns

si gns,' synbols, or ot her features 30 for a variety of purpose, wth the

out put signal at the step 612 reflecting whether orr not a match occurred.
The processing step may al so process a characteristic of the structure of
an environnment, such as the presence or absence of an itemin an expected
pl ace, sugdt basn dﬁm@bma'ﬁﬂl@rmtaemg stern6 Yoanng dlfajrodess dlanktkasRd oby t he canera
102, or t sical. conditipn of.a |te such as a .w nd roof, or
door o B sPe et Rk e Sl AR oBen o 20 O¥o B notbeen

darmged. Eﬁaeesmhg@@'gs;mﬁa@a@@pﬁ%&swma& ﬁz@vaﬂfeﬂﬁi@%&cu@ﬂi}%ﬁ@ﬂ{@“ stics of a
face, such as enotions reflected by particular facial novenents or

posi ti onsSTVIRBMEN;28E 8BRS ghable Tefldst Fliythen a8y mpveees Ot dRaRtisElr movement i s
0CCUI I'§ NG ferhdie, 1@8&&1&9@”&1’&& 280 riiBiH e Br Db ;1Q se&d €Ct whether any

nmovenent, or a partlcu ar 5 novenent, 1°'s occurrl ng, such as for nonitori ng
for n‘overr@mmtlme% eramenitering forimaypmentiof aprtienbiniamediaabevopnmevdment of a

pati ent 19] &c@ﬂ'ﬂféﬁlaﬁgﬂp@ 5&%1 E‘n%vm nsftﬂg ﬁrfggé@h%gt}gf 6%5 CRt, 1S

occasi ona roces ocess t he i nmage
to deter npmeﬁswﬁeumegc tartﬂ;ztcrmm mmms nawp@mrlmdappearbdhmthenw ronment, and nay

anal yze the. new |te Lts .n ture At the 10 processing step 610
t he syste?ﬂvfﬁ’ﬁmﬁ[ﬁya"l J'é%tainfle@ @PP?"X&F’% g \§ ‘%tetg?ures, such as
snmokelo f i grocessing SEPIGED b Syittsn 10WEhey Ldeﬂify(phﬂﬁelﬁlaﬂ diRBennhcRa] Boattiesi hat suggest
that a mas& ‘giﬁ Iarmsho | d, be sent Qm t he |illystem I n enbodi nent's,

the proce¥$ ﬁgsm e%‘eﬁli’els\’r‘éi/c PhdscRter. p ggmgge TeMpies thatruggst W2ty ot her
entities jesshforialBeehandbs &Kefrothd GRSmDAS BelhMmble tRakseeiRf t he
novenents, such as proximty of a child to a 15 dangerous item such as a

stove or SERARATPRRBCeswimAgEef chUdED. Do, enmshriienitivs & tinbnagsad B8 ng step 610
may take a%ﬁ&ﬁ%&@&ﬁﬁgnﬁﬂm%f%@d@ﬁ%h@%ugﬁasaﬂ} it gbﬁ&ctﬁﬁ%ﬁ or other inage

characteristics or events, or I nati on ‘0 or nore of themwth
i nput1¥ r otenggrowshitemm shehiiae @ stove @ysrrr@mtomd etiinzaing ppcdt Inndmtpdiraentsthe secur i ty

code On robeypaden bib GRTRLDAL AL, FREGhLRG, B8O ol §f e ence | mage

for securd cessing step 610 should
be under sithedmhge dheractensucs or events, ora combmatmn of one or more of them with

input from another device or system, such as input of a manual security code on a
keypad, in combination with matching a face to.a reference image for security

20  purposes. These embodiments of a processing step 610 should be understood to be
rcpresentative'of the many different image characteristics that can be processed for
purposes of identifying and taking further action, all of which should be understood to

- be encompassed in the present disclosure.

25 Many different types of actions can be taken at the action step 614. Examples
include sending a messége or other communication, turning an device or system on or
off, initiating action of another device, inducing motion of or otherwise controlling in
any manner the vision processing system 104, camera 102, or other device 112,
allowing entry into a secure environment, opcnin'gla lock, sending an “all clear”

30 signal, and preventing entry into an environment. Of course the action step 614 may
initiate any action that can be taken by any other device 112, so the types and natore

of the actions are potentially limitless.
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representative of the many different imge charac I stics that can be
processed for purpos of identifying and taki ng‘lrt her action, all of

whi ch shoul d be understood to be enconpassed in the present disclosure. 25
Many di MEPERESSPypes of actions can be taken at the acti SRTABGINBME .
Exanpl es include sending a nmessage or other comrunication, turning an
device or systemon or off, initiating action of another device, inducing’
notion of or otherwi se controlling in any manner the vision processing

system 104, canffege kdzhanpoithAPénvatOunGfs ihlvhictal Vi9¥h-BEke@Pidckssldat © @ secure
envi ronment, opening a_lock, sending an "all clear” 30 Signal, and

prevent i ngfFYSREYTHAY bt RgednRefsNE ShREnt: oneFuch SuviRamEds abeina 08t Mpn614 nmay
initiate | C [ ' so the types
and nat ar o e SE 80 ph e R e e e oS 1% Bhy PLAS AR s 5550
PCT11B03! 070234 the tipimer d@0awbkereranser jot, e gl resideny giiginss, mayWdikdhtoa

"vi si on-das j . . . erri g, .7, one such
enviro n%e ntﬁ 9 Fés%egg E@fng’ ; ?ﬁbai ¥%g§?/? IJ@%@ %Sl';@sg&leesl?@%p 0s F%%e&eqﬁlﬁb%%“é)' such use, a
canmer a 10ZI'eeamern W sposede ai ortboerdddudon pra@sings systhm, faney FOEunedegr e a user
704, such as a resident of the ho ,look.into 5 the canmera 102 for
faci al - r edBaPREFER VSRR SE a0 e RN oer AR RS Gofow) . The
camera 102se@yrabai@iches Hale aloth réfetdn0difabs RERESIGE] Bthé edth s@fﬁgﬂay be

connected _tQ a separate vision processing system 204, for determ ning
whet her arfa$iiRg@8ofl thee is g maich.dhenplack {8 e daoe 707 mAvFededef er ence face

| magesyest ofiRtidg kbt il &ldthes? bRbRBRent! RE hdrhd Y004R8) havk a kWGhRidgHosl ML ch, then
a lock 708 on the door 702 may release, 1.0 all’owing entry. "I n another
embodi ment710t #tevHiRdreepond oamery 7 Hamay be disfiossd fagmprigiring higpooht  whi ch a pool
camera 712, di ' | . : I . The pool
camor s 715" Nadty THEORT Sl () Sl BEgP B0 BB T |,

processi ngrisigsprensstiog systern ok trigrar il adarm 748 8 the childe’1d lepingds ifdido closres i n t oo

cl ose. proxi.mt 0.t oQl ,710. .Such conbi nation of. .canera and al arm
Coutd be dEatsta 8 ppaC1B0 Shon'd Syl ArGRH ARblBR Rl R TRAL R0 B 2
child jor pgdrd paraityr dmBgSILQWS the Piextrhity ofaluhild aspa tsimmangauebject, r epl ace,
wood stove, work bench

crystal vsagl-égs a S(S(f'veo?‘fﬁ’ﬁ‘r 8{%‘3&‘: mlo:g& _gt’ové,) (vo%kobetr)ngtﬁ %‘é ﬁltglli%e, Arttg gl%hka%i'éc h as china,

items, such as china, crystal, vases, or other valuables.

Referring to Fig. 8, another environment in which a vision processing system
Zb 104 and camera 102 may be disposed is a transportation environment, such as an
airline terminal security environment 800. The environment may include a metal
detector 802, as well as an article-screening dev?ce 804, in both cases one of various
conventional types of such devices used by airlines to screen passengers and their
. articles. In the environment 800 the camera 102 may capture an image of a passenger
25 808 and match the passenger's face image against a reference image, to confirm the
‘ identity of the passenger as a security measure. A similar system can be disposed in
other transportation security environments, such as those in bus, rail and ship
terminals, as well as on transportation vehicles, such as cars, buses, trucks, planes,
trains, ships, boats, and the like. In one embodiment, the transportation environment
30 may be a parking lot, and a system 100 with a camera 102 and visien processor 104
may be used to monitor images of a vehicle to ensure that it is not movéd or damaged.
If the image of the vehicle is altered during a predetermined period, then the system
100 may sound an alarm or send an alert, such as to the owner of the vehicle or to a

security guard. The system 100 may be further equipped with a facility for
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Referring to Fig. 8, ot her environnent in whic Vi si on processing
system 20 104 and cera 102 may be disposed is transportation

enviro oSHGh as an airline termnal security environ 00., The

envi r on n‘EMﬁﬁi%\i nclude a netal. detector 802, as well 5&@%{'3%19)8
article-screening device 804, in both cases one of various conventional
types of such devices used by airlines to screen passengers and their
articles. In the environment 800 the camera 102 may capture an inage of a
passenger 23,808 . 300r 0B dikr BASRERARE 1R AER, I/ BAGAYR LN Ina 1 ef erence
image, to confirmthe identity of the passenger as a security neasure. A
sim | ar systdamvethe wshiclivdhosiddzganing eu hlaym pr ders pbiret systewnl 09 arayralsoy

envi ronme ch h 0.k lald ' r o as well as on
Er anspor ¢ A ua Han Pkt S8 ety @ Ruiah Phise 5 Al e AR ARG 22 21

shi ps, boatgkingindhd dpet ddekgot matchonefeambothayed medshge it seansphe dpdraton

envi ronnment, ,30 e.a parki | o and a system 10 .t h canera 102 and
“vi sion pr(?&g?sp&%'{%&mhﬁ’a@attﬁ‘@mﬁ c{! Bser?gﬁir?SS?xﬁ?f‘FhoégE‘yngaémﬁﬁéﬂ?C& e to ensure
that it is not noved or damaged. |If the inage of the vehicle is altered
during a predeterm ned _period, then the syste 100" may sound an al arm or
send an al ert, Refremngls P€%9tEH’QH’SV\HEFOWFB”(‘h‘gwb’éwfiafsé’“@"%ﬁ&“‘l% $Y§€®urity guard.
The syst enp QR ERYerP €02 Hiyt DR EntStHhDPRGCHIN 1B a deii@6 shét &%  QF odat #péO C3/ 0B5589
PCT/ 1BI') 3i) 1298 recogni Zing the face of the owner or operator of the

vehi cl e, sememnd02ger tagmandmgfe@ﬁtb@ facepior drppe 902vadmaithcand AEe RENRSt t r i gger i ng
an al anm qr. ;E?ﬁ) ' 1.0 se of a
reser\?ﬁe)d %5?%%c§éé%ﬁt%§§%tﬁéo atf’gﬁ? tﬁé@%&a@&%ﬁggﬁg’ﬁmﬁéﬁﬁg in the,,
spot does refetenceadatdbase mightesterndaa tonmgbrm thahths delyg id the swner afdha dae oper at or

of the parki aci.lity that.unauthaori.zed e of a reserv ot may be

t aki ng pl él?:aéa%lfé‘fvgrr‘? f‘ﬁféc"ts%ﬁlﬁ—:lvﬁ?’%? n‘zgfrﬁl(r)ltv ﬁredrogéw}:;ﬁra‘éen%ﬁ g?"r?iaa\?\llﬁﬁsg ! a vision

pr ocessi ngheSlyi&teranrestit4 dawviflg, ClaiieealridOds theypeady ahb agaensd yhefwehiclej an is a

vehicle, su as,a car 900. The ¢ ra 1Q2 can take an i e of the face
of a dri vé[PBCIB@2sfgﬁd‘_sﬂtpé‘ﬁeﬁﬁl_gisﬁﬁﬁrﬁﬁggé’i’ﬂggetilﬁnualf"g @F@F"@nﬁ@% abase to
confi i’ t RatiodshBtichs! 86K asARFockihg I IdiRing: BRAbE, Mlowie: éitiReveating hee reference
dat abase m ght store data to confirmthat the driver is_the owner of the

car, thastagig dthesaging.or sllowipg ALPEVAHNE BPSHORA! OPRRY RISl FPHEes not have
movi ng Vi Q@b Sca? 500 & o] g, H@E&Eﬁ@%{cle@ barflisk \inll e s$sBals, bR aflr i ver s

the person who has rented the vehicle, )
boats, trucks, minivans, taxis, buses, ships, planes, jets, scooters, motorcycles, or the

like.

Referring to Fig. 10, another environment is a building 1000, such as an office
building, workplace, or similar environment. As with a home, a camera 102 and
vision processing system 104 may be vsed to provide security access at a dbor 1002 at
the exterior or interior of the building 1000. Similarly, a camera 102 and vision

25  processor 104 may be used to monitor one or more items in the building 1000, such as
to prevent their being stolen, or to monitor their location within the building. For
example, the vision processing system 104 may determine the location of items of
inventory in a warehouse based on their image shapes, or based on codes or images,
such as brands or logos, losated on the items. The vision processing system 104 can

30 then interact with another computer system, such as an inventory control system. In
another embodiment, a camera 102 and vision processing system 104 can be used to
monitor actions of person 1008, such as for security purposes to ensure that the
person is conscious and has not been harmed, or for other purposes, such as to

determine whether or not certain actions have occurred, perhaps as a precondition to
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the like. The vision processing system 104., upon determning a match, can
take 15 vari ous action’such as unl ocking or | ock t he doors, allow ng
or preventing the starting of the engine, or allowng or preventing .
oper at i W0 B¥08538Mer vehicle systems. Al though a car 900 PETaBOMN2IM Fig. 9, °
ot her vehicles can use simlar systens, such as  boats, trucks, mnivans,
taxi s, buses, ships, planes, bets, scooters, notorcycles, or the Ilike. 20°
Ref erri ng to Fig. 10, another environnment is a building 1. 000 such as an
of fice I.Ldin I | horme, a
canmera 103 Vg %Eglb?%ogé%gs#l §tﬂé ‘lﬁ%%e@&foaﬂ%%= é‘e{lgn bghc}w de
security aﬂmecSﬁmgb isomateied td@@éa‘exance ﬂnla@ m>atd=ntabme hag anrnvtdafrnmra wé- t he buil ding
1000. Simlarly, a canera 102 and vjsion 25 cessor, 104 maé/ be used to
noni t or or?éocaf»smd%a“wmk’?ﬁw?f h‘?ﬂpa‘?%‘ '%”(5‘8 thep, sepd & messag) I|6’rtgfi/ent t heir

bei ng st olg&, 1008 tl'kl@th@'ﬁ’t@iﬂﬁ@fﬂﬂﬁ)h%ﬁﬂ)l @bt PEplidetubésioftasidiibdsdd ng.  For
exarrpl e, the vision processing system 104 may deternine the | ocation of

items &f DIORPEAT HHAiniaVisonpresRYns &skas Ki R bE peiisionedsnd shapldbs . or based on

codes or i BASSad (oHiGRcitRpREAMERiRr | 0gos, located on the items. The vision
processi ng system 104 can 30 then |nteract wi th anot her conputer system

such as an inventory control system. anot her enbodi nent, a canera 102

A S o’ RERE R 1T AR atﬂavﬁﬁﬁ%r&%asé{%@sﬁ(eﬁ%l{@?ﬁw;e(r)fs a

person 1008, suc or<'set purposes t'o
consci ous vagin raaenvifdnnheahahmmﬂ a compiiter 1180 hsuch pua poses] cagmieras to

det er ni_ne whet her not certaln action Ve oCCcurr e aps as a

pr ecoﬁlal t |1‘Eﬂ‘i°pt‘i?mf’%'%\r\peﬁoﬁéf%%mga%@?nﬁb&n%}’%gﬁ’ﬂ%@%Ofg‘ﬁihrl\(g' i Further action.
For exanplcemerah 02 34§ tcapture i@zes onthe efidiicRimntief thd@mpmiterill 8Msusttwsse i mage is
matched tQ a reference inage.in a dat.abase hfos B bVEd froH; a‘i‘iﬁé

pr ocessi ndgmpgse af f BT 805 Tfﬁd’é??‘bﬁo?eﬁ?nﬁﬁﬁs{eﬁﬁ 4 VBIEB LAY RS PR send a
message. t.omth9oz, Ltﬁ@&oxﬂ&ﬁ% 1166tor hﬁt%drmﬂpm& JySBsiihat MpdRterpilie bothor kpl ace

uses of a vision-based processor 204 in a vision proceSS| ng._system 104 can
be envi si @nrenroemalmmat%erbbytheﬁaeﬁrgtl%éu%%ﬂ@a&ﬁ@éwe ReF&f n. Referring

to Figs 1lyafoibahBliRiol Yoctlthe hSbRNoR ARG SREnNEe SYSbER: 3&41@@2/ be

against a set of reference images to confirm the identity of the user 1102. Thus, the

system can be used for security purposes in lieu of or in addition to other security
measures, such as passwords. In an embodiment, the computer 1100 may be used by
the user 1102 to interact with a site, such as an Internet site, such as for e-commerce,
20 game, research, or entertainment purposes. In an e-commerce use, the user 1102 may
use the \}ision processing system 104 to confirm the user’s identity, to ensure the
security of an e-commerce transaction, such as use of a credit card to purchase goods

or services online.

25 Referring to Fig. 12, in another embodiment the camera 102 and vision
processing system 104 of a system 100 may be disposed in an environment that
provides secure storage, such as for cash or other valuables, such as an automated
teller machine (ATM) 1200. The system 100 can then be used to verify the identify
of a user 1202 before permitting a transaction, such as withdrawal of cash, checking

30 an account balance, or making a transfer from an account. Similarly, the system 100
can be used to provide identity verification for safe deposit withdrawals, withdrawal
of valuables from a safe, or removal of items from a locked storage facility of any

siz.. In embodiments, the system 100 may provide both an identity verification |
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used in an environnegs t hat contains a conputer 0, such as a personal
conputer, 10 | aptop uter, personal digital a stant, handheld
conput 8vQ vaesstdse | i ke. The canera 102 may capture i nagegTiBoi/MRYs
énvironment of the conputer 1100, such as images of "a user 1102. The

vi sion processing system 104, which may be on board the canera 102, the
conputer 1100, or another conputer systemthat is external to both, can
process i es taken b he, canera 102, such as inmages of the user 1100.
For 15 ex I8 S5 herPoraia BRTIgRORIE & RENLyCEGHHEEa At HEI: ek EmeseRieds ace of i he
user 1102n t0@dil§tio ensiRithRfihdyafa®é RitGRerd RGOS, kdvER Bf idmdehe 1dentity of the
user 1102~ Thus, the system can be used for security purposes in |lieu of
or in addition to other security neasures, such as passwords. In an
enbodi ment, t C trer b X to interact
with a site, E%?ﬁ gg §ﬁ”F%&%gﬁ%?ygpﬁﬁgégﬂﬁﬁx8%£$§%&%ggﬁﬁégfce, 20 gane,

r esearsch, protessing systert hideat alpubodisesed inrnanvienoentkatdeclude 2 velne user 1102

may use Vi Si pr o LNg .syst em. to confirmthe user's identity,
1o ensor PR Bl GRCR0) AP R SERHOG: FnEa A5 W heedle Doeor &
credit cay3do.t Theuenad B0 ngydasSe a ofntRBEOMNEs s@utdrh, e corigdtiiprfung@ioh® Fig. 12, in
anot her enbadi.nent the canera 102 and vision rocessi ng system 104 of a
system 1(5635'?@9‘5‘%%‘{3 3 5@8"‘?% eapp @’ﬁ‘ﬂ“r]cﬂ%é‘% SifSEFé‘l fOop‘flﬂ(/ &S 2secure storage,
~ such as freferegasdhiPaserMBhigey friBdpiBSose DY ltcARg AN imMedMBLAA 1hd €l | er machi ne
(ATM 1200. The systen11”%0 can then be used to verlf%mthe identify of a

user 192072memdP3 thenswe hatmgser 1304 sacking aserss ubavame WpethigeBwal of cash,
checki ng ;30 ARdHeGOHh 2D rFRGGe 1t tiERISE G032 bbiAPS [kt i A10RR: AACCOUNT .
Simlarly, the system 100 ~can be used to provide |qfer1_t|ty verification for
saf e depdisd tenug, ohthe 29ex1 1804 isian lstptoyed or aythopized exiplrastorfentjiffleditozafes, or renoval

of itens faci Li.k Lo | Lments, the
system 16@%&&%@%@‘?&%& eﬂg% cﬁ%g‘!’r’lﬁ‘}f‘%o%g‘n&?lly %Sa%%ﬁ(%l gfgcrﬁw’%ﬂ%g/ 085589

PCT/ 1B03/s0h28odtbaik bashetbaih domers bpdiesit tmsdballcmd @nlf vemeh, presformpanict or i ng i nages
of iﬁsns %Qggsare secur d. _ingt 8 faq%)ig ngp ensur e EQ?% h% have not
been 1P end TR g A8 IO hgaties, playiiopses, EVpnt cuniprs, qongen vguos, and ogéta, 100

conpri si hguses,aedveiraodbfidn eendtesy kisdhae hbtel3r morBStaaos batspeontBtionan al so be

di sposed in an Snvironnent t hat jncludes a venue '
centers, and restaurants, and many others.

Referring to Fig. 14, a flow diagram 1400 shows high-level steps for an
20  embodiment of the invention where a system 100 is used to secure entry into an
environment such as a home. At a step 1402 the system 100 can capture an image of
a face (or other identifiable characterisﬁc) of the user. Next, at a step 1404 the system
can compare the image to one or more reference images stored in a data facility.
Next, at a step 1408 the system can determine whether the images match (as described
25  inmuch greater detail below). If not, then the system can try again by rctumiﬂg to the
image capture step 1402. If there is a2 match, then at a step 1410 the system: can allow

entry into the environment.

Referring to Fig. 15, a flow diagram 1500 shows steps for an embodiment of
30  the invention in which a vision processing system 104 processes images from a
camera 102 for purposes of identifying and acting on gestures that are capture in the
images. Ata step 1502, the camera 102 captureé an image that potentially includes a
gesture and relays it to the vision processing system 104. At a step 1504 the image

processing module 112 of the vision processing system 104 compares the captured
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1300 that includes a gate 1302 or simlar facility for restricting access
to the venue 1300. Th enue 1300 may have a cent conputer system or
conputi%f%&cxsi‘ons may be included at the gate with each Séstem 100. :The
syst em Y0OM By Eccess a reference database of images fof (HABUMSose of
mat chi ng an i nage taken by the 10 canera 102, to ensure that a user 1304
seeki ng access to the venue 1300 is an authorized user, such as confirning
that the user 1304, bought a ticket to an event at the venue, or the user -
1304 is apnQeRb RVSAbAE ofkidiey ifZzesue Rt deatinhie virtter thedagtoredth@e  the venue.
Many different venues can be envisjoned, such as spgorting event venues,
such as feutaay 2 gesys et Bairhes asiredgesUpfy K ,atﬁé'gléggcfsl* thedmeeyol f venues,

per f or ”B“g{%cés‘ém\g%@%ﬁ?e 115 miass WM 2l Ha8 Secule@YIQME @%n €vent centers,
concert venues, "and opera houses, accommodati on venues, such as hotels,
not el s, casiersmg rbarms fo thoaiep ASIDier fusber eepkiring AHimageY: a2 Mg many
others. Referrin Fi f gl agr-amnt4004S0aWs i gl evel steps
for an5 26“&%%%??7@3%‘1%?!%%%’ }f}l\getﬂgle?%ygtnh\?%g?:g] aS sy%t%gm 100 ?és}nused to secure
entry i nt ehathed, @nd whanweot issppiopaae, &y iefmenceo storestrelss throelaithgacky st em 100

can capture an inmage pof a face.(or ofher,] LIl abl.e teristic) of
t he user . BRI Or %“géo&%ﬁreﬂ?ﬁfk{t?émg%t &]rﬁxggg#téé)?rf%grggp ﬂsé&lgnage to one or
nmor e ref e gNae; inRE6SbEbOsethelidenafietigestnfadh komy casbie e, actidn magbetip 1408 t he
system can determ ne whether the i nages nmatc as d%scr.i be 25 in much

h
greater d&wHiter ErEEeshre, shat theysie R A RaFed AR RO A n by ret ur ni ng
to th%ti g}@&ﬁeézagwen%s RRinkfO%stutds. BYRF9 of SxanglB i tysieheouidt a step 1410
effi can

t he sys allowntry into the environment, Referring to Fig. 15, a

f1 ow -di agmemitds0atichiowd tagaspa qresy akinsdhihe @rignhis Q& I t9e PRtFeat 855U ERt i on in

whi ch a vi i ony B Qeess| % P AGESEEReiIRAES chfegibvadganer a 102 for
pur poses %thiadgﬁ{ﬁsﬁnégsg%%’tg%{e@%égon gesturesetshat are'gjzgap’)t_ure in the

i mages. Athaati@tpatient 505k, Simdart thersystdro 2akeaptuse 8 gesine,isnelyes WaYRE potential |y

i ncl udes esture and relays it t ' 854 Deosystem 104. At a
st ep 1504%?.?’5%' torjpgjgate Mrtanal |n°daEr%tdgﬁ?&elH%i}Zlﬁ%F%tahg§3f%i o% pr%%{essi ng system
1104 cqpai@sofides, adppessieib ibi a NioDpABLBREsHBOM RO} tvinileB/0Y 2gipns thihge to a
dat aba#e ?Joulldncﬁggr%vis% be%?gsgteycrd%sy kte}(!)pa ,e r&ngﬂs@ cprq/o%%kpfr'l‘ﬁﬂ?thgaﬂfow ed i mge

processing system 104 can, through gesture control, replace or supplement a

conventional computer operating system.

20 Referring to Fig. 16, a flow diagram 1600 indicates high-level steps for using
a system 100 to monitor an environment in order to trigger an appropriate action. At
a step 1602, the system captures an image of the environment. Next, at a step 1604,
the system compares the image that was captured to a database of reference images to
detennine whether a match occurs. If, at a step' 1608 a match does not occur,

25 processing returns to the step 1602 for further image capture. If a match occurs at the
step 1608, then the system can, at a step 1610, access a plurality of rules that
determine what action should be taken in response to the identification of the image.
Then, a step 1612, the system can initiate an action based on the rules. Examples of
images that can be matched include images that show motion, images that show

30  proximity of motion to a particular item, images that ha_va unique characteristics, such
as smoke, fire, or water, images that show proximity of two items to each other (such
as for prevention of collisions), absence of motion, and the like. When one of these .
itemns is matched, the rules can th=n determine the action. For example, if smoke, fire,

or water is detected where it is abnormal, then an alarm or message may be sent to an
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contains a gesture that matches a stored gesture._Next, at a step 1508, the
i mage processing no e 112 determ nes whet her tch has occurred. |f
net, the Qcessing returns to the step 1502 for further capturing of
i.nagesi.{l‘{)]fwﬁ‘{i‘é % is a match 5 at the step 1508, then at '& $BEHE¥E%0 t he
system det ermi nes what gesture has been matched, and what action is
appropriate, by reference to stored rules that relate each gesture or
series of gestures to related actions. Next, at a step 1510, the system

i ni ti at esopafur@@k kOsh dIRSEehcoBerlibe Ifdediens @dctgR S0 bEats)lafe SRy BAses, the
action may be to wait for a further gesture, so th t he .system can act
based on BW?WPFWH%’*E?‘F“%EI@E%‘E%%P d\?&&"rr'lopé’éat%p%tﬁ@iﬁﬁdﬁ Ogestures. By

way of exapRl®padideseVes ik ah alkA calBiduifdeddnPatde®nbe fRAbitd JaQLer a query
asking if the patient is ok. If the patient gesturés wth a "thunbs up"
gesture, ¥ haeHemhiemisyiog &oncamrimsghdhed aralksisgebe snhloggeuify svdrder that the
patie i i . t : uch as wavi ng
-handsf‘stto&P% Frégl'ltl {e:gst’%{ %%Eg%géﬁ{gﬁma#@tf@ﬁbﬂ{ﬁﬁ%gggﬁ Sgﬁnecg. By creating
a conpl ettegiGingetlenthe gybes,can provlepomitobhgoifapy enviphmienifops wilessi ng system .
104 to initiate any actions that Wuld otherw se be triggered by keypad,
nouse, orf“(}%ﬁﬁ’éé’“?r?%{?sy. . Thus, the vision processing system 104 can, through
gesture control, replace or supplenent a conventional conputer operating

t 20 Referring to Fjg. .16,.a flow di 1, 600, i ndi cat es_hi gh-1 evel
Sleps for ust MRS dn 765708 i SIOOHORGF Mokt P BP0 tr1 goer

an apjyr ophé fentmlih 8Memdédimdnt SE@Pfol HRAuct [ROZENSL. SN0 Q8 1P0RMean i mage of the
environnment. Next, at a step 1604, the system conpares the inmage that was

capt ur ed eBer I@3maydedised ocapEreaRdwagsRfFdodust sudtae ithd WareipHEe Fr a mat ch
occurs. Iy atel O8RS, RPpd BY.OBRaSE Agtep €t UINS tO
the step Iﬁg%géwg?ﬁ%??%g%gioﬁgge. cagture. [?mgﬁé:ng{r?:cﬁ occurs. .ate he step
1608, t helT0¢ ithe impgs efithe product carpbestoappaed 1o imageswasd ip piaty Beilkyy &% rul es that

determ ne, g pﬁ?&%%é s?'gttcrzagzgﬁE%Explﬁ?%@h@tﬂeria%{t&ﬁ&@ ReQnke. et udqnid fication of

the image. , a e systemcan initiate an action based on
t he ri5l esystEmaapietan of theistepd @82 arvaongrre atemphittgdh &dd  mukalhddf sopmges t hat show

Tages. BT Havien GG B8 e Bt Spfhavie B ol kP PRl BTV | TUT o

i mages t hafagshaveapruped andtagnsit atsepofirtlenthat ae staet fattheprddeoicth  as for
the like n one of

prevention of collisions), absence of notion, .an . I ike., Wh
these i t4HEMINE aﬁﬁ?%&%’ ffen %Irt}?é’ss%tﬁﬂ cf’ﬁg?w“e%’i‘eetg?ﬁﬂﬁeemfnﬁés Ei%n. For
. exanpl e, g farfiPlt Srant ot Gereal, and it can retrieve the price of that box of cereal pursuant

20  to the rules for retrieving prices. Next, ata step' 1712 the system can initiate an action

based on the determination of the image, such as charging the ptice for the box of

cereal, or storing an indication that a particular item is in a particular location.

Further details will now be provided as to a system for matching a face to
25 . confirm the identity of a user of the system 100, such as for allowing entry into a
f home via a home security system. As depicted in Fig. 7, a system 100 can be used at
a door 702 or entryway to control access via a lock 708 or similar mechanism into a
home 700. As depicted in the flow diagram 1400 of Fig. 14, the system can be used
to match a face against one or more reference images in a data facility. AsinFig. 1, a
30  face matching system may have similar components to a more general vision
. processing system 100, such as a camera 102, a vision processing system 104, a data
facility 108, and an optional other system lld, such as a system for electronically

opening a lock.
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or water is detected re it is abnormal, then an_al armor nessage nmay be
sent to an 18 WO 03/08 9 PCT/1B03/01298 _operator‘r to an energency
service,_ If tw itens (such as two boats) are coming in too close -
proxi m P *¥¥&%an al arm can he sounded to an operator. PETABRIRY s toeo
close to pool or stove, then an alarmcan be sounded and a nessage sent to.
a parent. If anitemis mssing froman inmage, then an alert can be sent
to a security guard or other person responsible for nonitoring the item
Thus, by mal Chyfgjaages #1d ady digdehh B less shilGoPsLaMdRR P Ovi de
moni t ori ng of any efvir.ghnent Tor w de "range pur poses. Referring to
Fig. 17, ef 4flacsmdichipgapstdrd OBirs e astep 1802hthg hystaav elitaiss apisnageonf aiee,of 10 t he

invention ip a nbodi nent .used for product . .recoqgnition. At step 1702 the
caner . 103chas Oy e o et e e W R B p SRR Ren Bla el T

war ehous e1§0a{ the Xy Brosessie® tiotdlt 1 pisiIRS Esion prozbssing sgdtan 104 Olett ee, f or

pricing purposes. Then at_a step 1704 the inage._of t{#ﬂa. roduct can be
conparad 1l ragpedo shiginafilferedimags thatis piorg uitabla for mat VPSSt he system
can det enpi i, WS T ihSfiB e Rehafk A6 Idded Bk fidv did@hm DG BF Fige1dl5> system can
return to the step 1702 and continue attenpting to find a. match. If so,
then at awbichfs connertede Fig 36 diotiznpse eanaeepi el s Hae fiteringstor bied€ product of
whi ch an i . . : 3 -y e stored for
that pr od%@oleﬂ%lg?ﬁﬁéﬁgﬁﬁ c%llg’gtﬁe?'% %rragceitg%r%lﬁ{eu}%g i?‘g@? é%ﬁ%an determ ne
that the pixelmabout aadbpixadftheradipides the ithage ide pixglsbhised ongdiethenihd it can

retrigye the price of th box of I [:S . rul.es for
retri g‘xl nﬁvsbﬁglg é'%%uﬁ al@&efl,P%éetl e’%{:cggeapb%%f@r Sﬁééld's ;@P Tg ﬁ]g%g%%%i&n?%ré%éet an action
based on thbetef dB@4, atldidbna steps oftaheatthimgyerpcessl Glve place atragitepgl 80B ¢hepr i ce for the

box of cereal, or. sjori ap indication.that .a.particylar itemis in a
parti cul atysfegrmey gy cﬁéﬁ%‘?&&@ﬁﬁfﬁ%aﬁﬂﬁﬂ%‘%\iﬂl égrﬁpgwrgné%ck% ifeo a system
for mat chigg1snsimsentiade Abogianilipidtpiobising e8p of ordhlizingheimgle, suok system
100, such as for allowng entry into hone via.a home ecurit system As
depi ct ed #yloratige the eygs exthesdeaturerof b fagrin fagspmelocaiongidhe 6455 05 entryway to

contr o4 afé‘fé%érﬁch' ?goc\?v Ig% k&nZgQ%f%luﬁlhgldlg%wErsﬁmaj iSpb&iile @ difiee® 700. As

depicted Int I agram 1400 o ig. 14, the system can be used to

match a fateblagksi fes example thto saypies blaskeelcfimensionat ekheimbeniefisich acility. .As in
Fig 1, Aplacks is the product of two factors, the number of columns divided by n and the

number of lines divided by n. ‘We can consider such squares centered on the pixel (i ,
j) where i is between 0 and Column and j is between 0 and Lines, and bath are integer
20  multiples of n. Next, at a step 1810, Ithc systern obtains reference images from the
data facility 108, which may be stored locaily or at a remote host. cht, at a step
1812 the system searches a first reference image. The steps 1810 and 1812 can be
repeated in sequence on in parallel for an arbitrarily large number of reference
images. For example, there may be different images stored showing a user in
25  different conditions, such as with a tan, without a tan, or the like. Next, at a step 1814
the system applies one or more algorithms, discussed in greater detail below, to
determine differences between the captured imat:;e and a reference image. The
additional steps are disclosed in connection with Fig, 22, which is connected to the
flow diagram 1800 by off-page connector “B.” Once the differences are calculated at
30  the step 1814, at a step 1818, it is determined whether there is a match. The steps for
assessing and determining a match are disclosed in greater detail in connection with
Fig. 23, which is connected to the flow diagram 1800 by off-page connector “C”,
Once a match has been determined, the system can initiate actions at a step 1820,

which may include allowing access to a facility, and which may optionally include
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30 face matchi ng system may have simlar conponents to a nore general
vision processing s m 100, such as a canera , a Vvision processing
sy.stem‘%hg%,“g\_ (jata facility 108, and an optional other system 110, such as
a, syst e8P ectronical Iy  opening a lock. 19 WO C3/ 0RGEHY301298

PC TILBI 13/ 0129 Referring to Fig. 18, a flow diagram 1800 di scl oses steps
for an enbodinment of a face matching system First, at a step 1802 the
system obtains an i mage of a face, such as by the user placing his or her
face in f o TINCY 4 j mage processing
nodul e 11§2t9§1§‘? l?%g&\??scl @gﬁg?%%%g‘é’ i ng %?2%%%@8%% | ﬁ]tﬁgfr; gnaicﬁglg% initial inmage
t 0 obt ai nparpbses.t B thede ismmagetdhi gten ke sypiere canuiep@bthe above stapk c Becagspur poses.

of Fig 5etusghofl fof € elshishbe i ERe ™ Sutigt bRatablictota@ieor “Tar The
filteringpssibe riktetpdan alstl OeMmatlb erbitiliclowhécha iR bpprdprizte RizxelsS, then

aver ages thia, H!Jim ance of nei %)hbori n pi xel s about each_pixel, then
di vi des t g @‘%{]?Vﬁ’c‘ yigpited. atgmptate aiciHeilsrany nenventioRA P Sabout . a gi ven

pi xel excglagrﬁusapmvaﬁwgé 5RO bithttefdpE Bedtisd STRFAnéBasdid fr8hAflitabr o t he step
1804, additional steps of a matching process take place. At a step 1808 the

syst em mafplgimpdidhatinontd allow impronsasréessnt o a plurality of pixel. groups or
bl ocks. The step 1808 may include an optional pre-processing step of
normal i zing the image, such as locating the eyes or other features of the
face in the sdindeing bt Fignl9s fiovealizgyass 1240, sonbBetedetia pémage commgesor | n an i nage
of colums,. - i bl I Vi . i nto bl ocks, for
exarrp*deJ i'n%g{ag%%@ﬁd%bgl&g&%gp fg%gh%ﬁglﬁ’ g%%r?.t.g{%@?ﬁ%ﬁ%l ﬁ&d?é 'éhﬁch bl ocks is

t he pr odufiltering of the ifnagd 0 ki, staphkS 04 ufBigr 10 Fiso hinawep 1H02) Weldsdipe an and t he

nunber of. lines.divj.ded by n. We. can consjder._such squares centered on the
pixel (i imagp amaticaly; Qnéisad RBIRET o AR GhRRER @ A P Bitneen 0 and

Li nes, anghpbpbditié &f doltkss gQiallg thetitet bglbS Fed) blub, grdddXdo orlcan tkk @ch1 810, the
syst em obt ai ns r.ef erence irrageﬁgfromthe dat a f%gi_ lity 108, which may be
stored | o0&l §r JPmept of veckirspace iy sthe ey Fompanents of s pindd sepresppt thg st em

sear C{¥s dchhpssition®f 8cEIRE ScchfBEio tHibBase bERSord SR} safiglici§ bacean be repeated
in sequence on in parallel for an arbitrarily_ |arge nuirber of reference

i mages. Pgnoreiherdbiceste ehgeacter phgach eompduealand considgy et every munethefwi ng a user in

every color is allowed. Thus, an image of n lines and p column can be described as a

matrix A € My (R?).

20 Next, it is possible at a step 1904 to define Juminance L of each pixel as a
linear function from R? to R, for example: L: (r,gb) — 03 1 + 059 g+ 0.110.
Next, at a step 1908, one can define an average value of a pixel based on the -

-luminance of surrounding pixels. For example, one can define Avek'agé as a function
of a neighborhood of a pixel pi;jand give the arithmetical 'average of the luminance of

25  all the pixels (py;) with i-r <k<i+rand jr<1<j+r as set out below.

itr

L(Pk.f )
ej—p J= jor

That is: Average (i,j,1) = W
r .

Many other functions may fulfill the same role as this one, such as many kinds of

discrete convolutions of the function L, or even non-linear or other functions.



25 different conditions, such as with a tan, without a tan, or the |iKke.
Next, at a step 1814 .3 system applies one or mg al gorithns, discussed
in greater detail below, to determ ne differences between the captured

i mage ah® B/48&¥8rence i mage. The additional steps are dPEENBEEN29% .
connection with Fig. 22, which is connected to the  flow di.agram 1800 by

of f - page connector "B." Once the differences are calculated at 30 the step’
1814, at a step 1818, it is determ ned whether there is a match. The steps -

for assesghkngndpgdh %sfyegmegl&me BixBR! :RePdrAns hpl @ M nBiclb SR Rlordet ai | in
connection wth Fig. 23, which' is connected to the flow di agram 1800 by
of f - page dwmmizgt dhus, @'s stepGHRIL, coepan defingdke fteavhieh ispdinedilag dnehgy st em can
initiate i step 1820, which may include allow ng access to a
faci |ity,%‘88§§i"c gé?‘ray optional l'y include 20 \1' O 03/ 085589 PCT/ |

BO3/ () 1298 storing the newy captured image in the reference database for

future matching purposes. |f _there |s np tch, then the system can repeat
the ab veﬁ% egs.. Beﬁir%lh%? 1t i PYPBERd) BT (")ﬂ&’ajgﬁﬁlifeﬁ}%o@an be made arbitrarily
di ffictl t FURET ph BEEETPIHAT 36 seanveades ei, j,pOS Lig pe tmbinid can al so be nade
arbitrarily low, so that it is appropriate to allow nultiple, and even
unlimted, attenpts to match, unlike many conventional systens that nust

prevent |arge nunbers _of attenpts because of the {ncreasi probability of
D al'se. At AR A orh I TBRRE RPoPE Tadentedan BEAUTRHAINER Fig. 19, a

flow di aghpy l&Qtht&ﬁﬁﬂ’g@%fﬁQd‘bF@h&Isfofﬂaﬂe oRAHALEI0DWith 1R ondind gerd he f 1 ow
di agram 1800 of Fig. 1-8, discloses steps for_acconpl i shing the filtering

. 1 g. . !
of the i rn!g’élﬁ_éffmg ﬁ%a@tﬁ'@fﬂ Wﬂﬁ OH‘%.SPTI‘E%ndIﬂﬁrP&e}S '%i‘%’ej& ‘%‘P%?S‘C%WF_ to
descrige Q%chhWBGﬁoiEP&H}BHaAi £34 10006 s Fethh SR BRI filtdred@fmapeTRhé | X Of
pixels pij.” A pixel Is a superposition of .colors, usually the three colors
red, bl uefiltgrmekes contrasisdn thermagekmote dagstic, plloying forhstten mastehing of vect or space

o™ BTt hus o A HORE 598k hBCSRnigagmmes) 1 on of
~discrete chandel.en imbgedcifaceapbasnen bafd Figng0)ded aftbFige@trtye nuance of
Gesct | bo eI o ering 8 btes ety #1307 e bt SFed Ryl B o0 100
to defisne | um nance L of each pixel as a '
Referring to Fig. 22, steps for making a comparison between an acquired
image and a reference image are further disclosed in a flow diagram 2200 that is
connected to the flow diagram 1800 of Fig. 18 by off-page connector “B”. In the
following we will give the index 1 to the quantities rcfated to the reference image, the
20  index 2 will be for the acquired imagé. Referring to the two images, I1 and I2, they
have been divided in thc' same format Column x Lines. The images have already been
normalized the images in a way that, for example, the position of the eyes is the same
in both, located in a standard pattern. Both ha\-zc been filtered, such as by the steps of
the flow diagram 1900 of Fig. 19,‘into two binary images of substantially the same
25  size. In essence the comparison of the images can be understood as an error function
to judge, for two square blocks of the two images, how different they are. In all the
following, it is assumed that one has chosen a format of a square block of dimension
n. Atthe step 1808 of the flow diagram 1800 the first image was already divided into
pixel square blocks, which are totally separated. There are Column/n * Lines / n such
30 square bfocks. Each square can be designed by B;1j; centered on the pixel (il ,j1)
where i1 is between 0 and Column and j1 is beﬁveen 0 and Lines, and both i1 and j1

are integer multiples of n. It should be noted that the methods described herein work
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|l i near function from to R for exanple: L : ( ->0.3r +0.59 g +
0.11 b Next, at a st 1908, one can define an ‘rage val ue of a pixel
based QqQohhegss¢d um nance of surroundi ng pixels. For exanim]@m“@,n@)gan defi ne
Averadge as a function of a neighborhood of a pixel. pig and give the
arithnetical average of the lum nance of 25 all the pixels (pk.1) wth.
l-r Sk<- i+ and j-r ~ 15 j+r as set out below. That is: Average Many

ot her functions may fulfill the sane role as_this _one, such as many ki nds
of di scrwith odisnblotluttiaptssush acheles trsianglsnand thelikee s of saars besks or ~ ot her

functlonsmg%asec}%%ﬁ)?%e @m félgﬁq;i{df}.ﬂ% Next, one can apply a filter to

t he pixels erage of the neighborhood of the pixel. Thus,

at -a step 1910, one can define the filter, which is a binary flag on the
val ue of Average: Fil gr S (i, j, r)
-L(pi,j) > thr ts’fh% 110 %mtl&eg‘ecgrP?MHOE § gghéonllémﬁg?érﬁerg%shol d Thus, a
pl ur al 5tysqmﬁremlocklo$tlmfﬁrmam)1gmhmﬂ the bashfit 1hmim sengiémags) abmrdingwerted into a
bl ack andvvhltelnaedflned I X f val.ue 0 a with the one
and zero SQ78 FET BEICHG™ E%ﬁﬂ%ﬁéd&@?ﬁﬁ?& t‘FS?H‘(’}FnIe@ﬁa‘r Etr‘f’dl ng pi xel s have
a lum nang@uﬂ&Dﬁ&ﬁg&Qnén&lfMﬁﬁhohmaeédiﬁisd o@mers@zhofﬁaesqua&éepmwlo the system
can output ‘a filtered image. The filter makes contraststb]n the i.mage nore

drastic, @fewarasdemsen B@tpt"’eells ofahat Rixglplegk and thepixedsof sagbptibe char act eri stii cs,

such as Sﬁc@sﬁr‘éle @ﬁ)CL@IHQaém tllxé ﬂéﬁren?@fn@argé' e 151961"6'1(95&101’ tieJeeRdc2l, an i mage
of a face can seen before (Fig. 20) and after %élfl the application
e

of a 101l tmagn@ qgleg@égsths@tenzab% ashilagt “Deists @ﬁ@bé‘éﬂhﬂﬁﬁi@h hiteh Fig. 19.
15 Referf&g@ @éﬁeg%st&&sm&g BRS0dRE %ﬁ‘ E'%tﬁlaﬁﬁﬂgg{x'cﬁﬂﬂcl?ﬁgw an acqui r ed

| mge and nmage are I SC In a flow diagram 2200
that is teﬁameeixamgetformhgmhl Wockdit hgrda MheBaAG sfp Hi1 g, thd Syskeyn of f - page

t "B" t tit
or At oa 1 drigtincs Bt Er b et ool X B, 1t e Yepfle AT LLT €S
i mage. Reirepeing@rdugh RDE dreeepeatedyemil edety pixel Hi@sk Hab eyidentified best

15  match, with a known location, in the reference image. When done, processing returns

to the flow diagram 1800, as indicated by off-page connector B.

Determining the best fit at the step 2208 can be accomplished by a vaﬁéty of
techniques, inctuding minimizing the sum of tha: differences, least squares, and other
20  similar difference-calculatin g.functions. When the process is complete, one can
identify in the second image a block centered in (iz,jz) that best corresponds to the
block By, ji centered in (i1,j1) in the first image. This block is the ‘glqbal best fit" of
Bitji- '

25 Referring to Fig. 23, a flow diagram 2300 depicts steps by which it may be
assessed whether a first image captured by the camera IQZ matches a second image
retrieved from the data storage facility 108. 'I’helprocesses of Fig. 23 may be carried
out by the image processing module 112 under control of the vision-based processor
204. |

30 .

The Inatching process depicted in Fig. 23 takes advantage of the principle of
continuity, and in particular the special continuity of the face images to be matched.

Generally, when one compares two images of the same face, if one has localized in

both some particular point - that one can name M1 in the first image and M2 in the
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have been divided in the same format Colum x Lines, The inmages have

al ready been normaliz the images in a way that, r exanple, the
position of the eyes is the same in both, located In a standard pattern.
Bot h haY¥O B¥®#R5%Y% | t ered, such as by the steps of the fl QWTABAHYIRME 1900 .of
Fig. 19, into two binary inmages of substantially the sane 25 size. In
essence the conparison of the inmages can he understood as an error function
to judge, for two square bl ocks of the two i mages, how different they are.

Inall the fqgllown it LS ass at. on s .cho a format of a
squar e bl &G Gr ﬂ’éeigféafl(?FdeE.thai? HﬁgNiﬁéﬁ)lsi‘éﬁgéﬂgﬁ" “?ﬂé’%m‘w @‘F&Eﬁf am 1800
the. fir stimhgRgRon@sorddsp@ady a@bit M2 ¢hsi At right seM24g talsecdaboake, which are
totally separated. There are Colurm/l\P * Lines MFP}%%F 30 sqruare_ bl ocks.
Each squar “&é’ﬁaﬁbpcél§§'i‘f’g‘i‘?gﬂ"%9“§t§’f‘|°i ¢ With LBRF & K@M 1)
where i1 ignheinveameOn 38 fitheiMoadight have $n RetdBL hdwdifcthief@s, and both

it andg’ 1 are integer multiples of n. It should be noted that the nethods
ed

descri approsimatelp feduped fvo cpchaytivg By Sewsiating the ipges wrwdow)-t K thsther bl ock
shapes, Syehb dfle %mésﬁsmgg; cg?hcgd)gwg]t W ih iR B BB fhab) OCKS 1 S

i ndi cated "herein for sinpfici planation. At a step 2202, we initiate
t he conputtlat imeges watal isimagelstrongsnis dhe negghborr Nidnhss a sivjlegrdathiepolitiof t he first

i mge what._ | s, t best. fit .int . i i sonme error
functi on, i poty. ?ﬁ%ﬁ% 15232)(93/&\:,\%11518:5%5 gty %?&ﬁg&ﬂcﬁﬁ 8-%;'@)?%1% qE‘?%ck in the
acquired image an error function that consists of the sumof the square of
t he i.fferenc bet.ween the.pixels of that. pi xel hloc nd t he pixels of
each t he p%&??ﬂ"ég %F%Bﬂqlf 561?85%%‘“ R ‘éoa{'{:rﬁéﬁg’r’f ﬁ@oﬁ‘ﬁe@ rﬂéaﬁ%“ lfer_r}age. The

pi xel bl oGkargdteriZzea 2t fIRMWENT St HObLd thBHHokiEsis thae eetthratwd figigsd sTWA08 as t he

"best" match for that pixel block. Then, at a St'fiﬁ\azélo’ t he system stores
t he | ocat iFSAFBRENRE Nyt Bl thyi altemadypotiedhiehidere s ¥oence i mage for

whet her _t Rares of e FERSON, o bl otks to anal yse. IT so. then the steps
are 2204 through 2210 are repeated until every pixel. block has an
when ddne, pr o QU GrRaHfEe o b RO EERLR T meltice B BT P00C ot 6d by
of f - page easjpaetnorm Ballddt|le mrinman by niightve shat | Git-kaji-1 < Is oegran2dd can be
acconplis Qi?,?z) lt)l%:s gal‘ol;/afl Lfi:s?%iy ofC)(IIJI), and (kp,];) the global best fit of (k;,1;). Now comes a

fundamental probabilistic hypothesis. One “expects” when dealing with images of the

same person (H1) (this is the argument of continuity) that (kp,1;) is a “neighbor™ of

20 (iz,j2), in the sense that I[ (kz-izHir-ky, Lgetrly). || is close to 0. One “‘expects”, on the
contrary, when images are from two different persons (HO), that (kg,lg) should be

located in any place of his research area with an equal probability. For example, one

can imagine that the error criterions between (ki,11) and the possible (kp,J;) are a
bunch of random values, independent and of same law. The maximum of these values

25  should be itself uniformly distributed in the area of research.

First, at a step 2302, one acﬂncs an arez of size S where the system looks for
the best fit. Next, at a step 2304 the operator defines t, a parameter of tolerance and
identifies V= (it-ky.ji-1;) and Va = (iz-ka,j-1z), two vectors that give the relative

25  position of thc.twc blocks in both images, We -have in mind that Vi and V> are close
when we are dealing of the same person (H1), and on the contrary independents and

of uniform law when dealing in case of different persons (E0).
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t echni qgues, including mnimzing the sumof the differences, |east squares,
and other 20 simlar fference-cal culating func ns. When the process is

conpl _eZR§; "g’ﬂ? g identify in the. second i mage a bl ock ‘[9&9{335/8%9%| QD i

Giz,,j est corresponds to the bl ock fi;i,i3 cen

the first inmage, This block is the "global best fit' of Biljl. 25
Referring to Fig. 23, a flow di agram 2300 depicts steps by which it may be
assessed whether a first inmage captured by the camera 102 matches a second

i mage retrievigd fhduoAbH A (EAbRoWnEERAE {ﬂ]avq:wlryt@@&mmﬁd@ﬁ@gﬁsses of Fig.
23 may be carried out by the inmage processing mpdule 112 under control. of

t he vi si of¥eBbascepnSirmatiars obhis ogat coOTOSPPRE thrak eYshef FPBEEYEY ddpsicted in Fig.
23 takes ggyﬁ%&&%t&g bi8.iD ahﬁ'ﬁdi,ﬁg?nl‘ﬂgsecﬁﬁ]ﬂd HiativaRAfy [mspfe[rn{' cular the

speci al ntinui t ace I nages to be ner a when one
conpar es napbé dragelmdafs thermyew arherefthe globdl besh matchaf (1 do gbingides with a bot h sone

parti cul ar i.nt I M2 in the 23
NN 0 b 08Ar a8 e ey FBda R Trth el REhisk Al GRAT BN 10 12 et ar
N1 t hat | R). jTtﬁé, cuatzt ctoh@spdng:hﬁo e@ﬁcth(t-ly rpossitéc faluestof \ﬁzrm:g@admmul d correspond
to a poin r.igh cond i ma Thus, one
expects t b“er"ﬁ té? T"(z/g‘s) F‘Elil% t@q‘ iy ﬁ*‘b&&‘i@f“?%“ﬁ"st il he' same, or
~al nost  t hgurSedres dsﬁibtéaxamepfc@wﬁ@ h(}@mpm@m(}mwecdrmngmdet hat the two
pictures are approm mat el y deduced from each other by translating the

i meges enmeitysis of unifeemity. weha¥gubt about the correspondence of the point
M*'s if the two images, the belief that the inages match is nade stronger
if the neighbor. Ni's has a simlar relative position n, both. There is a
| ower chance d?((lmlzét‘&kmﬁlgnfé{(uﬂﬁlrfé%b%ﬁ’ﬂéiﬂcevﬁb\nié@Iﬂ%n(&iﬁbés 10 Conti nui ng
the anal ysis, one has two contradi ctory hypotheses that can be

characteri zed as follows. Let HO be the hypothesis that there are two

i mages ofOﬂ'é/@nIBhsﬂ?:EEREnﬂ'arI@ERS&!\@r othets nkighbdseof (1je, with herpasumpéomypot hesi s

t hat ther aﬁ[}%ﬂ%%ﬁ‘”??{ﬁﬁfbeﬁt fﬂlr a?? cPa%RQQV%enégnﬂgﬁ?acgi%vga%' ne a nei ghbor

of (il1,j1
15 following arandom uniform law.

One finds that the probability that k neighbors of (i1,j1) out of p have their
best fit in the same relative position in image I2 (rodulo the tolerance) as in image I1 _
is, conditionally to tl_le position of (iz.j2) :

20 P(k ‘confirmations’ among neighbors of (isj;) | HO) = [(¢-1) %/ ST* [1-(¢-1) ¥/ S]*™
k
CP

Consider a numerical example. Take (+-1)*/ S =10 %: Take k=3 and p =4. There is
a probability of k confirmations of 0.36%. By having found 3 neighbors of (iy,ji) out
25  of 4, under the assumption that images are different, the probability of this event is

extremely small, i.e. the event is hard to believe.

The foregoing has dealt with only one block By j1 of the image I1, and its
immediate neighbors. The analysis supposed that the best it of the nei ghbors may be
30  uniformly distributed in the area of research.. If we process the same idea not starting
from Bj,; but from another block, for example By ji» . one can find first his absolure
best fit in tmage I2, which one can call (iz’,jz’). In a similar way, one can then look for

the local best fit of the hcighbors of Bjyj1- in an area of research centered on (2’ j2")
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adequate normcalled 1141 , we nmean by nei ghbor th 11 (i1-kl,j1-11) Ik S
1, one can call (i2,] the gl obal best fit of (i 1), and (k2,12) the

gl obal pest fit of (k1,11). Now cones a fundanental probabl listic

hypot he i E3B3¥ expect s” when dealing with i mages of thé&¢ T@Q%‘”ﬁé‘rson (HI)
(this is the argunent of continuity) that (k2,12) is a "neighbor" of 20 ‘
(i2,jr), in the sense that 11 (k2-iz+i 1-k1,12 j2+J1-1i). 11 is close to O.

One "expects", on the contrary, when inmages are fromtwo different persons

(HO. that (k2 udighe pfipyd hob mis0f of el AltiodlGeRash (M)Pisrgear ch o oa
wi th an equal probabi For exanple, one can imagine that the error

criterionsmsdt Wf(dm tmqtalemﬁaqw theomeEH P el hat means ) pragtice ghat pameh of random

val ues, | NOSPEASRLCANE Aoy 8RR | Ak IDSHIRA FUINRTuRRRE, Nal s 25 shoul d

be |tself uni he area of researc at a step
2302, one vﬂeﬂamsgean ar ea of size S where the system | ooks for the hest
fit. Ngxt at a step 2304 the operator defines t, a paraneter of tolerance
and identifies V1= (il1l-k1,jl-11) and V2= (i2-k2,j2-12), two vectors that
give the rel at Nowv &R dan Sitd gmcmfauymanmmbmbsmagebptémémcm&m W have in

m nd that V1 and V2 gre, cl gse when, I [,in f the erson.
(H), and H?anf“l’fe‘a&?ﬁ?‘ﬂ‘&w ?h-”clle Pendémd Ngrﬁ‘e?’g'a'lﬁﬂ P@?aﬁi"lgafﬁraﬁgﬁ tgeal ing in
case of d'tﬁéc%rk?%nﬁﬁﬁa%ﬂ? a(ﬂd% the?rfé \;mor%péf{ %35&& REIcbndB3EI0L298 Ve focus

now on the follow ng event: one can define that event
as “confir ncmfmamns‘rhu@léuawﬁnmtmeeﬁgoﬁ@sxlttr@atehb@véhre goftandg H5ti-Rui ty'  of

t he gboba* best mat ches of (i1,11) and (k1,11) in the second i nage.

Equi val'ent1y, this event nmy, be described as the event where the gl obal
best match of (k1,11) coincides with a “local' best match of (k1,11), only

| ooked for smal | rqund% +kl-i .. 1 2+11- ] Jhi s event
cor r esponds '?B&é Efr?ag‘?"sl? 14 gt N e [\Fi'lr Emﬁﬁ ﬂ}él”dﬁé? lgzgj?ra before, this
event is weakly probable in th C%/’tip{(ﬁ)}k{bz- (HO) of different persons. The
total nunber of possible valu h7 the hypot hesis (HO,
according to the hypothesis off'uniformty, we have: 10 P((21c4, ) "confirnt
(ii,j1)j HO)
15  Recall that all this calculus takes place along the hypothesis that the two images are of

two different persons. The preceding calculus gives us the joint rule of events of

confirmation among all blocks, This means, in practice, one can evaluate with

precision the probabﬂity of false positive match, i.e., the probability that one will

attribute to two images of two different persons a high degree of similarity. In

| 20  practice, the probability of wrong recognition is almost null.

Using this principle of continuity, which allows one to build a very
discriminant rule to separate matches of neighboring pixel blocks that have occurrecf.
randomly, as opposed to matches due to real coherent correspondence because the |

25  faces containing the pixel blocks are the same, it is possible to complete the process of
the flow diagram 2300 for determining a match. At a step 2306 the system calculates
the best fit for each pixel block. At a step 2308 the system then determines a
synthetic statistic indicator taking into account the occurrences of all ‘confirmation’
events. At a step 2310, the system then declares a match if the preceding statistic

30  indicator was greater than the threshold defined at the step 2304, or a non-matched, if
it is not so, We know the probability that the statistic indicator is stronger than its
threshold, by accident, in HO, as opposed to because of a real match. Thus, by

20"



1 11 <t/2 a HO (t- 21 S One can nmake a simlar calculus for others
nei ghbors of (il,j1) @ th the assunption_ that pl ace where all the
best figf i Of these are independently placed, always 15 follow ng a
r.andom‘t%i[]?lg‘?{"zﬁ%gl aw. One finds that the probability that EHWEYHESY s of
(i1lij1) out of p have their best fit in the same relative position in
image 12 (nodulo the tolerance) as in imge 11 is, conditionally to the
position of (i2,j2) : 20 P( I E "confirmations' anong nei ghbors of

(1] ,]]) 11eapine tHe(thredhold, it iSpdssibleXox the dper@ar BleRaisBan atbikesrilpriperes i cal

exanpl e. Take (t-1) 2/ = 10 % Take k= 3 an =.4. There.is., a

o obab | IR [ TEre: Bup FORGMG -G IO 6T R Vs nar SO Bhbor s of
(11,j1) aqeikerof 4, under the assunption that images are different, the
probability of this event is extrenely snmall, i.e. the event is hard to
bel i eve. The foregoing has dealt with only one block BlIl,gl of the inmage
11, and its fvmm-;%&&iﬁ RELEHARAHSdimENE nahAteds bacisianeRad ohdigt the best fit

of the nei ghbors may g 30 uniformy distributed in the area of research..

| f we procdisayyskl istwertiveedd weagnize ghef prgbodimens, Bihighishpeld ber om anot her

bl ock, f [ 1] £ j ' best fit in

i mage 12?};’\(}\?‘?;[?(t gﬂa)%ﬁ)g %éébrrlﬁ I%i %ﬁefi h%ig%"’ Ejﬁﬂ?ft‘l)ﬂqﬁbw};ﬁ% ?fha‘%rﬁsa?ﬁ\f/&lt%“’e’ one can then

| ook f or pateheappheasiondrestotifer tiominehts ecfaencgdthercin o h8eby intorpomtedivyar ea of
research %gntered on (i2',j2") 25 N1'0 03/085589 PCTfJB03/01295 It is

hel pful t5%8% in nind that the local surface of research (t-1)2 is very
smal |, conpared to the total surface of the image S. That neans in practice
that some |ocal best fit searched in surface (t- 1)2 has few chances to be
the gl obal best fit in the whole imge. Now one can wite generically for
all the blocks of inmage Il , centered on the positions named (i1,1Jl,i),
(it (i1,Nj1,N). The likelihood of having, for the first block kil
“confirmations' anong the neighbors of (il1,1,j1,1), for the second bl ock k2
“confirmations' _ until IcN confirmations for the ultimate block. Here e

stands for (t-1)
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10 "/S. = P(kl “confirgations' of Err 'confirmatigns' of (il1,Nj1,N) J HO
15 Recall that all thi al cul us takes place al on he hypothesis that the
two i mages are of two different persons. The preceding cal cul us gi ves us

t he j oi MO #1B&88f events of confirmation anong all bl ocRSTIRHE2Heans, «in
practice, one can evaluate with precision the probability. of fal se
positive match, i.e., the probability that one will attribute to two

i mges of two different persons a high degree of simlarity. In 20
practice, drhenpy obabili ty of wrong recognition is almost null. Using this
principle of continuit which allows one to build a very. discrim nant
rule to sdpar atemethad ehdsterminingwhaihesen Beguies Bnagsmsidbss 4 reseresmave occurr ed
random vy, 0 o matches due to real coherent correspondence because
t he 25 faé@ggcg&@éﬁ?ﬁ?%g t he pixel blocks are the sanme, it is possible to
conpl ete the ptacrpn%mg:odigitztlheagelfowmpagsmzwaeﬁ@rimm;erm' ning a match. At
a step 2306 .t he tem cal c st. fit for each pixel block. At a

step 2308 the &2 ﬁ’?gta}ﬁﬂu%‘gépé’faﬁﬂ%é %qgﬁ%dtlﬁlgg?c statistic indicator taking

into account tl@ﬁe&ﬁl Wid 2106t @Foufin BHelrefefne iinap@thanin the besemdich foAthea st ep 2310,
the systemthen declares a match if the preceding statistic 30 indicator
was great dhixel BIOHP ihibe peugehBREdef i ned at the step 2304, or a non-nat ched,

if it is not $&eat Yx\fgntlﬂé‘ﬁ‘%édhf‘gs% ?&Q’t elagmnéﬂlaﬁ l_%b@cg-‘tpﬁmﬁtl c indicator is

stronger than its reshol d,” by accident, in I(g)&lggosed to because of
a real match. v;mnanrtsyh%laweoegxcmsofsﬁlsgelw@ﬁ/msé:smm HESTRIRg t he

threshol d,; %ES afd BR epki%“{’ﬁﬁ.‘ﬁ%‘l &1 idHa0L 4@ establish an arbitrarily

ri gorous terlon us réducing the probability of a false
positive to andeebiiningthd Btobdbdmy tf@t/@brelatimM@ﬁ@@rqcmrwdm@@ﬂy ed enbodi nent s
have been di'scl osed herein, one of ordinary skill in the art woul d

recogni ze ot her enbodinents, whi ch shoul d be understood to be enconpassed’
herein, as.|imA sehodbiciiiyn 1, hettet compisingt | pat ents, patent applications and

other document %or;ggnenrgetﬁe prgba%elgtg Io %&1 OIQ.%I;EL %){o anﬁ: esth%lrp%be %11%? fc:)rr ef.erence.

concluding that the images match.

3. A method of claim 2, Whercin the threshold probability is set to reduce the

probability of a false conclusion to an arbitrarily low number.

4, A method of claim 1,
wherein finding the closest pixel group uses a least squares calculation of the

differences between the pixel groups in the reference image and the selected pixel

group in the acquired image.

5. A method of claim 1, further comprising:

upon acquiring the reference image and the acquired image, filtering the

images prior to completing the additional steps.

6. A method of claim 5, wherein the filtering comprises:
determining thé luminance-of a pixel based on an average of values of
neighboring pixels; _
comparing the value of the luminance of the pixel to a threshold value;
setting the filtered value of the pixel to zero if the luminance is below the

threshold; and
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27 WO 03i 083589 CLAI PCT/ 1 B03/ 01298 1. A nethod_of determ ning whet her an
acquired i mage match reference inage, conprig@ng: acquiring a digital

i mge fQ ison to a reference imge; identifying a_group of pixels.
in the‘gégdﬁgggyinage; selecting the pixel group in the ¥ BW@ﬁE@sinage
that is the best match for the pixel group in the acquired inmge;
repeating the preceding steps for at |east one nore group of pixels;
conparing the relative |ocations of the selected pixel groups in the

reference i nageiag ddiltehal valucelf ti@rpoups dndifttheluattts Rdqhaege; and
determning the probabiljty that the relative |ocations occurred randomy.
A met hod & at%rItE?Wi,thr‘Fstl}P]ldHélr“ccorrpri sing: conparing the probability of a
random match to a threshold probability for concluding that the imges
match. 3. A method of claim2, wherein the threshold probability is set to
reduce theé propabiotiof glaig 6.furthar sempdng usi on to an arbitrarily | ow nunber.

4. A nethod of 0 by L ngi : LX p uses a

| east squares nggr}x%tﬁﬂ *%%PQ%ﬁneag’egﬁ@%%%%gﬁ@%%ﬁ#elﬁéatﬁﬁgk%?vgrgl groups in

t he ref erfeatores imapredeterthitdddosadibect ed pi xel group in the acquired i mage. 5.
A method of .claimi, further conprising: upon acquiring the reference inmage
and the acquired image, filtering the inages prior to conpleting the

addi ti onag. st epmethBd Getlhmel1,0fhetdimbciuiving Wedmepaishbm@ndplibkedrbyngriganpr i ses:
determning the | um nance of .a pixel based on an average of val ues of

nei ghboriHﬁ@ceﬁ‘&%ﬁyé‘ie“blkﬂ‘fﬁ‘&rai‘Hﬁ"‘l'ﬁ"égc%%?%‘“&sysﬁ% | uni nance of the pixel to a
threshol d value; setting the filtered value of the pixel to zero if the

| um nance is bel ow the .
9. A method of claim 1, further comprising:

comparing the acquired image to more than one reference image.

10. A method of claim 1 wherein comparing the relative positions of the pi}'cel
groups of the acquired image and the pixel groups of the reference image comprises: '
' defining a first vector between the first pixel group of the acquired image and

a second pixel group of the acquired image;
defining a second vector between the first pixel group of the reference image
and the second pixel group of the reference image; and

calculating an absolute value of the difference between the first vector and the

second vector.

11. A method of claim 10, further comprising:

repeating the calculation for additional pixel groups.

12. A method of claim 1, further comprising:

compating the probability of a random match to a threshold probability for
concluding that the images match;

repeating the steps for a different reference image; and

allowing unlimited nurmber of mismatches before allowing a match to one of

the reference images.
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t hreshol d; and 28 WO 085589 PCT/1B03/ 01298 settipng the filtered val ue of
the pixel to one if th um nance is equal. to or ater than the

t hresho o /- A nmethod of claim6, further conprising. i zi ng
t he acqh\??}e‘%’#%ge and the reference imge by |ocating krlfg\%HBn?&la ures in a

predeterm ned |l ocation. 8. A nethod of claim11, wherein acquiring the inmge
I s acconplished by a vision processing system having a vision-based
operating system A nethod of claim1, further conprising: conparing the-
acqui red irtage A wetivod ef didianl, ucher edfreprdinge | mage. 10. A nmet hod of claim1,

wherein conparing the. rel ative positions of th | xel rqups of the
acquired i na@@“éﬁf?%@lgﬁi %@Fh»dﬁgﬂ%g‘e&f‘lwgﬂﬁﬁﬂzﬁ? B‘ﬁ@gtapﬁ%d'gf TP ses:
defining arhids$é raéRRAOTarRE MMRMBs.t he first pixel group of the acquired image
and a second pixel group of the acquired i mage; defining a second vector

between the first pixel group of the reference image and the second pi xel

group of the reference v, iRqe; e aRdvinRhlihat bgd 3Peraislyks, val ue of the
di fferencelb'bet \?\}egrr[:l' t he 1‘a|£gras?S ?/ect olrgand 21t%he seg%nd veygt%or. 11. A nethod of
cl ai m 10, domptikieg: conprising: repeating the calculation for additional

pi xel groups. %%mn@fagg&ﬂgﬁpgﬁcﬁ‘lg%ﬁe# gﬁ«ﬂrt her conpri sing: conparing the

probability of "a random shol d probability for concluding
t hat the i nages computar-basepsatenmin detaeosiesppon With the canéficibe nomp@éer ence i mage;

1 e B e 1 O

computer-based system in response to image data acquired by the camera.

15. A system of claim 14, wherein the operating system is capable of operating the

computer-based system solély based on the image data,

16. A system of claim 14, further comprising another system, wherein the other
system is capable of receiving instructions from the computer-based systemin

response to actions taken by the operating system.

17. A system of claim 16, wherein the other system is selected from the group
consisting of a sccuritjf system, an alarm system, a communications system, an
automated teller system, a banking system, a safe, another camera system, a speaker
system, a microphone, a computer, a server, a laptop, a handheld computer, a
bluetooth enabled device, an entertainment systein, a television, a recorder, an
a{ppliancc, a tool, an automobile system, a transportation system, a vehicle system, &
Sensor, an emitter, a trmsﬁttcr, a transceiver, an antenna, a transponder, a gaming
system, a computer network, a home network, a local area network, a wide area
network, the Intemét, the worldwide web, a satellite system, a cable system, a

telecommunications system, a modem, a telephone, and a cellular phone.

18. A system of claim 14, wherein the operating system is capable of identifying 2

characteistic in an image and taking an action based on the characteristic.

19. A system of claim 18, wherein the characteristic is selected from the group

consisting of: a matching face, a matching code, motion, a biometric, a non-match
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PCT/ [-11303/ 01298 13. A gethod of claim 1, further nprising: upon
determ ning a match, ing the acquired i.nmage t e dat abase of reference

i mages @ ﬁ,qusbtate future matches. 14. A processor-basg&_ (ﬁufﬂpshaw ng an
i mage ‘oased operating system  conprising: a canera, |oc
environment; and a conputer-based systemin data connection W|th the
canera, the conputer- based operating system having an operating system
that is capable of operating the conputer-based systemin response to

i mage dat elemclqui manttmimdn@nmiam&at, aﬂsmomxsgfsatfem pfesancaofictdlin avher ei n t he
operating_s r%tem i S cacgalf‘al S erailrg%é ter-based system sol el y
based on Th& P e ° ot erg& %%‘sefléﬂ? Inécivr?{nfﬁ f"ﬁr‘tFWe‘i‘PPE?f i sing

anot her syfsd @M itsd T Bi ifhapd) emokd) €ife, was,208aK, BariafRab beedhirohR6RI VI NY
instructions fromthe conputer-based_systemjin _response to actions taken

by the op¥iQRPhRPYFY afHonL! 7 Petaddlipr PEHLIBIC, Bation ef a0 gdenlirperson 6 ot her

system i s, &6, paslbfifEbE MRcHMGHIA oS P, tREOb! 4 i8R yrdeieb!uo?yo?t em an
al arm syst em a conmuni cations syst em an tgomat e | er syst em a

banki ng siyiﬁcmthﬁlrs@eespe@ﬂhohm@pvmraémgyrsm@mmeat §|@é%i<@ﬂven@]l5taem a
m cr opho ”Erm xﬂ%feggﬂv b8Le mBvedihnY € movBmbARE R boﬁ%,{kgﬂmﬁieﬂt ﬁ%&&r a

bl uet oot h ena devite, an éntertal nnent s evl si on,

r ecor der , mavemeappd thanei, adlmlbbtmo‘a’mmuamgmte system a transportati on
system a vehicle system a sensor, an emtter, a transmtter, a
transcei ver, an antenna, a transponder, a gam ng system a conputer

net wor k, 20. hormsyseinw&aural& obeakinalicecharmetevioidis nataMnge fateemd net work, the
| nt er net, {1 a satellite system a cable system a

t el econmi¥f ﬁgngwtogmm%aﬁeﬁa%%sy%erf\m ephone, and a celiular phone. 18.

A system of cI a| m 14, wherein the operating systemis capable of
identifying a characterlstlc in an image a&nd taking an action based on the

char act er{st i @Sﬁ?meQ?gk]@WWe’%Fhﬁlaﬁ?%S ORIt FIOUHE SRR B eristic is

sel ect ed &ﬁ&éﬂ]ﬂf&%c%ﬁdmaseﬁ%ﬁ'cﬁﬁﬂa&&xs% of the HRh 'Ethfleﬁ%ne gnémt chi ng code,
nmotion, a bionetric, a non-match 30 WO 03/ 08
requirement.

22. A system of claim 21, wherein the other requirement is a requirement for at

least one of a key, a pass card, a voiceprint, a {ingerprint and a biometric.

23. A system of claim 14, wherein the environment is selected from the group
consisting of an airport, an airplane, a transportation venue, a bus, a bus station, a
train, a tra"in station, a rental car venue, a car, a truck, a van, a workplace, a venue, a
ticketed venue, a sports arena, a concert arena, a stadium, a sports venue, a concert
venue, a museum, a store, a home, a pool, a gym, a health club, a golf club, a tennis
club, a club, a parking lot, a computer, laptop, an electronic commerce environment,

an ATM, a storage location, a safe deposit box, a bank, and an office.

24. A system of claim 14, wherein the environment is home and wherein the

system is used to control access baséd on matching a face to a reference face.
25.  Asystem of claim 24, wherein the system requires an additional step selected

from the group consisting of providing a key, entering a code, inserting a card,

recognizing a voice, recognizing a fingerprint, and recognizing another biometric.
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PCT/ 1 B03/ 111208 el ement, a structure in an environgent, an enotion of a
face, presence of iter"u an environnent, absencdggf an itemin an
of an item appearance of a new i Ln. an i nmage,
il

envi ronwamﬁ%enent
snoke, fite, water, a |leak, damage to an environnent, a

Y¥H2E per son,

action of a pet, action of -a child, action of an elderly person, a face,
positioning of a face in front of a canera, change of an inmage,
detection of a face in the inmage, speech, |ip novenent, a finger novenent
a 'hand nb&eneftystan of elaim i) wéwest the aysieey talres/arapnidn baaed@yvdmeetihg of t he body,

gesture,

a novenment of the head, a novenment of the neck, a shoul der

novement, and

gait. 20. ®Pstem of claim 18, wherein the characteristic i s matching a
face and wherein the action is opening a security system 21. A system of
claim 1S wherein the action is opening a security systemand wherein the

action i sZbased s¥yicta o Haimned aers e g7ent FdniryRgpend fig agkon isast one ot her
requi rerremgg?n?@ga 1}§T{.§tem of claim 21, wherein the other requirenent is a
or at e

requi r enment

fingerpri

ai r pl ane,

a concert

a golf cl
el ectroni

a

ast one of a hey, a pass card, a voiceprint, a

( nt and a biometric. 23. A systemof claim 14, wherein the

envir Onmaﬁg. ' SA%gelt&ﬁto?gaiyW@I%i%gg&ionqgﬂ%g%ﬂéﬁg aﬁa&m%ﬂd ﬂlerega{tt ,» an .
d transportation venue, a bus, a bls atiron, a train, atrain

st ation, @ selestedifromahe gremuennsiatingof, intusioma eokea fixeawaten prsikity efe, a venue,

ticketed ‘\’ﬁ@gﬁﬁéﬂ‘ SP%%@‘{??%E‘%’QQH ani%thecﬁtgnng{dgﬁﬁg%%ﬁEgqéty%}ou@‘ sports venue,

a
sndit@nt ennis club, a club, a parking |lot, a conputer,

a health club,

| apt op, an

_ c conmerce environnent, an ATM a storage |location, a safe
deposit box, a bank, and an office. 24. A systemof claim 14, wherein the

envi ronnesy, i sa BeREn 8NElait 18, QihBret e eembisarpektaresieeled Bo@ARd §rohp access based
on matching a face to a reference face.” 25. A system of clalm 24, wherein

the syst esAnFigtng ofBumabs U AbkEAY sigtep nBPE f Bpers: A 5ARG ]EUJH Bup consi sti ng

of provi di g BiRYa sifiafslaBOmBiiGR dSip SRR hdd 8 e9e mBHSh. T ecogni zing a
voi ce, rgllc‘:ogrq?}zi n’gEl %ﬁpl ﬁégdggplrni nt, .arrll)d. recogni zieﬁg aﬁot her bionetric. 31 WO
03/ 085389 PCT/ 1 B03/01298. :

30. A system of claim 26 wherein the event i5 motion in proximity to a structure

selected from the group consisting of a pool, a stove, an oven, an appliance, an

' electrical equipment item, and a hot itern.

31. A system of claim 26 wherein the event is absence of motion.

32. A system of claim 26 wherein the event is proximity of a collision and the

action is a warning.

33. A method, comprising:

locating a camera in an environment; .

capturing an image of the environment, the image comprising an image of an .

event of the environment;
providing a vision-based operating system for processing the image;
processing the image to identify a characteristic of the event; and

taking an action based on the characteristic.

34. A method of claim 33 wherein the operating system manages another

operating system.
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A system of claim 1. wherein the systemtakes action based on
detecting an event. 2. A system of claim 26, wh in the event is

i Nt rusivp 0ggksghe action is triggering an alarm 28, A gysigapbscl ai m 26,
wherei'n the action is triggering an alarmand the event s sel ected from
the group consisting of intfusion, snoke, fire, water, proxinmty of a
child to a dangerous condition, and proximty of an eI derly person to a
dangerous . condition. 29. A systemof claim 26, wherein the event is a
gesture Sélecte@chpdpf dag Hr ein HiSrApPIEHIE Ty SISm FiRgRTHEn qypntsn gn, an okay
sign, ‘a s, a hand notion, a head notion, a sign | anguage
m)'?l on, gH{EJH%pecht}n n?@%\d an eye notion. 30. A system of clai m926 anrelgn
the event is nmotion in prOX|mty to a structure selected fromthe group
consi st of v, c el ectrical

caui prentor o PERR ot Gt P rer 88 st S00e AR AR Sierle s 1 Che event

i s absence: m‘ablﬁmhrmgh tBchaprrsy&hmg&d)e[tacl aim 26 wherein the event is
proximty of a collision and the action is a warning. 33. A nethod,
conprising: locating a canera in an.environnment; capturing an image of the
envi ronmsnt , BhEsteRBEdEQmRihg WAghaan iab@ged ﬂﬁag@mnat@wmef&énc& he environment;
providing a vis ion-b ased operating systemfor processing the image;
processi MY2EHEOPRRSRE t 0 i dentify a characteristic of the event; and taking
. an action bas@anﬁ&a%ﬁc&nﬁﬂﬁ@@ﬁ@tﬁ%ﬁn‘aﬁefogéomp%ngﬁlttg%C}e@fenEélﬂia ;33 wherein the
operating system nmanages anot her erating stem 32 WO 03/08-5589 PCT!
[3 0 3111 1 2argtdegt5fwanorrrmpﬁ@aquﬁd@n nﬁa?,goup v@qlwntthﬂeacmpeqdatl ng system
‘triggers; g,gevent ina parent operating system

a selection module for selecting the pixel group in the reference image that is
the best match for the pixel group in the acquired image;

a comparison module for repeating the preceding steps for at least one more
gronp of pixels and for comparing the relative locations of the selected pixel groups in
the reference images and the pixel groups in the acquired image; and

a calenlator for determining the probability that the relative locations occurréd

randomly.

38. A system of claim 37, further compnising:
a match module for comparing the probability of a random match to a

threshold probability for concluding that the images match.

39. A system of claim 38, wherein the threshold probability is set to reduce the

probability of a false conclusion to an arbitrarily low number.
40. A system of claim 37, wherein finding the closest pixel group uses a least
squares calculation of the differences between the pixel groups in the reference image

and the selected pixel group in the acquired image.

41. A system of claim 37, further comprising:

a filter for filtering the images prior to completing the additional steps.
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36. A nethod of claim wherein all of the comm for the operating
system are enabled t gh the capture of- i nage a. 37. A systemfor

det er m Qingspaglher an acquired image matches a ref erencgerhBRIf00 '
conprising: a camera for acquiring a digital image for conpari son %0 a
reference image; an identification nodule for identifying a group of

pi xel s in the acquired i mage; a selection nodule for selecting the pixel
group in the reference image that is the best match for the pixel group in
the acqui réd i fagpstenpolictnimdd i Whercindpfilierng eopprendderminingther ecedi ng st eps
for at le : r xel : | el ative

| ocat i onsqgﬁmﬁ%ﬁlpgﬁ 8%9%??(8‘?3%? uggv?%gogﬁéggﬁgggéﬁgg’% S%gé and the

pi xel gr oups vilee efiike Wpipsineeef therpigel; to atidesholdatabinl satting tifedfilteget wiluri ni ng t he
probabilit (YA cat. 0, randan 38. A system of
cl aim 37, #tﬁlﬁet eerl%(;%errr%&ik@% Ih?gﬁ:?naé&rrlg%%]%@r%r%edﬁ%gﬂ @%gndc%%ﬂg%?en%mf e probability
of a randonmiwef dle pixe! @ onklif the hobidarpe ddegballte drygréaer tioanbd thedsheldt hat t he

i mges match. 39. A systemof claim 38, wherein the threshold probability
is set to Y8fuce the probability of a false conclusion. to an arbitrarily
| ow nunber. 40. A systemof claim 37, wherein finding the cl osest pixel
group uses _a |least squares _calculatiqgon of the differences between the

pi xel grods i W DEEMAcCkyBARSUthFEmMPHHRE t he sel ected pixel group in the

acqui red i mage g rhdnalidaihShEMOfor fbalLidd ihe b fiRE im&RHRA R 1BQrende f il ter for
filtering the inmages S;rgéor to conpleting the additional steps. 33 NA O

03/ 085589 imageTy) lBeping kpavwsicawpes ima pipdetermingd lo¢atior 41, wherein the filtering
conprises determ ning the |um nance of a pixel based on an average of

val ues of nei ghboring pixels, conparing the value of the |Ium nance of the
pi xel to @4t hr dstystu of alaine 37 seltardin gequitengfthd ireuge i agaimdishafbytdhe pi xel to

zero if tQ}e.A um nance 1S q]el ow tvhe?threihol cg and setting the filtered -
val ue of t'h¥& "rﬁrgi%ef INESYEIRE AV INER PO P Y ?,Pe?r%@g&ﬁﬁeﬁ' to or greater than the
t hreshol d :
45. A system of claim 3’7; further comprising:
a comparison module for c'omparing the acqnired image to more than one

reference image.

46. A system of claim 37, wherein comparing the relative positions of the pixel
groups of the acquired image and the pixel groups of the reference image comprises:
defining a first vector between the first pixel grotip of the acquired ifnage and
a second pixel group of the acquired image; '
defining a second vector between the first pixel group of the reference image
and the second pixel group of the reference image; and
calculating an absolute valie of the difference between the first vector and the

second vector.

47. A system of claim 37, further comprising:

a calculator for the proba;bility of a random match to a threshold probability
for concluding that the images match; and

a reference image retrieval module for repeating the steps fof a different
reference image, wherein the system allows an unlimited number of mismatches

before allowing a match to one of the reference images.
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val ue. 43. A systemgfg claim 42, further conprisigg: a normalization nodul e
for normalizing the uired i nage and the refer&e i mage by | ocating

known fQassiRSssbn @ predeterm ned l.ocation. 44. A system,of gl 50537,
wherei’n acquiring the image is acconplished by a vision processing system

havi ng a vi sion-based operating system 45. A system-of claim 37, further
conprising: a conparison nodule for conparing the acquired i mage to nore
than one reference inmage, 46. A systemof claim 37, wherein conparing the
relative posi tA oyreenodf didim 391 foether @rmpuigisgof t he acquired i mage and the pixel
groups of the reference i i ses:. defi n%ragggugi rst .vaector bet ween

s

the first pia&gmg@ﬁ%%@dtqﬁ gﬁﬁo AT AN hedkd@5%el group of

the acqui fede iIMERaatH8E biteREEnde HFRGENEG NaRbRTuhReeRst he first pixel group
of the reference image and the second pixel group of the reference inage;
and cal cul ating an absolute val ue of the. difference between the first

vector anghthe, nﬁﬁﬁﬁ g 81‘6@&1?1%" a pridessofbaded kAR havihdnTd e bdsed-t her

conprising: a calculator for the probability of a randommatch to a
t hr eshol dopsrating bysténe.pompasmgoncl udi ng that the i nages match; and a

reference i rraqgcagi%é%ﬁﬁ%%rﬂ%déﬁlyﬁoﬁﬁgm.r@geati ng the steps fora different

reference i mage, systemal l.ows an unlimted nunber of
m smat ches  befroviding h lcomputer-tzaserbsystemtio deta eompkectidnevifhethe eapgra therages. 34 NV O

3/11855%9 PCTL7 B1.13/.111298 ,4u.. A i h _
((:Z)rrpri si GBS ﬁ%‘?é’f’%fﬁ ?gasdrgtcmﬁllné @%ﬁ%ﬁﬂﬁ%‘gﬁ&ﬁ@k@#ﬁ%ﬁb&égﬁ ?rate ::h, addi ng

t he acqui sehtink EROBmipAtet-baed afsahaimaegbnsead anmo detaiaoqpied by thef aci | i tat e
future matches. 49. A nethod of- providing a processor-based system havi ng
an i mage BE¥®H- operating system conprising: '

50. A method of claim 49, wherein the operating system is capable of operating

the computer-based systciﬁ solely based on the image data.

51. A method of claim 49, further comprising providing another system, wherein .
the other system is capable of receiving instructions from the computer-based sysiem

in respb_nse to actions taken by the operating system.

52. A method of claim 51, wherein the other system is selected from the group
consisting of a security system, an alarm system, a communications system, an
automated teller system, a banking system, a safe, another camera system, a speaker
system, a microphone, a computer, a server, a laptop, a handheld computer, 2
bluetooth enabled device, an entertainment system, a television, a recorder, an
appliance, a tool, an automobile systern, a transportation system, a vehicle system, a
sensor, an emitter, a transmitier, a transceiver, an antenna, a transponder, a gaming
system, a computer network, a home network, a local area network, a wide area
network, the Internet, the worldwide web, a sateilite systemn, a cable system, a

telecommunications system, a modem, a telephore, and a cellular phone.

53. A system of claim 49, wherein the operating system is capable of identifying a

characteristic in an image and taking an action based on the characteristic.
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| ocating a canera in an _environnent; and providing a conputer-based system
in data connection wt he canera, the conputer- ed operating system
havi ng an operating systemthat is capable of operating the conputer-based
system W@ 0#EH¥hse to i nage data acquired by the caner @CHBBI3INBEt hod .of
claim49, wherein the operating systemis capable of -operating the
conput er - based system sol ely based on the inmage data. 51. A nethod of claim
49, further conprising providing another system wherein the other system

i s capabl e, of recejvj Lnstructi.ons fromthe. r-b ystem in

response ?‘5 act ‘%%04“3%@”“35} %ﬁeée%%éerc aﬁtﬁltlsgllésl %@%@%onwﬁﬁg?% d of claim
51, wher ekghsishigy of: hahatohitg £t iasmadlieg e, hotom, a biomegicpapon-pawbi sting of a
security sléstem an alarm system a comruni%{a%i ons %%Stfm an automated
teller sySEeRpt &sHichiEs Rpnspirenent ag emoetion fih Jeh PRSP 8T LR IAR a speaker

system a.fhihRRROMiend of SR B an hvEBLMENT, mavanRRE fRn iBmhaRRRehet conmputer,
a bluetooth enabled device, an entertai nnent system a television, a

recor der , ofmnevajiphiimarciiage, smobe. firanaen slepbidamags s fomVviERnmens por t at i on
system a y Y68t o RE NS or LA o a olEAPBI acc

ehi ¢l S
transcei vé?tfonao?\aiﬁlt%e/nna, 2 CPaRSponder, a gam ng  sSystem a computer

net wor k, a ghxire, pesitioning of afdco oafrominé a cantrachingeal m dagardsiectiogeelor k, t he

I nternet, the.worldw de b, a satelljte t,em a

tel ecommﬁ%%cﬁt“\?,\%ﬁémg%fs?pg\é\’%’gp W&S%B“taé f%%e?éﬁg%g%nt,ganhgﬂﬁ;h?g lﬁ%q?aa?l phone. 53.
A system gfm flo#ériRmr S legvmerahdnt i shaownenasi thgbslyst mnvanencefthb hepdod -
-identifying a characteristic,in an i -and taking an action based on the
char acterP'@FF‘B‘?“‘?&W%@?fﬁ%@%@%ﬁ?‘gg’%ﬁgﬁﬂ‘lw& 54. A nethod of claim
53, ,herein the characteristic.is selected fromthe group consisting of: a
mat ching face, a matching code, nmotion, a bhiometric, a_non-match elenent,

a struct ub® i nAdrethadaf clardn: Wherpin SiapherrteRics maching gfacedite of itemin an

envi r0””E%cre?lt}ﬁ‘?%%nﬂ%éﬂin%fa%%ddﬁy%Qte%ﬂVi ronment, novenent of an item
appearance of a newitemin an | mage, snoke, fire, water, a |eak, danmage

to an environment, action of a person, action of a pet, action of a child,
action of san ehqerd ¥ Bef58%4, Fndr8ifithe action is opening a security system and

wherein the action is based on a characteristic of the image and at least one other

requirement.

57. A method of claim 56, wherein the other requirement is a requirement for at

least one of a key, a pass card, a voiceprint, a fingerprint and a biometric.

58. A method of claim 49, wherein the environment is selected from the group
consisting of an airport, an airplane, a transportation venue, a bus, a bus station, a
train, a train station, a rental car venue, a car, a truck, a van, a workplace, a venue, a
ticketed venue, a sports arena, a concert arena, a stadium, a sports venue, a concert’
venue, a museumn, a store, a home, a pool, a gym, a hea.lth' ctub, a golf club, a tennis
club, a club, a parking lot, a computer, laptofx, an electronic commierce environment,

an ATM, a storage location, a safe deposit box, a bank, and an office.

59. A method of claim 49, wherein the environment is home and wherein the

system is used to control access based on matching a face to a reference face.

36



a gesture, positioni of a face in front of a c ra, change of an inmage,
detection of a face the i mage, speech; lip ment, a finger novenent,
a' hand wovensssgy an novenent, a |eg novenent, a nmovenentpgfd,h6;aedy. a
rovenent of the head, a novenent of the neck, a shoul der novenent, and a
gait. Si A nethod. of claimb54, wherein the characteristic is matching a
face an wherein the action is opening a security system 56. A nethod of
claim 54, wherein the action is opening a security systemand wherein the
action i sthasehmsthad of plaina 89, evticesin e ofstanheqhitege additomd stbpeddctedne ot her

require 7 ] f ' rein. he other requirenent is a
requi rem%mtt%rgrgftﬁ) &F%lg@& Og%oq’]g?ﬁég g%y?mg&b%%%()d%’é?sﬁ%ng a\F(’ﬁd(':ep'ri nt, a

fi nger primtogairinga beiometcogrizindBfingsrrizit ol rabgaibial Backer b, N t he
environment ‘is selected fromthe group consisting of an airport, an

ai rplane, a transportation venue, a bus, a bus station, a train, a train

station, @.r e flettodiof MeRLIL), whed the fysicitiGles A a¥ildh baSed ¥ dbRLARE, @ venue, a
ti cketed venue, a sports arena, a concert arena, a stadium a sports venue,

a concer t® %&Hue, a nuseum a store, a hone, a pool, a gym a health club,
a golf club, a tennis <club, a club, a parking lot, a conputer, |aptop, an
el ectroni c commrerce environnent, ATM a storage |ocation, a safe deposit
box, a bdRk, dnemetbrdof ¢lpimedl. ghorein theervsotis dftrugioniand the actisnds ei n t he

envi ron I nd wherein the systemis used to control access based
on matcm%ﬁ Bgﬁggggﬁpg a reference face. 36 \170 0 31085589 PC. TIJB03/0]
298 GO. A nethod of claimb59, wherein the systemrequires an additi onal

step sel egted Lom,t .graup, consi sti.ng. of. provi ding a , _entering a -
code, i n;%g'rti r‘?‘gﬁlea&g%(rf’%?mg'r@c@8?{1‘3%%?‘?9“308bgitE%g“"f‘%B’b@‘ﬁﬁq’}F‘?fg‘ﬁchPhger print,
and r ecogssekicted feomothhgroupicomsating of infillsion) sidkd) ige, fatce | PoiinftPor yvherei n t he
systemtaFﬁf an, action bg.llsed on det ecti%% ~an event. 62. A nmethod of claim
61, wher &M POfaRgHREs Seadifipg. 2d prorib el sIdedy pesen 1@ 2 depgesRfer i ng an al arm
63. A netbedti®f claim 61, wherein the action is triggering an alarm and -t he
event is selected fromthe. group consisting of intrusion, snoke, fire,
water, proximty of a ‘

64. A method of claim 61, wherein the event is a gesture selected from the group

consisting of thumbs up sign, an okay sign, a number of fingers, a hand motioﬁ, a

head motion, a sign language mation, a lip motion, and an eye motion.

65. A method of claim 61, wherein the event is motion in proximity to a structure
selected from the group consisting of a pool, a stove, an oven, an appliance, an

electrical equipment item, and a hot item.
66. A method of claim 61, wherein the event is absence of motion.

67. A method of claim 61, wherein the event is proximity of a collision and the

action is a warning.

68. A vision-based system, comprising:

a camera in an environment for capturing an image of the environment, the
image cbmpn'sing an image of an event of the environment;

a vision-based operating system for processing the image to idenfify a
characteristic of the event; and

an actuator for taking an action based on the characteristic,
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child to a dangerous condition, and proximty of an elderly person to a
dangerous condition. A net hod of claim6l, wh in the event is a
gesture selected fromtTe group consisting of thuMds up sign, an okay -

si gn, awushsessef fingers, a hand notion, a head notionpPCa/IBiygn2¢sanguage
notion, a lip notion, and an eye notion. 65. A nethod of claim#61l, wherein
the event is notion in proximty to a structure selected fromthe group
consi sting of a pool, a stove, an oven, an appliance, an electrical

equi prent 69.t ena s@diéln af Heim 68, @Merefbthe | wherein the event
i s absence of, rmf??]on. 67. A net hodhoﬁpégiﬁg?r%ng%%n%h%eg?rg&?ﬁe event is

proxi mi t y BFRESHH ¥ si on and the action is a warning. 68. A vision-based
system conprising: a canera in an environnent for capturing an i mage of
the envirgnnment, the inage conprising an inage of an event of the

envi ronmeflt;  aA vysiim Af Jeived, pernt thnopesatm epstdm trigds 0 a8 $$érdieh § he | mage to

identify G iLstic of the event; and an actuator for taking an
action bagaé%ﬁgﬁér?#ége%%{nacteri stic, 37 WO (13105 $9 PCT/ 1P031r01298 69. A
system of claim68, wherein the operating system nanages anot her operating
system 780. A system of .claim68, rein the operating systemtriggers an
event in -'gl' pa‘?éﬁﬁﬁ%ﬁeﬁlﬂﬁ@g%ﬁf&%‘@m&?%m%pé% hils PPerrdsgsyYs8m wherei n al |
of the comentkdilabuih®e ogenabf Athgsahem are enabl ed through the capture -
of image data. 38 ‘ -
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