01111111111111111111111111111111111111111 *159159* DESCRI PTI ON
AUTHENTI CATI ON COLLABORATI ON SYSTEM AND | D PROVI DER DEVI CE TECHNI CAL Fl ELD

[ 0001] Enbodi ments of the present invention rtelateto-amn—-----
aut henti cation col | aboration system and an | D provider mmmmmmwm GROUND
ART [ 0002] There is a single sign-on (hereinafter 0 as an

"SSO') as a technique of perform ng authentication coll aborsgbijsen capabl e of

using a plurality of applications or services by a—single authentication
pr ocedur BESIORIPREOISSO, there are many cases in which authentications

included in a plurality of applications are integrated in a single domain
such as t A THENTEIGATION COELABPRAYION GYEIEM AND ID PROVIDER DEVICE

TECHNICAL FIELD
[0001]

Embodiments of the present invention relate to an authentication collaboration
system and an ID provider device.
BACKGROUND ART
[0002]

There is a single sign-on (hereinafter, referred to as an “SSQO”) as a technique
of performing authentication collaboration capable of using a plurality of applications or
services by a single authentication procedure. In the SSO, there are many cases in
which authentications included in a plurality of applications are integrated in a single
domain such as the Intranet of one company.

[0003]

However, in recent years, the SSO is required between different domains
(which means ‘between different WWW servers’, and hereinafter referred to as a “cross
domain™). The reasons may include an increase in corporate marriage or merge,
overseas development, and the like, and an outsourcing by software as a service (SaaS)
bf raised cloud computing or the like.

[0004]

However, in implementing the cross domain SSO, there is a problem in that a
great deal of time and effort are required to share an authentication result. The main
problems are the following two points.

[0005] T T vz e
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_However, in recent years, the SSO is required between different domains

" (whi‘ch neans 'between different WWVservers', and hereinafter referred to
as a "cross donmin"). The reasons nay include an increase in corporate
marriage or nerge, overseas devel opnent, and the |ike, and an outsourcing
by software as a service (SaaS) of raised cloud conputing or the |iKke.

[ 0004] However, in inplenenting the cross domain SSO, there is a
problemin that a great deal of tine and effort are required to share an
aut hent i cat i onAfisstuiroblemtiss fmthat sinesta esewfan &' Hecdokid islimigd tawe singlent s.

[ 0005] - uunuz- A first problemlies in that since a use of an HITP
cooki e i dorhainj it edliffeult te slregé en adathentivation reselt Hetvee domaing usihg ae HATP

aut henti cation result between donai ns using an HTTP cookie. A second

probl em tdokse.i M tdvahd piobben Hes iBShatsitee ar SSD wheme ofasacrassagaragomentr oduct

- enpl oyed by each domain differs according to a vender, it is difficult to
si nply i plodaéetugtploydbyi dacth 8omgiaasges vedoddiBg &Payendar, sEipdiffitelt teddphye. [ 0006]
In order to solve the above problens, there is a demand for standardi zation

of an SSRroRScORRd Rfis hRBEESABIPaYEa Sdpantamdadugghni ques to conply with a
request, there is a security assertion markup | anguage (SAM.) nade by an

or gani zajopg) f or the advancement of structured information standards
(OASIS) which is a non-profitable organization. [0007] The SAML is

a speci ficati oy dighodehemtaile BAMERS YR (<Y dBnphnd i Qidialdifioh gat ed t o

an aut hentication, an authori zat ute and transm ssion and
CcODt | o, BSBE 5 ARV SR BGRB8 Db\,
on(L LSS 5 A A SR B BRBRSHARI bl o1 10
o ST B bR SR R AR PR, e
D oV O hizhon
[0007]
The SAML is a specification that defines an expression form of information
related to an authentication, an authorization, and an attribute and transmission and
reception procedures, and is systematically specified so that an implementation can be
made in various forms according to the purpose. Main entities include three of an
identity provider (hereinafter, referred to as an “IDP” or “ID provider”), a service
provider (hereinafter, referred to as an “SP” or “service provider”), and a user and the
SSO is implemented such that the service provider trusts in an authentication result
issued by the ID provider.
[0008]
When the user starts the SSO based on the SAML, it is generally necessary to
prepare the following two points in advance. Firstly, a relation of trust needs to be

constructed through information exchange or an agreement in a business or a

technology between the service provider and the ID provider. Secondly, each user has



~When the user starts the SSO based on the SAM., it is generally necessary
"to prepare the following two points in advance. Firstly, a relation of
trust needs to be constructed through i nformati on exchange or an agreenent
in a business or a technol ogy between the service provider and the ID
provi der. Secondly, each user has an individual account for each service
provider, and thus the individual SP account needs to collaborate with an
account of the ID provider in advance (hereinafter, referred to as "account
col | abor an inglividival lapcomnt foaeachi servite provisldy and éhus tiepiadieviduahSB acdouat
construction of the relation of trust and prior account collaboration is
not fi ni ateeld to cdllabsratk With anlatcouat ofithe IDpesvider is bdwanct (rerdhGier,[rORASB{

After the advance preparation, the SSOis inplenmented by the follow ng
procedur esas(‘hicdudt (@)abotdeibg’). ain SE@Xein Mechiddy afde fres@atdncsichaovi der start
nodel using a user termnal wll be described. [0010] (1) The user
request s cbid@usEdVofaRe R AT irukOand P10k d€coanb&1Mbs@tion Bthbl Finished, itis (2) The
service provider transmts an authentication request to the ID provider

t hrough @if8qr fos hifleuskefotitdhe Sis@ce the user is not authenticated yet.
[ 0012] (3) The 1D provider perfornms authentication on the user by a

certain F(;d@)@?dure, and generates an authentication assertion. The SAM. does
not specify an authentication nmeans, and specifies only a systemin which

the aut hent i caicaRaellc: Aok S L b RuiiRa BT RRGBEAYT dor . The

aut henti cati on assertion | es inrorm repres

i des'’ , ng°a Wy of
Jervi oo Brsufict U35 0, Hel Hl SER USRI Rh i QuF PRE Sl g, T st

in an authentlcatlon Resull ved.

[0010]

(1) The user requests the service provider to provide a service.
[0011]

(2) The service provider transmits an authentication request to the ID provider
through a user side terminal since the user is not authenticated yet.
[0012]

(3) The ID provider performs authentication on the user by a certain procedure,
and generates an authentication assertion. The SAML does not specify an
authentication means, and specifies only a system in which the authentication assertion
is transmitted to the service provider. The authentication assertion includes
information representing a way of generating the type of authentication means or a
credential since the service provider determines whether or not the service provider can
trust in an authentication result.

[0013]
(4) The ID provider transmits the authentication result including the generated

authentication assertion to the service provider through the user terminal.



. [0013] (4) The 1D provider transmts the authentication result
i ncludi ng the generated authentication assertion to the service provider

through the user termnal. [0014] (5) The service provider decides
whet her or not a service is to be provided based on the authentication
result of the ID provider. [0015] (6) The user is provided with a
service fromthe service provider. [0016] Further, in connection

with the origination point fromwhich the user makes an SSO request, in the
SAM., twi0Mddlel s, that is, a service provider start nodel (hereinafter,
referred to as an "SP start nodel") and an |ID provider start nodel
(hereinafter, (SflhersedideprasdanictidePwhtthet ommdelséyviarie todlef proeided The SP
start nodel follows the SSO procedure, and is a nodel in which an SSP
request basedion thihanhétieatiereswlcofths €D pidvédSP, and the SP transmits an

aut henti cati on request based on the SAM.. [0017] The I DP start
model is[@i13pdel in which the process starts when the user term nal
requests the ID provider to provide the service of the service provider in

the SSO procedgg)arnehber if BHvidddn@itPs 960128 ¥ hdkedvee(Hdvills. per f or med
subsequently to the procedure (1) without perform ng the SSO procedure (2).

[0018]  [0016]

Further, in connection with the origination point from which the user makes an
SSO request, in the SAML, two models, that is, a service provider start model
(hereinafter, referred to as an “SP start model”) and an ID provider start model
(hereinafter, referred to as an “IDP start model”) are defined. The SP start model
follo§vs the SSO procedure, and is a model in which an SSP request starts when the user
accesses the SP, and the SP transmits an authentication request based on the SAML.
[0017]

The IDP start model is a model in which the process starts when the user
terminal requests the ID provider to provide the service of the service provider in the
SSO procedure (1). Thus, the process of (3) to (6) is performed subsequently to the
procedure (1) without performing the SSO procedure (2).

[0018]

As described above, in the SSO based on the SAML, as the ID provider
performs a single authentication procedure, the user can use a plurality of services
without an additional authentication procedure.

[0019]

However, the SSO based on the SAML is mere a part such as “use” of identity

in an overall life cycle of an identity. As described above, when the SSO starts, it is

necessary to perform account collaboration, and in order to perform account



_As described above, in the SSO based on the SAM,, as the ID provider
performs a single authentication procedure, the user can use a plurality of
services without an additional authentication procedure. [0019]

However, the SSO based on the SAML is nere a part such as "use" of identity
in an overall |life cycle of an identity. As described above, when the SSO
starts, it is necessary to perform account collaboration, and in order to
perform account col | aboration, a technique of conprehensively

col | abor seliabgratienateakmqueeictompselensjivelyrcatl tlmatingrampgemeet sach a1, r ei ssue,
and tenporary suspension of an identity between the service provider and

t he | D pragistidton,jchangeydeletioh, r§i@@R0dnd temporary Aspensicacdfranddentitpbetavetionat i ng
regi stration, change, deletion, reissue, and tenporary suspension of an

i dent i t ythetsenriee previdecandrihe fD pwivideons requiredd as a st andard techni que
thereof, there is a service provisioning markup | anguage (SPM.). [0021]
Meanwhi | g0020her e has been known a data processing systemthat actively
execut es account collaboration as a part of the SSOin a state in which the

advance prepar akiaQech@fquieF6r AtGRMM g eQishARA, Bhdn@B, detetdA! refdshé, 2hed. _
Typically, when the SSO starts in a state in ich the user's account is

not regi dnfioRslyls@spefos 8T ¥i fRn iy OMERSS acdotft prbidloning,; arldasd $ifhf) | N which
account collaboration is not pefformed, an error occurs. [0022]

However, Al di Is q i t unt
coIIaborg?ﬁg'ﬁggﬁﬁﬁgqg%?fizgﬁ%%iggﬁggﬁﬁggggﬁ%gggﬂ%?g?ﬁgﬁgg even in the

above-deﬁﬁbhged state. Specifically, after the service provider receives a
service request fromthe user, the service provider checks that infornmation
er checking, the

LR N R T A RO
(1| D PLRUer B e R e, SEL VS BLAT, A Bude it et
registr a%)rieggrag(r)]g of't lelaggo%rnta;[:oil a%oia?io;[l ri1senor'g rﬁ%?s?lgg O{“yp;[ipa?ly,s“szhoén t[h(é)%%B

starts in a state in which the user’s account is not registered to the service provider side,

that is, in a state in which account collaboration is not performed, an error occurs.

[0022]

However, according to this data processing system, the account collaboration
can be actively executed as a part of the SSO even in the above-described state.
Specifically, after the service provider receives a service request from the user, the

. service provider checks that information sufficient register the user’s account is not held.
After checking, the service provider requests the ID provider to provide a user attribute,
and the ID provider provides the service provider with a desired user attribute. As a
result, the data processing system executes account registration and collaboration in the
process of the SSO.

[0023]

However, for example, when a predetermined user uses the SaaS in a company,

a management department needs to collectively perform prior account registration and



However, for exanple, when a predeterm ned user uses the SaaS in a conpany,
"a menagenent department needs to collectively perform prior account

regi stration and account collaboration on the service provider.
Alternatively, a service provider use request procedure is perforned

t hrough a series of authorization flow by each user at an arbitrary timng,
and then a nmanagenent departnent perforns prior account registration and
col | aboration related to the user who nade the request on the service

provi der aceafiniegoliaberapierepi thersarwcemrovides  iAdtepmativelyneskrvich praysdar usan use t he
service provided by the service provider. [0024] Here, when the

prel i m neasquesipoaedsrea$ perfienfed thimongh s sqyeas fod nuthdrizaiondkvaby eachtusereayiaat r at i on
and col | aboration need not be executed in the process of the SSO, it is not
rel ated trbitrdre tindinyg end elsqrd hechgdment jupatmsst prgfoss paor advbantwbgisteationhen t he
aut horization flow of the latter is perfornmed, a great deal of tine and
effort and éARBbLFEEN $¢1M6E tAthe AberGihd RGO reduBst RS S@Hite pH&lides seni ors
and a managenent departnent of an organizational to which the user bel ongs
as wel | agick iR prsi@hinahyprofedh id Ritformbd GRe GNP cAPNRARIBRicE BRAA IR thdoes not
col l ectively performaccount registration and coll aboration, a manual work
I's necessgtite pAfidd@ burden is great. Thus, efficiency and convenience are
bad. [0025] In the SaaS or the like, there is an advantage that it
can be uim@/nen desired. However, in the case of the authorization flow of
the latter, manual work occurs, and a burden is great, and thus it is
difficult to h vant ks..r I ystem in which
account regi stﬁgﬁ’%%%ﬁ%@%ﬁgbgﬁég ?%@S%llag%ee @@%E% B%J—??rﬁle hsem(f)eraocg%%nst of the
SSO, it is.desirable i nclude, a seanl ess, .system capahl .deci di ng

whet her Befglsgr@flo’éagif?}faggra&lgﬂn %d‘EPéi’& e{ﬁf%“ﬁ%’d?ﬁ%%ﬁﬁﬁﬁga’ﬁ%dw I8ber at i on.
[ 0026] However, in order to inpplenment. this system |t IS necessary to

modi fy tH atf’%to B g09 ratles l?ﬁdrngacIPfB‘:@ﬂl’{}’E SY3IFIBt | B’fﬁanﬂhée’t‘ﬂg’nit € roducti on cost
's high. authorization flow of the latter is performed, a great deal of time and effort are required

since a lot of manpower is necessary such as seniors and a management department of
an organizational to which the user belongs as well as the user.  In addition, since the
management department does not collectively perform account registration and
collaboration, a manual work is necessary, and a burden is great. Thus, efficiency and
convenience are bad.

[0025]

In the SaaS or the like, there is an advantage that it can be used when desired.
However, in the case of the authorization flow of the latter, a manual work occurs, and a
burden is great, and thus it is difficult to have the advantage. For this reason, in a
system in which account registration and collaboration are executed in the process of
the SSO, it is desirable to include a seamless system capable of deciding whether or not
a service can be uséd without involving a manual operation.

[0026]

However, in order to implement this system, it is necessary to modify the ID



. CI TATI ON LI ST PATENT DOCUMENT [ 0027] Pat ent Docunent 1: Japanese
Pat ent Application National Publication (Laid-Open) No. 2008-538247
NON- PATENT DOCUMENT [ 0028] Non- Pat ent Docunment 1: "Assertions and
Protocols for the OASIS Security Assertion Markup Language (SAML) V2.0,"
OASI S Standard, 15 March 2005,
http://docs. oasi s-open. org/ security/sam/v2.0/sanl -core-2.0-o0s. pdf
Non- Pat ent Docunent 2: "QOASIS Service Provisioning Markup Language (SPM.)
Ver si on2prov@sshaying thedsh ML fangtion;, andihgantroduction cost is high.
htt p: // www. oasi sopen. or g/ conmi tt ees/ provi si on/ docs/ pst c-spml2- os. pdf [ 0029]
I n or der CHDABIENY &¥&ET t he obj ect of the present invention, there is provided
an aut hentication coll aboration systemand an | D provider device, which are
easy to PATENAUR@CEIMENTt he | D provi der device needs not be nodified and
can deci de whether or not a service can be used w thout a manual operation
when acc@eot7]regi stration and col | aboration are executed in the process of
t he SSO [0030]
Patent Document 1: Japanese Patent Application National Publication (Laid-
Open) No. 2008-538247
NON-PATENT DOCUMENT
[0028]
Non-Patent Document 1: “Assertions and Protocols for the OASIS Security
Assertion Markup Language (SAML) V2.0,” OASIS Standard, 15 March 2005,
http://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-0s.pdf
Non-Patent Document 2: “OASIS Service Provisioning Markup Language
(SPML) Version2,” OASIS Standard, 1 April 2006, http://www.oasis-
open.org/committees/provision/docs/pstc-spml2-os.pdf
[0029]
In order to achieve the object of the present invention, there is provided an
authentication collaboration system and an ID provider device, which are easy to
introduce since the ID provider device needs not be modified and can decide whether or
not a service can be used without a manual operation when account registration and
collaboration are executed in the process of the SSO.
[0030]
An ID provider device according to an embodiment includes a policy
information storage unit that stores policy information representing a user of a target to

whom transmission of service data is permitted, an authentication collaboration request

preliminary processing unit that performs a policy evaluation process and an account



An | D provider device according to an enbodi nent includes a policy
"infdrmation storage unit that stores policy information representing a user
of a target to whomtransni ssion of service data is permtted, an

aut henti cation col | aboration request prelimnary processing unit that
perforns a policy evaluation process and an account coll aboration process
at a timng according to a log-in status of a user term nal when an

aut henti cati on col |l aboration request is received, and an authenti cation

col | abor edllabpratien peress at angfiog ageurding haie lag-mrstdtes of & drer wonhehwhemai on

col | aboration request to the authentication collaboration request

pr el i m nasthepicot@ssillahoranbt reguest i teeciaed, pad n eathemtncatioh kalbabosdtioon r equest
is received fromthe service provider device. BRI EF DESCRI PTI ON OF DRAW NGS

[ 0031] request tiahsberludisthat tdrefdts theagthemidation sblatorapnasqexetophe of a
hardwar e configuration of an authentication collaboration system according

to a fir githeieadémBdllaboration requEstPreldningrydprotadsin g ihit Whes tHedutitatiatioaxanpl e
of a transfer destination URL managenent table of an I D provider device

accor di ngoltabotdtien rédustt i FREFEIBBIn the service prd¥lerdlevize@ bl ock di agram
il lustrating an exanple of a functional configuration of an |IDP

aut hent i gRIEP HECIR RPRORIGPOHRMWINGS the | D provider device according to
the first enbodi ment.
[0031]

FIG. 1 is a block diagram illustrating an example of a hardware configuration
of an authentication collaboration system according to a first embodiment.

FIG. 2 is a diagram illustrating an example of a transfer destination URL
management table of an ID provider device according to the first embodiment.

FIG. 3 is a block diagram illustrating an example of a functional configuration
of an IDP authentication collaborating unit of the ID provider device according to the
first embodiment.

FIG. 4 is a diagram illustrating an example of an IDP user store of the ID
provider device according to the first embodiment.

FIG. 5 is a diagram illustrating an example of an authentication assertion of the
ID provider device according to the first embodiment.

FIG. 6 is a block diagram illustrating an example of a functional configuration
of an authentication collaboration control system of the ID provider device according to
the first embodiment.

FIG. 7 is a block diagram illustrating an example of an authentication session
temporary storage device of the ID provider device according to the first embodiment.

FIG. 8 is a diagram illustrating an example of a policy store of the ID provider

device according to the first embodiment.



,FIG4 is a diagramillustrating an exanple of an IDP user store of the ID

provi der device according to the first enbodi nent. FIG5is a
diagramillustrating an exanple of an authentication assertion of the ID
provi der device according to the first enbodi nent. FIG 6 is a

bl ock diagramillustrating an exanple of a functional configuration of an
aut hentication col |l aboration control system of the |ID provider device
according to the first enbodinment. FIG 7 is a block diagram

i | lustrating ahl@Rdapbéockidizgram aldyrtnating an example eBirobP neerporapia st or age
device of the ID provider device according to the first enbodi nent.

FI G 8 i seraicdipagidendeVicestaoadingtp the festamblodindnt.a policy store of the ID
provi der device according to the first enbodi nent. FIG 9is a
bl ock di agram FIG.ustis abidel déagran dligstretinf araexabipleists sestioe dataktore sitthei ce
provi der device according to the first enbodi nent. FIG 10 is a

bl ock di sgwirepidvidegidesict Bodding xaplfesteinbadigénti ce data store of the
service provider device according to the first enbodi nent. FIG 11

is a block di agi@mii h YRick Aldghsin AMsBARAPAERAnple ¥R VdriflcatibPpolRSlIstér¥ store
of the service provider device according to the first enbodi nent.

FIG 12 ipBthd sehAQmividbd dstdedlcbdtdingio Biedid @niididedtenporary storage device
of the service provider device according to the first enbodi nent.

FIG 13 is a S?ﬁﬁ!engﬁaq.ia%%n?mds{rhﬂg%tJﬁﬂaﬁ%}%%ﬁ?ﬁtﬁ abra8 dgg‘éé gFion of an

aut henti cation col orati on syst according to I rst enbodi nent .
the service provider device according to the first embodiment.

FIG. 13 is a sequence diagram illustrating an example of an operation of an
authentication collaboration system according to the first embodiment.

FIG. 14 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the first embodiment.

FIG. 15 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the first embodiment.

FIG. 16 is a block diagram illustrating an example of a functional configuration
of an authentication collaboration system according to a second embodiment.

FIG. 17 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the second embodiment.

FIG. 18 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the second embodiment.

FIG. 19 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the second embodiment.

FIG. 20 is a block diagram illustrating an example of a functional configuration
of an authentication collaboration system according to a third embodiment.

FIG. 21 is a block diagram illustrating an example of a functional configuration



FIG 14 is a sequence diagramillustrating an exanple of an operation of

t he aut hentication collaboration systemaccording to the first enbodi nent.
FIG 15 is a sequence diagramillustrating an exanple of an operation of
the authentication collaboration systemaccording to the first enbodi nent.
FIG 16 is a block diagramillustrating an exanple of a functional
configuration of an authentication coll aboration system according to a
second enbodi nent . FIG 17 is a sequence diagramillustrating an
exanpl e of therputhsatieationsoiboritwnapystemrrccerdingdn thothirdlsorhatlinentsyst em
according to the second enbodi nent. FIG 18 is a sequence di agram
il lustrating akl@xXanpheeqicnemndiegramailistimtinf ah kkgamaplelodab opehiiamotthk| abor at i on
system according to the second enbodi nent. FIG 19 is a sequence

di agr am iabthustidgadivn ngilaborazivaspitem atcadingpe tietthivd embodifienaut hent i cati on

col | aboration system according to the second enbodi nent. FIG 20 is

a bl ock di agr afiG.|23us b kequenes dibgraxalipteatal an ekafipleiofanbpeanbén 8tthat i on of an
aut henti cati on col |l aboration systemaccording to a third enbodi nent. FIG

21 is a hhdektidtian taAlbotdtids sy REcARng X Y tRir@ bmBoditrat.i onal configuration
of the authentication collaboration systemaccording to the third

enbodi nent.  FIG, 24 ifh Sequdcd éiaé’rax%ﬁﬂuﬁf%%FQE%Qﬁlﬂﬁi‘eideaH%tyéﬁfi&{‘SfﬁQ, exanpl e
of an operation of the authentication colFaboration system according to the
third emfogifRtion collaboration system according to the third embodiment.
FIG. 25 is a block diagram illustrating an example of a functional configuration
of an authentication collaboration system according to a fourth embodiment.
FIG. 26 is a sequence diagram illustrating an example of an operation of the
authentication collaboration system according to the fourth embodiment.
DESCRIPTION OF EMBODIMENTS
[0032]
Hereinafter, an authentication collaboration system according to embodiments
of the present invention will be described with reference to the accompanying drawings.
[0033]
(First Embodiment)
Hereinafter, an authentication collaboration system of the present embodiment
will be described with reference to FIGS. 1 to 15.
[0034]
FIG. 1 is a block diagram illustrating a basic configuration of an authentication
collaboration system according to the present embodiment. The authentication
collaboration system includes an ID provider device 200 capable of executing a log-in

process on a user terminal 100 operated by the user and a service provider device 300

capable of transmitting service data to the user terminal 100 when the log-in process is

10



. FIG 23 is a sequence diagramillustrating an exanple of an operation of the
aut hentication col |l aboration systemaccording to the third enbodi nent.

FIG 24 is a sequence diagramillustrating an exanple of an operation of
the authentication collaboration systemaccording to the third enbodi nent.
FIG 25 is a block diagramillustrating an exanple of a functional
configuration of an authentication coll aboration system according to a
fourth enbodi nent. FIG 26 is a sequence diagramillustrating an
exanpl e #sccessflyatesiormaed. ofAs the seryidsaxevidertdeyice 3604 aaﬁ@faézfx elrdeyicss Bay
according to the fourth enbodi ment. DESCRI PTI ON OF EMBCODI MENTS [ 0032]

Her ei naf beprovated sutt loeht aneateivisa ichidre dbwstrateil.onThystee arminadd 00, rike &

enbodi ments of the present invention will be described with reference to

t he accoppaider deyvick 200, agd the[s6033] pré FHidersdeviaet300inmriie) connected to dder ei naf t er,

an aut hentication coll aboration system of the present enbodi nent will be
descri bedndothérivid ehetwerice to FIGS. 1 to 15. [0034] FIG 1 is a block
diagramillustrating a basic configuration of an authentication

col | abor pggagn system according to the present enbodiment. The

aut henti cation col | aboration systemincludes an I D provider device 200

capabl e of exegh$ 1 tmiRP100 iy QSERIh&Ahad a YaREal CempluRRATuntEth SkEsaat ed by
the user and a service provider device 300 capable of transmtting service

data to phe iaRhteWEHHEED p}Q\QdW}EOicE h80RE Tﬂerbeﬂfi%ﬁd&sdevice 300, and

includes a function of transmitting an SP use request for requesting a use of the service
provider device 300 to the service provider device 300 in response to the user’s
operation, a function of executing the log-in process between the user terminal 100 and
the ID provider device 200, a function of receiving service data from the service
prbvider device 300, a function of reproducing the received service data as a central
processing unit (CPU) executes a service use application program stored in a memory in
advance, and a user interface function.
[0036]

The ID provider device 200 performs a log-in process, that is, authentication of
a user who uses a service provided by the service provider device 300.  Further, the ID
provider device 200 performs user account registration to the service provider and
account collaboration based on policy information which will be described below.
[0037]

The ID provider device 200 includes a portal server 210, a web server 220, an
IDP authentication collaborating unit 230, an authentication collaboration control
system 240, an IDP user store 250, a policy store 260, an authentication session
temporary storage device (first memory) 270, and a key storage device 280.

[0038]
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successfully perforned. As the service provider device 300, a plurality of
"devices may be provided, but only one device is here illustrated. The user
term nal 100, the ID provider device 200, and the service provider device
300 may be connected to one another via a network. [0035] The user
termnal 100 is a device that has a typical conputer function and can
comuni cate with the I D provider device 200 and the service provider device
300, and includes a function of transmtting an SP use request for
requesting a udhe pértal server M displpysmvserece proyidse oB@0adcesstdestinipnite thepr ovi der
device 300 in response to the user's operation, a function of executing the
| og-in ponsecess between the user termnal 100 and the I D provider device
200, a function of receiving service data fromthe service provider device
300, a fpoosdjon of reproducing the received service data as a central
processing unit (CPU) executes a service use application programstored in

a menory in adyRe6eb séier 20UfelndésH RVERE Proxyelice (b filsP3&hee transfer The 1D
provi der device 200 perfornms a |l og-in process, that is, authentication of a

user WhouH$e® 1and @ tMnSRr BEPMAEGHURY. stdi8eS@ W02 2PARMcHE T esdEb &R 300.
Further, the ID provider device 200 per%orns user account regls%ratlon to

the serVvggg BEAVdrd&isdld oaccount col | aborati on based on policy information
which will be described bel ow. [0037] The I D provider device 200
includes gy pprtal server 210, a web server 220, an |IDP authentication

col | abor ting unit 230, an authentication collaboration control system 240,

o0 0P UoCT S G0 e Al LS E R AR SERORIERES 1 g
[0038]  The porial,server 210 disp| Q¥S.2. SRL VLSRR RHhERL,, an access
destination URL storage device 222.
[0041]
FIG. 2 is an example of a transfer destination URL management table 223
stored in the transfer destination URL storage device 222.  As illustrated in FIG. 2, in
the transfer destination URL management table 223 according to the present
embodiment, an Internet open URL and a transfer destination URL are stored to be
associated with each other, and an ID is assigned to each of the Internet open URL and
the transfer destination URL. In other words, the reverse proxy device 221 searches
for the Internet open URL corresponding to a message received from the user terminal
100 by a web server 220, and transfers the message to a transfer destination URL
corresponding to the search result.
[0042]
The IDP authentication collaborating unit 230 has an ID provider function of
an SSO. Here, an example of a configuration of the IDP authentication collaborating
unit 230 will be described with reference to FIG. 3.

[0043]
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[ 0039] The web server 220 includes a reverse proxy device (a first
"message transfer unit) 221 and a transfer destination URL storage device
222, and receives a nessage fromthe user term nal 100. [0040] In
ot her words, when the web server 220 receives the nessage, the reverse
proxy device 221 transfers the received nessage wth reference to the
transfer destination URL storage device 222. [0041] FIG 2 is an exanpl e of
a transfer destination URL nanagenent table 223 stored in the transfer
desti nati on URAs giustratgd inl E1G. Seth2ADP anthenti¢ationcatlgwratmgrin 230 dafrthe H2
transfer destination URL managenent table 223 according to the present
enbodi meptoyvidendéniteZ(edccopidng tofhe preserd embadisfent indbsles ambutbentideiorar e st or ed
to be associated with each other, and an ID is assigned to each of the

| nt er net calpdoratith raudsttriesigeansdidng dais LB 2ad logdin téduest neseddearanwiittsg t he
reverse proxy device 221 searches for the Internet open URL corresponding

to a Nesarige3’,edes-veeksheRBnidishgd $&eiviRs Min2d4, 1R abuthetRAtiser ver 220, and
transfers the nmessage to a transfer destination URL corresponding to the

search _rgfgwbbraﬁ[)g_%g%]mgghﬁesls% tgd,ygllﬂgﬂ;lé G&t b9s col laborating unit 230 has an
| D provider function of an O Here, an exanple of a configuration of the

| DP aut hgjmh]:ati on col l aborating unit 230 will be described with reference
to FIG

The authentication collaboration request message receiving unit 232 receives
an authentication collaboration request message from an SP authentication collaborating
unit 330 of the service provider device 300 which will be described below. For
example, the authentication collaboration request message has an HTTP request form,
and is a message issued in order to request the ID provider device 200 to perform
authentication collaboration when the service provider device 300 receives the service
use request from the user terminal 100. Further, the authentication collaboration
request message receiving unit 232 checks the log-in status of the user terminal, and
requests the authentication collaboration response message transmitting unit 235 (which
will be described below) to generate an authentication collaboration response message
represénting that the user has been authenticated when the log-in status is a log-in
completion status.

[0045]

The log-in request message transmitting unit 233 transmits the log-in request
message to the user terminal 100 which is in a log-in non-completion status.
[0046]

The log-in response message receiving unit 234 receives a log-in response
message input by the user terminal 100 as response information to the log-in request

message, and performs the log-in process of the user.
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[ 0043] As illustrated in FIG 3, the IDP authentication

col l'aborating unit 230 of the ID provider device 200 according to the
present enbodi nent includes an authentication coll aboration request nessage
receiving unit 232, a log-in request nmessage transmtting unit 233, a

| 0og-in response nessage receiving unit 234, and an authentication

col | aboration response nessage transmtting unit 235. [0044] The

aut henti cati on col | aboration request nessage receiving unit 232 receives an
aut hent i €¥¥47bn col | aborati on request message from an SP aut hentication

col |l aborating unit 330 of the service provider device 300 which will be
descri bed bel o®pediicallyxepoplreceivihg theub amtdspatse oressagelinddodiag theruseeliest
nmessage has an HTTP request form and is a nessage issued in order to
request ahethelsaravtiondcatibavinfoem2éh dsathe esspoiseiafoihativn toahé log-ia oéduabor at i on
when the service provider device 300 receives the service use request from
t he user nicggage fidin theQserferiingr1,00t the e ineRidnsainessage edcengy @iit 234 isaquest
nmessage receiving unit 232 checks the log-in status of the user termnal,

and requegdcssstdTHeAbiniap alihdhti@fios BhdcdRArAlPID (ESPINFRVIRS §888tdké ansmi tti ng
unit 235 (which ' will be described below) to generate an authentication

col | abor a5 aRréifSRNSRIFR IS A0 FIBIPNBSLAbITG0MNAIA kitferids BlfolAGidacEN
aut henti cated when the log-in status is a log-in conpletion status. [0045]

The | 09- i3 d AR us aaﬁcggotvcmrb%rﬂe&fﬁﬂ%g 6}“%1%6?%@&@% ggm.ts the log-in

request nessage to the user term na Isinalog-in
non-corrpl[(%‘,riggn status. [0046] The 1 0g-in response nessage receiVving
unit 234°receives a |l og-in response nessage input by the user term nal 100

a5 response | GRC3h 108 40 DAPLhOLal ol IR alE RELS un B hiBSH Q1 ° N
“user attribute information”) related to the user belonging to the ID provider device 200.
[0049]

As illustrated in FIG. 4, the IDP user store 250 stores user attribute information
251 in which an item name of a user attribute specifying the user is associated with an
item value of the user attribute. For example, the user attribute information 251
includes a user ID identifying the user, a user name, the user’s employee number, a
department to which the user belongs, a division to which the user belongs, the user’s
appointment, address information of the user terminal, reference information referred to
when the log-in process of the user is performed, and the user’s phone number as item
names. A plurality of pieces of user attribute information 251 are stored in the IDP
user store 250, and an example thereof is illustrated in FIG. 4.
[0050]

In other words, the user attribute information 251 is collection of information
characterizing information of an individual. The user attribute information 251 is not

limited to this example, and may further include an arbitrary item name such as a

working state and an item value, for example. In the present embodiment, a password
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Specifically, upon receiving the log-in response nessage including the user
"ID and the user authentication information as the response information to
the log-in request nessage fromthe user termnal 100, the |log-in response
nmessage receiving unit 234 is a process of perform ng authentication based
on a user IDin an ID provider user store 250 (hereinafter, referred to as
an "I DP user store 250") and reference information. Here, the I DP user
store 250 will be described with reference to FIG 4. [0048] The | DP
user st otseusedes theaeferenge inforimationirefegedrtt when thedogimprbeass of thefuserried to as
"user attribute information") related to the user belonging to the ID

provi der pedwined, B@iGhe fef@d®de idormhtiarsismat Bohitied td-{hiz exdmpldwend DB biser st or e
250 stores user attribute information 251 in which an item name of a user
at tri but biosetii¢ huthergichtien inf@mation asdasithd egr Wifinlgedphint, ferexamiplee of the user
attribute. For exanple, the user attribute information 251 includes a user
| D ident {¢osiipg the user, a user nane, the user's enployee nunber, a
departnment to which the user belongs, a division to which the user bel ongs,

the user's app@VidhRHutheAQEHBA Toll MRt TR e §OnS mbiiggs! %ﬁferz{tfeh FeqRbeis’ ef erence
information referred to when the | og-in process of the user is perforned,

and the ugefved MDAPIME alEREatiBR chll HNRNEEqueht BEMEA debdvRl wie3esmef user
attribute information 251 are stored in t%e | DP uSer store 250, and an

exanpl e Eﬂﬁérﬁﬁfaﬁ&& célia#aUﬁattiBﬁlggsﬂog% fgc%sga%gtfaln%%gﬁg% urcl) i 2|3% Fene&zﬂ?soz}nh er words,

the user attribute informatio ormat1 on
SR oCt Ll OB Ol Lo b DB R 1 o on
H em gf”gerpg%sgﬁt@@% 2 %geggl\%\%ﬁée%ta%thaeggcggd b8 B Sided Qi RIP! Gpe! N Lhe
authentication assertion includes information representing a way of generating the type
of an authentication means or a credential so the service provider device 300 determines
whether or not an authentication result is reliable.
[0052]
Here, FIG. 5 illustrates an example of an authentication assertion 231 generated
by the IDP authentication collaborating unit 230 according to the present embodiment.
[0053]
As illustrated in FIG. 5 the authentication assertion 231 includes an
authentication collaboration ID, an assertion context including an authentication scheme
name of the log-in process, and a digital signature. The authentication collaboration
ID is an ID for connecting each user ID (the user ID and the SP side user ID) at both of
the ID provider device 200 and the service provider device 300, and is issued by an
account provisioning unit 247 which will be described below. For example, as the
authentication collaboration ID, a new ID may be issued, the user ID of the ID provider

device 200 may be designated, or a mail address which is the common user attribute

information 251 between the ID provider device 200 and the service provider device
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is used as the reference information referred to when the |log-in process of
"the user is perfornmed, but the reference information is not linmited to this
exanpl e and nay be bionmetric authentication information such as the user's
fingerprint, for exanple. [0051] When an aut hentication

col | aborati on response nessage generation request is received fromthe

aut hentication col |l aboration request nessage receiving unit 232, the

aut henti cati on col |l aboration response nessage transmtting unit 235

gener at es0Gmaxbedesignated. i drurihet, ithermtlzmiicationasoebaretioreds mgeed frrithedi ng

aut henti cati on assertion representing that the user has been authenticated
by the | Brprcopraader device 80Q Gliderftify tiatmdee who has made asserctjuesnin arcl udes
information representing a way of generating the type of an authentication
means or asthentdemni tallabsmtibh eespetisei checkii@piodess vitst will BOdesdeber belsaves whet her
or not an authentication result is reliable. [0052] Here, FIG 5

i 1l ust r atrps dipftales gaavhe i@%en%fhtémﬁeﬁ@d]bﬁ gilsi@anas geidratn k¥$ln arRN@Kyat ed by the
| DP aut hentication collaborating unit 230 according to the present

enbodi MeRbragkAewi3E 280 on the Afertibn Mstté:R1IGSuNhEIOP adtHeRBcatish REMbosAingON
assertion 231 includes an authentication collaboration ID, an assertion
context {ebtgli ng an authentication schene nane of the |og-in process, and
a digital signature. The authentication collaboration IDis an ID for
connecti r@sg ch user ID (the user ID and the SP side user ID) at both of
the 1D provider device 200 and the service provider device 300, and is

i ssued by an a 11 Sd: QN4 i 4 | il | | bed bel ow.
For exanpl e, a‘sfﬁ?Eg; %ﬁ{aﬁ%ﬁﬁx%ﬁ%%ﬁb&%heé%%nrag({}lé g%h%!onalgﬁeo\?ﬁfegﬁnay be

i ssued, the.user .ID the.l D provider device 200 may be desigpated, or a
o - 2o PEVRAPARTRD L a8 At f BR 268 %bet veen | he
| D provider,. device 200 and the. service provider device 300 may, be

desi gnat B@?‘lfgwt dtfe gegst gﬁbﬁ Hehe PERHS Iy PSSt thcotecrcts ey TR%RF for the
service provider device 300 to identify the user who has nmade a use request
in an aut¥éntication col | aboration response checking process which wll be
descri bed bel ow. The digital signature is generated based on the signature
generati BW5REy in the key storage device 280 on the assertion context

t hrough the I DP authentication collaborating unit 230. [0054] The
key storage deVitherXBe agthontgtiomeoltibgration respgrssenessigsrtrdoemitthg tihi¢ | D

provi der device 200. As the signature generation key, for exanple, of a
pai r of 2hetrpusnlifsch&ggnesated sutkergieatiat cdilaboration tespmsb messdgeyo trey\§t osyst em
the secrete key may be used. [0055] Further, the authentication

col | abor atthemticaisipesikboriEag age 380.ansm tting unit

[0056]

Next, an example of a configuration of the authentication collaboration control
system 240 will be described with reference to FIG. 6.

[0057]

As illustrated in FIG. 6, the authentication collaboration control system 240
includes an authentication collaboration request message preliminary processing unit
241, a policy evaluation information acquiring unit 245, a policy evaluating unit 246,
and an account provisioning unit 247.

[0058]

The authentication collaboration request message preliminary processing unit
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235 transmts the generated authentication collaboration response nessage

"to the SP authentication collaborating unit 330. [0056] Next, an
exanpl e of a configuration of the authentication collaboration control
system 240 will be described with reference to FIG 6. [0057] As

illustrated in FIG 6, the authentication collaboration control system 240

I ncl udes an authentication coll aboration request nessage prelimnary
processing unit 241, a policy evaluation information acquiring unit 245, a
pol i cy e@gl ingludegya lpg-in spafes dejerenining 4ot 3dA+ 2 weo P stontingyunih243,20¢ an[ 0058]
The aut hentication col | aboration request nessage prelimnary processing
unit  24autheticatiess calldbogtion requastusesdegegrams feimmg wmi (a s2dshd messager | D
acquiring unit 243, and an authentication coll aboration request nessage

t r ansf er tramgfering tun{tp2 44k and denfassageelimansy procesagvhenithe [IPgebvidendeyies f or s a
prelimnary process when the ID provider device 200 receives the

aut hent i gad re@Biveothealtheatitaion colAlRSAtioNBSGREEMESage frbM thé eder t@minatal 100.
The prelimnary process will be described bel ow. [0059]

100. The preliminary process will be described below.
[0059]

The log-in status determining unit 242 determines the log-in status with
reference to an IDP authentication token stored in a cookie included in an HTTP request
when the authentication collaboration request message having, for example, an HTTP
request form is received from the user terminal 100. The IDP authentication token is
issued by the ID provider device 200 when the log-in process which will be described
below is performed. In other words, when the IDP authentication token is included in
a cookie in the HTTP request, the user is in the log-in completion status in the ID
provider device 200. The user ID representing the user to whom the IDP
authentication token is issued is also included in the cookie.

[0060]

For example, the cookie is stored in a memory such as a RAM included in the
ID provider device. Hereinafter, a memory storing a cookie is referred to as an
“authentication session temporary storage device 270.” FIG. 7 illustrates an example
of the authentication session temporary storage device 270.

[0061]

When the log-in status determining unit 242 determines that the log-in status is
the log-in completion status, the user ID acquiring unit 243 acquires the user ID
corresponding to the IDP authentication token from the authentication collaboration

request message.
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The | og-in status determning unit 242 determnes the log-in status with
‘refefence to an I DP authentication token stored in a cookie included in an
HTTP request when the authentication coll aboration request message havi ng,
for exanple, an HTTP request formis received fromthe user term nal 100.
The I DP aut hentication token is issued by the ID provider device 200 when
the log-in process which will be described belowis perfornmed. |In other

wor ds, when the I DP authentication token is included in a cookie in the
HTTP reql@¥®R2] the user is in the log-in conpletion status in the ID

provi der device 200. The user |ID representing the user to whomthe |DP

aut henti cat i onThekethentiatiss tethbomtiah sequestahesdaq ttansfehtngcwok24t [ 0060]

For exanple, the cookie is stored in a menory such as a RAMincluded in the
| D provi gansfeie \theguthdngici dhadolligboraforRABEsY nfek gk RPa WRIOWKICE it Sotppéseht ed to
as an "authentication session tenporary storage device 270." FIG 7

i 'l ustraiemead 0&6@8&4 ®vite 200 ¢h@eihBREH 1c83EddaD a8 8 S&IAMYIIERPI! anydihmyage
device 270. [0061] When the 1og-in status deferm ning unit- 242

det er m neR 1t b4 tridiferld@Btiraflon ts¥eth dd¥ahdiCal 9 nbfe ERARE S h@@d@mﬁ?{?bpt he user
I D acquiring unit 243 acquires the user ID corresponding to t I

aut henti gatjfi on token fromthe authentication collaboration request nessage.
[ 0062] The aut hentication coll aboration request nmessage transferring unit
244 tranf&ﬁ%T the authentication collaboration request nessage to a URL
which is*not'present in the ID provider device 200 (hereinafter, referred

to as a "dummy UJRL"). A du . URL of a tr.ansfer stinatign is set in
advance, and i$ ﬁg?%cyree‘? uraglé%lrtlrl%méagloﬁ GRS Py 2 ‘?qufrﬁf)g‘%]cyThe pol i cy

eval uati on i nfor.nati on acquifi unit 245 acaquires polic
cvalueﬂlon 15%rmatlon ﬁ"gm t{le user store 250 and a serv1cé3 use stzytus data store

320 which will be described below. The policy evaluation information refers to

information including the user attribute information 251 stored in the IDP user store 250
and service use status information 321 to 324 of the user stored in an SP service store
320 which will be described below.

[0064]

The policy evaluating unit 246 determines whether or not the user can use the
service provider 300 based on the policy evaluation information acquired by the policy
evaluation information acquiring unit 245 and the policy information managed by the
policy store 260. |
[0065]

The policy store 260 according to the present embodiment stores a plurality of
pieces of policy information representing the users who are targets to which
communication is to be permitted. FIG. 8 illustrates an example of the policy store 260.
[0066]

As illustrated in FIG. 8, the policy store 260 stores a plurality of authentication

collaboration policies (hereinafter, referred to as “policy information™) 261 (262, 263,
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eval uation information fromthe |IDP user store 250 and a service use status
‘data store 320 which will be described below. The policy eval uation
information refers to information including the user attribute information
251 stored in the IDP user store 250 and service use status information 321
to 324 of the user stored in an SP service store 320 which will be

descri bed bel ow. [0064] The policy evaluating unit 246 determ nes
whet her or not the user can use the service provider 300 based on the

pol i cy el64uatlittnlike) fepreseniingatfitigionseadiappoinementd ofithe eseas tvavhan i nf or mat i on
acquiring unit 245 and the policy information managed by the policy store
260. [ O0G5psmission of sefviee gaih bg yhesdeoviee Robidecdevich 309 ientified hyrtes sartice

enbodi ment stores a plurality of pieces of policy information representing
t he user gromider aD és toegRimitied fohéaeh sevivaprowdaénon is to be permtted. FIG 8
illustrates an exanple of the policy store 260. [0066] As
illustrafeg7in FIG 8, the policy store 260 stores a plurality of

aut henti cati on coll aboration policies (hereinafter, referred to as "policy

i nf or mati on") 26d p6iRE2store830 maRSHrth@NAeIbiCa AkRY pbRE} E8LI, #fif | ati ons

and appoi ntnents of the users to whomtransm ssion oOf service data by the

servi ce_Brfider) ey oo 30MoISNBEL ek b, REIGEBE-RLOYIJr 1D 15 to be

permtted for each service provider | olicy store 260

may furt E%)glr-ﬂ% fﬁda%dﬁfbnqg tais{/a%cg)gii% %‘oxg é){?%r[pg{, ‘f{lg?tjogaéfgé tooé iF 10@ aSE Ll%h 8) such

as the n I n-use servic -you-g ccounting in
addi tion %]ﬁle%sértsaéijﬁﬁ?t?gr{ a|mc(;1yap I)l% g)ifarrpl e, [1] to[3] of Ato Cin FIG 8)

such as fi e user s affrliratron an appoi nt nent .
[0068]

For example, in elements of the above-described policy, a “subject”
corresponds to a name, an appointment, an affiliation, or the like, a “resource”
corresponds to the service provider ID, an URL, or the like, an “action” corresponds to a
use start, a use restart, or the like, and an “environmental condition” corresponds to an
IP address of the user who makes a certain request, an accessible period of time or time,
or the like. Further, a “duty condition” is a work assigned when a policy (accessibility
condition) evaluation result is received, and authentication collaboration is performed.
For example, it is an instruction “a request for “registering a new user” is permitted, but
“ID of idle user is deleted” has to be reliably executed” (for example, “duty condition”
of [4] of B in FIG. 8).

[0069]

The account provisioning unit 247 acquires the user attribute information 251
from the IDP user store 250 based on the determination result of the policy evaluating
unit 246 on whether or not the user can use the service provider, and performs account

registration on an SP user store 310 using the acquired user attribute information 251.

In other words, the account provisioning unit 247 issues the authentication collaboration
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.[0068] For exanple, in elenments of the above-described policy, a
"subject" corresponds to a nane, an appointnent, an affiliation, or the

| i ke, a "resource" corresponds to the service provider ID, an URL, or the

| i ke, an "action" corresponds to a use start, a use restart, or the |ike,
and an "environnental condition"” corresponds to an |IP address of the user
who nmakes a certain request, an accessible period of tinme or tine, or the
like. Further, a "duty condition" is a work assigned when a policy

(accessi BPJ i Fyrthewsthe acconipt mouisiaingomit 245 ferfoiss acount@tl abaatioraen batht i cat i on
col | aboration is perforned. For exanple, it is an instruction "a request
for "regbftherdDRgiser st@w266 @nd thesSRaesernstotesdd 0. but "I D of idle user is del eted"
has to be reliably executed" (for exanple, "duty condition" of [4] of B in
FIG 8). [@769] The account provisioning unit 247 acquires the user
attribute information 251 fromthe | DP user store 250 based on the

determ nation mRegukh t1f abohe dBsdribed cofadupaionthe dbihenfio RoMdMEdiRM Or not
t he user can use the service provi der, and performs account regi stration on

an SP useggntfdl QYferd 2A0 PeiBEnd 18 ad&iHi feBRuHES prabdsk aRUtR debditmat i on 251, In
ot her words, the account provisioning unit 247 issues the authentication

col | abor gbRratioRpréddsd BRfich WELAGEEHP [RIP\HaSELH 3 ggﬁk;ﬁ infGrfndiBh aPr M

account coll aboration on both of the I DP user store 0 and the SP user

store 3104 4—910t7r91nlg|p§5fonn d &H&Piﬁ%*ﬁs&*}%%@e*g@‘éfr?ﬁs g%@%‘% é&ﬁ\?g tﬁe%%(hgfgc%si ign, the

aut henti catTon co oration control sys pertornmns account

regi stratj.: ss and the account col |l aboration process (which wll be

describegaﬁgpgﬁ§&§%€ed on the policy information at a log-in timng

perforneﬁxﬁﬁgn t he user requests the SSO or when the SSO process is being

perfornmed.” [0071] Here, the policy information refers to collection

of the conditi er or nof the Hser %Egggse t he serv%;e provi der
t

%gs, on et £
in which it isHges theRelakainapatan rrsrs Wfslleston copfitioRs qny wWhsthezan
per f orm whi ch operationﬁgactipn) to_whi ch service provider device. In other
wor ds, t RENQdhe Bser cap Brerte soHice Bprvadsann vhihit ssdsfinggh yhether prenqtapget to
whi ch transm ssion of service data in the service provider device 300 is to
be per mi {thegserpgtherése) cahpgréorimswhish opgration etien)ite whigh servipspgeidened even on
an environnental condition or a duty condition as an option.

device. In other words, the policy information represents the user who is the target to

which transmission of service data in the service provider device 300 is to be permitted.

Further, there is policy information which is defined even on an environmental

condition or a duty condition as an option.

[0072]

Meanwhile, the service provider device 300 provides a service to be used by

the user. The service provider device 300 includes a service provider (hereinafter,

referred to as an “SP”) user store 310, a service use status data store 320, an SP

authentication collaborating unit 330, a verification policy store 340, and a temporary

storage device (a second memory) 350.

[0073]

The SP user store 310 functions as a user attribute partial information storage

unit. The user attribute partial information includes some item names and item values
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[ 0072] Meanwhi | e, the service provider device 300 provides a
'service to be used by the user. The service provider device 300 includes a
service provider (hereinafter, referred to as an "SP") user store 310, a
service use status data store 320, an SP authentication collaborating unit
330, a verification policy store 340, and a tenporary storage device (a
second nenory) 350. [0073] The SP user store 310 functions as a
user attribute partial information storage unit. The user attribute partial
i nf or mat AwAng Hehudess soditerh tvelnwes afeyseaptiribute in thglugersattriyntsrigformeomanes and
itemvalues of a user attribute in the user attribute information 251 in

t he | DP Q@Skin tht dDB ug&Gtort 25@r niaforovatiom inwhich thdweseustenibui¢ partiblut e parti al
information is associated with a user IDin the service provider device 300

(her ei nafdfemmatioafiesidsecated with fuker BPirsihd @etviceipréddgr desicehe (liceinhfderas
account registration information 311. [0074] In other words, the SP user

store 31efeh€d ®%siadeBPisid¢ usef [ i refoire@ito bi&ccutmireyibationanforietiGes Mi.ce dat a
transmtted by the service provider 300. The SP user store 310 nay store

all the pgpyjattribute information 251 rather than the user attribute
partial information in association with the SP side user |ID. [0075]

Speci fically, {NgmSPvHRS!ths 5PSerdifle 31 @B ResAEGHINN nfsRHidh LRIHARed Nf or mati on

!
311 in which sonme user attribute informati on such as the authentication

col | abor g&%\?\#ﬁt@% ﬁée}v%%@gtia Jﬁa%%ﬁ?eﬁlﬂg}faé’geff?fc% gﬂwi&é& r%60.10 NPRESPHIR G ord S

associ at e user Identitying the user 1n the service

provi der 3(116 }{"jagl%to%Q Qll f ds&l At ﬁgor}n%lgﬁ % Igrather than the user attribute partial
information in association with the SP side user ID.
[0075]

Specifically, the SP user store 310 stores account registration information 311
in which some user attribute information such as the authentication collaboration ID, a
name, address information, or a phone number is associated with the SP side user ID
identifying the user in the service provider device 300 as illustrated in FIG. 9.

[0076]

The service use status data store 320 stores a user use management table 321,
an in-use number management table 322, a disk use amount management table 323, and
a charging fee management table 324 of each service provider device 300 as illustrated
in FIG. 10, and monitors the user’s service use .status.

[0077]

The user use management table 321 writes the SP side user ID in association
with the service use status of either “service in use” representing that transmission of
service data is permitted or “service unused” representing that transmission of service

data is not permitted.

[0078]
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- [0076] The service use status data store 320 stores a user use nanagenent
‘tabl'e 321, an in-use nunber managenent table 322, a disk use anount
managenent table 323, and a chargi ng fee managenent table 324 of each
service provider device 300 as illustrated in FIG 10, and nonitors the
user's service use status. [0077] The user use managenent table 321
wites the SP side user IDin association with the service use status of
either "service in use" representing that transm ssion of service data is
permitted or "$be in-ews numbseuntanzgeprent tabte 323 wiitss therinmsenembem of servi ce
data is not permtted. [0078] The in-use nunber managenent table 322

wr it es 't teprésantirpsthe nminber ofrsepiicesie ise raprdsheted byiter seoficsese\stares inrtheise
represented by the service use status in the user use managenent table 321
i N assocusdriusmandgdengat taplecd21lih adsbcidbdbni vithfantupper limit selub wiitierin-us®079]

The di sk use amobunt managenent table 323 wites disk capacity used by

servi ce gdamBerof service in use represented by the service use status in the
user use nanagenent table 321 in association with an upper limt val ue of
di sk cappsy7dy in the service provider device 300. The charging fee
managenment table 324 wites a total of fees charged for a service of

service in USeTB@HirsE%@@&ﬁ@uxﬁl‘nénﬁ@en%&ftde@@32§@n§és%§§kscab5b1€yhﬁe&'5?r use
managenment table 321 in association with an upper limt value of a charging

fee in t?&vﬁ%&ﬂta%‘?s&rv&\é'?%e x‘éﬁx"eg%ﬁ @%g Qﬁnée‘?{sié's&ﬁlsqﬁ%esllsgh's% data store

320 may stor or exa to manage the nunber of |icenses

as wel | ﬂl%n&éb%éﬁ?&%ﬂe% Th ags%lgla?lgn WAth atn%p%gr4hm1t value of disk capacity in the

service provider device 300. The charging fee management table 324 writes a total of
fees charged for a service of service in use represented by the service use status in the
user use management table 321 in association with an upper limit value of a charging
fee in the service provider device 300. The service use status data store 320 may store,
for example, a table used to manage the number of licenses as well as the management
tables 321 to 324.

[0080]

The SP authentication collaborating unit 330 has an SSO service provider
function. Specifically, the SP authentication collaborating unit 330 performs the
authentication collaboration response checking process and an SP use response process.
[0081]

The authentication collaboration response checking process is a process of
verifying the authentication scheme name and the digital signature of the authentication
assertion 231 generated by the IDP authentication collaborating unit 230 of the ID
provider device 200 based on an authentication scheme name and a signature
verification key in the authentication assertion veriﬁ¢ation policy in the verification

policy store 340 which will be described later, issuing an SP authentication token when .
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[ 0080] The SP aut hentication collaborating unit 330 has an SSO
‘'service provider function. Specifically, the SP authentication

col | aborating unit 330 perforns the authentication collaboration response
checki ng process and an SP use response process. [0081] The

aut henti cati on col |l aboration response checking process is a process of
verifying the authentication schenme nane and the digital signature of the
aut henti cati on assertion 231 generated by the |IDP authentication

col | abor tteivegtigation r280tsafe alhealidDand vvitide thedsl awther2@atidraoken e an

aut henti cation schene nane and a signature verification key- in the

aut hent i tatpooary aksagetdesive\B80iid assatintion with itly/avtientihationsrol ihbaratiorolD pol i cy
store 340 which will be described |ater, issuing an SP authentication token
when t hend/ékiSPistdtuseniD.esults are all valid, and witing the SP

aut hentication token in a tenporary storage device 350 in association with
t he aut hggggpgati on col l aboration ID and the SP side user ID. [0082]

The SP use response process is a process of sending a response that the

servi ce provi dghe RVbERsRMe PRI HPRELE Lot RRAIHE 8 lredpBhidd R thd QQvisben the
SP authentication token is issued in the authentication coll aboration

[ €SPONS e pfREfer HBAcPEOFEmbe UsBPRihe user termind}S 00 WA AL GuthBytfchon 11, When
the log-in process Is successfully per?orned, the verification policy store
340 stor . & At | ' -asserti i £l ' i 41 including the
authentig%fﬁgﬁgégﬁE%gﬁ%%ggﬂggﬁﬁﬁé%P%g¥¥ﬁ%ﬁ%gggééaﬁ§9@ﬁpgﬁw5%ansnission of
service ﬂﬂk@ is permtted and the signature verification key correspondi ng
to the s gnalure generation key of the ID provider device 200. As the
signature veri and

the secret keyfA‘gS El?‘%shg{éﬂE’gﬁ%fﬁgvﬁéfl%bg%'y’gé@ﬁ?sg?ﬁiwsréwg%ﬁmg p% f}%h%g used.

verification policy store 340 stores a authentication assertion verification policy 341

including the authentication scheme name of the log-in prdcess by which transmission
of service data is permitted and the signature verification key corresponding to the
signature generation key of the ID provider device 200. As the signature verification
key, for example, of a pair of the public key and the secret key in the public key
cryptosystem, the public key may be used.

[0084]

The temporary storage device 350 is a temporary memory such as a RAM, and
for example, stores an authentication collaboration ID in the registered account
registration information 311 in association with an SP side user ID and the issued SP
authentication token as illustrated in F 1G. 12.

[0085]

Here, an authentication collaboration process of the authentication
collaboration system according to the present embodiment will be described with
reference to FIGS. 13 to 15.

[0086]
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[ 0084] The tenporary storage device 350 is a tenporary nenory such
as a RAM and for exanple, stores an authentication collaboration IDin the
regi stered account registration information 311 in association with an SP
side user ID and the issued SP authentication token as illustrated in FIG
12. [0085] Here, an authentication collaboration process of the

aut hentication col |l aboration system according to the present enbodi nent

will be described with reference to FIGS. 13 to 15. [0086] In the
present enbodi lethe praspet embodangritcthe authentislatiom oolkabomtiop poressstatsantas i n a
state in which the SSO process can be performed between the I D provider

devi ce 268teanavhidhethe S80I wecss oarn bieperfiamied bet3@n thenld proeidesdevidesldngi ng to
an organi zation of the ID provider side does not register an account to the
servi ce pidthe detvicdgrodderdRiceBO0] didrthe hdee beloaging W@ hn Otganic it ¢fahé IMS
between the log-in status of the user and the SSO request origination point

from t heptés®ler sidddoésndt ReriRECaLHco@TIO HeeRice fro®idbadkvida 390at wartdr, t he user
is assuned to be the conpletion status, and the SSO request origination

poi nt fr gtd 18 vBSEUs dotnbAsHHRE HethRed iaNbgfd @Rl BEMHS QLM M8 1Y 9¥b dgfuetteVi ce
300. [0087] Further, in the aut%entl cation col | aboration system of

the presgRiinSihPsHinERdm thd&ePBR fnSthPFfefséi{t %ﬁfﬂ)oﬁ?ﬁéﬂ'ﬁ,%@ﬂ)gliﬁ stad of the
above-descri bed procedure of (1) to (6). [0088
user is assumed to be the completion status, and the SSO request origination point from
the user is assumed to start from the service provider device 300.
[0087]

Further, in the authentication collaboration system of the present embodiment,
the SSO is performed according to the above-described procedure of (1) to (6).

[0088]

An operation of the authentication collaboration system of the present
embodiment in which in the above-mentioned state, when the user makes the service
use request to the service provider device 300, the SSO process is performed, and then it
is determined that the service of the service provider device 300 can be used will be
described.

[0089]

FIGS. 13 to 15 are sequence diagrams illustrating an example of an operation
of the authentication collaboration system according to the present embodiment. The
sequence diagram is assigned to step numbers, and the process is assumed to be
performed in the ascending order of the step numbers.

[0090]
As illustrated in FIG. 13, in step S1, the user operates the user terminal 100 and

makes the service request to a desired service provider device 300 in order to use the
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An operation of the authentication collaboration systemof the present
‘enbodi ment in which in the above-nentioned state, when the user nakes the
service use request to the service provider device 300, the SSO process is
performed, and then it is determned that the service of the service

provi der device 300 can be used will be described. [0089] FIGS. 13 to 15
are sequence diagrans illustrating an exanple of an operation of the

aut henti cati on coll aboration system according to the present enbodi nent.
The sequssareige df thgsamiGepragderglesbe390 se whiohihdusos doesrnpt registprrancasseurit s
assuned to be perfornmed in the ascending order of the step nunbers. [0090]
As i || usyetat Edr exanfplGthd Srvicaregney tihe seiveceysevidoplevae 890 ihmadsky t er mi nal
100 and mekes the service request to a desired service provider device 300
i n order clickingsedésired liak amioag liaks dfverdes opend RLOdispleyeddava dieplaPdetioe whi ch
the user does not register an account yet. For exanple, the service request

to the sgioyiligtrie@VofE uske Vérienad Q00 hﬁngaﬁlaghyuﬁik (X ilngtratedgsi red |ink anong
|l i nks of service open URLs displayed on a display device (not illustrated)
of the u l{erninal 100 using an input unit (not illustrated). [0091]

In step S2, the user termnal 100 transmts the service request

(hereinafter, nfeit%f §20hd BsefferMihal POD HESNiRAHE $rvi¥E SSRER (herbRaftlle Servi ce
provi der device 300 in response to the user's operation. The service

o ovL e RAER A0 5P A S R R P sspsE et Lhe S
response to the user’s operation. The service provider device 300 receives the SP use
request message through the SP authentication collaborating unit 330 undertaking the
access management.

[0092]

In step S3, upon receiving the SP use request message, the SP authentication
collaborating unit 330 checks an authentication collaboration status of the user. For
example, the authentication collaboration status is checked such that it is determined
whether or not the SP authentication token issued by the SP authentication collaborating
unit 330 is present in a cookie included in an HTTP request when the SP use request
message from the user has an HTTP request form.

[0093]

When it is determined that the SP authentication token is present, the SP
authentication collaborating unit 330 regards that the authentication collaboration of the
user terminal 100 has been completed. However, when the SP authentication token is
not present, the SP authentication collaborating unit 330 regards that the authentication
collaboration of the user terminal 100 has not been completed, and generates an

authentication collaboration request message including the address information of the

user terminal. In the present embodiment, the authentication collaboration is assumed
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[ 0092] In step S3, upon receiving the SP use request nessage, the
'SP aut hentication collaborating unit 330 checks an authentication

col | aboration status of the user. For exanple, the authentication

col l aboration status is checked such that it is determ ned whether or not
the SP aut hentication token issued by the SP authentication collaborating
unit 330 is present in a cookie included in an HTTP request when the SP use
request message fromthe user has an HTTP request form [0093] When
it is detodrenatedmpletad ehe SP aut hentication token is present, the SP

aut henti cation coll aborating unit 330 regards that the authentication

col | abor i9éh of the user term nal 100 has been conpl eted. However, when
the SP authentication token is not present, the SP authentication

col | abor ati ng Instép SBGince s dseckbdin dtépeS Athahhetauth@hti@ibion eblladosatiini on of t he
user termnal 100 has not been conpleted, and generates an authentication

col | abor gthiug s the @uBsiitidAEES 36lBbbfa€ibH AbAGoipRtidd dfa@ & theSPaiufdhtiedtioal the user
terminal. In the present enbodi nment, the authentication collaboration is

assumed p&l&b@?&tiﬂ%hnﬁ 38D BL&UnY flthedtRBIH collaboration FdqusstesSifbe dHlebeg it 1S
checked in step S3 that the authentication collaboration status is the

aut hent i gatth OftEHCARY H11aBbraloN R85 hiRkiapR r&lchliMSunit D SRhaubpent i cation
col l aborating unit 330 issues the ‘authentication coll aboration request

message %tﬁ&ﬁfcﬁ@%@o&%%%gﬂg B@‘? g§ PCahd RhAld A0 Q{tﬁ%xtf&gﬁéfé’diﬁﬁ&a sage

recei ving unit ut hentication co orating unit 230", and

transm t I ] 0|l ahkoration request nessage to the user
terninaIﬁ?hggn?%%gg%gh%%&&qgnﬁﬁggﬁﬁp S5, upon receiving the authentication
coIIabor@g#SE request nessage, the user termnal 100 redirects the

aut hent i ron col | aborati on request nmessage to a designated destination

(here, the authentigation coll aboration.reque nmessage receiving.unit 232
Of the | Db aut HONER SatPOREoMEDE SHREIGROT Colpratepapes messedes te

user terminal 100 redirects the authentication collaboration request message to a
designated destination (here, the authentication collaboration request message receiving
unit 232 of the IDP authentication collaborating unit 230).

[0096]

In step S6, the authentication collaboration request message redirected by the
user terminal 100 in step S5 is first received by the web server 220. When the web
server 220 receives the authentication collaboration request message, the reverse proxy
device 221 determines whether or not message transfer is necessary based on the
transfer destination URL management table 223 stored in the transfer destination URL
storage device 222.  As the determination method, an URL matching the destination of
the received authentication collaboration request message is searched for in an Internet
open URL field of the transfer destination URL management table 223. Here, since ID
“1-A” of No. 1 is matched, “the authentication collaboration request message
preliminary processing unit 241 of the authentication collaboration control system 240”

of ID “1-B” is decided as the transfer destination.
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In step S6, the authentication collaboration request nessage redirected by
'the 'user terminal 100 in step S5 is first received by the web server 220.
When the web server 220 receives the authentication collaboration request
nmessage, the reverse proxy device 221 determ nes whether or not nessage
transfer is necessary based on the transfer destination URL managenent
table 223 stored in the transfer destination URL storage device 222. As the
determ nati on nethod, an URL matching the destination of the received

aut hent i f#97pn col | aborati on request nessage is searched for in an Internet
open URL field of the transfer destination URL nanagenent table 223. Here,
since | D "1-A"Imdtep\®7, the wab s&rt ed XD, trankfes the htibeiticidibh 0sllabotdtiaheeqieston
request message prelimnary processing unit 241 of the authentication

col | abor afekspe €Mk destinayish,aRatdd OthcQlutHdticakioB collgbAREdriRguasmieti@gé r ansf er
destination. [0097] In step S7, the web server 220 transfers the

aut hent | E&‘lihﬁﬁ‘ar?@kdc%&% 1iP4 I SAHE &l th FRRIBGE A1 RbbRGIoA RS’ 4aR 24bPaL 1S,
"t he authentication collaboration request nessage prelimnary processing

uni t 241,pfp the aliBeRldetahiRa € eld @Q@f&?kﬁﬂmﬁ&’ﬂ‘hﬁ% dSUAhBIGAO et 1D

"1-B" which is determned as the transfe estination in the determ nation

of the p i . ro i st he

or ocess. By eESipR BuRL e deh bt Wip LENETOFZ R, P e e BRRbr S ks 10
stat us de(tﬂ%rnrlnl'egi ng unit 242 of the authentication collaboration request
message Ferim hary processing unit 241 that has received the transferred

authentigﬁ&%?n col | aborati on request nessage determ nes the log-in status
of the uSer.” The log-in status is checked according to the presence or
absence of the IDP authentication token in the authentication session
tenporary stor erlgénggléﬁg’. &‘ﬁg%’tnoﬁt‘ﬁbs fderHRing uak &AL Ogﬁiﬁ’odi nment, since
the log-in status is the log-in conpletion status, the I DP authentication

t oken i s2yhertication epliaparation FRAVESIERESSAAT MRUBINGTY RIessssing it 2tbthagBayevi ce

270. Thus, the log-in status determ ning unit 242 determ nes that the

| 0g-i n steseiyed the traneferisd apthertingppe colabortion yequestdesspgadatirminasiibe
determnation result to the user ID acquiring unit 243. [0099]

Next , i nlogtiostadss ofitheuseser Thedogdn stafisngchegked &48rdimgyoithepres¢nsevser | D
associated with the I DP authentication token checked in step S8 fromthe
aut hent i elsschamnofdbe HDB authentjpation tokst ar thg autherticadio? éésioh@dffdrary storage | n st ep
S10, the authentication collaboration request nessage prelimnary

processi dgvics270. 24ccortinestthe pleger @nboylingand) sirakitiloigrh efatmtis thié 1egai ri ng
unit 245 to

completion status, the IDP authentication token is present in the authentication session
temporary storage device 270. Thus, the log-in statué determining unit 242 determines
that the log-in status is the log-in completion status, and transmits the determination
result to the user ID acquiring unit 243.

[0099]

Next, in step S9, the user ID acquiring unit 243 acquires the user ID associated
with the IDP authentication token checked in step S8 from the authentication session
temporary storage device 270.

[0100]
In step S10, the authentication collaboration request message preliminary

processing unit 241 requests the policy evaluation information acquiring unit 245 to
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acquire the policy evaluation information. At this tinme, the user ID
‘acquired in step S9 is also transnitted to the policy eval uation

i nformation acquiring unit 245. [0101] In step S11, the policy

eval uation information acquiring unit 245 accesses the service use status
data store 320 of the service provider device 300, and acquires the service
use status information 321 to 324 (hereinafter, referred to as a "service

use status information acquisition process”). [0102] In step S12,
t he pol i esqueedhepdlicyrevalmadomaférontien.quit thigtimeithe @b A @gqliredsn step S9ser
attribute information 251 fromthe |IDP user store 250 illustrated in FIG 4

usi ng t hi aletransiitteiceitiepblicy@valigorpinfdranatioe atquiringcwlit 2450r at i on r equest
nmessage prelimnary processing unit 241 as a search key (hereinafter,
referred[gloips a "user attribute information acquisition process"). [0103]
In step S13, the authentication collaboration request nessage prelimnary

processi ng uni in #4lS1EAESIIRy (DBURRIN inTorRMadY AduitehgiHif 24548 cEReEhECUt €
policy evaluation. At this tine, the service use status information 321 to

324 obt aiheide Rye 8486 Hith AdrO82EERe Rrkick ?r&v@(’i@?id@ﬁge %6,%& REqHRE At tribute
i nformati on 251 obtained by execution of step S12 as the ﬂ%llcy eval uation

| nf or MRt L@ ARk S RSl Fi6n R 101384 AR IFRF, ToRchBR1d 3 4 “BATEALLEHet e

policy evaluating unit 246.

evaluatiﬂgbﬁﬁgﬁ%n% igﬁgykgﬁgsnge policy information 261 related to the
e

service provider Vi ce esignated by the user fromthe policy store
260 of Fhﬁsz. [ 0105]

In step S12, the policy evaluation information acquiring unit 245 acquires the
user attribute information 251 from the IDP user store 250 illustrated in FIG. 4 using the
user ID received from the authentication collaboration request message preliminary
processing unit 241 as a search key (hereinafter, referred to as a “user attribute
information acquisition process”).

[0103]

In step S13, the authentication collaboration request message preliminary
processing unit 241 requests the policy evaluating unit 246 to execute policy evaluation.
At this time, the service use status information 321 to 324 obtained by execution of step
S11 is combined with the user attribute information 251 obtained by execution of step
S12 as the policy evaluation information, and the policy evaluation information is
transferred to the policy evaluating unit 246.

[0104]

In step S14, the policy evaluating unit 246 acquires the policy information 261
related to the service provider device 300 designated by the user from the policy store
260 of FIG. 8.

[0105]
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In step S15, the policy evaluating unit 246 perforns policy eval uation
‘using the policy evaluation information acquired in step S13 and the policy
information acquired in step S14. Hereinafter, the process of steps Sl13 to
S15 is referred to as a "policy evaluation process.” [0106] As a
result of the policy evaluation process, it is determ ned whether or not
the user can use the service. In the present enbodi nent, the service use is
assunmed to be permtted. [0107] In step S16, when the service use is
pernitted, thelmstemiihi, the plicyiewaluatgngmmit 24%pertoirms pelicuevabration asingthe

col | aborati on request nmessage prelimnary processing unit 241 executes
account polii siabration infetnsdtiod acquitddan weerS13And thd solic ieforrhitéon g uiréd
acquired in step S12 is also transmtted. [0108] In step S17, the
account jpf agp Si4aniHereinafiér, 8 proegdiof RepstIG to S ivelariddud as pepdlicad
information which is sone attribute information of the user attribute

i nf or mat kpluAdvh Pbedséie user fromthe I DP user store 250 using the user ID
received in step S16 as the search key. [0109] In step S18, the
account p§i@jsi oning unit 247 generates the SP side user ID of the user,
regi sters the SP side user ID of the user to the SP user store 310 in

associ ation W i trB& 1 AFqh %ﬁ%g%ﬁlgg@&& féﬂo@é!;% &t Retdrindd VAR ok A0y th@Nd al so

regi sters the authenticati ol oration 1D connecting both accounts of

the I D i i.ce. 200 i i i o hn th
pr gsent pgg\pg [ Prseegt? ¥E%§E£Usg$ﬂ?5}%§ntmb\qd %Iﬁ’gt\i}?g%rg{caglg%{%gﬁﬂglg |t§) bgesi gnat ed
as the agg%%&cati on col | aboration ID.

[0107]

In step S16, when the service use is permitted, the account provisioning unit
247 of the authentication collaboration request message preliminary processing unit 241
executes account provisioning related to the user. At this time, the user ID acquired in
step S12 is also transmitted.

[0108]

In step S17, the account provisioning unit 247 acquires the user attribute partial
information which is some attribute information of the user attribute information 251 of
the user from the IDP user store 250 using the user ID received in step S16 as the search
key.

[0109]

In step S18, the account provisioning unit 247 generates the SP side user ID of
the user, registers the SP side user ID of the user to the SP user store 310 in association
with the acquired user attribute partial information, and also registers the authentication
collaboration ID connecting both accounts of the ID provider device 200 and the service
provider device 300. In the present embodiment, the user ID of the ID provider device

200 is designated as the authentication collaboration ID.
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[0110] Hereinafter, the process of steps S16 to S18 is referred to
‘as an "account provisioning process (an account collaboration process)."
Next, the process of step S19 of FIG 15 is performed. [0111] In
step S19 of FIG 15, the authentication collaboration request nessage
transferring unit 244 of the authentication collaboration request nessage
prelimnary processing unit 241 designates a dumry URL which is not present
in the ID provider device 200 as the destination, and transmts the

aut hent i €&t10bn col | abor ati on request nessage to the user termnal 100.
Here, the dummy URL is assuned to be the dummy (1) URL. [0112] In
step S20, the teminafer, thaplocdBOfstiepst Sha® $ldcisirefented tocasantaesunt at i on

col | aboration request nmessage redirects the authentication collaboration

request prSSA@ENE prodesddan greatimcttollmboratidiaprotésss).t heNestt My proddss WRbtep [ 0113]
In step S21, the web server 220 first receives the authentication

col | abor 819 oPFI@®@QqYesSherfRmzage redirected by the user termnal 100. The
reverse proxy device 221 of the web server 220 determ nes whet her or not
the messggqifransfer is necessary based on the transfer destination URL
managenent table 223 stored in the transfer destination URL storage device

222. As the deyegs 589 bPPIATES AL autBibnitdBlio BSIEBLAGoh Qﬁqﬁ&%és@?ée‘ on of the

aut henti cati on collaboration request nmessage received in step S20 is

ety PO Sl S i,

managenent ta since that is,
T Bg Zﬂ% E ﬁ)ﬁc}e%sgﬁ %ﬁt %@: (?eg gétg% %1ﬁgmrm%'%ﬁitwl{f&siss%?prre%gn%iiry ih%unpr}io;[/idezzr?’z of the
device 200 as the destination, and transmits the authentication collaboration request
message to the user terminal 100. Here, the dummy URL is assumed to be the dummy
(1) URL.
[0112]
In step S20, the user terminal 100 that has received the authentication
collaboration request message redirects the authentication collaboration request message
to a designated URL, that is, the dummy (1) URL.
[0113]
In step S21, the web server 220 first receives the authentication collaboration
request message redirected by the user terminal 100. The reverse proxy device 221 of
the web server 220 determines whether or not the message transfer is necessary based
on the transfer destination URL management table 223 stored in the transfer destination
URL storage device 222.  As the determination method, an URL matching the
destination of the authentication collaboration request message received in step S20 is
searched for in an Internet open URL field of the transfer destination URL management

table 223. Here, since ID “1-C” is matched, ID “1-D”, that is, the authentication

collaboration request message receiving unit 232 of the IDP authentication collaborating
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unit 230 is decided as the transfer destination. Next, the nessage transfer
‘process is perfornmed. [0114] In step S22, based on the

determ nation result of step S21, the reverse proxy device 221 of the web
server 220 designates the authentication collaboration request nessage
receiving unit 232 of the IDP authentication collaborating unit 230 as the
destination, and transfers the authentication collaboration request
nmessage. [0115] In step S23, after receiving the authentication

col | abor atit 230 iselgudsd asnthssmgefer dd¢stinatiirh e Max¢ah¢ message trafedergro@ns rsequest
nmessage receiving unit 232 of the |IDP authentication collaborating unit 230
checks t peférogdi n status of the user. For exanple, the log-in status is
checked by checki ng whet her or not the |IDP authentication token issued to
the user[(glgapi ns stored in the authentication session tenporary storage
device 270. In the present enbodi nent, since the log-in status is the

| og-in conpl et iPdlep S 2t Basedidnathe BRteANinBEMN 6@t bPAc) SXEMhd RvakEpRRY. [0116]
In step S24, since it is checked the log-in status is the log-in conpletion

status, HARceHNGNhé GRbsaVeCRld fRPMAkES AR dufftHaskioNRS ARt RGRYNdsNY uni t 232
of the IDP authentication collaborating unit 230 requests the _

aut hent i ¢atd.98 LAV P33 208F the FDP ARedRAE &Y EolldbBASHE Lhi B0 4l 235 to

transmt the authentd cation coflaboratlon response g%ssage. The

aut hent el Cahd BAPLAL W ARARONRS IRARANEH AGLUKRR Lot foat on

assertion1n e service provi ‘hat the user has
been autﬂﬁqBLcated by the ID provider device 200. [0117] In step S25, the
aut henti cation col |l aboration response nessage transmtting

In step S23, after receiving the authentication collaboration request message,
the authentication collaboration request message receiving unit 232 of the IDP
authentication collaborating unit 230 checks the log-in status of the user. For example,
the log-in status is checked by checking whether or not the IDP authentication token
issued to the usér remains stored in the authentication session temporary storage device
270. In the present embodiment, since the log-in status is the log-in completion status,
the IDP authentication token is present.

[0116]

In step S24, since it is checked the log-in status is the log-in completion status,
the authentication collaboration request message receiving unit 232 of the IDP
authentication collaborating unit 230 requests the authentication collaboration response
message transmitting unit 235 to transmit the authentication collaboration response
message. The authentication collaboration response message includes authentication
assertion informing the service provider 300 of the fact that the user has been
authenticated by the ID provider device 200.

[0117]

In step S25, the authentication collaboration response message transmitting
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unit 235 generates the authentication assertion verifying that the user has
been aut henticated by the ID provider device 200 side, and generates the
aut henti cati on col | aboration response nessage including the generated

aut henti cati on assertion. The generated authentication collaboration
response nessage is transmtted to the user termnal 100 using the SP

aut hentication collaborating unit 330 as the destination. [0118] I n
step S26, the user termnal 100 redirects the received authentication

col | abor urit 335 gespasestbe pethsntipatipn asshaioBF erljting that thatuserhas be¢rabor at i ng uni t
330 which is the designated destination. [0119] In step S27, the SP
aut hent i esthemivatedblyaho 2 pravidendetic83Q0 sidaitant gsnarateetheadtiechécationhent i cat i on
col | aborati on response nessage perfornms the authentication collaboration

r espons ecellubokatiog réapofestessagedinplading i gdneatalddiigticsini 3sertion.| bty at i on
based on the checking result. [0120] In the authentication

col | abor gérepdted aRREIRA NS IabOEIBA %@g%e nSd3S4efié Gadsmitted REhSkser
authentication col |l aborating unit 330 perforns verification of the

aut hent i gahi N 166 88h HRSH Aehddestidntolilforb@ELhMEB (RIAES&tinkHEd her , the
verification of the authentication assertion is perforned according to the
aut henti gatkpn assertion verification policy of the verification policy
store 340 illustrated in FIG 11. [0121] When there is no problem as
a result of vegjfl ' ' ' =0l 4 ' unit 330
conpl etes the yu{t%%%é’ggetlll%g%ggﬁaggﬁé]ge{a?gﬁgmfﬂ'gcﬁq‘?g uag@% E'éeétg)g

aut henti catihan.token. For examl he, SP. aut hent i cat.i on ! n.tssued by
the op adt iRt bE R ahr SR e of RPN ElebGRURE Mt O RSO or
sessi on %n;frnaniga. . The process of steps S24 to S27 is referred to as an
" aut hent FEAFEAAEL APSIBEYMR i on response process.” [0122]

[0119]

In step S27, the SP authentication collaborating unit 330 that has received the
authentication collaboration response message performs the authentication collaboration
response checking process, and performs the authentication collaboration based on the
checking result.

[0120]

In the authentication collaboration response checking process, specifically, the
SP authentication collaborating unit 330 performs verification of the authentication
assertion included in the received message. Further, the verification of the
authentication assertion is performed according to the authentication assertion
verification policy of the verification policy store 340 illustrated in FIG. 11.

[0121]

When there is no problem as a result of verification, the SP authentication
collaborating unit 330 completes the authentication collaboration, and issues the SP
authentication token. For example, the SP authentication token issued by the SP

authentication collaborating unit 330 is stored in an HTTP cookie or session information.
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In step S28, the SP authentication collaborating unit 330 that has

‘conpl eted the authentication collaboration transmts an SP use response
nmessage i ncludi ng-the SP aut hentication token and the service data to the
user termnal 100, and perforns the SP use response process of notifying
the user of the fact that it is possible to use. Then, the SSO process

bet ween the user belonging to the ID provider device 200 and the service
provi der device 300 ends. [0123] As descri bed above, according to

t he aut h&h¢ poatisad steps B2btr 317 iomefeyred wrasah “hhihemicsemtoléaboodionent , when t he
user belonging to the organi zation of the ID provider device 200 does not
regi st er r@pommepeawess.’t 0 t he service provider device 300, the log-in status
of the user is the conpletion status, and the SSO request origination point
fromthe[oiger starts fromthe service provider device 300, it is possible
to determ ne whether or not the service can be used wi thout requiring a
nmanual oper at i BRstYNSTR, tESPERREMcati Gt ciabédali 8 uRin 936 ol BRURIPIQE] e
executed in the process of the SSO [0124] Specifically, in the

aut henti gahiRRagH &@maﬁhw&aﬁgfﬁt%sﬁugef}eslpgihge%ﬂeésagmeﬁhm%% spetween (2)

and (3) of the SSO process procedure, afte I's evaluate et her or not
t he user i i { t use the
servi o Broe GaioTiRe ARENRLRRERD (U SE P IRALTY B pERIER e3P 150,

i nf ormat | £ he (Vi y vjously.;stored ith the policy
tore 260 e ereP RS S b O A SRR Gt 1A% 2Pl "Gl a
store 32 rocess of performng accou registrati to.t.he service
provider8§é%?§8£§83 5%%”3@%8%%TB§%?@% %P% ?%ﬁ”?@d?H%EPF2Q9a&% ®thus a
series of rocesggf fnong@ge(ﬁse request of the service provided by the
service 197 BEMVIQRL IPvige 4Yendsr ough the user terminal 100 to the SSO can be
automat ed. Thus, according to the authentication collaboration system of

t he presgﬂg3bnbodinent, the user can snmoothly start the service use without
requi ri ng manpower such as seniors of the user or the IS section. [0125]
Further, accorapdgscribed phovauraserdingiatthoputhenticatin eallaberaggn sestsmo pf thee
present enbodi nent, the authentication collaboration server 230 of the ID
provi der pgesst embodimentrwliondles user helonging tntheprganizstiomphithefPavewderof
perform ng policy evaluation and account registration/account coll aboration
i mredi at déwicdrFlodass nhlereSSEr pn acdot te tidiervike pevitentevicoln, yhepegfior mi ng t he
process of the SSO procedures (2) to (4) without directly nodifying the

aut hent i status ofithealséreib dieadometiarsvaus, pnd the S Mfequése otiBinptiow peiat frodvi ce.

Thus, it is possible to provide the authentication collaboration systemin
whi ch t hehelugér siattscfkom thecsesiticd prolider ddvicd 3000 Rfis Pdsidistol detedimie whelldt whet her
or not the service can be used without a manual operation. [0126]

Furt her, opgdt @hdliefeicd ant Btused Wbk reqiitiag a Ginaldepdtiof Wit The W cBhntt he
present enbodi nent, the origination point at which the user requests the

SSO i s ardpfitdtion Bnd EdMBbatativR b txBEAPRRE hRReQlr S KGr Vi ce provi der device
300 starts, and when the log-in of the user is conpleted, policy evaluation

and accoHn§4Provisioning can be executed at an appropriate timng.

Specifically, in the authentication collaboration system of the present
embodiment, between (2) and (3) of the SSO process procedure, after it is evaluated
whether or not the user who has made the authentication collaboration request can use
the service provided by the service provider device 300 based on the policy information
261 related to the service use previously stored in the policy store 260 and the use status
321 to 324 of the service use status data store 320, the process of performing account

registration to the service provider device 300 and account collaboration is inserted, and
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[0127] (Second Enbodi nent) An aut hentication collaboration system
‘of a second enbodinent will be described with reference to FIGS. 16 to 19.
[ 0128] In the present enbodinment, simlarly to the first

enbodi ment, the process starts in a state in which the SSO process can be
performed between the ID provider device 200 and the service provider

devi ce 300, and the user belonging to an organization in which the ID
provi der device 200 is installed does not register an account to the

servi ce prswisdaes af@roesesesGiom thgrusheaquest of theserntiecrravidedby ghe sevli¢abor at i on
system of the present enbodinent, simlarly to the first enbodi nent, the
SSO i s apmswided dedcdd0peardughteciuske tavmdatiah 40Q to thh SSEY Godsuntonuited. 1)Thus, ( 6) .
[0129] Further, there are various conbinations between the log-in
st at us ohcdobhding sethe attheithiatiGSChliabgreoh spstegiofdlid masepoembodimem, thee user, but
in the present enbodiment, the log-in status of the user is assuned to be

the non- geiRh@thosthBl Birtithe saficchiie wiBour RGuieiAE ndinpeweeduch As Baidrs of r om t he
user is assuned to start fromthe service provider device 300. [0130]

Here, a tHinGhts sHpe 1IseRfibgur ati on of the authentication collaboration system
of the present enbodinent will be described wth reference to FIG 16. The
same conppngnts as in the first enbodi ment are denoted by the sanme

ref erence numnerals, and a description thereof will not be made. [0131]

Further, according to the authentication collaboration system of the present
embodiment, the authentication collaboration server 230 of the ID provider device 200
can insert the account provisioning process of performing policy evaluation and account
registration/account collaboration immediately before the SSO procedure (3) while
continuously performing the process of the SSO procedures (2) to (4) without directly
modifying the authentication collaboration server product of the ID provider device.
Thus, it is possible to provide the authentication collaboration system in which the
introduction cost is low and it can be easily determined whether or not the service can
be used without a manual operation.

[0126]

Further, according to the authentication collaboration system of the present
embodiment, the origination point at which the user requests the SSO is a point in time
at which an operation of the service provider device 300 starts, and when the log-in of
the user is completed, policy evaluation and account provisioning can be executed at an
appropriate timing.

[0127]
(Second Embodiment)
An authentication collaboration system of a second erﬁbodiment will be

described with reference to FIGS. 16 to 19.
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FIG 16 is a diagramillustrating one exanple of a functional configuration
of the authentication collaboration control system 240 of the present
enbodinent. As illustrated in FIG 16, the authentication collaboration
control system 240 of the present enbodinment includes a policy evaluation
information acquiring unit 245, a policy evaluating unit 246, an account
provisioning unit 247, and a |log-in response nessage prelimnary
processing unit 290. [0132] The |l og-in response nessage prelimnary
processi H428hit 290 includes an authentication information extracting unit
291, an authentication identifying unit 292, and a | og-in response nessage
transfer unit ROBe pf3&BImbodiment, sthdarly tvethk digstiembodepamh she ppssagtariss
received fromthe user term nal 100, the authentication information
extract i imga statetin 2hichaké 88OtBotdie carster pdridrmnd betheep drdioprdvidacdaviked i n t he

| 0og-in response nessage as authentication information. Wien the user has
not conpbes el thbeerlvizg prévidériiRvies 800t mdhdrader BOIOnEIAR S Sn diaenik@@niin r esponse
nmessage in order to respond to the log-in request nmessage transmtted from

the |'D pL@uhdRE 19 GMdvider d0Gice BOU isaxARMMIdeIoc YRS YekiBRI S BEcoliftSo TR sep@bP| et ed
the log-in, the log-in response nessage is input through a log-in screen

di spl ayegrRiet Q6vibs$ $60. t rumihelin HeQutheRE&atibh ealldnoratRnGYSteMTb I WiREskedent | Nput
the user I D and the password ' is displayed on the log-in screen. [0134]

The aut h@x%&cﬁﬁ}egf)@in}jiﬂagﬁit%)ftﬂé fiidt ﬁrgiaédi%%&, B{%rs}cér? EEasMifdd BWeRhbHfgs | on and

identification badse he aut henti cation ormation extracted by the

authentig&%hﬁg kg%?%ﬁﬁ%ﬁgﬁgggggﬁﬁ&ing unit 291 and the user ID and the

reference 1 nfo the 1 DP user store 250 illustrated in
FIG 4. hﬁké?] Specifically, the authentication identifying unit 292
sear ches | DP user store 250 based on the user |ID extracted by the

authent eat onc Lo or o0 SHLLACL1g, UK. 251 421 Sl ot e et e o
MR NI NG L e R request rigingiion peinl o 16 user. bul i the prosdnt ebodimen, the ©2t! ©"
log-in status of the user is assumed to be the non-completion status, and the SSO
request origination point from the user is assumed to start from the service provider
device 300.
[0130]
Here, a functional configuration of the authentication collaboration system of
the present embodiment will be described with reference to FIG. 16. The same
components as in the first embodiment are denoted by the same reference numerals, and
a description thereof will not be made.
[0131]
FIG. 16 is a diagram illustrating one example of a functional configuration of
the authentication collaboration control system 240 of the present embodiment. As
illustrated in FIG. 16, the authentication collaboration control system 240 of the present

embodiment includes a policy evaluation information acquiring unit 245, a policy

evaluating unit 246, an account provisioning unit 247, and a log-in response message
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dinformation extracting unit 291. [0136] The | og-in response nessage
transfer unit 293 transfers the |og-in response nessage to the dumy URL.
[0137] The aut hentication collaboration process of the

aut henti cati on col |l aboration system of the present enbodi nent in which when
t he user makes the service use request to the service provider device 300,
the SSO process is executed, and it is determned that the service of the
service provider device 300 can be used will be described with reference to
FI GS. 17prebmimgary pragsssingunio2d® are sequence diagranms illustrating an
exanpl e of the authentication collaboration process according to the
present HEWB3Hi nent. [0138] In the authentication collaboration
process according to the present enbodi nent, the process of steps Si to S7
i1 lustrated i nNThd I8g-ih3edppngeanésagesteclimndry prenessing upit@90d9sclodessaheps S30 to

S50 illustrated in FIGS. 17 to 19 is performed. [0139] The process
of st epsafiheritizafioh inforili€ion @kactidig uRit20e, dnl dusiendtdrivai idenifyingnditPhDs a
description thereof will not be nade, and the description will proceed with

t he procgsba log-in response message transfer unit 293.
[0133]

When the log-in response message is received from the user terminal 100, the
authentication information extracting unit 291 extracts the user ID and the password
included in the log-in response message as authentication information. When the user
has not completed the log-in, the user terminal 100 inputs the log-in response message
in order to respond to the log-in request message transmitted from the ID provider
device 200. For example, when the user has not completed the log-in, the log-in
response message is input through a log-in screen displayed on the user terminal 100.
Specifically, a column used to input the user ID and the password is displayed on the
log-in screen.

[0134]

The authentication identifying unit 292 performs user authentication and
identification based on the authentication information extracted by the authentication
information extracting unit 291 and the user ID and the reference information included
in the IDP user store 250 illustrated in FIG. 4.

[0135]

Specifically, the authentication identifying unit 292 searches the IDP user store
250 based on the user ID extracted by the authentication information extracting unit 291,
and determines whether or not the reference information included in the user attribute

information matching the user ID matches the password extracted by the authentication
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of step S30 of FIG 17. [0140] In step S30, the log-in status
‘determning unit 242 according to the present enbodi nent determnines that
the log-in status is the non-conpletion status, and transmts the
determ nation result to the authentication collaboration request nessage
transferring unit 244. [0141] In step S31, the authentication
col | aboration.request nessage transferring unit 244 transfers the

aut henti cati on col |l aboration request nmessage to arrive at the dumy URL.
Her e, t hinfolumatipn EexiradtiRg ung 29ét as the dummy URL. [0142] In step
S32, the user termnal 100 that has received the authentication

col | abor Hili36h request nessage redirects the authentication collaboration
request message to the designated URL, that is, the dummy (1) URL. [0143]

In step S33, t ke Wpbinsepoasc BeRagdd tiisfor @GR 298 Srahdfersand fogrih iréspbhen

col | aboration request nessage redirected by the user term nal 100. The
reverse piegge @ethe@amsdlURL. t he web server 220 determ nes whether or not
the nessage transfer is necessary based on the transfer destination URL
nmanagenepgstpbl e 223 stored in the transfer destination URL storage device
222. Here, since ID"1-C" is matched, ID "1-D," that is, the authentication

col | aborati on fRANGALNIERESPESabERELY bR e UithLArhQfichiidh ddHRboration

system of the present embodiment in which when the user makes the service use request
to the service provider device 300, the SSO process is executed, and it is determined
that the service of the service provider device 300 can be used will be described with
reference to FIGS. 17to 19. FIGS. 17 to 19 are sequence diagrams illustrating an
example of the authentication collaboration process according to the present
embodiment.

[0138]

In the authentication collaboration process according to the present
embodiment, the process of steps S1 to S7 illustrated in FIG. 13 is performed, and then
the process of steps S30 to S50 illustrated in FIGS. 17 to 19 is performed.

[0139]

The process of steps S1 to S7 is the same as in the first embodiment, and thus a
description thereof will not be made, and the description will proceed with the process
of step S30 of FIG. 17.

[0140]

In step S30, the log-in status determining unit 242 according to the present
embodiment determines that the log-in status is the non-completion status, and transmits
the determination result to the authentication collaboration request message transferring

unit 244.
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aut henti cation collaborating unit 230 is determ ned as the transfer
"destination. Next, the message transfer process is perforned. [0144]

In step S34, based on the determ nation result of step S33, the reverse
proxy device 221 of the web server 220 designates the authentication

col | aboration request nessage receiving unit 232 of the |IDP authentication
col l aborating unit 230 as the destination, and transfers the authentication
col | aborati on request message. [0145] In step S35, after receiving the

aut henti fH#ibn col | aborati on request nessage, the authentication

col | aborati on request nmessage receiving unit 232 of the IDP authentication
col | abor at i ng Imdt¢p R0 tixhathentitdtonl cijaboratidrateqsesd nekdage trassferrihganithecki ng
of the log-in status is the same process of step S8 of FIG 14, and thus a
descri pt 2ehtridséere tie antHehticudion kellabagltionl lBqiidsempssagent arfiv®ath&dmhmyt he [ og-in

status is the | og-in non-conpletion.
URL. Here, the dummy (1) URL is set as the dummy URL.
[0142]

In step S32, the user terminal 100 that has received the authentication
collaboration request message redirects the authentication collaboration request message
to the designated URL, that is, the dummy (1) URL.

[0143]

In step S33, the web server 220 first receives the authentication collaboration
request message redirected by the user terminal 100. The reverse proxy device 221 of
the web server 220 determines whether or not the message transfer is necessary based
on the transfer destination URL management table 223 stored in the transfer destination
URL storage device 222. Here, since ID “1-C” is matched, ID “1-D,” that is, the
authentication collaboration request message receiving unit 232 of the IDP
authentication collaborating unit 230 is determined as the transfer destination. Next,
the message transfer process is performed.

[0144]

In step S34, based on the determination result of step S33, the reverse proxy
device 221 of the web server 220 designates the authentication collaboration request
message receiving unit 232 of the IDP authentication collaborating unit 230 as the
destination, and transfers the authentication collaboration request message.

[0145]
In step S35, after receiving the authentication collaboration request message,

the authentication collaboration request message receiving unit 232 of the IDP
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[ 0146] In step S36, the log-in request nmessage transmtting unit
‘233 transnmits the login request nessage to the user terninal 100 based on
the determination result of step S35. [0147] In step S37, the user
term nal 100 that has received the |og-in request nessage displays the

| og-in screen, and the user inputs the user ID and the password through the
| og-in screen. [0148] In step S38, the user termnal 100 transmts
the log-in response nessage including the user ID and the password input in
st ep S37authertticetidrogpliahoratsgomis 83 relsshg therleg-ai statng ofithetus@34Toé t he | DP

aut hentication collaborating unit 230 serving as the destination. [0149]
Next, t hehepkingesshaiogde edtistiothstsepe pakeafoffstep SBBf HIG1H)Jand thusa I n step
S39 of FIG 18, the web server 220 first receives the log-in response

nmessage aésaﬂ?tﬁﬂrt thektobyill hét Beside!l emivtiRrestAerhbodithen, B38og-Th@atheiker se proxy
device 221 of the web server 220 determ nes whether or not the transfer
control gklg%ﬁlﬂggc&ﬂbmgﬁgonse message i s necessary based on the transfer
destinati on URL nanagenent table 223 stored in the transfer destination URL
storage finykfe 222. As the determination

In step S36, the log-in request message transmitting unit 233 transmits the log-
in request message to the user terminal 100 based on the determination result of step
S35.

[0147]

In step S37, the user terminal 100 that has received the log-in request message
displays the log-in screen, and the user inputs the user ID and the password through the
log-in screen.

[0148]

In step S38, the user terminal 100 transmits the log-in response message
including the user ID and the password input in step S37 to the log-in response message
receiving unit 234 of the IDP authentication collaborating unit 230 serving as the
destination.

[0149]

Next, the process proceeds to step S39 of FIG. 18.
[0150]

In step S39 of FIG. 18, the web server 220 first receives the log-in response
message transmitted by the user terminal 100 in step S38. The reverse proxy device
221 of the web server 220 determines whether or not the transfer control of the log-in
response message is necessary based on the transfer destination URL management table

223 stored in the transfer destination URL storage device 222.  As the determination
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.method, an URL matching the destination of the received |og-in response
message is searched for in the Internet open URL field of the transfer
destinati on URL nmanagenent table 223. Here, since ID "3-A" is matched, it
is determned that the nessage transfer is necessary. Further, when the
matching URL is not present in the transfer destination URL managenent
table 223, it is determned that the transfer control is unnecessary.
[0151] Here, ID "3-B," that is, the log-in response nessage prelimnary

pr ocessi mgthed; an YBA métching ﬂmidstémtiooaltfithmeeejvmglbgfiamsmnssymsemci@ is
determ ned as the transfer destination. Next, the nessage transfer process
i s per f osemeched [f(r1ib2khe Internet opeh KRt Bgld 84 the trmsfed destinhtien UBLenanagemenn r esul t
of step S39, the reverse proxy device 221 of the web server 220 desi gnhates
t he | 0g- table 223poitkee, vrs dDe 3 pA’elsimatcladdy it iy dta@atindithatthe meS¢hga srahdfer
destination, and transfers the |log-in response nessage. [0153] In
step S4lisdebessaty! hBuith&awhanthe Maachimd URIL i€ Xbt medenth tHO trhns?&ldedfindtiog | 0g-i n
response nessage prelimnary processing unit 290 extracts the user ID and

t he passwWRIGmbhREneRErabROB Viet deRGmiktdtBHRROE IR TOADS! id8nddiBssary. _
aut hentication information. [0154] In step S42, the authentication

i denti fy'[(nglyni t 292 of the log-in response nessage prelimnary processing
unit 290 searches for the user attribute information of the |IDP user store

tzﬁg g; ;23\0:_ ge %%EISI? Dﬁ@ft’ ﬁﬁﬂs,eﬁleilgg-% I%on%%ém%%a&g'ﬁre%ﬁﬁﬁﬁp p&%éssiﬁé"d acquires
unit 290 of the authentication collaboration system240 is determined as the transfer
destination. Next, the message transfer process is performed.
[0152]

In step S40, based on the determination result of step S39, the reverse proxy
device 221 of the web server 220 designates the log-in response message preliminary
processing unit 290 as the destination, and transfers the log-in response messﬁge.

[0153]

In step S41, the authentication information extracting unit 291 of the log-in
response message preliminary processing unit 290 extracts the user ID and the password
from the received log-in response message as the authentication information.

[0154]

In step S42, the authentication identifying unit 292 of the log-in response
message preliminary processing unit 290 searches for the user attribute information of
the IDP user store 250 using the user ID extracted in step S41 as the search key, and
acquires the password.

[0155]

In step S43, the authentication identifying unit 292 of the log-in response

message preliminary processing unit 290 compares the acquired password with the
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~In step S43, the authentication identifying unit 292 of the |og-in response
nessage prelimnary processing unit 290 conpares the acquired password with
the password extracted fromthe |log-in response nessage, performs user

aut hentication, and identifies the user using the user ID. In the present
enbodi nent, the user is assuned to be authenticated. [0156] In step
S44, the log-in response nessage prelimnary processing unit 290 transmts
a policy evaluation information acquisition request to the policy

eval uat i passivofdextmmtied draac deilog-ngrespurnse RdSsaghtpetrforms tisemaptheiicatioprandD
acquired fromthe log-in response nessage is also transmtted together.
[0157] identifies the hsequuidgtthe/uded ID helnpthe prsent@intdtmpenBiiie uidiés seliniede dat a
acqui sition process of step SIl of FIG 14, the user attribute information
acqui si t k@obe putkdgisste®f step S12 of FIG 14, the policy evaluation process
of steps S13 to S15, and the account provisioning process of steps S16 to
S18 are rskpr med. The processes have been al ready described in the first
enbodi ment and will not be here described. [0158] Next, in step $45

of FIG 19, theg, Lggsiy tﬁ@ﬁ;?%%@s Bi‘?s%%ﬁ&gaée&ﬁ&%ﬁ{ I:esg@l?uﬂt Ebe log-in

response nessage prellnlna y pr ce55|ng uni t 290 esi gnates the dunmmy URL

whi ch i S f?stmlpsff@ﬁ{&g%@alh&léﬁﬂfdﬂa%l?X&c&%@tuﬂﬁr‘\%ﬁﬁt ?ohotﬂe gﬁh&h AMBHEbA At i on,

and transfers t g-1n response ness ser rnlnal 100. In

the pr es?n%m?a%g% gt?m%% u}xlrt1§4$j 1me %Ch I hel}ll%éﬁ‘ng file lggzrgllazg: on of

th | og-in"respons rans ufii I'n and a

“dumy (3 T spon;Rlé mésgag%eig alzsig transmlge(m%et'ﬁer. )

[0157]

Subsequently to the process of step S44, the service data acquisition process of
step S11 of FIG. 14, the user attribute information acquisition process of step S12 of FIG.
14, the policy evaluation process of steps S13 to S15, and the account provisioning
process of steps S16 to S18 are performed. The processes have been already described
in the first embodiment and will not be here described.

[0158]

Next, in step S45 of FIG. 19, the log-in response message transfer unit 293 of
the log-in response message preliminary processing unit 290 designates the dummy
URL which is not presented in the ID provider device 200 as the destination, and
transfers the log-in response message toward the user terminal 100. In the present
embodiment, the dummy URL which is the transfer destination of the log-in response
message transfer unit 293 remains set in advance, and a “dummy (3) URL” is set as the
dummy URL.

[0159]
In step S46, the user terminal 100 that has received the log-in response

message redirects the log-in response message to the dummy (3) URL which is the
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[[0159] In step S46, the user termnal 100 that has received the log-in
response nmessage redirects the log-in response nessage to the dummy (3) URL
which is the destination. [0160] In step S47, the web server 220
first receives the log-in response nessage redirected by the user term nal
100. Here, the reverse proxy device 221 of the web server 220 determ nes
whet her or not the message transfer is necessary based on the transfer
destinati on URL nanagenent table 223 stored in the transfer destination URL
st or age desfingeorR22. [0161] As the determnation nethod, an URL

mat chi ng the destination of the received | og-in response nmessage in an

I nternet [@®Oh URL field of the transfer destination URL managenent table
223 is searched for. When the matching URL is present, it is determ ned
that the transiresteeB41,nd wels serea@29diryt rebidves, thslogeia rédponst-hessage mat ched, 1D
"3-D' of the corresponding transfer destination URL is determ ned as the

transf er r¢legtied dY ituset fr@idA100\OHire, the EeveREPESE dUvVRER2d F ketweh? 1
determ nes whether or not it is necessary to transfer the log-in response

nmessage t&ved20l Rferinthes SFRARS Br imsﬁaﬁl%ssragg fhieféds Héuegsazy?»ﬂas@& ohftiee | DP
aut henti cation col | aborating unit 230 I'n step S48, based on

the det epghdiatdeRiindtREWEL ﬁfan§§%n§ﬂa%le :i.zhest&%m £ tRhoYddayich YRL of the
web server 220 designates the | og-in response nessage receiving unit 234 of

the I DP QM&EEQ%bﬁQEQQ” col l aborating unit 230 as the destination, and
transferst 0g-i N response nessage.

[0161]

As the determination method, an URL matching the destination of the received
log-in response message in an Internet open URL field of the transfer destination URL
management table 223 is searched for. When the matching URL is present, it is
determined that the transfer control is necessary. Here, since ID “3-C” is matched, ID
“3-D” of the corresponding transfer destination URL is determined as the transfer
destination. In other words, the reverse proxy device 221 determines whether or not it
is necessary to transfer the log-in response message to the log-in response message
receiving unit 234 of the IDP authentication collaborating unit 230.

[0162]

In step S48, based on the determination result of step S47, the reverse proxy
device 221 of the web server 220 designates the log-in response message receiving unit
234 of the IDP authentication collaborating unit 230 as the destination, and transfers the
log-in response message.

[0163]

In step S49, the log-in response message receiving unit 234 of the IDP

authentication collaborating unit 230 performs the log-in process based on the received

log-in response message. In the log-in process, specifically, the log-in response

42



[0163] In step $S49, the Iog i n response nessage receiving unit 234
‘of the IDP authentication col I aborating unit 230 perforns the Iog-in
process based on the received |o0g-in response nessage. In the log-in
process, specifically, the log-in response nessage receiving unit 234
acquires the user ID and the password fromthe received | o0g-in response
nmessage. The | og-in response nessage receiving unit 234 acquires the
password fromthe | DP user store 250 using the acquired user ID as the

sear ch k@essago ngsgiving uihie2¥Hcapgitiresthp aseriBraddwhe passwerdfaes woer rgceixed act ed from
the log-in response nessage to performuser authentication. In the present
enbodi nehig-intregpouseemesssga s sthred dg-fmrdsporsa triessuge cateadng (B34 acquires the | n st ep
S50, the log-in response nessage receiving unit 234 issues the |IDP

aut hent i pagsivord fromehe BHues etord DEY) didinad the hequiceg-user IDsasctherpdagdtekkyi n t he |1 D
provider device 200, and stores the |IDP authentication token in the

aut hent i eghp&Bs RISy rediRIvIrdWithsthe bag e ofEwitfRted front B@AbHMH redpdRet he user
| D. [0165] Subsequently to step S50, the authentication

- col | abor aick@ie iEpRVITCuRF AGRSTicRfiorSt GASheSAdsdnPerBddiflent tHe usdBisand t he SP
use response process of step S28 are perforned, and then the authentication

col | abor gi,RR4Rs BESSReraRidi Ng to the present enbodi ment ends. [0166]

As descri bed above, according to the authentication collaboration system of
t he presgg nbodi ment, when the user belonging to the organization of the
| D provider evice 200 does not register an account to the service provider

e
devi ce 300, LN Lags50 54 REUR 10bohASHUSEL. 18 B iR 9 RBLERL A SLat S, and

t he SSO reques rlglﬁa e user service

2,5 Tt e SR RS il o

regi stratjon gnd co i 0 re executed in th rocess of the SSO
[ 0?.67] Eb(? 3 stores the ?1919 aut entpcataion token ?n ’}he authentgca%o sessmn temporary

storage device 270 together with the user ID.
[0165]

Subsequently to step S50, the authentication collaboration response process of
steps S24 to S27 of FIG. 15 and the SP use response process of step S28 are performed,
and then the authentication collaboration process according to the present embodiment
ends.

[0166]

As described above, according to the authentication collaboration system of the
present embodiment, when the user belonging to the organization of the ID provider
device 200 does not register an account to the service provider device 300, the log-in
status of the user is the non-completion status, and the SSO request origination point
from the user starts from the service provider device 300, it is possible to determine
whether or not the service can be used without requiring a manual operation when the
account registration and collaboration are executed in the process of the SSO.

[0167]
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(Further, according to the authentication collaboration systemof the
present enbodi ment, when the user belonging to the organization of the ID
provi der device 200 does not register an account to the service provider
device 300, the log-in status of the user is the non-conpletion status, and
the SSO request origination point fromthe user starts fromthe service
provi der device 300, policy evaluation and account provisioning can be
executed at an _appropriate timng. [0168] ﬁThird Enbodi nent) An

aut hent i cat i onFeshdraaseerdingda thsateentigatior eillaboratiomsyskin af digipoesertent wil |l be
described with reference to FIGS. 20 to 24. [0169] In the present
enbodi meembodiinent, avtiey theousehbelbngisg toctib othanization ofthe P prexgderstesice 200n a
state in which the SSO process can be performed between the |ID provider

devi ce 208csand rdgivtersmaraccamt pr theisaeicedemida d20ze 380,ahe hp-inseatudef thagi ng to
an organi zation of the ID provider device 200 side does not register an

account ugertididhe 265\ cboPldiion iatlel ardtethe S803@Quest OrlgiBition point frorfritidier , t here
are various conbi nati ons between the log-in status of the user and the SSO

request  otaitd o the BerPRle Provid @elide 306 PolicP blalhAiohHad RE@BNproERAGMgENt , t he
| og-in status of the user is assuned to be the conpletion status, and the

SSO requgﬁb@éﬂegﬁt@@ra{gpaﬁ%?ﬁatgﬁlgmgt he user is assuned to start fromthe ID
provi der device 200 (an'| start model). [0171] The I DP start

nodel isﬂﬁ6 del in which the process starts when the user transmts
requests the I D provider to provide the service of the service provider in

the (Third Embodiment)

An authentication collaboration system according to a third embodiment will
be described with reference to FIGS. 20 to 24.

[0169]

In the present embodiment, similarly to the first embodiment, the process starts
in a state in which the SSO process can be performed between the ID provider device
200 and the service provider device 300, and the user belonging to an organization of
the ID provider device 200 side does not register an account to the service provider
device 300.

[0170]

Further, there are various combinations between the log-in status of the user
and the SSO request origination point from the user, but in the present embodiment, the
log-in status of the user is assumed to be the completion status, and the SSO request
origination point from the user is assumed to start from the ID provider device 200 (an
IDP start model).

[0171]
The IDP start model is a model in which the process starts when the user

transmits requests the ID provider to provide the service of the service provider in the
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.SSO procedure (1). Thus, in the present enbodi nent, the SSO procedure (2)
is not perforned, and the process of (3) to (6) is performed subsequently
to the procedure (1). [0172] Here, a functional configuration of
the authentication collaboration systemof the present enbodinent will be
described wth reference to FIGS. 20 and 21. The sane conponents as in the
first enbodi ment and the second enbodi nent are denoted by the sane
reference nunerals, and a description thereof will not be made. [0173]

FI G 20 B8Oprefiedgredi. i | Thusstindke prgsenh cakedipieat, dhe 35O preceilenis (BbsmPhur ati on of
an | DP aut hentication collaborating unit 230 of the present enbodi nent.
[0174] performedfmdith¢ processtod @3 )itn (6) iSp2dormedesubsiquenttyntorthe praceduse (1).

col l aborating unit 230 of the present enbodi nent includes a | og-in request
nmessage [1&Akmitting unit 233, a log-in response nessage receiving unit
234, an authentication coll aboration response nessage transmtting unit

235, and an auHbenh fgatibad confihiitionodf the adtRapizatgen cclRberation v@sém BEssage
receiving unit 236. [0175] The aut hentication coll aboration

I €SPONS etheprétent BRIt entRFiE AgRlcE@bRE Withdrefbérice LS BIGS.OMI 4@ 18N The
aut henti cation col |l aboration response issue request nessage. The

aut hent i gahd Qnpoakh@Re irfthe FstlcRbRANEEt bHE HR st&HdebIIRAER AL déhofd by
aut henti cati on col | aborati on request nmessage which is issued in the |IDP

start m)ﬁ%lsam@?&e%&@ﬁﬁrﬁgafs%ﬁﬁdés@ﬁ%t%(ﬁﬁth@lregf" {.Nﬁ?ﬁotg)%\ﬂll&fc. 300. In other

wor ds, t I'D provider device 200 t as recelved the service use request
fron1the(H§§I termnal 100 issues the nessage in order to request the
service provider device 300 to perform authentication collaboration. [0176]

FIG. 20 is a diagram illustrating an example of a function configuration of an
IDP authentication collaborating unit 230 of the present embodiment.

[0174]

As illustrated in FIG. 20, the IDP authentication collaborating unit 230 of the
present embodiment includes a log-in request message transmitting unit 233, a log-in
response message receiving unit 234, an authentication collaboration response message
transmitting unit 235, and an authentication collaboration response issue request
message receiving unit 236.

[0175]

The authentication collaboration response issue request message receiving unit
236 receives an authentication collaboration response issue request message. The
authentication collaboration response issue request message is an authentication
collaboration request message which is issued in the IDP start model, and directed to the
service provider device 300. In other words, the ID provider device 200 that has
received the service use request from the user terminal 100 issues the message in order
to request the service provider device 300 to perform authentication collaboration.

[0176]
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/An aut hentication collaboration request nessage issued by the service
provider device 300 is referred to as an SP aut hentication col | aboration
request message, and an aut hentication coll aboration request nessage (an
aut henti cati on col |l aboration response issue request nessage) issued by the
| D provider device 200 may be used as an | DP authentication collaboration
request nessage. [0177] FIG 21 is a diagramillustrating an exanple
of a functional configuration of the authentication collaboration control
system 240 of fhaufhepention soliahdiratontrequist ik$sage isseddyithe Firdcee providene

aut henti cation col | aboration control system 240 of the present enbodi nent

i ncl udesdanceaifithe ntfered foos an @M allentéitatom colshaasen fegsese mespgesmdrmssage
prelimnary processing unit 294. [0178] The aut hentication

col | abor aithanicag@pariBbotasn eequest mixStader ais ageifcatiomtslRbyrafivoesspsiseg uni t

294 includes an authentication collaboration response issue request nessage

transf er isgid feqeéibmesdade yissule@ birihd IEpiovaies Hevicd20rags bohisddhe ahgDei ved
aut henti cati on col |l aborati on response issue request nessage. [0179] Here,

t he aut hgpthéfrbiiGcdRbbRBG Aduedl i¥sggRss of the authentication
col | aborati on system according to the present enbodi nent will be described

W th refﬁnqn fe to FIGS. 22 to 24. FIGS. 22 to 24 are sequence di agrans
illustrating an exanple of the authentlcatlon coIIaboratlon process

according to tﬁR} @ﬁ?égﬂfag%?pﬁ 'stqﬁﬂ{g“ Lex p?)le of 1on|a:11 Eﬁﬁ}aﬁoﬁ%&?&e%l’ in

order to use the service e Sse ovi EVI ce e user

DU S afk B8 3o SAHESHaib cbiifol 455Em 295 B Y prés%gt Biofligki ngs2 desired

illustrated in F.IG. 21, the authentication collaboration control system 240 of the present
embodiment includes an authentication collaboration response issue request message
preliminary processing unit 294,

[0178]

The authentication collaboration response issue request message preliminary
processing unit 294 includes an authentication collaboration response issue request
message transfer unit 295, and performs the transfer process of the received
authentication collaboration response issue request message.

[0179]

Here, the authentication collaboration process of the authentication
collaboration system according to the present embodiment will be described with
reference to FIGS. 22 to 24.  FIGS. 22 to 24 are sequence diagrams illustrating an
example of the authentication collaboration process according to the present
embodiment.

[0180]
First, in step S61, in order to use the service of the service provider device 300,

the user inputs an SP use request to the user terminal 100 by clicking a desired link
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.anong |inks of service open URLs provided by the service provider device
300 through a portal menu screen displayed on the user terminal 100 by the
portal server 210. [0181] In step S62, the user term nal 100
transmts the SP use request nessage to the portal server 210. [0182] In
step S63, the web server 220 receives the SP use request nessage
transmtted fromthe user termnal 100, and perforns a transfer necessity
determ ni ng process of the received SP request nessage. [0183]

Speci f i cahbyg linkseofrsexvigesapepl8Xls pfevideé b Rie s¢ind popredidendevies 309hemgher 220
perforns the transfer necessity determ ning process based on the transfer
dest i nat a portaJRhermescage risplayed bh ¢h2R8r gtminatl10hby the portalnefwer 2d@st i nat i on URL
storage device 222. For exanple, an URL matching the destination of the
recei ved[@BR1pse request nessage is searched for in the Internet open URL
field of the transfer destination URL managenent table 223 of FIG 2. Here,

the destinati O dtép $6E tikOlideptermeay 00 Bdfintitsithé BP 1S le§uarOmEBagh i Ge
destination in the Internet open URL field of FIG 2, and thus the reverse

pr oxy dei;j,lq,ﬁ sevdr gt erm nes that the transfer process is unnecessary.
[0182]

In step S63, the web server 220 receives the SP use request message
transmitted from the user terminal 100, and performs a transfer necessity determining
process of the received SP request message.

[0183]

Specifically, the reverse proxy device 221 disposed in the web server 220
performs the transfer necessity determining process based on the transfer destination
URL management table 223 stored in the transfer destination URL storage device 222.
For example, an URL matching the destination of the received SP use request message
is searched for in the Internet open URL field of the transfer destination URL
management table 223 of FIG. 2. Here, the .destination is the portal server 210 but
there is no matching destination in the Internet open URL field of FIG. 2, and thus the
reverse proxy device 221 determines that the transfer process is unnecessary.

[0184]

In step S64, the reverse proxy device 221 transfers the SP use request message
to the portal server 210 which is the original destination based on the determination
result of step S63.

[0185]
In step S65, the portal server 220 that has received the SP use request message

generates the authentication collaboration response issue request message whose
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[0184] In step S64, the reverse proxy device 221 transfers the SP
use request message to the portal server 210 which is the original
destinati on based on the determination result of step S63. [0185]

In step S65, the portal server 220 that has received the SP use request
nmessage generates the authentication coll aboration response issue request
nmessage whose destination is the authentication collaboration response

i ssue request nessage receiving unit 236 of the |IDP authentication

col | abor dedtingtiemistthQ@ghendigatian eollebdration respenst lwsne regatst oressage Iredsoriag i on
response issue request nessage to the user termnal 100. In other words,
t he port ahit 286 vEthe2DP abthenticatian chibattorataigiumit 230| dralxeanamitothe esponse i ssue
request function. [0186] In step S66, the user term nal 100 that

has r eceawt@entidagomudliubotation résponsedbdua bejuaiti messigesp tsSwset feddfhal opest
nmessage redirects the authentication coll aboration response issue request

nmessage {PothBr wotdIERE ip6Akliseref 220 R utHRAtERRDADAS IrafdHref AN REudTESSage
receiving unit 294 which is a designated destination. [0187] In

step S67redub& fERioner ver 220 receives the redirected authentication
col | aborati on response i ssue request nessage, and perforns the transfer
necessi typiggjerm ning process of the received nessage.

In step S66, the user terminal 100 that has received the authentication
collaboration response issue request message redirects the authentication collaboration
response issue request message to an authentication collaboration response issue request
message receiving unit 294 which is a designated destination.

[0187]

In step S67, the web server 220 receives the redirected authentication
collaboration response issue request message, and performs the transfer necessity
determining process of the reccf,ived message.

[0188]

The transfer necessity determining process is the same as the process of step
S63. Here, since the destination matches ID “2-A” of the Internet open URL of the
transfer destination URL management table 223 illustrated in FIG. 2, the reverse proxy
device 221 determines that the transfer is necessary. Further, the transfer destination
URL is the transfer destination URL of ID “2-B” corresponding to ID “2-A.” In other
words, the transfer destination URL is the authentication collaboration response issue
request message preliminary processing unit 294 of the authentication collaboration
control system 240.

[0189]

In step S68, based on the determination result of step S67, the reverse proxy
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.[0188] The transfer necessity determ ning process is the sane as
the process of step S63. Here, since the destination nmatches ID "2-A" of
the Internet open URL of the transfer destination URL nanagenent table 223
illustrated in FIG 2, the reverse proxy device 221 determ nes that the
transfer is necessary. Further, the transfer destination URL is the
transfer destination URL of ID "2-B" corresponding to ID "2-A." In other
words, the transfer destination URL is the authentication collaboration

r esponse dpeiseid2 | dasignates thesatshpatipatioin) aollalargtiqsn wwepanse rguarsiqnest o¥ssifze t he

aut henti cati on col |l aboration control system 240. [0189] In step S68, based
on t he deteémmharxtprensssiesumit 29 ofsthe putBéntjcatibre coltaberation gouwtxgl systemi2de 221
designates the authentication collaboration response issue request nessage
pr el i m nas thepiestrasion g durtinkfeR34e afthéntaden bdlzbbmaivn asspomdelisdno rajuestn cont r ol
system 240 as the destination, and transfers the authentication

col | abor afdsgdiger esponse i ssue request message. [0190] In step S69 of
FIG 23, the log-in status determning unit 242 of the authentication

col | abor pyi9on response issue request message prelimnary processing unit
294 that has received the authentication collaboration response issue

request nessage g SEOLIERS LBt R in%ta?ﬁ@déﬂe?rrﬁﬁmé lﬁﬁulza%fthEhe checki ng of
the log-in status is performed by checki ng whethér or not the |DP

aut hent i GakLOaHGK NS EMiSH rds oﬁi&%séﬁ%‘?é ue%rmés@ége%gﬁrﬁ& H‘%ﬂo@é‘sm unit

aut henti cati on session tenporary storag evi ce ent

enbodi menby yfhf,d Q?ex@éif tﬁl@ Qﬁﬂl‘éﬁ‘&daﬁE}? E&ﬁ%@raé@\g%c%ﬁgs}d%u%q%d‘{éﬁ rﬁ@ss

aut henft I catron sess orar orage us I
det er m n?lgte}rgl%tes og-?rgstatus telillgerl ST}l ghecﬁgll i lolge1;[1 Ist%pussig Sér%loﬂneli()lgl]

by checking whether or not the IDP authentication token issued to the user remains
stored in the authentication session temporary storage device 270. In the present
erhbodiment, the IDP authentication token remains stored in the authentication session
temporary storage device 270, and thus it is determined that the log-in status is the log-
in completion status.

[0191]

In step S70, the user ID acquiring unit 243 acquires the user ID associated with
the IDP authentication token in step S69 from the authentication session temporary
storage device 270.

[0192]

In step S71, the authentication collaboration response issue request message
preliminary processing unit 294 requests the policy evaluation information acquiring
unit 245 to acquire the policy evaluation information. At this time, the user ID
acquired in step S70 is also transferred to the policy evaluation information acquiring
unit 245.

[0193]
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JAn step S70, the user ID acquiring unit 243 acquires the user |ID associated
with the IDP authentication token in step S69 fromthe authentication
session tenporary storage device 270. [0192] In step S71, the

aut henti cati on col |l aboration response issue request nessage prelimnary
processing unit 294 requests the policy evaluation information acquiring
unit 245 to acquire the policy evaluation information. At this tinme, the
user ID acquired in step S70 is also transferred to the policy eval uation

i nf or mat i on acgubsegnentiyrip stepp5 1, the se3jce data acquisiti@nipseagseofistsp $1d oft ep S71,
the service data acquisition process of step SII of FIG 14, the user

at t ri but &lG.ndpthentsemattributeunfirmabon pequesitssn mbeass epstgl 1206 FIGG141the t he
policy eval uation process of steps S13 to S15, and the account provisioning
process pblist ®puabdd ptoeeSIdT stpe SPRES St STRdd thheecpum passtsning pocbaaf al ready
described in the first enbodinent, and thus will not be here descri bed.

[0194]  steps S16 MNeX18 art Berf@des T h@fprdikﬁslés Bdv% t¥en brbadydttsdriben e fRrired. 1 n
step S72, after account provisioning of step S18 ends, the authentication

coIIaboraﬁmg&nﬁﬁsggagﬁmuﬁgq%tng&@ggyg%§§age receiving unit 294 transmts
the authentication col | aboration response issue request nessage whose

destlnatw@nMﬁs the dummy URL to the user term nal 100. The dummy URL which
is the transfer destination of the authentication collaboration response

i t t
ot e, RERE SR L R RS iR, R

In step 3 ggbun{é}%vﬂﬁﬁfn o%F@ "Als chd? t@@?ﬁth&ﬂ&aﬁ&?ﬁdn‘éﬁ&a&@fFlegi% %”&shgat' on

col | abor t 1 on Fesponse 1'sste requées ere aut hen ication
col | a0 gL L espanes: opie, SAAMEDl TERa TG Lo te UL 2] UL ch 1
essage. 1s[sue req].lest message whose destination is the dummy URL to the user terminal 100.
The dummy URL which is the transfer destination of the authentication collaboration
response issue request message receiving unit 294 remains set in advance, and a
“dummy (2) URL” is set as the dummy URL in the present embodiment.

[0195]

In step S73, the user terminal 100 that has received the authentication
collaboration response issue request message redirects the authentication collaboration
response issue request message to the dummy (2) URL which is the destination of the
authentication collaboration response issue request message.

[0196]

In step S74, the reverse proxy device 221 performs the transfer necessity
determining process of the authentication collaboration response issue request message
redirected by the user terminal 100 based on the transfer destination URL management
table 223 stored in the transfer destination URL storage device 223.

[0197]

Here, ID “2-C” of the Internet open URL included in the transfer destination
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I'n step S74, the reverse proxy device 221 perforns the transfer necessity
determ ni ng process of the authentication collaboration response issue
request message redirected by the user term nal 100 based on the transfer
destinati on URL nmanagenent table 223 stored in the transfer destination URL
storage device 223. [0197] Here, ID "2-C" of the Internet open URL included
in the transfer destination URL nanagenent table 223 is matched, it is
determ ned that the nessage transfer control is necessary. [0198]

The t r anSiRdrmarageingat tablg 223 is metchedinisis detetpined that thermesRgedoansspondi ng t o
ID "2- C." In other words, the transfer destination is the authentication
col | abor etriton isBEpsASE | SSUe request nessage receiving unit 236 of the |DP

~aut hentication collaborating unit 230 of ID "2-C. " [0199]

[0198]

The transfer destination is the transfer destination URL corresponding to ID “2-
C.” In other words, the transfer destination is the authentication collaboration
response issue request message receiving unit 236 of the IDP authentication
collaborating unit 230 of ID “2-C.”

[0199]

In step S75, based on the determination result of step S74, the reverse proxy
device 221 designates the authentication collaboration response issue request message
receiving unit 236 of the IDP authentication collaborating unit 230 as the destination,
and transfers the authentication collaboration response issue request message.

[0200]

In step S76, when the authentication collaboration response issue request
message is received, the authentication collaboration response issue request message
receiving unit 236 of the IDP authentication collaborating unit 230 determines the log-in
status of the user. For example, the log-in status determination result is obtained by
checking whether or not the IDP authentication token issued to the user remains stored
in the authentication session temporary storage device 270. In the present embodiment,
since the log-in status is the log-in completion status, the IDP authentication token is
present.

[0201]
In step S77, since the determination result of the log-in status is the log-in

completion status, the authentication collaboration response issue request message

receiving unit 236 of the IDP authentication collaborating unit 230 requests the
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JIn step S75, based on the determ nation result of step S74, the reverse
proxy device 221 desighates the authentication collaboration response issue
request mnessage receiving unit 236 of the I DP authentication collaborating
unit 230 as the destination, and transfers the authentication coll aboration
response issue request nessage. [0200] In step S76, when the

aut hentication col | aboration response i ssue request nessage is received,

t he aut hentication collaboration response issue request nessage receiving
uni t 236aghentivatiompollahoratinn responsginesstsedtrosmitiing unit 285 pRangariethei nes t he

|l og-in status of the user. For exanple, the log-in status determ nation
resul t i sutbentaiahenlcdliabotatioh irespomdeandssageor ThetuthkmtidabPn aclldberdtionat i on t oken
issued to the user remains stored in the authentication session tenporary
st or age dspomse nZefageltransiniting esieDS geneentiésmmutheatica®ntdeerfi@gvéerifysigat us i s
the log-in conpletion status, the |IDP authentication token is present.

[ 0201] that the ustrhastbegn Sfientivhtad ®ytiielDiedigs.m nation result of the log-in
status is the log-in conpletion status, the authentication collaboration
response[izoye request nessage receiving unit 236 of the |DP authentication
col | aborating unit 230 requests the authentication collaboration response

nmessage transnddbséqintid théProdess S HPINE thdifrosdss BEREPLSEI @B®AbfiFgLor ati on

response nessage. The authentication coll aboration response nessage

transm t ﬁ%@p&%e@,%d%éﬁ%@%ﬁﬁexﬁ{/&aﬁﬁ% 9‘?%%*’%?52 ?F%%%Sa%&ﬂdﬂ& t6&hd FYi ng that

t he user has been authenticate Subsequent |y

to the pg&%g:ﬁ%nﬂ)fodﬁﬁ%ﬁexﬁ?s? "l{l'lg.?r&re?sc eg@}cs|2§tt§§§ 4obdef aﬁggds)péesgrjib% 15 1s

per forme then e aut hent'i cati1 on collaboration process according to
A s e T N S AN
describeﬂn03]

As described above, according to the authentication collaboration system of the
present embodiment, when the user belonging to the organization of the ID provider
device 200 does not register an account to the service provider device 300, the log-in
status of the user is the completion status, and the SSO request origination point from
the user starts from the ID provider device 200, it is possible to determine whether or
not the service can be used without requiring a manual operation when the account
registration and collaboration are executed in the process of the SSO.

[0204]

Further, according to the authentication collaboration system of the present
embodiment, the authentication collaboration server 230 of the ID provider device 200
can insert the account provisioning process of performing policy evaluation and account
registration/account collaboration immediately before the SSO procedure (3) while
continuously performing the SSO procedures (2) to (4) without directly modifying the
authentication collaboration server product of the ID provider device. Thus, it is

possible to provide the authentication collaboration system in which the introduction
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[020Q3] As descri bed above, according to the authentication

col I'aborati on system of the present enbodi nent, when the user belonging to
the organi zation of the ID provider device 200 does not regi ster an account
to the service provider device 300, the log-in status of the user is the
conpl etion status, and the SSO request origination point fromthe user
starts fromthe ID provider device 200, it is possible to determ ne whet her
or not the service can be used without requiring a nanual operation when

t he accooedt ivleyi andrib¢ande degtesmareid|vetstheaor oot the ecreice can belused willwupaocess of
the SSO [0204] Further, according to the authentication

col | abor atanuoal opytiem of t he present enbodi nent, the authentication

col | aboration server 230 of the ID provider device 200 can insert the
account po208i si oni ng process of performng policy evaluation and account
regi stration/account collaboration inmediately before the SSO procedure (3)

whi | e cont i nUORgerPRCHQIHE t8dhd ARhHUOERBSRE R stdn® of the préstRout
directly nodifying the authentication coll aboration server product of the

I D provi dabodigiéht Svher MtSusel belbReiR® 8Sthe bfahaRbR¥f Ge IbhRoRdtI Rk 2abi on
col | aboration systemin which the introduction cost is low and it can be

det er m ngge iR tMdtern R68urk BEhS SENIEDHr&ERleRRvIE 8d0 hE ’[Hﬂf]fn SathPOURE
0 Furth ut

operation. [02 er, according to the authentication
col | abor gt | . i Y 3t ging to
The. or gaar oy s pIEgh IR e o B B R ot
to the s i rovi.-der I - | f the r is the
conpl et i glj;?}{lst?lgtngs? ?wellg eﬂ@é gg@) p%@g&%%{ﬁaélr"?‘g‘ﬁnﬁgf ?(%)U%E Egoivﬁs Onfup%(r:ﬁ ts%e user
starts from%tée IDg‘g)r ovi.%eg devi ce 200, policy evaluation and account
provi si ofit 7y € &h hBPRIRRAAT B8 an appropriate timing. [0206] (Fourth
Enbodi NEE% An aut hentication col | aboration systemaccording to a
fourth e @ ment will be described with reference to FIGS. 25 and 26.
(Fourth Embodiment)

An authentication collaboration system according to a fourth embodiment will
be described with reference to FIGS. 25 and 26.

[0207]

In the present embodiment, similarly to the first embodiment, the process starts
in a state in which the SSO process can be performed between the 1D provider device
200 and the service provider device 300, and the user belonging to an organization of
the ID provider side does not register an account to the service provider device 300.
Further, in the authentication collaboration system of the present embodiment, the SSO
is performed according to the above-described procedure of (1) to (6), similarly to the
first embodiment.

[0208]

Further, in the present embodiment, the log-in status of the user is assumed to

the non-completion status, and the SSO request origination point from the user is

assumed to start from the ID provider device 200.
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[ 0207] In the present enbodinent, simlarly to the first

"enmbodi ment, the process starts in a state in which the SSO process can be
performed between the ID provider device 200 and the service provider

devi ce 300, and the user belonging to an organization of the ID provider

si de does not register an account to the service provider device 300.
Further, in the authentication collaboration system of the present

enbodi ment, the SSO is performed according to the above-described procedure
of (1) t®208), similarly to the first enbodi nent. [0208] Furt her,
in the present enbodiment, the log-in status of the user is assuned to the
non- conpl et i onHeteas fimctiamad cohgBESdr etthe suthenticgtioratilmboadbnsystenonft he user
is assuned to start fromthe ID provider device 200. [0209] Her e,
a functi theghesentdmtgidirentanilidfe debaibad tWidntefeeaicean Fi@I25ab@hatama syst em of
the present enbodinment will be described with reference to FIG 25. The

same Cconpafigdtesitsas in thetthist tbithisd ethBoditichtd afSRDAtedDIithe Snte féEARI by the
sanme reference nunerals, and thus a description thereof will not be made.

[0210]  pumerals, Sld3hud® dbstriptiGh B@fRMWill hustd @hdddg an exanpl e of a functi onal
configuration of the authentication collaboration control system 240 of the

present gpphgdi ment. As illustrated in FIG 25, the authentication
col | aboration control system 240 of the present enbodi nent includes a

pol icy eval uat fﬁ?‘ 250 Qﬁﬂ%%ﬁlﬁ%?%ﬁgﬁr&gﬁ?ietoﬂ?a%nct?onapwn £¥igh 4alteng unit

246, an account pfovi si ofil 0g-in response message
prelim ”Qﬁtﬁexﬂfc&t‘%&sédlf}?or‘éﬂbﬁ cnithl sgﬁqgm 30 AUHAGHLIGALL OGO angrati on
response 1 SSue request nessage prelimnary processing unit 294. In other
wor ds, t t@e i i.on col |l aborati control, system. 240 _.gf the present
embod neflisPded i ar dhe afiBem ERET talE ot s VSRR Al P FBh T equest
message rglﬂninary roce sin% uni.t éél of. the authent%g&tiop col | aboration
contr ol g‘? PUMEBYECHEE PRl Falupfien WETIOR ABBHTRG IR 790 AdBliS%ed with the
aut henti cati on col |l aboration respaonse issue_request nessage prelimnary
processi RFIIANG UpY 2485 an 3t€OUITPERASIPRIAL UBI4 2641 4 198U EESPOCARRTEILSI syst em 240
according to the third enbodi nent. [0211] Here, an exanple of an
aut hent i BeglimaRary pracassorsunibPd G pad as suthenticadomenl labpratiem raspensedskabor at i on
system of the present enbodinent will be described with reference to FIGS.
22, 24, raqdest@essageprelninaryprecegsiogorit dP4hgrmmthdriwerds, shd anghenticaticanpl e of
the authentication collaboration process according to the present
enbodi mensllaboration control system 240 of the present embodiment is configured such that the

authentication collaboration request message preliminary p.rocessing unit 241 of the

authentication collaboration control system 240 according to the second embodiment is

replaced with the authentication collaboration response issue request message

preliminary processing unit 294 of the authentication collaboration control system 240

according to the third embodiment.

[0211]

Here, an example of an authentication collaboration process in the
authentication collaboration system of the present embodiment will be described with
reference to FIGS. 22, 24, and 26. FIG. 26 is a sequence diagram illustrating an

example of the authentication collaboration process according to the present

embodiment.
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.[0212] First, the authentication collaboration systemof the
present enbodi ment perforns the process fromthe SP use request of step S61
of FIG 22 to the transfer of the authentication collaboration response

i ssue request nessage of step S68. The processes have been al ready
described in the third enbodi nent and thus will not be here descri bed.
[0213] Subsequently to step S68, in step S81, the |og-in status
determ ning unit 242 of the authentication collaboration response issue
request H¥d8hge prelim nary processing unit 294 that has received the

col | aborati on response i ssue request nessage determnes the log-in status
of the user. Thestctheakihrgtiaitiohkelldbegation systainust thespresant embedimeyt checki ng
whet her or not the I DP authentication token issued to the user remains
stored i perféiensabié pRiEIsCRIn gt STEe®irequeb PR FRIGAEEARY trifd . 1 n the
present enbodi nent, the |IDP authentication token does not remain stored in

the aut hﬂ{étduﬁ%hh@ﬂloi%ﬂhmaﬁ&m%%&xﬁé/1s§l§é)rre§ﬁl@t fﬁ%ygag@o?&é}) sefd Tis it is
determ ned that the log-in status is the lI'ogin non-conpl eti on status.

[ 0214] processes PVRGReh hirRlyREGHEH A the!tRir® ERBoRBEnt PRl thid @il ﬁg'b'e rl‘lel%t atus is
the log-in non-conpletion Status, the process of steps S72 to
iIIustraHg%nbalFlG. 24 is subsequently performed. This process has been

al so already described in the third enbodi ment and thus will not be here
descri be 1@2215] Subsequently to step S75, the process fromstep
S35 of F é. 7 to step S28 of FIG 19 is perforned, and then the

auLentcat] oSGk 8D B°RETH S hhu byt gl o o
the authentication collaboration response issue request message preliminary processing
unit 294 that has received the collaboration response issue request message determines
the log-in status of the user. The checking of the log-in status is performed by
checking whether or not the IDP authentication token issued to the user remains stored
in the authentication session temporary storage device 270. In the present embodiment,
the IDP authentication token does not remain storéd in the authentication session
temporary storage device 270, and thus it is determined that the log-in status is the log-
in non-completion status.

[0214]

Since it is determined in step S81 that the log-in status is the log-in non-
completion status, the process of steps S72 to S75 illustrated in FIG. 24 is subsequently
performed. This process has been also already described in the third embodiment and
thus will not be here described.

[0215]

Subsequently to step S75, the process from step S35 of FIG. 17 to step S28 of

FIG. 19 is performed, and then the authentication collaboration process according to the

present embodiment ends. The process from step S35 of FIG. 17 to step S28 of FIG.
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.19 has been already described in the second enbodi ment and thus will not be
here described. [0216] As descri bed above, according to the

aut henti cati on col | aborati on system of the present enbodi nent, when the
user belonging to the organi zation of the ID provider device 200 does not
regi ster an account to the service provider device 300, the log-in status
of the user is the non-conpletion status, and the SSO request origination
point fromthe user starts fromthe ID provider device 200, it is possible
to det er & hes hasaaheadyoteserthedtin ghessseqndcanbagimpnt and danswillinotbe hergui ri ng a
manual operation when the account registration and col | aboration are

execut eddéseribée process of the SSO. [0217] : Further, according to the
aut henti cati on col | aborati on system of the present enbodi nent, when the
user bel fiJbhg to the organi zation of the ID provider device 200 does not
regi ster an account to the service provider device 300, the log-in status
of the user i sAkldesdribad aeoe| sdcoftingtoahe sythadtitatibrec@kBoraeign egsterdbf gienat i on
fromthe user starts fromthe ID provider device 200, policy evaluation and
account preaditidodigent ahdaehE ¥R YEBHgiak taitheRRNAAMibALE tHeI IDI pevidE0218]
Further, according to the authentication collaboration systemof the

present gehesrRMes nbhR gtk AR Atdouat oQhe §@Vica pRivader dBvie@BVE the23Q-iRf the 1D
provi der device 200 can insert the account provisioning process of

per form ganRQriehsEVR M IR G AU and B KO gérﬁu_@ﬁ/o%%ﬁfa%ﬁ pGipt | abor ati on

i medi ately before the SSO procedure (3) while c i nuously performng the

S50 PFOCHEH 8 ubdrktdr? fiohd i iDLl cfe%i?ég'zloo R SotbiBe th MRieAHIASHeRAt | O

col | aborati on server product rovi evi ce.

possi bl e 0. R.OY B Lo AHLASIGEAIL 8RB ARSI AN SYRL G Loy ch the

I
i nt roducf] o &8 eterm ne er or not the

service can_ be use i thout a manual ;operation. J[02 The

exenpl ar §/egésrﬁ?§8? ﬁ%‘ﬂf%nai??r#lﬂ% affreé‘g‘é'ﬁ?d 1%58}3{(108?? q{gk'/ee:%%é'en descri bed above,

but the §Q§$? enbodi ments are nerely exanples, and do not intend to limt
fit

t he scop he invention. The novel enbodi nents can be inplenented in
various forns, _and om ssjons, replacenents, or changes can be nade within

the range not HBPREt3KEdniM thhanthenticatyn qollaboratemsystim ofrhe PESERdi ment s or
the nodifications thereof are included in the scope or the gist of the
i nvent i oRmbadimenkovhea dkr wser belenging trethe guaanizetion of 'getnﬁé’r@‘ﬁ@@rﬂei"@ﬁé’rog et forth
'noelal mcsibes not register an account to the service provider device 300, the log-in status of the

user is the non-completion status, and the SSO request origination from the user starts

from the ID provider device 200, policy evaluation and account provisioning can be

executed at an appropriate timing.

[0218]

Further, according to the authentication collaboration system of the present

embodiment, the authentication collaboration server 230 of the ID provider device 200

can insert the account provisioning process of performing policy evaluation and account

registration/account collaboration immediately before the SSO procedure (3) while

continuously performing the SSO procedures (2) to (4) without directly modifying the

authentication collaboration server product of the ID provider device. Thus, it is

possible to provide the authentication collaboration system in which the introduction
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. REFERENCE SI GNS LI ST [0220] 100: user term nal 200: ID provider 210: portal
server 220: web server 221: reverse proxy device 222: transfer URL storage
devi ce 230: |IDP authentication collaborating unit 240: authentication

col | aboration control system 250: |IDP user store 260: policy store 270:

aut henti cati on session tenporary storage device 280: key storage device
290: log-in response nessage prelimnary processing unit

cost is low and it can be determined whether or not the service can be used without a
manual operation.
[0219]

The exemplary embodiments of the present invention have been described
above, but the above embodiments are merely examples, and do not intend to limit the
scope of the invention. The novel embodiments can be implemented in various forms,
and omissions, replacements, or changes can be made within the range not departing
from the gist of the invention. The embodiments or the modifications thereof are
included in the scope or the gist of the invention, and included in the range equivalent to
the inventions set forth in claims.

REFERENCE SIGNS LIST
[0220]

100: user terminal

200: ID provider

210: portal server

220: web server

221: reverse proxy device

222: transfer URL storage device

230: IDP authentication collaborating unit

240: authentication collaboration control system

250: IDP user store

260: policy store

270: authentication session temporary storage device

280: key storage device

290: log-in response message preliminary processing unit
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.300: service provider device 310: SP user store 320: service use status
data store 330: tenporary storage device 340: verification policy store
350: SP authentication collaborating unit CLAIMS 1. An authentication
col | aboration system conprising: an | D provider device that
~perforns a log-in process of a user term nal operated by a user; and

300: service provider device
310: SP user store

320: service use status data store
330: temporary storage device
340: verification policy store

350: SP authentication collaborating unit
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.a service provider device that transmts service data to the user termna
when the log-in process is conpleted, wherein the user termnal transmts a
service use request to the service provider device, the ID provider device
i ncl udes an | DP user attribute information storage unit that stores
| DP user attribute information in which an itemnane of a user attribute
including a user identifier identifying the user and specifying the user is
associated with an itemvalue of the user attribute, an | DP

aut hentication session storage uni tCtABMSstores an 1D of the user in
association wth an authentication token representing that the log-in

st at us of. t he Asanthestiatibngellabocainnlsgtemncotiprdisg: a policy
information storage unit that stores policy information representing a user
of a target toanMIprdvidendevissihanp&forinia I6ginproecdalf a use tpdiifalt t ed, a key
storage unit that stores a signature generation key of the |ID provider

devi ce, operated by@miséPEn@ut henti cation coll aborating unit that transmts a

| og-in request to the user termnal when a | og-in process of the user

termnal is in,grPREprAIR kIR 1k Ahiitnitsd LAGEVER RhSRsR Wkl Mahi On
col | aborati on reques? I ssued fromthe service provider device that has

recei vedeNge SEproLas idafnpIeRYest when the log-in process of the user
termnal 1Is %n a conpl etion status, generates a digital signature on an

assertion cont §XLrein the user terminal transmits a service use request to the service provider

device,

the ID provider device includes

an [IDP user attribute information storage unit that stores IDP user attribute
information in which an item name of a user attribute including a user identifier
identifying the user and specifying the user is associated with an item value of the user
attribute,

an IDP authentication session storage unit that stores an ID of the user in
association with an authentication token representing that the log-in status of the user is
a log-in completion status,

a policy information storage unit that stores policy information representing a
user of a target to whom transmission of the service data is permitted,

a key storage unit that stores a signature generation key of the ID provider
device,

an IDP authentication collaborating unit that transmits a log-in request to the
user terminal when a log-in process of the user terminal is in a non-completion status,
receives an SP authentication collaboration request issued from the service provider
device that has received the service use request when the log-in process of the user

terminal is in a completion status, generates a digital signature on an assertion context
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Jincluding an authentication schene nane of the log-in process based on the
signature generation key, generates an authentication assertion including
the assertion context and the digital signature, and transmts an

aut henti cation col | aboration response including the authentication
assertion to the service provider device, and an aut hentication
col l aboration control unit includes a log-in status determ ning unit that
performs a | og-in status checking process of checki ng whether or not an
aut hent i owtudong arokéhentisatinadscheme hame o€therdegriri process based dnrthe kignature

aut henti cati on session storage unit when the SP authentication

col | abor génepationd@gyegneragesrag @ethertication mssefteonuseudingtie matrtioarontaxtreadt i cat i on
col | aboration request transfer unit that transfers the SP authentication
col | abor éei digital erpuatate, nd trigsnliisRnanutheatitdtivatdolitbaatidradesyonke igludiig when a
result of the log-in status checking process is a |og-in non-conpletion

status, @ aatHenfedtionakiediton @and éd‘rwwgrdsmietr deviad, ahg@cei ves aut henti cation
information of the user transmtted based on the log-in request fromthe

| DP aut hent i cahh Qith&f ch@HPEabH@tiBA bénttd] @Mt iMGudts @llod-& fhdd iedRsinRRyr f Or s
the I og-in process based on the received authentication information, a

policy eyakunk| agmﬂﬁiatlogﬂggtfﬁlmémrﬁgsprmg BEEnLKing Whethed BEhotOREr at i ng the

user term nal based on DP user attribute information acquired fromthe

| P user ohlid dibPokh BB b fle SRR Rbld 0 theldithcRbdiK LA mation is a
user of a target to omtransm ssion of service data IS permtted based on
a user | tar i I | | . ypkt 1. association
W th t he SRS ik BEs P b e b TR0 ERoh PR T, BRET bn) e TR0

| og-in status,checking proce is.the log-in_.comletion staju and

eval uat R R e efiod <Gt R P RET SO0 AR R SR ed on ¢ he

| DP user attribute iE%ornation acquir fromthe | user attribpute

i nf or mat PEACHGRAYECAIPTAIGR FPAURY 1 q@’ utBHratonge IaRorating Wt WaeRp om
transm ssion qof service data_is permtted based on a user ID included in
the aut hé‘??’tqt@gfhedﬂg'ilrh$t6‘i‘1ﬁﬁlt“f°8wg\mé9FS%ISrae‘§81“ﬂ ngg-complefigy sialssat us checki ng
process is the | og-in non-conpletion, an account collaborating unit that
per f or s agthenficaiemidepbivingomitihploscyy sceatheniifationtinfornation ofdhpreyi der devi ce
with reference to the acquired IDP user attribute information when an

eval uat i ansmeigted basg¢ ontlee logtin cgquestdiara therlpPumithentisatiparovilsiyirating wmtl
generates an SP side user ID which is an identifier of the user in the
servi ce froovthd@serdewiing,and pdrfamsattie hesaini pra¢dsobased bh dlicoreativedh r equest
transfer unit that transmts the SP authentication collaboration request to
t he | DP auhbetivaticainfaimatioh) apslicgtevalgating diniafhtheevaluacesadethonior 6ol d @epr at i on
process, and the service provider device includes a verification
pol i cy sbpéra@es thoiukerttbaiinsltbas&BSonvE IDP Gadr Adwibpe! ihfoymhtiéd atdiufred 86m

aut henti cation schenme nane of the log-in process of permtting transm ssion

of the segfeviDPauseRdtBiBMRERfdrhRLISH bIdRINE uaRah® theaRlica REOARARIM 1§ 82BQHTR 1S
received and a signature verification key corresponding to the signature

gener ati PR QY whom transmisRfdn It sHIRE datalis 'ga%iaea Bdseh BRGLLQE 1 QbRYEn HRY ¢ that
stores account registration in which the SP side user ID i1ssued in the

accou nt ﬁﬁ)thlarﬂ aligh 360 rs?%‘x\‘%%sllnﬁtqn ﬁ&%gﬁ{igﬁ %‘i‘th‘%é ghtﬂéll'%{c 1%1{ trokPI'r'fsguelaatBt ! .al

i nf or mat 1 on Ch i at ledst one Tterm nane and one 1 fem va ue anong item
nanes ang. i f e tri e includ in t.he user. attribute
o ot hspdsEFUHE 4Ry beBeiSeln Sl i e Mic ORI MeliflSoiplioh
det er mi nes, whet.her. oy not .t he service use. reguest . includes .th

ot ot 1 SaS TSR les A e e B BRI B8 el BER o T TR i ¢

t he authentica%ion_goken and the service data to the user term nal,L when it
i s det er Hih@HTPHgnfoRRatiam aFArised Gom thg R pser Altnibnie & fpreation:sHERSS Wit i on

t oken, issues an SP authentication coll aboration request including address
i nf or mat PeththsPolippinfemiation ing pser tq whemdransmssigpiod servisswatads peratted | s
determ ned that the service use request does not include the authentication
t oken, vesefioas ushellhinchdad inctheiastheriédatine infarmationdvhane byt efthe &igyinat ur e
based on the authenticati on schene nane and the signature verification key
in the veteusicbegkingprpotss cythehegiintriva-comesion, sma¢oonnt eoblaberbingunibthat esponse
is received, and issues the authentication token and transmts the

aut henti cation token and the service a?ta to the user term nal when the
verification result is valid, and an SP aut hentication session
storage unit that stores the SP side user ID and the authentication token
in association with each other.



.2. An aut hentication collaboration system conprising: an I D

provi der device that perfornms a log-in process of a user term nal operated
by a user; and a service provider device that transnmts service
data to the user termnal when the log-in process is conpleted, wherein the
user termnal transmts a service use request to the ID provider device,
the 1D provider device includes an | DP user attribute information
storage unit that stores IDP user attribute information in which an item
name of gperfgrars aatacedunt telldabauitiodipnesess with the sdevicd prowider devide wigh ng t he user
and specifying the user is associated wwth an item value of the user

at t ri but sgference to the aquirBPIRR tifee attribatt idbrsassi wiensincavalpatiomtdsult hathest or es
an I D of the user in association with an authentication token representing
t hat a | pglidyrevalvating unit istgeemissien, sl genbragesiaf SPaide Wit I whichtisian a
policy informati on storage unit that stores policy information representing
a user ofdeatified (fehe tRr MBEséR R PIOGSérARVRE, dndeinSRMehaeatidalcallatoratfnm tted, a

key storage unit that stores a signature generation key of the |ID provider
devi ce, request transfer unit that transmits the SP authentication collaboration request to the IDP

authentication collaborating unit after the account collaboration process, and

the service provider device includes

a verification policy storage unit that stores verification policy including an
authentication scheme name of the log-in process of permitting transmission of the
service data when the authentication collaboration response is received and a signature
verification key corresponding to the signature generation key,

an SP user attribute information storage unit that stores account registration in
which the SP side user ID issued in the account collaboration process is associated with
user attribute partial information which is at least one item name and one item value
among item names and item values of a user attribute included in the user attribute
information,

an SP authentiéation collaborating unit that determines whether or not the
service use request includes the authentication token when the service use request is
received, transmits the authentication token and the service data to the user terminal
when it is determined that the service use request includes the authentication token,
issues an SP authentication collaboration request including address information of the
user terminal to the ID provider device wheﬁ it is determined that the service use
request does not include the authentication token, verifies the authentication scheme
name and the digital signature based on the authentication scheme name and the

signature verification key in the verification policy when the authentication
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.an | DP aut hentication coll aboration requesting unit that issues an |DP

aut hentication col |l aboration request to the service provider device when a
service use request is received fromthe user termnal, an | DP

aut hentication collaborating unit that transmts a log-in request to the
user termnal when a log-in process of the user termnal is in a

non- conpl eti on status, receives the IDP authentication collaboration
request when the log-in process of the user termnal is in a conpletion

st at us, gellaboratios respdissi is sdcebiedrmidiissmenthe anthastetivn dokeoand ebsmitcthadi ng an
aut henti cati on schene nane of the log-in process based on the signature
gener at i ewth&dicatigetvden tnd tharsenvidehtant todhé usen taxseal tihen thenairifidativn t he
assertion context and the digital signature, and transmts an

aut hent i estit 9vatid| hbor at i on response i ncludi ng the authentication
assertion to the service provider device, and an aut hentication

col | abor ati on g@©BP hothentidatioh Bésksiv@@foragd Wt thik stdras the SPefi®S WEeNIMandHhet t hat
performs a |l og-in status checking process of checki ng whether or not an

aut hent i gahb@tatiOKRkeh H54486kihtor WRh US@loth&MaI NS stored in the

aut henti cati on session storage unit when the | DP authentication

col | aboration request is received, an authentication collaboration request
transfer unit that transfers the |IDP authentication collaboration request
to the | pP aut Rﬁr}h{hceﬁfi&a?i%n%811%1@01?850%§ 0t Qi x\é{lﬁg a result of the log-in
status checking process 1s a log-1n an-éonp?e I'on status, an

aut henti cation_] i.fyl uni.t t_receiv aut henti cation i nformation of
t he user transﬁéﬁ?gghﬁﬁgggwgﬁhPﬁé %8§f§8%%§§%§ $f§8ﬁ¥rﬁgnpﬁﬂ
authenticatipgbcolIaborgting unit fromthe user termnal and performnms the

| og-i n pPBEREE PBEIEH> 81" t he recei ved authentication information, a policy
eval uating unit that eval uates et her or naqt user operating the user

t er m nal basedaé‘?{v’ccﬁé’r‘?"l.*ﬁlg-f’r%&cemaﬁ FARTRE SCRficT "Hootﬁie &E‘Eﬁlﬁ?%’él‘gﬁlﬁﬁ] the 1DP
user attribute information storage unit and the policy information is a
user of Helagguprocessuhenmplegdsni ssion of service data is permitted based on
a user ID stored in the authentication session storage unit in association
wi th the aut hewhpigit the wserdwanngldemnemits o service ysercanpsé io hiedPaupvidert t he

| og-in status checking process is the log-in conpletion status, and

eval uat edevipet her or not a user operating the user termnal based on the

| DP user attribute information acquired fromthe |IDP user attribute

i nformati on st tedeprovider daviketindugesl i cy information is a user of a target
to whom transm ssion of service data is permtted based on a user ID

i ncl uded i n then HDP hemtaitcbite daformationndragiunihibat Aoree HDP tisepfattiibgtel 0g-i n
status checking process is the | og-in non-conpletion status, an account

col | abor giforghtieniit whivktanfdeid R4HE oPAuRE GBHBIte GIlMEROE Bédr ddenfifiecess with the
service provider device with reference to the acquired |IDP user attribute

i nf or mat j@Ati hes&val ‘dﬁédififﬂqlgtﬁfé Wbdr iD¥ssbiGe@ WithCh iRYAVHAE bfle Ut 1S
perm ssion, and generates an SP side user ID which is an identifier of the
user in Lfe,service provider device, and an authentication collaboration
request transfer unit that transmts the | DP authentication collaboration
request {0t head (¥ aithBRRLIGRLARn SRHRANM AR MU AL BE Ldlg, 2ccount

col I aboration process, an e service provider _ey|ce_|ncPu es a
verifi caf s88att%)rl with éﬁt@l@%@ca 104 %ol{eﬁ z"érfr(%ste(l’)l{irﬁg %‘\réo% gggi%gs%u?snofﬁﬁ?l 1|tl§Ce¥n bSI anCI udi ng

an aut hentrcation sc nane o g-1 per

transnisFion of she service data when the authentication collaboration

r espons e 98N CRPRISHOE SN a si gnature verification key corresponding to the
si gnature generatj on key, . an SP user attribute information storage
unit that stor &8s ahieyy Feragg Y Ahat §EORES FH%CY HoptionJePresdAng B i ssued

in the account coll aboration process is associated with user attribute
partial R§FFOF AtATEE ko WhreHransmagsignepfdhe samace detpispemmitiadd one item val ue
anong itemnanmes and item values of a user attribute included in the user
attribute infof ke storage anit SRt stordserdi grogure ganasatidndisyrodthentd proivider hat
verifiesdthe aut hentication schene

evice,
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.hane and the digital signature based on the authentication schene nane and
the signature verification key in the verification policy when the

aut henti cati on col |l aboration response is received fromthe |DP

aut henti cation collaborating unit, and issues the authentication token and
transmts the authentication token and the service data to the user

term nal when the verification result is valid, and an SP

aut hentication session storage unit that stores the SP side user ID and the
aut hent i cat i onan HRRauthentiestione pellaberstian requesting upittibat issgesgn 0¥ pr ovi der
device that is connected with a service provider device transmtting

servi ce duathentication c@dbotationirerpikstdp dressendcdoprovidasdavideovivard seguireusen

aut henti cati on col |l aboration system and perforns a |og-in process of the
user ter mquadt i reacised fromrtye aseg dermicd, use request to the service provider
device, the ID provider device conprising: an | DP user attribute

i nformation st o HYRawtherticatiod csllabb@sing bhit Use traddntitd Dlokdn rdifuesti@tieon in
which an item nanme of a user attribute including a user identifier

i dent i fyugg térhendl SeHen ANOg-SPpOCEN o thelulier fefifinal S iR8 5O6-camprtivh bfanaN it em
val ue of the user attribute, an | DP aut hentication session storage

uni t thateceives & IBIP dubheAficdtidn cHRMoratibondeeREt whéPihe Wb d-Ih RBcaYbhgRukEAL | ON
token representing that a log-in status of the user 1s 'a log-in conpletion

status; terminal is ift a%hi:p@éﬁoin@{a@ﬁsrfg%ée?ﬂestsé & g?l%tléolﬁ%e BH@B ascskﬁfo?lsqoﬂfélxl ?y

information representing a user a tar om transm ssion of the

A T e e

col I abor g;[:rile?giolillqgegf, éerﬁ% atetsra%%%mektslca%oln %gs_eirtponrigaﬁgf%tg tﬁeoastsgrﬁon context and
the digital signature, and transmits an authentication collaboration response including
the authentication assertion to the service provider device, and

an authentication collaboration control unit includes a log-in status determining

unit that performs a log-in status checking process of checking whether or not an
authentication token issued to the user remains stored in the authentication session
storage unit when the IDP authentication collaboration request is received, an
authentication collaboration request transfer unit that transfers the IDP authentication
collaboration request to the IDP authentication collaborating unit when a result of the
log-in status checking process is a log-in non-completion status, an authentication
identifying unit that receives authentication information of the user transmitted based on
the log-in request from the IDP authentication collaborating unit from the user terminal
and performs the log-in process based on the received authentication information, a
policy evaluating unit that evaluates whether or not a user operating the user terminal
based on the IDP user attribute information acquired from the IDP user attribute
information storage unit and thé policy information is a user of a target to whom

transmission of service data is permitted based on a user ID stored in the authentication
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.user termnal when a log-in process of the user termnal is in a

non-conpl eti on status, receives an SP authentication collaboration request
i ssued fromthe service provider device that has received the service use
request when the log-in process of the user termnal is in a conpletion
status, generates a digital signature on an assertion context including an
aut henti cation schene nane of the | og-in process based on the signature
generation key, generates an authentication assertion including the

assert i onessontsexageamdt infhesodiagon avithshe aathenteatiomtbken smased toshawser when

aut henti cation col | aboration response including the authentication

asser ti on ré¢suittdfeheslepain statys rchvdkiter prdeass éethe log-in compdetioautdres)and at i on

col l aboration control unit includes a |log-in status determ ning unit that

per f or s edalhftes Whethéradrdt & 066 wbadting Beassr tefmiaheskeédgn edDIPaseOr nNot  an
aut hentication token issued to the user remains stored in the

aut hent i gatib@B ifFBAR4tRN aSh@iFeddfort thd IDM@RT htdeburlirdbrntteioh isfoRdgeQihit and
col | aboration request is received fromthe user termnal, an authentication

col I abor gd ;Rﬂlc&%%ﬁﬁétldnﬁég%&&rof'd@érgetttb%ﬁhoh{ fAshasSod &eselgpcea&gti‘%”t' cation
col | aboration request to the IDP authentication collaborating unit when a

resul t Obelified Bokel bn %tl@&#ﬁ) fﬁ@ﬁﬁgay AR LARERKaliSn fibAinioR WIRR-CRUP G | on

st at us, n aut hentication identi Ing unit t hat recelves aut henti cati on

|nformat f h fromthe

| DP aut h(ltaﬁr)letnllo %%ﬁlsgg rt%oﬁg e@k&s tﬁ%%@ﬁ%’%‘{&ﬁ@l u}soéls twﬁ#%g‘%%ggnd performnms
the | og-i Gess the recei.ved ;aut.henticatio nformatl on, a
policy eva lagoa I n u&ﬁﬁf‘&tpﬁ Pros A ArsPEY C\Aﬁel%qﬁatlon rFORoT Wltﬂﬁseesremc%ratl ng the
user term nal based o ser at ute information ac |redfromthe
| DP user PEtY ‘irgiﬁi’l&e Wﬁ 6?’%&“1“1“8?? @FBF%@thPt“S%ﬁ?&t"{bHE@ l%ﬂqné?‘“? Bt #hati on is a
user to Wnomtran ssion Qf service data is permtd;néad based on 51 user
stored i AV3lRIoRERRY e PPty %@i‘?ﬁ‘&ﬁ“&‘ﬂ&%@@‘ﬁﬁlﬂnﬁr} Rsebsi A oHdaw t h the
aut henti cation token issued to the user when a result of the log-in status
checki ngupsrdPexhich i anrdentifigr phthe yiser 18 theoseraeepioyidepderies; apdiak es whet her or
not a user operating the user term nal based on the |IDP user attribute

i nf or mat kvtheriieglipn eellabpration mequesipransier ueit that wersmitsthe MR eutbenticatiemge uni t
and the policy information is a user of a target to whomtransm ssion of
servi ce dallagboratiopaeqriest tedhdB¥Rahithentizaticyegollaborating weié dfté¢rnthe heeonntt hent i cati on
informati on when a result of the log-in status checking process is the

| 0g-i n neoHabonploatpraresstaad us, an account col |l aborating unit that perforns
an account col |l aboration process with the service provider device with
reference to tlie seded prodideDRvikedncladdst | but e i nformati on when an eval uation
result by the policy evaluating unit is permssion, and generates an SP

side user ID vvalv@hﬁta&loarpohd;egtbtafgb@futﬂ{attsdaeesu&ﬁﬁcwbntﬁwlcwr&mﬁﬁg&rOVI der
device, and an authentication collaboration request transfer unit that

transm t guihbsicaBoR WHeRRHagRII TR 1oglih ?%E%tdmnﬁgﬁh%eﬁinshﬁssﬁd?ﬁoﬂtﬁg’

aut hentication collaborating unit after the acc col | aborati on process;

and servicd dafAPSdnGhe gﬁﬁélﬁﬁaﬁm&olfaﬁaﬁﬁhﬁ’ rQpbie i&H-BSBE g&% !él%ature

col | aboration request transmtted fromt I‘VI ce provi Ice to the

aut hent i gg}‘h%ﬂ“’ﬁ%gw&é thﬂﬂ Oﬁ%l‘%lnatl&pé nefldtfa‘ﬂkeg provi de_r devi.ce that is

connecte rVIC pro |der VICG ransm-t ng service data to a

I d b fi .
Col | abor at | on S)SF N 4Rl %ép REakO 55 b BefRe B ER@on it i na

theIDpr i.d ce c DP user attri but

' nf or mat IO hsf?sﬁg el}ﬁf"’t 34t Gieccommp ol brasn osaas e vih i n
which an item a user attrl but e i ncluding a user |dent| fier

i dent i fyUig &M “‘iﬁé’é‘F“ ah iforapatio Pf‘xhlﬂgwtah@aﬁfs@ﬁ g nameandanedte Yal'an it em
val ue of the user attribute; an | DP aut hentication session storage

unit t ha@mensitem ngmep pndftempyalugs ef a pser gEbee angledediin the user ARt i cati on

token representing that a log-in status of the user is a |o0g-in conpletion
st at us; information,

an SP authentication collaborating unit that verifies the authentication scheme
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,a policy information storage unit that stores policy information
representing a user of a target to whomtransm ssion of the service data is
permtted; a key storage unit that stores a signature generation key of the
| D provi der device; an | DP aut hentication coll aboration requesting
unit that issues an |IDP authentication collaboration request to the service
provi der device when a service use request is received fromthe user

term nal ; an | DP authentication collaborating unit that transmts a
| og-i n reauestd the digital sigratutedrasédher thelauthenti¢atign ischepreoowssandfthe he user
terminal is in a non-conpletion status, receives the |IDP authentication

col | abor sighatorervegfiestiontegrin theevdridgation poleyedsendhe dltkenticetiot erm nal is in a
conpl etion status, generates a digital signature on an assertion context

i ncl udi ngoléwborutivh egspoatis foteived &iak thaPP ablithehtication coltaboraimgsmitbaried on t he
signature generation key, generates an authentication assertion including

t he assefskh@nhéArhéticatddifiokbearti @adsalits $hednAhdhtiGatichnkéd AAHE b&vied
aut henti cati on col |l aboration response including the authentication

asserti Ofath o {HAQIsSAEMHIRE WHAMhE OLriflQYibR Sosufiflvalid, and @n aut hentication
col l aboration control unit includes a log-in status determ ning unit that

performs a | ogzf 9£%&tﬁkh&§caﬁ§§§é&ki’8 R QLGRS tht FHECHERP dsY&?EﬁIsFﬁI"GD 2d Mgt an

authentication token issued to the user renmains store _ _

aut hent i gah L OR 565 BkeR i1 Afon Wi ez\’gﬂ%@l? he I DP authentication

col I aboration request 1s received, an authentication collaboration request
transfer unit that transfers the | DP authentication coll aboration request
to the I DP authentication collaborating unit when a result of the log-in

status checkin ocess is a | pg-in non-conpletian status, an

it hent | dat 1 onPaRHER TS i BA ih P REE MBS SOUHERERIO: PO nf or mati on of
the user transmtted based on the [og-in re uest fromjthe |DP

aut hent i FARYHHIMESET AR {OrfguSTh iR AR RHE g¥é‘rus‘fré9ﬁf’ T€2hd performs the
| og-in process based on the received authentication information, a policy
eval uat i Aghemticatipmerllaboratign systemyradmmsronns adng-a nyeesss obbe assrigmind user
term nal based on the IDP user attribute information acquired fromthe |DP
user at t FARARIEINZH Srviee Pwwireguest taghe savice arpyidandeyies,iths/I) progrdendedec i s a
user of a target to whomtransm ssion of service data is permtted based on
a user | Eompusiegt i n the aut hentication session storage unit in association
with the authentication token issued to the user when a result of the

| og-in status emnH2Kuswy apribate siformsationestdrage unit thangores IOP usdrattribyteand

eval uates whether or not a user operating the user term nal based on the

| DP user irfbinidtiodtie wihidhamiedm fameaocfialuset ditfibmsniddhalih@Puses édendifier | but e
information storage unit and the policy information is a user to whom
transm sgeanfydig S f¥irGad dpéafying heuirtié #dodiase tidindtens C4lué bY theekarded in

t he authentication information when a result of the log-in status checking
process Lgrbdie | 09-in non-conpletion status, an account collaborating unit
that performs an account collaboration process wth the service provider
device wi th 1 eLF (ISP &RNtRidGn A5Gbh SRt IRiiAR AL & BIbARLNLGABLT On when
an evaluation result by the policy evaluating unit Is permssion, and
generat e §ss%@ia§g)n dtﬂ @n léﬁﬁlrentli%itim lt(ﬁJ%P 'rgprg%n'cigg fiat & ﬁqeg-in%ftatﬁ;'@f HE Glerid L hE
service provider device, and an authéenticatton coli aboration request
transfer,unit thzt tr?nsm' ts the I DP authentication collaboration request

to the Iﬁg'lguctoﬁlé’ 1824 col 1 abor at | ng unit after the account

col | aboration process,. 5. The ID proyider device according to claima3,
further conpri gipﬂ cy information étogaeggwgég%§@r§%pé§’ﬁ¥l H?%Hfé‘q'ﬁ?ﬁefenpﬂﬁla stores
service use gt atus information in V}hLCh the user ID.is associated with a
servi ce Y& o4piaTgel 19V heRLRANSEYSH W IIRGI9EF dafavs Rgmitted; wherein an

aut henti cation coll aboration request prelimnary processing unit eval uates
whet her or not akRestgege upiidhaisioms a nenatye ger@ptiomkay qfdhe IR prvides whom

transm ssion of service data is permtted with reference to the service use
status device;

an IDP authentication collaborating unit that transmits a log-in request to the
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dnfaormation stored in the service use status storage unit and t he policy
I nformation stored in the policy informati on storage unit.

user terminal when a log-in process of the user terminal is in a non-completion status,
receives an SP authentication collaboration request issued from the service provider
device that has received the service use request when the log-in process of the user
terminal is in a completion status, generates a digital signature on an assertion context
including an authentication scheme name of the log-in process based on the signature
generation key, generates an authentication assertion including the assertion context and
the digital signature, and transmits an authentication collaboration response including
the authentication assertion to the service provider device;

an authentication collaboration control unit includes a log-in status determining
unit that performs a log-in status checking process of checking whether or not an
authentication token issued to the user remains stored in the authentication session
storage unit when the SP authentication collaboration request is received from the user
terminal, an authentication collaboration request transfer unit that transfers the SP
authentication collaboration request to the IDP authentication collaborating unit when a
result of the log-in status checking process is a log-in non-completion status, an
authentication identifying unit that receives authentication information of the user
transmitted based on the log-in request from the IDP authentication collaborating unit
from the user terminal and performs the log-in process based on the received
authentication information, a policy evaluating unit that evaluates whether or not a user
operating the user terminal based on the IDP user attribute information acquired from
the IDP user attribute information storage unit and the policy information is a user to
whom transmission of service data is permitted based on a user ID stored in the
authentication session storage unit in association with the authentication token issued to
the user when a result of the log-in status checking process is the log-in completion

status, and evaluates whether or not a user operating the user terminal based on the IDP
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user attribute information acquired from the IDP user attribute information storage unit
and the policy information is a user of a target to whom transmission of service data is
permitted based on a user ID included in the authentication information when a result of
the log-in status checking process is the log-in non-completion status, an account
collaborating unit that performs an account collaboration process with the service
provider device with reference to the acquired IDP user attribute information when an
evaluation result by the policy evaluating unit is permission, and generates an SP side
user ID which is an identifier of the user in the service provider device, and an
authentication collaboration request transfer unit that transmits the SP authentication
collaboration request to the IDP authentication collaborating unit after the account
collaboration process; and

a transfer device that transfers the authentication collaboration request
transmitted from the service provider device to the authentication collaboration control

unit.

4. An ID provider device that is connected with a service provider device
transmitting service data to a user terminal operated by a user to configure an
authentication collaboration system, and performs a log-in process of the user terminal,
the ID provider device comprising:

an IDP user attribute information storage unit that stores IDP user attribute
information in which an item name of a user attribute including a user identifier
identifying the user and specifying the user is associated with an item value of the user
attribute;

an IDP authentication session storage unit that stores an ID of the user in

association with an authentication token representing that a log-in status of the user is a
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log-in completion status;

a policy information storage unit that stores policy information representing a
user of a target to whom transmission of the service data is permitted;

a key storage unit that stores a signature generation key of the ID_provider
device;

an IDP authentication collaboration requesting unit that issues an IDP
authentication collaboration request to the service provider device when a service use
request is received from the user terminal;

an IDP authentication collaborating unit that transmits a log-in request to the
user terminal when a log-in process of the user terminal is in a non-completion status,
receives the IDP authentication collaboration request when the log-in process of the user
terminal is in a completion status, generates a digital signature on an assertion context
including an authentication scheme name of the log-in process based on the signature
generation key, generates an authentication assertion including the assertion context and
the digital signature, and transmits an authentication collaboration response including
the authentication assertion to the service provider device; and

an authentication collaboration control unit includes a log-in status determining
unit that performs a log-in status checking process of checking whether or not an
authentication token issued to the user remains stored in the authentication session
storage unit when the IDP authentication collaboration request is received, an
authentication collaboration request transfer unit that transfers the IDP authentication
collaboration request to the IDP authentication collaborating unit when a result of the
log-in status checking process is a log-in non-completion status, an authentication
identifying unit that receives authentication information of the user transmitted based on

the log-in request from the IDP authentication collaborating unit from the user terminal
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and performs the log-in process based on the received authentication information, a
policy evaluating unit that evaluates whether or not a user operating the user terminal
based on the IDP user attribute information acquired from the IDP user attribute
information storage unit and the policy information is a user of a target to whom
transmission of service data is permitted based on a user ID stored in the authentication
session storage unit in association with the authentication token issued to the user when
a result of the log-in status checking process is the log-in completion status, and
evaluates whether or not a user operating the user terminal based on the IDP user
attribute information acquired from the IDP user attribﬁte information storage unit and
the policy information is a user to whom transmission of service data is permitted based
on a user ID included in the authentication information when a result of the log-in status
checking process is the log-in non-completion status, an account collaborating unit that
performs an account collaboration process with the service provider device with
reference to the acquired IDP user attribute information when an evaluation result by the
policy evaluating unit is permission, and generates an SP side user ID which is an
identifier of the user in the service provider device, and an authentication collaboration
request transfer unit that transmits the IDP authentication collaboration request to the

IDP authentication collaborating unit after the account collaboration process.

5. The ID provider device according to claim 3, further comprising,
a service use status storage unit that stores service use status information in
which the user ID is associated with a service use status of each service provider device,
wherein an authenticatioﬁ collaboration request preliminary processing unit
evaluates whether or not the user operating the user terminal is a user to whom

transmission of service data is permitted with reference to the service use status
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information stored in the service use status storage unit and the policy information

stored in the policy information storage unit.
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