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1 DESCRI PTI ON DATA PROCESSI NG APPARATUS 5 Techni ca
Field The present invention relates to a data
processi ng appar atus capabl e of encrypting subject
data in plain text to render it as encrypted data and
then recording it on a predejerm ned recordi ng nmedi um
and al so decrypting the encrypted data read fromthe
recordi ng means, and appDPES REON her eof . 10
Background of the Invention Nowadays, security
relating to information is becom ng increasingly

i nportant, and ] LARIE~C i ng demand
for the above- mme%ﬁgmghggﬁG@#&War at us
capabl e of encrypting the data of which contents
shoul d not desirably be known to a third 15 party

- Tedhn®fabFieRd t O as "subj ect data" in this specification)

and recording it on a recording medium Wile various

encthegiresent inserdtivngekatesao @ dptaqposssing agbapattis apiable of encrypting
practical use for the sake of keeping the subject

subjpet datg dxplain text tojrendgr ftras enerypied dpieand thengeedingdtm g
gonpletely. ln general, the subject data is encrypted
predniBE et Bemans arid A JRGTRUGE the B ypt it sl fiom the
recSRlERLl A Bisu e Rl gl ned nunber of bits and

rec ed da

I'Ng’ encryp a 20 having pieces of the cut
data encrypted respectively bound therein on a
predeterm ned recording nedium In the case of

Badkpedundiof g Iaaedtiopi ece of the cut data of the subject
~data, predetermined algorithmand key are generally

us dowahys sedwgoy ir¢latmg t© infonmeticdis becoming ipdreasatgdyinhmortant, and
prevent_ the code breaking, and the key is also
thezgtip sigpificangiingrgadng derand ot thegbpee-meplivnedsiatapropessing apparatus

B A P T
ML T T T -
medn8OT IWIHR ARk %Mergrﬁtiorp feBRAL RS '&é‘ﬁ@P& deliandg Ipm’ in¥$hBkical use for

the generated solufions; and specific informatio

the kaleasfdiesging fRasibjccodats eepetdit Rodifftaitith bfevienif B BEdakihg completely.
for identifying the algorithmused when encrypting

In general, the subject data is encrypted and recorded on the recording medium by
cutting the subject data by a predetermined number of bits and recording encrypted data
having pieces of the cut data encrypted respectively bound therein on a predetermined
recording medium.

In the case of encrypting each piece of the cut data of the subject data, predetermined
algorithm and key are generally used. This algorithm is rendered very complicated to
prevent the code breaking, and the key is also strictly managed so as not to be known to the
outside. No matiter how complicated the algorithm is rendered or even if the key is changed,

however, it is relatively easy, once the algorithm and key are known, to break the encrypted

data by using the algorithm and key.
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the subject data in predeterm ned recordi ng neans by
associating it wth the encrypted data, and wherein:

the solution generating neans hol ds at | east one of

the past solutions and also 5 erases the past

solutions when it is no |ongey necessary to assign

t hem anew. The al gorithm generating neans of the data

pregigtersdnes tiginghyarsingube genesated sdutions; arad specific imformation recording

predeterm ned timng, such as each tjinme the subject

me%‘égf‘ér ﬁ°§°féwFﬁyﬁq1@a ingprmpafien f%@?@*#ﬂwftbﬁﬁlaog@nawﬁyﬂw@&mwtmg |

t t tl. t. t

the S ¥iest B8t P PR oL E mep e Rt i s epfrypted data,

and e?éiﬁ.elﬂe QMuﬁérE ga{éﬁrngllg%eéng ﬁ§fﬂs QFféaﬁfonF BFth%tap%Et sr])ﬂltioHs and also
t solu gor e

solutions to ion generating a mint
erafed 8t pakt BRI WheA it Bo $get h@BssARFoHs§ion REASRW. t he
past solutions when it is no | onger necéessary to
~ as Sihgalgonichm gamasatingmediiserf theodaty plobessihatappptate @esdrags the
appar atus successively generates the al gorithms used
algg Hepipdettained dmdng; sygit dseactbimeiee silbgest dath ig encrypted or the

B GRARAE TR T BOR AAEEE 5
on el b P g dEtRed NG ElaBEr Y oteb s odthl PG i past
solftioRS & the W 1HkbP BéheRithh oS SRR PR LBSYF é@%&ﬁﬁg the soll% 'og and also

unnecessary to generdte new sol utions. erefore,
eragd@ti® fABQORADNE &/hak REE Ab WhngeBfece ArP@HssiSR tHéim Ay
erased one after another. For this reason, even if
t hdn sthiettvonl) sheadatd priosegsingrappamatusisnecessivel geenarasmthio algorithms
third party, a third party cannot know the route )
usegfrEncryption yid dacayptieadyithe algarithme gansfatingoneaps.  ‘Hee algorithm
abgve reason ere.is only a little possibility tha

, LN ,
EENERIENG BEarf ‘ESM’HSR selytipnsy, m fhe caps of generating thelgeriffms.  As

k t.h hi . Th
des R B e PR st R B oS il Fptpepmaore, these
sohitn§ ate@Patbd ondd et BERR QHRE&SAY i@ g&m& %'lﬁvg%luttiﬂﬁs.

above-nmentioned first i1 nvention”changes

al gbEicfdtaFthe HOMPYQIessing appraad B (BOPRYSoiens@¥®d oRb after
sane effects as in the above- 25 nentioned case can

. anothieer divy thie resisomienemnl if the solutimtsan des peiht m tirge eatergitniofsndry a third

by a_data processing apparatus including enc%i tin

partyeg hardingrty eanof knpwdghe e which shexsalytion has fragedcthersp
usi a predeterm,ed. al gorjthm and, a .predetermined . .
o o0 B Biitrereasn, Heroisapiioe birbmerab Bl SieRpiHbememunication by
. f .dj r . ecrypting '
mlsﬁdg%rég%géﬁ%gﬁa;%ﬁls H%S}?’ﬁé%el%grb&gbggj]% ta“fead fromthe
4 The GRS MendtiRA SoRYioH$ a9 bk BedbIMddn HumBéks 58X rakkd
when encrypting the encrypted data to
The data processing apparatus of the above-mentioned first invention changes the
algorithms. However, it may also change the keys. The same effects as in the above-
mentioned case can thereby be obtained.

For instance, this is exemplified by a data processing apparatus including encrypting

means for encrypting subject data in plain text by using a predetermined algorithm and a

- predetermined key to render it as encrypted data, recording means for recording the

encrypted data, and decrypting means for decrypting the encrypted data read from the
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render it as the subject data, conprising: solution
generating neans for sequentially generating new
solutions in predeternmined timng by assigning past
solutions to a predeterm ned solution generating
al gorithm capabl e of generatipg a new solution by 5
assigning at | east one of the past solutions thereto;
rectashin gymears dyi usingrtbaalgofitm arebkegnistdivhyn exepptirg the gndrepted data to
keys in predetermned timng by using the generated
rendey) i) a5 thp subjest dagpeemmpriting ispfutipngencsatingaueadiforsequentiolly
for. recording specific information for, identifying the
BENEERING DEY SOMDRS P%?%ﬂf tiing, hy; assignigPast sqlutions'to a
' di eans_by, associating it wt.h
prefi EARHEL 18FSh £ HEREH: Ao AR P RSBt Fpf Slubin oy
assBanRY ' i (354 | Eé]ﬁ% N nan i
sol uta?gér?ggo and gli?e s%ﬁgggggénsttﬁ%}é%ést e% 1{ﬂ:]'ltigns \Aiiéo}ngﬁuenudly
genlefating newl@es inwedasaiived OmapHyokidgdBe el sdliortbah specific
processi ng apparatus of the first invention may al so
infoymatihe resnatingnmeansifor recordimnypeciiesnfonhationgfomidentifying the key used
capabl e of cutting the subject data by a predeterm ned
when erseyptig thesubject aaté inpredetermaingd eesewling meing hy aseociatingtit with the
data, and al.sq cuttjng .the encrypted da into 15
enchie Gt 4l Sl the SRipGon erreiaing e Bl Rileast e of the past
f.~ D [ 1 he cr vt ta is cut .
sol R ha fiso Bt Y LY GRbATY B Mo OBn rBorfiy Whssian them
ane@Crypt the processing subject data by encrypting
each -piece of the plain text cut data cut the subject
datEhehliata processih iapgaritag 06 the Jirst i eah€ion imayassd kiethe one wherein: it
encrypted cut data, and the decrypting neans adapted
conpyisgeeutiing mggnmpallp of ngtting de spbjecedatd by h predletrmpted dumber of
cut data tq render it as the plain text cut data; and

bits ipto mpltiplegreces ppPiaybisx bt dalgend glsnentine s enceynied datanto
4 B 8 e ST HEb e R S By

s iy e R0 RS Bl S5 BrE for s
by &R¥yptig@hch HiBE: Sfuhk Bhin fa At dhA uPfhe 386RCITLLSP &k RGtting means to
apparatus of the first invention conpri'sing the

 renddrgoasithéiencriftedjeutaiant, and) theriROs ptifi et galapleli o deotyficby

generated in any timng whatsoever. For instance, the
decgipgpe eadhrpierandithe ennyyprediot datato gender ittae thehplaial textrout fats; and it
each tinme the subject data is encrypted. Thus,
alsqOmIEISEH EOTReEHtS Ieshs far @@@%}ggp@&pﬁ@w@ pftheqperypted cut data

AT T N TCRTC R S—
mulpIASIELR9Y thePlain text cut data decrypted by the decrypting means into a series of
the subject data.

In the data processing apparatus of the first invention comprising the algorithm
generating means, the algorithm may be generated in any timing whatsoever.

For instance, the algorithm generating means may generate the algorithms each time
the subject data is encrypted. Thus, different algorithms are generated each time the
processing subject data is encrypted, and so it is difficult for the third party to know the
algorithms by analogy. '
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The al gorithm generating neans nmay generate the

algorithns each tinme the plain text cut data is

encrypted. Thus, the algorithns are generated nore
frequently, and so it is nore difficult for the third

party to know the algorithms by analogy. In the data
processi ng apparatus of the first invention conprising

t heThealgargthar generagng menesomsy geieeatls ¢he digorithms gacketiaé €t plain text
in any timng whatsoever. For instance, the key

cutglaidp sRorpptede ahkus thy algosithms arergeperateganera Slequently, amrbso it is more
..Subj ec ata is encrypted. Thus, different keys are
dﬁ@@ﬁ@ﬁi}?ﬁ’é‘gem Fq?lgqu%@xe gositluns by andlegYect data s
en (L 1 ifflgult for the thir rt .
£ o iR it R Essbit dpoalelydiind Btk nykfop il RREh denerating
HRSRY nitlybel fMResRISn GRS Rndid ain text cut
megg%/a is? 1(¥%en'(%:brﬁ§pt ed. T_%us_, %Tﬁ,lel5 ng} are generated
norEorfiisegicethe key aatbrahgithedns mil Rnétafel th€ ks daeli tilleGhe subject
third party to know the keys by anal ogy. The sol ution
datyreacepiady fbasgliffexetleys aret generaed eadh titnealnes plocessingtsabject data
ast solutiagns. It may acquire the solutions by

is CRERPIsH 119 Sl 15 SiTSvls 4er the Gyitk pasIcio koW iFee KDl byiaAlogy.
D ks EEn g AR s Y ISt THedient ORI e pIAT, 5t ot data i
. . diet P e
encBpied | fhuk dn REy L MRS BORE AR, A sp o mhdte BBl for e

third ARy 88 kitey FRARSs BR¥ndlop an initial solution to be
assigned to the” solution generating algorithmfirst

on Thei soluaioh\genaadiginens deheratslthtt hewnsolutldi fide el padt solutions.
i nformati on used on the data processing apparatus of
It mayecqiirstheisplpdions byassigning maltiple pasesoitipms itd tharsolution generating
enerating nmeans may be any information as long as it
alg‘gfghfq- d it Ber morespesifie, cathghona past spdieipn g apultiple Dapl solgions may be

s P 2 BBl BRSSP BRESA b e i
st Bl ReALAES LOMAFRPRAT M AR IFOFERA% e

sol@felebfing Algutittdi firs bR iliNA1P SndtdinBthd shetidny. t he
al gorithm generating nmeans on generating the
al githeisploific Aforivstionpred b thei dat:OproBdssing appaaue bf thedirst invention
data processing apparatus of the first invention

congmispg the algorifhun generyingamennis mpyrhecany infieymitéoneanjong as it can identify
ipfarmation as long as it can identify the Kkey used

the glearithop pssdsvhenenchptisg theetbicghdaa- 6 For i nstance, the

2&%83% fn"g%é‘l'cg; %%&?ﬁ%ﬁ;ﬁr&ag& }ngt?r bie(: e z;ltggr?thjfn itsteﬂ’?the solutions used
by the algorithm generating means on generating the algorithm or information indicating
what number generated solutions are the solutions used by the algorithm generating means on
generating the algorithm. _

The specific information used on the data processing apparatus of the first invention

comprising the key generating means may be any information as long as it can identify the

key used when encrypting the subject data.
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key generating nmeans on generating the key or

i nformati on indicating what nunber generated

solutions are the solutions used by the key generating
nmeans on generating the key. The sane effects as the

data processing apparatus of the first invention

conprising the 5 algorithmgenerating neans may be

obt Eirnesdariey, thhepdeifid infernmption tday e flor kdyrissenihe .sollkibss used by the
method is the one perfornmed in a data processing

eIy Tt o
solafr® ol 5B sBln e BV k) efiah TR BTy RECRE KO3
dat-s¢ ' dat a | ot .
cony R URLARs MR PN 1Bt Br RGOl Somerising e

algbBiheh fdn@rtihb ndalS R ib@%bﬂa@uﬁﬁ:ﬁnﬁe gﬁtﬂo%il%‘ 38 for instance.

al gorithm and key uSed when encrypti ng e encrypte

datFhit mettwddetheidne perfoirial idwhjaCirotkakiag aﬁ?&aﬂh@ €orqREferming steps
processi ng apparatus performs the steps of:

of: ererypting sbjept dasmar plainrtgxtrbevusingod predesersnined algorithm and a

redetermned timng by assigning past solutions to a

prefivieauined knederdss ifasSRCTyRied it ravrdingbeicnenypied datslin
prefftetiged Sopitheuli: bl Eermlingin ot fhraiong om e Tecording

me ARl e BB 5 Kol el R SR B G i el B renderias

thelsthjeécmtal on for identifying the algorithmused when
encrypting the subject data in predeterm ned recording
meakisd thy datageoissihg appardtunpérforidieheeqtepsyft aduaaiafly ganétating new
t he data processing apparatus holds at |east one of

solytipas i predetormingd fimingbly adsigning pesewlutivns pas preslsterined solution
when iaig?i_s no | onger necessary to assign 20 them

gengratine algogithuy GapableQfgenerating p acw plitiph b @sxigning at least one of the

B 5= BHE0E RGBSl
s T R

alg@ithmAned Whkh Bﬂcr?'pﬂﬂi b s@6jkd dafh iR pRidRtdr@tiedR¥cdid
g-predeterrri ned a gorgle‘thhmﬂ‘gjnd a 25pgér edeterm nedéﬁklg%et%gsjoy
assga@atihgrit with alse erecyprai dala datiahe do£ prodessthgtdpparans hyised least one of
data in predeterm ned recordi ng neans; and decrypting :
the pp selytipgaandchlspearases dhepast soluticme when dfrid nndonger neressayy to assign
usi ng the al gorithm and key used when encrypting the
thepé‘r?@?‘%pt ed data to render it as the subject data. 7

'8‘? dI'htéagg.[ung %Et?%tg F1§ ﬁ%gq?qta?[g:f)?%gﬁ% gwasratgg E)% e l}ﬁstt itq\(?en%itog ICc):gmprising the

key generating means may be obtained by the following method for instance.

This method is the one performed in a data processing apparatus for performing steps
of: encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data; recording the encrypted data in
predetermined recording means; and decrypting the encrypted data read from the recording
means by using the algorithm and key used when encrypting the encrypted data to render it as
the subject data.
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solutions in predetermined timng by assigning past
solutions to a predeterm ned solution generating

al gorithm capabl e of generating a new sol ution by

assigning at |east one of the past solutions thereto;
sequential Iy generating new keys in predetern ned

timng by using the 5 generated sol utions; and

r ecurdiha datg pecxieksing apffacatmmpérforndfsolie stefanifi feyuagiallyeekayting new

used when en.cr%_ti‘n the subject data in _ _
solyiong &t Riedstermpme 8@1@9%93&\5@% 35t sodutions ta 4 preditermined solution
essi.ng appar at us

scoigfing SRt SiPoBR ot SERPRApALr OIOR eSS M gwcon of the
RS i Lt | - .
pas AR e B S By BRI e B8P ey v he

- genbfitedl BRMoNS; 3l 980k dind SpdHid AGrmatibn gJI%&ﬁﬁ%ﬂg the key used when
I ata proc

invention of this application is a ssin
enceypiag deusibjescdats ingred@Biiied forgrdiftiants Oy BUIMBEiWith the
subject data in plain text by using a predeterm ned
encgypipsrdatdh amdithe datgpredessing mppandtuk dylds at feestaae of thegmst solutions and
encrypted data, recording means for recording the
alsqgrases theRpstsplufions yehen dicis o dongsr pecsssery torassige tham prgyy.
ata.read .fromthe_recordi ng nmeans by

t he.encrypt.ed ]

usm'ﬁ Sﬁ?éﬁé?‘@%'?l?‘e RS PplgatoRsis S floWsencr ypt i ng t he

15 . At ' ,

o R SRR o Rl SRR Al o SUBNE o ey
enciyPHAL hnchhefBr %ﬁcﬁﬁ&fﬁﬁjéﬁ? had idlphé @b yIRH %’ :P%l%determined

mul t1ple pieces of the encrypted data” I nthe sane
algarithharand s prédetamiiesd lafy te naidepitia® Bndriyste®@ita, rebdrding means for

appar atus conprising: solution generating neans for
recosdingdhn ¢r@rmé$éatm@didngryp§mg swha foodecryptiolg the ecrypred data read

subj ect data is. encrypted by assjgni ng past sol utions

from g“éafeﬁqrgﬂlét%‘?@? R¥ &S@gﬂﬁq iﬂsﬁﬂé@h@ddt%@ecbwgm pROTHPtIE the
b f nerating.,a n soJ.ution by assigning a .
encf BRI @ e RF R e ot fileoRtich ifupt) sl icsts & the subjct
. ! LAl Cati

OB PRI SR TR gl oY o O AL b s
in eNREUrest A8 YhdsiiBGoflMeryPBBR iRk &ft, B0 pildrR0S coBmBRAAS solution

al gorithm generating nmeans for sequentially
generating micansgfot bezusmintlyevealiog hew Roktiess daob signcoihe elitsie data is

by the first algorithmgenerating means each tine the
enciytadypytassigaineg pastsolnsions ot epredstenminedysol itéonggameraing @lgdsithm

%}gl géi ons,. and wherejn: the solution generati ng means
capaple gls8eneraliag ameyselyton hyassigaing ap legstions of therpastsolegions thereto;

A e G S b b gt e e
i SRR RSS9 IRHE Rl e G Beon Ul g

meats Fdt sehgentinllp berefutBidtth® BamSnew AR oSBEA mé%e%?:héﬁfédi ¥ the first
this case is a data processing apparatus including _
algogilomyepbéragng means each time the encrypted data is decrypted by using the generated

solutions, and wherein: the solution generating means holds at least one of the past solutions
and also erases the past solutions when it is no longer necessary to assign them anew. .
The above-mentioned second invention changes the algorithms. However, there are

also the cases where it changes the keys as with the first invention,
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means for encrypting subject data in plain text by
using a predetermned algorithmand a predeterm ned
key to render it as encrypted data, recordi ng neans
for recording the encrypted data, and decrypting
means for decrypting the encrypted data read fromthe
5 recording neans by using the algorithmand key used
whePhesnemylnnivengiontie thiscasgps £datd ptaressing appacieys intluding encrypting
the subject data, which encrypts nmultiple pieces of
megnsdosensrattingsubigct daty Bynlaip tedidmusing apredateroningst algorithmeand a
of the_encrypted data in

profEr LY Gaphoes ‘{S%Eg%_le)ﬁ’gr%a@f reSREding eds fphescerding the
enh e RRE NS SHORL R AL ERSSAL B R e
recérdfhgSHEINS ‘b?' wWilodhé 81gBAMNY BI(?E i e@ WhLR @h&g?tg‘r% tﬁgéﬁcrypted data to

sol utions fo a predeterm ned ution gen _

renddrgoas thé satje datag whichgRosHatmigipR pieds of telhibjett dava to render them
assigning at | east one of the past solutions thereto;

as the erar dafa and de¢rypts mpHtiple piaces ofethe emdriypted iata in the same order as

ge erating new keys each tinme the subject data is
the yg@wm?n@?rﬁ@ﬂ thecappgaiscampeisHg! snlpinmsgenseating gneans for

ol TS T8 B ST Sk GRS
RSSO S PR B IELY I, 5 oining anw

solyHRRS dééiﬁﬁihg ab Rlabtldn@of Ws%dlﬁtﬂ)ngﬁ?e?&opﬁ}sgﬁeg %eg-gltaﬁﬁé tneans for

one of the past solutions and al so erases th
seqeaitially gaseratirgmevt kéys each timegles subfec a8 & shckfptaBIS) @ing the
them anew. The data processing apparatus of the second
genprafesiolusions;seeond keyrgenerating tnearis foh sequentidlly genemting the.same new
However, it dpes nof use the specific information for )
keys agﬁioﬁ? nstptehBy thedust keygeperatipmenns qagly timedhe opraypted data is

- cecRSG B b BBl SoMBORS pnd Aol 8 b G e ating means ot

BN RPN T BB 05580 B Bk e

necBis@6as afigh henedewpt ed data in the same order as the
order of encryption thereof. The al gorithm generating

me dite dataprodessikg wppreraes af ihegedvbdisventioh isithéitubto that of the first
. processing 25 apparatus of the second invention
nvepsionr aHewere, Hidges netise therapedifig informition; foridenéfyingshe elgorithm or
ata .i§ encrypt.ed resBectiver. MWhen performng the

the ke Hsrdvhish enetyting fhe 9Piseldaly-nglhipisdrlataddo ilghakthedata processing
' ti { t he | it d .

appE6RY SR AR eRR R R o BB G apender it as

encﬁ}ﬂ)‘i‘éﬁaﬁf &hd ded ﬁ}tfb}ﬁ/@ﬁi@ée%'o@ CheARAAd FatPIn thb SariE 62 as the

nvent on sequenti a
order of encryption thereof.

The algorithm generating means and the key generating means of the data processing

apparatus of the second invention generate the algorithms and keys each time the subject data

is encrypted respectively. 'When performing the decryption, the data processing apparatus
of the second invention generates the same algorithms and keys as those used when

performing the encryption.
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generates the sane algorithns or keys as those
generated in the past. For that reason, it is not
necessary to use the above-nentioned specific
information if only the nmultiple pieces of the
encrypted data are decrypted gn the sanme order as the
order of encryption thereof. The two data processing
appHheatfions theodata preocesingragpamtns of ihersebandeinontion akattentially
generating nmeans comon between the first algorithm

gengeaies he suge pleardhaer kewe andosesgegeratedimtiyepast. at Fayghat reason, it is

neans or. the first key.generatjng neans apd second key
OSBRI Y5 s 2he Vo PEUCEd SprRIFCHOTTRIond! ol ghe multple picces of

o B T T S5
Teafe W%@&Sﬁg%ﬁéﬁi sIF (BEBROAY IR entiGiAike one solution

respectively or the first key generating means and
gereeatingdndepy coRABhdetwign theARS algbHdae bénétdtihg rindlnd second
exanple of the forner, there is a data processing
algenthar gengratingahesis nythefirstykey igageratimmmsarfsand secny kel generating
subj ect. data in plain text by using a predeterm ned )
megnsupyid FRio-a It by depopessibles é@wk\éﬂﬁ foPrevifde 8vo sqlutign generating
encrypt ed data,, recordi ng means for recordin e 1
mefi i & ol f Hebn Gt PG s Pty dangtm
. . n .
B R e R TG L B0 ot TR, AL (T gonerating
me@iGeyRERGkIgata to render it as the subject data,
whi ch encrypts nultiple pieces of the subject data to
r endlean exumiple afthe fernesncthyretied daa tprodeBding gsayt Sincluding encrypting
mul tiple pieces of the encrypted data in the sane
megisfer engryptinigesubjedidatain Waio gy by asingtaepreddterntited algorithm and a
par at conprising: first solution generating nmeans
Pfea%f:%e@ E%pu@rf@%ﬂf ihAScarEPiedidaty, Freprding mepriier ererling He

enchfie sl 25 BrbdmBR AR e ueing e G b igpd from the

, - ; : T

B SARGY e A R L VBlh B Bl

renfléribis tk G@hjbétiiata0 GRRhFhERPts lﬁﬁlﬁpﬁz fi8des DL HQbjed! da¥a to render them
generating new algorithns each tinme the subject data

as the esmrgpiyd ekl abyt decrgps gmiltiple pidcus oiths eganpteddad ibyhe dae order as
first solution generating neans; second sol ution 25
the gedss ph enayptiasatherep thesapgparantsi comipyisipgnfirst solntjon penesatimg means for
new, sol utions as those generated by the first o
seogH A g eTaMay B o WS SO R (e FHbIAch data i ppiried bsaigning
t ed ast..sol uti

ol SRS SRR BB LR e sy anew

solGRRRHAS i o Rl el ot GG ‘ i
° of t H’ZASP st so‘lféljﬂtsﬁ ons&megéhg?%? secgﬁ%&gr g%SF %%ﬁlﬁn{hn%&emmg
me@RITer fqubgtiallyaRAsrafifd née dlpehtind dath GiaRahabit)éct'dif i§ ai@ypted by
new al gorithnms as those generated by the fifst 10
using the solutions generated by the first solution generating means; second solution

generating means for sequentially generating the same new solutions as those generated by
the first solution generating means each time the encrypted data is decrypted by assigning

past solutions to a predetermined solution generating algorithm capable of generating a new
solution by assigning at least one of the past solutions thergto; second algorithm generating

means for sequentially generating the same new algorithms as those generated by the first
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al gorithm generating neans each tine the encrypted
data is decrypted by using the solutions generated by
t he second sol uti on generati ng nmeans, and wherein: the
first solution generating neans and the second
sol ution generating nmeans holg, at |east one of the
past solutions and also erases the past sol utions
algomithm generatingondanm gah tiree the eacyypted dassis dacrypredbansing tie solutions
As an exanple of the latter, there is a data

- gensratedby the secand solrtion sencrpting weansnand whemiy: thedsisofusion generating

ect data in f ex

Regeeand g g

e ARl SGen S<Pefhuas atesns foldrtloastn 0 Mt lations and
_ : d

s BRI b BRI A Tond S RART TR e e

f oradlacEiniIo o hBS.RAGLYRYEE it bRodoBRt &kl icluding encrypting

recordi ng nmeans by using t orit ey us
metsefor eneyptilg salijebhdutLincHMn e balstglOpré@etéBialal algdritf and a
the subject data, which encrypts nultiple pieces of
predé¢terngingd kest todander timsreacnypted datprecaslingmeandoy pradintatha
and(ﬁ crypts mnultiple pieces of the encrypted data in
encyypie 2 desrypting meansdpridecrypting the onarypipd data readfirom the

e R AT LA A S FORAS BB
BT ) 5, 8 SR B B g render e

as tBé BSUr{pteauS@RAR UecrPpts %ﬂﬁﬁlt@%ﬁéégs 8f 16 WhdrypR@kth iil?ﬂletb‘éme order as

assi gning at | east one of e past solutions thereto;

the brdes bf key yimahereof) thegppasinis@ompsRibgefitst litlon generating means for
generating new keys each tinme the subject data is ,

sequentially ekrbting mawn splutiens eadh titniedins supgroe dath ékenioyypitdteby assigning
first solution generating neans; second sol ution

PastRafionsitn 8 Prdgtesmined solubian apraratingal gabmeapale phgensrating a new
AR LRl Ly 9 s o

scaBREND ikt ARS] AUACPARL BELMILORS Prbeilog by g e
sohgRne E@ﬁdrﬁlﬁd By BRYFiSOIMi i beR¥ratiAg Pedhd: RecoAl sbRBSH cOtfating means
of the past Solutions thereto; Second key gener afgl ng
for reeymantidllyr gensmtjng tei satnenegesobutivint Ag tHolke garPRe Y his #i¢6t solution
as those generated by the first key generating neans
geNgTAtiAg Mmegps el tisrecthy gaampigd dataiis defrpptyd by dssigningspasy salhgons to a
ﬂ?ﬁ‘gl ut.iopns_generated by the second sol ution generati n%
preggierune mﬂwwapwmg Algorithng capable afigsperging:s aew selution by
Jeans. and the .25 second. sol.ution generating neans hold
assiffi3 RO, dnd B P Qo i P ok bp Sralid dians
seaR AT SR sIob Nl hbo kB! hOUIRheARIINARE Hrk Rey eqerating
e @a¢HItimB IR dricHbtéIatdR debiSpRIaco W EthB soluti CRADS k2
cutting neans cf?z?l)pablae of cutting t hegeﬂgug? ec(t)n at a atby a the

secqurdespditemngenemciting meens, afid whedet: ithid Grsosoliigl genpiagif g ncahs and the
plain text cut data and also cutting the encrypted
secqpk Wlytipngenerating means hold at least one of the past solutions and also erases the
past solutions when it is no longer necessary to assign them anew.
The data processing apparatus of the second invention may be the one wherein: it
comprises cutting means capable of cutting the subject data by a predetermined number of

bits into multiple pieces of plain text cut data and also cutting the encrypted data into
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11 multiple pieces of encrypted cut data by the sane

nunber of bits by which the encrypted data is cut

when encrypted; the encrypting neans adapted to

encrypt the processing subject data by encrypting

each piece of the plain text ,gut data cut the subject

data by the cutting neans to render it as the
mulipde piseesf encrypied sut datalby He sdmemypibenef bisdryswhsidia fiteeicrypted data
., to gecrypt q¥ 5 decrypting each piece of the encrypted
1s cuf, whepyenerypied; dbgiiicryRtingdneans agapsed-toteasayptihe pereessingsithject data

It | SO _conpris connect | ang for. connectin )
by b findany ERbs e BRI et ol v e <Ubied iy (B aing means to
_ . e . ¢
rendh i ACHEBAT YRR Bk IIEE g W @R E WS CAasblil «F REY,
deckpting@déh pietsofine élydiy?@ld Bt ddtProdBder Btds ek SBANSxt it §atd; and it
series of the subject data. 10 The second i nvention
alsoreymprises chimectigyd memnt forlcdnnetiig moltipla/piag:s GE tHe@fcrypted cut data
first exanple of the second invention is a netho
encpent¢byrig eneryntingmganyiotoes sarieg of tigpaerypted damrand also connecting
erform ng steps of: encrypting subject data in plain
mulfipls pieges g8 e pIain (65 SHERAER Hrorepioh Py dieidenrypting mgans info a series of
1he@&?9§t éﬁ ned key to render it as encrypted data;
recording the encrypted data in predeterm ned

re | - ' I

bR Rhn 30 S Rl A LAY e e

al gofirdtbrample ok B s8Rl REHHORNE h YR oADel08ne PR ¥4t Bfdcessing
data to render it as the subject data.” According to

-appahitss foppdrbumingdseptadfaencoymingsabjeot davirpiin Sexp & usings:

a step of sequentially generating new solutions each
predstepminerbal gerifhmeand wpéetﬁmﬁ:kqmp aehdsy itas sigppted dpastecording
th sol uti gHs t.o a predeterm ncg_g sol ution _generating
© ERGTPIet fate i prgPlsBined arrording Asns: ABMISEVRIIEGhe Bycrypted data read

[ gni ne, of, th asf, solutions 20 .
froff e QR Aheb S e HebUBREAR 113 uRE picpting e
cBRAMEN &) )P NRAd | al ' },:%Bao ' {
- subj ect data is er@% 5%@39%% ugle{:%tl e g@%&ﬁ"@?“e difa
procs3bivp lappegatu@ PeHGmBes oRf of befiehfidI gefieRBhahéw domtibis &fch time the
sequentially generating the sane new al gorithns as
subjenbdata gemeryateddyi assighing phitrselutishgtr d pledetgmmiecdtdlagon generating
step each tinme the encrypted data is decrypted by

algorghmapple ofgenerating @ neyl selytinndhy aspigningat lastone of the past solutions

ocessi aratus hol ds_at | east one of the past .
therglpy & 1) plebs it Sgnerpiing WPnSEeapFbals eEnersing Resl2arRHmS each time
Lt . t 0 _assi t hem anew, .
the it op it P flp LB BRREHHE SRR ot B3 %op atsapigpm
genbrafiffy 88p b SeRBRAAR! g%ﬁeﬁﬁﬁdg iR %%ﬁya@%o?iﬂ]ﬂk' ég {HR5E gerﬁ:rated in the
pi ecés of the encrypted ta in the same order as the
firsodlgerithof geporin® biep RadH 1@me @e enfryp@eiaiith BX¥BBRPRAILY Wing the
met hod perforned in a data processing apparatus for
generated solutions, and the data processing apparatus holds at least one of the past solutions
and also erases the past solutions when it is no longer necessary to assign them anew,
encrypts multiple pieces of the subject data to render them as the encrypted data and decrypts
multiple pieces of the encrypted data in the same order as the order of encryption thereof.
A second example is a method performed in a data processing apparatus for

performing steps of: encrypting subject data in plain text by using a predetermined algorithm
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perform ng steps of. encrypting subject data in plain

text by using a predetermned algorithm 12 and a

predeterm ned key to render it as encrypted data;

recording the encrypted data in predeterm ned

recordi ng neans; and decryptiqng the encrypted data

read fromthe recording neans by using the algorithm
andgihpredesgronined| kephiorrerder itastenngyptedalatr cacpptingithd @herypted data in

render it as_ the subject data. Accordi ng to this

preggtempined Freoglingmeinse dxkdecgyntmg dheenrsynied dass rrad fepma thegecording
of .5 sequentjal. ener at i new sol Uti ons each .tine .
mefled BB {s2rine BRE R s amen ot P gnSgted dafiio rende it o
L t rm t] ' )
SPGB EASE 0L IBD B A pgtom: e of
seq&ritiallfigeferiing A4 bol@fiéhsQdach itieRRS bubk Hith HhckiREEbPassigning
a first key generating step of sequentially
pasysoletiGrsitog paeisteomited salutioh igoRerhiing: & pdbyithai cagatila of generating a new
encrypted by using the generated solutions; and a
solutionoicskigningaat daast ang f $hepasosolatéansdhmretal 4 firsy ke gerterating step of
t he. sanme 10 new kgys as, those generated in the first
seapeyialjs FEprafing ey kfyseach e e siecs Aunypanseyiied by pajng the

sl B nani B o BERRHYE Sgp OF Kb g oo the same
nevPRSJs a3 Phdtk 'g@ﬂe?a@@ th ﬂlle?ﬁstq{e??%ﬁ%régﬁ?%ﬁ@? %acﬁ%&& th@ %ﬁcﬁ%&ﬁ data is

It s no | dnger necessary _ em anew,
decByiEd/ ¥ Gsifidlthel geh@rarl 86R%ioRd, ahl thesdhli R6testRl %Fbﬁafu@ MRS at least
themas the encrypted data and decrypts nultiple
onepifdbepaso folutiensend mispteeabes dtegpastrsolitions avien tirigdes laget eessary to
15 order of encryption thereof. A third exanple is a

assigptthesy apesy feaeripts mwltiplecpieces of Sranibjentdatpioarcadarshdm as the
erformn steps of; .encrypting subject data in plain

encB R oG Rl P A ¥ i G s Al e

ordglr&de%g%%{; er&?y to render it as encrypted data;

recordi‘ng encrypted data in predeterm ned

rec ; : .
g RO SkaRAS 1 1A Hod BN BIcl T A3 ROCERHRG bbb for performing
stepisl dFoerickypringRdbjsendatisia bl ekt B G lal Pedd I iIIC YR and a
data to render it as the subject data. According to’
preddiemninet keydkp retnier itas an@iypled siatanpcanliag the eacrpptefiaiatsin a
first solutjion generating step of sequentially )
predederanipgd regording meanst ashdecemiing thewncryntedsdat eead fevum hejrgcording

e R e OB L PR SECTAP G P RASTYEleg dgfdo ronder it a
o BN PO 508 By v
sohEtRMSeRbians 8o Bf &qu h&labiy H&g S61atbAkABE Wme thg s%li}ect data is

algorithns each tine th subj ett data Is encrypte
encigiteibbyt f8ighilg fiakioitaties € & pRdetefminde sblufish g&RiratiigdNgorithm
generating step; and a second solution generating
capghle of génesdingameavasdiytiapebessaigning 4t heastamesnf nepaso boltitiomsthereto; a

ﬁrsta e?lgorithm generating step of sequentially generating new algorithms each time the
subject data is encrypted by using the solutions generated in the first solution generating step;
and a second solution generating step of sequentially generating the same new solutions as
those generated in the first solution generating step each time the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of
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those generated in the first solution generating step
each tinme the encrypted data is decrypted by
assi gni ng past solutions to a predeterm ned sol ution
generating al gorithm capable of 13 generating a new
solution by assigning at |easi;one of the past
solutions thereto; a second algorithmgenerating step
gensratigqunat sodution byeansigairigrey leasboreanfthenmst sdlotionstierstoas second
thgse generated in the first al gorithmgenerating
aAlZOTIBE BN HeDI SC@IBRIIY BeRcEng thasagaapelseritbyns as those

T T A e
ek RSk B BRSPS ALy8] B8 pocsing

appaeReskclilyatllSasBsitd §thé PRGN EYhS zﬁﬁ%%@r&eﬂﬂetaﬂaﬁi ﬁlutions when it is
pi eces of the subject data to render themas the

no mgenpEcedanyad assge thdacinempt, endrubts npileplp iﬁ&ﬁ:@§oﬂi1e bilitgect data to

encrypted data in the sane order as the order of
rendeyctheiptas dhe anopéask datparidbdacryptemaliplepicessaf et dnodypted data in the

erforned in a data processing apparatus for 10

Sa“%e‘?rflﬁrrarﬁ‘ﬂ%o@f”é ensFyPtiondhsreRf ng subj ect data in plain

tex usi.ng.a. predeterm.ned .algarithm and a

or o 0 e B 0BRSS adegets for

AR a0 Jf! inl flai ' i i
pestEREEELA RN el il i R BE S  hscrpined lgrit
and £pdddteiinéd ey ©Gaidr iths ABIPRed *?Mta%’fécﬁﬂiiﬁ@ﬂle%&??ieﬁ l¥a in

and key used when encrypting the encrypted data’to
predetemiened tecasling iearsy mddderyjaing therierwited ddth eeaddiom the recording

pracessin Z&parat us 1Eerforms: a first solution
me@qg,hyrwqg,{ge oxtham ad keseangd ivehienlehgrypéngthe enenypted wata to render it as

sgol.utions each ti the subject data is encrypted by )
the ég@F?jrﬁ%ﬁg Wgsl?lm é‘bﬁtn&t? BIfSesy eAPpra s tReFRTTRE @ %ré'l sofytiph generating
' Eth | e of, ..generatin new
stef S ERAh Ay BB Y7 QAR o S i ady Meorypted by
taoiS ' j : [
sss B HBIIRRS © Bireith i KN OEAEEA MR Bt o
geneaitiag ase@ohitiohdY askignigiadattvne SOHHaONDIARMS HREAS, d frst key
the first solution generating step; and a second
gengsting istep of eqyentinlhit gemgrating pewfkegeench minmestht yulsjectelaatis Bgcrypted

the same new sol utions as those generated in the
by ysingsthe seluipnsogengeated iarthe frss selptiengenerating stepeamshcsegphdsblution

ey A AT e B
frs AR dolhain it c2eH b O SRR B R e Rple Bl g past
solftioRp to predSBHAREH 3blhdo® g?}%g;?h{;g%%@%g ?:gﬁﬁl%rl]g %ﬁg%ﬁzlggﬁ new

those generated in the . .
solwnibytdssigninh at Rastionplof thedRisBsohition s Gieydth o4 sde¥ndRéygenbRRing step
solutions generated in the second solution generating
of sequaptialiy generrsing dhersqmeonse keysps dppa gatarstel d the fatt Regasherating

one_ of the past .
step each time the encrypted data is decrypted by using the solutions generated in the second

solution generating step, and the data processing apparatus holds at least one of the past
solutions and also erases the past solutions when it is no longer necessary to assign them

anew, encrypts multiple pieces of the subject data to render them as the encrypted data and
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sol utions and al so erases the past solutions when it
is no longer necessary to assign them anew, encrypts
mul ti pl e pieces of the subject data to render them as
the encrypted data and 14 decrypts multiple pieces of
the encrypted data in the sang,order as the order of
encryption thereof. The inventors hereof al so propose
deqrpipts irgltiplaipiages of the encrypted data.in Tesatreiordbrias wedrd@rofiefcryption
a data processing systemconprising: nmultiple first
thegeofy 5 processi ng appar atuses; and second data

pr ssing apparatyses and thjrd dat [ OCesSi ng
apparaligees rffcﬁéﬂqg FHPL %?Pfl%gmlgﬁgifg [VERtiQhat g
pr [ [ kDN with.the l.ti.pl
PT RSB ABROA T 363 pRBLSII R 8 U B S
procedigippatatRes; kAl \WeRnd dha ﬂrbée%ﬁn% Q@a?atﬁé'e@ Gfid Hiftdata processing
apparatus is performed in encrypted data having
aprenatuses bé thessahjeemimbénhethe firsti@heil prodediihg applifatuses, pairing up with the
communi cation between the second data processing
multipe fiest data prerestieg apriaratuses Gesgedtively, ondsmimgniapthar bdween the first

dis&{%erf.orrredin_the subject data. It is a data . ]
2B e U PPEtA Pk RRsdrin sBEIHPteR dataihagingpaerypted subject data in

L T T T TN
dat§BRicE§‘s§n InGraBYs igPelgﬁ;ﬁ%%tiﬁm J'!@ t(:p%%[%)er of bits into

nultiple preces o aln text a and al so

CUtT isnoddtd frocedidpysytesh Whdrsini v i L&6iR
encrypt ed grl?tc datggt@by t he rsarre“gtlﬂl%g%tdgke%?%‘% 5‘% aq;gaxatus and

secoid ddta pioeessing appaetstaingpriss: dittingiedhsEocaiEdhe subject data by a
sol ution generating neans for sequentially generating
predejprminedhsusbenas bith intowatiplh pictey of plaiattextpnodzas sicalso cutting the

appayatuses and the second data processing
encryie] Gatt 1S mu i) PlegeicPaTPHEsh Bk 12tk Py e Heneggher of bits by

wh%bglzée %ngl ge@%%% ?SZ@I{EQ% 151% (ﬁg{)tgé; Si% ioﬁ%n%g&?g%pgl%&%r sequentially
gendRANS _sf)lﬁﬁonse&ﬁﬁﬂi&% b&ekd &eﬁﬁg@t‘#ﬁrtat f%ges%ﬂltgfgsgiﬁm\%st dttgee second

al gorit hm common bet ween t S ata processin

dataplrmaéﬁﬁigsapgﬁldtdsﬂeas&%@ Afd dFfeRer TRFE &2 Ly Qﬂwa%t@cessin g
gener at ed e

ased on the solution received fromt

appausitupes anl gpeowsd dita prpcessinpsapiparanees] @hcypting add@ecrypting means for
encrypted cut data and decrypting the encrypted cut

encERRE e Plaindextgugdatp with the algotithancamuoy befwegn theefirst data
enc.rgpt ed cut.data to yender it as the plain text cut

pro¢essing apparatus and, the,seeand dagy proegssiag @ppRyatun erpaeteq passd on the

in.Lext .to render it as the subject data;
sob el B e el i i ec RO, e oo S8 S EnciSpedd cut uta

andtdeé‘ﬂ%ﬁh tHeMhcARtLd &F 8htd With th glggﬁfsiﬁ% E%e%qgﬁj&{ %gr@%ﬂg&ﬁ%eenmypted

thir ata processing apparatu . .
cut datace eenidagit ap e iphiil 6as caeRed; kbatkclify hlGnd fof 8bnnecting the decrypted

invention and the second invention
plain text cut data to render it as the subject data; and transmitting and receiving means for
transmitting and receiving the encrypted data, and the third data processing apparatus is one
of the data processing apparatuses described in the first invention and the second invention
for encrypting the subject data generated by the second data processing apparatus by

decrypting the encrypted data encrypted by the first data processing apparatus, recording the
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for encrypting the subject data generated by the
second data processing apparatus by decrypting the
encrypted data encrypted by .the first data processing
apparatus, recording the 15 encrypted data in the
recordi ng nmeans, and decodi nglg he encrypted data read
fromthe recording neans and transmtting it to the
encspRiethdatd an thepeordinginmyns ppd datading BeieaéryPed dataptidifomfthe
the Drawings 5 FIG 1 is a diagramshow ng an overall
recorshing YeRnHAng ragsmiting it fo mecsé@y%idaga BIpeeseie appaiusli ng
to a first enbodinent; FIG 2 is a diagram show ng a
har dware configuration of a first data processing.

Bﬂepﬁégcgbﬂﬁ?b'ﬂ_ﬁ{&ﬂ%g@?gat he data processi ng system shown

In Fl bl ock di agram showi ng a

CONFTICRYrigth dRirh sRowi ' QR -

i ncl uded i nmtgﬁe f%@?gg}g? g&gtrlgglg%é?%éﬁﬂpﬁ?ag g C%Sﬁ]cl)l\%/nsysmm
according 6. a frst Enbodidheng a bl ock di agram show ng t he

configuration of an encryption apparatus included in

t heFI. 243 a diagam shyeng agrdzppacaifignraivnwd aifirstrda@ pracessing

FIG 5 ] . di agr am showi ng the hardware configuration
appgratys %@Bﬁ?@%?gafﬁ@mgw&wt%m BFIGndl uded in the

e S TE PR BN SRRE bR i oot e
o EL K SRt M g O

processi ng appar at us G 7is a

bl qus. diieg bRk AN ShdwiBle SR VonBighdilibR Br & Y
encryption apparatus in_cFuded igﬁ%he seco‘;ﬁlgé%g%taappammS

- included msthe figstalppapratassing hppunatisHowa nFIGERG 8 is a

bl ock di agram showi ng the configuration of the
corfifind ént Higgramp phowing the pedware confighration dfe seomithta processing

d ) ' J h ' FIG 5, FIG 9 i
PR RRICL A H PG EVR TSR shsgasis HGedut ed i n the
dat [ . t .Sh in FIG 1. FIG 1Q i
BB 4R AL b o St
inclﬁaécpinstﬁe%boh? dﬁia%r?cegéhrl)% ardfhs &fbv‘l?[slgg?lz}l gwchar t

showi ng the flow'o ess exec I'h™S 130 shown

i N FIGG is Oblobk G kfovAnd HRWSRAELraSHRWF Atbthdt @nélyPibS
a process executagdag?n 814% showngflrrz;I FI G néry pparatus

- included in the second data processing apparatus shown in FIG. 5;

FIG. 8 is a block diagram showing the configuration of the communication apparatus
included in the second data processing apparatus shown in FIG. 5;
FIG. 9 is a flowchart showing a flow of a process executed in the data processing

system shown in FIG. 1;
FIG. 10 is a flowchart showing the flow of a process executed in $110 shown in FIG.

FIG. 11 is a flowchart showing the flow of a process executed in S130 shown in FIG.

FIG. 12 is a flowchart showing the flow of a process executed in $140 shown in FIG.
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9; 16 FIG 13 is a flowhart show ng the flow of a
process executed in S 150 shown in FIG 9; FIG 14 is
a di agram showi ng the hardware configuration of the
encryption apparatus included in the data processing
apparatus of a second enbodingpt; 5 FIG 15 is a
flowchart show ng the flow of an encryption process
excElt.d3 i a flomeshard skowipg decfiow ofja aprassatxasuted int $¥50 shown in FIG.
_second enbodinent; FIG 16 is a flowhart show ng the
% flow of a decryption process executed in the data

Pl CFS 7408 BRRRAE 83 B i g ¥ e chaf ataion of hé eiciypiion apparatus
: 2 fri: ' ' atus .10 incl uded
R S ol s oAty BE A 3o BRRRbB o ppar at us

of Fle 1546 8 MbweRRe ' b

Preferred Enbodi rrentfﬁﬂ thuﬁg??&gg%cﬁlgﬁp@% egg?% et i the data
progedsory appatatesnaf the ssecihembadifvent: ed enbodi ment of the

present invention will be described in detail by

r ef BIG-.il1fgs a Slopighard shomiing the fikive ofie dearyptiangnecesd Exaofitet e the data

first enbodi m%t and ds,econo_l enbodi rent will use conmon
Progess s APpaRaiysp gﬁﬁ?ﬁw ¢fBbadigent; andi onmit over | appi ng

de I QGi.ons.. <<Fi.rst. Enbqdi nent >> A data cessi ng

syste r'nlqt(;flg)fl ﬁ}a?aé%%"& e m%q}ﬁﬁars §°’E:t§3’|’[" TR (gcfg‘? fperyption apparatus
incRidb % 48R REP¥ hmy : : ,g(gg I\ -
lncsyst em i ncr%g(gs lé‘?f;t:hg‘d]g lllarpgf&gépga ro%ggéﬁ%%gcong embodiment,

apparatuses 11 and one second data processing

apparatus 12 nutually connected via a network 13. The
Detadedbekeridion ©f the Rréfdred BueodAnans Net wor k) according to

this enmbodinent. The nultiple first data processing
‘appersidessa first pieterred enhodument dad a sprond esafemmed embodiment of the

apparatys 1 ual |y performencrypted conmunication.
Pfe?%R e HeRr Wg‘i Egé%“ﬁ%l RApLotefraTing tnthe giaveingsn The descriptions
I fre xch e, between. the first dat
of 22 et Slinflh o 00 e SGHIRTHil L Somsboiibols as to common
HORCARBI MY @&p%gﬁ{égl& .onpe configurations of the
pofi rst dataopro 5 mé‘grg%gg?'at us 11 and the second data
<<Fira Gastsodigergppar at us 12 will be described. First, the

configuration of the first data
A data processing system of this embodiment will be configured in cutline as shown

in FIG. 1.

The data processing system includes multiple first data processing apparatuses 11 and
one second data processing apparatus 12 mutually connected via a network 13. 'The
network 13 is an LAN (Local Area Network) according to this embodiment.

The multiple first data processing apparatuses 11 and the second data processing
apparatus 12 mutually perform encrypted communication.

The network 13 may have another configuration if capable of data exchange between
the first data processing apparatuses 11 and the second data processing apparatus 12.

The configurations of the first data processing apparatus 11 and the second data
processing apparatus 12 will be described.  First, the configuration of the first data

processing apparatlis 11 will be described.
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processi ng apparatus 11 will be described. 17 FIG 2
shows a hardware configuration of the first data
processi ng apparatus 11. The first data processing
apparatus 11 has configurations including a CPU
(central processing unit) 21,;,-an ROM (read only
ms[ri%%) 22, an HDD (hard dISk drive) 23, an RAM

shewes hardurane sonfizdratian ommﬁrsaqtqmapmessmgapparatus 11.

ﬁﬁi?ﬁfy %é)par atus_ 26, an encryption apparatus 27, a
ety rogpisineApRaas 1dhas aomglrmns Tivdudimg p €PU (central

prof slggépgg@g@%g@ﬁw' ”Bi}fx& % HlS i aftk 3BvS23, an RAM
rafRY CEh P I PR biR, B BAR A ARDES sPBlRY R, drfervprtion

appRFA6Y 27 *BAnRSHEbE afpLads 98bAd a bhdgo. pf'ﬁ%e(f:ﬁtrgp nﬁﬁ,l‘é 22, HDD 23,

data nmay include subject data as I n the case

RAM B4 dnperipparatud 230display wsiesattin 26, dateyptee esmedtys 2 Dand
execute the program recorded therein. The CPU 21
CONBPRIEios appARUsAS; qan ekihagge dataaipthodes29.ng appar at uses

R A5 ek s s
f f
SRR oD A G B S Bl

incRBAhA NS él% ess %’ @Jf{éc%értﬁg P% &%@& ﬂl eieC?U(&l controls

SO on, 'S u A CONTang and

the Emedirapiam/pr@m tapSard@sésSl 1C ad Tpaﬁs&fé theY &ees's@Qscnbed later based
(liquid crystal display), a’ CR (cathoderaytue

on thagrograrwnand dawl sisedizetle ROMI22piralye HO 22 MTEHRRAM 24 is used as a
inputted data, a processing status described |ater and

Storése aiga forrmeorkfer qrmmgatbp@mps&somme&w 2bts the

Eﬂé}ﬁm dat a andg ts encrypted data as wll be

iR appgratus 2 %&PP%@ apwareangsoxy, and is used to
. d dat

o ‘8‘?%%02%%% A S?fased;spi”w A B Eaby nLOD Ciguid
crySAaRpbH 24 CRT RRBBHESH gstub@ afli 693 anﬁqgﬂ&ﬁ tgg{s?%lxtlﬁ?cﬁnmand,

processi ng appar at use ForE Cormini ¢

inpithed dakd, atpr@t@gangagt@@@asscﬁaed m@a%atsa%ﬁs 11 via the
network 13. Next, the configuration of the
c orfhe encrypiiom apgapsns? Tenc?fptaiel subjectdss mdodedryphd éacrybted data as
25 shows a bl ock di agram of the communi cation
WIHW‘&%'?F@ Qfsf The conmuni cation apparatus 28 is
an

01&)8 ur ed an interf ortion 281,
D RO SPEAGR 25 RET TGP SOPRmBHe 2B il second data
pro&e 35y Qbﬁﬂ&ﬂu?& B4 {h%rhe%vork 13. The communication apparatus 28 of the

second data processing apparatuses 12 performs communication with the first data processing

apparatuses 11 via the network 13.
Next, the configuration of the communication apparatus 28 will be described. FIG. 3
shows a block diagram of the communication apparatus 28.

The communication apparatus 28 is configured by an interface portion 281, an

authentication data generating portion 282 and a communication portion 283.

The interface portion 281 exchanges the data between the bus 29 and the

communication apparatus 28. - The interface portion 281 transmits the encrypted data
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The interface portion 281 exchanges the data between
the bus 29 and the comrunication apparatus 28. The
interface portion 281 transmts the encrypted data 18
received fromthe bus 29 to the authentication data
generating portion 282, and ago transnmts the
encrypted data received fromthe comruni cati on portion
recoiged tYTgmt the bbsi29 rothe Thbentivtabion it aEnaratintapaatige D82, ahd aljo transmits
portion 282 adds, authentication data to a header of
the eperypied ety reed vedsierp he exmmapisatigngporfien 28 @dhe bus 2%he

ca t he encrypt data is transm.tted to 5 the second
dat P heBBEHE G aisfiyng pondnd2 il aybenticutm o a header of
I : i gati ta. ifies the first .
e BB R 5944 g 5 LAEDIL SR T b o
the dédond dhBEprocusting App£ AR 20RNANINR RESIHES ﬁﬁeﬂ 0 762 GHtheftication
the first data processing apparatuses 11 by an
dataillentified thafiost dafa grbeessing apshratas Al pdaRSHEE BEraMB@dah US The
12, and is recorded on the ROM 22 or the HDD 23 for
authepdicafinnedataiseassignddetntendnef the figstidatageoeessing agpapasuges i by an

282 adds_the 10 authentication data read fromthe ROM
aduipisgpior A RSEFoPd Qo ITIEesoRg epparalys ddtand iytreordsd o e ROM 22 or

r0cessin ar at 2 can grasp which fjrs
the S8 2B FRPRRENID T8 htiloation Rl ¥ Saleg bortion 285 Redshe
bl : ¢ ¢ ti .
tiGiiafich dfPRAT o E e KM Do Bt PEI EBheroPelighd. he
bl @dta proees ' i | |
ol B P 1 B 0 0SSR MRG0l s 11 e
recawtdantyped daa ishednamitttdiftorh betied anthentichoncdutamatived & iefencrypted

portion 15 283. The conmunication portion 283
datg asa¥ihbe desenikedlateni VBt anthanyipatioh dide genematin posmad®8@ transmits the

dat rocessi % apparatus 12. Next, the configuration .
encaﬂ’t%t%ﬁ%"%ﬁﬁ @HB‘SB%%‘@P atazAded theraie tafbe epmBwaicatiprgportion
4 kK _di f t t. t
255, TRl oA ghE BB G BRRE AL e sccond

datd PloBESRES: P&ragdsqg_ 271, a 20 preprocessing portion 272,
an encryptp ng and decrypting portion 273, a solution

geNyxd,tth® GonfRRQEAtioRbf Bidencifptidh AppArhiEDISAR baUERGbed. FIG. 4
portion 275, a key generating portion 276 and a

showe arbderki diggrpmrdfitenen27yptio lapparatue 27ace portion 271
exchanges data between the bus 29 and the
c oG eNEPHOM apRapey 2 isconfigured byjan mnterfesefpectiéons2ilt fon

271 recei ves e subject data fromthe HDD 23 via the )
PrEessG8 PRFIP: > a1 PRENE W SCTPERE PIFEOR GiiamifolHianGEenerating

por@ﬁpﬁ"ftﬁ‘taﬂ 3l g%%tﬁ/rh %eﬁelggﬁn%upsorégn 5’?5, 2 e%r %eltlerrghnmgr%otrﬁon 276 and a

connecting portion 277.

The interface portion 271 exchanges data between the bus 29 and the communication
apparatus 28.

The interface portion 271 receives the subject data from the HDD 23 via the bus 29
and the encrypted data from the communication apparatus 28 via the bus 29 so as to transmit
the received subject data or encrypted data to the preprocessing portion 272. When the
interface portion 271 receives the subject data or the encrypted data, it transmits the data

indicating reception thereof to the solution generating portion 274.
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the received subject data or encrypted data to the

preprocessing portion 272. Wien the interface portion

271 receives the subject data or the encrypted data,

it transmts the data indicating reception thereof to

the solution generating portiph 274. 19 The interface

portion 271 receives the subject data or the encrypted

dat &h¢ ingarfach potion2d¢ receives dlid subjecRdata onihd ehérgpadidat from the

t he received _subject data or encrypted data to the bus
conngeting periipn gé7.qed dapgais theireqeivetirubjoetalatzomemsiypted data to the bus

272 h a function of cutting the subject data

' r g en
29%?“@?1@?9%5(“@83 %fat a received fromthe bus 29 via the

i nt [ et er.-mi ped nunber qf
MG o e R R o p—
datd aécRived droni Rk LY WOk § ) i i
decrypting porti 0?1 v%?%t%ﬁﬁ%ﬁm%égﬁﬁgg%%ﬁ ggmber of bits
to generateplhinaesidf @ath oflaic@ysted tinalaeidtRinSMittialetdo iife ddtypting and
According to this enbodinent, the preprocessing
deggpptingordrp2 as Iawillibedésoribaf later as tousiwnthe dulbsjeyt dhed o the encrypted
d irrelevant to the subject data in the subject data by
ata 15,0t oACceRsding it Bvis embodigeat themepreerssing ppriigna7a has a function of

. nLin or.tion 273 has a function Qf receiving the ]
incliRHR Y dRB et Gt ke SRyt daBiinaft scbinch dvis ana tgthod described
latdel €processing portion 272, encrypting the plain text

cut data if received and decrypting the encrypted cut

dat’Ene d‘ncf_??ﬁﬁ' Wil decHSrR PIrien ST ARG eﬁ%g n i

portion 3 %f t hi -sﬂ?lgnbodi ment has a fixe g%éan a‘(i;(ti}'leplamtext

cut datatyeenciypleiicat dea froftthp prspescebditg pottibn DP2, ea_elryfpﬁﬁgtmlajn text
t hgﬁgr ocessing of the encryption and decryption. The
cut datarikieeceived aacbdecaptivgtthe erfcrypted cusrdatdf reenived.s Bhdérdcsypting and

al though.it js not Iimted thereto. Details of the
dec@FP&Pﬁ&?’Ft Haptdue FIpSedisens hasatixedwandard nusebed of bits beal

ol ST .
starfiRREABhHESf BRE b @ &?ﬁbq‘i’%?ﬁtqg 8 btk ﬁfthcﬁ:%hgt 8 fggf @%ﬁ’tlﬁi} g'ﬁzreto.

apparatus 11 and the so I on genera

Detil46f the ehdigptirraadicdfptioR bRIEBSH G PRPR:ALHEaStel 2
descri bedh?gter geng?gte ?he solgl}?i ons éq'o t hat e%L'he

s ol Teisohwiog gemaratinerpdrtion et sayentiiligeendere 8elutifes. S AR -solution
The solutions of this enbodi ment are pseudo-random
SengEHpg pertion?d4 of therfirstednta progessimgsippimetus lld nndithe sdution generating

porfif 2P 5 36 SShu el HesrP e Apimpui 1aeseried iser gunecatethe
sohgioﬁg 5 Pﬁﬂﬁ%ﬁ@éﬁﬁﬁ&?ﬁﬂg@fgﬁﬁ? %ag:f]?%grﬁgrel;e%g)%% the Same. The solutions

goril

of this embodiment are pseudo-random numbers. The generated solutions are transmitted to

the preprocessing portion 272, algorithm generating portion 275 and key generating portion
276.

The algorithm generating portion 275 generates the algorithms based on the solutions
received from the solution generating portion 274. The algorithms are used when
performing the encryption process and decryption process in fhe encrypting and decrypting
portion 273. |
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received fromthe solution generating portion 274. The
algorithns are used when performng the encryption
process and decryption process in the encrypting and
decrypting portion 273. 20 The key generating
portion 276 generates the keys,based on the sol utions
received fromthe solution generating portion 274. The
keyShekey generiting pnrtiverX76ragenergtes e keymbasedionahe slmims seceived
and decryption process in the encrypting and

frogythe yolu %‘Sgﬁwm@@z@ 274 dThedieeateivaed when pasforaiyg the

. nction.of connectin he plain te cut, data 5
enlich S SRS tast Tt g Swainkand dssisiting poien 273.
enc ' ' I.0 73 ..in.original
or duiet s B bt R YP LA BRI <Ol bl iy Wy gut dar
1ReeE® By détipti \ i | i i
e TP et Ry B! i o Pz B0 OBl EPoreion 273
in eriginddPuile? o veinder it hea betHf 2% subjedt GANNETHY MBjeRPALth RNradérhitted to

al so _has a function of connecting the encrypted cut
thedpierfagpapration 2L, lapd énicansptiitedpstriveessiryito thedDDAR ordh¢ §PU 21 via

nele FREUAL G S5t 1P 00 POTLon 10, 278 10 it

G BRIy EBISTL Sh bt S L 358 gerringpoin
- . . t H t. H .

7SRk 0 DR 8 88 B, 15 STHENERH B o e

intdrfag8 §oitioh 201 f dn@Ths trBRsmiCA SR Hhdtel 19 MPUnih@cARD foPtidd 883 of the
second data processing apparatuses 12. The connectli ng '

corpmnnicaipn2ippacitas28ndh thedad 29parthiy Curthek tairhi®ad Gom the
connecting the encnﬁpted cut data generated 15 by
COIMRERGHHANRPItPR287 (i the sesond data preressigapasateses A2t Theconnecting

nd rypting portion_273. In this,  case, the
porfif ?% 0§ o peegtip hayea Sunstien of eemmecting:the pnarypled cut damgenerated
i ' r s_at the .other end jn order_jn )
vy GREFHRETRL b G505 Byl e pul A BB RS 2 i
&,Qhe) f i G 5
cush BRI AV sy ERSHERSS D0
otherahin bRt irOWhicAOr ik ieAdypRA. Wil the YhsedPicRd ﬂk%ﬁﬂ&*ﬁn% %Slf'tion 277 is
0

connecting portion 277. 20 Next, the configuratio
as deieribed aborek, theteacpyptabas idaw cappaditety Hasibitdd thehe communication

described. FIG 5 shows the hardware configuration of -
portign 283 Wikt gaing thraveh dke enpnegingneriion 77.  The har dwar e

conti atian of. the second data processing apparatus ]
5 NePhEodiaiion bF oo i proGresmecppRmst 1davi be described.

i o Lt i.ff f th
Fi 630 AR Bl bbb bl S5 g spparas 12
t hatheibardve bMtidahAtbn JFfthd REoRIEY B}dceggpfﬁoag,gs%ifﬁﬁl ggiz basically the

25 while the first data processing appa
sameras yhan og therfilst daes Srovgssin@appaafli OR is different from the first data

ove. e
I {nélgatﬁ% :%;ﬁ)gratus at the

processing apparatuses 11, however, in that it has two kinds of the encryption apparatus 27
while the first data processing apparatus 11 has only one and there are an encryption
apparatus 27A and an encryption apparatus 27B provided instead of the encryption apparatus
27.
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apparatus 27A and an encryption apparatus 27B provi ded
instead of the encryption apparatus 27. 21 The CPU
21, ROM 22, HDD 23, RAM 24, input apparatus 25,
di spl ay apparatus 26, and bus 29 of the second data
processing apparatus 12 are the sane as those of the
first data processing apparatus 11. The encryption
appihatHY 217 ROM @2eHOD) P4, RiMasp anpart ayspaPatiss 25 déspldyeapparatus 26,
cLgncti Ontﬁ of 5 encrypting the subject data and

ancps 3Pt thy secrid difa pygsestingiapparates U4 an thermamerasithqseiod the first data

ratus 27 qQf the first data processi ng apparatus
Pm%%% arpgﬂrr?ﬁ]@rﬁ'the configurations of both of them

Wi | [ e, ar .tiple enc ] .
oo EE0Y B T3S S} S FAPL L grcions o
endYNERSEE RihjeR Batadh P i
appar at useg 27A i Sﬂggirg%%%% glg%@mc%tegﬁgta%%y%f&% %gcryptlon
apgarates 27of the fiit @ camyirogssinp appiritas $1.1 IHeréen e, thB thfigurations of
specific, each of the encryption apparatus 27A and the
bothjof themywilhbedesetibed.ng apparatus 11 nutual |y associ at ed
can.decrypt the encrypted data generay ed by the other
S S mUPIe raCHpHpR appagRtnses 27 Ay habisl 3 mavmces (e firsdata
processi ng

B BEEL 0 B e BH o
: ted S .
o RBGAIEb 4t 08 4 i B M e nrn

- apparitdy ZHAISnPiRA first AR PrbELEIRE apSar2NOD Iﬂlfﬂudﬁlycéss&iatgchfagcdeecrypt the

encryption apparatus 27A i S configured by an 1 nter

encpynted data Réiiesgtediby feaphardysaicn@ting tHel sabjedi/dfa. versely, each of the
encrypting and decr&;ﬂng portion 273A, a solution
encHERIenAPPHtus 37 Aiavd t data paiogssing dppagersellaidtmeptually associated

aﬂgo{fiﬁigon 75A, a key generating portion 276A and a
canpg{REEmt Hiy porpicchlasy generaies bptheiofies by saarypéng thesubipatalata.

R, Bt 2R oS R PRt 0t
f ik _
o T e RO MR, S N BRI R s th Bty 7 PASE

prepl@téssing pofgond2 72, af @A&dyPEn P dRPyptidd AOrtioAER AL B€olution

Interface portion 271A receives the Subject data or
genetating portippt2dd Adlan algorithm pereramgtmridhe2 73AL, a Kep Gesa@hiin}portion
reception thereof to the solution generating portion
27%%£a%nwgmﬁél7é-porti on 271A receives the
encrypted data fromthe

subj. ect ta or, t \ )
co %@&%%ECWF?% 23?12”7 wkelvan thegsphisetfatasiromehe erayption apparatus
27Bs{r’igjtl§ecf)us%t dhdhe gl{]c%rrﬁ/tgé gacta %tmathte %o}nrﬁ?un?c%%on apparatus 28 via the bus

29 so as to transmit the received subject data or encrypted data to the preprocessing portion

272A.  When the interface portion 271A receives the subject data or the encrypted data, it

transmits the data indicating reception thereof to the solution generating portion 274A. |
The interface portion 271A receives the subject data or the encrypted data from the

connecting portion 277A, and transmits the received subject data or encrypted data to the bus

- 29 as will be described later.

The preprocessing portion 272A has a function of cutting the subject data or encrypted

data received from the bus 29 via the interface portion 271A by a predetermined number of
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29 as will be described later. The preprocessing

portion 272A has a function of cutting the subject

data or encrypted data received fromthe bus 29 via

the interface portion 271A by a predeterm ned nunber

of 22 Dbits to generate the in text cut data or the
_encrypted cut data and transmtting it to the
bitstageperaieribe plaih watow defamy thecerictypteatd AataAnd aranlimigridgit to the

t hi s enbaodi nent, the gre rocessing portion 272A has a
encfyptmgagd dgsrypieg pRrtiag ?31&- ddeeardingtta this pmbediment, the priprocessing

Y TR

subﬁégi?étggﬂt%{%%ggaesgﬁ{)%{é on of receiving the plain

a or encrypted cut data fromthe

Pr efHeQMES PN aﬁ@&édrg[;ﬁr?gf%ﬁi | : Lfvi i

cut dat gﬁ?f gecei ved an de%rfggﬁyﬁ&gé %Egk]ﬁ}:&y%%%‘é&gﬁeplm text
cutdataar ieficrypied icuedhta fivm e ereppideRdn@psitionl @72 X PdricAfting the plain text

Dortion 273A of this embod nont hag afi TP nctbting the plain text
cut dafatibreceivedanddersynting thperwrysed ag datiif rdceiveger Tius eichypting and

t he, processj of the encryption _and decryption. The
dechyp iR RGP A s GbHBorl hag oS TR EBI as the

t.s.although.it.is.not |imted thereto. ails of
profisiifg Bl MRS iorining hE Bissretie otine cu sy i aplidecption.  The
tarfiaRChd - UL { ' norti.o 4A
SR RS o BeE b A bl 10 BRSO R o bl o
Detgity\6ff thé eftrtidn drdsdRbiiption pRRBATH Wb PRIsEHONY 12EAA

becone the sane as the solutions generated by the

s olTheisoletige gemerhtinpgpqraion RD4A Bdthenfially@enbiatithdgdlaions. The
processing 15 apparatus 11 in the sane order. The
solygione eencsaed by the sehioargsnemting portive 8744 bebteme the same as the

: Jy eprocessi ortion 272A, algorithmgeneratin
sonfighf EGirraed by Hikcrolspn gehunlins PR ige 74 oF hedgataprecessing

ryi4t. eraLing-portion 275A.generates th
appall 1 PR GhinY e redef FSRCEE Bl i e
3 [ ; e .
profObetig BoliRAT 28, MeoRih et bord e 7 A B K Ferffing portion
276decrypti on process in the encrypting and decrypting
portion 273A. The algorithns generated by the
al Jorialdonittye genaatingppqrtion DA g@ikbhe Ofhe talirRieaobsked ah @he
processji ng apparatus 12 becone the sane as the
SOh‘é‘IO@%Fqcﬁlﬁﬁg frogethe salutien Beneratingaiogtion 2 A . g Her algonithms are used
of the first data processing apparatus 11

LR trf.po n. Zgﬁ% )
WhEPELIPHBING Afe “RATHRIOR RF8Ceph andsPrypiion maRGeRyingbe eRasbiptimEsmd
dec%ﬂﬁé ﬁ&%%n tZt) §Ak Mhe ka’.ﬂg%%ﬂugsngetng%tesdqtl)yu&le %Pg%rirﬂ%ﬁ ?gler\l/eergtin £ portion

275A of the second data processing apparatus 12 become the same as the algorithms

generated by the algorithm generating portion 275 of the first data processing apparatus 11 in

the same order.

The key generating portion 276A generates the keys based on the solutions received
from the solution generating portion 274A. The keys are used when performing the
encryption process and decryption process in the encrypting and decrypting portion 273A.

The keys generated by the key generating portion 276A of the second data processing
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fromthe solution generating portion 274A. The keys

are used when performng the encryption process and

decryption process in the encrypting and decrypting

portion 273A. The keys generated by the key

generating portion 276A of thg, second data processing

23 apparatus 12 becone the sane as the keys generated
apisyatoh &2 hespnpethe sané agthpdoeys gameitd tof the ey génerstingdttion 276 of the

processi ng apparatus 11 in the sane order. The

- firgt data@EaGestng aprarains bingthesamtierdencond data processi ng

e B R IS e s
' 7 .h | ai t t dat .
BTN YT —
coribSA (Y plaid@X et AR obli8aR0 & HB %ﬁ&*ﬁfgﬁ%% (geg?ﬁ)tiggibgﬁllogl %73A by

as to generate the Subject data.

dedryptingrth¢ tetypred tinalaeny yRt bk @RRASAIUBe dubffect dtal Nehe subject
bus 29. The connecting portion 277A conneCts the

data irctrapsméttedctatthelencaypyoneppsraths 2ABtviethe ibas 291 | The editlecting portion
ecr%]g%i ng portion 273A by encrypting the plain text
2THAy eopgety tBrsenerynted g date gegergieddn theeenchymtiog eng deasypting portion

2738 bEencilfir g ol R sl b gobsrat the enciypted data.  The
AR A5 /P &R -
e B R ARG e A R ot iy compymication

appagusg. unction of re-encrypting the subject data which

the encryption apparatus 27A generated by decrypting

encFhept Bontiadie adeiyphioh apgea@s ayBd by 15 encrypting

the first data processing apparatusl | the subject

datBe eppeypéine epparaton 22 bas afwistiGy &f reeanorypting hiee subject data which
medener at ed encrypted data on the HDD 23 in the second

© FAFTYPIMLRRASEAtN S / A peisrated By decrypting eageipjast dagnwhich is generated by

B T R T T
; i ' J FIG 7. .20 The.
TSRS S bRt B OB 0 ind gy el

appReiis 120 A% Bnedptiod SRfPARSSTEAORAL 4 RcRG? i
encrypting and@gecr%i ng portion 2735, a g%?‘%ﬁpgﬁgtheewypted

datgpeneé frmtn thg HDDt230on 274B, an al gorit hm generati ng
portion 275B, a key generating portion 276B, a
c o EPELYPLipn ppnasain 9 77Bisnod figurep es stidven innffIGY. ffat i on

generating .portion 278B, The interface portion 271B of
gﬁ’éﬁ’wvgfl&b APRFRIUE AtR & confisyred by wa dnterfacenstien2’ Idhra

tion aratus 27A via, t us 29,
preéﬁaés%ﬁ?péﬁ?op%@% Qla gpcryp CLYpHNS goqtlﬁmtESB, a so%utmn
generating portion 274B, an algorithm generating portion 275B, a key generating portion
276B, a connecting portion 277B and a specific information generating portion 278B.

The interface portion 271B of the encryption apparatus 278 receives the subject data

from the encryption apparatus 27A via the bus 29 and the encrypted data from the HDD 23 in

the second data processing apparatus 12 via the bus 29 so as to transmit the received subject
data or encrypted data to the preprocessing portion 272B. When the interface portion 271B
receives the subject data or the encrypted data, it transmits the data indicating reception

thereof to the solution generating portion 274B.



10

15

20

25

the second data processing apparatus 12 via the bus 29

so as to transmt the received subject data or

encrypted data to the preprocessing portion 272B. Wen

the interface portion 271B receives the subject data

or the encrypted data, it trapgsmts the data

indi cating reception thereof to the solution

genthaintertacp portiopr27d B4Bcei®s thd hubjéat et ffame the@diue@ling portion 2778
. 271B recgeives the subject data fromthe connecting
n %'SPP?ISRU‘?WEE”‘F gus 7B aitthe saerynted shot from shepspecifin dnfotmeation

e t d fragmthe, specific infornption
ge‘begaﬁ‘[e“?%"?ﬁ‘a’ %%@?’ia%}ﬁ I3nHpts B gecervedshbieet regepirddlata to the bus

20 98 Re6L ad@tiBe®latgNCr ypt ed data to the bus 29 as will
be descr?s%ege(?élttegr. 5 The preprocessing portion 272B

hasTige prépice@meorfist 27 Neru by i
encr ypI? egﬁkd at Z;ﬂE ecei v‘{eZ(Flflésom t E@rgﬁftsc 29 g\a/tngl%m%Ct data or encrypted
dat necervied denp bretbiue 292774 e hytedade RECHEL TIBIBY 2 BLoABRFmAEd number of
_bits to generate the plain text cut data or the
bitpteepenatethe plain texthcut detatar dnsericryptedycittdatacintl emsmitting it to the
portion 273B. According to

encrypti and decryptin I 3 )
en‘irﬁtgyg%ﬁﬂg&g%?ﬂ% Pettien &?éﬂr 0fESHTIHg to foip embpdinag thepreprocessing
ror1SHR%364 S Ut DG b IS a  fr  e
Subge?ggﬁt%lwq théhsi des-EHSecFﬂ -y pt i ng and decrypting portion

aS a function of receiving the plain text cut
datPhednceyiting Rhe de@yptifladodtibs 0738 s PRARAALSSSE i
portion 2728,g encrf/rg%i ng the plain text cut datgingftheplmntext
cutdetagirvacrypied aiedaty fioimte preprevestin® pedio 2728 ddneryping the plain text
received. The encrypting and decrypting portion '2%38 '
cut gatarifreseivag aad desayptinggheendrypsed cutatatiaif deceivetier Thé ervirypting and

as.a 15 pro ing, unit for performng the encryption
decigniing DRFSAR 7 oib S isestbodiment Bas & Fediaiieriardhnymber a3t as 2

L TP A"

nufRE oY Bits 8Nth QaESEg ¥R/ if 4 ; e :
perform ngth?ghe de%%ﬁ%gﬁf Qtﬁlﬁgl%gﬁyrs &g??@ggnﬁ%ﬁw "Details of the
enceigntiop pind dgerPprisri HdcekEBB wilHeAesttidel fateieC | SdRhin
using the rglp'é]orlplia,hrrs gnd keys identifi emséegf on tgntéle ‘
decgynsions the eneriyptimpandodectigaiog ipbaibnl 2738rperfomT e dotyptib®By using the
generating portion 274B sequentially generates
algaghmsiapd keysndentsind hapeshen thg speific indornyatioh descuibad later.
ge rath}gig portion 274B %zﬁ%t he pseudo-random nunbers. )
The "CGaITEPE SE0eTaRg RTHRR S¢quahtdgy gepgrates splysions.  The solutions

' (.hg. porti B d k ti
s ) AR R OB S SSME 1
genBREd JoQtioRS GRY tHinRhitted tb MhSalg GRACE B Aing portion 275B and key

- generating portion 276B and to the preprocessing portion 272B in addition according to this

embodiment,

The algorithm generating portion 275B generates the algorithms based on the

-solutions received from the solution generating portion 274B. The algorithms are used

when performing the encryption process and decryption process in the encrypting and

decrypting portion 273B.



10

15

20

25

25 The al gorithm generating portion 275B generates the

al gorithns based on the solutions received fromthe

sol uti on generating portion 274B. The algorithnms are

used when perform ng the encryption process and

decryption process in the encgypting and decrypting
portion 273B. 25 The key generating portion 276B
gen&hekesgamemtiogyportivasdy® Bogenetatesshé ketyisdasedronché vsldtions received

£ f rrglm t@e sol uti on generating portion 274B. The keys
Ot Be feTHONSER MRS RATHITh G/ 4 Bhe prd usad pthe perforaninig the

' ess in the encrypting.and decrypting .

endl Ot rb B BA &G Soridh et B b ot @d dogrsping portion 2738,
The 8 NN ' B..0f at a cessing.

RO e b 0y RARP e kMo 2R (20 0B AER Rasbine
appayattifI &2 k@yonEeme kathé ROMBREVS Sheral |

processi ng apparatus 11 i% hg sgingtgtregg¥.g£%%hg%%n2760fthe
first data @cedesgng epparains PV ibRhekathberg@econd data processi ng

apparatus 12 has the function of connecting the plain

t exthcepnngeting ppstien 31 Aof the sérond datayoéesging agparatus 12 has the

decrypting .portion 273B by decrypting the encrypted
f‘“‘&ﬁ 0 Fa5C gﬁt’fgﬁs £ ?ﬂ&b‘rﬁ’é? Gt datargsnerated de thecraeryptimg and decrypting

i i itted th ti .
porfb?5h b8 UsBbiind HRRBVRIeE ol T S pSf et B pbieat ate. The
' t\h ti. d
S e S AR ol TR ehBiclig pfion 2778
connetts datehctypial ﬁﬂﬂaﬁgeﬁ&afeﬁ i) &ﬁ%@ﬁguﬁﬁ‘ ﬁn@@&:ﬁ%%%g)éﬁnlnnZBB by

data. The encrypted data is recorded on the
encrypiingdbopldindestcup daes aisetgroap pogaicise i entfpted data. The
encryption apparatus 27B includes the specific
enc ?ﬁlﬁlﬁl’l‘ isoscerdedon thedDPA3tin dhe setbn@d8Bprothsingpphdfahs 12.
i nf.Qrmation generati portion 278B adds the specific
i nfofrriaEy yg,t,wﬂ gPpatus 2‘2’3 iRrhydes thespscifis ieformatipnigenenating portion
p78gPnnecting portion 277B. The specific information is
the information for identifying the algorithmand key
us exheWBedifie | : - . ch -t he .
speci }@?c [ n?}g? ﬁ%ﬁ%ﬁ%ﬂ?@ﬁ%ﬁ%@%ﬁ@&%‘?@%%{% %18 Fsi]?ég(i:}:ms@,forp}auon to the
enciyptadhinti péreeared by thel cofthéofibh POriRA 2778, alge @%écﬁﬁe infcilation is the
. .used when encrypting the encrypted data, the key
infarmgen farddentifyiog thesaigorithin and ke esahwhatpérRelyptiag dhe éddeypted data to
solution _itself used on generating the al gorithm or
whil, thespecifig dufgrmation is addagp iTegetheregmenisepitasithd afermation indicating
what nunber generat

the B TE el v e e Corpi e iviey et ised when

oo 6, B 80 b L e

- usedwlien eddrPb@EhK @Xcr9pted data or the information indicating what number

generated solution is the solution. According to this embodiment, both the algorithm and

the key change, and so the specific information must specify both the algorithm and key or

- the solution used to generate the algorithm and the key or the order in which the solution was

generated. When only one of the algorithm and the key changes, however, the specific
information needs to specify only the algorithm or the key that changes.
According to this embodiment, the specific information generating portion 278B adds

the specific information to the encrypted data. However, the specific information may also
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25 the solution used to generate the algorithm and the
key or the order in which the solution was generated.
When only one of the algorithmand the key changes,
however, the specific information needs to specify
only the algorithmor the keyy,¢hat changes. According
to this enbodinent, the specific information
be sfarrdrat aidudergety lpeation Femthecasryptadedatpehilé baing afsocinetivth the
eIltott$ﬁﬁencrypted data. However, the specific
FYRES AR on may also 26 be stored at a different

| 0oai i anf IO d data whjle_bei
2o e ERhERORbH OF HESIRIGEER Buttains 36 6T Hrseronh daid pipcessing
appbath €2 ﬁ%ﬂ%ﬂi‘i{ﬁ%lgﬁﬂe SRRALSHhE %ogﬁgzﬂ%%c{ngﬁ ﬁ?eﬁog&gg‘q&@@%l apparatus

processi ng” apparatus 12 Is appro

28 bhthednstfdagiiratdssig @ppdri@s ¢ PMTHE ARkl @m@i{irlﬁérfé%e portiofl 281 and
e

of the first data processing apparatus 11.
thefcomenynieation porton A83taer hiatakifferent from R ofite doftnunication apparatus

C ni cation portion 283 are not different fromthose
- 28gthe

EstdgRIAPSEnE apPappal bt uThe cgnpfnication dppatatisei8eof the second
e BRSF g ABIR 4 iy S R g i sptsains 25 o the fiet
| t runi cat i t f t
o proC SR anpb s 13 RTINS 56 b feR3RB1 Bobi 2 et e

antBeHtioion @4 'géiférdiﬁ?tﬂoﬁibnzﬁ dehd AR aah Rfcg:gislxgﬁg apparatus 11.

aut henticatron data generating portio

f'i rBie aiitfientipitivngsticng2sAnRadsSdudientidation Jagh of the encrypted data
aut hentication portion 284 reads authentication data

recejved fiemdhe figsh datd poecessing apparated] F mohdediin thi heddel aé@rding to this
rocessi ng apparatus 11 included in the header
embQOLyeRt ?@f? degerppnes whigh Gt dataprocessing epnarativn s thatencttypted data

cor i S, BGRB9S
. ' t ' . 1 ith the fi .
S AR (A 195, ot M U ihc oo

28isource via the interface portion 281. Next, a
description will be given as to a flow of the
pr dbes,si deycrimiohovibled givent 43116 adRivaof the PRRSSKINIpes e i@ in this data
The flow of the processing perfornmed in this data

Progasing §¥5te1- systemis as follows if 20 descri bed

ro hlﬁl b(\{ztgsi ng FLG 9, First, the encryption
apﬁfglﬁ QY5 obtae grocessing periormed imthis ddeproresging systemtis es follows if
mul ti first data processing apparatuses
des@-}#eg%é?%fgyyﬁggﬁ%ﬁect data so as to generate the
en @R aRcerdAffioh Spgat s 27 of one first data processing apparatus 11 out of the

multiple first data processing apparatuses 11 encrypts the subjéct data so as to generate the

encrypted data (§110).

Next, the first data processing apparatus 11 transmits the encrypted data to the second

* data processing apparatus 12 (§120).

Next, of the multiple encryption apparatuses 27A in the second data processing
apparatus 12 having received the encrypted data, the one associated with the first data
processing apparatus 11 having trahsmitted the encrypted data decrypts the encrypted data
and changes it back to the subject data (S130).
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Next, the first data processing apparatus 11 transmts
the encrypted data to the second 25 data processing
apparatus 12 (S120). Next, of the nultiple encryption
apparatuses 27A in the second data processing
apparatus 12 having received 4/he encrypted data, the
one _associated wth the first data rocessi ng

x4t € cneryplan anpatatunkiB enceypts the ﬂUpSPptS@bjectaiam and records it
on (REHRdb % PR B Brspoisine s TS 4lcr ypt | on
" PR MHS et FhRACAY st T SRS n BV Shis S bka3D 23 ane

haB SEEE BdkSto Hee i ' i
g o LM e G s

appatstirsgHsfor inskinek (3180).he subj ect data according to a
uest fromthe first data processing 5 apparatus 11

re
f orN¢Xtcthe ARAYPRNIPPIratNSA ertcngpte the subjectalateqndat@dersit as the

| 27A encrypts the subject data and renders it as the
en %%g&pléﬁi-a (S160). Next, the second data

ratus 12 transmits the en pted d

P S PeePRE A e inst e ot e simsgd Qo the first

da%‘:@ssin%%gﬁél%ﬁﬁﬁ@@ﬁ@DP“ atus 27 in the first data

processing apparatus 11 decrypts the encrypted data

aniNexdahgescryptioaaplaragst | '

(SlSO;n. Fi r?tq? a gt aiﬁllsezgqgggdcﬁsgﬁ%ﬁfb\?mbﬁ%ﬁ%bagﬁ%@vmgr% lbdfcrypts
the prdfrgpted detatand Bhafiged f bask tootht beigmabsudject@ath (1% St ep

5110 in which the encryption apparatus 27 of one first

datfirspacletailed descripipmmall be given by trefofringite Fi@! 10 g to the above-
firs datcﬁ Qrocgs i ng apparatuses 11 encrypts the ]
mentioped step 341G in which thexencryptioa wpparats 27 of enc Fisspdetd preessing

Ik St hj ect ta, 1s read (S1101). The subject .
oppiyahi' 11 St Br I Tk Bl b e bink brishtysena L encrgts e subiect data
Soagq(ggeﬂ@ﬁ@%xg&%dt@‘wt ransmtted fromthe first data

‘procCessing apparatus 11 to the second data processing
ap ke thissubjct &€ HEAd@B 11013, NiTheQibREH AR Yhay bE 8y data what
subj ect data is stored on %he HD‘[I)HS& Thea%ubfs%%taaw atsoever
as lohgt as itisythalate nbeestang toded @atsertted from taditsh dta pﬁﬁ@ﬁﬂii@paratus 11
20 medj um such as an external recording nediumto the
to the segendydatapocessigApparatysgdr athwsorting to s einbediarnt thé fubject data

- . _a_conman ri to.transmt the subject data from
is sBreg B0 U e U st dmbny i e dae el oy rocording

medARBR0& é’ssanl&té.rﬁalirggo%inthe u%Fl) % 5116 flrrsetacg%a lgrlggessing apparatus 11.

For instance, if a command ordering to transmit the subject data from the input
apparatus 25 to the second data processing apparatus 12 is input, the CPU 21 reads the
subject data from the HDD 23 and stores it temporarily in the RAM 24. The subject data is
transmiited from the HDD 23 to the encryption apparatus 27 via the bus29. To be more
precise, the subject data is transmitted to the preprocessing portion 272 via the interface
portion 271.

The subject data is cut by a predetermined number of bits into the plain text cut data in

‘the preprocessing portion 272 (5§1102). The preprocessing portion 272 includes the dummy

data in the plain text cut data as required.
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subj ect data fromthe HDD 23 and stores it tenporarily
in the RAM 24. The subject data is transmtted from
the HDD 23 to the encryption apparatus 27 via the bus
29. To be nore 25 precise, the subject data is
transmtted to the preprocessigig portion 272 via the
interface portion 271. The subject data is cut by a
pr e ERY e dush gre Eethed ofigesernting the iplailpteat enttdase framtthe subject
at@ nh,. the preprocessj portion 272 (S 1102). The

dafi® BelRaiok 15 % SROE TS, BOn i, fre i et dgia thaenecsind from the
08 i, ujred. 28 There may be

SubP ust o%g%ﬁ%?ﬁghgqggo‘g%#%?iré}egg?dﬁe plain text cut data

f r om) Thecsusbi a&tmgiaie%ubj%%@it&iiﬂ?&tﬁegﬂ&iﬁ bt 3 E{J?Sgﬁlni){eﬁgtermjncd
ifig

however, the plain text” cut data Is generat
nusbdyjof bits sladreer Han alestaidad Buibéd STWi kA @EdiAR BROMERmMdata at
The case of cutting the subject data into the plain
respastiye tiged pesitionsyf piogeeoltthe phiim gdt o dawrdief wifictbhdve the number of
. Shorter than the standard nunber of bits, and
bity ﬁ%{?pﬁﬁ#ﬂ%g\eﬁ?ﬂéﬁﬁwnﬂﬁfﬁfﬂs- respective fixed
pOSh\t40Ns 0 ieces of the plain text cut data all of .
I TR008 Bl e bt bt Bt plktn o duaehy a prodetermined |
e Bf BltlsHnaP | SR8 Snd ingidib ne
o subj ect  dat a ﬁ]a?gﬂet ﬁ%&(%f%&%m&e}x%f%?étmgﬁc M gg% dulfiny data at
differeRelpdsitictis e PiecBLGIARE pRin Rixt SurSRRY AR Wil i
st andard nunber of bi Ps, and 1 ncl udﬁjtﬂ{e}h%%hﬁmgg]t)%mfms
shogter tha theti stfndreitunghes bf bia)s of pi eces of the plain text
cut_data all_ of which have the number of bits shorter
t h&n theecase efrrntting the swljectslataintosthe PlainTert amdatadfy the number of

bitsS tting the sub'tﬁct data into the plain text cut data

it SRS IR ASBPIGThan e standirdaumbenet s, Bitbinpladingihe dumeny data in
er. .of hit and .i ncl udi the d at a

resR LA B s chinR ol chEpad Raviph e it o€ e shavge i the sandara

numb¥Y b gitd he nunber of bits shorter than the standard
15 nunber of bits. It is decided by the solutions
geneisdkcidedly tHe@oR@ions beiera | O HtiBR o Q?I,g%ﬁb
whi ch of theyabove-rren%i oneg@tB rﬁigesmrirlgtaﬁggg&s Jﬁgréb%asm
whigh efithe abgenmentianet Hierep nadttiods skould bk usdtith gehdra® thé'plain text cut
subj ect data. A description will be given first as to
datafeginithesubigctdtan generating portion 274 20 generates

th olutions, VWen the interface portion 271 receives
{héd @“rfﬁ?%%‘%“ Wit be givemiish as i owthe splytion genpratig portion 274

generates the solutions.

When the interface portion 271 receives the subject data from the bus 29, the solution

o generating portion 274 receives that information from the interface portion 271.

The solution generating portion 274 takes this opportunity to start generating the
solutions. According to this embodiment, the solution generatiﬁg portion 274 generates the
solutions each time the subject data is received by the interface portion 271. The solution of
this embodiment is a matrix (X) with 8 rows and § columns although it is not limited thereto,

According to this embodiment, the solution generaﬁng portion 274 generates the
solutions successively as if in nonlinear transition though it does not alwéys have to be the

case. The solutions consequently become the pseudo-random numbers.




generating portion 274 receives that information from

the interface portion 271. The solution generating

portion 274 takes this opportunity to start generating

the solutions. According to this enbodi nent, the

sol ution generating portion 274 generates the 25

sol utions each tine the subject data is received by

t heTo generdte the sobutions suédsivelnas i al nibrilmearafansition, there are thinkable

nmbodiment is a matrix (X) with 8 rows and 8 col ums

tecgliﬂﬂ%%] giehias (1 sinplyding experentisheal@dasion ofthopast sojutianstim ihe process

BRI T AT EUREL o e i
profeti Berat R s b1l P b BT P oo e
pseAg@rdiag ?@ﬂﬁsﬂéi-ﬁi?&ﬁﬁlen@ H'Te_ sgﬁltﬁ)ﬁ{é@ﬁéﬁﬁ%%t %}ﬁn&? g% h&¥¥01* solution
n ransi n, ar e

successively as if in nonlinear ere

(X handkee(8"esoha (X)) psedefetihedas (ridiall iNStiWed @&k instance, the 01% solution
exponential calcul ation of the past solutions in the
andpZSceedufiongdre renntedtin ngredeterminedtmancsry sGa) as the HIID 29 or the ROM
rruh%iepl_i_cati on of two or nore past solutions in the
22)0r Jbe Litighmyfexes ¢ach figstdate rrosassing apparanses 1d dwb aredifferent from
to t t he

of (1) and 2. Accordin i s enbodi nment,
ones °&%’oaﬁ‘ﬁ§8 %‘igr %ﬁ‘?ﬂ?&sr?s‘ﬂ?f' {1 by Fhe ﬁ%&da&a PISCEwing dppratuses 11 are
differtSt i ﬁﬂ%eaangaf%ﬂ sol ution (X02) predeterm ned as

|n|t|g matri xes (for instance, the A st solution and
02rEhch O tHel BMtipleCencAPROH 8fpd d@ ' i
suchcas t he HDB 23 or theggeaiCIJ‘rl\]ﬁugeZS%7.gl hﬂe%'E ?ér%???g?@%%ééssmg

appaeatus bocimsaleianid infital datex Y BeEEIhfrapRa ?aidémfsg dopattdds 11
are different from one another, and so the solutions
asseqaafed atibceaphyof the nfultisle ederyntipn appessisey 2aApar at uses 11
fferent from_one_another. Each of the :

10 di
i epﬁog{t@ﬂﬁwﬁﬁwgﬁsa P&t asséans theningtal magrines do fhe solitie
son SR Ao Bt AR BrReiSe T, A G T AU atus 11
at” of "t e . !
el 7 R B Faf b T PR EoiRnes 7.

as ST the o ludtin gedbra0d fidskes to the solution 15
generating algorithmand generates a 1" solution (X))

as Nexit,| viwm. thd Biterawee poitiom I7X, rEceive$QB6hbjett dath From HRHuk 29, the
wth 8 rows and 8 colums) This is the solution
solyionegenerating persion 2K genergihen 2 selutinn 6X5) as folpovs i on 271

oLk BHOBLRor ARk 1t on 274 generates a 2nd
i o?i'ﬁahgﬁy, (eXeH iR dheinkeRe pgl%orzlrﬁql ?‘gc!eyvteis the Sg.lélzﬁ)ct Eatz?f fr)é?nzthe bus
29, the solution generating portion 274 generates 3, 4% . N® solutions as follows.
34 solution (X,) = X,X, + o,

4" solution (X,) = X, X, + o

N* sotution (X) = Xy _, Xy_, + 0
The solutions thus generated are transmitted to the preprocessin g portion 272, the
algorithm generating portion 275, the key generating portion 276 and are also held in the

solution generating portion 274. To generate the N* solution (Xy), this embodiment uses an
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Simlarly, each tine the interface portion 271
recei ves the subject data fromthe bus 29, the
sol ution generating portion 274 generates 3 d, 4d',
... Ndt solutions as follows. 3rd solution (X3) = X2XI
+ a 4te solution (X4) = X3 + a 25 Ndt solution
(XN) = XN-I XN-2 + a The solutions thus generated are
t r dhs génetatel thecohitienp nepesdedsasif inmonlinesr t2iRgitioh Rere are thinkable
al gorithmgenerating portion 275, the key generating
techiyapgsppch 28 (briacludiag grpenantirkralqulation of gl past splutions in the process
ener.ating portion 274. To generate the N' solution . .
of goprpRting thessolons; (dd mcluding muitiphieation pf fwe OF HioEe pask solutions in the
[ : ' as if.in.nonlinea ransi tion,
prof 8L bR IS of Rt I8H @) el L
eXPRARAdih@ o B Ghbdd Ql'i}f Efe sBﬁlﬁoﬁ %@ﬁerﬁﬂ'{ggdrﬁ&f‘ﬂﬁhatsrheﬂl“ solution
process of generating e sol uti’ons, ) 1 ncluding
(X girendia0 2" tsatition (Xf,) préleimiRaes RAGAl ibatikéd @6SnstAndeNe 01 solution
process of generating the solutions, or a conbination
andof2"{ spjutiomcarg Bcordsd A e prafietegmined tinsorg sbeidasnha HDID B2 or the ROM
sol ution generating portion 274 has a 0151 sol ution
22) xd@hs ik matpzes eash firstlata progessipg apparaipsesid ag gre different from
initial trixes (for instance, the 0ls" solution and
oncggiothes, anl g he seltong gepsaed ﬁYéhfpéréb%%me:ﬁwwmses 11 are
difSHaP B ddSm ). 23 or the ROM 22). The initial

matri xes eac I'rst data processing apparatuses 11 has
ar eEdth of BleahiltibleAMorypitn AP RiriGEes A% hQUaSsi
gener at ed eby tlﬁe first I&a a proecsessi nfgﬁ%%%glrlgt%%?g&%%mg

apparatud 12 Iehis oy inftiad Matheasihat dTeke fifstaita Efodeﬁbﬁlg apparatus 11
mul tiple encryption apparatuses 27A of the secondp dat a

‘asspeigted withregch efihamatltiple Eaciypton fpasamses RAAL i al matri x

as that of the first data_processi n_g_%ﬁ)‘par atus 11 ;
as SO sqlusian \generatdng porsion 2iid aspignsity initiah sajnitasdo the solution

eerBliRR Rletfin fﬁ@?fgr‘ftﬁé%’ et RSPl on 15
° _ JPHEion 15
e T oPMRR Ry AT At PRARLCLES v alf ot 1,

W tThiBisitRWSolatitsh SeneRid &), This is the solution
generated first. Next, when the interface portion 271

r eNéxt,eshenhthe ntérfave tpoetidnel Flrrecaivdsahd sifbjet dataffom the bus 29, the
sol ution generati n& portion 274 generates a 2'
solwfipn geperatingporsion 23# generates a 2™ solution (X,) as follows.

2" solution (X,) = X X, + o

Similarly, each time the interface portion 271 receives the subject data from the bus
29, the solution generating portion 274 generates 3%, 4", ... N solutions as follows,

3" solution (X,) = X, X, + o

4" solution (X,) = X, X, + o

N® solution (X)) = Xy Xy_, + o
The solutions thus generated are transmitted to the preprocessing portion 272, the
algorithm generating portion 275, the key generating portion 276 and are also held in the

solution generating portion 274. To generate the N® solution (X,,), this embodiment uses an
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X

20 2' solution (X2) = X1X02 + a Simlarly, each tine
the interface portion 271 receives the subject data
fromthe bus 29, the solution generating portion 274
generates 3', 4' h, ... N solutions as follows. 3"’
sol ution (X3) X2X1 + a 4 '\_T_%ol ution (X4) = X3X2 + a,
25 N h Solutlon(XN) = XN-1XN-2 + a The sol utions thus

(N gdoescdutian e X mdmrﬂ\ft-t 2)F sotivh €Xpr 2 pthadesthe tgp patidn@enerated

272, the algorithmgenerating portion 275, the key
lmlﬁéq‘*é‘leb’t!? ;sgfm i élﬁleg%weawcgeamétea:hg ewieplutipp, the, s;olutlon generating

poriigP g?ﬁ, i l?l;gﬂg rthaet tlﬁvn t | owﬂzﬂ;%ég ngge{gz?tgg i the pjast (or else, the
tW(?&Jlﬁﬂfhlg 'i’mfs%( la)b %ngle %ﬁle{‘ blg é)é)thanﬁgﬁ% 5 lgﬁ%q %elgéeftgllg é)ortlon 274).

ons gene

InvERER, thmsruﬁt)ﬂi Sldeﬂ B ﬁﬁ%@tn%mtegt?r gﬁnfg%o?ﬂ&]oﬁﬁ geﬁel?ﬁed in the past

sol Ution generating portion 2

aremettodstuspd ecgaicrige thenetvi soNBiog e 6w dni N ThHE tHi8 Sinbb@inent always
el se, the two solutions nust be held by sone other

hOIQbﬁlﬁltWQ pastanlutinns inche solutiorggenerating portipmr 2740 n Hidivkver, fis
em{bq nyersely, the solutiagns older than the two nearest

Heef eﬁ@scg Q}etﬁoim v&g%%sal%thp fhirdeapest precegding prutionodue to the

gen? fe1 o e? I8 S0 quﬂt}eég%rs'{ ]]c)]l‘rgg‘%amgo gggttlon till then from
the pédeleiﬁﬁéd'naaﬁ&}g ngmdetih&eqp viSGEE Yl AORRAGL T 0N 274

wever, this er ases utlon which is
NoVWTHeh@1itidhs thud %@ﬁ&%d RFSDBGHNE Iﬁﬁhﬁédr%gmsn ta?ndtapeealso the

generation of t new sol ution but was the second
psendaramgdompromtess. ng sol ution till then from 10 the

predeterm ned menory or the like in which it was

r eclsr ehage tiementugan transition, itis thjnkeblea then acquithg ttei N* sajution, to

near transition, and are also the pseudq-random
ﬁﬁ#ﬁ)@%mgﬁe eﬂleﬁﬂlaﬁdhﬁ ahowgrmentigped fomﬁla N spltion (X)) = X

t hi_nkabl e, vvhen acquiring the Nie solution, to wuse
e %ol | ow ng formul as other than the above- ment i oned
f orpgdhftankl: solution (XN) = XN _ 15 1XN-2 + a. For
instance: (a) N's solution (XN) = ((/XXyN-1)P (b) N's
Sol (4 N B0l (5 ) EMEL)P (XN) Q (XN-3) R ( XN-X

(b) N* solution (X)) = (Xy_1)" (Xy_,)® Ky-* Kyy_o)*

(c) N* solution (X)) = (Xy_)° + Xy_,)°

P, Q, R and S are predetermined constants respectively. The solution generating
portion 274 has two initial matrixes in the case of using the fqrmula (a) or (c), and has four
initial matrixes in the case of using the formula (b).

The above-mentioned ¢ is a lconstant. However, it may also be specific changing
environmental information. The environmental information is the information naturally
generated in sequence as time elapses and commonly obtainable at distant places, such as the
information determined based on weather of a specific region, information determined based

on the contents of a TV broadcast of a TV station broadcasted at a specific time and

 information determined based on a result of a specific sport.
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- (c) Ns solution (XN) = (XN -1)P + (XN-2)Q20 P, Q R
and S are predeterm ned constants respectively. The
sol ution generating portion 274 has two initial
matri xes in the case of using the fornmula (a) or (c),
~and has four initial matrixes in the case of using
the formula (b). The above-nentioned a is a constant.
Houeisepossible terfiyrtheer swpivere sprfidentislitylodi tigi cognmunication by creating the
environmental inpformation. The environnent al
aboivﬁﬁ]éﬁ“ﬁlﬁ{l‘?doﬂm serief and gersrating eommen informagions gener at ed

o ST RHSHOGER, a4 Bathonurs R fere, pecRsn GRiFd D te
envBRMEnAY atﬁgxg) Bridht ﬁgs‘?bff t{h (% a?érta) i?&f rmation

eterm ne ase roadcast of
a M&saﬁbe@rhb%@&ﬂ@ ﬁ:ﬁi @ﬁn GtR&F LTI 894 the solutions (that
i nformati on determg%g bgse on a resﬁaft éoqf%C spegls?]'ucmns( e
is, thp abdve-Adntidnked isslufioss) idbtides whilch bf fRrabbv@tRMEoned methods of A), B)
confidentiality of the conmunication by creating the
andfBlosheuldehetused éﬁg@emﬁe theplas text dutglatrer didcpgliegtorthis embodiment,
igg;)rrmuon is al so possible, ;as a matter of
the piiz} (et Clttéla'éda %Peeﬁﬁ? by, theapfapdiadn thease where, in dividing the sum of
add §\r/ulrﬁr.l ggﬁng?rs cgn%gl;ﬁ;lagts %ﬂa&i)gg{l Ertawglﬂggé coIqqgls as the solutions by

3, al% Qﬁﬁ&etﬁ 1SRPB 'ﬂhﬁé@g Yl BQ afCRht qhet{%j:;tamder is 1, 1, and by the

utions ve- men |one
melﬂ@@ 8] ﬂﬁth%hﬁwﬂére thtCreAR@MRY ¥ HRABE ¢ dPRE ROCEwaTs Kive e the
and C) should be used to generate the plain text cut
casglat a. According to this enbodinent, the plain text
cut data is_generated by the net hod A) in the case
whdh &e qage of gﬂmr&ﬁlggtthﬂeplgmrtﬁxifcut datel by theupethhd A)uthb @reprocessing

Con uri Q trix wwth 8 rows and 8 col umms as
porfipp, Jé%‘F“dﬁ ﬁ’%ﬁg gt %ecelé{efi Efﬁﬁli thei&terfare perion &/ 102y thy
e e S PR TBE oimg romo
blts' it ofder HORH@E h%ﬁ A ﬁfg ﬂl@?@&ﬁiﬁ%%{i 0 %Sﬁapeg)r?&gélgg portion

In the case o atl ng ext C

272t ensbede tHeQRhndiny dhti @t RIFREA PERESH Hthe PR 1eRNciA G4taC UtThe ?Bﬁtions of
subj ect data received fromthe interface portion 27

the plairt ezt @B dpradde¢mbeddirestha doineny dita tiay He eifhdri viagiable ok fixed. In the
enbodi ment) shorter than the standard nunber of bits

lattercags; gherposition 4t mhichethe dummyedasa istembeddedomay he thexttead of the end of

th dg%:g. Thedgreproc%%si ng partion, 272 enbeds the dunmny

© BaLlexRt ot dpf oL g e%'IH%dlﬁatPé’Pﬂut)’é)i'ECb&?ta swe@nd Bit or a third

i TR B0 Bl DS IR R Bl it

For fihst&fde, thirelaRethinkable processes, such as constantly embedding the data of 0 or the

data of 1, or alternately embedding the dataof 1 and 0. As a further example, it is possible

to decide what dummy data is to be embedded based on the above-mentioned solutions. For
instance, if the sum of the numbers configuring the matrix with 8 rows and 8 columns as the
solutions added up is divided by 9 and the remainder thereof is 0, it is possible to continue 0,

suchas 0,0,0,0... If the remainder is 1, it is possible to put in 1 alternately, such as 0, 1, 0,

1. If the remainder is 2, it is possible to put in 1 at every third place, such as 0, 0, 1, 0, 0,
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| atter case, the position at which the dumy data is
enbedded may be the head or the end of 20 the plain
text cut data or a predeterm ned intermnmedi ate position
such as a second bit or a third bit. The dumy data
may be any data as long as ity s irrelevant data to
the_subject data. For instance, there are thinkable

1 --pr bikewidsssit is pedtsibde toqan &1 hat ¢Vy:r)efmbﬂhqbizmg if the retadindenfis B) putin 1 at

g data of 1, or alternately enbeddi ng the data
eveaf fiith plage if thesemaindgrindrand,pupim lat avery tenthplageif Ge remainder is 9.

abéﬁ%%‘"ﬁ?t%gwm‘%agﬁﬁ?ehﬁmé%ﬁg%a"‘% hemedoi &Eé%?ﬁﬁessmg

SRR AT .
sho&@ﬂthhﬁ ¢he s@éfﬂ'aﬂﬁﬁi’mﬁé?%ﬁ' eaf 10 1%11&51' it ds thé?ﬁﬁﬁhzkpéu? dhiQ, dand includes the

conti nue O, such as 0, O, remal n

durhmy ]:Iatal & differpagositbas 6ﬂe|q1ebt1ve’lp1éce%|df ﬂid’}ﬂhﬁ' t¥xt cBtiédta als of which
0, O, 1 ... If the remainder is 2, IS possible
havp@hqnumbm of bits slmmr yhanl‘the; Sialpﬂaatm;mbﬂdf b@ts. OIn this case, (e positions

possible to put in 1 at
at "8%‘} é*efiam%dﬁﬁ ascf‘én‘i’qdd% may brdmader regyglagly cpmgmga sychpgs moving in
i f f 4 d [
orafg i e ikt bil, RStk s ey, SEBURIRC, it bt oG B,k i, or

o5 AT 088k 5 b i o
dursiibjde@tis eabedded ridtPnily eRSle ESQH&%"@S& b@&ec@dédsbaggd on the

bits for instance) 5 shorter than the standard nunb

solhwfonbifdrsingtanceender it as the plain text cut data, and

|ncI udes the dumry data at different positions of
ﬂwﬁh@@ eﬁd@admgl theypoaitions atxwhichs thedthinzmn Hata ¢f embedded by

gghﬁ ve t he. num {eof hits shorter than the
means of 15 YIHIAREF isgosgpledo perfornythe folloyeing preceputor instapse.  If the

sonf PR Rp BB SRS o ¥8Pﬁ*él{ﬂ8§?%terﬁ@1ums added
up 1fs 'd'i\ﬁ@l@(pl’ayt 8 (gﬂfé'}gmgﬁlﬁer th%'eﬁfjlb sl Ehe 25 él#dgeddteél hitdrnately at

second ran

the nb@mﬂdrtﬂe asd 6he @E&e%ﬁ:ﬁ@pﬁin nte!@teaﬁ |d§1!an ks r&ﬁﬁm&@&ﬂ the plain
If the positions at which the dummy data is enbedded

textrcah datahgvio b shegdyminy da@emtted debat nikyhdad aflé dhedsidintastedt ita having
the solutions for instance. As for the method of
ﬂleé@'@pwdaga mbedglsd it thewad are antinged torhe atlevery thisd places Ifthe

edd?rj nmeans o Fe solutions, it is gossn bl e

{bﬁé’l?laﬁ?’ﬁ\ﬂlh%ﬂt? BB e robellid 2 fhs beadand the
3

Plaﬂé‘féﬁt%ﬁ AR RAIRR Bleae SRR bl efiadelGe BRldp e rhea B every

ol s W ATl by LD Bl ot

at thpd Ivad and thet fl@inpbRicht &AX havisi HéFudmy Hath BRBEEISAI A ERY entiSire
1, the plain text cut data having the dummy data

arrapgésbidchecht averyminth @leteantt it diso posaible tocfuttheuhoetatha positions at which

havi n
the dummygdata is embedded rather than fixing the positions such as the head and end.

In the case of generating the plain text cut data by the method C), the subject data is
cut to be the standard number of bits or the number of bits shorter than the standard number
of bits. This cutting can be performed by cutting the subject data to a random length shorter

than 8 bits. For instance, if the sum of the numbers conﬁguring the matrix with 8 rows and
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the dummy data enbedded at the end are arranged to be
at every third place. If the 20 renmainder is 2, the
plain text cut data having the dunmy data enbedded at
the head and the plain text cut data having the dumry
data enmbedded at the end are @grranged to be at every
fourth place. If the remainder is 7, the plain text
8 celumng as thetsalrtiogs added dprisntivited bydvireldtie cemainder eeréndasl0, the head
nd the plain text cut data having the dummy data
of theyfithiert dataiat thas Peingindirae casy bexgu ba%th;tSbeéﬁthema,mdﬂrm h the head
lace. |t is._.also ppssible to further e the, )
of 8 &ftfecs dhta o BRRTBEnm s Pt I hegesaigder i 2, the head of
rat:her X1 . [ L] ch t he .head
the B ol ok YRS G1E cROBE LicBy2 BT e bolBpnG s g head of
the RBibjbdt@latibit RO pbint i ' |'s
st é]ndard nurrbgr o%ﬂ%‘]iﬁ?é%h&g?@%ﬁ%ﬁr}gér Oof ?lttafshtgﬁto%u?g?taﬂms
genetuterl, theeprepraceiaing portvned72 edibelds e dubith§ de it e4v8 piéde dBehe plain
performed by cutting the subject data to a random
texy e dath of mdicherumben ah bids isisherterfthan the standard nuirfbet bibitsumin this
of th nbers configuring the matrix with 8 rows and
casggn egﬁ’ea HEResisien of hedympny ¢#a mayde sapeipositionisaeyasthe head or

the remi r there . of _the

d d f i . h h
the Sp s profe bR d ERinelndiaiton sbectied PR fheelieions fy Tastance

bi t ' i ' .

a2} oo pEITRIARES dof thos botrlfPA a3 o R ilypring and
decfypiiB; PeRToni 273%s atsh@ai@Rdrdef of fdaRratidh] ect data at that

point in time can be cut by 2 bits. If the renai nder

| s It pattatiel izl theqfenbratitue ofsthbjphii tet@tax data, tHeailgdrithitgehdrating

tine can be cut by 7 bits. O the plain text cut data )
portiey375 grmeeates: thel algotithnp nsedropcasriptin g o plainret eot datheds

t he du data in each piece of the plain text cut
da AP BRI fohS M. e plgorithm gepparaingnogtion HES generates the

[ r.of pits. In this case, an enbeddi ng
ala A O B RonRs

I on Pﬁ'ry data nmay be a sane position such

as . e >

ol FSARER Bl enltRRREAR, 6 aRo RS BT RARIH Bfgrares the
algdrith@ny fél®es. the plain text cut data thus generated is

transmtted to the encrypting and decrypting portion

27 Thaslgorshmed this embodismenti dgfinet @t liwthe chse whsraltheplain text cut

with the generation of the plain text cut data, the
dataasfobit dathiyeensideraday rp@‘rlﬁiﬁgwﬂhﬂsrogem@r&uﬂ@nmh at is acquired by

| gorithmused on_encrypting the plain text cut data.
m“‘ﬁeg’b‘}&j‘%g] ‘ﬁ%mﬁf‘ﬁ"%xé’ﬂﬁb% ?%ﬁ%zd § qgﬁ’@p@ 8% the spdugeperaised feythe a-th
Lf 7 enerat es & 15 algorithm based on the
po“%gf'%#ﬁ‘g’ﬁ%da%c %P%ﬁ%ﬁﬁ%ﬁt hi s enbodi ment, the algorithm
gg:}lreg.a},tsmae aROE tARs WherdeR 8 Rferldifed @h8he. t BBRting to this

-embodiment, however, a is a number changing based on the solutions. To be more specific,

the algorithm of this embodiment changes based on the solutions. For instance, a can be
defined as the remainder in the case of dividing by 5 the number acquired by adding up all
the numbers as elements of the matrix included in the solutions which are the matrix with 8
rows and 8 columns (provided that it is a = 1 in the case where the '1-'emainder is 0).

The above-mentioned n is a predetermined number defined by the key. If the key is

a constant number, n is fixed. As described below, however, the key changes based on the
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The al gorithmof this enbodinment is defined as "in the
case where the plain text cut data as 8-bit data is
considered as a matrix Y with 1 row and 8 colums, it
is acquired by 20 multiplying by Y the matrix X with
8 rows and 8 colums as the spjutions raised to the
a-th power and turned clockw se by n x 901." Here,
solutiense dodetrhare spenific, whis nelw dhanges/asaiairethaksolations according to this
constant. According to this enbodinent, however, a is
embodim¥Ber changi ng based on the sol utions. To be nore

specific, t al gorithmof this enbodi nent changes

baglgffaé??lf%él%i%tf’d%f”&ﬁgnaﬁ% eﬁ‘ﬂg‘?% B a can be 25

def j : B ' e, case of. divi.di by 5

" AGSHARE 15, COAIRL 98y 2y B e
1g6H@BRPEHcA %ol ' | |
sGHOREAS e Gl polich 865 4 bR BT MBI 14,
trafshits it to the ecrypting andtdeerypasgputtioh@78he remai nder is

0). The above-nentioned n is a predeterm ned nunber

deflnpachlisy with ghekganeration toff éhekpdyinitext cat dasm thekdy genadating portion

is fixed, As described bel ow,_ however, the key
276 gensEpiss the keyiussd onacpting ghenlain text cypdase mor e

spegific, this n also anges based on the sol ytjons
accorFdiNgePE? RotER 2R s it ey basegpnghe saliians; o
deoi _ _ . . - .
erisrr e BB aRLAA0N ooy BEERLNT WorliBh 318 Beprates the key as he
follo®igy ates the 5 algorithmeach tine it receives the
solutions fromthe solution generating portion 274,
andlhetkeyrd mhit smbbdineent sehemanlydtacqgirad by sRkigR AlNGe numbers as
portion 273. In parallel with the generation of the
the glezents efithe matriximehded inethk eglutjersewhich arp the ntairimwitR Bgows and 8
ener ates the key used on encrypting the plain text )
coliugps. § ofhereferrs thedkiey shanges based opdhe plRtionsaceprdingde &ys embodiment,

ke ed an,the sol.utions 0 According to this

en%i(t) ?ﬁrrsé’ qsswkgolgég}dagﬂg?%tp?r Yportion 276 generates

they : L QWM N : 1 hi |

 hepdeBaie s ol o DSl o O BALIR e ey cach
timé G e@dias¥RIE Sol@fiors TR e solutiol GleHélafin goﬁiﬁﬁ 298| Al 3RSmits it to the

which are the matrix with 8 rows an col umms.
enclip¢mgfaond decriybingportiohafgjes based on the sol utions

according to this enbodinent. 15 It is also possible

g apddeyptingyportire 3t gnegyptothelplain text cut data received

to
enpodi nent, .the key_generatin ortion 276 generates
frmpﬁge RIEProgessing portlior}/ 2'?2 lgase on tliqe aF{gorithm receivedg from the algorithm

generating portion 275 and the key received from the key generating portion 276 (S1103).

As described above, the algorithm is defined as "in the case where the plain text cut
data as 8-bit data is considered as a matrix Y with 1 row and 8 columns, it is acquired by
multiplying by Y the matrix X with 8 rows and 8 columns as the solutions raised to the a-th
power and turned clockwise by n x 90°," and n as the key is the above-mentioned number.

K a is 3 and n is 6 for instance, the encryption is performed by multiplying by the
plain text cut data the matrix with 8 rows and 8 columns acquired by turning the matrix with
8 rows and 8 columns acquired by cubing X clockwise by 6 x 90° = 540°.

The data thus generated is the encrypted cut data.
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time it receives the solutions fromthe sol ution
generating portion 274, and transmits it to the
encrypting and decrypting portion 273. The encrypting
and decrypting portion 273 encrypts the plain text cut
data received 20 fromthe prgprocessing portion 272
based on the algorithmreceived fromthe algorithm
geriBreanicriptgrbout deta i & ansanitled foethk egnrreetigd practod 2PM tTie connecting
key generating portion 276 (S 1103). As descri bed
POIH%@%? cempech|thpenoryiied entdaty asene and generates theaerypteardata (S1104).
S Iiige P(#giF t ext cut data,a .8-bit data is,  considered
OIHEE 9Lk OF g Spepypiad ot flaginy s ¢ase i Gomsesponding g thesoringsyder of the
. Nh td Rl by Y the matrix X with 8 rows and 8
m@%ﬁﬂ mstt%"gC%{L%OI utions raised to the a-th 25 power
an r I b SB: . p : ey. i
he g S S yRichineitt i pragifl Gkt Hhchts the
subjjoes @b ¢ geriehdte SRy Biptedat:Sis BRished fed. by mul tiplying
by the plain text cut data the matrix wwth 8 rows and
8 Clitelamaryptesilata thas bgneratedhisrgnbinétteded thecomrimicRion@yparatus 28 in

%nd 8 columms acquired by cubi n:? X cl ockwi se by 6 x 90
the firs; flgta praeessing appasays biarthe bus 3% tThe coeripiask daén isueceived by the

T AT AN RO
d ne. . d t .
SRR ARy 158 BB SERGAB S Forion 252

adde e AR Sitn B & thOhdfleSofds _%n&?p{é@ Hﬁﬁ?ﬁﬁ%ﬁ&%& fhe encrypted

the sorting order of the originalf plain text cu
dataltot the comitmnicatibiporsiorR8S 110 in which the first data
processi ng apparatus 11 encrypts the subject data to
gendegommyricasioo pppicad 83dtansinits fherdnstyptedf datsto. thd seeond data
encrypted data thus generated is transmtted to the
Pro¢asine APRERUS A2 jfthe aptwork 83 nThe shoveimentioned step S120 is thereby
per%rgﬁggssi ng apparatus 11 via the bus 29. The encrypted
s received by the interface portion 281 in the

s re o
o o PR ARCE e dobil 123l pRAR b i hfrhbifa dlk. e
o hont o) oh P aa Ak aRELy ol e Shel i i

perfdamed. and transmits the encrypted data to the
communi cation portion 283. The communi cation portion

28 Hereupdsrrithis deergpiéancstspwitibeidesaribal infdetaildryomterdag @ FIG. 11.

B AHE SREPIAGHBE 'GP thessopmd Gy DroES3sHis BTG 12 s received
by the communication portion 283 of the communication apparatus 28 of the second data
processing apparatus 12 (§1201).

The communication portion 283 transmits the éncrypted data to the authentication
portion 284.  The authentication portion 284 determines which first data processing
apparatus 11 the encrypted data comes from based on the authentication data added to the
encrypted data (S1202).

After such a determination is made by the authentication portion 284, the encrypted
data is transmitted to the interface portion 281.. The interface portion 281 transmits the

encrypted data to the encryption apparatuses 27A associated with the first data processing
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In the second data processing apparatus 12 having
received the encrypted data, the step S 130 of
decrypting the encrypted data and changing it back to
the subject data is perfornmed. Hereunder, this
decryption step will be described in detail by
referring to FIG 11. 20 The encrypted data

apparatws bl deteninined toee the ramanidsionm sqproceithe agcraytpddath by tHe
is received by the conmunication portion 283 of the

autheieaton BRTHBR 28Hpar at us 28 of the second data

pragessi ng appar at us (S1201). The communi cation
por SheRs BRI P e 7 IEPPALafs %/ Agreceives the
L catd [ 4 The aut hentication

encg%grt?‘?génth%@ﬂlgg}%ﬁ%c#gs %%ﬁ"fi rst data processing 25

apPps oééssidtg&p R YRl aled ERYER kf | rmin

the au IJdF}%rnti ca ic())n dat a adde tg t he ner?@%gt%%gﬁs&dg@aedem ed
nurfter b bR}, andfgencrars the ancel@tal ok Gadi(9M039, made by the

aut hentication portion 284, the encrypted data is

t r dndhe ease of cuiting éhel encryptesladntzpard genarafifig the éhleypted cut data, the

interface portion 281 transmts the encrypted data to
PrepiQECSSME RASHOH A’ b B QIS AH OCEPATYSES 49 FheaOggiss perfarmed by the

con e P EFF GEPE 7 g SRSt bty P o ol ot pecfic the

cne AN SRRSO 00 TR BT

enc d &idaipt ed data via the interface portion 271A. 5
he preprocessing portion 272A cuts the received
end¥ext thel enaypret) yusdaps B d@haniticd asl tthﬁU?@ﬁn@ tndddcsyptpGortion
enerates the encrypted cut data (S1203). In the case

273¢%, vhere itigdechetedh nésdediat the phain panheutalnta(§1204.

en pted cut ,data, the preprocessing portion 272A
peﬁ%’rff%fya’ﬂa? StRsgormgd as 3 processirReerpy 9dbe progessperamaedly the

. C ctif or.t | 2 f the first, data
onchfng B RECLBA% AR 25 Srie BisosbiertfiBting Riirame Lo For tha
2 RAC ARSI AproSest E | i i
e di vi deg&?lnt o d?RJI t?spffdg A %faggtgg lgieiﬁ%ﬁgﬁgﬁgﬁgﬁﬁmqmed on
perfdaining thie ¥herypiiéh &ﬂﬂa&)fﬂt%ta%fbcé}@ihgabﬁarﬁﬁ@@im tted to
the encrypting and decrypting portion 273A, where it
i s Tealggited aaddey asddoetheaivctybaon hwi genérawd igdide taleacryption
(S1204) . The decryption is perforned as a process
apppiafiss A t oWpHang thereef wilbbe flescribed.by t he

The information that the interface portion 271A of the encryption apparatus 27A
received the encrypted data is transmitted to the solution generating portion 274A. The
solution generating portion 274A having received this information takes this opportunity to
generate the solutions each time it receives this information.

The generation of the solutions performed by the solution genérating portion 274A in
the encryption apparatus 27A of the second data processing apparatus 12 is performed
through the same step as the step performed by the solution generating portion 274 of the first
data processing apparatus 11.  As described above, the solution generating portion 274A has
the same initial matrix and solution generating algorithm as those of the solution generating

portion 274 of the first data processing apparatus 11 associated with the encryption apparatus
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15 encrypting and decrypting portion 273 of the first
data processing apparatus 11. For that reason, the
second data processing apparatus 12 requires the
al gorithm and key required on performng the
encryption on the first data pyocessing apparatus 11.
The al gorithm and key used for the decryption are
27 yavdudingtheisnkitide geregatingoporpon dMA apPherefores th2 &Alutions generated in
Wrking thereof will be described. 20 The information
the epcryPEGLARNA AN He'bolibe spepmd Zintapracessing apprcatypi? ae the same as the

o G835 Bl ST st
T e S

t heTHeOlehbraRidSoRMeRs ireMankihitfe@SRinY A thHtﬁg iggéé}{l@ pdtflon 274A to

The generation of the solutions perforne
the pripuddessing poreioa 7D, 1gorithAgehéffing Portidh A78R RAKeY BEARAking
apparatus 27A of the second data processing apparatus
portion 2%6Aer f orned through the same step as the step
perforned, by the solution _generating portion 274 of

t het i3l Eqrithg geperating: paryiph &9%@1&%@5 theplgonithmbased anede received
son RSt R Rt e SAGGE: R pan Shich i lgp g espprating
nd S . ! o
Ao £ B, LRSI RMEIGERULD oBRLHEERe 3y e e

as thd'gtep B‘Pﬁrhﬁhitﬁﬁ"al?iﬁmﬁﬁ?éeﬂéraﬁﬁg ridni 376 of Gl kst diea proces sing

sol ution generating portion 274A. Therefore, th
appamatust i logenependhailgerithm.  tThe genemiedialonitan pag aisuittediAom the
of the second data processing apparatus 12 are the
algayithm geperating pewion 275A 4o genmceiptitlg iand tlerypting s om27 3y
en g{ei on agﬁl{?r atys 27A of the first data processing .
apglgﬁé Y SeRerating RATHORA{OA penarpies thakey bagedonghe received solutions

r.ation | ared..5 The generated solutjions are
cacll RGN RS e SRTRALS s B stestin JENGH e Ry BRnsraingrponionaron of
i i 7 i . .
e Sond R ESRSBE B5RP LRR RO PLARL L g e n i e
keyZédratidd fortiod 276 bhile IRORTatd proBesbiblappitathd 20 cBRIRE IR %ey. The
the al gorithm based on the received " solution each
generated kel is trermmited frive thokest gamesating pertkined¥6iAntowhds efvridihg and

al gorithm generating 10 portion 275A of the second
decrypiing ppioasdPfg apparatus 12 generates the al gorithm

st a as the step in which the algorithm

ge n“&%{ ﬁﬁg&}% PIOCBINE AZ SIS, PR SpiufigRs ¥ £gnsHied o8 dhenfrst data
R R I R
app%ggh‘r%;lg% %ﬁg ?(%I?Qécﬂls%%%%sé Qe GefOE MERELSI Al processing apparatus
12 each time the solutions generated on the first data processing apparatus 11 are decrypted
on the second data processing apparatus 12.  As described above, the solutions generated by
the encryption apparatus 27A of the second data processing apparatus 12 are the same as the
solutions generated by the corresponding encryption apparatus 27 in the first data processing
apparatus 11 if the data in the same order of generation is compared. Therefore, all the

solutions generated when encrypting certain subject data on the first data processing

apparatus 11 and the algorithms and keys generated based on those solutions constantly
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- decpypfiondepssss

The key generating portion 276A generates the key

based on the received solutions 15 each tine it

receives the solutions. The step in which the key

generating portion 276A of the second data processing

apparatus 12 generates the keygis the same as the step

in which the key generating portion 276 of the first
matthtveitipthe sebipnygerprtadb yithe Elcryption agpasatnd 27 A of/the Fosond data

generated key is transm tted fromthe key generating
PropgSISARPIABIA 12 nd the Al geritimsiang kaymgena@mc&mﬁ:d@ those adwtions

273A. 20 for this data prqcessipg system new
Wh%%ﬁ?ﬁ?%‘%ﬁ? 8“"5%8‘:‘ §‘f‘% @e’aﬂgfﬁ gnithe gst ‘i%{% BroCRYSEAPRALRgs 11 by

abRAr ' ryptian.is forned o
uifip AR S pRPADs Behalcl DS 8GR, DRl nces ae
the$ I .

oS8k a1t e ShSORATH/RIBHEIA I SRR ibcsing sopars 12

processi ng appar

andgthe deayptibois peifernidd @i thé diret dArOROESEIAY appAbAL US 11
are decrypted on the second data processing apparatus
12. Aydesgrbest abowel thd enaryptidprslalentyipting portion 248 A hetfipridSthe

t he, encryptj on apparatus 27A of the second data _ .
f%w% lzorithmde¢givedSrom thealgarithmsgeneatipg portion

279" TS ot} o, T GEERE gt il acriar PPEA Rertimtne

! - apl J .
oS8Rl AP A R AR o s
(deER6d 34D 0 CAQY WhdérB IRt cBfpted@l @als toiRidetddSds adxgh%x Z with 1 row

processing apparatus 11 and the algorithns an eys
andgfecrdumhg dhdplamdextreut Haa és sQuittd by sl ging bW a8 §rverse matrix of
match_with the solutions generated by the encryption
the mayax Xt wish 8 7eweind heolymme asl thssolutiop raiswktyitheya-#ppewat and turned
2 .and the_ al ﬂgith% and keys generated based on

clogifyyjseby B} A0° orhased gnothe adgorifbmiregeived dram theyalgasithmegegerating

he first dat i tus.11.by .
o274 R 0 S P A AL B0 BRBEGA i
as i P St THOGAAR CAHARL E ERor B Oyl 1S BRURHSY muttipiying by

Yty @e5SX RathePRAWsaE B chfumAd'ss thd SoldRG el 8'ttlei-th power and turned
performed on the first data processing apparatus "11.

clodksvistelsyn 993" aind perfoinhing ealealafivn Bgtoadiflg eehie MPbvd gientioned
ortion .273Aﬁ£er forms the decryption process by using
defingionysing ke c eThisdthercomypting andydecr yiitimg gortiamed 13dgdecrypts the
ortion, 275A. . To be nore, precise, the encrypting and
encﬁ@’é‘?‘{&}’ﬁ Anfg Prudsdss asrsamSEom She prepiogessipg poEfia 2 1 2anone after
b ating the algorithmfor performng the
m“@%%%@%f?B%mgggﬁé%Bhﬂgﬁépﬁﬁg%gbs "in the case where the
- enpRlRd taql | i '
il S s L S T R
plaiaaegticuedatdyis fEdlirdd{SH 208). DIAGREBAUBHSE hEBdolitionR generated by the

solution generating portion 274A are transmitted to the preprocessing portion 272A. These
solutions were used when determining how the dummy data was embedded in the plain text

cut data in the preprocessing portion 272 of the first data 'processing apparatus 11. Tobe

‘more specific, the solutions held by the preprocessing portion 272A of the encryption

apparatus 27A at that point in time indicate how the dummy data was embedded in the

encrypted cut data (to be more precise, the plain text cut data before the encrypted cut data
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the matrix X with 8 rows and 8 columms as the sol ution
raised to the a-th power and turned clockw se by n x
90") based on the algorithmreceived fromthe
al gorithm generating 15 portion 275A (defined as "in
the case where the plain text,gcut data as 8-bit data
is considered as a matrix Y wWth 1 row and 8 col ums,
wag érerged ol whichcdecryfaioa is Sinsheljor bein perforniddiryjust @ By performed)
Y the matrix X with 8 rows and 8 colums as the -
by & |enenypHing andsdagrinsingipertion 27 3doufshe serdnd dataptbcessing apparatus 12.

cl qgkwi se by n x 901" nd perfornm ng calculation i
o ot e SOt a0 erhempHohas) darsymige porton

7y o T A AL g me

dmﬁﬁtﬁ%%ﬁ[&mﬁggethg IERMAFERS S ¥htQlLd, 0N 272A one after

anothéer so as to generate the plain text cut data.
NeXThe enbgypéig ey décigptBizthoiesd YA Rndves tHeUhndry fata from the plain
renoves the dunmy data fromthe plain text cut data

textaut datgbyrusthg(ts: inf@matioAs descri bed above, the
sol utions generated by the solution generating )
porkhegiain foxt cufdata thap gepareted is teansmitted te thenoanegting portion 277A.

re used_ when

ortiaqgn 272A. Jhese 25 sol utiqns L
Thd Qe e TR 1A R e el oio M il gt Ao peand changes it

L ai 3 ' Qcessin or Ly
sacR1S o5y L g e LR RPRGEE AR Wi
pmgéggﬁ'gfabﬁamﬁlpglgg)jmb_ons hel d by the preprocessing
portron 272A of the encryption apparatus 27A at that
poiTHus, the biep 8130 i which thowcbied s frokedaigtappaanRnRerosdts the
in the encrypted cut data (to be nore precise, the
encpipitddatesnd changesdt badkdb dheesubjeet éate isyfitisledcut dat a 39
was_encrypted) of which decryption is finished (or

bei h§ g5t ﬁg‘aﬂe%ﬁdaj%ttrm pied Seong &e@em)icﬁb% peFiion 27;A to the
: d ' i 273A . ,
intef6E Bertign A7 ER p S P it o e chPiprGR ammirags 278 Via the bus

29 portion 272A transmts to the encrypting and
decrypting portion 273A the information on where in
t hedk, ahdedc@yptichlippaiaha ¥ i MBenti
and 5 decrﬁc‘gi n;]hbgorti on SAE?Ete}%an%ss at g)épéwﬂemmnw step
Sl46nifeeldrmayptiipethe decrypled Bgbjactdiachas ket 1tGs B dnichypted/ B,
renmoves the dummy data fromthe plain text cut data
by Thsieneryptien protessod theoencrypition pppdratus 3%B icprrfateed in hus

g%neraiyeﬁ% Is transmtted to_ the connecting portion

appoxyimatelyrine s flawas tat b the first daprprogessing@ppareivs 11 (FIG. 12).
recgeived. plain text cut data as. one and nges jt_ . 10
badie EeR Al ittt A7 eRRich Appae 2BAF Bepupa pi the

_mteﬁg&@g%ﬁgﬁgypégglm)_t he first data processing apparatus

11 (51206).
The interface portion 271B transmits it to the preprocessing portion 272B.

The preprocessing portion 272B cuts the received subject data by a predetermined
number of bits, and generates the plain text cut data (S1302). The method of cutting the
subject data in this case does not have to be the same as that of the encryption apparatus 27
and encryption apparatus 27A.  According to this embodiment, however, the same process
as that described about the encryption apparatus 27 and encryption apparatus 27A is

performed to cut the subject data. The preprocessing portion 272B performs the same
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Thus, the step S 130 in which the second data
processi ng apparatus 12 decrypts the encrypted data
and changes it back to the subject data is finished.
The generated subject data is transmtted fromthe
connecting portion 277A to t(l}% 15 interface portion
271A, and is then transmtted to the encryption
proggsp as thatideseiibed/about the dooiyptid® appdeates 27 sreasco dnglpdd the dummy data
. apparatus 27B perfornms the process of the
in the Blpm texte4t date@s s2amred.S140 of re-encrypting the

decrypted subject data to render it as the encyrypted .
S RE pBIElep vt GAts boasafed o e cBmup i st ledtyping porton

pagat 2B roxinatel y the
2750 ey hig BEREA S 21D SRR R, Finfetod B the encrypred
cutdRRIBa3083. 11 (FIG 12). The subject data transmtted
to the encryption apparatus 27B is received by the
i ntheré,athe algorithine andiielBo (be ubeDior thel&iRrypiibs af g eRBdd 4sah the case
271B transmts it to the preprocessing portion 272B.
of thp engsypsioncapparaius@ 7p o fihe solufid@sare alse ghinrated befovethis as in the case of

subj ect data by a predeterm ned 25 nunber of bits, )
the gﬂ‘aJYBM@’@é’lstgﬁe pibgiflov & the genezation of theawiytionyiie the generation
hod.of cutting .th uhj,ect data in this case does
of %@gﬂﬁw?ﬁﬂﬁ%"? bescgeﬁgﬁ%fghtemggf the encryption
.ap . r . i
o Rk 2 iErecYer B OB BRSNS oo ORI Rme
sol¥tBGIch&tin@Perdbn DNEB PELeiveR A T8RP0 fHn e iARFace portion 271B.
encryption apparatus 27A is performed to cut the
Thessohjtipatgedatting pireiop 22HB chasld igbgerae thd olutdnd B BFrbFiAte timing.  If
the same 40 process as that described about the
the splatigp gensrating partian &/4B7ofgbis@mbiodiment rerdives the idfommation on
i_n tB,e | ain text cut data as_required. Next,

d
feC?H%tQ%ﬁif thersuplegt daty fromdhe interface prstian 374 8, it dakes ghat opportunity to
i d ting. porti 273B. Th
eenf R Y BoR ) RIS/ b bRt 8F s ions i e sorpe ghose
deSEM%Sgttﬁéﬁé#g%Wgé%ﬁgZﬁ cut data (S1303). Here,

the algorit to be used for the encryption

ar Thgeererateg doRfondark RAnGARRI t@the Al RA 'RéRErh@Rk portion 275B and
apparatus 27. The solutions are al so generated before

keytgeneratisg portioh@76Bse of the encryption apparatus 27.

The flow fromthe generation of the solutions to the
gerdealgosithm generplangpagtion 2PN amdikdegengiating pertidm<iicBrgenerate the
1 he eungirs. 10 Wien the interface portion 271B receives
algg jKe¥ Py eHArTRipg e amedecessas thagperformed by the algorithm
generating portion 275 and key generating portion 276 of the encryption apparatus 27. The
generated algorithm and key are transmitted to the encrypting and decrypting portion 273B
from the algorithm generating portion 275B or the key generating portion 276B.
The encrypting and decrypting portion 273B receives the algorithm from the
algorithm generating portion 275B and the key from the key generating portion 276B

respectively, and sequentially encrypts the plain text cut data received from the preprocessing

portion 272B (S1303).

Details of the encryption are the same as those described about the encryption

apparatus 27.
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sol ution generating portion 274B receives that

information fromthe interface portion 271B. The

sol uti on generating portion 274B shoul d generate the

solutions in appropriate timng. If the solution

generating portion 274B of this enbodi nent receives

the informatjon on reception of the subject data from _

t he RhBLFF nﬁ@fﬁ%@ﬂ?@@ sqqueptigtlydranpmitted ip theragrngofing portion
15 generate the solutions. Details of the

geéneration of the solutions are the sane as those

Seetd oS AIEL IS R DR iy Bl s s e

~ endgped dith (913005, | Dk ehepfpidGhta KQYan9BREREAD itl%p@&fc}t: Elggrmation

276B. The al gorithm generating portion 275B an
genyeatimgaortiom 2¥8B. i on 276B generate the 20 al gorithm and

key by performng the sane process as that perforned
- by Thtespafifis informationegaaerating gopsont278B adidStheraiokementioned specific
. .generat i portion, 276 of the encryption apparatus 27.
infeppatiof i thE Heaiipr o5 1SFaPfnof e TeeS1ved enceYmipL it (S0

ol o R e ERR A R R D GhsPR el waninied o he

busRNAE e 18RS pérBiBn 376810 E@ﬁ&ﬂfé@ﬁﬁ @ﬁwgaeﬂﬁggx&%m Qata

portion 273B receives the algorithmitromt
prog¢sgimngiappiragengr ati ng portion 275B and the key fromthe

key generating portion 276B respectively, and

s eNextt Whenl the éing dgatprotdssing hppanatie k1 sends tiaadesordadi modessing

fromthe preprocessing portion 272B (S1303). Details

 appgratysi2 BnBpiAtionn tasend baskdbmencagptehdate ratordediondbe HDD 23 in the

eoBHEHyn bR G AR BURLA Bk g el e
' [ 7B... Th ti ti 277B
soo g AR bR B b1 o e WoRner 11 s
t hepjrs Mkd AR Rliol3lpBardatis b3 _ﬁ‘})sads-liﬂ@eﬁc?ﬁtﬁ’gﬁg A3 ﬁnte 'HDD 23 and
transmtted to thé specific 1 nformtion gener ati ng

decpypitd theenéiyBidd ditaao shagielit Backb GieBabjeb 1AL Mraby pdforming the
portion 278B adds the above-nentioned specific

abovereantignédoprocess h 815k adBetailf af thispsém@ecwill b désbebed by referring to
received encrypted data (S1305). The encrypted data

FIGnégi ng the specific informati on added thereto is

e I b oo 2 o e SR Skt 275 o
second data processing apparatus 12 reads the encrypted data from the HDD 23 via the bus
29 (S1401).

The interface portion 271B transmits the encrypted data to the prgprocesshlg portion
272B. The preprocessing portion 272B cuts the received encrypted data by a predetermined
number of bits to generaté the encrypted cut data (51402).

In the case of generating the encrypted cut data by cutting the encrypted data, the
preprocessing portion 272B performs the same process as the above-mentioned process
performed by the preprocessing portion 272A of the encryption apparatus 27A on performing
the decryption. To be more specific, the encrypted data is cut by 8 bits from the head to be

divided into multiple pieces of the encrypted cut data.
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10 processing apparatus 12. Next, when the first data
processi ng apparatus 11 sends the second data
processing apparatus 12 an instruction to send back
the encrypted data recorded on the HDD 23 in the
second data processing apparaiaus 12 to the first data
11 for instance, the second data

pracessing apparatu
 br QUSSR BRIy St da s (RpSieRo fsneDIPfiBB AR decrypting portion
27 SRy o D O B B BERG  SepFARLATRin en u

dat2[¥I4ppy.ed data to change it back to the subject data,
t hereby perform ng the above-nentioned process of

S13The daeiyptiba iOperfotingd BE He@ime WrodesPR (HEMveREhIMed process
referring to FIG 13. To be nore precise, the

- perfommed b ¢he @orypting aRd dBcryptingyoreion LYPA b theappdpeibn! S}gﬁfzﬁus 27A
S

of the 20 second data processing apparatus 12 rea
on perEorming thedeeryatiem fFoperform sucibdegypticn, tHessebors] da@processing

S1401). The jnterface tion 271B transmts the
aPPéﬁ%'f%r'Qf&au%%%t-‘he oflﬁ’é“ E‘F‘g%ﬁyocessi ng portion 272B. The
PrefQ§ B?Jgﬂa#nn%pg&%ﬁcg%g&lthe recei ved encrypted

data by®a prede B> bits to generate

th eflﬁ']ﬁ&irfﬁ&?ﬂorﬁldﬁ 2988 8f gﬁ?eﬁﬂl?aﬁnéﬁbéaﬂ ¥ gﬁ‘et%ﬁgcr information

generating the encrypted cut a by cuttin

added oF theleackyprtialata h@he RpERiOBESTHaiOn ROhE i¥BrmA#Ia for identifying the
perfornms the same process as the above-nentioned

algqrithnend kepasébwhenervyypting the eqryeddits foriavingahe S#2#ic

. .of the encryption apparatus 27A on perform ng the

infgmationadded thepgtone nore specific, the encrypted data is
it.s fromthe head t% be_ divided into

cut, b b ) /1 Q¢ .
rulFof ﬁlsga“ﬁ?’éle&e e Wheredhe SRSt formation 1y theyalgoridys and key
[ apsmtted tq the .
tholg SR B R ofetlm it B o B0 &8 b acedouion 8 g he
algEREmARE LR i ' '
gt he pl ai npiﬂgﬁ? ﬂigg?ayggfi gﬁ%%n%m @tgrﬂig}nd%g%%%%ﬁ%sﬁa

decpyptihg poRidn27 3Bhda SRPReROAR SRS paiohPT2BIEY RisARAL. | MR Encrypting

process 5. perforned by the encrypting and decrypting
andgigenypting paBion @7 3B ecyntsrthgpericoyptehpadatatms@Tén theralgorithm and key.

~perfaormng the decryption. To perform such decryption,
t hdn Bisapeivhetiedhe sreedicdntpgmatigipis the selutions userliforgsnenategthe

algog!c’ oga:n%igﬂrﬁng _%Qe vis(/ﬁé/n en-lc-:py%u'%lg ‘Clll'?er é&c?y?t&i” gat:!l(, ?l\lle i%rte?'fa%g ggrrti%tn%%lB reads
the solutions from the encrypted data so as to transmit them to the algorithm generating
portion 275B and the key generating portion 276B. In this case, the algorithm generating
portion 275B and the key generating portion 276B generate the algorithm and key based on
the received solutions respectively. The algorithm and key match with the algorithm and
key used when encrypting the encrypted data having the solutions added thereto. ' The
algorithm generating portion 275B and the key generating portion 276B transmit the

- generated algorithm and key to the encrypting and decrypting portioh 273B. The encrypting
- and decrypting portion 273B decrypts the encrypted cut data based on the algorithm and key.

In the case where the specific information is the information indicating what number

generated solutions are the solutions used on generating the algorithm and key used when
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The interface portion 271B of this enbodi nent can read
the specific information 10 added to the encrypted
data. The specific information is the information for
identifying the algorithmand key used when
encrypting the encrypted datasdf or having the specific

informati on added theretq. For instance, in the case
encypufig T ERlpRiee ffte. BAFFAIROFT S reailybe inthrmelin from the

B -
gerRr ARG foliBrP T Bt idd RV EEHE 'ﬁ%ﬁﬂ&t?% %Pate%?ﬁ% sgolutions up to the

transmts themto the encrypting and Wecry

indjpatediopder? 7 TBe sblatibAompick WiMGRSE i8d WAkA bARyRTahE Blcrypted data
~instance. The encrypting and decrypting portion 273%9
havirg thy abeve-tentoredyipfoeraitort addat chepets £ dlrothis dase, at Bpastithdwitial
and key. In the case where the specific information
mafrixeg phouddbe beld vgthoykbeing engsadesodhar thésolationsrgenénatedrinl the same

key used en encrypti the encrypted data, the
ordfi- e aRys e taoicon Th SRIWIOR genernigng pRstian P (4B aRsIifsshe eenerated

s O AR 3958 b porin 276
TR0l SRR TS50 LS O i o

algquithtni amd K2YGBseienieharecelved salug6hd felpcafelyk e Thd A ieiand key
the received solutions respectively. Thé algorithm and

matgh withethe hlgarithm eikkeyl yred mtiemenoyptikgsheeaegpitdealata having the

encrypti ng the encrypted data having the sol utions
solufinne &d@f}ﬁ*égéw respestiyelyal Ghe aleprithgegenesatingpopinm 2768 and the key

275B and. t ey generatin rtiQon 276B transnmit the
enil e AP G R e b epratha e ki themgryping and

declEEAU IR 298 23Rl BB i1 g e
encEiphell AR deE Hagbd&pﬂlgla%gﬁm]ﬁ%gﬁg,_ key. In the case where

the specific information is the information indicating

whatherenotypted cgedstn i cheinged bick @ theqt1£in 1@ cHOdA4 APMScribed above.
used on generating the al gorithmand key used when 43 '

endYexbitheenarypiingrandyecrygtingpertion BZ3B memovadke dantnyaiata from the
1.27lB reads the information fromthe encrypted data so
plaigdext gut dats angeguired d40bhke sol uti on generating portion

e
R R LT R e

o]

- reqilQ\dee SERINAnRNREH b bR RtineQRe PRALExL HR Hﬁfggfsé 'tig[gat\ﬁﬂée[ﬁ femoving the

case, at least the initial fatri xes s
dunwiny Hatat  bethegaserwalsere tieospedifit infbnainUs HRBIERAS 1&dEFhen the plain

in the sane order are always the sane. The sol ution
textgahdata wiag gngropteil dast imsBhe intorsadetportidre Fidhearsnets the solutions to the
encrypting and decrypting portion 273B. In the case where the specific information is the
information indicating what number generated solutions are the solutions used when the plain
text cut data was encrypted last time, the solution generating portion 274B transmits the
generated solutions to the encrypting and decrypting portion 273B.  The encrypting and
decrypting portion 273B removes the dummy data included at the appropriate position based

on the solutions by using the solutions.
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solutions to the algorithmgenerating portion 275B and
the key generating portion 276B. The al gorithm
generating portion 275B and the key generating portion
~276B generate the 10 al gorithm and key based on the
recei ved solutions respectivedsy. The al gorithmand key

match with the al gorithm and key used when encrypting
t helehe F3R(of dncleding thedurpny data iebided i the plein dext cwiedata 5 an

oo SR BBl R P 108 o b i

s ehARORRN ety LRI 1

decrypting p ecrypting
bedatd, ifaBndefeBsd] @6 st yptinh @nd de@PFingdRlos 3 BalRo DR S the

on the algorithmand key. The encrypted cut data iIs
solutivars o dhds Ak dummy dataplaanot beexthoedd,. data as descri bed
above. Next, the encrypting and decrypting portion
273Be plptext cupdaty ﬁﬁmlwgf@h &hef duonmy [data hak been tepovedisttransmitted to
Here, if the dunmy data

data as requir (S,1404). ) .
the copRscling PP%IOPr?qur ailhe Plyn text gut datads penneqter @8 ene by thgsonnecting
: ' [ b based the sol utions, the
porn 2975 926¢ BhheBE B Bt ARER B 9508 Teqlires the
soliid Q8% ANEIYRE Efnq |y I ¢ .
| ast tI?ms t%h&gﬁlt ?%?TD}/I ngﬁgtheg% u.mh{% Z?a‘{}%.{h%ﬁ#eﬁﬁéee lgogé%l 271B, and
is thdneFsiitedstoane EnceyptidtnpPRkiug 27MSasbdiPatd@ivith IR Brst&Reprocessing
when the plain text cut data was encrypted |ast tineg,
appatatus ht whichcequested iransi2igsiéh bf tha entryptet] latass | asbinee of the plain text
the encrypting and decrypting portion 273B. In the

cutdat@de where the specific information is the 25
i nformati on | ndicati ng what nunber generated sol utions

ar 678 FRESWEIE D15 S cHERtignarparates oA perioqmsdthe abpvegpentioned

I ' | '
o5 of STSUBE S 4 Mo B S0l o AR AR
Mo RS PYATSUBON A P TS ROGAYE! h0roces

destriladduicl & 18 peifbenaltny e eh@?:pﬁ@p@pbfm DrsraHe fif dht Processing
solutions by using the solutions. 44 1In the case of

apparagisuldi ergrentiering thergulyjextt dafarss theoetryped deta.pl ai n t ext
cut_data at an appropriate position based on the
sol Theiprwyptadidatasganstatescen the sneryption anpaeatus 2WA isgeesmitted to the

S e -
. nder ina. i i .

is B AR froBPinclo S RO FmiRbe O ipoRREIY rts P 0o Brmepssine
app\%?i@ KaphRich r&ﬁleﬁt@drﬁxl%ﬂniss-[&?opﬂ'l@bﬂcrg@ga .dﬁﬂétviéjﬁﬂe?leﬁdégﬁ& This

ich the dummy data has been reno IS transm
cortesponds to the above-mentioned process of S170.

The encrypted data is decrypted on the encryption apparatus 27 in the first data
processing apparatus 11.  This is the above-mentioned process of $180. The encryption
apparatus 27 performs this process as the same process as the process described in $130
performed by the encryption apparatus 27A of the second data processing apparatus 12 on
decrypting the encrypted data as the subject data.

In short, the encryption apparatus 27 built into each of the first data processing

apparatuses 11 of this embodiment and the encryption apparatus 27A in the second data
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t he connecting portion 277B. The plain text cut data
is connected as one by the connecting portion 277B to
be changed back to the subject data (S 1405). The
plain text cut data is transmtted to the bus 29 via
the interface portion 271B, aql 10 is then
transmtted toléhe encryption apparatus 27A associ at ed

Progpssie appatafyses 1 qagsacipied fatdthalfirs REesSINg AppATRiEN 11 are capable
. i S5 f th d_dat
of A b B PP e R o OB o v mg ¢ i s,

t hergnaibyget 444 é&g@e a]%é!g - j
above- rre%t [ oneg oggfgggo %géﬁ g{er%ﬁ §% ?QPgaI%tﬁsem in the first
dats phjcessingdgipardn® Y1S8 RS satde AB%hd Bfta FRFIPAESH H8HDD 23 in the first
The encryption apparatus 27A perfornms this process as
data peocsssing apparaass tlhsefare dtempocesd@$ 611D ads perfd®mbd0 The subject data is
per f or med t he encrypti on apparatus 27 of the first.

b
- Tecefsled op ﬂ@ﬁ:ﬂ@i) Hyin the fizgt datapracessing appatians hifor nstangkj eThe first data

data as the %ﬂcéxﬁted data. The encrypted data
Proge iR e APRyradts 1d ifan Bt oh RPRSPPEH®ar at us 27A i s

<<§JCQH§§H§%?ﬂnén?>$ he comuni cati on apparatus 28 of the
secon a

a processing apparatuses 12 via the bus 29,

andrhefOisionly b & fn%@gssﬁ{goaggéﬁﬁfs Gctddind%o &%Mdce%ﬂo%inment.

apparatus 28 of the firs ta processi'ng apparatus

whiTHe Haedjves cosF furaRsofihé @it pFodefien SRS tiiddedond 2
the network 13. This corresponds to the

embgshimentrie fhei samedss thay of the forkt datd pidcesking appatyiptl € of datfarst
I s decrypted on the encryption apparatus 27 in the
embodimenty 5 WEYED chosdAthprogensmgapparatus of T sscorsl enftwdiment does not

nee R KFmPibicss” i R Focuiet by B commiicion Sempeiips Semyided o
the #st' BB &&ggﬁgg?ﬁﬂ?%éé gﬁd in S130 performed by the

encryption ap A of the second data processing

ap PRy B Merelspelific, HE QLN E)Md%gsiﬁ% yoihd seg:%? eﬁlﬁg&,iﬂfent includes

subject data. In short, the encryption apparatus

a CBUIZ1t an ROM@acin HDD 28; ahiRAM PR GAR ifpu@ a65e84the25, a display apparatus
apparatuses 11 of this enbodi nent and the encryption

26, ap peeraplien @pardtys 2hadsdus®. dha fdfctions thesds baically match with the
appar atuses 12 associated with that first data

Tungfage o SherfgPd g oaREM. 2. HDEY 2, BedMPeinput appatatissi 25 display apparatus
o A e G Pt B 11

SR ARt bl ot e FSGH laso
e s e g, 2 55| A BAAREL Lol o
27 Wikt énto the first data processing apparatus 11 of the first embodiment (shown in FIG. 4).
However, it is different from the encryption apparatus 27 of the first embodiment in that the
algorithm generating portion 275 is replaced by a first algorithm generating portion 275X and
a second algorithm generating portion 275Y, and the key generating portion 276 is replaced
by a first key generating portion 276X and a second key generating portion 276Y (FIG. 14).

The data processing apparatus of the second embodiment performs the processes of

encrypting the subject data recorded on the HDD 23 with the encryption apparatus 27,
recording the encrypted data generated by the encryption on the HDD 23, decrypting the
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recorded on the HDD 23 in the first data processing

apparatus 11 for instance. The first data processing

apparatus 11 can use it as appropriate. <<Second

Enbodi ment >> There is only one data processing

apparatus according to the segopnd enbodi nent. 10 The
re configuration of the data processing

encgﬁ}gm?tageﬁ edrpn @%B’QH 23 grithothe sReTYPtion apparag?d and recording the
R T e
AcBRIREAD o5 Reold UnORRALE ERBI JTERS R BERaBSRie Thf AF sgromted
e P 0 B0 0

datpwas esaiypigd fippathatsulsiectfdathie second enbodi nent i ncl udes
a CPU 21, an ROM 22, an HDD 23, an RAM 24, an i nput

appHheas adsetbe didfesgnsps, dy conjpactimnusith (s poant, betwesrpthis @ncryption
a %%éﬁlj 27 and a bus 29. The functions_ thereof _
aPPB%@‘i‘ ‘P@‘Fr&?té PTRGESHNG pRPargtysef the ferond embedigros and theepsryption
p%?am:s"pq"' .hput apparatu , i spla )
PP ppAr At uléﬁ ) eﬁrf:éF ‘i}%? B’b%e%fgrf%@&’?{i’z”s%ﬁ Oig}fae %?EXIEBO%‘F’Gm-

t heryfd : CE65] : J,
el S LSRRI b e g

embbtalimeny o6 @xsiontizaiabas shdiwn Bf FIG. N9 25 QEQREEARRLI ment i s
al nost the sane as the configuration of the encryption

applheanoyptidl apprratts 2 irothe ldatafirocdssifg hppapi@cefhé B&ond
apparatus 11 of the first enbodi ment (shown in FIG
embpdimeni s g interfaceiportin 345 a preprecsssing portine 2§ Ptanencrypting and
decd aratﬁ?ﬂ £ of tlhe first enbodinent in that .the
gibp et SRIPHOR BTt povtion 274 and 2. oRReqipg portion 277,

£ ] ' ti ti 275X and 25
whighbabe BRalY TR Monp fy BR} b B g Shcpmiarls 3 the s
datOSio8ERinoNppRatls191df @t?e@ifs?e%ﬁ&ﬁiﬁﬁﬁg c’jﬁ‘.}é ilﬂelffécrejfort%&y 271 exchanges
generating portion 276X and a secon ey generating

the fatm betweed tocvbisF19Gand ke commbficAfdrPagpalf@SH. Ng appar at us
of the second embodi nent perforns the processes of
endihgprepocesting pottion @72 etatsahe abjeod data on efidr@ptDEata Seceived from

the B Biidhs BiArEice BB PEA thya RrdetGing T OfbiS o gaDBate the
plaifles SSE P B heinicd ol i éﬁc&éﬁﬁ%ﬁé%ﬁ e 23@315‘@&3'1 d
deciaffing BURIOR 0751 e BEBFIThEHL Wply'S72 Rt IR R ey data in e

plaifi @@ Rdt @podi ment nul tiple pieces of the encrypted
data are decrypted, and the order of decrypting the
endhy pheyptiag andddceipting Poitiont 178 re¢dss thépIa et dubBata or

encrypt ed
encrypted cut data from the preprocessing portion 272, encrypts the plain text cut data if

received and decrypts the encrypted cut data if received. The encrypting and decrypting
portion 273 has the standard number of bits as the processing unit for performing the
processing of the encryption and decryption fixed at 8 bits according to this embodiment.

The solution generating portion 274 sequentially generates the solutions. According
to this embodiment, the solutions are generated each time the preprocessing portion 272

receives the subject data. The solutions are pseudo-random numbers.
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5 data was encrypted fromthe subject data. There
arise the differences, in conjunction with this point,
bet ween the encryption apparatus 27 of the data
processi ng apparatus of the second enbodi nent and the
encryption apparatus 27 buil47into the first data

pr agessi ngc apparatus 11 of the first enbodi nent. The
en 2’?%@8 Ung POFtAN &7 7has grfungtion i cannsciag theiphyn text cut data

o i B 5 e 73
in GIPAA Ber o %ﬂt@ﬁg%s‘@s& éf h{eé l%lgﬁf:ﬁ@attia pfh%cc%ﬁﬁécﬁi%g pprtion 277 also

apparatus o secon nt has an i
haspofubétivh ot chnnétting @Y Qe Bitd\ St RRfa deRBaRd Dy efbrypting the plain text
encrypting and %ecrypﬁ%ﬁg porti ogr? 2%3, g sgﬁygﬁl%nepm ext et
datgentbe anényptiggartd denryplidg pottick 2766 egident ap@ kétioBthehbrypted data.
whi ch have basically the sane functions as those in
t helhefista gerthmagspenating poripn @ SKrgenériates thelBgatithe based on the

tocessing apparatyus, 11 of the first enbodi ment. The
SOLGHARS FeCEiED S5y 5,30 Hion eBeratRROTtIoN &741a Ehcirdeisthm i Heed when
. 2 CO Lcatdon aratus 28. Th

Py epg%lgglg‘f ?oﬁlmﬁixﬁéé%e%’ﬁl a@%ﬂrﬂg DaPReR? aréﬁgﬁgrgenerates the
alg GG RlsEdlonl e ' ~ o tdSs

gi nterfac eopor t% i"fé‘ﬁ‘a‘%‘\f%giﬁ%ﬁgﬁne Et(; %lpﬁné%é%"#l}%ﬁéjﬁ’ ?%(fn 274. The
algdiithm is asgewkdppefokiehg Be dbdtybBorl. Clthe fRAtAodd{thi i i

encrypt ed cutna%ata ar%d trangfr)ﬁts themtoﬂ% he I'g%neratmg.pomon
275&nand/tbe sengnd atofithnl geneyqtingnspriion 275N géhbdate THeSsame algorithm in the

preprocessing portion 272 may include the dummy data
cas¢ pf geperatige shealgerithmcdt using the sTme selntionspt i ng and

de [ portion 273 r | ves the plain text cut
da e Ky EResn nk Retion 376X Seumieh Beew Bpisdkesiha golutions
' C he pl ajn text,cut data,if .
reo Qe 108 ¢ S G Beliod A8 ot The k6 toalsPl St pertorming the
cfypRihY €Tthe JBn ' - ' '

O e o g PO PN B PR 188 e
soldtivins peefved fionptht RElutips %m&ﬁﬂﬁ)&ﬁqﬂ Iey e MRl i@ se@hen

decryption fixed at 8 bits according to this
perfortongi thedecryptime bk Girstdiey genentiig prgtigo27630 an@ e second key

sequenti al Izﬁégenerat es the solutions. According to
SeNPIFILS BORHGH | tZenerpte the barne keysinghecage of genecatingabhkey bpusing the

t he, preprocessi ng portion 272 receives the subject
Samggf’]é&mf‘ﬁe sol uti ons are pseudo-random nunbers. 47 The

i L QN A a.f i f ti
¢ naEfidslloRfs eirfBaigich VS Ay aledGag Bl FERRGoR AEX and the
R R D X e Hat el BB el Y368 M i proprocessing
portidn 21¥reseibisché subfécd dathhe Aadrhesdcon®alperithind fendfating! poftion 275Y

and the second key generating portion 276Y generate the algorithm and key each time the

preprocessing portion 272 receives the encrypted data.

Operations of the data processing apparatuses of the second embodiment will be

described by using FIG. 15.
First, the subject data is read (S1501). The subject data is read from the HDD 23

~according to this embodiment. The subject data is transmitted to the encryption apparatus
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has a function of connecting the encrypted cut data
generated by encrypting the plain text cut 5 data in
the encrypting and decrypting portion 273 to render it
as a set of the encrypted data. The first algorithm
generating portion 275X genergges the al gorithm based

n the Lutions received fromthe sol ution ] .
27 ﬁfeﬂ’e‘?lsﬂl?s{g 23 JiathgRus29. T ke mogeprecisen the subjest del dntransmitted to
1.0 he r ion. .The seco al gorithm
meg’g%‘ﬁy‘é%g%“ﬁgpéfé‘PP?QZ %@’?ﬂgﬁ%‘feﬁo&m’( - al gorithm based
on s ' [ e 1.an nesatidn "
por 1 erupRst i iud B phaiicrn iRl diBLREL BB HEFRGRL A he pran
text e de@dn yis dmglpofidn 2920@1 5H3ym ' .QPE i
x275X and thpg@gggondggogorﬁtlggngég?%r agiﬁﬁgf gﬁélgso (;71’5:519(1?272
inclydnethedemniyed atairetha lpbuin tdxiooud datd veequirge of generating
the algorithmby using the same solutions. The first
keyThedRethed phgenseting the plasXexfanwe data Eont the skbjgcthseid tlersame as

|ut i j ved f the sol uti ti
thaf et 5 5 103 B BytiemmpeBaeniinen performi ng the 19
' d Kk i i op 276Y,
o e B0 R s RS L RS B 0B e
_ LS : g ce
P PR LR A R TR Sy L e
sohgiomes aThe\ghrelsingdy be/Exerdiél bR RIS S daﬁ%&]{t@ﬁ tHeg

portion 276Y generate the sane key in the case o

prepronessmgipotfiantiy 2k e in hyis cussienifye gbieratiomnaf thobubjéopdata i the

According to this enbodinment, the first algorithm
PrepreResSmEiPREHoRoY A2 is Ayeheinizaddvitnthe generatiorkefithg evletians inghe solution

or.tion 27?? generate the algorithm and key each tine
Benpaling pariog 2ddsi ng  portion 272 receives the subj ect

d I ith t]. ti 275Y
and iefftod A AERERE Rt ARlcns O} B FHRP4iRen S Bieushie s the method
perkofified b il oA YendiSing Béiioh 278 WGk (e HSPLAL ARELMhe apparatus 11

of thd fitshembiadimept pefeflcd theo@Rafptibises of the second
enbodi mrent will be described by using FIG 15. First,

t hd'hegojerated delutionsare ¢adsihified @d jhe fifktenl githh@gienetativg pSrtion 275X,
read fromthe HDD 23 according to this enbodi nent.
secorclalgonhwenerating partion2A§¥; firse ge}t generasing portjqut 276X and second key
-le “%atrgs §26Y27 fromthe HDD 23 via the bus 29. To be
BN BPTECR 689 t he subject data is transnitted to the

r ] Wole ] e fnterface portion.
D T P S Blcph Beheitd doruth 275X ni BB L Blipa iy 276
havig rédivediRisRendrRRARE 8iFoAfnt Al ﬁlyaljegbectiyely. The method of generating
the algorithm and key of this embodiment is the same as the method performed by the

algorithm generating portion 275 and key generating portion 276 when the first data
processing apparatus 11 of the first embodiment generated the algorithm and key.
The first algorithm generating portion 275X and first key generating portion 276X
transmit the generated algorithm and key to the encrypting and decryi)ting portion 273,
The encrypting and decrypting portion 273 encrypts the plain text cut data received

from the preprocessing portion 272 based on the algorithm received from the first algorithm

+ generating portion 275X and the key received from the first key generating portion 276X
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text cut data in the preprocessing portion 272 (S
1502). The preprocessing portion 272 5 includes the
dummy data in the plain text cut data as required. The
met hod of generating the plain text cut data fromthe
subject data is the same as 4dat described in S 1102
f _the first enbodinent. On receiving the information
(1393} o Byt ProRessiS peéormgnjas the samedrogesas that ofiit14P3 dessribed in the
ion 271, the solution generating portion 274 takes
ﬂ“¥géﬁ8§ P'unity to generate the 10 solutions. The

oy ! bj ect. d
>0\ e AREVHIRY R 920K AREthi S RahlBiod BR tOhiting fiufion 277 and
o | . .

corinBéted anEicthie to Bk r&ﬁ&r&i&ytﬁéénfgﬁ%tﬁdr %drlnagié%o\a}m).t H the

preprocessing portion 272 is s

geriBreadricoypteaf ddth gerepdted aatdve s reb@déDditieHDD 23 in the data
generating portion 274. The nethod of generating the

ProgessiEi apnaratss viihibe busB9di nent i s the sane as the net hod

15 %%forned hy the sqlution generating portion 274
wh 78 SPELYRHOR BIOSCSSIB P agpbenelgmes in this enghodiment.

geriaie PRSP s Ebeal B o kil ik rocpided on the HDD 23

al A L | I cpnd, al.gorithm .

ooy Sk AR REE bt B ABONPAT AT Btesc BREPHR Ry Wlteloiee o FIG.
16.276X and second key generating portion 276Y. 20 The

first algorithmgenerating portion 275X and first key

gerBreatecryptipoiis staredbiGavirpatie Becrymed e dedofdddl GEME HDID 23 read

the al gorithm and key respectively. The nethod of
by@éﬁ@fﬁfémn%apnarﬁéuﬂbeﬁylﬁemm and key of this embodi ment

isgt e sane as, the nethod perforned by the algorithm
ge tAETRIOFFSSINE BRI T4 iR thecsRcryPHan appasefup 7 raceivesthe encrypted

B ARSI Tt oo
recdiP&l drickiftePdAL B%g:ﬁ?%c%ﬁe?%%%gi('nﬂ?lbgp&l ﬂi&r{? %ér?%at%qﬁe I'lec%?ptted cut data

key generati ng ransm ener a

()

- (S1abdDori t hm and key to the encrypting and decrypting

portion 273. The encrypting and decrypting portion
27 3n reonaypofgankmtink dhanerteeypitedoaitt daathy cuatiRi the endryped Hie, the
preprocessing portion 272 based on the al gorithm

Prepraeessing @Om%ﬂfmrﬁ)mga pecgesTeverss toghmprogessipgrioomed avthe above-

75X and the key recgiyed fromthe first key )
me‘ﬁ%?ﬁ%ﬁi SW}%‘IWP%/% 2 mwere spseifigathe enprypted datads suf by 8 bits from

th fQh . e rocess, as that. of 51103, . .
e %féictg ibgggwlﬁ%d %H)emﬁﬁﬁ% 1e%eﬁt5)2§?erﬁ§1ﬁ{¥p?ed cut data. ;i'hls process is the
same process as that of $1203 of the first embodiment.

Next, the encrypted cut data is transmitted to the encrypting and decrypting portion
273, where it is decrypted and rendered as the plain text cut data (81603).

The decryption is performed as a process reverse to the above-mentioned encryption

- process performed by the encrypting and decrypting portion 273. For that reason, the

encrypting and decrypting portion 273 requires the algorithm and key used on performing the

encryption. Here, the second algorithm generating portion 275Y generates the algorithm

and the second key generating portion 276Y generates the key by using the solutions

generated in advance.  As the order in which the encrypted data is decrypted matches with
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The encrypted cut data thus generated is transmtted
to the connecting portion 277 and connected as one
there to be rendered as the encrypted data (S 1504). 5
The encrypted data generated as above is recorded on
the HDD 23 in the data processing apparatus via the

bus 29. Such an encryption process is perforned a
the 5 Rl o Sy e AR v BeRDITrom Hcsubieeindats, the algorithm and

e AR PO BRI Rt or i el feBpionrion RESK A tarseond key

. . . . 1 b . i

e Ro R 290y, ol ERR AR doaP Shfpefied SR gh etk the

enceyisted @ite dbslrita be a6aysted ON nldaRs HRANE 3102 oBNerhfd8 by the second
- encryption apparatus 27 (S1601). If the preprocessi xg

~ algpoithi geneRifidgiportidne2 ZiYcandohe Rey paRaltat Uﬁth%%eé(ﬁﬁlfﬁeygénerating

the encrypted data fromthe HDD 23 via the interface
Porfen 27 ¥, matah with shexrlgeritboeandikey upat whemerP@ptingtthe érveypted data
biu? rec(gei ved encrypted data by a predeterm ned nunber
aboyf e decrypietbner at e the encrypted cut data (S1602).

In erating the encrypted cut, data, by
cuct P H0RE BC B GRSl Fen it BB BT braciauima gopion 37gnhe
8 eSS
oo RO SRR JEATT TSNS b KL BOER e porin 2767 may
enéatdibe Algoritanafd k¢ i (HRIG b b . )
e b AoRaRAAd kg in A begdie}itngglg%?ﬁﬁghrﬁ}%lgﬁg‘faehﬁhngpomon
273giequiess the alghsthenand fdyefdr thetsakiad fperfbiingn gthe ae&§ptich. t he
sane process as that of S 1203 of the first
iahgogithmgeneratedihy the:eqcond algonitim gertezating portion 275Y and the key
pting and decrypting portion

sane |
t itted tqQ.the encr
- gensbEA the SScond ey GematAnERPrUORYS FO gk e st o it exerypting and

; . ( ... The cryption is rforped as
deckfEhg BT, | 0 RBmire el B Breien 3 et o Algorithm and
keyab seuRARAS; RREYR KBS, AT HRLS
eyporsfblI onggs. F‘{)Ij_r2 thatc%gld;%ﬁ,agfﬁﬁégﬂed%%rr g%? f‘%&qéﬁg‘g A3 data. -
Thislpricygstis perfaraiediag theZshgnd 1REtHsE BStht PocRbOMIEABUR iR ¥ 268 ¥f the first

used on perform ng the ‘encryption. Here, the second
embgdipentt hm generating portion 275Y generates the

al %rxi thm and the second key generating portion 276Y

gentrhitheencreptingangdecrypiing porsion 373 terones thredienmy ddtaifrom the

plaif 8510 ot Fneind] (Ym0 {hisptossris portored anhesame process as the
pm@ér%gﬁy?f@g_o?ﬁeafﬁ@gmgmgg ed fromthe subject data,
the al gori g

hm and
The plain text cut data thus generated is transmitted to the connecting portion 277.

The connecting portion 277 connects the received plain text cut data as one and generates the
subject data (S1605). |

The generated subject data is transmitted from the connecting portion 277 to the
interface portion 271, and is then recorded on the HDD 23 via the bus 29.
<<Deformed Example>>

The data processing apparatus of the second embodiment may be deformed as

follows.
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key generated by the second al gorithm generating
portion 275Y and the second key generating portion
276Y are generated based on the sol utions used when
encrypting the encrypted data about to be decrypted.
It means that the al gorithmgenerated by the second 5

| qor i at | i on 275Y and the k
SRS Ry W cent Rt A et b
) : ' | it d k d whe ti
o B A, A A St SO e o
emBaYinfeg:. t r@th%ﬁllfi%,'i%%%&ﬂﬁéttﬁga@(reﬁ %u%gééj{]%%ﬁrocessing apparatus of

generating portion second al gor

thegecmidadnmbglimeant | on 275Y and the second key generating
portion 276Y may 10 generate the algorithmand key in
anyTh¢ ericnyptivefapparatus @7 exf chie/duforng:dasrd m@RCis yoifigiled as shown in FIG.
portion 273 requires the algorithmand key for the

17.5 aklgis Rerypiiomanparaius Feis défderonsifram thefnerypitign mppaias 27 of the data

ng?%e n‘?‘%gﬁtﬁ’gda’iaﬁé ‘{?E'% Sseeé‘?fggfag‘lég'%{%i?tt I{qa%n@gggg&{sg& X l}tgogg%ﬁgrgthg portion
n& ' NGl ' . . itted.to th } )
27%%0 r {l/lg% 1|'l ng a%%idtlgg cgr% é%? 'i%par e?f&‘%"?ﬁn%{r? ér‘f%"l"ftf%’o %ﬁ%ﬁ‘i"flﬂg pofgion 274X

m@dlgbcaﬁ&gdwﬁdup?erﬁpc{tﬁl% o Mses the algorithmand 15
key to sequentially~decrypt the encrypted cut data and

r eriBigth the fiR6 sdliorPgederhting pbrifont2 74Xt dd seddtidSsoRiiRa Sg%ﬁ rid%lg portion
erformed as the sane process as the process des rl%e

274 g etate thegblutivns #5 with theesobwritinrgentratihe ybdrtioh 1264 of the second
ncrypting and decrypting portion 273 renoves the
cm Njata fromthe plain text cut data as required

(S Oiibeciyiit e iR inaiord §is igferibrrnetripn 67 b e e isetiace portion

T, . i I L { ted | itted .
271 ERIPLE shifehe G e oM ERERBNE borBe 2l AR Wk thecppportanity
to géhdrafQhé eslBoddn e The ‘iﬁét}é@ﬂlﬁ@l& ?Igbr%tg%%ﬁ&n %ﬂ&)@ nﬁﬁ a?ﬁategggerate the

and generates the subject e genera

- sohticins each titaé thei subjecodBaristdueth the propdiRsGRPP&EbA ng'd The solutions
IS

portion 277 to the 25 interface portion 271, an
genersad inethe figg golution igendrDd PRortiom2 143¢ ateutsan2itted W8fecfigB gorithm
Exanpl e>> The data processing apparatus of the second
geﬂ%ﬁ'ﬂsng PRioR 2faxk a9d Lisirkey gsperaéing pastipp RE6X51As finthedasef the

this defornmed _exanpl e has a

sj:ng_.a tus o
Sec‘%{)dﬁ‘? | golﬁfl;rggl?toﬁfég’;rgttai%omgm generafing portion 275X and first key generating

- portion 276X having received the solutions generate the algorithm and key respectively, and

transmit them to the encrypting and decrypting portion 273. The encrypting and decrypting
portion 273 performs the encryption process by using the algorithm and the key received
from the first algorithm generating portion 275X and first key generating portion 276X,

On receiving the information from the interface portion 271 that the interface portion
271 received the encrypted data, the second solution generating portion 274Y generates the
solutions. However, the second solution generating portion 274Y may also generate the
solutions each time the encrypted data is cut in the preprocessing portion 272. The solutions
generated by the second solution generating portion 274Y are transmitted to the second

algorithm generating portion 275Y and second key generating portion 276Y. As in the case
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encryption apparatus 27 slightly different fromthe
data processi ng apparatus of the second enbodi nent.
O herwise, it is the sane as the above-nentioned data
processi ng apparatus of the second enbodi nent. 5 The
encryption apparatus 27 of thep deforned exanple is
ftglonfi gare s sho in FIG 17. This encryption
OL B SSCRE ubodimentfpe pecoad pleprifim gereratingppption?7S5Y and second key
r t he dat.a rocessi ng apparatus of the :
e ol A i PG e oGS st foe liveitom g key
resptive19 andtfshshd to | i L engL44ng
S ehsint th 3 e ABRPHHR a1 Kb ARPROT 0 e
encayiting and de ftioR 299 Peainid e B HR bkts b HsiRo
the first ?gFaﬁg?l gener_gti ng po?ti 0#27& an%l gg%@ggﬂé
algenithot snghkeyanerivdd fingm plor decond algddiinggdiRf=ting pbA®n 275Y and second
solutions .as with the solution generating portion 274
keyogengraing pedion 276¥bodi nent. On recei ving the

i nf.Qrmation fromtéwg interface portion 271 that the
i nt SIESRLRIoRE genegafed by the sspend solptionczenensting portign 274Y late the same

i | Ut tin rtion 274X take e .
solilen s B bu ORI R PR sRBerafie perdof SRR i potutions
i i i l so.gener t he .
B P o i rors g Rl el Jth BARFRH BhSuhSs te e
eRoAsSEin ghd STt i | Aty i
emﬁwfmf i rst solglllftoi on %%E%F? %gsrg%?tziqgr%ﬂ 5}%46)%912?2&%% Hifs 27 buile

 intqt the figstidatagutotessinp epparatas 1 hharbthietsbiution @BRsrAiig Wbrie 2740 in the

275X and first key generating portion 276X. As in the

- encyptian gpparpys 244 bl inenthe seenndidata procdssing tappdrgusést I2ngenerate the

enerati ortion 275X and first key generating 20

S“‘%&Pﬁﬁ“z?ﬂs g%’é 5‘?’:‘&*\9‘?‘1’?&‘3?@6@3\%H‘etﬁﬁ@eé)é‘ﬂ%tar%mmgﬂﬁ spmpaed. Tobe
. i espectivel d ransmit them

mole e e bt S RO e R o P27 B o B pion Seheratng
orBBET IR b the WFbriiRE EXRAHIEG b3 s ;
P encrypti onepr ocess by ‘usi ﬁ\éﬂ%é@?é@@gﬁ%@%ﬁ%@&mandaiso
have deaiawednitial piateihe first al gorithm generating portion

275X and first key generating portion 276X. On

r eddeviatagrotrssing hpparstns ofthis defornted dxatnelef Reformd tei same processes

7] that the interface portion 25 271 received the
as PiosessEe: appakafs of tiosegonsbembodimentcaxeepttthepropenses afn

74Y | ut " , th d
zengf ity AEISHRRES atd SepeRbnk it Maoribiiay o so gener ate ¢ he
! ! t Al perate |
S04 AR okt OB NSLNB ST s S bl g
therbbfameEEORPLEeH H? 'tﬁérbngﬁg)ﬁﬁﬁ”ag gatﬁeé B3P e iy e%'ilgodiment.

transmtted to the second orithm generatin
portion 275Y and second key generating portion 276Y.
As in the case 52
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of the second enbodi nent, the second al gorithm
generating portion 275Y and second key generating
portion 276Y having received the solutions generate
the algorithmand key respectively, and transmt them
to the encrypting and decryptiqig portion 273. The
encrypting and decrypting portion 273 perforns the
decryption process by usi n€ItAMS al gorithm and key
received fromthe second al gorithm generating portion
275Y and second key generating portion 276Y. The
sol pt rated by.the.second solutio enerating, )
1. orFidaB 308508, Bbiiaty iRt nRS miwnf Ry datibihg Mbject data in
18RI B EdndY pled€iefrhing it Fhfd | i
P 274X ]?’11‘ thé; Is)ol utel onsEl a%g{r}g%%?lg%gﬁl%%ﬁe sg(rirgg%'tfo gﬁde&;teas
endiypteditiaty, 1@CoraRIzGBeanSortiBbdtdR@IthY encriptbd ddth Gnd AR yAfn fi
the first 10 enbodi nent V\,hergi n thdgt’psol ut ?’on § mmeans for
decggptingathe emprppted dam r@iddrom theecedingyiédnd byappgied Agordfim and key
built into the first data processing apparatus 11 and
used jghes sngtyPERg therracnptadglagototrpader 274 4hé subjdve data, comprising:
encryption apparatus 27A built into the second data .
or colilion encighis Meate5r sonvgRialy.aeacieHBE new saluGeRs i peastermined
v t] enerated .in the.s order are.,
timire Ol oSO ARE R Bt Brrid S5 et Bl Ghppsicn capable
of gAkiiihg 2 @R BNiioh by RALA | :
et n'by éﬁlhg B I%Zs"%l}g?fl g’fﬁfb?’ﬁ{e éog,gfpg? t&lgr to;

sol ution generating 15 pofrtion

ex aiigdrithincpeeratify sR6ms HP kdiueRialBERAEA NS ﬁe@'ag&i‘tﬁrﬁmn

and also have the sane initial matrix. The data
pregeteeined tigingdmavsngithe @gkndrhied solafionsyadd exanpl e perf or ns

the same processes as the data processing apparatus

of SPRefis ifermationgeentdingmenns &qytreeardingspecifis inforufation for

ides3§yiehe Ap BipiisRieipbad B Riectdus Reprasipanipavecording
FQr f .b | db
o RSB TR LSBT, L5027
53 th&bdMifibn éeneﬁltiﬂgtrﬁea% R&IAS 8 188kt %Hg@f ik lﬂ%st' Bfilidfl 51?1 also erases
t*data tn plarn

encrypting neans Tor encrypting subjec
the pastisolyionswhen 2 ipicaga mEcasgyab asist heandwa
predeterm ned key to render it as 5 encrypted dat a,
recordi ng neans for recording the encrypted data, and
decrypting neans for decrypting the encrypted data
2. redy dg@@ﬁ%ﬁﬁ%ﬂ% PIBFaRsigcivdmgsnpRypting ng:anm%m‘ gheypptingswbject data in

plaif it s e S B Sican et et Koy taapader it as
enc%@a?éjit' Ptd Yol E chffélﬁg for ?&%gﬂﬁé e éﬁcgz%rt]e%’(ﬁltti "\Hd 3&%ypting means for

lods in p erm ne
decrypting the encrypted data read from the recording means by using the algorithm and key

used when encrypting the encrypted data to render it as the subject data, comprising:
solution generating means for sequentially generating new solutions in predetermined
timing by assigning past solutions to a predetermined solution generating algorithm capable
of generating a new solution by assigning at least one of the past solutions ﬂlefeto;
key generating means for sequentially generating new keys in predetermined timihg

by using the generated solutions; and
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timng by assigning past solutions to a predetermnm ned

sol ution generating algorithm capable 10 of

generating a new sol ution by assigning at |east one of

t he past solutions thereto; algorithm generating neans

for sequentially generating new algorithnms in

predeterm ned timng by using the generated sol utions;

andspspidici informatidmorenerdingrmeans dorienordinzaspscifio infomuniodifox)
..Specific information for identifying the algorithm
ldeagg’&lms eB Hesd whenrpcrypding thy) sbiectidata in pregetemieines reconding means

! e o g it wehoh
by BSEPUALEH vl BRI R A PheroBiol e fon gener ati ng
- f t .50l uti ons. and
1728 S ot e o SR AL B o e
therpaciesdhitions Whed %Sk 6 10nREMMRB My %-asﬁgﬂ' g{eﬁl Recessi ng

apparatus including encrypting nean or encrypting

subject data in 20 plain text by using a

predeterm ned al gorithm and a predeterm ned key to
3. r enHleg data prosessingoapppratig adeqrdingrte chind il 2pehaeif: or

reggr ding the encrypted data, and decrypting nmeans for
declf GPTPHRS CHEMG fRsaDph caablepf cuttingthe subiiect Hata by adretfeteymined
.ysing..t.he. al i.t.hm and ke ed when
nocfBER AR 1S ol B et et 15 ol e emcrypted data
Sl =S ti o . n
G DSt PSSO thun B W 0 BEIEE B oy FRE the encryptea
datpisafie wheien@sptedS ti m ng by assigning past sol utions
to a predeterm ned sol ution generating al gorithm
caphbkrcryptingyesarsatiapted ® enerys dleirboessiy satsjeét@iaiaty dicrypting
| east one of the past solutions thereto; key
each pirse of theplaipderd chiodata eufibmsubiedt Jatg dydhextutting memside yender it as
thing&g)%geteam neg timng ., by using the generated . .
e SBYP{eg T daly i she dESERYLNE £n5aRF BHapied (9 WorRBLREiasgyPing cach picce
C i.n ecific informtion for
of tlﬁg g‘ﬁ?ﬁ'@/? ﬁgteﬁfa%([a%ﬁglgd% Eteaﬁ t@ﬁw@ﬁ"’etﬁ’étr%fl?tﬁba“@h e subj ect
datjfals® oty ' ' 20512l
[ el cRRBHER LR AR 0 D R oI R0 Bt horpeed
cut getaehatyphd byehe SndtPhiilg Méank SMdla sefi€s &f thé BRrPR8d data and also
solutions and also erases 5 the past solutions en
conpecting multiplerpjeces nf thepdain yextt outadutd dgerigiahbathedecr3ptidf feans into a
data processing apparatus according to claim1 or 2,
serigh e Be subjeet dalapr i ses cutting neans capabl e of cutting

the subject data by a predeterm ned nunber of bits
into nmultiple pieces of plain text cut data and al so

4 ancrb il PR R AR AT RS o B Tosn. BheieRey o on

t heh&AGhMPne Penerating means generates the algorithm each time the subject data is

encrypted.

5. The data processing apparatus according to claim 3, wherein:

the algorithm generating means generates the algorithm each time the plain text cut

data is encrypted.

6. The data processing apparatus according to claim 1 or 2, wherein:
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data is cut when encrypted; the encrypting neans
adapted to encrypt the processing subject data by
encrypting each piece of the plain text cut data cut
the subject data by the cutting neans to render it as
- the encrypted cut data, and.the decrypting means
adapted to decrypt by decrypting each piece 15 of the
encthg golgtion genegating means @ngleresithe sdutidne by lassignit @stinltipdé past
data; and it also conprises connecting neans for
solalinsde thersglutionigeperating algesithst. t he encrypted cut data
encrypted by the encrypting neans into a series of the
encrypted data and al so connecting nultiple pieces of

th i . ted, by .the d ti
7. e difpbengibpfaha ETUHRLS LM 02, U554P 10
datthe BSIRAGS BédPatRRRALAL HE1d3 36 WitthNB1itRdnGh Bb M 2 t(?ﬁlg solution

wherein: thé al gorithm generating nmeans gener
genatayingialgoritiea Ehstionrivitialle gendphtags thd dbladoss, encrypted. 25
5. The data processing apparatus according to claim 3,
wherein: the al gorithm generating nmeans generates the
algorithmeach time the plain text cut data is
en WWIOSQSSW@PH%W‘&‘S prerdingity glap gax 3t wherane or di ng
to.glaim1 or. 2 wherein: 55 .the solution generatjn
e s B e Plin aedn ot By sach o 5 WOt (i crypted.
past solutions to the solution generating al gorithm
7. The data processing apparatus according to claim1

9. Or Fhe 10bé¥sing apPae abidr@is 45 BRIAR! WlefRans hol ds

an initial solution to be assigned to the solution
gerthe key geperpdtipgmdahsrpériersibs o ke iehdhadthy th@ @k dixit 66 dakeis
solutions. 8. The data processi ng apparatus accordi ng
encepted-ai m 2 or 3, wherein: the key generating neans
generates the key each tine the subject data is
encrypted. 10 9. The data processi ng appar at us

i laim38, wh L.n: . the, k ti
10. 72 e e oo ety SEceiviBe o i & WGP T ext cut
datife kppcitfNfiforhéish is the algorithm. '

11.  The data processing apparatus according to claim 1, wherein:
the specific information is the solutions used by the algorithm generating means on

generating the algorithm.
12.  The data processing apparatus according to claim 1, wherein:
the specific information is information indicating what number generated solutions are

the solutions used by the algorithm generating means on generating the algorithm.

13.  The data processing apparatus according to claim 2, wherein:

the specific information is the key.

14, The data processing apparatus according to claim 2, wherein:
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15 10. The data processing apparatus according to
claim1, wherein: - the specific information is the
algorithm 11. The data processing apparatus according
to claim1, wherein: the specific information is the
sol utions used by the algorit generating nmeans on

20 generating the algorithm 12. The data processing
ap pgc apevifiainé@muiting i the sblationslyseidbe tie key deheratipe fiefnson
informatjon is information indicating what nunber

- gengeatimgdbekesol uti ons are the solutions used by the

al gorithm generating neans on generating the
algorithm 25 13. The data processi ng appar at us

ac ' [ el.n: the gpecific
15,5 7B etploRe S b Bl R Slhe o ltin 0B frgb g

appfie spdeHiemEALPYidi i i : i

speci f§1|5 c infor math ?1% #I]?g&trﬁteﬁlé %1{1{11%%%gdhgts%%&t%r/rg?ﬁeéatﬁgéommns are
thegelutivad iised byabdkeyogene@BIAG mdah§En b&RrdRY thdkey. The data

processi ng apparatus according to claim2, wherein: 5

the specific information is information indicating

what nunber generated solutions are the solutions

16. us dgta PF?F@;W apRaFRiE IR IngeneE DHng g@ﬂ@r for enerypting subject data in
.16, . A ] ' '

pladiipoiisits £ @afebranedfiergner il é‘fer:éi g‘e%%aénicg ke g repsegiivs

o B0 5L 040 S, BRI i mews o

pting neans for decrypting the encrtypt

used eden enaryptiethe ea arypied glata iendey itus RGubfeet @egl QiR BRcrypts
and key wused when encrypting the encrypted data to

mulipieipiecesiof g uhisctdasi tectendertthemwh iteteneryptedpias and decrypts multiple
. multiple pieces of the subject data to render them as
piegagof Besesl da 10 the sarae eidgpassthaorder pf encryntivadhereof, the

encr ed data in the sanme order as the order of
apptg%gl}sycp?ﬁ%ﬁ ereof, the 15 apparatus conpri sing:

P Bl L9 B TOE W Cla SR ER e sHSEFH ot B the
subjiyt 85 iscHhcRgHtdaAsit as%hh‘lfgi PaBSsolliods RS e??n%ﬁ@t Fhif€d solution generating

sol ution generating algorithm capable of generating-a
algerghumsmapaltle ofi gineraingi agrivngpladion IBambighing ableabttheddIhe past solutions

_ decfﬁié?}%dﬁ@&acﬂﬁﬁ&ﬁdﬁt@feaﬁ% q{e'}gcc;rﬁﬁtg‘?ﬁlfahy B ﬁgng g{cgaé%(g'ﬂﬁm and key

sol uti ons
thereto;

first algorithm generating means for sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions;

second algorithm generating means for sequentially generating the same new
algorithms as those generated by the first algorithm generating means each time the
encrypted data is decrypted by using the generated solutions, and wherein:

the solution generating means holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew.

17. A data processing apparatus including encrypting means for encrypting subject data in

plain text by using a predetermined algorithm and a predetermined key to render it as



10

15

20.

25

thereto; 20 first algorithmgenerating nmeans for

sequentially generating new algorithnms each tine the

subj ect data is encrypted by using the generated

sol utions; second al gorithm generating nmeans for

sequentially generating the sgme new algorithms as

t hose generated by the first al gorithm generating
encyierbdasa cbcardimg ndaes fermesoyding dhedatcaypite] dhex; rayg dectypying means for

usi ng the generated sol utions, and wherein: 25 the
deceyntingithsenseyntedidata sraddinm theopenrding mesns by usiog die algerithm and key

usef]ien RRCy bt e B Pled iaBL@ 3yt i 25 418 Siech @t anbeh encrypts
' . e odi . '
i Bl BRGSO A B LI G
piettsiof thefenl SfANnNBE sahOfdet Qs”ﬂlgﬁ e?of)&ﬁqgﬁtﬁ{riﬂh%gf, the
recor di ng

key to render it as 57 encrypte at a,

apparsauscohgiistngeor di ng the encrypted data, and decrypting
means for decrypting the encrypted data read fromthe
r edpiciohyiomganeratiyg weansgfor bagjuantipdly gehentingindse yolutisekach time the
when encrypting the encrypted data to render it as the

subieehilaig {s AstyRied By 2spigamemiask solutions {9 ppredeteaniasd solutioregenerating

subject data to render them as the, encrypted data and .
s R able b ey et SRR kS ightha b onecat thofpas solutons
thefelf sane order as the order of encryption thereof, the

apparatus conprising: first solution generating neans

f orfir e , : , _

the su gj ect %dg?&g&%ﬁ%%g%g? %hg:\é%%ﬁig;gg Pg%ﬁ%%ﬁ%gggomms each time
the subjedtidatads txcrgptpd by atiap thewiutink genddited Bfﬂ @iefiidsNgblution generating

al gorithm capabl e of generating a new solution by
megssi gni ng at | east one of the past solutions |o

t hereto; {i,rst al gorithm generating neans for ]

sedEemdisqiutipn gencrating W@W&W %ﬂqg@mﬂglmﬁn@a@mg thesame ppw solutions

o Rl 20T EOUR SR B b it i

R SRS ORI S oo

cap@i18 6f AérReatidy adedy {olitidn HiPAsdishRy A KRS GHel P BRPOIEAGH? thereto;

time the encrypted data’is “deCrypted by assigning
pastcond|algoritine generatiny meaisdbrisyaentitly Wehaatige thersaine Mgw
al gorithm capable of generating a new sol ution by

alg A Hgsagencraient by the first 4l garithmgenenating ineass ¢aeb tigiecthe

enciyy ﬁeglpcg\ga?'l i§ %g{;r{gtggg] &%glgﬂgat ei’: Qoqutr'{c?n%ngséngrgtredsl’)%clﬁee Qéciogtli Isc%llution
generating means, and wherein:

the first solution generating means and the second solution generating means hold at
least one of the past solutions and also erases the past solutions when it is no longer

necessary to assign them anew.

18. A data processing apparatus including encrypting means for encrypting subject data in
plain text by using a predetermined algorithm and a predetermined key to render it as

encrypted data, recording means for recording the encrypted data, and decrypting means for

‘decrypting the encrypted data read from the recording means by using the algorithm and key
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al gorithnms as those generated by the first algorithm
generating neans each tinme the 20 encrypted data is
decrypted by using the solutions generated by the
second solution generating neans, and wherein: the
first solution generating ne and the second
solution generating neans hold at |east one of the

use aden sotnyplimgthe@ncryatedalatr tagersdet itens iesdubjeot ddth,ortschnaiRypts
jt . 1s no |onger necessary to assign them anew. 25 18.

| I . .
mulipleapigessiob desaipiegt dasp i ender therlas dierepcryptadydats angl deerypts multiple
. for .encrypti upj ect data in plajn text by using a
piegss of Tttt dﬂ%‘b@]rts? RS Aiften asthe Qeles phenrayptionythergof, the
[..8S. encrypted data, recording neans for .
”*%@@%ﬁfFﬁ%”?%é encrypted data, and decrypting neans for

deGbiRioh Rendr @Eﬁ@ﬁﬂé%? &q?ﬁﬁnt?aélﬁ? geer%ﬁ%ﬁév@u gcggﬁé\lﬁge%i:ﬁ] Hme the

means by ‘using the algori _
subfuetdatpis engryiphel lenasisRinghasBdotutions EeL PREbetekmmed bdlBtion generating

subj ect data, which encrypts nultiple pieces of the
algayithinecapable vhgensratingdarew srdutiersby dxsigaingray idastbmatf sheapedt solutions

decrypts nultiple pieces of the encrypted data in the
theteldye” or der as the order of encryption thereof, the

appar.gtus conprising:.5 solution generating nmeans for .

sedli& GF%P?QE‘&@F%% fﬂasww%ﬁ@ﬂ FRENBALH Reysfach e the subject
datasié*&hﬁgrpteg%ﬁsh& tﬁé‘&éﬁ’aﬁ&tﬁ&’s&i}iﬁﬁﬁs' gni ng past sol utions

to a predete ol'u

rm-ned®sol utton generating algorithm

CaRaknd kel oBRiftii inBshsFoP &usnl %gﬂer%fﬁl?:s%b ﬁE\g?{{teys as those

| east one of the past sol utions “thereto; rst
gengratedrtyt the firsrkay gedepatinpanemiatehet five SRNDCAPSIIIREIW debiyPted by
_each tinme the subject 10 data is encrypted by using
using{he gernrpstted sejudensuadwhereiecond key generating means
for, sequentially generating the sanme new keys as those

gel¥ NEFNERRHNE means hlds aideast ame ofgherpasi solations andmdso erases
ted data is d ted by. using th
the hatf sIACAPUM, F i siofedt FefEind o aisndhed faevon

generating neans holds at | east one of the past
solutions and al so erases 15 the past sol uti ons when
19.1 t A 8ath rdcef@fy appae@sSA¢Mdin | ayxryé} - '
dat a prgcessig% apparatus i %glﬁﬁ?ﬁ%g ﬁelﬁﬁgytg?i ng glgns?bjemdatam
plaifi ¢ext by esipg ta preflesarhyjinalt algarithm dnd aredoterirtudd Ky 10 Sérider B as
predeterm ned al gorithmand a predeterm ned key to
encrypirdelata, recgeding means for recording the encrypted data, and decrypting means for

decrypting the encrypted data read from the recording means by using the algorithm and key
used when encrypting the encrypted data to render it as the subject data, which encrypts

multiple pieces of the subject data to render them as the encrypted data and decrypts multiple

pieces of the encrypted data in the same order as the order of encryption thereof, the

apparatus comprising:

first solution generating means for sequentially generating new solutions each time the
subject data is encrypted by assigning past solutions to a predetermined solution generating
algorithm capable of generating a new solution by assigning at least one of the past solutions

thereto;
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encrypted data, recording nmeans for recording the
encrypted data, and decrypting neans for 20 decrypting
the encrypted data read fromthe recordi ng neans by
using the algorithmand key used when encrypting the
encrypted data to render it a‘%nt he subject data, which
encrypts nultiple pieces of e subject data to
r enfiist keyhgememsing heeannfor spjuedtialit genaiating @6t/ kel Seach time the subject
mul tiple pieces of the encrypted data in the sanme

data isyacrypied byeusingite solutions genetateshby fhe fizstfspluting generating means;
apparatus conprising: 25 fjrst solution generating .
nea%'?gm?fﬂ%ohét@aﬁﬂﬂa&}lg JegBhior spqusntiglngenstatipg Sesamgagw solutions

o PR 3B it B A

e A L s i AR IP S B Rud S ol el il afporithon
capable of igt&dratii/a HEH eblatioN By ﬁﬁ?@&%&%é‘s@&&%ﬁth@tﬁ# solutions thereto;
generati ng new keys each tine the subject data is
encieypidekeylgenemting nichres foo keduentid [ygenerating theimie@w keys as those
first solution generating neans; second solution
gengeatest by the dirstekey Senerptingmeanstdagh fipe damencaypitedydatinés degrppted by
.new sol utions as. those generated by the first ]
usigg e AP ORLFRACIAGd By fhe second sefption generafingmenspandowhriein:
i's . SSi gni n st _solutions to a.
or e AEE RBGH eler T AR pR IR s She SoltR aeRe Agpamgans bold at
leatlon® 81 & Pabt B 1RioNE U B ALY EaCL (HY p&ks §619g6r£égwﬁén it R3B! 1012%&?
of the past solutions thereto; ~secon ey generati
necessanstofaesigs dgueniewal | y generating the sane new keys as
those generated by the first key generating neans each
time the encrypted data is decrypted by using the
sol utions generated by the second sol ution generating
20. e athe datgprogessingiapparalys pprording §o ansoongtof olaie d6tad 9. rrgherein:
nmea
l e

08 e ST BFEER nes
oS ) BRI o ) BN B 300 18 e

int AR Pidcds f BRMyHRE caf dfid BY I s&@ehﬁ?ﬂa%r of’%lf‘sﬁﬁ}t Yhich #® encrypted

it conprises cutfing neans ‘capable of cutting

-datsistjuewheladcayfitgd;a pr edet ermi ned number of bits into

mul tiple pieces of plain text cut data and al so
cutthe enprymimganeany pdapeditatencryiphthe sobject datebyp erarystingfeach piece of
encrypted cut data by the sanme nunber of bits by which

the Pﬂ”éﬂ éﬁ&?‘%‘@@&ut By fhe quéting geags o rander iy ps the encrypted cut data, and the

dec%&ﬁirgé (%5%9%? ?4%?5@3‘8 ﬁi%gnfytgﬁtgletgpocr%t%& Bc/lgtta btyhdeec?y%%g %gchdlggc?e of the
encrypted cut data to render it as the plain text cut data; and

it also comprises connecting means for connecting multiple pieces of the encrypted
cut data encrypted by the encrypting means into a series of the encrypted data and also
connecting multiple pieces of the plain text cut data decrypted by the decrypting means into a

series of the subject data.

21. A data processing system comprising:

multiple first data processing apparatuses; and
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20 the plain text cut data cut by the cutting nmeans to

render it as the encrypted cut data, and the

decrypti ng nmeans adapted to decrypt the encrypted data

by decrypting each piece of the encrypted cut data to

render it as the plain text CAH data; and it al so

conpri ses connecting nmeans for connecting nultiple

pi escesnddats pecessigyapparchtusesiindhird datacrysdssitly bypardiases of the same

encrypting nmeans into a series of the encrypted data
nuigher a3|thefirstdata presessingappatatuses, @apingogswish tefreulpibkeifirst data

text cut data decrypted by the decrypting neans into a
PrOgESINEAPBrafYSEs LCHipsc ‘Flyd%'l“%/l. 21. A data processing

e ERld: sy R b i e i B Seoffe in encrypee

dat& H%ﬁ@.&h&?ﬁwﬁggﬁbj&&ida%eiﬂ%?& %@Pﬁﬁf&&ﬂn@tﬁ@ﬁo&%&%@m%e second data

t he sane fu as t rst data processin
proagssivizaippaats apaitid thed dRtaVrbdeséing apptrithPlseffofiitd B @e  subject
processi ng. appar at uses respectively, and comuni cati on _
datheawkwhereine first data processing apparatus is .
performed. in encrypted 5 data having encrypted
subjosl thedistdatproressingtapraratug and mng daleprocsssing appaeatus
t he second data processing apparatus and the third
*processing apparatus is perforned in the subject

o e bR AR B3 AHSERERETARARS of bt i

mugﬂ)l@ﬁiie&%:of B ikt Eﬁlgiaf?&ﬁsaﬁoq{ung#ét b Qﬂcr&ﬁlt@% ﬁHﬁ{J iJFttB::uraJlfltéiplc pieces

ata by a predeterm ned nunber Its

of guicopes] ak dphdynhé satbe Rithbed JF BitdBF whlicHAhe hdryped HAE is cut when
encrypted data into nmultiple pieces of encrypted cut

encgatied; by t he sane nunber of bits by which the encrypted
data ,is cut when encrypted; solution generating neans :

f orsolkion &gnsTaling mganidph sqanentisdly genenating solntionsisemmeanbetween the
ﬁfsbge% 15 first data rgﬁessi&g appar at ys and the second
Ta PG IARg Geeoaaf 4 if Biocssine amprra s epan and

kAT AEPLIEE ot ey B AEGTRT TR A

appdffiskpt i ng means for encrypting the plain text cut
data with the algorithmconmon between the first data

pr eneypting avpPeoi @ity 1ae@s fheensepang tehaflain text cut data with the
algorithm common between the first data processing apparatus and the second data

CO!

- processing apparatus generated based on the solution received from the solution generating

means to render it as the encrypted cut data and‘decrypting the encrypted cut data with the
algorithm used when encrypting the encrypted cut data to render it as the plain text cut data;

connecting means for connecting the decrypted plain text cut data to render it as the
subject data; and

transmitting and receiving means for transmitting and receiving the encrypted data,

and

_ the third data processing apparatus is the data processing apparatus according to any
one of claims 1 to 20 for encrypting the subject data generated by the second data processing

apparatus by decrypting the encrypted data encrypted by the first data processing apparatus,
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20 processing apparatus generated based on the
sol ution received fromthe solution generating neans
to render it as the encrypted cut data and decrypting
the encrypted cut data with the algorithmused when
encrypting the encrypted cut data to render it as the
pl ain text cut data; connecting nmeans for connecting
recotuingithe repptyptedplati in theeretordity edns, 4@ deeodifg thetenasyptdaaiata read
subj ect data; and 25 transmitting and recelving neans
fromghe recarding mepngansithnsmisting itrig thehrecemcdappprode ssmigapparatus.
and the third data processing apparatus is the data
processi ng apparatus according to any one of clains 1

22 A AR P b

stefd 6t Y Pt ed data encrypted by the first data processing
apparatus, 61 recording the encrypted data in the
I e CedlcEhptiaig KEBaSt dabiidl phas kit BY ubing aGREdY R ddMRithiRaHd
fromthe recording neans and transmtting it to the
predeteomided kentopenda isisepcypprdrdatays. 22. A data
processing method performed in a data processing
apparrding the Pﬂ%ﬁwtﬁfgdﬁﬁ iypredeteraipsd efcordimg means; aagd
' ext by using a predeterm ned

al Sd&%fs%m%? %@U%% Epfiieytheagcording @Z?&Bﬁ by psipg the algorithm
en L5408 SRR B o BRI e B b wherein

en gﬁgr ﬁggrf i#g nmeans by using
th?%%%?’f‘?%?nﬁnél and:jtﬁ ey usgg%\?\ﬁéet%dghcrypti ng the
encseypdreidllg @berhtthg RAARIutidns &8 pfddetefiiitld Ginifl@bRassigning past
wherein: the data processing apparatus perforns t%]e
solutiang 40 afpredsyméntlisalutipn gemeeatatg aigorith caphhle bHPancikating a new
predeterm ned ti mng by assigning past solutions to a
solwiqadst assigningnt dessianesd thacpast splntigpsaharetol t hm capabl e of
generati.ng a new., solution by assigning at, I,ea]sjt one

of PHMTHALY SeRriiinediy lgeridpg in predstegmingd ftigling by using the

-ge&ﬁ?&f&{i%ﬁ}ﬂlsn&‘ﬁ algorithnms in predeterm ned timng by
u e

si ng generated sol utions; and recording specific

| NfreEdFAInisQPedifit irfditioh Yo et m%' ' i
encrypti rglgﬁ? he subj egt dat g tlﬁﬁ rtggéftggﬁwg%q mﬁ%ﬂcﬂpmg the
subjeec datd impredetensinby reas g bty dssovidtthglih@ith Med sreiRikd data, and
data, and the data processing apparatus hol ds at
| edbe ddagrasestinganpastusdeilds dtdeust eanecbfahspase salatiens and also erases

the past solutions when it is no longer necessary to assign them anew.

23. A data processing method performed in a data processing apparatus for performing
steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm
and key used when encrypting the encrypted data to render it as the subject data, wherein:

the data processing apparatus performs the steps of;
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20 the past solutions when it is no | onger necessary
to assign them anew. 23. A data processing nethod
performed in a data processing apparatus for
perform ng steps of: encrypting subject data in plain
text by using a predeterm ned&f\l gorithmand a 25
predeterm ned key to. render it as encrypted dat a;
- 1 ecukintiglly lgeneranigymrve sblaiddis in Praderaained Minifg by assigning past
recordi ng nmeans; and decrypting the encrypted data
solytigng tp p predetesmined spliting gereratingylgorithniraphiele af generatingma new

nd key used en encrypting the encrypted data to

solghion Y A5s1Ening ALIRISLANG AL the BAR sOMGPRSBRR: ( he dat a

pr ' arat us perfornms the steps .of: 62

S equausiiafly BBshe b Kovs i) Pedr Grmtisd Uining by pe fip sragrated
solitidHsNghdy assi gni ng past solutions to a predeterm ned

solution generating al gorithm capable of generating a

newecar@ingtspedifibihfesadtdhi fodidehtifyfiasthe REEuRl IRE eRASbting the

solutions thereto; sequentially generating new keys in
subjrcedata én priedetdrmined rgohilingisieats Yyhesedaiigdt edth e encrypted data, and

sol utions; and recording specific information for

i dehe fatpPrsessing appraieschpldiatdeasheneqftthegast kelutienssind @lso erases
th datta i[l]ﬁl greﬁleter.m ned recordi ng neans by associ ating

© PESLRPPHORY, Whe K120 ogeeresessanydo 2pfigh hemansPocessi ng

apparatus hol ds at |east one of the past solutions and

al so erases the past solutions when it is no |onger
24.ne ¢ 3 ' t ﬁg}@g@m .

pr g%ggtgipyn%&gn%t gfgﬂ%g rﬂfaor med 1 nada d%lt%g"’sé r §2’%§§ﬂaﬁ1§ for performing
stegmfar at us for performng steps of: encrypting subject

data in plain text by using a predeterm ned al gorithm

andnerypping sidyjeot ditadul pladty texoby esidg a prddetesmared rajgptidtn and a

ata;, 15 recording the encrypted data in predeterm ned

preqeterminedikeyiip dprder Hing eaaypipddaty t he encrypted data

R AL PR Al
i j : i-n: he d .
DAplhg 18 050 AL s DB oo

andgﬁg:h;s/%% {ggﬁl aeMfiRloUthé By REE Bath 1 Renbifit 344Ak Sbjed@ath, Wherein:

the data processing apparatus performs:

a step of sequentially generating new solutions each time the subject data is encrypted

by assigning past solutions to a predetermined solution generating algorithm capable of

~ generating a new solution by assigning at least one of the past solutions thereto;

a first algorithm generating step of sequentially generating new algorithms each time
the subject data is encrypted by using the generated solutions; and

a second algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algorithm generating step each time the encrypted
data is decrypted by using the generated solutions, and

the data processing apparatus holds at least one of the past solutions and also erases

the past solutions when it is no longer necessary to assign them anew, encrypts multiple
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20 by assigning past solutions to a predeterm ned

sol ution generating algorithm capable of generating a

new sol ution by assigning at | east one of the past

solutions thereto; a first algorithmgenerating step

of sequentially generating n§¥%algorithns each tine

the subject data is encrypte y using the generated
piesss|afitheosubjecadata to sadantiealag dhid dnerypyahdutaind decsipePdmaltiple picces of

sequentially generating the sane new 25 al gorithns as
the eperypregalatariatheisane arder 4sithe order glbenicryptioydresecdt i ng st ep

each tinme the encrypted data is decrypted by using

t he generated solutions, and the data processing

appar . |.east one. of .the past solutions an .
25.5P 08 Wbt o A0468 o d IRBrARS s i Brer Pin P Agrasetorming
stepregressary to assi gn them anew, encrypts nmultiple 63

pi eces of the subject data to render themas the

enaypiptidls dabjectach ifl pLdiy Rixs biVubihi AlpfedRicemfttd Mgorikilif and a

encrypted data in the same order as the order of
predetemyiped key totrendenfit as2beryptedataes; pr ocessi ng net hod

performed in a data processing apparatus for

perieentingdhe encsypieddase in predetorminedjreconsding-meatst and n

pl aj n text by usin redeterm ned al gorithmand a ]

D iR AR e s arEira From the Secoring cats biswsng e algorithm

r ' ta,n predetermned . .
and B3 e B VRIS Bita 8 o P ETEH B P it date, wherein:

r eafe 8423k hheiais: by using the al gorithm

10 and kg/ useogev\,hen. e crypt|§ng the encrypted data to

r enfinst sdlutis deferasinsep bf eajusntiaMytienbiating h& séidtiéns each time the

rocessing apparatus perforns: a first solution
subgpehdata iy engrypteshbiodssigamggnsi sllutiong éne patewgninedsolution generating
spolutions each tinme the subject data is encrypted by
algorithmGapable 5 genesasing:d nevssalution by asgigningrat ieagt ansl of theopast solutions
the nerating algorithmcapable of generating a new
*ution by assigning at |east one of the past

SOl Uk . : ISt orithmogenerati. .
ot P ARorith foBlaFhe e of shen B Yy Biatoriins cach time
the bibijeet dafids ehdiySied by abife ks RMEIOHR 'g@ﬁ’%rg’t\éd 5th8 FirdtR6lution generating
solutions generated inthe first“solution generating
stepgtamgb; and a second sol ution generating step of
sequentially generating the sane new solutions as 20
t hassecopsholutiondzenerating stép o sequentislly@enereting theismge atwpolutions as

each ting the _encrypted data is decrypted
those generated in the first solition generating step each fime the encrypted data is decrypted

by assigning past solutions to a predetermined solution generating algorithm capable of

- generating a new solution by assigning at least one of the past solutions thereto;

a second algorithm generating step of sequentially generating the same new
algorithms as those generated in the first algo_rithm generating step each time the encrypted
data is decrypted by using the solutions generated in the second solution generating step, and

the data processing apparatus holds at least one of the past solutions and also erases
the past solutions when it is no longer necessary to assign them anew, encrypts multiple
pieces of the subject data to render them as the encrypted data and decrypts multiple pieces of

the encrypted data in the same order as the order of encryption thereof.
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by assigning past solutions to a predeterm ned
sol ution generating algorithm capable of generating a
new sol ution by assigning at | east one of the past
solutions thereto; a second al gorithm generating step
of sequentially generating thg,same new algorithms as
those generated in the first a?gorithn1generating step
each tinme the encrypted 25 data is decrypted by using
the sol utions generated in the second sol ution
26gendrdata pracessiap mathadl parforoiad in pruie pswiestinganparasisfor performing
wh°|€3 at | east one of the past solutions and al so
SIeR$ Q%es  the past solutions when it is no |onger

ian th , | tiple.
RS R I TS AR i n
prﬁ%hﬁﬁ%ﬂeﬁ%ﬁn&é}q%%:&%@o%ti pl e pieces of the

encrypted data in r as the order of

encrepmidingtht bairgpbd d&t4 in fRdertlied rORARS Heis; BRd hod
performed in a data processing apparatus for

per desrypiting theerspgptad date readyfton He recdeflimgtmedat By bising kgl d1gorithm

PiieR eBcTyBing the enerypled idatacts render itps 8w subjeat data, wherein:

recording the.encrypted data in predeterm ned
rectg'f’gﬁtﬁ f?@éﬂgsaﬁ%ga Shg the encrypted data

it 18 Sl 6 Yl RAP Solon o s it 78 is encrypeed
by hRNGRKg pdst STuddR 5 Hﬂﬁ%%erﬂﬁie@so%@% %lgltﬁbé‘%ﬁgbﬁg(ﬂ'ﬂfmﬁl capable of

processi ng apparatus performs: . .
gereeatingratiedd Sofutieiter Abichig gHe Wasiinétof #spRAGtidnd Bhdr&lS;
subject data is encrypted by assigning past solutions
t o afifst kelegamerating dtep of sequentigbngmatating nawgeys ¢dvintime the subject
capabl e of generating a new solution by assigning at
datf‘é{.)@lcrwQ}f“%%ths&’@ef%féﬂ@@]iuﬁﬁ%s;@%r eto; a first key

o EhCRe iRl 3E0 4Rt ntalyTenotinn T smeinny oy as those

ext by using a predetermned algorithmand a 5
' anc[)lfegrotgspé

s 8RS0\ LBy e SR B e b i

thelgbfGated 96%E6&, 88l i N the first key generating step each
time the encrypted data is decrypted by using the

gertbe dite gravebding apparanaribidd vt 16kt Snd B fabe st Blufitiamalald erases
hol ds at |east one of the past solutions and also
the pagtselitionhwhemit is rolongérawsesstmyrio iassigrsthem dnewgencrypts multiple
to. assign_them anew, encrypts nmultiple 2 0

.. hecegssary,
pieqss of e yPiechiat Bl then a5 the mevvgiad defromdadsciipes multiple pieces of
the %H&Jﬁﬂ% 93 bR Saalql% 0?' of a¥ Irt)l'tlesorf'ﬂéjrl (t)f e%lcfypﬁbr? %h%%eo%f

27. A data processing method performed in a data processing apparatus for performing
steps of:

encrypting subject data in plain text by using a predetermined algorithm and a
predetermined key to render it as encrypted data;

recording the encrypted data in predetermined recording means; and

decrypting the encrypted data read from the recording means by using the algorithm

and key used when encrypting the encrypted data to render it as the subject data, wherein:
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15

the encrypted data in the sane order as the order of
encryption thereof. 27. A data processing nethod

performed in a data processing apparatus for

perform ng steps of 25 encrypting subject data in

plain text by using a predete!p1ned algorithmand a
predeterm ned key to render it as encrypted data;

r edbe datagradessienappapitedpatfdrmsi N pr edet er mi ned

recordi ng means; and decrypting the encrypted data

r e hotinst Bﬂ“@%@@'@@ﬂﬁ stey ofnsequentigllyganegting eew sglotihsench time the

sub?eg:ﬂ Gég )1/% %Jnscggg)t?%ngﬁ}ﬁnn C g)(&r Y pﬁz{gggcglgt?q%qg]g E;%/Q%Earggnd ldnpﬁ.at go]égpla generating
1o 55U o BRI L DR 1 e o st sorations

the®@@);Ut i ons each time the subject data is encrypted by
assi gning past solutions to a predeternined sol ution

genefigt kdyogenatatifg slep OF @Rl A105endRARE AEW RByPeddBme the subject
sol ution by assigning at |east one of the past

- datsislenciyphesl bySusitigsthe salptians genstatddeiy tigefist silutivgh geneptiag step; and

sequential ly generating new keys each time the subject
d ataageF%“de?‘i’é‘Ft&%‘t&@ﬂeﬂQ?ngl Step gf seqentailiytgenerstinethersate aewrsolutions as

IR RHEN SIS R R T -

' . those..generated in the
by 4:3n BT \BR RS 4 B Al S5 B R lebeltiR et of
genddkiflg h he@aBIRh asﬁgnjﬁg af sk 3¢ ﬂf%gﬁgt s%ﬁjtféhk ﬁﬁgt 0 a
predeterm ned solution generating al dorithm capabl e of
geneseedidkeygenawing btsp bDedd¥nt@dS giiémtin@ihe sBRAE he@RyPhs those
t he past solutions thereto; a second key generating

gengragd in thesligtikeit geaktaying stepreath tige tthecerseypredndita iseiesryped by using

those generated in the first key generating step each

the golptionsgengratedyin thersegendhsalationegangisting step, awdi ng  t he
o AR A5 TS0 S Sl e
J i d _the ..
o 800 e R B 085 73 B
piecds of &2 subRE FHRENY: refdis ilYdh As fﬂéleh%:[ﬁgﬁd d@la%ﬁ%lg&&g%sgﬁgiﬁigle pieces of

subj ect data to render them as encrypte

the eryptpd datain theshme prdie @8 taf ordé eABGHHGE Bdredat a i n the
same order as the order of encryption thereof.



