;e3e [ VWWAXFYl ~Z6ZT[ do<12 JUL 2004 NETWORK BASED KVM SW TCHI NG SYSTEM 1,
Fleld of the Invention The invention relates to network switching systens
and nore particularly to network switching of computer peripherfall glat a4
BACKGROUND AND SUMMARY OF THE | NVENTION In years past, as corporate
net wor ks began to expand, there becanmeia grow ng need for se-called KVM
switches to allow a syRgVRORK!MRSEDIDERASATTICHRATSYSTAM control multiple
different conputers with a single keyboard, video, and nouse workstation.
At first, KVM 10 switches provided the mai ntenance operator with the
ability to access between two and eight different conputers using a single
keyboard, videq.: deF noyse. Bur, corporate networks drew in size, such that
the size and~torp 8x‘ihPy“‘6‘F‘“RV‘/M switches increased., Eventually, conputer
net wor k operat ors denmanded KVM access between a workstation and thousands,
and even tens. of thousand 0 Lfferen ut er RTaT ! ponse
fas Lo ocar o RO ERIERAES o Rl kb AEERE s ROTPLE Rore BB Lol 7R 0O
wor kst atsivBhing bicorpaes periphel 8aivers coul d instead be scaled to 8
addi tional KVM sw tches, thus providing access to 8 x 8 = 64 conputers. In
thi s2way, |arger nunbers of conputers could be accessed via a single
keyboar gy A BUH AFHSUMPARY B F ¢Pre BEENIGORe®I ns a viable alternative
in many conputer environnments today. However, as the introduction of
extrenely vast nunbers of conputers, such as in server farns and the |ike,
20 beconme conmonpl ace, the need for a network operator to access ny tens
of thousands In BiRrSESHe & SPAATSe E?é'ﬁ’ﬂﬁd%"??afh‘&reépﬂilrrgﬁfee a‘B‘éﬁnge“Q“Ca%%Ego of .
course, é!ﬁ%éﬂ]vk‘@l@ﬁ%ﬁzcﬁ%% BEow IR dchwbRUpEARIr Y adtbi¥DRR Sorifbl utetie t O
accommodate the a ow ng nunbers of conputers that nust be attached to a few
wor kst atdifferent chmpurets evithrecsinghs ke bnantbedemfng swkesdv iReeY- t £HEsH b&¥dbnes a
space considerati in lame server farm area
tPadd + SR o] ARt hor VBl AR & R ER 100 abd Bighe
traditi Gifddre@bRpiai@singhwRile KeOboBdohdedsnd noddl. BN orporbemestqrkegrew in
provi des a comuni cation path for a nunber of servers 11-13. The ogperation
sEt By

of the SEEVRFRhahEe sHe 2pbiIT et SnY Wristibee 18y YHENSWSTK on t he

corpor at‘n@t\a?lﬁ'% Mk ot Qe AL Sd BV MIHIONE bEieb N8 wRk k@A and Bousands, 4nd béen fdss ~~r
(0] r

pur poses vity, they wll not be repeated here. The artisan wll

r ecogni zé thavemesief differeat Corapiyerdi Theintial resporssaisdo &ale HEMeHIEGSEHCR 812t Ehe
servers <13 1o communicate Q e angd Ry eteeeds will
be dével pedswltﬁgf%gpﬁoﬁ%ﬁggn%\goﬁ(ﬁ%tr}%%g/gth}tgﬁéee&eeo% Cl eﬁ%:{;%g)% data travel on the
net wor K dayiibhe KSaviedtshds] thlSproWidengrcessend 8 ikrdv-e6d tanpursrsnbt thisi wdyt Begero any
particular ~ one. In the KVi~l swtch environnment, as scpown in Eigure 2, a
nunber cRmReEIes EampEes cquld pgaccessed via a single keyboard, video and mouse workstation.

!

Scaling remains a viabie alternative in many computer environments today. However, as
the introduction of extremely vast numbers of computers, such as in server farms and the like,
20  become commonplace, the need for a network operator to access many tens of thousands, or
conceivably even many more computers becomes acute. Of course, KVM switches can be scaled
in increasing numbers in order to accommodate the growing numbers of computers that must be
attached to a few workstations, but the increased number of scaled KVM switches becomes a

space consideration in large server farm areas.

25 Examples of the traditional KVM switches are shown in Figures land 2. InFigure 1, 2
traditional corporate network 10, such as a LAN , WAN, Internet, etc., provides a communication
path for a number of servers 11-13. The operation of the servers and the communication

protocols used by the network on the corporate network 10 are well known to the artisan. For




comuni cate through a KVWM switch 16 to servers A and B of the server set
14. The servers 14 communi cate with each other and with ot her servers,
appl i ances, ete., over the corporate network 10. Figure 2 iIIustrat% t he
scal ability of the KYMswi tches in that the KVM switch 16 incl ulie?deZa SR
out put port connected to a second KVM s tch 15. The second KVM switch h

t hen connects to four_ addi,fi onal set vets.C-F.of the set. vets ) us, if
e oo s o B B Pl b BE e ibe Bt ot Rk BlliadShiad Folefdh vy
KVM swi t @hnyldifrethc@iSotdiecad R etaplofed Sortiife LARFRINI CRbe otintunidalroe thdramwbadur
servers (in this case of Figure 2, six servers 14). The KVM svvi%éé:hes 1~ and
16 are Kifowd terswiag e Brofsalsarill bs ommioReHan thy faRpss tp dlsTease 18 CRICHTRY 8<C4F t hese

KVM SW tgd'h I.Owgl. [E .1 I‘yf f- t ¥) 1 ltlll% 1{%1:'1- o tl"%ﬁﬂ&hlt@ﬁﬂ‘ Hﬁm% as
t he Aut otvﬁgl\?\?r%%n%y of }%’F%L it g?ag'?f ?ﬂeegrYSF?%/aménfy 5%_1%rloducts. he KVM
SW t chesort~ and 16 provide a nunmber of functions in the enbodi nent of
Figure 2. First, when the servers 14 boot up, the KVM sw tches emul ate

keyboard, video and nouse initiation commands such that each of the
conput ers 14 IhdleileVksWitthienvitonmennes shewnyin Fogured teaintber of workgheongdyddar d,

vi deo, and nmouse ?0 r tion. The KVM sw tgh ar [ apE, | at e
keyboar &me%teéﬂf?uﬁgﬁ@ lﬁisﬁi‘%t‘%@rﬁeg&ﬁﬁ%ﬁ?f!{sﬁi?ﬁajaecsgﬁfﬂpaegg% W ts%r‘%gseﬂ;? any
nunber oonthddi@fenih KdVotea BB S othstehveas agpiancedE s, @®@le€ thefcorporate network
keyboar d/ mouse and VGA, SVGA, etc. for video, In additjon, the KVM sw tches
1~ and 18- gogdre 2 Heusigiex e a3l il p& therk Y Mo cbordh Hhet ?@J‘&W&&%héﬁffg?wh}@gﬂ&f
MOUSEy té’n%%ugafutg&?{‘é ALere PR YRR RIVKENRATE D@ oRf VMG 3L & G@nVer si ons
t hat. are necessary for otherw se i nconsi stent keyboard, video, and nouse
devi ces doangamniniradticond! sbrvelh €-8 of thenssrvard 14 Offeusnff th B Vahswitasit propded of

KVM swi t ches known is described in.U t ent A Rerholtz et
o Syt HaORBTRSE EER Heriat el MR e e a e B B onal

Conput er gumiRahfed % h REChhDRSr ESVat an KM Svot BlRiRQ, Vikaetvbe 1pl ephone
network and | ocal switching via a daisy-chain network of conputers.
Perholtz describes the use of a host system 30 communi cating via the

t el ephone netmRkvM dulitcResWOT 3Gt 8 takeOitholn® dgfics iMatdresdiaacdiaig eesisbleo a

sel ected conmputer. In other words, Perholiz discl 'oFs:gs tf}g% t-hei rgg%te user
can Febd@tampies|of thsepk VM syitches are commengiplfy makpigd B fBPHISHLY e Al8BRs
that m gﬂtthé’hﬁz‘%bﬂé&vsr%nflggwﬁoﬁu&%ﬁﬂ hIRPNSHROBE ShoBESE SEhe IWBISWiREey BRI User
enpl oys the host unit to Tain the notherboard access. The present invention
pr ovi desléprevigni hiimbertof ifmstionseimelnt erobakment afl Figbsrial Firgunwhsnithecsesralfibe%not e
access KVM sw es rqvi di M.access- - Wi.t. j. Ll I d KVvM
SWi t ches“ppg}evg\t@%}a]sﬁ” tcg}/ Stﬁﬁ%‘ﬁ?m (iaj(e)?j(r%%r  Yi95RE ds‘%'%%tléngc%%}e‘%’éggﬂ rrllltd% %c&hag%% h’ralurrber
of servegfahOfbondufet WbdicvEn@atinghacithlincdather baaidlakgbsadtvdddnesbemeasever s.
In traditional network access systens, the V\Drkstaﬁjia% S ﬁ%d ervers

commifhi ceukpglian alherHe MetNishes 8% BIETGRm Iy SERY A Kt ' H5UREE onmand
data bet 1%&&51%?5"?]%9&%@&&%& Lthi dhe tohgnmﬂﬁaepﬁ peEekat BUM BEQLFR! LeR as

Thus, in tradit systens |ike the cormercially avail able PC Anywhere
and ot heSurs B6D, o fotleyidrdyotemmd he, SEhAactcdosvides dpadditigi.ghe kM el ephone

twork, the | t. etc. .and gain keyhoard, i t
The. ser vereeolug sl ShEvareBlap Sl e Baa SR P B ROLEOESR

to the nupliesrsanafiyaifkesthatd)ahd pRyidXaslicofVersiby thepasepicessay foootpamatee LAN
or Internet) while also gaining notherboard access to those servers. In

ot he?S wolngensisient kaybopgstides ped WeRTe YGFHIOCRBER BRI thesefve swit ches

t hat provi ded not herboard access but had Iimtations on 15 practical
scalability or could choose renpte access sw tches _vmd'igqjgrlpvi dg]% access to

vast One of the earliest types of KVM switches known is describe atent
5,732,212, Perholtz et al. System and Method For Remote Monitoring and Operation of Personal
Campure}s. Perholtz describes remote KVM switching via the telephone network and local
switching via a daisy-chain network of computers. Perholtz describes the use of a host system

30  communicating via the telephone network with a workstation to gain motherboard access to a

selected computer. In other words, Perholtz discloses that the remote user can reboot, cold boot,




“nunbers of servers, but failed to provide direct notherboard access. The
present invention solves both of the above problens by allow ng any nunber
of workstations to gain keyboard, video and nouse access to anyTWPQhﬁ!g§@¢
servers on a corporate network, the Internet, or ocher network in a
relatively sinplified structure. In accordance with "~ the preferred

enbodi nent of the present invention, a hunmber of servers communicate over a
cor por atadmpetfonr kthemfundiionh thakmydho athdrwisd ewredaek! mothseogtracsessf WheRd S ar i ous
servers conpected via.a cable to respective ter boxes. The convener
boxes al '§&°CoNHIATR %Ségqugmﬁt tr?ﬁalr‘\]t%ngr?%:hgbr?gfda%y%g' onto which the various
user workstations al so conmunicate. In accordance with this enbodi nent,
when a user of,Q rr‘&er%fim%@ﬁn%‘g{o%ﬁi%é‘ﬁ Eigﬁﬁ?ﬁc%‘?%éﬁ%erﬁ « 865 625i0R8 KAValvikhe
servers, the Usér workstation conmificates via the maintenance network to a
cor r espasidiraigoe anieen€V M oritrdhbebygsivided ISe€Meeress-owgladun raditibreal badadd< dcess to
t hat desired server. The user can. then enplﬁ%.the server t.0 ggg%Hgicate

Wi t h Jot HHICEE RAS F&and W honk? Ha poReh fn e fSrEI kAl WY GgROF Y SFERE S Rerei n i s
made to CONVERT bLEktherGANERothaMEAR accdliclifose QG Ath RRRiPEl mi@oRQctdint the
converter described herein need not be a "box" or a "unit," but can be a
conput ersysiamg, the eprketationsragd severs spmbainisaties ik 86 Teiask peharssderirag i

system COERRNED E:Ommar:xl'd ga'ta g‘u’%&(c{n?:‘]aﬁotﬁel], Hsutahg ixﬂﬁgFo%roq amgqﬁﬂgﬁﬂéﬁo(ﬂf the
present 1 nvenLh on, any nurﬁ)er of ‘users’'can tonmnuni cat on the nal ntenance

net wor k ‘Bind, iansadnisaiieystahis Bles te cemmaridignmaitibeal @Aonw/tehearciortiro sathaemetewor k

such that any one of the users can conmuni cate vm',ltqh any oned(%f. tk@ebosa? vers
and Y | YRS SHY BCESSEARTED WM EEPROISIEMA T AN GAT e VAT RO U YO

traditi opald ¥aSkalse Vb s &pRESHANG W hQ Ut sick adiitibenasyManesmkim access
devices. yet retaining full notherboard access. The preferred enbodi nent

t hus pr cadceteso tesiemberalof servars thai meyessainalsi Biamplonicrwosats by lWSTRt-user to
gain not herboard.access to any one of the associ vier ha

OFt o o DO B SRR RP b SaRe OP Bu Bl 8l SO S B MR W
mot her boajuth @reessadinaE VM fividtheadhk: @bvidbiemegemens abgese bytthaild himptatigrisionof

the workstations. 10 In other alternative en‘%odi gents }# e cortoq]rasatte
net wbt k BrAeicehwealpiling eraRldSDARERBPRE a57e8s HBECOFH AR AP AETROPKE" but are

a Commn, et pOsKerveR, §|§tif$jkedftb'ﬁléﬁﬁfe &rEbadbeBbad atdags. converters are not
i ndependently assigned to each server, but service one or nore servers. In

still alternative enbodi nents, the maintenance network and the corporate

network are lPndyidagdvdm@esthoss bdaRbFhe REReiB Tk Yoty DAMMIESThese,

as well as other objects and advantages of this invention, will be nore

conpl et ewgrkantersso gaig kavibaedh pidse ped BEUIRACEH KF A1y EERERCIGFTVERS TR M hg
more det x?ét&zg& ﬂx%ﬁﬁ\’t'é}ngg 'op&hgxf ne@work in a relatively simplified structure. In accordance with
" the preferred embodiment of the present invention, a number of servers communicate over a
| corporate network, with the keyboard, video and mouse ports of the various servers connected
via a cable to respective converter boxes. The converter boxes also communicate with a
maintenance network, onto which the various user workstations also communicate. In
accordance with this embodiment, when a user of one of the workstations desires te access one
25  of the servers, the user workstation communicates via the maintenance network to a
corresponding converter for the desired server to gain motherboard access to that desired server.
The user can then employ the server to communicate with other servers via the corporate

network.

Although reference herein is made to converter "cores” and/or "units” one can appreciate
30  that the converter described herein need not be a "box" or a "unit,” but can be a computer card,

server card, or can be otherwise incorporated into any system COmponeri.




presently preferred exenplary enbodi nent of the invention taken in
conjunction with the 20 acconpanyi ng draw ngs, -of which: Figure 12idUh 2004
schematic representation of a prior art corporate network; Figure 2 is a
schematic representation of prior art KVM switches; Figure 3 is a schematic
representation of a preferred enbodi nept of the present invention; 7 2

C~~L 2Q4 Fi 4 i hermat i tati ft t f Fi 3
w th [t ernalt GHAeEEP0 &7 SRARRYTR ek Or Getrrg paoe TS Eiemt o

r epr esenbdinuida®bn &2 eXAERdnCe AclveANAl a€n@nber BE sirve@atanWondneni QELSEME _
invention; Figure 6 is a schematic bl ock diagramof a KVMto LAN conversion

card; FirgfRPBIEMeI¥Ork suchBHany enastfdokusgisgn somprnisse sarmpy enserierenymy
convenehyg iy @fccﬁé)%ﬂj\aepsc %%ﬁﬁﬁw%&@%ﬁeﬂt@btﬂ?ﬁ? Bhhal trali@HAE Salkd gANgChemat i ¢
representation of an alternative exanple of the present i'nvention; Figure 9
i s ajschensts end epiraas eadiadnad KVOL ramot hersselkainy. geteabimdigieh maiierbdred pr esent

10 i nvention;..and _Fi qur 0 is . a schematic representation.of anpl e

conver t 8°n ThE GBI IS CETERPTISTE 1S BRSEET ST LRETIOR AP PR BIStia o1 Oy OF
THE PRESENTY (BRERF FRRRE MBI NENIRY dre @O adsoclatddstfvaises a corporate LAN 10
onto which servers 11-13 conmuni cate with one 1~ another. The corporate LAN

10 is a typical LAN and the servers 11-13 are conmon, over-the counter

servers, as pepeahed dobddiBerd, k&uriéd pride@uifes ark-enlploy@e eOH damihabddid t he
present invention, each server 11, 12 13 communicates with a converter 21
22, 23, %ISR cPR e f ShmirATeEd s TiaineY Al Ohfie MtoslAioBS net wor k 20. User
wor kst ations 25, 26, and 27 al so conmmuni cate onto the mai ntenance network
20,;includin9 ) ) )

10 n other alternative embodiments, the corporate network and the maintenance network are

not independent networks, but are a common network.

In still further embodiments, the converters are not independently assigned to each server,

but service one Of MOre Servers.

In still altemnative embodiments, the maintenance network and the corporate network are

15  bridged together.

BRIEF DESCRIPTION OF THE DRAWINGS

These, as well as other objects and advantages of this invention, will be more completely
understood and appreciated by careful study of the following more detailed description of a
presently preferred exemplary embodiment of the invention taken in conjunction with the

20 accompanying drawings, of which:
Figure 1 is a schematic representation of a prior art corporate network;
Figure 2 is a schematic representation of prior art KVM switches;

Figure 3 is a schematic representation of a preferred embodiment of the present invention;



20 comunicating with the converters 21, 22, and 23. Al though Figure 3
illustrates 3 servers, 3 converters, 3 workstations, and 2 netmorki,dﬂheﬁmu
present invention is not limted to a particul ar enbodi nent shown in Figure
3 and may envision nore or |ess of the conponents shown. It is preferable
to use separate converter units 21-23, thus 12 ~f~ 1L 204 6 allow ng
servers 11-13 to be over-the-counter, énnndified_servens. But, it iIs

equal | y val udbi4e ¢ 6 4 FEORIS6rerescriREor ofihe FYsEms o igyrs 3ivitngnerest 8kt SFBYE 1
|-13, as,fiQbeBX@MRAles; CONpuUt er plug-in cards. The converters ? 1, 22, and
23 act as intermediaries between the servers 11-13 and the mai ntenance
network 20. The internediary converters 21-23 thus allow the servers 11-13
to be typi calrg st aRdaLASRI & Sschlabn 680 B8mpltbased AvNuhiRoegknt er,

such as (but not limted to) ‘any typical PC. "The converters ? 1-23, in the
pr ef er r edesemtbodtiniert , are cable connected to the servers 11-13 in a
one-to-one correspondence. Converter 21, for exanple, connects to server

11, converter 22 connects to server 12, and converter 23 connects to server
13. Pn accor digveet isiasshemdtis biapbsilisnn ol oKViNiéo bAlgentersipyedei on, each

server on the corporate network 10 (which may 10 exceed those shown in
Figure 3) has an associated converter éor at | east conmunicates with a

shar ed conveféguye hisfaockereasisrhinek ciagra of & ¢HHEDIRICHE ARMCE VHET WO RIE°BB7CY n one
enbodi o .31 can take the formof a well-known KVM sw tch
nDdifiggﬂpghégﬁﬁggpxﬁﬁﬁﬁgignals into a LAN protocol. One exanple of such a
swtch is described in U S. patent application no. 09/379,576 to Pinkston,
whi ¢gh is inces j : 7. knvéntdon: f OF
ek R R R R S AR
connect to a PCin Figure 2. That is, the converter 21 connects vta a
hardw re cabl=e, e j i t aar 11
such t hat théﬁﬁ%%%%?FgggégQﬁégfs¥%§§?O%%?ﬁggggiﬁﬁpgﬁgiggé?gﬁ?ﬁiﬁgerver 11

j ustlfas infentibeg akéyboar d, vi deo, and nouse used by the sel ected user

wor kstation 25-27 were directly connected to the selected server. Between
"0 the converter 21 and the maintenance network 20 is a network card that

al l ows the cdmsees1@is apthaneaticarvescntas prypbdnsexappls apaverier Hhiccrelans Witience
network 20 into the keyboard, video, and nouse signals desired by the
server P T4PTy) the converter 21 takes keyboard, video, and nouse
signals fromthe server 11 and packets them (or otherw se fornmats them
into a data protocol acceptable for the naintenance network 20. 25 The user
vorkst at | gfisr S8 pRATRIPTISROMTIHE PRESHN T DY PIIOIRRES EMBADRAENTS the
mai nt enance net wor 0. I'nthe piefetred enbodi nent, the nmaintenance
network 20, as shown in Figure 3, is an entirely different network than the

corporate network 10. The mai nt enance network 20 naﬁ ?gerate undenk;h% sane
protocol as therediskaeea fFEPNSIK-A, 1000 Wl SHYTS 418 GOMTHGE A HE! on

mai ntsen net Wor ke 1vareY 1936k Joehhewokédaenet
LAN?fD3Oaa§§ﬁhep\?mfﬁggc{O§)sog%%%$gﬁg‘% II%Lp?f)t octo?s,vor any ot her Ki r?d of data

net wor k cvommeestvary) apdenieted moid pridragt foewrmilt s devi ces to communicate one with
anot her .

In accordance with the present invention, each server 11, 12 13 communicates with a
converter 21, 22, 23, which in turn communicates over a maintenance network 20. User
workstations 25, 26, and 27 also communicate onto the maintenance network 20, including

20 communicating with the converters 21, 22, and 23.

Although Figure 3 illustrates 3 servers, 3 converters, 3 workstations, and 2 networks, the
present invention is not limited-to a particular embodiment shown in Figure 3 and may envision

more or less of the components shown. It is preferable to use separate converter units 21-23, thus



1 2. ~1~! 2t7~'r When a user workstation, for exanple workstation 2~, needs
to communicate with a server, for exanple server 13, the mnrksta%i?n &~
sends data onto the nmaintenance network 20 destined for the conver e# %éﬁﬂ4
The converter 23 has an assigned device address on the network 20, just as
woul d the workstation thensel ves. Mst goften, 2e data submtted fromthe
wor kst 33119»01 35 ?—QB CORY 8L Bl &tk | dn B8R 454 A1 BN idiHRdHaRy {410iB1¢ ke
keyboar and-nouse (of ot her i nput) devices of the workstation 2~ to be
used t o iwontorad theltenseks At 68 is@rtheserdeds | IFhe anfor ksaraple-crombivies plug-ig hdgat a to
the converter 23 via standard network data addressi ng commensurate with the
address protocols dictated by the nai ntenance network 20. The workstations
25-27 thus i fibt cateenet Abr2R, o iisact e infenkedidrees owesn Heiseers- 272 ang e

mai nt enance 10 net wo 2 The network cards i i nessi of

dat a onPBmWWEmﬁHFngﬁgﬁc3hﬁ§FﬂﬁF§mﬁﬁxP5?%¥%éL egwgé“‘ggﬁeﬁ??gﬁigﬁﬁggg Once
t he wor kgfi@ll isendaa seead shak exdieaiecrard dverige-cdatter, suwhtah éw onMeniterioPdly t he
convener ?3 takes the data fromthe nmintenance network 20, ¢ v%éts ii to
a st and&Rca Bl hdAE QOTYETEE 2hridt B Piefsien P paRL ?ré\égt?l? B?f"ﬁf/mg e"Server 13
and proyj f hanRa PeSkJeEr KE friplaNEnARiS® spaet 51, of

t he Seréé?%%éﬁh?ﬁﬁ?ﬁgggﬁ%%c%ﬁg&%?%%ﬁ%~@§%$¥§;§f?g%§259has direct access to
t he ser envel8r JUstnass tofsetvhokk akdydroeantet 2drmdnimotsde seiessi Ge dn afcofdace with

wor kstatjion 2~ were directly connected to the server n - ite
i r oct | dHS CrRodHIE R b S ept a SR crPb s apf el el 14 (pibRaP 1
vi dag dakeeef i §tOnSEFYRIre hat @n hiteciued ki @ttrqbr aMeust emmu@cdidrer et wor k
20. Al though described in the precedi ng paragraph in_unidirectional

f ashi on ShesehPRMFEH PHPCCOTBRIGEERS KoRY BIRTEN20S "SYPThSP kst ati on 25 is

bi -directional. Keyboard and nouse conmand data is sent, for exanple, from

server 13 to converter 23 to workstation 25 to se{ nnwgﬁ?seﬁé}tivl&y,
keyboard | i git 8ne eamtodingngehe eavamerdd car eakafredomat 2 W ERPFT ke MS™M e, from
the monifofof tl@% Do AR BRACKLAQ prdtSect COUEEx skl bsut R sGAEVRI ter 23
The con&%@%%%gogg&%g\m }%er#orn1allPthé:necesgg%éiinternedia2¥ st eps

requi r edisfaibedingl 6f p2&it kbmioabekst. §O13GAS 70 B Binksen, cdifinireameraEd Iran yY of

the servers 11-13. That is, the converter ' boot - up
o e SeFvars T Rkl Do EraEr ey ba ey | EEBPRS futida, boo
i nitiatioMrSSRANSAR doafiktt tedPOYn Fhi@resErpter islthe t8nveneo? demneas blaaf f t he

respective servers into believing that a proper keyboard i deo, and nouse
per i pherdTdviE @b bedavaet ¢tdso: 3B gRRuse Eg‘?ﬁfgf)_ﬂbef se eégféu@, t}{?)tﬁge ay _elgeere t hat
any numbar, 0 MR bt daR R cdR 't@a]e(s&?lebz/ %) %Qstl ds 1 the fe yoY¥atineides) he mookd ead can

be mai ntai ned by mal nt enance networ can communi cate ~2 .~ ~1 2.4
wi th anybynmdsctedfussovarkstatidn 25-1Bwegdiretthatonndrisdge seatsiected peryer tBRWEIV
signgl switching..s ngt constrained n ti i gal i sement s
o “a Db groeret 4 end s Famatib Pt o af BRIk S RD: GEof BAL SEIEN.
i N Fi gung cdnvefrsidnhls wetivad frod e hpasamneeywaidiistonint kayboarily édecoynd he
present invention. |In the nodem environnent, hovvev)er, rr&st servers aldl -13
now comfieHse aigBalgiesed R theieivaet L. ovigtiagy dBF FEWErs 2R FRYPPETS: MAGtr s
i11ustr %%efsi'&ﬁalg’ﬂ’ef?ﬂh@?é?%rqi ol BRIt 1 RAeHe f@AhHIRE) Ry U4 i ng t he
users 25- t6 communicate via the Internet 28. In the enbodi nent of Figure
4, the mEowtdnanpabldorde nafetase eowntkildeati ng thereto a gateway/firewal |
29, which connects the user workstations 25-27 to the Internet 28. O
course, in sonme enbodi ments, the corporate network tO 10 can be repl aced by
the 35nt emet  ZBesahvarksadtionh 85 ARicarenaimats widt he VIR COBYATIGH catedi2&er t he

Internet 28, as do eac f the server 1- I b | a
nanagenéﬂ?“?g?wgpmﬁ’%%ghﬁﬂﬁw%%F%HE ﬁpﬁﬁ%PﬁééHgﬁﬁigﬁgﬂgggﬁggggfgq%gmﬁﬁ%ch

al | ows aFipet 8ofs kn RRMBG RN fféenITROAGE thdahdedrpirrancerk ¢ WThk m2tiemdce o
communi cate with each of the devices attached to the nakqb nance, netwo Kk
20. 15 FICgteT 28 may apeicangdsr i same Biorpse] SPnesBBIrretv s ‘the  Sibodi ment
shown i nrifis GHE rairerafloeleBMbiR 20-andl REpEREPRIAER 1065 akh Edllow Bitedies LaN et wor k
backbone for comunication by a nunber of servers 31. In the enbodi nent of
Fi guite -~ATH, ghrelese OvdrS, TGRR/protoscksepnaay offier lsing of AHARCEERREMTEHIY with an -
8 x 1 converter 32. .The 8 x 1 converte . icates with the
naintend%%@mﬁé;ﬁgpwnﬁdng ﬁ%ﬁoggﬁﬁ%%%%%Fgéﬂhﬁgﬂg'he wor kst ati ons 25-27
(Figure 3). The 20 difference between Figure 5 and Figure 3 is that the -
converter 32 replaces a nunber of _ independent converters 21-23 (for
exanpl e, Figure 3). Wen a workstation 25-27 needs to conmunicate with any
one of the servers 31, the workstation sends the appropriate addressing
information to the servers, the 8 x 1 converter 32 picks up the data for
all eight servers 31, separates the data to the appropriate ports for each




25 respective KVWM data to the appropriate server destined for the
appropriate server. Thus, in the enbodi nent of Figure ~, ‘convert,gr 3\% not
only retrieves KVMdata fromthe mai ntenance network 20 and conv ré ULt 2004
into KVM signal data for the KVM pons of a server, it also sorts and
delivers data received fromthe mainterance network 20 to any one of the

ei ght di f f er évikenseuseewscksi@fior; furres emple Woekstsiona R & bickdstty cbmotuoicate (dyond 8 x

1) can be empl oyed for convener 32.. 1 2 JP~~ ~00~ The schematic ructure
of the SEFGEIOGTHMBEAVIT e T TIEHdinGe SE‘E%SP%’BE&’WPH‘“F&%%%C kB gure 7,
I'n Fi gur@sifhed rlahS&IVEEerd3. The 1Al B EH 26 sfe IR ABOREOA RS ndA@wn&t Wor K
card 43, and a video card 44. O course, other server conponents will be

i ncl uded?0i st asevasdd the orktatigh themsalves: Adest sfiearherdofa PIPPESLDChrevity. The
server . < R, i - lL.eRgsd e PC 41
o commun it o B s b b Do e e

net wor k i irgpan deoikéson thdreokbdagore? tolbPfudscRo oontatl erseldated spretidedlhe wi t hout
restrictiop. As j.s well-known, the server 41 wll re(geivdke%tgoard and
mouse i NEERTRIANGHECT M5l REVHERYHand VioHederd SRest &4 f§ 7 ¢ keyboar d and
nouse Pahininedburhd SviffRhNSIdRQ8 hibidhd1sAdaE @by Mk @GRESnahBOSRWbIRSION TGt ONS usi ng
a processor on the notherboard to create a%ﬁ)roprl ate data signals which are

10 sent vwrkuatidse 2hdf Worsknadslovieaverk saretodbikneupdrsumon Fudf Hehe mapgenance

Ot Y DAL 20 C#. F2 BN Qi RUBARL oA itha MRS e oG e oy ¥ e
processor, i'ch comunicates video refresh signals fromthe video card 44
to a vi deothpdesired bonvieher 1r-23 ediceithaendkitation Thendomybesed atd/moenste@tts the
directly to the_ video, keyhoard and use ports of the ver 41...1n

par t i cul QRYSTEhe s IbY t)égfﬁ‘ﬁ?ﬁhf“’ ﬁé‘ta\r}gﬁb ¢ %‘H?‘H‘&C%‘?e[‘f’ﬂ%efge?qpé?%s4ﬁ “Connect s
into a VdAandreitoafttmbise pRAo&P VEE Fenadréquildd bSithe dedidh Y3 al@yhoredmand muse
ports of the server 41 (which connect directly to the notherboard 47?),
connect sgnalssyBoarwpeaiivg kavesed gndmense porgf of thpesceshver nghe g, thefusgthe

Convert L5 Rl | AOLY b biPhSusGevRES): then
he. Sonvirflr A e iy bR SO TG gl p S e B SR 1RES

ser ver s.thdtverkeanvenewe® dimtiboconommaiib clat ®esvevih a network card in the
converter 47 (not shown) 20 to the mai ntenance network 20 via network
connection 50. The mai ntenance network 20 can be a LAN, Ethenet, ATM

| P/ TCP, Wi r elleg®,opGésTie Sireatan, infhest conn et doorersds wilidbeqmakeasing sendiiz dHettakor k

card wll correspond to j chever net.work protocol is .epployed for network
20. Corrrﬁj‘?ﬁoc‘{i{zﬁ fﬁﬁ“(&heﬁﬁ“’ﬁ@ Wéﬁ%?’gﬂﬁ%%“ WSPV%rVI](a%ﬁnF? %4t “T'east one

wor kst ation 51, and piobably additional workstations (not shown). 25 As can
be seen in Figyre 7, the converter. 47 acts as an.i 4 jar E%MB t he
wor kst at i on ﬁ?’,ou%iieéﬁg%eg 5 TS R ReP R & %nécri%\r/eé:ﬁér?al g@ gf\?lﬁ’aéét e ;

mai e N ageeeeen @ bivsdsr Z0andanstkétieonadt ib 6i-Bigationad.2 Kefbdufibansienwae cdimanthdata
converter 47 can be the so-called "Keyview ||" product comrercial %j\){[y

avai | abli@siidfs CpBele. BEMEETEF L PREPITET 6F [HUPRE9I & [OAFSHAG SChh

descri bad 4d 4o, Bt e\ﬂged%%h% LR N n OB AQ S8 inS tlokd @€ monitst &m 30 and
Met hod fof ACCesS] ng an I

Operating Personal Conputers Renotely," filed
Sept enbeworR2atichdIhack hethe mriverd 3diis the osnmeseni3- whi ch is i ncorporated herein
by reference. Because the converter 47 connects directly to the keyboard
and nouse ports of the server 41, it has notherboard access 1 2 JAIL

? ~~~r 10 t o Theeomotthe o dill4rriofm ph thesweaseary FEermpHarc HpRFarqBredAqr @8 can
causg t not her.bo 2 to perform.cold ot upgGt.| iich
can be gg%‘gﬁ%ﬁsfaé ﬂ’ésgiﬁg%ftfl) TR |Cra£e%c‘?ﬂthrr% K BoST 5%2@ 6g§s§ Qﬂ[ a{“kugl% C!to EE%CM1
enmbodi mexst wiifredpiogdl Beying tadot-apso thbeerwat i st1atwitnhSppraprizer fayboarflvniddta. embs  at

t he not herboard 42 that the workstation 5 |_ coul d not rform.if it were
sinply clawﬁeev%%fw@dewﬁ%%ﬁéft%?%b@@@éﬁdﬂ%ﬂﬁﬁﬁiOéﬁﬁfif?ﬁ'“&&oﬁﬁﬁfeﬁﬂ%‘lﬁ%ﬁ%erf%oar d
42 via tihe MELWRL &.a@?@:‘épé%mcf@deg%d%q&@Eerﬁ%&@fs chhneclalifierelohe present
invention differs substantially fromtraditional renpote access devices

whi ch conmunicate with a server via a server network card, server nodem
etc., since sygh alshadiol FRAA! 3, 948 LRI Re die E&%‘ntﬂ%eﬂoﬁ@&k@!&ﬁ&&tzmmwoard
access that the conputer of the present |10 invention gains through the

keyb¥ar dirited hyohe sumisr ywhichrsn tbs malgaisethbheaigeapngemety gl 20 ean COpaisdifer 41
can be a standard, over-the-counter server with a standard not herboard 42,
standard video card 44 and standard keyboard and nouse ports. Further. the
wor kst ation 51 can be any type of workstation, including workstation types
that nmay not be conpatible with a selected server 41. Thus, by way of
exanple only, the workstation 51



15 can be a Sun-type workstation and the server 41 can be a PC-server and
the converter 47 will provide the necessary conversions to allow the

wor kstation 51 to communicate with the server 41. The convertersiQanheﬂm4
enbodi ment of Figure 7 thus provide the conveni ence of allow ng users to
enpl oy over-the-counter workstations 58 with over-the-counter conputers 41.
Al t er natiidehny nuhb& of Vet 81 3uaChhaRSsc@fablifLo A8 KM 67znd £weiBiin R not
incorporated into a 20 server 41. Thai alternative enbodi nent, however
requi r eSOrsHeIng@ py/ary RRILGUEITIPE Y etab radrirgeents o 4 ¥ Mutrdtdhhe conver ter 47
hardware and software. Thus, the present invention can be enbodied in the
situation where the server is a standard over-the-counter server with an
ext er nal con#éﬁ‘?”é‘? beypoted thaphe carpprige resvorb i 0 asshiog ndp St 2 89 IHBUPRE ude a
Conver ! Sl i ANk Andi e L AL VRS B BIE o BRAMTHAG nely e

not her board acc onverter tunctions are enployed

el se\ﬁhemszt seriekel lse?rmem cafimthieats pstheme affthiger preseqiimpemienticon 19.s  al so
different fromprior art server cards 36 (Figure 6) which receive keyboard
and nouse commands 39 and vi deo conmands 40, and convert those commands

i nt o net wor kFzackedlsstfaes thetmbaiimennt digaretewith rédRFcatgs, sllqcmtiri“rthq?ilsgﬁr e 6,

t {. ket t hat
data | n 8RR DA a0 PUFEE Lo o SE BT Ve ERe paE RAL B kEy boar d

nouse CQBRRANS0 RREmPnNe RS &eﬁ%a&g&mysfeem 29, Whih &ormucxs 2R4isdkl cards 36
can al so accept video 40 into a video- to- command conversion unit 38 which

conver t SoFisERIPNRD2 T iphalmemei2s. & wawinel it joreseRUBRCRS By SRPA2EITRRYOF om X Y
coorgin » are. ko -
packgtl ;}gt(é f“%)% Q%Inctdfog/%%wg-&lﬁ ge%”vtggketgé)on %ﬂ%r%ejteev\yg%c gthzﬁﬁmlggﬁ (r)\esrt t he
present thelwentet 23) as do eshanfplhicsseofersaliFth is shown in Figure 7, takes digital
video directly fromthe video port 47 into the network port 50, io the

moni tor of the workstation 51 via the maintenance network 20, and provides
di rect not heAboahcwaocEgsrelyis amnmgmmt @hveoAl ketylbwawdtiwwithrﬂwsemwwn?he
keyboard an e rt 46 to _.the notherboar e

o vt TFROBRAT Bick Ao vakBerrd: ot ey Be Ay oty Ry PE e e burrer
of the sehu@hicad Qifhlabtier the Bk likesLBEDEE to the mROMMRNESet?dsk X1 nce t he
converter 47 receives raw video at the video port 45, the converter 47 can
convert video resolutions of the server 41 to match the resol utions
requsred by Fh@reiliukedicsdn diddmaipd dscalirhan ibihe eftbediamany sravwer in Feurddisin
prOV|des scaling and resolution conversions to the video 45 jn addition to

packet | 23U o COTPRIATE BEFWATEH LW PRNIISS  BFYOPIAS KPS TBHC BBV EHHE T it B c e
net wor k o2(bry o3 Fi IgLﬂﬁéaergxgodnlnlaM%tf F%?e’sa %ﬂh@%%%H?é Qe GRNXEEHRF H fre@Réveh det ai | .
In Figure 10, the video #1 signal” and the K/ M'#1 signal fromthe video,
keyboar domnm@VMart 8 xdfcoaver §2r Ten$ e Cph@ftf;o AY ePWBRNILAEs Hith 1Bl and

I e B T e e K 2 s VT

signal s dﬁ&iﬂe@emwatrcmberevﬂ dddl PXguibl Bhethahe s(ervvﬂéxssmpllaws@\mmet bibse signals
to the network 20. The 20 converter 100 receives th Vi. deg %g“ﬁ%l fromthe
server (HdSPeERBifERETERy Yet’ dar sxamplogficures). ShepiAfuer §81en 4 SI% ovi des
1t to VviggthuhitRd i do ZWnE by th\]:géverla? 4 AB8fksiaNB berfes it ipbiopria@RdBRYsidgncl ude
anplifiers, condition and ot her associated circuitry for video

i nt er f acifognatias tcaﬂueatltvatsnrat Bwel emyerttir 38 picks uhéﬂe(,ftam/@ﬁeﬂ eiphDsesenss ble
incorporate er an aI s.directl erver
i deo’ T Pt 0 S5 S SR aediPulS perBEr e BEE b B plb o treter A IR

vi des dadspedi@e K \BVIAhiang tHeepPlogtia® @ex@éﬁﬁ@tﬁﬂedf@ﬁthe Epgopriatt baveraWhus,detei s
scal ed and resol ved in_accordance with the npnitor used by the workstation

(25- 27) cPRadimE of FiggePveont aer FARC A B ERIER KN SREHE R VIR The

scal i ng naReh: i 85 Hdloh PohGi {n‘EdJKWsIlQé} dHﬁBfonﬁe KR/ GRS AARNGEvaM F Bish BéHs and
described in U S, Patent No. 5, 52, Video Signal Interface System
Utilizi dgliBecdatt ncveve{dofmrndlle r(lmneom)z ne@@nkrﬁhtwalb’med’f(mlzﬂﬁ djftergns a¥Por at ed
her ei n refer ther WVIdOIS Lgi tal video
o cicet | 9 Bfafetie ooty PR G PG S LR P £ & %ﬁerfrg% i
accordance with U S. . Patent _Nos . 081 909, 924 by o Dryna et al .




12J~JL 2004 12 (filed August 12, 1997) and 091100g82 by O Dryna et al.
(filed June 19, 1998), both comonly owned, both of which are incorporated
herein by reference. The keyboard and nouse signals cone through @njtthez{giM
#1 line to converter port 102. As described previously, the keyboard and
nouse connections provide direct accessgto the notherboard of the server.
The keyboard u ort 1 connects to the.keybpa

whi ch condi ti f;% § Etg)‘ﬁ% is rtu%mgned%ﬁsgrﬁ’] d e Q& Wleli cﬁ” 8ebdescn ﬁfﬁm%%seétqgor ts.
The keyb&anet 7arid Hfmmse, thd gpat 8| tshaﬂwprrmﬁec& irﬁothheodféyrbaafedwdsﬂau&ﬁ 43, and

conversion. el e 7 where appropriate conversions. are perf dto

ensur et RAICEE BT R é’ga?tﬁsaaﬁ@ewavseécwwawé wﬁﬁww SR RSTR B A e
server ap& sOns f&ﬁFﬁ%Sés@fB&&wt Thd@HRP2S thnaldd PRUSA &1 Wik Sedbi PAed ed in
~~0 el ement 106 he converter 100 al so includes el ements conmuni cating

Wi th 2 healdvdepthe@CLOR0antirkeirhoaiathandwibuye The@ewosk BocarmwdrAl orraAT
L ONSHERLS FlloBnl BReSEL Yo cp PLuEXaIPLE Bl SRRYR TS RARb: UR; These

i nstructi'ons could iIneru oard s andards
and noni well-kn@sm|thd deevts 41 @4iCrecdibe Ay®eart AR mwsedhgtutadms\fmﬁemkemo@aaket ed at
el ement 105 and the keﬁbo rd mouse signals are packeted at el ement |06,

they ar eTBRVPBRAFIEIAC {thEeyRetdapd madiePore 8t themogiearts’ and&amBIoRSE %GRt o t he
net wor k 20y da @$sephOestd?®n ARPHOREHEL 8 tU‘@&‘Jﬁ@ Eﬁﬁa&{?}gz@&xﬂm@@mh arg0ITe

el ements of converter 100 have been omtted from ure 10 for purposes of
breviy, seguentote reawprk éé agtrthczeetwméstcacbﬁvéiunénr e Anothasbaane 4 bsanaprond to

Specif i C%' lixg)w@%ﬁ Vzvirr]ldlm use Hats 2(a) a:'l\?%e? grogcssg\l'! %%m%%grrn%dl%%:ak&%gg %rfrgﬁpﬁgnﬁ@t h

traditional SWtc S comercl alrze as Aufovi e

and xP skeomels \wd @hﬁ&t tol'_d \GtoepoB:. iTh tHeShdsahehvaaton lieasonatrey @7 esdreds ment of
the present invention in which the corporate network 10 and nalntenance

net wor k 2FCHAifthe SERO-CEHPRAEH eSS RORS Qfdb%s%‘?fﬁbrk‘%‘ﬁlcu}ﬂé BaHIERPYEen in
Fi gure 8gohhe M@éc}@i?@&-t ONSie &Hvand c§f1eCQ T A GRb Goiab bt IR oARIMPIK 80, as do

25 servers 81, 83, d 8~, to which the workstations may gain KVM control.
V\henlft hesig‘ekﬁde,rk@ymard 88! rapighe g6ricofithusercatie (which cemett ditehbidy todhemothhgdopst wor k

t hey,do S9 d each other .directl| th
o0 LYoy, BRI ROEATD R ELLRBL NP LI REIRL Y
addr essi iyge d@m ih Fidukes gfer meltipleea) wes theWWbaerteh ovenlesiso tnhmdeMMtparts ons

87 and 3? ngegﬁfurther control over the servers 81, the workstations
addr ess The*LERRHIDLECIFSVess and 86 12 J~l~ 2~~x

The converter 47 also coﬁununicates via a network card in the converter 47 (not shown)
20 to the maintenance network 20 via network connection 50. The maintenance network 20 can be
a LAN, Ethernet, ATM, IP/TCP, wireless, CAT-5, etc. The connection 50 and converter 47
network card will correspond to whichever network protocol is employed for network 20.
Communicating with the maintenance network 20 is at least one workstation 51, and probably

additional workstations (not shown).

25 As can be seen in Figure 7, the converter 47 acts as an intermediary between the
workstation 51, which communicates with the converter 47 via the maintenance network 20, and
the motherboard 42 of the server 41. The converter 47 can be the
so-called "Keyview I" product commercially available from Cybex Computer Products of
Huntsville, Alabama, and described in U.S. Patent Application No. 09/401,501 entitled "System

30 and Method for Accessing and Operating Personal Computers Remotely," filed September 22,
1999, the entire disclosure of which is incorporated herein by reference. Because the converter

47 connects directly to the keyboard and mouse ports of the server 41, it has motherboard access




13 and the converters in turn transfer the keyboard, video, and nouse o
information to the associated server directly to the m)therboar..gsgﬁL %9%
and 91. Thus, in Figure 8, if workstation 87 needs to control s #v 835~
t he workstation 87 woul d address the convener 84 at TP address D by sending
keyboard, video and nouse information ffom5 its own IP address Gto the IP

addr ess brRfmaRiyeREn? 8fhe I10creiTO QG FBAMer®Sf 4 ThEEA cBuRISHABHcADakinRes net
protocol type data structure on the network 81, but of course other data

pr ot ocolP§ Ry cHa baiband etherdinatiney ehishean Bracsomplishad pidy Vit dicsat BYthedAld KVM
data t 0 b0 CANNERL ShoBftmehi FEARY PLEALs HEwolll60, BRR, REAN A RyEpNIREL | OF

- to the nother server vi a the keyboar nouse ports of the
- server 83thgpbowd deshat the woelskbman d 1 anaddmougeformfilor watei sanply cotiteeted @o the

not her boar d .and the video i.nformatiqn to _the video card of seryer 83
(ot SShaaRrt 25 B ST 1B BB P b ESnrs iy dnerbhC) ERefoun

i n Fi gukig riepawhi ch network 10 and mai nt enance network 20 have associ at ed
servers 93 and 94 with associated converters 95 and 96 comuni cati ng

t her ebet ween. Workstation 97 communi cat es on mai nt enance network 20 and

control s serves tRPpresoek iBdenvibR dirfes SOOI FonDradiitthaP@modSackessdesiess bed i n
detail -above. In the enbodi nent of Figure 9, however, bridge 92 connects

net wor k WIerhaom i Gatcetidin & Bcrist\iot kT TEh(SK edrfl SEREVBPe VA G gSIStSWEt k 10 and
net Wor K (28 Que GOMTRR oASMOE -8 L HERIL & G R bitghance
. networ k 20Urena¥ns:$ndep€n§ént1§?§tog%ﬁ%?§%¥hgighgﬁg §er%ﬁ§“ﬂgF§%§%tion 97
i can 18t i idveagoessnsskmoueln the Xegdrdsedvasus®4derdérrpeat.l y via bri dge 92. The
~enbodi ment of Figure 9 also provides the advantage of allow ng the

wor kstation 97 to ~ .'0 get direct notherboard access to the servers 93 and

- 94 vi a conve”Pseasbsecmndi96: wiht kenyer €ngindyg iarsgentidrd, dbver-tigecc@fter Wivdrevithtee
- invention has been partjcularly sho nd described wiith reference to
enboa menTe ARTEGIORR 4, St PeBaSHH FRBe SFTE FROuRHePATRHT TRG, ¢ ne
- foregoi Fgrtdrdihe Wagista€iBABYesn bearfyQYER diebrRe4iRin] inbRYinb & J¥BHR] dnh@fe ithat Waly hout
. departing fromthe spirit and scope of 25 the presentinvention. 9 2 ,~ E
L L ~Ot 3~POldeqompanble with a selected server 41. Thus, by way of example only, the workstation 51
15 can be a Sun-type workstation and the server 41 can be a PC-server and the converter 47 will
provide the necessary conversions to aliow the workstation 51 to communicate with the server

41. The converters in the embodiment of Figure 7 thus provide the convenience of allowing

users to employ over-the-counter workstations 51 with over-the-counter computers 41,

Aftemnatively, the converter functions of the converter 47 can be incorporated into a
20 server 41. That alternative embodiment, however, requires the server 41 to be customized to
include the converter 47 hardware and software. Thus, the present invention can be embodied in
the situation where the server is a standard over-the-counter server with an external converter 47,
or where the server 41 is customized to include a converter card having the features of the
converter 47 providing direct motherboard access, or where the converter functions are employed

25  elsewhere in the server of the system.

The present invention is also different from prior art server cards 36 (Figure 6) which
recetve keyboard and mouse commands 39 and video commands 40, and convert those
commands into network packets for delivery onto a network 35. As shown in Figure 6, some
prior art systems accept keyboard and mouse data 39, packetize that data in a packetization

30  function 37 and deliver the packeted keyboard mouse commands onto a network 35. Such server



‘14 A converter providing an alternative data path between a sel ected server

on a packet swi tched network and a workstation on the sane packet1 fvﬂﬁ_c%ﬁllf

‘network, said server conmunicating with said workstation via a
correspondi ng network interface, the converter conprising: a notherboard
‘access |ink communicating with a notherppard of the server, the notherboard

‘access | i gkisbeicngad fidcepiBdeo 403 LN RdBEL MBI n ahME &IVEARRS NI Srlﬁ{iry}p{drf?véﬂsn k,

different fromthe notherboard access |ink, providing access to

e
wor kst at i ©f vidhe ggeghs inecogammdprisk éucls i dretmading omoXKE cendinaie gakaYtonvert er

to bl - di reskhang! L FONLEALE, ol & AN LLOMANS AEUEE ARG e

C
wor kst ati on, w thout routing rou ol nterface o e server,

‘by: 1) retawe@iiBagH cvaansinge piasant fnvertidngn patipet of Sutiidicia etovreinBiglee addkassed

'to the copverter, .and applying the incomn
1ink accot#idhgiipodiaedly iy b dide

C g data to_the notherboard access
Q8O ¢4 11 BESEBYOMS BPt 30 th e RS BF Der , and

2) sendi ngo RULAR 99 JRE Foak i ENR R 6K VBT aﬁd%r&ﬂ@es%‘é&%otﬁ&ibb&rﬁ%&e@ﬁ%ék by
‘addressing it to the workstation according to a packet sw tched network

pr ot ocol . warkstiiosket'lenard ael mense vii the Beybodrd red motgseportrdonitirgmeieraopgdept s t he

;server networK.

server t OAI?C?H%QI%? tgggrse\é\ésr% pnv%rﬂ?otnhc%gl tzﬁ(]; d%ﬁrllt%l, VI lc} (-ﬁipelcﬁy ?rﬁ}‘nvae \rfiﬁeoorri"%r%@ ity lo% iple

emas |1 n Clal ereln e converter permts

‘not her boahélseeegess by any of the plurality of workstations to the server
via the standard device port. 1 ~,~~t 2~Dr is 4. Asystemas in claim

1, wherein the converter permts notherboard access by one pre designated
tones-Xif the plRutthdr] #ith afpavordinattedns, sifwe tfs doeydieand receivdemvaridéooat trouse

data‘converter |linking at |east one server in a fjrst network of Igervers

via a netViseworitete S oREr Kt Can SARYCTORIFOGFSOIPNE PEIE £57V e KOmATY
in a secopd R Qf by YMnWRTkSE 8lel RRRBstat AT Bk G veReKEY RAAF@ vided Rhfiace

Stations

coupled to a keyboard port of the server and providing direct notherboard
‘access t ginglirsokiEpy egnvelsicos fhthe Wisler é§ boaddiicanrie eadkgazatign @f ey ardgo garafor

fransmission onto the maintenance network 20.

15 Figure 10 illustrates an example converter in more detail. In Figure 10, the video #1
signal and the K/M #1 signal from the video, keyboard and mouse ports of a server enter the
converter 100 at 101 and 102. The converter 100 may optionally include a 1 x N converter 110
(such as is described with respect to Figure 5) such that KVM #2, KVM #3.. KVM #N signals
can communicate with X number of servers and provide those signals to the network 20. The

20 converter 100 receives the video signal from the server {for example server 11 in Figure 4) at
video port 101 and provides it to video input circuitry 103. The video input circuitry 103 may
include amplifiers, conditioners, and other associated circuitry for video interfacing (as an
alternative embodiment, the converter 100 can be incorporated into server 11 and take video
signals directly from the server video frame buffer). The video input circuitry 103 provides the

25  raw video data to a scaling resolution element 104. There, the raw video is scaled and resolved
in accordance with the monitor used by the workstation (25-27) that will receive the raw video
data from the network 20. The scaling and resolution circuitry 104 may be in accordance with
that described in U.S. Patent No. 5,917,552, Video Signal Interface System Utilizing Deductive

Control (Leone), commonly owned (which is incorporated herein by reference).

30 Next, the raw video is packeted at digital video packeting element 105. This digital
packeting can be performed in accordance with U.S. Patent Nos. 08/909,924 by O'Dryna et al,,




a nouse interface coupled to a nouse port of the server and providing

“direct notherboard access to the server through the nouse interface and

mouse port; a video interface coupled to a video port of the sefvErlikio (4
interface with a video processor of the server; said respective keyboard,
nouse and video ports being different f{ mthe network interface of the

iserver; a.wor kst atl t intecface providing network access to the
second n ﬂ% ‘rﬁklg%s? 5?&.}%9%?'@249@%08%2@ g’ﬁawaa -4 @gﬁk}@r!@eﬂg%& both commonly

bi - di r eclivaeRbbi of HEHYire afcBrp$MMd Haf DK BRkEREhEO and from the one server and
t he second network, said converter communicating said KVYMinformation to
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and vi de&S HFGTBRbITEigntiy e keypotrp andrieussepyraction, pravidy diteshacesssita thel ai m 5,
wher e n: = oy ey t] ] rk .l pt e, has a
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raccording to the local network protocol. A sysfemas in claim

further

i ncl udi niPrkglaBenandihe sgierrAE engisicoin fermial. | Ksyboardrapd eones dipmilt ait padkded inat a

~digi tal video

fromg heeigrggmsigg_ver via the video interface and scale a resolution of the
' ata fromthe one server to a resolution of a nonitor
associated with said KVYM workstation. 9. A systemas in claimb5, further

including: a §eabh gy LES HcHlukolefak! icir&r}{u&igat{ng%{hvtﬁe a9l 18 1041 dgo data
fromthe one server via the

keyboard and mouse /O 108 to answer command instructions provided by the server, for

example at server boot-up. These instructions could include for example mouse protocols,

keyboard standards, and monitor resolutions, etc.

15 Once the raw digital video is packeted at element 105 and the keyboard mouse signals are
packeted at element 106, they are provided to the network card 109, which sends the packets

onto the network 20, addressed to the appropriate workstation 25-27, etc.

Some elements of converter 100 have been omitted from Figure 10 for purposes of
brevity, but one can recognize that converter 100, to the extent not specifically shown in Figure
20 10, otherwise operates in accordance with traditional KVM switches, such as are commercialized

by Cybex as Autoview and xP series switches.

Figure 8 illustrates an alternative embodiment of the present invention in which the
corporate network 10 and maintenance network 20 have been combined into a single network 80.
As can be seen in Figure &, the workstations 87 and 88 communicate with the network 80, as do
25 servers 81, 83, and 85, to which the workstations may gain KVM control. When the servers 81.
83 and 85 communicate with each other over the network 80, they do so by addressing each other
directly over the network 80. Workstations 87 and 88 can also communicate with the servers
directly by addressing data to the server themselves. When, however, the workstations 87 and 88

need further control over the servers 81, the workstations address the converters 82, 84 and 86




video interface and scale a resolution of the digital video data fromthe
one server to a resolution of a nonitor associated with said KVM :
wor kst ation; and a video packeting facility to receive the digitdl 2vildeo?00s
- data fromthe scaling and resolution facility, to packet the digital video

' data according to the local network protocol, and deliver the packeting
~digital video data to the workstation network interface. 10. A systemas in
~claimb5, wherein: 'I' 2 ~J'~ i a0~r mthe data converter further receives
~the KW information fromthe second network according to the |[ocal network
~protocol and separates the KVMinformatjon into keyboard signals destined

~for the keyboard interface accordi tp a sel ected keyboard protocol suited
for the Sereaifentt BLAALERBRERERLP L ReR drridss KRB LR R bt

- accor di ngrico daesigle tcatdoi®s8dPINLOGRL osui ted for the one server. 11. A

. systemas in claim5, wherein: the data converter receives the KVM

. information fromthe second data network including a cold-boot comand

. sequence and TineyVindegurs &) il wortksdti b8 n@aArTRRAIrEEGHenes i wedthyor &7 #Had

: not herboayd of said server via at_|east one of the keyboard and nouse
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“interface t keyboard port of the seryer rovi de direct her board
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- keyboard, nouse and video ports erent fromthe interface
of the one server; providing network access to the second network of KVM

wor kst ations 4 Raughther embodiment of the present invention is shown in Figare 9 in which |
network 10 and maintenance network 20 have associated servers 93 and 94 with associated
converters 95 and 96 communicating therebetween. Workstation 97 communicates on
maintenance network 20 and controls servers 93 and 94 via the converters 95 and 96, as

15  described in detail above. In the embodiment of Figure 9, however, bridge 92 connects network
10 and maintenance network 20, thus effectively tying network 10 and network 20 into a
common network structure. In Figure 9, the maintenance network 20 remains iﬁdependent of the
network 10 and yet the workstation 97 can still access server 93 and server 94 directly via bridge

_ 92. The embodiment of Figure 9 also provides the advantage of allowing the workstation 97 to

‘/ 0 get direct motherboard access to the servers 93 and 94 via converters 95 and 96, without

employing the bridge 92.

While the invention has been particularly shown and described with reference to
embodiments thereof, those skilled in the art will understand that the foregoing and other
changes in form and detail may be made therein without departing from the spirit and scope of

25  the present invention.



wor kst ati on network interface; and ~2,J~l~~(1Cais bi-directionally
comuni cating KVMinformation to and fromthe one server and the second
network though a data converter, said converter conmunicating said, KVM
~information to and fromthe second network according to a | ocal ﬁezvﬁﬂh<2mﬁ
protocol- and comuni cating the KVMinformation to and from corresponding -

- ones of the keyboard, nouse and video interfaces according to keyboard,
nouse dnd video protocols suited for the one server. 13. A nmethod as in
claim 12, further including: assigning the workstation network interface a
uni que devi ce #sinpss on the second network, said KVM workstations

comuni cating with the one server through the KVM converter by addressing
KVM information to the uni que device address. 14. A nmethod as in claim12,
fizrther including: at the converter, receiving digital video data fromthe

one servar ang daacéie} pﬁglcﬁ&%rplmh{aabe Yit&ean 9%@& M HdNGrELort difackical

net wor k protocol . od as in claim fiuther including: at the

.Converterwnaga%wogemm PhbAbiatbfGP k. bio 3 sh@t@lééﬁ%t@aﬁfcvs%{ shr the video

interface coordingating a reso ution Ita ata fromthe

one ser V%Bmh%?%aﬂ%%llﬂ?% i woﬁ( taﬁor(l: 1gla r%g p%I\?\ﬁé% %ét%glikﬁn{eﬁaée gl(g Tter

wor kst ati on f00™8s coor I'ng step
further includes: scaling the digital video data. 12 J~ 2~~4 19 17. A
met hod a§°PRU¥P%i m 12, further including: receiving digital video data from
t he one server V|a the VIdE? nt erface, and_coordi t|n a resolution of the
digital vi deo?dgtiertaphicesss %QOWF“‘E%W@?‘@@H!G & S5T%epAM or

associ ated with said KVM workstation; and receiving the digital video data
after saimPthesnes seaesshigk bpmedetareny fomsthe ngforl interigess; dat a according to the

| ocal network protocol, and delivering the packeting digital video data to
t he wor kst at i gnem@flv\kmlq( different frggethe motherboard access link, providing access to the

workstation threugh the same packet switched network; and

a data converter to bi-directionally communicate data to and from the server and the
workstation, without routing through the network interface of the server, by: 1) retrieving
incoming data from the packet switched network addressed to the converter, and applying the
incoming data to the motherboard access link according to a [standard] device protocol suited for
the server, and 2) sending outgoing data from the server to the packet switched network by

addressing it to the workstation according to a packet switched network protocol.

2. A system as in claim 1, wherein the incoming data prompts the server to communicate

-with another of the multiple servers on the multiple server network.

3. A system as in claim 1, wherein the converter permits motherboard access by any of the

plurality of workstations to the server via the standard device port.



18. A nmethod as in claim17, wherein the coordinating step further
includes: scaling the digital video data. 19. A nmethod as in claim1l2,
further including: receiving the KVWMinformation fromthe seconf gtmoéﬁg
according to the local network protocol and separating the KVM @f Fhaft
int@ keyboard signals destined for the keyboard interface according to a
keyboard protocol suited for the one server and nouse signals destined for
the nouse interface according to a nouse protocol suited for the one
server. 20. A method as |n claim12, fuf?her including: receiving the KVM
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workstations; and

a data converter to bi-directionally communicate KVM information to and from the one
server and the second network, said converter communicating said KVM information to and
from the second network according to a local network protocol and communicating the KVM
information to and from corresponding ones of the keyboard, mouse and video interfaces

according to selected keyboard, mouse and video protocols suited for the one server.

6. _ A system as in claim 5, wherein:
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8. A system as in claim 5, further including:

~ a scaling and resolution facility to receive digital video data from the one server via the
video interface and scale a resolution of the digital video data from the one server to a resolution

of a monitor associated with said KVM workstation.

0. A system as in claim 5, further including:

a scaling and resolution facility to receive digital video data from the one server via the
video interface and scale a resolution of the digital video data from the one server to a resolution
of a monitor associated with said KVM workstation; and

a video packeting facility to receive the digital video data from the scaling and resolution
facility, to packet the digital video data according to the local network protocol, and deliver the

packeting digital video data to the workstation network interface.

10. A system as in claim 5, wherein:
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protocol suited for the one server,

11. A system as in claim 5, wherein:
the data converter receives the KVM information from the second data network including
a cold-boot command sequence and provides said cold-boot command sequence directly to the

motherboard of said server via at least one of the keyboard and mouse interfaces.

12. A method of linking at least one server in a first network of servers via a network
interface to one of a plurality of keyboard, video and/or mouse information workstations in a
second network of KVM workstations, comprising the steps of:

coupling through a keyboard interface to a keyboard port of the server to provide direct
motherboard access to the server through the keyboard interface and keyboard port;

coupling through a mouse interface to a mouse port of the server to provide direct
motherboard access to the server through the mouse interface and mouse port;

coupling through a video interface to a video port of the server to interface with a video
processor of the server said respective keyboard, mouse and video ports being different from the
network interface of the one server;

providing network access to the second network of KVM workstations though a

workstation network interface; and
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14. A method as in claim 12, further including:
at the converter, receiving digital video data from the one server and packeting the digital

video data according to the local network protocol.

15. A method as in claim 13, further including:
at the converter, receiving digital video data from the one server via the video interface
and coordingating a resolution of the digital video data from the one server to a resolution of a

monitor associated with said KVM workstation.

16. A method as in claim 15, wherein the coordinating step further includes:

scaling the digital video data.
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19. A method as in claim 12, further including:

receiving the KVM information from the second network according to the local network
protocol and separating the KVM information into keyboard signals destined for the keyboard
interface according to a keyboard protocol suited for the one server and mouse signals destined

for the mouse interface according to a mouse protocol suited for the one server.

20. A method as in claim 12, further including:
receiving the KVM information from the second network including a cold-boot command
sequence and providing said cold-boot command sequence directly to the motherboard of said

server via at least one of the keyboard and mouse interfaces.



