-1 - PORTABLE ELECTRONIC DEVICE, COMMUNICATION DEVICE, AND COMMAND
PROCESSING METHOD FIELD Embodiments described herein relate generally to a 5portable
electronic device, communication device, and command processing method. BACKGROUND In
recent years, smartcards (of the contact and contactless types) with high security have become
remarkably common. A smartcard has a nonvolatile memory which can hold data even after power-off,
a communication interface which can communicate with g reader/writer, a control element sucn as a
CPU which executes various operations, a ROM which stores, for 15example, operation programs of
the CPU, and a RAM which temporarily stores data. Note that the smartcard incorporates an
integrated circuit (IC) @R3dihé haking; Ior@xamphd; Val Adnvoliild NS mbRL&Ad BantisIele®BAt such as
a CPU, and is callecgj for example, a portable 20electronic device. Smartcards are used in various
fields not only as creé)l{\%ﬁlég, gg}%ﬁﬁ%@gyfss%g?g%jfor settlement of other commercial transactions,
but also as ID cards such as employee ID cards, membergayds, and insurance 25cards. This is
because the smartcards can implement various functions since they include an IC having a CPU,
ROM, RAM, and nonvolatil@mhemibng ang cémdoer t12ed herein relate generally to a

5 portable electronic device, communication device, and
command processing method.
BACKGROUND

In recent years, smartcards {(of the contact and

contactless types) with high security have become

10 remarkably common. A smartcard has a nonvolatile
memory which can hold data even after power-off, a
communication interface which can communicate with a
reader/writer, a control element such as a CPU which
executes various operations, a ROM which stores, for

15 example, operation programs of the CPU, and a RAM which
temporarily stores data. Note that the smartcard
incorporates an integrated circuit (IC) module having,
for example, a nonvolatile memory and control element
such as a CPU, and is called, for example, a portable

20 electronic device.

Smartcards are used in various fields not only as
credit cards, commuter passes, and for settlement of
other commercial transactions, but also as ID cards
such as employee ID cards, member cards, and insurance

25 cards. This is because the smartcards can implement
various functions since they include an IC having a

CpPU, ROM, RAM, and nonvolatile memory, and can be



greatly improved in terms of security since they are hard to counterfeit, compared to conventional
magnetic cards. The smartcard operates based on a command transmitted from a reader/writer.
For example, when the smartcard receives a command transmitted from the reader/writer, it executes
processing based on the received command, and returns a response to the reader/writer. 10BRIEF
DESCRIPTION OF THE DRAWINGS FIG. 1 is a schematic block diagram showing an example of
the arrangement of a smartcard system (an IC card systeﬁw) according to an embodiment; FIG.
2 is a schematic block diagram showing an 15example of the arrangement of a card reader/writer

according to the embodiment; ;, FIG, 3is aschematic block diagrar showing an, example of the

arrangement of a smartcard (an IC card) according to the embodiment; 20FIG. 4 is a chart showing an
example of second ¢ammand processinge it FIGomis:a«chatishowing an exaaiplenatist cemmand
processing; FIG. 6 is a flowchart showing an example of a case in which the second command
‘processing is applie@38 @Xecution of an ENVELOPE command; 7 is a flowchart showing an example
of acase -3 -in which the first CS?{Q@@QQ lp(goc(:)%sesirnagcigsa[:boélligg lo §r>l(e%uticoon m%fa%raENVELOPE
command,
5 transmitted from a reader/writer. For example, when
the smartcard receives a command transmitted from the
reader/writer, it executes processing based on the
received command, and returns a response to the
reader/writer.
10 BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a schematic block diagram showing an
example of the arrangement of a smartcard system (an IC
card system) according to an embodiment;
FIG. 2 1s a schematic block diagram showing an
15 example of the arrangement of a card reader/writer
according to the embodiment;
FIG. 3 is a schematic block diagram showing an
example of the arrangement of a smartcard (an IC card)
according to the embodiment;
20 FIG. 4 is a chart showing an example of second
command processing;
FIG. 5 is a chart showing an example of first
command processing;
FIG. 6 is a flowchart showing an example of a case
25 in which the second command processing is applied to

execution of an ENVELOPE command;

FIG. 7 is a flowchart showing an example of a case



FIG. 8 is a view showing an example of a Secured Command APDU a; 5FIG. 9 is a view showing an
example of a Secured Command APDU E; FIG. 10 is a view snowing an example of a Secured
Command APDU c; FIG. 11 is a view showing an example of SWs 10corresponding to executions of a
Command APDU a-1 and Command APDU a-2; FIG. 12 is a view showing an example of SWs
corresponding to executions of a Command APDU b-1, Command APDU b-2, and Command APDU
E-3; . 13 is a view showing an example of SWs"cor?esp‘onding to executions of a Command
APDU c-1, Command APDU c-2, . .., Command AEDU c-(n-1), and Command APDU c-n;

FIG. 14 is a view showing an ex le.of a response 20correspaonding ta the Secured Command
APDU a; FIG. 195%(5%&1\;%6\?/ s%%]{\?vinfglgr? I‘Cexg)r%p €0 a?égpco%sé%lc%%rels%oﬁgﬁ%% %hcecgecured

Command APDU b;exechlG.di6 is @ \dawrshpning an examie of a response corresponding to the
Secured Command APDU 0; 25FIG. 17 is a view showing an example of the format of the ENVELOPE
command; FIG. 18 is a viewshewing-an example ehthiefoeman example of a Secured

Command APDU a;
S FIG. 9 1s a view showing an example of a Secured
Command APDU b;

FIG. 10 is a view showing an example of a Secured
Command APDU c;

FIG. 11 is a view showing an example of SWs

10 corresponding to executions of a Command APDU a-1 and
Command APDU a-2;

FIG. 12 1is a view showing an example of SWs
corresponding to executions of a Command APDU b-1,
Command APDU b-2, and Command APDU b-3;

15 FIG. 13 is a view showing an example of SWs
corresponding to executions of a Command APDU c-1,
Command APDU c¢c-2, . . . , Command APDU c-(n-1), and
Command APDU c¢-n;

FIG. 14 is a view showing an example of a response

20 corresponding to the Secured Command APDU a;

FIG. 15 is a view showing an example of a response
corresponding to the Secured Command APDU b;

FIG. 16 is a view showing an example of a response
corresponding to the Secured Command APDU c;

25 FIG. 17 1is a view showing an example of the format
of the ENVELOPE command;

FIG. 18 is a view showing an example of the format



-4 of an SMS-TPDU TLV;, FIG. 19 is a view showing an SMS connection example; FIG.
20 is a view showing a connection example of 5Secured Data A, FIG. 21 is a view showing a
connection example of Secured Data B; FIG. 22 is a view showing a connection example of
Secured_Data_C; 10FIG. 23 is a view showing an example of a Secured Command APDU stored in
the Secured Data A; FIG. 24 is a view showing an example of the execution result of the Secured
Command APDU shown in FIG. 23; and 15FIG. 25 is a view showing an example of a response of a
smartcard corresponding to execution of the Secured Command APDO shown in FIG. 23, DETAILED

DESCRIPTION In gg@eréarg aggording to one § embodiment, a 20portable electronic device includes a
communication unit and a command processor The command processor controls the communication

unit to send a first response iGresponse te notreal exesutian of thesplurality atprocesses. The
command processor controls
example;
FIG. 20 is a view showing a connection example of
5 Secured Data A;
FIG. 21 i1s a view showing a connection example of
Secured Data B;
FIG. 22 1s a view showing a connection example of
Secured Data C;
10 FIG. 23 1s a view showing an example of a Secured
Command APDU stored in the Secured Data A;
FIG. 24 is a view showing an example of the
execution result of the Secured Command APDU shown in
FIG. 23; and
15 FIG. 25 is a view showing an example of a response
of a smartcard corresponding to execution of the
Secured Command APDU shown in FIG. 23.
DETAILED DESCRIPTION
In general, according to one embodiment, a
20 portable electronic device includes a communication
unit and a command processor. The command processor
controls the communication unit to send a first
response in response to normal execution of the
plurality of processes. The command processor controls
25 the communication unit to send a second response in

response to occurrence of a first event, for which it

is specified that a process is to be aborted upon



25the communication unit to send a second response in response to occurrence of a first event, for
which it is specified that a process is to be aborted upon occurrence thereof, in one process of the
plurality of processes. The command processor controls the communication unit to send a third
response in response to occurrence of a second event, for which it is 5 specified that a process is not
to be aborted upon occurrence thereof, in at least one process of the plurality of processes. An
embodiment will be described hereinafter with reference to the accompanying drawings. 10FIG. 1 is a
schematic block diagram showing the arrangement of a smartcard system (an IC card system)

according to an embodiment, As sh&v&r{g FIG..1, the smartcard system_is configured by a terminal 1
(communication device) and smgrtcard 2 (portable electronic device .%Tﬁg ?er%winarlalgﬁ]gm efsr a

controller 11, display d2¢ckeyhoard 18; sarshigagderwritesdd a9d rusnerickeypad15. The terminal 1 is
configured to communicate with the smartcard 2 (an IC card). The terminal 1 sends data such as a

command 20to the SIfEREAHCE tEhereesives dats such as aresponssromsthe smartcard2se  The
controller 11 can se ectivglg execute, for example, agluralitg of communication methods and a plurality

of applications. The display ‘iﬁrd&fsnpcrgys? 5forexample °& tBmmdricatiBhésdut andSuthentication

result with the smartoasd 2- The keyheard 13 isuused todnput, for examplecharactgys,and numerical
values
occurrence thereof, in at least one process of the

plurality of processes.
An embodiment will be described hereinafter with
reference to the accompanying drawings.

10 FIG. 1 is a schematic block diagram showing the
arrangement of a smartcard system (an IC card system)
according to an embodiment. As shown in FIG. 1, the
smartcard system is configured by a terminal 1
(communication device) and smartcard 2 (portable

15 electronic device). The terminal 1 includes a
controller 11, display 12, keyboard 13, card
reader/writer 14, and numeric keypad 15. The terminal
1l is configured to communicate with the smartcard 2 (an
IC card). The terminal 1 sends data such as a command

20 to the smartcard 2, and receives data such as a
response from the smartcard 2.

The controller 11 can selectively execute, for
example, a plurality of communication methods and a
plurality of applications. The display 12 displays,

25 for example, a communication result and authentication
result with the smartcard 2. The keyboard 13 is used

to input, for example, characters and numerical values



- 6 - to the controller 11. The numeric keypad 15 is used to input, for example, a PIN to the controller
11. The card reader/writer 14 communicates with the smartcard 2. Note that the smartcard 2 may
be any of a contact type card, contactiess type card, and combined card which supports both the
contactless and contact types. FIG. 2 is a schematic block diagram showing the arrangement of
the card reader/writer 14 according to 10the embodiment. As shown in FIG. 2, the card reader/writer
14 includes a communication interface 142, CPU 143; data memory (nonvolatile memory) 144, RAM
145, and ROM 146. The CPU 143 serves as, for example, a communication controller. The CPU 143
controls to 15send a comgand to the smartcard 2, and to detect a response from the smartcard 2.

Furthermore, the CPU 143 ¢ontBistd sehtl arother'c6mmanE T the‘SiaftdarP? bisad 8 the
response ffom the Smastcard 20F1G, 3 & schematiablock cjagrar shawing the 20arrangement of

the smartcard according to the embodiment. As shown in FIG. 3, the smartcard 2 is, for example, a
plastic card, and inclugles arekGiehipw20i(t€ madulepand aonunusicatiortintertacerl: Fhed€ chip 20
includes a controller 22 configured by a control element, nonvolatile memory (EEPROM, FRAM, flash,
~etc.) 25, RAM 23, arfd ROM 24. For example, the IC chip 20 and communication interface 21 are -7 -

5 Note that the smartcard 2 may be any of a contact
type card, contactless type card, and combined card
which supports both the contactless and contact types.

FIG. 2 is a schematic block diagram showing the
arrangement of the card reader/writer 14 according to
10 the embodiment. As shown in FIG. 2, the card
reader/writer 14 includes a communication interface
142, CPU 143, data memory (nonvolatile memory) 144, RAM
145, and ROM 146. The CPU 143 serves as, for example,
a communication controller. The CPU 143 controls to
15 send a command to the smartcard 2, and to detect a
response from the smartcard 2. Furthermore, the CPU
143 controls to send another command to the smartcard 2
based on the response from the smartcard 2.
FIG. 3 is a schematic block diagram showing the
20 arrangement of the smartcard according to the
embodiment. As shown in FIG. 3, the smartcard 2 is,
for example, a plastic card, and includes an IC chip 20
(IC module) and communication interface 21. The IC
chip 20 includes a controller 22 configured by a
25 control element, nonvolatile‘memory (EEPROM, FRAM,
flash, etc.) 25, RAM 23, and ROM 24. For example, the

IC chip 20 and communication interface 21 are



.egrated to form an IC module, which is embedded in a smartcard main body (in a plastic card). Note
that the aforementioned smartcard 2 will be explained as an example of a portable electronic device,
but the present invention is not limited to such specific device. The portable electronic device may, for
example, be a SIN-shaped smartcard. The smartcard 2 is configured by, for example, a common
unit and application unit. The common unit is configured by the IC chip 20 and communication
interface 21, and the application unit is configured by the iC chip 20. The common unit of the controller
22 operates based on, for example, a smartcard Program stored in the ROM 24. The common unit of

the 15controller 22 controls to receive, for exampl command fr m?t]%e terminal 1, interprets the
received command, é%éec%ﬁ?r% sgt Sk S ef(? N aorgegs]lp%hsg?fc} e temiial 19 9RE appliation

OiCm
o send, for examp

unit of the controller 22-serves-as LOMPEAY Pracessop, and:20executes thenterpreted. command.
The roles of the common unit and application unit will be described in detail later. The RAM 23

serves as a workingafhemeng ahdsteréss for exaapie, the ekécotore seslidt icoerespending to the
25execution of a command, When a pluof commands are executed, the RAM 23 stores, for example,

the execution results ééf?&%&on%?ngatODSféﬁéﬂbﬁs Of fHesECB L DIGtakt S cotthafid€ The nonvolatile
mermory 25 stores (packsJip), for examle, the, exgeuipn esulls slored e RaM: The ROM 24

holds the smartcard program to be executed by the controller 22. 5First com processing by the

aforementioned device. The portable electronic device may, for
example, be a SIM-shaped smartcard.
The smartcard 2 is configured by, for example, a
common unit and application unit. The common unit is
10 configured by the IC chip 20 and communiéation
interface 21, and the application unit is configured by
the IC chip 20. The common unit of the controller 22
operates based on, for example, a smartcard program
stored in the ROM 24. The common unit of the
15 controller 22 controls to receive, for example, a
command from the terminal 1, interprets the received
command, and controls to send, for example, a response
to the terminal 1. The application unit of the
controller 22 serves as a command processor, and
20 executes the interpreted command. The roles of the
common unit and application unit will be described in
detail later,.
The RAM 23 serves as a working memory, and stores,
for example, the execution result corresponding to the
25 execution of a command. When a plurality of commands
are executed, the RAM 23 stores, for example, the

execution results corresponding to executions of these



terminal 1 and smartcard 2 will be described below. The first command processing to be described
below allows to judge detailed command processing statuses. For example, the terminal 1 sends a
Secured 10Command APDU (for example, a main command) which stores a plurality of Command
APDOs (for example, subcommands) to the smartcard 2. In response to this, the smartcard 2
(common unit) receives the Secured Command APDU from the terminal 1, and the smartcard 2
15(application unit) executes the plurality of Command ABPDUS stored in this Secured Command
APOU. That is, the smartcard 2 (application unit) executes a plurality of processes corresponding to

the plulrality of Comgggﬂg éAfLPl%\r"{]s &rktUégh@nlggdtshg snil%rtcanrd ZVQCPQ%@% ngiet)nggstOE%s a plurality qf
execution statuses corresponding to executions of the p?ura(ﬁﬂ/ of processes. When these plurality

of processes can besnermally exeeuted. the, smartcarg:Z (ommendinit) sends a-firstresperse (SW =

61xx to be described later) to the 25 terminal 1. Furthermore, the smartcard 2 (common unit) sends

an execution status féspordeiincludingRhd nunfbes dkeXeédtet charmahds and ahaexedution status of

alast - 9 - command which is executed last of tgelglura%% of commands (a last SW to be described
s

later)  When a fifst @v&nt' (e?ﬁ)r)b,?ore\fv{ﬁji%ﬁitrtel_ gcified thia’s process i€'to'be aborted upon its
5occurrence, has occurred;iy poe of theseRIUFlI-0Esing by the aforementioned

terminal 1 and smartcard 2 will be described below.
The first command processing to be described below
allows to judge detailed command processing statuses.

For example, the terminal 1 sends a Secured

10 Command APDU (for example, a main command) which stores
a plurality of Command APDUs (for example, sub-
commands) to the smartcard 2. In response to this, the
smartcard 2 (common unit) receives the Secured Command
APDU from the terminal 1, and the smartcard 2

15 (application unit) executes the plurality of Command
APDUs stored in this Secured Command APDU. That is,
the smartcard 2 (application unit) executes a plurality
of processes corresponding to the plurality of Command
APDUs in turn. Also, the smartcard 2 (commonvunit)

20 stores a plurality of execution statuses corresponding
to executions of the plurality of processes.

When these plurality of processes can be normally
executed, the smartcard 2 (common unit) sends a first
response (SW = 6lxx to be described later) to the

25 terminal 1. Furthermore, the smartcard 2 (common unit)
sends an execution status response including the number

of executed commands and an execution status of a last



processes, the smartcard 2 (common unit) aborts the process, and sends a second response (SW =
6200 to be described later) to the terminal 1. Furthermore, the smartcard 2 (common unit) sends an
execution status 10response including the number of executed commands, and an execution status of
a last command which is executed last of the plurality of commands (a last SW to be described later).
In response to occurrence of a second event 15(warning), for which it is specified that a process is not
to be aborted upon its occurrence, in at least one of these’plurality of processes, the smartcard 2
(common unit) sends a third response (SW = yyxx to be described later) to the terminal 1 without
aborting the process, Furthe(rjm%%ei élge §marteard % e(éoq]gnon ur%it)tsgzndslan e>ie.cution gtatus

response including the number of execited comman S, shd-an ex&litioh Saftis’ora RSt command

which is executed lasbgfthecquradityl of commands i last SV 1o bg desetbed later).  When the
terminal 1 receives the third response of the first, second, and third responses, it can detect that the

second event (warning) ha¥becureed inratt - ¢0eréastonecsfthe plurality iofipracesses. In response to
this, the terminal 1 sends apieﬁcglgon status request command (a dedicated Command APOU) that
at

requests an executih Statas 6 &8t Gh SRR BpIdrlifty of Prolesses s tHe T3 cafd2. For
example, when the terminal d,fegisters & predetermined,command which readily, causes the second

event (warning), it can send an execution status request command that requests an exécution status
of this predeterminedcoremand., 10Ugorsreception of the(executionstadtus reguest command from the
terminal 1, the smartcard 2 (common unit) sends at least one of a plurality of execution statuses to the

terminal 1. For exarfBi8 WhAEN RS erifidl L SermRoaT exdGrion status TeqTescdmmande

described later) to the terminal 1. Furthermore, the
smartcard 2 (common unit) sends an execution status

10 response including the number of executed commands, and
an execution status of a last command which is executed
last of the plurality of commands (a last SW to be
described later).

In response to occurrence of a second event

15 (warning), for which it is specified that a process is
not to be aborted upon its occurrence, in at least one
of these plurality of processes, the smartcard 2
(common unit) sends a third response (SW = yyxx to be
described later) to the terminal 1 without aborting the

20 process. Furthermore, the smartcard 2 (common unit)
sends an execution status response including the number
of executed commands, and an execution status of a last
command which 1s executed last of the plurality of
commands (a last SW to be described later).

25 When the terminal 1 receives the third response of
the first, second, and third responses, it can detect

that the second event (warning) has occurred in at



15which requests execution statuses of all the processes, the smartcard 2 (common unit) sends the
execution statuses of all the processes to the terminal 1 in response to reception of this execution
status request command. On the other hand, when the terminal 1 sends 20an execution status request
command that requests an execution status of a predetermined command, as described above, the
smartcard 2 (common unit) sends the execution status of the predetermined command to the terminal
1 in response to reception of this 25execution status Tequést command. According to the
aforementioned first command processing, the terminal 1 can detect command processing statuses in
more detail. For exa? le, Whe%Wa%rnir}g pro essiT%has occurred in a process in the smartcard, the

c

terminal 1 can dete v %si%gflra &, £ 5hBREHeEGmple gt sEESRPBSMmand

Fﬁgwgﬁungoproce
processing. In the seeond,gammand pracessing to be described below, jtis difficult tojudge detailed
command processing statuses. An example of the second command processing for executing a

Secured Command ARDg d0a¢Seoured CamezaiidcARBY b,cand SecaretComnand AEDU c will be
described below. Execution of the Secured Command APDU a will be explained first. As shown in

FIG. 8, the Secured'Cotimahd APDE*EStoreS8 Cfmand XPBY &-Fafd Cuiimaid ABAPDU a-2.
FIG. 11 shows an example,qf:SWs £0r1esponding to exegutins of.the Command APDY a1 and
Command APDU a—é. For example, as shown in FIG. 4,% ferminal 1 sends a Sectred’
Command APDU a {Hahtocthe speartcard R0R. The sstartcard 2(eonumen dhitteceives dhe Secured
which readily causes the second event (warning), it can
send an execution status request command that reguests
an execution status of this predetermined command.

}O Upon reception of the execution status request
command from the terminal 1, the smartcard 2 (common
unit) sends at least one of a plurality of execution
statuses to the terminal 1. For example, when the
terminal 1 sends an execution status reguest command

15 which reguests execution statuses of all the processes,
the smartcard 2 (common unit) sends the execution
statuses of all the processes to the terminal 1 in
response to reception of this execution status reguest
command. On the other hand, when the terminal 1 sends

20 an execution status request command that requests an
execution status of a predetermined command, as
described above, the smartcard 2 (common unit) sends
the execution status of the predetermined command to
the terminal 1 in response to reception of this

25 execution status request command.

According to the aforementioned first command

processing, the terminal 1 can detect command



Command APDU a (1/1), stores the received Secured Command APDO a (1/1) in, for example, the
RAM 23, and attempts to instruct the smartcard 2 (application unit) to sequentially execute a plurality
of processes 25corresponding to the Command APDU a-l1 and Command APDU a-2. For example,
when the application unit executes - 12 - the Command APDU a-1 and an error has occurred, it
notifies the common nit of SW = 6700. The common unit receives SW = 6700 (in response to
occurrence of the error), and sends a response incluaingléw = 6200 5 indicating the occurrence of the
error to the terminal 1 without issuing an execution instruction of the next Command APDU a-2. The

terminal 1 receives fhe respanseincluding SW = 6200 from the smartgard 2, and,sends GET
RESPONSE. The smartcard 2 réceives GET RESPONSE, and 10sends RP-Error including the

number of executedieammands anddasti S . Hssdescabed above, singe thesersorihas becurred at the
first command (SW = 6700), the common unit sends RP-Error (see FIG. 14) including the number of
executed command® 0 AhERE 1ast'SWISETOD 33 the Mt 1SCt ShBsedlentlyéxecution of the
Scoured Command A%_»%%lésbs‘é"i” be described below. As shown in FIG. 9, the Secured Command
APDU b stores a Cémmand AFDC) b-1, Command APDU b-2, and Command APDU b-3. FIG. 12

shows 20am example of SWscorrgspandingda exaeutions ofthe Lommand i@l O-1, Command
APDO b-2, and Command ARM) b3.
processing. In the second command processing to be
described below, it is difficult to judge detailed
command processing statuses. An example of the second
command processing for executing a Secured Command APDU
10 a, Secured Command APDU b, and Secured Command APDU c¢
will be described below.
Execution of the Secured Command APDU a will be
explained first. As shown in FIG. 8, the Secured
Command APDU a stores a Command APDU a-1 and Command
15 APDU a-2. FIG. 11 shows an example of SWs
corresponding to executions of the Command APDU a-1 and
Command APDU a-2.

For example, as shown in FIG. 4, the terminal 1

sends a Secured Command APDU a (1/1) to the smartcard

20 2. The smartcard 2 (common unit) receives the Secured
Command APDU a (1/1), stores the received Secured

Command APDU a (1/1) in, for example, the RAM 23, and
attempts to instruct the smartcard 2 (application unit)
to sequentially execute a plurality of processes

25 corresponding to the Command APDU a-1 and Command APDU
a-2.

For example, when the application unit executes



For example, as shown in FIG. 4, the terminal 1 sends a Secured Command APDU b (1/2) to the
smartcara 252. The smartcard 2 (common unit) receives the Secured Command APDU b (1/2), stores
the received Secured Command APDU b (1/2) in, for example, the RAM 23, sends - 13 - a response
including SW = 9000 (normal execution) to the terminal 1, and waits for a Secured Command APDU b
(2/2). Subsequently, the terminal 1 sends the Secured Command APDU b (2/2) to the smartcard 2.
The smarfcard 52 (common unit) receives the Secured Cbfmmand APDO b (2/2), stores the received
Secured Command APDU b (2/2) in, for example, the RAN 23, connects the Secured Command

AFDC b (1/2) and S %uereg é:orgmgngfb%DU_bl(Z/Z) and attempts to instruct the smartcarg 2
(application 10 unit) fo Sequentially execute s plurality 3F pfocesSed 85rESEBHuiT to the Command

APOU b-1, Command-APBLLB2 -and Command, APDUY b-3y; - Rerexample.when the application

unit normally executes a process corresponding to the Command APDO b- 151, it notifies the common
unit of SW = 9000 (noerral egeciitiony. \Whef the mpphcationsunitnormatly executess pracess
corresponding to the Command APDU b- 2, it notifies the common unit of SW = 9000 (normal

execution). When th& applicatich tnit fibfiialfy GRS & procedseanedpandirg to the Command
APDO b- et notfieshecommen it of SW. 2000 (narmal exeqytign)  The gamman,ypil feceives

these normal execution notifications, and sends a response including SW = 61xx to the terminal 1.
25The terminal 1 redeives theurespense ingluding: S¥W slabexfronsthe srrareard 2, and sends GET
RESPONSE. The smartcard 2 receives GET RESPONSE, and sends RP-Ack
Command APDU a-2. The terminal 1 receives the response
including SW = 6200 from the smartcard 2, and sends GET
RESPONSE. The smartcard 2 receives GET RESPONSE, and
10 sends RP-Error including the number of executed
commands and last SW. As described above, since the
error has occurred at the first command (SW = 6700},
the common unit sends RP-Error (see FIG. 14) including
the number of executed command: 01 and the last SW:
15 6700 to the terminal 1.
Subsequently, execution of the Secured Command
APDU b will be described below. As shown in FIG. 9,
the Secured Command APDU b stores a Command APDU b-1,
Command APDU b-2, and Command APDU b-3. FIG. 12 shows
20 an example of SWs corresponding to executions of the
Command APDU b-1, Command APDU b—é, and Command APDU b-
3.
For example, as shown in FIG. 4, the terminal 1
sends a Secured Command APDU b (1/2) to the smartcard
25 2. The smartcard 2 (common unit) receives the Secured

Command APDU b (1/2), stores the received Secured

Command APDU b (1/2) in, for example, the RAM 23, sends



- 14 - including the number of executed commands and last SW. As described above, since all of the
plurality of processes are normally executed (that is, the last process is normally executed), the
common unit sends 5R2-Ack+9000 (see FIG. 15) including the number of executed gormands: 03 and
the last SW: 9000 to the terminal 1. Subsequently, execution of the Secured Command AFDU c
will be described below. As shown in FIG. 10, 10the Secured Command APDU c stores a Command
APDU c-1, Command A2DU c-2, . .., Command ARDU1cz(n-1), and Command APDU c-n. FIG. 13
shows an example of SWs corresponding to executions of the Command APDU Command APDU c-2,
., Command APDU c-(n-1), and 15Command APDU c-n. For example, as shown in FIG. 4, the
terminal 1 sends a S8e&g@RCOsmMandARDUX fIn)tothesmarteard 2. Thesmarteard 29(common
unit) receives the Secured Commalnd APDU c (1/n), stares the received Secured 20Command APDU

¢ (In) in, for example the BAM 237 sérd<'A Fedfonse inQhdihg S\ 8806 RBYRA éxbbltidh) to the
terminal 1, and waits fopa Secyred, Q&HEH%@‘%APQ]% c{2in); Jubsequently. the, Lerming) | sgnds the

Secured Command APDU c (2/n) to the smartcard 2. The smartcard 252 (common unit) receives the
Secured CommandCARD&Nc! (Z(R))Stares 2he reasivecthSecured Cammand AFRE] sr{2/n) iy far
example, thSe RAM %3’(%%%1150?1 r?lsr?iogfe Jlsrécclgcilggs the Secured Command APDU b
(2/2), stores the received Secured Command APDU b (2/2)
in, for example, the RAM 23, connects the Secured
Command APDU b (1/2) and Secured Command APDU b (2/2),
and attempts to instruct the smartcard 2 (application
10 unit) to sequentially execute a plurality of processes
corresponding to the Command APDU b-1, Command APDU b-
2, and Command APDU b-3.
For example, when the application unit normally
executes a process corresponding to the Command APDU b-
15 1, i1t notifies the common unit of SW = 9000 (normal
execution). When the application unit normally
executes a process corresponding to the Command APDU b-
2, 1t notifies the common unit of SW = 9000 (normal
~execution). When the application unit normally
20 executes a process corresponding to the Command APDU b-
3, it notifies the common unit of SW = 9000 (normal
execution). The common unit receives these normal
execution notifications, and sends a response including
SW = 6lxx to the terminal 1.
25 The terminal 1 receives the response including

SW = 6lxx from the smartcard 2, and sends GET RESPONSE.

The smartcard 2 receives GET RESPONSE, and sends RP-Ack



5 _ SW-9000 (normal execution) to the terminal 1, and waits for a Secured Command APDU c (3/n).
In this way, when the smartcard 2 (common unit) receives a Secured Command APDU c (n/n), and
stores the received Secured 5Command APDU c (n/n) in, for example, the RAM 23, it connects the
Secured Command APDU c (1/n), Secured Command APDU c (2/n), ., Secured Command APIDU c
(n/n), and attempts to instruct the smartcard 2 (application unit) to sequentially execute a plurality 10
of processes corresponding to the Command AFDCc-1 €onimand APDU c-2, . . ., Command APDU
c-(n-1), and Command APDU c-n. A case will be described below wherein SWs corresponding to

executions of the Cq ghqu.%PDyh -1 mand AFDU c-2, . . . . Command,APDU c-(n-1), and
Command APDU c-nq?n resplon%e to%higgfr%égtgl%i%%r}naeré %Wtféog(i%, s a“éizé% %d%@oo, as

shown in, for example, kI&s d3i Wéensthevapplication uait exegutes she Command 20APDU c-1 and
the execution result of the Command APDU c-1 is SW = 9000 (normal), the =MOD unit which received
this execution resulPiRSEEES Hve applicaionaunittoexecutestie Commaie, ARDE ¢-2sand the

application unit executes tgesn?ét %%nr”lmaﬂrijPDU th. When %he execution resylt of the Command
APDU -- is SW = 6200, 1h& TommaiT Uit Whick Feceliet this exteutiohTesubEiassified iz execution

result of thes RP-Ack+9000 (see FIG. 15) including the number of
executed commands: 03 and the last SW: 9000 to the
terminal 1.
Subsequently, execution of the Secured Command
APDU ¢ will be described below. As shown in FIG. 10,
10 the Secured Command APDU ¢ stores a Command APDU c-1,
Command APDU c¢c-2, . . . , Command APDU c-(n-1), and
Command APDU c-n. FIG. 13 shows an example of SWs
corresponding to executions of the Command APDU c-1,
Command APDU c-2, . . . , Command APDU c-(n-1), and
15 Command APDU c-n.
For example, as shown in FIG. 4, the terminal 1

sends a Secured Command APDU ¢ (1/n) to the smartcard

2. The smartcard 2 {(common unit) receives the Secured
Command APDU ¢ (1/n), stores the received Secured

20 Command APDU ¢ (1/n) in, for example, the RAM 23, sends
a response including SW = 9000 (normal execution) to

the terminal 1, and waits for a Secured Command APDU c
(2/n). Subsequently, the terminal 1 sends the Secured
Command APDU ¢ (2/n) to the smartcard 2. The smartcard
25 2 (common unit) receives the Secured Command APDU c
(2/n), stores the received Secured Command APDU ¢ (2/n)

in, for example, the RAM 23, sends a response including



16 - Command APDU c-2 to Warning processino. That is, the common unit classifies the execution
result of the Command APDU c-2 not to Process aborted specified by 130-7816-4 but to Process
completed, and does not judge it as an error. Hence, the common unit instructs the application unit to
execute the Command APDU c-3, and the application unit executes the next command (Command
APDU c-3) in response to this instruction. When the application unit executes the Command 10APDU
c-(n-1), and the execution result of the Command APDU éqn-I) is SW = 6283, the common unit which
received this execution result also classifies the execution result of the Command APOU c-(n-1) to

Warning orocessinggfhat is,the c @8@?”&; does.not judge 15the execution resuylt of the Command
APDU c- (n-1) as an error. Hence,% commoﬁ%%ﬁ%ﬁgtﬁct%%e%tggpl}:c%ﬁ%ﬁrﬁ%?l téj’ex‘%g e the

Command APDU c-maancsthecapplication uait exeeies she.next commangd (Command ARQY c-n) in

response to this instruction. 20When the application unit executes the Command APDU c-n, and the

execution result of tHE'€BnimM&nd APDY & 4+is2S\WecoB80; the Eommetanit ahich eeeiveethis

execution result sengs a resgoa%?)@céud'ng SW = 61xx to the terminal 1. The terminal 1 receives the
XX fr

25response including SW = o the' ¥hartcatd 2, ahd'sehds SET RESPERISEE SHesartcard 2
receives GET RESR{NSEnand sgnds RR:Agk ingluding the number of 17 exgecsited gemmands

and last SW. As described above, since the plurality of processes are normally execufed (that is, the
last process is normaky egedited)thé eomnsah dnitsends RPEACk+9060see F4Guie)including

Command APDU ¢ (2/n), . . . , Secured Command APDU ¢
(n/n), and attempts to instruct the smartcard 2
(application unit) to sequentially execute a plurality

10 of processes corresponding to the Command APDU c-1,
Command APDU c¢-2, . . . , Command AéDU c-(n-1), and
Command APDU c-n.

A case will be described below wherein SWs .

corresponding to executions of the Command APDU c-1,

15 Command APDU c-2, . . . , Command APDU c-(n-1), and
Command APDU c-n in response to this instruction are
SW = 5000, 6200, . . . , 6283, and 9000, as shown in,
for example, FIG. 13.

When the application unit executes the Command

20 APDU c-1 and the execution result of the Command APDU
c-1 is SW = 9000 (normal), the common unit which
received this execution result instructs the
application unit to execute the Command APDU c-2, and
the application unit executes the next Command APDU c-

25 2. When the execution result of the Command APDU c-2
is SW = 6200, the common unit which received this

execution result classifies the execution result of the



5the number of executed commands: n and the last SW: 9000 to the terminal 1. As described
above, in the second command processing, although the execution results SW = 6200 and SW = 6283
are obtained in the plurality of 10processes corresponding to the Command APDU c-I, Command
APDU c-2, ..., Command APDU c-(n-1), and Command APDU c-n, the smartcard sends the
response indicating normal execution. The first command processing will be described 15again below
with reference to FIG. 5. FIG. 5 shows an example of thefirst command processing. An example of the
first command processing for executing a Secured Command APDU a, Secured Command APDU b,

and Secured Com PDU,c will be described below. Note that a 20description, about, for
example, processerzé::%%n%%% t%%[ﬁyg s%cgn§ 8obﬁ?nrarhldn€r0%5§sclre1§ will' Aot b§ krleaplteajtgd a%}heeeded. For

example, the Secured@esmmand ARDUY axand: Secuned GormmantAPRL, are gxeqyted first.
Executions 25 of the Secured Command APDU a and Scoured Command APIDU b in the second

command processirfgrareansariithe same agthose dfthe SeeusdtbCormnantAPDIEd dnd Secure

-n8- i i rocessing, and a description thereof will not be
rgge;:tgz]mand APDJ%B—'[’éq%mls'[gg@r%%nd?@ocess gompleted, Iia)nc:l does not judge

5 it as an error. Hence, the common unit instructs the
application unit to execute the Command APDU c-3, and
the application unit executes the next command (Command
APDU c¢-3) in response to this instruction.

When the application unit executes the Command

10 APDU c¢c-(n-1), and the execution result of the Command
APDU c~(n-1) is SW = 6283, the common unit which
received this execution result also classifies the
execution result of the Command APDU c-(n-1) to Warning
processing. That is, the common unit does not judge

15 the execution result of the Command APDU c-(n-1) as an
error. Hence, the common unit instructs the
application unit to execute the Command APDU c-n, and
the application unit executes the next command (Command
APDU c-n) in response to this instruction.

20 When the application unit executes the Command

APDU c-n, and the execution result of the Command APDU

il

c-n 1s SW 9000, the common unit which received this

execution result sends a response including SW = 61xx
to the terminal 1. The terminal 1 receives the
25 response including SW = 6lxx from the smartcard 2, and

sends GET RESPONSE. The smartcard 2 receives GET

RESPONSE, and sends RP-Ack including the number of



Subsequently, the Secured Command APDU c is executed. For example, as shown in FIG. 5, the
5terminal 1 sends a Secured Command APDU c (1/n) to the smartcard 2. The smartcard 2 (common
unit) receives the Secured Command APDU c (1/n), stores the received Secured Command APDU ¢
(1/n) in, for example, the RAM 23, sends a response including SW = 9000 (normal 10execution) to the
terminal 1, and waits for a Secured Command APDU c (2/n). Subsequently, the terminal 1 sends the
Secured Command APDU c (2/n) to the smartcard 2. The'smartcard 2 (common unit) receives the
Secured Command APDU c (2/n), stores the received Secured 15Command APDU c (2/n) in, for

example, the RAM 23 sends A fesponse including SW %8000 gnormal exegutipn) tg the terminal 1,

and waits for a Secured Command APDU c (3/n). In this way, when the smarbcard 2 (common unit)
receives a SecuredsCommartd=ARDUrG (n/n); antl storescthe2dreceaived Secured GammarwbiAPDIJ ¢
(n/n) in, for example, the RAM 23, it connects the Secured Command APDU c (1/n), Secured
Command APDU c (2ht. 13 /Séctifed €dmmandaPDU ¢ (AAYTand Htterpisteinstructtfe

s e e s e A
5 the number of executed commands: n and the last SW:
9000 to the terminal 1.
As described above, in the second command
processing, although the execution results SW = 6200
and SW = 6283 are obtained in the plurality of
10 processes corresponding to the Command APDU c-1,
Command APDU c¢c-2, . . . , Command APDU c-{(n-1), and
Command APDU c-n, the smartcard sends the response
indicating normal execution.
The first command processing will be described
15 again below with reference to FIG. 5. FIG. 5 shows an
example of the first command processing. An example of
the first command processing for executing a Secured
Command APDU a, Secured Command APDU b, and Secured
Command APDU ¢ will be described below. Note that a
20 description about, for example, processes common to the
second command processing will not be repeated as
needed.
For example, the Secured Command APDU a and
Secured Command APDU b are executed first. Executions
25 of the Secured Command APDU a and Secured Command APDU
b in the second command processing are nearly the same

as those of the Secured Command APDU a and Secured



-19- A case will be described below wherein SWs corresponding to executions of the Command
APDO c-1, Command APDU c-2, . ., Command APOU c-(n-1), and Command APR] c-n in response to
this instruction are SW - 9000, 6200, . . ., 6283, and 9000, as shown in, for example, PIG. 13.

When the application unit executes the Command APDO c-1 and the execution result of the Command
APDU c-1 is SW = 9000 (normal), the common unit which 10received this execution result stores the
execution result in, for example, the RAM 23 and ins'trucﬁthhe“application unit to execute the
Command AFDC] c-2, and the application unit executes the next Command AFDC] c2. When the
exeaution result of thg fiommand ANN- £:2 5,8 6200, e cmmon ynituhigh reggpyed this
execution result stores the execution result in, for example, the RAM 23, and clasiffies the execution
result of the Commars APERkd-2rio Watring pracessingt That ise heae@mmon unit classifies the
execution 20 result of the Command APDO c-2 not to Process aborted specified by 1SO-7816-4 but to
Process completed, and doB¥RGIUEHE itdas A errdE Herme, freneemediPiit instracts the
application unit to execute the Congnand APOlfec-3, asndstrtlewa}{)pllica\g}%ré un'g ex%%utes the next

25command (Comn?éﬁ:fﬁ&fSU c- jjf:n reeé?)%ﬁse to this instruction. en thé appllecation unit

executes the Commane : 28 r APRU L1E-1), and the exegutiomresuitaf the Command ABRU c-(n-1)

is SW = 6283, the common unit which received this execution result stores the execution result in, for
example, the RAM 28\adridcalse classifiessbthaerecuatioh st ofitive: Comimand APHIY e<(n-1) to
Warning processingc.k'll'ehaéis, the common unijt does not judge the execution result of the Command

APDU c-(n-1) as an"étror> FIgREE “the EBPRmdn‘tiitinStructd tHe apbifcaiion Wit to exeéiethe

Command APDU cdw@l¥ed Command APDU c (1/n) in, for example, the RAM
23, sends a response including SW = 9000 (normal
10 execution) to the terminal 1, and waits for a Secured
Command APDU ¢ (2/n). Subseqguently, the terminal 1

sends the Secured Command APDU ¢ (2/n) to the smartcard

2. The smartcard 2 (common unit) receives the Secured
Command APDU ¢ (2/n), stores the received Secured

15 Command APDU c (2/n) in, for example, the RAM 23, sends
a response including SW = 9000 (normal execution) to

the terminal 1, and waits for a Secured Command APDU c
(3/n) . In this way, when the smartcard 2 (common unit)
receives a Secured Command APDU ¢ (n/n), and stores the
20 received Secured Command APDU ¢ (n/n) in, for example,
the RAM 23, it connects the Secured Command APDU c
(1/n), Secured Command APDU ¢ (2/n), . . . , Secured
Command APDU ¢ (n/n), and attempts to instruct the
smartcard 2 (application unit) to sequentially execute
25 a plurality of processes‘corresponding to the Command
APDU c-1, Command APDU c-2, . . . , Command APDU c-(n-

1), and Command APDU c-n.



10the application unit executes the next command (Command APDU c-n) in response to this
instruction. When the application unit executes the Command APDU c-n, and the execution result
of the Command APDO c-n is SW = 9000, the common unit which received this 15execution result
stores the execution result in, for example, the RAM 23. The common unit sends, to the terminal 1, a
response including SW = yvxx based on the fact that the execution result corresponding to at least one
of the plurality of processes corresponding 20to the Comhtand APDO c-1, Command APDO c-2,.
Command APDU c-(n-1), and Command APDU c-n indicates Warning processing. That is, the corns=

unit sends the response mgiu@gg Wz, Myxx t oé@e termona}! ][bln fesponse to, theg%ct that Warning
processing is 25included in the execution results of the pIur ity y of p processes rUpon reception of the

response including SWrE y¥xorfeimdhe smattsard 2 othe terminad LssndsHfar example, an execution
status request command (for example, a GET REASON command) to the smartcard 2. Upon reception
of the execution staftR¥BguEsEOmmand from the- termifriinatise dMakcard (2 sénds,ao¢he terminal 1,

an execution status &l H%(\)nsg 'R%l glng the executlon statuses correspondln to those stored in the
RAM 23) of the plurality of p processes correSpondi e CBmmdrTd A’ﬁ’f)ttf F° E¥mmakd APDU

c-2, 10Comgnand ABRU-c-fnrd), angbGemmand APP%Q@‘B, and 9000, as shown in,

for example, FIG. 13.
When the application unit executes the Command

APDU c-1 and the execution result of the Command APDU
c-1 is SW = 9000 (normal), the common unit which

10 received this execution result stores the execution
result in, for example, the RAM 23 and instructs the
appiication unit to execute the Command APDU c-2, and
the application unit executes the next Command APDU c-
2. When the execution result of the Command APDU c-2

15 is SW = 6200, the common unit which received this
execution result stores the execution result in, for
example, the RAM 23, and classifies the execution
result of the Command APDU c¢c-2 to Warning processing.
That is, the common unit classifies the execution

20 result of the Command APDU c-2 not to Process aborted
specified by IS0-7816-4 but to Process completed, and
does not judge it as an error. Hence, the common unit
instructs the application unit to execute the Command
APDU c-3, and the application unit executes the next

25 command (Command APDU c-3) in response to this
instruction,

When the application unit executes the Command



Alternatively, upon reception of the execution status request command from the terminal 1, the
smartcard 2 sends, to the terminal 1, an execution status response including the execution status of a
process 15corresponding to a predetermined Command APDU of the Command APDU c-1, Command
APDU c-2, ..., Command APDU c-(n-1), and Command APDU c-n. Also, this execution status
response can include an SW which prompts to acquire RP-Ack. on Upon reception of the
aforementioned execution status response, the terminal qurtﬁer sends a GET RESPONSE command
to the smartcard 2. The smartoard 2 sends RP-Ack to the terminal 1 in response to reception of the

GET RESPONSE camand. 25As) descrifed gboye.n the first.command pragessing, wheg the

execution results SW - 6200 (second event) and SW = 6283 (second event) are - 22 - obtained upon
execution of the CoArrahdAPD:Js citheSartcazd 2, nattfies chevterminal ii-of«occtitrence of these
second events (SW = 61xx). The terminal 1 receives the occurrence notification of the second 5events

from the smartcard 2 5fid YeGLiedtd 8t RESCOE 6 theSekethtioh Péstiits [t eh& BRIFAIRY OF processes. In
response to this requgst, the smarteard é@é’ﬁi@lﬁ%?" least ang, obthe %eé;ugc}}ggesc Igscgitl%eliglsurality of
. Eegy:

processes. For example, when the terminal 1 10requests the execution results of all of the plurality
5 the execution result of the Command APDU c-(n-1) to
Warning processing. That is, the common unit does not
judge the execution result of the Command APDU c-(n-1)
as an error. Hence, the common unit instructs the
application unit to execute the Command APDU c-n, and
’10 the application unit executes the next command (Command
APDU c-n) in response to this instruction.
When the application unit executes the Command
APDU c-n, and the execution result of the Command APDU
c-n is SW = 9000, the common unit which received this
15 execution result stores the execution result in, for
example, the RAM 23. The common unit sends, to the
terminal 1, a response including SW = yyxx based on the
fact that the execution result corresponding to at
least one of the plurality of processes corresponding
20 to the Command APDU c-1, Command APDU c¢-2, . . . ,
Command APDU c-{(n-1), and Command APDU c-n indicates
Warning processing. That is, the common unit sends the
response including SW = yyxx to the terminal 1 in
response to the fact that Warning processing is
25 included in the execution results of the plurality of

processes.

Upon reception of the response including SW = yyxx



of processes, it can acquire the execution results of all of the plurality of processes. That is, the
terminal 1 can recognize the execution results of all of the plurality of processes. Also, when the.
terminal 151 requests the execution result of a predetermined process, it can acquire the exeg:utlon
result of the predetermined process. That is, the terminal 1 can intensively monitor the execution result
of the predetermined process. 20A case will be further described below with referenc_e to the
flowcharts shown in FIGS. 6 and 7 wherein a plurality of€bmmands are executed using an
ENV:ET-OPE command. FIG. 6 is a flowchart showing an example of a case in which the second

command 25processing is lied to xecu{}fio of the ENVELOP command.. FIG. 7 isaflowcha}rt
showing an examplggc;l?qg ctggqg iR Which the irgl’ cgrB]?na%%rﬁ%gé sirog Fsegﬁﬁl’ed@% - to execution of

the ENVELOPE commaiithe, AN exampleofthe secQud.command processing will be described first
with reference to FIG. 6. As shown in FIG. 6, the terminal 1 sends an 5ENVELOPE command to the

smartcard 2 (ST60BxFhe commoF it BEfEOsSmartvar 2l receiveshthe SENYEEORE 2.

Upon reception of the execution status request command

5 from the terminal 1, the smartcard 2 sends, to the
terminal 1, an execution status response including the
execution statuses (corresponding to those stored in
the RAM 23) of the plurality of processes corresponding
to the Command APDU c-1, Command APDU c~2, .« . .,

10 Command APDU c-(n-1), and Command APDU c-n.
Alternatively, upon reception of the execution status
request command from the terminal 1, the smartcard 2
sends, to the terminal 1, an execution status response
including the execution status of a process

15 corresponding to a predetermined Command APDU of the
Command APDU c-1, Command APDU c-2, . . . , Command
APDU c-~(n~1), and Command APDU c-n. Also, this
execution status response can include an SW which
prompts to acquire RP-Ack.

20 Upon reception of the aforementioned execution
status response, the terminal 1 further sends a GET
RESPONSE command to the smartcard 2. The smartcard 2
sends RP-Ack to the terminal 1 in response to reception
of the GET RESPONSE command.

25 As described above, in the first command
processing, when the execution results SW = 6200

(second event) and SW = 6283 (second event) are



command (ST602), interprets the ENVELOPE command (ST603), and extracts a Command APDU
from Secured Data (ST604). 10If the common unit of the smartcard 2 detects a Command APDU to be
executed (YES in 51605), it passes the Command APDU to be executed to the application unit of the
smartcard 2. The application unit executes the passed Command APDU (ST606), and sends an SW
as the 15execution result to the common unit (ST607). The common unit receives the SW from the
application unit, and checks to which of Normal Proc‘essiaa and Process aborted the received SW is
classified (5T608).1f the application unit classifies 20the received SW to Process aborted (YES in

ST608), the control ggsé%rl es o aprocess for,starin g1e numher of ex Commands and Last
SW (51609) without execu%)ng the ngxteggrﬁ%%%%nA% Ut&%rgﬁ%a%%%%%%ecéxe%c&eed). If the

application unit classifies the:teceived-S\Wrto-25Nernal Precessing (N® i &J608)ibe control returns
to the extraction process of the next Command APDU (Command APDU to be executed) (ST604). -

24 - If the commiorafit deteersh EvATMand APDU folbe bxeclted (YESIRST605), it passes the
Command APDO to be ex.ecutedttkcl) ethe agplication unit, an lication unit executes the passed

th
Command APDU 5(1%&[%%%373% SN %nuéf\KFélsC%ené)xte]CgﬁSg?gs%}t RBth& Loniman Uit (5T607). If

the commong unit dogs &10t detectany Gommapd ARDU 10 be executad, that is,.no commanpd APDU to
be executed remains (NO in 5T605), the control jumps to the process for storing the number of

of the execution results of the plurality of processes.
In response to this reguest, the smartcard 2 notifies
at least one of the execution results of the plurality
of processes. For example, when the terminal 1

10 reguests the execution results of all of the plurality
of processes, 1t can acquire the execution results of
all of the plurality of processes. That is, the
terminal 1 can recognize the execution results of all
of the plurality of processes. Also, when the terminal

15 1 requests the execution result of a predetermined
process, 1t can acquire the execution result of the
predetermined process. That is, the terminal 1 can
intensively monitor the execution result of the
predetermined process.

20 A case will be further described below with
reference to the flowcharts shown in FIGS. 6 and 7
wherein a plurality of commands are executed using an
ENVELOPE command. FIG. 6 is a flowchart showing an
example of a case in which the second command

25 processing 1s applied to execution of the ENVELOPE
command. FIG. 7 is a flowchart showing an example of a

case in which the first command processing is applied



10executed Commands and last SW (ST609). If the last SW is Process aborted (NO in 5T610), that is,
if an error has occurred at the time of execution of the Command APDU (NO in ST610), the common
unit sends a response including SW = 6200 to the 15terminal 1 (ST611). If the last SW is Normal
processing (YES in ST610), that is, if the Command APDU is normally executed (YES in ST610), the
common unit sends a response including SW = 61xx to the terminal 1 (ST612). 20If the terminal 1
receives the response including SW = 6200 or SW = 61xx{5T613), it sends GET RESPONSE to the
smartcard 2 (ST614). The smartcard 2 receives GET RESPONSE (ST615), and sends a response
(RPError/RP-Ack) to the terminal 1 (ST616). The terminal 251 receives the response

(RP-Error/RP-Ack) (63 634k cut Ashexampleof the fitsh command, processing will be described below
with reference to FIG. 7. - 25 - As shown in FIG. 7, the terminal | sends an ENVELOPE command

to the smartcard 2 (ST701)AThé xohinén ahit of thessmandarbrecelvas thecENVELOPE tommand

i cts a Command APDU from
(SSeTCYUOrizj ;:;l;?;prets tgee Ec!l\leVsEclJ??EeEd Cgr'ﬂ:rgqcndwg(tSle?gg eq:nednec)grail:o FIG. 6.

As shown in FIG. 6, the terminal 1 sends an
5 ENVELOPE command to the smartcard 2 (ST601). The
common unit of the smartcard 2 receives the ENVELOPE
command (ST602), interprets the ENVELOPE command
(STe03), and extracts a Command APDU from Secured Data
(ST604) .

10 If the common unit of the smartcard 2 detects a
Command APDU to be executed (YES in ST605), it passes
the Command APDU to be executed to the application unit
of the smartcard 2. The application unit executes the
passed Command APDU (ST606), and sends an SW as the

15 execution result to the common unit (ST607).

The common unit receives the SW from the
application unit, and checks to which of Normal
Processing and Process aborted the received SW is
classified (ST608). If the application unit classifies

20 the received SW to Process aborted (YES in ST608), the
control advances to a process for storing the number of
executed Commands and last SW (ST609) without executing
the next Command APDU (Command APDU to be executed) .

If the application unit classifies the received SW to

25 | Normal Processing (NO in ST608), the control returns to
the extraction process of the next Command APDU

(Command APDU to be executed) (ST604).



(ST704). If the common unit of the smartcard 2 detects a Command APDU to be executed (YES in
5T705), it passes the Command APED]: to be executed to the application unit 10of the smartcard 2.
The application unit executes the passed Command APDU (5T706), and sends an SW as the
execution result to the common unit (ST707). The common unit receives the SW from the
application unit, stores the SW in, for example, the 13RAM 23 (S1708), and checks to which of Normal
processing and Process aborted the received SW is EIas%ﬁ‘ied"(ST?Og). If the application unit classifies
the received SW to Process aborted (YES in ST709), the control advances to a process for storing the

number of 20executed Commanls angjast SW (ST 710) wihoutexegiing ing pest Command AFC

(Command APDU to be execute). If the application unit classifies the receive to Normal
Processing (NO in ST709)tthe conirsl retursrsdo 3he extragtionsprocess ot themexd Gammang APDU
25(Command APDU to be executed) (5T704). If the common unit further detects a Command
APDU to be executétP(YES fi5F70%) it PassesHel CofrrmandiniZe - APBUferbe executed to the

gll%tatlon lérgllg %xeecutes he pa%sed Corgéndanézl APDU (ST706) and sends an

application unit, anda:[heﬂf licatior L o U (ST
SW as the execution FesUlt to the common uni?%l 87).3 the Cormon ML Ho&s not-5 detect any

Command APDU to herexesutedh dhatds dif ng.Cammand ARMa:io he-exgcuted ramaing (NQ.in
ST705), the control jJumps to the process for storing the number of executed Commands and last SW
(ST710). common unit (ST607). If the common unit does not
detect any Command APDU to be executed, that is, no
Command APDU to be executed remains (NO in ST605), the
control jumps to the process for storing the number of
10 executed Commands and last SW (ST609).

If the last SW is Process aborted (NO in ST610),
fhat is, if an error has occurred at the time of
execution of the Command APDU (NO in ST610), the common
unit sends a response including SW = 6200 to the

15 terminal 1 (ST6l1l).

If the last SW is Normal processing (YES in
STel0), that is, 1f the Command APDU is normally
executed (YES in S8T610), the common unit sends a
response including SW = 6lxx to the terminal 1 (ST612).

20 If the terminal 1 receives the response including
SW = 6200 or SW = 61lxx (ST613), it sends GET RESPONSE
to the smartcard 2 (ST614). The smartcard 2 receives
GET RESPONSE (8T615), and sends a response (RP-
Error/RP-Ack) to the terminal 1 (ST616). The terminal

25 1 receives the response (RP-Error/RP-Ack) (ST617).

An example of the first command processing will be

described below with reference to FIG. 7.



If no Process aborted has occurred (Normal 10Processing) and no Warning has occurred in all the
processes (YES in ST711), the common unit sends a response including SW = 61xx to the terminal |
(50714). If no Process aborted has occurred (Normal Processing) but Warning has occurred in at least
one 15process (NO in S05711, YES in ST712), the common unit sends a response includino SW =
yyxx to the terminal 1 (50715). Note that yy need not indicate other information and need only be
compliant with 1SO. If Process aborted has occurred (NG¥n ST711, NO 20in 50712), the common unit
sends a response including SW = 6200 to the terminal 1 (ST713). If the terminal 1 receives the

response including SW = 6200_or SW = 61 T716, NQ in ST717),.t sends GET RESPONSE to the
aitia 23 estives GET RESPONSE (51755 and

smartcard 2 (30722). The smartcar receives 7f§?and dends a response
(RP-Error/RP-Ack) mntherierminabh{8hd24)o Thaderninak L seceives theresponsertRP-Error/RP-Ack)

"2t common unit of the smartcard 2 receives the ENVELOPE
command (ST702), interprets the ENVELOPE command
5 (ST703), and extracts a Command APDU from Secured Data
(ST704) .
If the common unit of the smartcard 2 detects a
Command APDU to be executed (YES in ST705), it passes
the Command APDU to be executed to the application unit
10 of the smartcard 2. The application unit executes the
passed Command APDU (ST706), and sends an SW as the
execution result to the common unit (ST707).
The common unit receives the SW from the
application unit, stores the SW in, for example, the
15 RAM 23 (ST708), and checks to which of Normal
processing and Process aborted the received SW is
classified (ST709). If the application unit classifies
the received SW to Process aborted (YES in ST709), the
control advances to a process for storing the number of
20 executed Commands and last SW (ST710) without executing
the next Command APDU (Command APDU to be executed).
If the application unit classifies the received SW to
Normal Processing (NO in ST709), the control returns to
the extraction process of the next Command APDU
z25 (Command APDU to be executed) (ST704).
If the common unit further detects a Command APDU

to be executed (YES in ST705), it passes the Command



(ST725). If the terminal | receives the response including SW = yyxx (ST716, YES in ST717), it
sends GET REASON to the smartcard 2 (ST718). The smartcard 2 receives GET 5REASON (ST719 ,
and sends a response (all SWs stored in the RAM 23) to the terminal 1 (5T720). The terminal 1
receives the response (all SWs stored in the RAM 23) (ST721). Upon reception of the response (all
SWs stored in the RAM 23) (5T721), the terminal 1 sends GET 10RESPONSE to the smartcard 2
(ST722). The smartcard 2 receives GET RESPONSE (54723); and sends a response
(RP-Error/RP-Ack) to the terminal 1 ;ST724). The terminal 1 receives the response (RP-Error/RP-A)
(ST725) 5Note that reception of the response including SW = yyxx, the terminal 1 can send GET.
REASON which reqz%}gzg S agr? e%gcueffé%céjtgﬁjas ofa Erge%ef?r lw%ecda Egr%rrhélnndl t%’thé%%nz}”r tard 2. The

smartcard 2 receivesdpET REASON:that requests the execytion status ofthe, 40pregetermined

command, and sends a response (an SW which is stored in the RAM 23 and indicates the execution
status of the predetéfiiined )coamrand)ytdstherteSiinabl.thsus; tee teriminal decan! teceivetthe
execution status of the predetermined command. 25As described above, the first command

processing allows th€ TEHinA o detedtddmmahtl prBEe SR StatikestinHh6re detail. For example,

when Warning detect any Command APDU to be executed, that is, if no
Command APDU to be executed remains (NO in ST705), the
control Jjumps to the process for storing the number of
executed Commands and last SW (ST710).
If no Process aborted has occurred (Normal
10 processing) and no Warning has occurred in all the
processes (YES in ST711), the common unit sends a
response including SW = 6lxx to the terminal 1 (ST714).
If no Process aborted has occurred (Normal

Processing) but Warning has occurred in at least one

15 process (NO in ST711, YES in ST712), the common unit
sends a response including SW = yyxx to the terminal 1
(ST715). Note that yy need not indicate other

information and need only be compliant with ISO.
If Process aborted has occurred (NO in ST711, NO
20 in ST712), the common unit sends a response including

SW

6200 to the terminal 1 (ST713).

If the terminal 1 receives the response including

SwW 6200 or SW = 61lxx (ST716, NO in ST717), it sends
GET RESPONSE to the smartcard 2 (ST722). The smartcard

25 2 receives GET RESPONSE (ST723), and sends a response
(RP-Error/RP-Ack) to the terminal 1 (ST724). The

terminal 1 receives the response (RP-Error/RP-Ack)



- 22 - processing has occurred in a process in the smartcard, the terminal 1 can detect this Warning
processing. Next, the aforementioned ENVELOPE command and the like will be described below.
FIG. 17 shows an example of the format of the ENVELOPE command. As shown in FIG. 17, a data
field of the ENVELOPE command has a BER-TLV format, and a TLV Value field stores one or a
plurality of TI,Vs. Note that the TLV is a short for "Tag-Length-Value". 10FIG. 18 shows an example of
the format of an SMS- TPDU TLV. "Ref. No" in "IEDa" s nin FIG. 18 is used to discriminate
whether or not a divided SMS (ENVELOPE) belongs to an identical group (Gr)."Max. No" indicates the
number of divisions an SMS is 15 divided. "Seq. No." indicates the number of an SMS of divided
SMSs. "Secured Data" stores a Secured Command APDU to be executed by the smartcard 2.

FIG. 19 shows an exampleraf SMS cannectian. A casewillbe deseribedbelawavherein.thensmartcard
2 20receives SMSs in the order shown in FIG. 19. When the salartcard 2 receives SMSs 1), 2), and 3),
it connects them to §¥€nérate/ Sécd%"/ Data YA fsee'FR5.20)) Aftetthagrtie shartcakd 2@equentially

executes Secured Command APDU ee ngg %3) sto d in 25the Secgred Data A. Likewise, the
smartcard 2 connects SM8S’ 5) and ) enera Secure% Data tlffs I'gIGr 632?1? and exacutes

5 REASON (8T719), and sends a response (all SWs stored in
the RAM 23) to the terminal 1 (ST720). The terminal 1
receives the response (all SWs stored in the RAM 23)
(8T721). Upon reception of the response (all SWs
stored in the RAM 23) (ST721), the terminal 1 sends GET

10 RESPONSE to the smartcard 2 (ST722). The smartcard 2
receives GET RESPONSE (ST723), and sends a response
(RP-Error/RP-Ack) to the terminal 1 (ST724). The
terminal 1 receives the response (RP-Error/RP-Ack)
(ST725).

15 Note that upon reception of the response including
SW = yyxx, the terminal 1 can send GET REASON which
requests an execution status of a predetermined command
to the smartcard 2. The smartcard 2 receives GET
REASON that requests the execution status of the

20 redetermined command, and sends a response (an SW
which is stored in the RAM 23 and indicates the
execution status of the predetermined command) to the
terminal 1. Thus, the terminal 1 can receive the
execution status of the predetermined command.

25 As described above, the first command processing
allows the terminal 1 to detect command processing

statuses 1in more detail. For example, when Warning



- 29 - Secured Command APDUSs. Also, the smartcard 2 connects SMSs 6) to 11) to generate
Secured_Data_C (see FIG. 22), and executes Secured Command APDUs. FIG. 24 shows an
example of execution results of a Secured Command APDU shown in FIG. 23. FTG. 25 shows an
example of a response of the smartcard 2 corresponding to an execution of the Secured Command
APDU shown in FIG. 23. The smartcard 2 (application unig executes a 10SELECT command as the
first command. This command is used to select a filg in thé card. The application unit normally
executes this command, and notifies the common unit of SW = 9000. Next, the application unit

exeoutes a CHANCE: RILLSaommand asdoe secand copmant Jis cammand saiseddoshane a

PIN value. Assume that the application unit has failed in collation of PIN values and in rewrite of PIN
values. In this casetthe appticatien unit natifiesthe commaon unit:0f SW 63C2.sSihag SW = 63xx 20is
an SW indicating Warning processing, the common unit instructs to execute the next command without

aborting execution of a conifitand. tNeTRe appieibhfcexastite< s VERPY G maAd Bi%he third

command. This conlnjir%\nd IS ﬁeqogo (ﬁ:iollate PIN §5V%|f§vsv' Assume that the application unit has

. . el . . oo .
succeeded in collation of PIN Valdes. r?ﬁw%(l:age, tﬁe application unit notifies the common unit of SW

=9000. s FIG. 17 shows an example of the format of the
ENVELOPE command. As shown in FIG. 17, a data field of
the ENVELOPE command has a BER-TLV format, and a TLV
Value field étores one or a plurality of TLVs. Note
that the TLV is a short for "Tag-Length-Value".

10 FIG. 18 shows an example of the format of an SMS-
TPDU TLV. "Ref. No" in "IEDa" shown in FIG. 18 is used
to discriminate whether or not a divided SMS (ENVELOPE)
belongs to an identical group (Gr). "Max. No"
indicates the number of divisions when an SMS is

15 divided. "Seqg. No." indicates the number of an SMS of
divided SMSs. "Secured Data" stores a Secured Command
APDU to be executed by the smartcard 2.

FIG. 19 shows an example of SMS connection. A
case will be described below wherein the smartcard 2

20 recelves SMSs in the order shown in FIG. 19.

When the smartcard 2 receives SMSs 1), 2), and 3),
it connects them to generate Secured Data A (see
FIG. 20). After that, the smartcard 2 sequentially
executes Secured Command APDUs (see FIG. 20) stored in

25 the Secured Data A.

Likewise, the smartcard 2 connects SMSs 4) and 5)

to generate Secured Data B (see FIG. 21), and executes



- 30 - The common unit instructs to execute the next command. The application unit finally
executes an UPDATE BINARY command. The UPDATE BINARY command is used to rewrite data of
~ atransparent file in the card. Assume 5that the application unit has succeeded in write of data of the
transparent file. Then, the application unit notifies the common unit of SW = 9000. When the
aforementioned SELECT, CHANGE PIN, VERIFY, and UPDATE BINARY commands are executed
based 100n the first command processing (FIGS. 5 and 7Y sirice the smartcard 2 sends SW = yyxx to
the terminal 1, the terminal 1 can detect the occurrence of Warning processing. When the
aforementioned SEIE%CC:Ij:gdH%NGEaPAQI.' %gﬁﬁRlFYA?g% UPtI%AéTE BINARY commands ar? executed

omm arrcar connecrs
based on the second command processing ( GS. 4'and B8), since e Smartcard 2 d088 Aot Send SW

= yyxx to the terminghL 4t is)diffisult for the terminall to detegtthe qecugrence 9f Warning processing.
That is, since the 20smartcard 2 sends only a response including the number of executed commands:

4 and last SW: 9000 idthedéiminaht, thegerntinal $eeterarinésonymbriBDExecution from this

response. As described abgve, when the second command ,
b FIG. g4 shows an example of execution results of a

5 Secured Command APDU shown in FIG. 23. FIG. 25 shows
an example of a response of the smartcard 2
corresponding to an execution of the Secured Command
APDU shown in FIG. 23.

The smartcard 2 (application unit) executes a
10 SELECT command as the first command. This command is
used to select a file in the card. The application
unit normally executes this command, and notifies the
common unit of SW = 9000.
Next, the application unit executes a CHANGE PIN
15 command as the second command. This command is used to
change a PIN value. Assume that the application unit

has failled in ccllation of PIN values and in rewrite of

PIN values. 1In this case, the application unit
notifies the common unit of SW = 63C2. Since SW = 63xx
20 is an SW indicating Warning processing, the common unit

instructs to execute the next command without aborting
execution of a command.
The application unit executes a VERIFY command as
the third command. This command is used to collate PIN
25 values. Assume that the application unit has succeeded
in collation of PIN values. In this case, the

application unit notifies the common unit of SW = 9000.



25processing is applied, and the smartcard 2 successively executes a plurality of Command APDUs
stored in one Secured Command APDU, it is difficult for the terminal -31- 1 to accurately recognize
the execution results of the plurality of Command APDUs. By contrast, when the first command
processing is applied, and when the smartcard 2 successively executes 5a plurality of Command
APDUs stored in one Secured Command APDU, and Warning processing has occurred in the middle
of successive command executions, the smartcard 2-car?fAotify the terminal 1 of the occurrence of this
Warning processing. Furthermore, in response 10to reception of the occurrence notification of War_ning
processing, the terrqjgal 1 can send a dedicated Command APDU to the smartcard 2. Upon reception

of the dedicated Commarid APDU, tHe smattcard %trétd?ﬁs_%‘w CohBspORdiRG T aﬁﬂ‘f@‘é%@cuted
Command APDUs to the 15terminal i1; Theterminak 1 regejves the SWs gartespongd gﬁg@" the

executed Command APDUs, and can accurately recognize the execution results of t p urality of
Command APDUs. RtiéRiing tortheraforemenrtionedrarnbadinrert, a20pariable elecikonic-device and
command processing ‘ ,
rewrite data of a transparent file in the card. Assume
5 that the application unit has succeeded in write of
data of the transparent file. Then, the application
unit notifies the common unit of SW = 9000.
When the aforementioned SELECT, CHANGE PIN,
VERIFY, and UPDATE BINARY commands are executed based
10 on the first command processing (FIGS. 5 and 7y, since
the smartcard 2 sends SW = yyxx to the terminal 1, the
terminal 1 can detect the occurrence of Warning

processing.

When the aforementioned SELECT, CHANGE PIN,

15 VERIFY, and UPDATE BINARY commands are executed based
on the second command processing (FIGS. 4 and 6), since
the smartcard 2 does not send SW = yyxx to the terminal

1, 1t is difficult for the terminal 1 to detect the
occurrence of Warning processing. That is, since the
20 smartcard 2 sends only a response including the number
of executed commands: 4 and last SW: 9000 to the
terminal 1, the terminal 1 determines only normal
execution from this response.
As described above, when the second command
25 processing is applied, and the smartcard 2 successively
executes a plurality of Command APDUs stored in one

Secured Command APDU, it is difficult for the terminal



method which allow to judge command processing statuses in more detail can be provided. According
to the aforementioned embodiment, a communication device which allows to judge command
processing statuses in more 25detail can be provided. While certain, embodiments have been
described, these embodiments have been presented by way of example - 32 - only, and are not
intended to limit the scope of the inventions. Indeed, the novel embodiments described herein may be
embodied in a variety of other forms; furthermore, various‘omissions, substitutions and 5changes in
the form of the embodiments described herein may be made without departing from the spirit of the

e e RO L e U D R e
plurality of Command APDUs.
By contrast, when the first command processing is
applied, and when the smartcard 2 successively executes
5 a plurality of Command APDUs stored in one Secured
Command APDU, and Warning processing has occurred in
the middle of successive command executions, the
smartcard 2 can notify the terminal 1 of the occurrence
of this Warning processing. Furthermore, in response
10 to reception of the occurrence notification of Warning
processing, the terminal 1 can send a dedicated Command
APDU to the smartcard 2. Upon reception of the
dedicated Command APDU, the smartcard 2 returns SWs
corresponding to all the executed Command APDUs to the
15 terminal 1. The terminal 1 receives the SWs
corresponding to all the executed Command APDUs, and
can accurately recognize the execution results of the
plurality of Command APDUs.
According to the aforementioned embodiment, a
20 portable electronic device and command processing
method which allow to judge command processing statuses
in more detall can be provided. According to the
aforementioned embodiment, a communication device which
allows to judge command processing statuses in more
25 detail can be provided.
While certain embodiments have been described,

these embodiments have been presented by way of example



WHAT IS CLAIMED IS: 1. A portable electronic device comprising: a communication unit configured to
exchange data; and a command processor configured to execute a plurality 5 of processes
corresponding to a plurality of commands received by the communication unit, and to send a response
according to an execution status, wherein the command processor controls the communication
unit to send a first response in response to 10 normal execution of the plurality of processes, the
command processor controls the communication unit to 3énd a second response in response to
occurrence of a first event, for which it is specified that a process is to be aborted upon occurrence
thereof, in one procegs of the 15 plurality,of processes, and the command processapcoptrols the -
communication unitto sehd 3 thir résponse in response to occurrénce of a second event, for which it
is specified that a pracess is Bakto beraberied uper ogeHrsencathereofcintal least ong 20 process of
the plurality of processes,  wherein the command processor executes the plurality of processes
corresponding to thepheralitysf coprmands) anelstoresza phrdlity pf eXecutionrstatuses corresponding
to executions of the E/plurality of processes, 25the command processor sends at least one execution

status of the plurality5f exeElHoTT statlises IR FeSPonse 18 A exatufion SttdS féq st command

received bysthe  -hanges in the form of the embodiments described herein
may be made without departing from the spirit of the
inventions. The accompanying claims and their
equivalents are intended to cover such forms or
modifications as would fall within the scope and spirit

10 of the inventions.



MCSLLP - 34 - communication unit. 2. The device of claim 1, wherein the command processor
sequentially executes the plurality of processes corresponding to the plurality of commands included in
one 5 main command, and sends one of the first, second, and third responses in at#é¢ortiaRce with an
execution status. 3. The device of claim 1, wherein the command processor sequentially executes
the plurality of processes corresponding to the pluralityzof-commands included in one 10 main
command, and sends an execution status of a last command which is executed last of the plurality of
commands. 4. The device of claim 1, wherein the command processor controls the communication
unit to send the 15 second response in re@ﬁé\%eﬁ% &@ﬁ%@eﬁ?én error, for which it is specified that

a process is to be abgrted Apgn nggrfgn%el@g@gn%d &Eggg{glg_tgglggggﬁggj ation unit to send the

third response in response to occurrence of a warning, for which itis s at a process is not to
20 be aborted upon agcupencs thereakin atleasicone pracess of thesplurality;ef processesida 5. The
device of claim 1, wherein the command processor executes the plurality of processes corresponding
to the plurality of comna&IswhRRhrare ¢eceived By thie 25 kefhrhoniedtontnit ang iwclade &y

predetern%ined command, stores a PluralitXL% exec%tion sta{useslco{resg%ndin to egecutions of the
plurality of proCesdes; ahd $ends & MOSCEP' 238 .-© & Prurasity ObL colmands

received by the communication unit, and to send a response
according to an execution status,
wherein the command processor controls the
communication unit to send a first response in response to
10 normal execution of the plurality of processes,
the command processor controls the communication unit
to send a second response in response to occurrence of a
first event, for which it is specified that a process is to
be aborted upon occurrence thereof, in one process of the
15 plurality of processes, and
the command processor controls the communication unit
to send a third response in response to occurrence of a
second event, for which it is specified that a process is
not to be aborted upon occurrence thereof, in at least one
20 process of the plurality of processes,
wherein the command processor executes the plurality
of processes corresponding to the plurality of commands,
and stores a plurality of execution statuses corresponding
to executions of the plurality of processes,
25 the command processor sends at least one execution
status of the plurality of execution statuses in response

to an execution status request command received by the



predetermined execution status corresponding to the predetermined command in response to an
execution status request of the predetermined command received by the communication unit. 56. A
command processing method comprising: receiving a plurality of commands; andmcsékgcuting a
plurality of processes corresponding to the plurality of commands, storing a plurality of execution
statuses corresponding to executions of the plurality of L0-processes, sending a first response in
response to normal execution of the plurality of processes, sending a second response in response to
occurrence of a first event, for which it is specified that a process is to be aborted upon occurrence
thereof, in one $BEeSsL6Rthe Plurality'of processes, sending a third response in response to
occurrence of a second event, foO{ e"¥7h£%he it sphﬁ%itied flhatw%%rggga_%s '%shréot to beaa}lbé)rted upon

L L O 1 y omm
occurrence thereof, in at least one process of the pfﬂra ity of processes, and sending at least one

execution statys-gfthe 20-plyealite afrexecuiion statuses inrespense-to1an exegution-statussequest
command. 7.A portable electronic device comprising: a communication unit configured to exchange

data; and a comwrarahprotessar donfighredotbuexeitey apiuralityr2s ofsprovsedsedecbrigsponding to a
plurality of commands received by the communication unit, and to send a res-nonse according to an

execution Statd& *MCIAB286 - 2N {haFIAIh&REnithard Brobessdrcoitioid e GgHimuhidation unit
to send a first respgRse insresponse: 1o-pormal execytion of the plyrality Qfprogesses,

3. The device of claim 1, wherein the command
processor sequentially executes the plurality of processes
corresponding to the plurality of commands included in one

10 main command, and sends an execution status of a last
command which i1s executed last of the plurality of
commands.

4. The device of claim 1, wherein the command
processor controls the communication unit to send the

15 second response in response to occurrence of an error, for
which it is specified that a process is to be aborted upon
occurrence thereof, and controls the communication unit to
send the third response in response to occurrence of a
warning, for which it is specified that a process is not to

20 be aborted upon occurrence thereof, in at least one process
of the plurality of processes.

5. The device of claim 1, wherein the command
processor executes the plurality of processes corresponding
to the plurality of commands which are received by the

25 communication unit and include a predetermined command,
stores a plurality of execution statuses corresponding to

executions of the plurality of processes, and sends a



the command processor controls the communication unit to send a second response in response to
occurrence of a first event, for which it is specified that a process is to be aborted upon occurrence
thereof, in one process of the plurality of processes, and the command processor colfttals iRe
communication unit 10 to send a third response in response to occurrence of a second event, for
which it is specified that a process is not to be aborted ipen occurrence thereof, in at least one
process of the plurality of processes, wherein the command processor sends at least one 15 execution
status of a plurality of execution statuses corresponding to executions of the plurality of processes, in

response to a@é?@&ﬁ%ﬁ“&&tﬁg r@&@%’t%ﬂﬂnﬁﬁ& T.'é?ccei\?é’cfﬁ)? ﬂ@@&ﬁﬁﬁm‘?&ui%%nit. 8. A command
Processing me Q%%%@Pﬂ%@gazg@xﬁﬁ%%g M'%@@go%&%a%%s;@QCWEHH“% aRlyrality of

processes corresponding to the plurality of commands, sending a first response in response to normal
execution of thesplueality effprosessese sendingismsecanshiespanse: erespanssy/ta-aecurrence of a 25
first event, for which it is specified that a process is to be aborted upon occurrence thereof, in one
process of the phvalityistarécessesidending a third response in MC:SLIP - 37 - response to
occurrence of a secorgd ev§nt, for Whi%h it is specified thatt%l%g)cess iS not.to be aborted upon

0

occurrence thereof, in at le sf:gﬁglﬁpo REof e f)ﬁﬁ?alrirt\)? 0cess sr,lasnldn&‘nding at least one

execution 5 status of apluralityf exegution statuses-corrasponding togxecutions of the plurality of
processes, in response to an execution status request command. 9.An IC card comprising:

executing a plurality of processes corresponding to
the plurality of commands, storing a plurality of execution
statuses corresponding to executions of the plurality of
10 processes, sending a first response in response to normal
execution of the plurality of processes, sending a second
response 1n response to occurrence of a first event, for
which it is specified that a process is to be aborted upon
occurrence thereof, in one process of the plurality of
15 processes, sending a third response in response to
occurrence of a second event, for which it is specified
that a process is not to be aborted upon occurrence
thereof, in at least one process of the plurality of
processes, and sending at least one execution status of the
20 plurality of execution statuses in response to an execution
status request command.
7. A portable electronic device comprising:
a communication unit configured to exchange data; and
a command processor configured to execute a plurality
25 of processes corresponding to a plurality of commands
received by the communication unit, and to send a response

according to an execution status,



a communication unit configured to exchange data; and 10a command processor configured to
execute a plurality of processes corresponding to a plurality of commands received by the
communication unit, and to send a response according to an execution status, Wherg/ﬁ ?ﬁé%ommand
processor controls the 15 communication unit to send a first response in response to normal execution
of the plurality of processes, the command proeessér €ontrols the communication unit to send a
second response in response to occurrence of a first event, for which it is specified that a process is to
20 be aborted upon occurrence thereof, in one process of the plurality ﬂ?f processes, and the command

processor controls thd RGHtniCafort GRS Serd 8 THifd PespoRas iy reé:

sp% %e to occurrence of a

second event, fopwhich itis spgcifigd thata pracess is-25 pot ta.he ghored ypen gecyuenee thereof,
in at least one process of the plurality of processes, wherein the command processor executes the

plurality MCShPm38 -cigprocessesedrrgspopdingda the plufality of esmwzgnds, and stores a
plurality of execution statuses corresponding to executions of the plurality of processes, the command
pnxessorsendsatb%%?oﬁ@@%é&ﬁkﬁ?ocessor controls the communication unit

5 to send a second response 1in response to occurrence of a
first event, for which it is specified that a process is to
be aborted upon occurrence thereof, in one process of the
plurality of processes, and

the command processor controls the communication unit
10 to send a third response in response to occurrence of a
second event, for which it is specified that a process is
not to be aborted upon occurrence thereof, in at least one
process of the plurality of processes,
wherein the command processor sends at least one
15 execution status of a plurality of execution statuses
corresponding to executions of the plurality of processes,
in response to an execution status request command received
by the communication unit.
8. A command processing method comprising:
20 receiving a plurality of commands; and
executing a plurality of processes corresponding to
the plurality of commands, sending a first response in
response to normal execution of the plurality of processes,
sending a second response in response to occurrence of a
25 first event, for which it is specified that a process is to
be aborted upon occurrence thereof, in one process of the

plurality of processes, sending a third response in



5status of the plurality of execution statuses in response to an execution status request command
received by the communication unit. 10. The IC card of claim 9, wherein the command processor
sequentially executes the plurality of processes 10 corresponding to the plurality Mﬁ%qmmands
included in one main command, and sends one of the first, second, and third responses in accordance
with an execution status. 11. The IC card of claimzg, wherein the command processor sequentially
executes the plurality of processes 15 corresponding to the plurality of commands included in one
main command, and sends an execution status of a last command which is executed last of the

plurality of comRiaRIse U e FE &R0 Chaifh §ShRerirfihig dommhanid 20 isBcedsor tontrols
the communicastg)gclirggtgdsetr}g%t@e s?ggg ég%polnssenig{e%%orgee to,0¢ d%rgn%e 8f an error, for which it
is specified that a process is to be gb rted upon occurrence thereof, an controls the communication
unit to send the thitdresposse ireresponse 0 accureence efa:2% warsiag, for whieh it is specified that
a process is not to be aborted upon occurrence thereof, in at least one process of the plurality of
processes. MECSBERLBOY- of PIOTeS RS earchoictlaint 9iwkerdin Hiedmatahdeprecessoirexecutes
the pIuraIiQ/ of processes orresaondinq %o thefplura:i;y of commands which are received by the

Comhand”s Stotes Apluraty 5 aXELUIGA statuses

. . U8 @ a ura Q
communicatiors Uit 8Ad Helddé a pre&ete?’mlned co

corresponding {g exgeutionspfdhe plurality of Rrocessesand sendsia predetgrmiped sxecution status
corresponding to the predetermined command in response to an execution status request of the
predeterminedaonamand teceived by the request command.
9. An IC card comprising:
a communication unit configured to exchange data; and
10 a command processor configured to execute a plurality
of processes corresponding to a plurality of commands
received by the communication unit, and to send a response
according to an execution status,
wherein the command processor controls the
15 communication unit to send a first response in response to
normal execution of the plurality of processes,
the command processor controls the communication unit
to send a second response in response to occurrence of a
first event, for which it is specified that a process is to
20 be aborted upon occurrence thereof, in one process of the
plurality of processes, and
the command processor controls the communication unit
to send a third response in response to occurrence of a
second event, for which it is specified that a process is
25 not to be aborted upon occurrence thereof, in at least one

process of the plurality of processes,

wherein the command processor executes the plurality



10 communication init. 14. An IC card comprising: a communication unit configured to exchange
data; and a command processor configured to execute a plurality of processes corresponding to a
plurality of commands 15 received by the communication unit, and to send a redpoiseraccording to an
execution status,  wherein the command processor controls the communication unit to send a first
response in response to normal execution of the pluralgy ef processes, 20the command processor
controls the communication unit to send a second response in response to occurrence of a first event,
for which it is specified that a process is to be aborted upon occurrence thereof, in one process of the

plurality of pro&dssEs® &R Pothe Eorh R stoREsddr c%?ro&ltﬂéibﬁﬁﬁuﬁ!éamﬁﬁ% send a third
response in respensg fp-aceurreneg of p,secopd eéé?@&Je&wn'clge‘a'§§gsg'f'89é@%tﬁh%o £S5 1S

MCSUP - 40 - not to be aborted upon occuirence thereof, in at least one process of the p urglity of
processes, twheteitithe @ommand processensands atfleastnesexacption status of a plurality of
execution statuses 5 corresponding to executions of the plurality of processes, in response to an
execution status request c6rRTEreRERe8 By theOmiPuAicatieR BRitone execution

5 status of the plurality of execution statuses in response
to an execution status request command received by the
communication unit.

10. The IC card of claim 9, wherein the command
processor sequentially executes the plurality of processes
10 corresponding to the plurality of commands included in one
main command, and sends one of the first, second, and third
responses in accordance with an execution status.
11. The IC card of claim 9, wherein the command
processor sequentially executes the plurality of processes
15 corresponding to the plurality of commands included in one
main command, and sends an execution status of a last
command which is executed last of the plurality of
commands.
12. The IC card of claim 9, wherein the command
20 processor controls the communication unit to send the
second response in response to occurrence of an error, for
which it is specified that a process is to be aborted upon
occurrence thereof, and controls the communication unit to
send the third response in response to occurrence of a
25 warning, for which it is specified that a process is not to
be aborted upon occurrence thereof, in at least one process

of the plurality of processes.
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13. The IC card of claim 9, wherein the command
processor executes the plurality of processes corresponding
to the plurality of commands which are received by the
communication unit and include a predetermined command,
stores a plurality of execution statuses corresponding to
executions of the plurality of processes, and sends a
predetermined execution status corresponding to the
predetermined command in response to an execution status
request of the predetermined command received by the
communication unit.

14. An IC card comprising:

a communication unit configured to exchange data; and

a command processor configured to execute a plurality
of processes corresponding to a plurality of commands
received by the communication unit, and to send a response
according to an execution status,

wherein the command processor controls the
communication unit to send a first response in response to
normal execution of the plurality of processes,

the command processor controls the communication unit
to send a second response in response to occurrence of a
first event, for which it is specified that a process is to
be aborted upon occurrence thereof, in one process of the
plurality of processes, and

the command processor controls the communication unit
to send a third response in response to occurrence of a

second event, for which it is specified that a process is
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not to be aborted upon occurrence thereof, in at least one
process of the plurality of processes,

wherein the command processor sends at least one
execution status of a plurality of execution statuses
corresponding to executions of the plurality of processes,
in response to an execution status request command received

by the communication unit.



