INFORMATION PROCESSING APPARATUS, INFORMATION
PROCESSING METHOD, AND PROGRAM CROSS REFERENCES TO
RELATED APPLICATIONS The present invention contains subject matter
related to Japanese Patent Application JP 2005-235413 filed in the
Japanese Patent Office on August 15, 2005, the entire contents of which
are incorporated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the invention The present invention relates to an
information processinéqéap aratus, an information processing method, and
I
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BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an information
processing apparatus, an information processing method, and
a program. More particularly, the present invention relates
to an information processing apparatus for facilitating the
use of IC chips, to an information processing method for use
with the information processing apparatus, and to a program
for use with the information processing method.
2. Description of the Related Art

In recent yesars, moblle phones, IC cerds, and the like,
in which a non-contact IC chip such as FeliCa {registered
trademark) is incorporated, have become popular. For
example, a user can easily make a payment using electronic
money by simply holding a cellular phone or the like up to a

terminal ({(reader/writer) disposed in a2 shop.



Such processing (for example, a payment process using electronic
money) in an IC chip is realized as a result of the following: a
predetermined memory area of a memory in an IC chip is accessed and
reading of data stored therein or writthg of data thereinto is appropriately
performed. The storage of the predetermined data and the formation of
the memory area (hereinafter referred to as a "general system") where
the data is stored are performed, for example, by an [IC-chip-incorporated
IC card issuer (operator providing services to be settled using electronic
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standard). The configuration of the general system is realized,

t hexagpleynan |G-chip-tncosparated |Gaard-issuechy sentolingapiCin an
chip 11 via a control apparatus 12, as shown in Fig. 2. A memory 21 in
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3, is formed of one large memory area (hereinafter referred to as a
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ey assigned to the system 0, and definition information inc U(jj'mg the
mevEersion reformation of e systear@ key are stored.Anthekea 0, system")
where the data 1s stored are performed, for example, by an
IC-chip-incorporated IC card issuer (operator providing
services to be settled using electronic money).

Processing for configuring a general system will now be
described with reference to a flowchart in Fig. 1 (refer to
the 1507816 standard). The configuration of the general
system is realized, for example, by an IC-chip-incorporated
IC card issuer by contrcoclling an IC chip 11 via a control
apparatus 12, as shown in Fig. 2.

A memory 21 in the IC chip 11 before the general system
is configured, as shown in Fig. 3, 1s formed of one large
memory area (hereinafter referred to as a "system 0"), and a
memory area (hereinafter referred toc as an "area 0") that is
logically subcrdinate to the system (.

In the system 0, a system 0 key assigned to the system
0, and definition information including the version

information of the system 0 key are stored. In the area 0,

an area 0 key assigned to the area 0, and definition



an area 0 key assigned to the area 0, and definition 3 information
including the version information of the area O key are stored. The
general system is configured in such a way that a portion of the area 0 of
the system 0 is divided. Referring bagk to Fig. 1, in step Sl, the control
apparatus 12 issues a command for specifying the IC chip 11. The
specified IC chip 11 accesses the system 0 in the memory 21, and when
the access is successful, the IC chip 11 notifies the control apparatus 12
of the successful access. In step S2, the control apparatus 12 issues a
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notifies the control apparatus 12 of the successful access.

In step 82, the control apparatus 12 issues a command
for obtaining the key version of each of the system 0 key of
the system C of the memcry 21 and the area 0 key of the area
0 provided directly below the system 0 in the IC chip 11.
The IC chip 11 reads the key version of the system 0 key
from the definition informaticon of the system 0, also reads
the key version of the area 0 key from the definition
information of the area 0 provided directly below the system
0, and returns them to the contrcl apparatus 12.

In step 353, the control apparatus 12 performs mutual
authentication for configuring a general system with the IC
chip 11 by using the system ¢ key and the area 0 key. The
control apparatus 12 holds the system 0 key and the area 0
key of predetermined versions. When the key version of the
held key corresponds to the key version obtained in step S$S2,
the control apparatus 12 can perform mutual authentication

with the IC chip 11 by using the system 0 key and the area 0



held key corresponds to the key version obtained in step S2, the control
apparatus 12 can perform mutual authentication with the IC chip 11 by
using the system 0 key and the area 0 4 key. When the mutual
authentication in step S3 is successful, in step S4, the control apparatus
12 issues, to the IC chip 11, a command for configuring a general system
starting from the area 0O of the system 0. This command contains data
indicating the size of the general system to be divided, which is encrypted
using predetermined encryption keys generated on the basis of the
keysystem 0 key and the area 0 key, the general system key assigned to the

general system,, ”Qf%ﬁ%%%%%éﬁa@ﬂ%% g0 Ehcee%reé‘é: formed l:dci:r§§g¥ul,

below the general system. When the IC chip 11 receives the command for

in condigurng the:generatsystemdrom the gontroliappatatusd?, the 1€chip:p
11 decodes the data contained in the command by using the

11 predetermited dnoryptionfkeysrgjenerateteorethel bagistofithe bystem@ from
key and the area key 0. Also, the IC chip 11, as shown in Fig. 4, logically
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which is encrypted using predetermined encryption keys
generated on the basis of the system 0 key and the area 0
key, the general system key assigned to the general system,
and the area 0 key assigned to the area 0 formed directly
below the general system.

When the IC chip 11 receives the command for
configuring the general system from the control apparatus 12,
the IC chip 11 decodes the data contained in the command by
using the predetermined encryption keys generated on the
pasis of the system 0 key and the area key 0. Also, the IC
chip 11, as shown in Fig. 4, logically divides the general
system starting from the portion of the area 0 of the system
G, and stores, in the general system (memory area), the
general system key obtained as a result of the decoding,
definition information containing the version information of
the general system key, the area 0 key of the area 0 of the
general system, and definition informaticon containing the

version information of the area 0 key.

Access to the configured general system (and the area



definition information containing the version information of the general
system key, the area 0 key of the area O of the general system, and
definition information containing the Sversion information of the area 0 key.
Access to the configured general system (and the area 5 0) is
authenticated by the general system key of the general system and the
area 0 key thereof. Transmission or reception of data with respect to the
area 0 of the general system is performed in such a way that the data is
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general system key and the area 0 key of the gﬁeneralsgstem.
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O'key (step S3) and information necessary for division is encrypted using
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owner of the system 0 in the manner described above, there are cases in

SUMMARY OF THE INVENTION
However, as described above, when the mutual

authentication is performed using the systen 0 key and the
area 0 key (step £3) and information necessary for division
is encrypted using those kevs and transmitted or receilved
(step S4), when an operator configuring the general system
doess not have the system 0 key and the area 0 key thersof

unlike the owner of the system 0, There are cases in which

1

it 1s difficult to configure tThe general system.
That 1s, in the related zrt, when the cperator
configuring the general svstem differs from the owner of the

system 0 in the manner describbed above, thers ars cases in

1ich 1t i1s difficult to configure the general system, with
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the result that the utilizaticon of
It is desirable that a general system i1s capable of belng
configured even when an cperator configuring the genera

system 1s not an owner of The system



which it is difficult to configure the general system, with the result that the
utilization of 1C cards is limited. It IS desirable that a general system is
capable of being configured even when an operator configuring the
0. general system is not an owner of the system 6 0. in a first aspect of the
invention;;there isprovided an: informatian pragessingappaialugpiaivided an
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encrypted using the encryption key; and means for forming the
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performing processing on the basis of data stored in a predetermined

memory area, the information proéessing apparatus including: means for

storing, for each management entity for which a memory area is no be

formed, an authentication key and an encryption key, the authentication

key being necessary for authentication when the memory area is formed,

and the encryption key being for encrypting information which is

transffittéd of Fédeived wHerlthe MiefiGry arealisformied: means for
. gylghgptig%tin%gh% forming 8& }h_ev memory area on the basis of the .
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aneans. 6andhe atdhenticaiioarmeansymay eefosrmautual 5+ nas bean

authentication with a control, apparatus for requesting the formation of
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processing apparatus for performing processing on the basis of dat ,
1 rstoraekini@predetarfrinéd teprory apdaldhefor performing processing on
the basis of data stered in a predetermined memory area, the
information processing apparatus comprising: a storage section
configured to store, for each management entity for which a
memory area is to be formed, an authentication key and an
encryption key, the authentication key being necessary for
authentication when the memory area 1s Iformed, and the
encryption key being for encrypting information which is
transmitted or received when the memory are 1is formed; an
authentication section configured to authenticate the forming
of the memory arez on the basis of the authentication key; &
communication section configured to transmit or receive data
encrypted using the encryption key; and a forming section
configured to form the memory area on the basis of date

transmitted or received by the communication section.

hocording to another embodiment of The pressant
invention, there is provided an informaftzon processing



information processing apparatus comprising: a storage section
configured to store, for each management entity for which a memory area
is to be formed, an authentication key and an encryption key, the
authentication key being necessary for authentication when the memory
area is formed, and the encryption key being for encrypting information
which is transmitted or received when the memory are is formed; an
authentication section configured to authenticate the forming of the

memory area on the basis of the authentication key; a communication
me tispetion EoRfigdied 16 fraRSitortéceid Haf eheRptédusingthed of a

encryaption keg; and a formigg.section configured to.form the memory. .
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or received in the step of the transmitting or receiving.

According to another embodiment of the present
invention, there is provided a program including the steps
of: authenticating forming of a memory area to be stored in
a memory section on the basis of an authenticaticn key
necessary for authentication when the memory area is formed
transmitting or receiving data encrypted using an encryption
key for encrypting information transmitted or received when
the memory area 1s formed; and forming the memory area on
the basis of the data transmitted or received in the step of
the transmitting or receiving in the step of the
transmitting or receiving.

In the infeormation preccessing apparatus, the
information processing method, and the program according to
the embodiments of the present invention, an authentication
key for authentication necessary when a predetermined memcry
area where data necessary for processing is to be stored is

to be formed, and an encryption key for encrypting



According to another embodiment of the present invention, there is
provided a program including the steps of: authenticating forming of a
memory area to be stored in a memory section on the basis of an
authentication key necessary for authentication when the memory area is
formed transmitting or receiving data encrypted using an encryption key
for encrypting information transmitted or received when the memory area
is formed; and forming the memory area on the basis of the data
transmitted or received in the step of the transmitting or receiving in the
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according to the embodiments of t resent mvenﬁor{ an aut‘ﬁ%ﬁt%’at%n

men&ey fer-aithenticationnecessarysyhers a predeterminedyaemoly area ;o
where data necessary for processing is to be stored is to be formed, and

autarenoryption key forencrypting &f infornation teansmitted ar réesivediata
when the memory area is formed are stored for each management entity
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As described above, according to an embodiment of the
present invention, even if, for example, a system 0 key is

not possessed, a general system can be configured.

BRIEF DESCRIPTICON OF THE DRAWINGS

Fig. 1 is a flowchart illustrating a general system
configuration process according te the related art;

Fig. 2 illustrates a general system configuration
process according to the related art;

Fig. 3 shows an initial status of a memory 21 of an IC
chip 11 of Fig. 2;

Fig. 4 shows a general system configured in the IC chip
11;

Fig. 5 is a block diagram showing an example of the
configuraticn of an IC chip 51 tco which an embodiment of the
present invention is applied;

Fig. € shows an initial status of a memory 63 of the IC

chip 51 of Fig. 5;



transmitted or received data. As described above, according to an
embodiment of the present invention, even if, for example, a system 0
key is not possessed, a general system can be configured. BRIEF
DESCRIPTION OF THE DRAWINGS’Fig. 1 is a flowchart illustrating a
general system configuration process according to the related art; Fig. 2
illustrates a general system configuration process according to the related
art; Fig. 3 shows an initial status of a memory 21 of an IC chip 11 of Fig.
2; Fig. 4 shows a general system configured in the IC chip 11; Fig.5is a

bloEk diagfafFSHbwikg anExXample ot the onfigudtivnsst aniCichip 51

to which an embodi t of tl'ge. resent invention is applied; Fig. 6 shows
o 18 ST A memery &4 5 1 1C. chip 51 of Fig. 5.9 Fig. 7 shows

thepstrctyresof date stored ii-a managementisystem 71,0 Fig. &:/4g8 s
a flowchart illustrating a general system configuration process according
cortéanembodiment of thes presentdivention; an embodiment of the
present invention;
Fig. 9 illustrates a general system configuration
process according to an embodiment of the present invention;
and

Fig. 10 shows a general system configured in the IC

chip 51.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Before describing an embodiment of the present
inventicn, the correspondence between the features of the
claims and the specific elements disclosed in an embodiment
of the present invention is discussed below. This
description is intended to assure that embodiments
supporting the claimed invention are described in this
specification. Thus, even if an element in the following
embodiments is not described as relating to a certain
feature of the present ihvention, that does not necessarily
mean that the element dees not relate to that feature of the
claims. Conversely, even if an element is described herein
as relating to a certain feature of the claims, that does

not necessarily mean that the element does not relate to



Fig. 9 illustrates a general system configuration process according to an
embodiment of the present invention; and Fig. 10 shows a general
system configured in the IC chip 51. DESCRIPTION OF THE
PREFERRED EMBODIMENTS Befok€ describing an embodiment of the
present invention, the correspondence between the features of the
claims and the specific elements disclosed in an embodiment of the
present invention is discussed below. This description is intended to
assure that embodiments supporting the claimed invention are described
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present invention, that does not necessarily mean that the e oes

enRRiTRlate to.that featyre-Qfdhe clairas.iGonRversely.euen ihanelementis
described herein as relating to a certain feature of the claims, that does

ez amgt necessarly mearcthiat thesélement doés fiotreldte)to10r offterring, for
features of the claims. An information processing apparatus according to

eachh RBGERERE of the PréséMinvéntidh McRBBS fedhssfor: Bxampks: a
fofﬁ%gégemeg% 5%% ggﬁgygg'%ngf§g¥mgkgﬁple, an authorization
key of Fig. 10) and an encryption key, the authentication
key being necessary for authentication when the memory area
{for example, a general system 71 of Fig. 10) is formed, and
the encryption key {for example, a package key of Fig. 10)
being for encrypting information which is transmitted or
received when the memory area 1s formed; means (for example,
an authenticaticn section 64 of Fig. 5) for authenticating
the forming of the memory area on the basis of the
authentication key; communication means (for example, an RE
(Radio Frequency) section 62 of Fig. 5) for transmitting or
receiving data encrypted using the encryption key; and means
(for example, a controller 61 of Fig. 5) for forming the
memory area on the basis of data transmitted or received by
the communication means.

An information processing method and a program
according to embodiments of the present invention include
the steps of authenticating (for example, step 513 of Fig.
8) forming of a memofy area to be stored in a2 memory section

on the basis of an authentication key necessary for



each management entity for which a memory area is to be formed, an
authentication key (for example, an authorization key of Fig. 10) and an
encryption key, the authentication key being necessary for authentication
when the memory area (for examplé,la general system 71 of Fig. 10) is
formed, and the encryption key (for example, a package key of Fig. 10)
being for encrypting information which is transmitted or received when the
memory area is formed; means (for example, an authentication section
64 of Fig. 5) for authenticating the forming of the memory area on the
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ata encrypted using the encryption key; and means” (for example, a
enceofpraller 62 0fdfrig.b)dactopmingther sientary asea epdhe basisrafdatation
transmitted or received by the communication means. An information
traprocessing method emdveprogram hbeordiFrgatoemissdimentsfofrithed; and
present invention include the steogrs of authenticating gr%r example, step

£Orgi89f Kig TeffoTtof & higioty aréa 6 bé stdféd g miemoRYsecifh "
enoGe e o ) SIS e e L oo o
theSteR D14Qfhign8) datareceiving.

Fig. 5 shows an example of the configuration of an IC
chip 51 tc which an embediment of the present invention is
applied. The IC chip 51 is used in such a manner that it is
incorporated in, for example, an IC card, a mobile phone, or
the like.

A communication section 62 performs wireless
communication to and from a reader/writer (not shown) via an
antenna (not shown), and communicates with a contrel
apparatus 52 (to be described later).

In a memory 63, a general system is configured as will
be described later, and in the configured general system
(memory area), information necessary for perfcrming
predetermined processing 1s stored.

Fig. 6 shows an example of the data structure of the
memory &3 in the initial status (before the general system
is configured). 1In the memory 63 in the initial status,
similarly to the case in Fig. 3, a system 0 and an area O

are provided, and also, a memory area called a management



encrypted using an encryption key for encrypting information transmitted
or received when the memory area is formed; and forming (for example,
step S14 of Fig. 8) the memory area on the basis of the data transmitted
or received in the step of the transmitting or receiving. Fig. 5 shows an
example of the configuration of an IC chip 51 to which an embodiment of
the present invention is applied. The IC chip 51 is used in such a manner
that it is incorporated in, for example, an IC card, a mobile phone, or the
like. A communication section 62 performs wireless communication to

SY Shiff¥rdrn d fedaBrviAfter Biot $hE#H) via an antenna (not shown), and
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of infhe ganfigred.generalsystem (memaery;area), information necessary
for performing predetermined processing is stored. Fig. 6 shows an
corgxaimple of the: datarstiuoturendfdlheamemory 631e fite initiad States. 0 key
(before the general system is configured). In the memory 63 in the initial
of dibitesa Shilarpirihetededh Fiy 3 Siistén 0-and BAres0cEle systen

rovide d also, a memory area called a management 12 .
71,pang gé%@nf{fgnlgn o atf%n contaf%fgg g%e version

information thereof are stored. Furthermore, as management
entity keys for the management entity who manages the IC
chip 51, such as an IC chip manufacturer and an IC card
issuer, a package key and an authorization key for each
management entity are stored in the management system 71.

Authorization keys are assigned in accordance with the
number of functions that the management entity is authorized
to use, and authentication is performed using this key. A
package key is assigned individually for each management
entity, and information necessary when a general system is
to be configured is encrypted using this key.

In the example of Fig. 6, a package key and
authorization keys are provided for each of a management
entity A (for example, an IC card issuer) and a management
entity B (for example, an IC chip manufacturer {(owner of the
system 0)). Two authorization keys are assigned to the
management entity A, and three authorization keys are
assigned to the management entity B.

These pieces of information stored in the management



system 71 is further provided. In the management system 71, the
management system key of the management system 71, definition
information containing the version information thereof, the area 0 key of
the area 0 provided directly below tHe3management system 71, and
definition information containing the version information thereof are
stored. Furthermore, as management entity keys for the management
entity who manages the IC chip 51, such as an IC chip manufacturer and
an IC card issuer, a package key and an authorization key for each
Y S hfahadéntert etfif 5@ sioredSinthe nRthgment Spsteni7iterarchical
A(gtchorizatigg kgx% are %sigged in76}ccordance with the number of

str L& . L. .
functiond that the managemer% entity is authorized to use, and

authenticatomis-performed-using dhis key. Axpagkege keyds gasigned

individually for each management entity, and information necessary when
proageneral syster ¢st to beiconfigored)is enchypted: usingnthis kiey. trivthelC

example of Fig. 6, a package key and authorization keys are provided for

chigact of & M&TdgetRent® &nfity 7€ BB ExarhpRPEA 18 T d festePedriPaming

management entit T?.Q;ore ample ar}JCC chiP anufagtucrer gowner of the
a pProgess gTogef%11 n.gﬁi elharter %ﬁ?rﬁs O as
system d‘)I)-l wo authorization keys are assigned to the” management

" se%ﬁ?{%ﬁs andihree authorzation keys.are, agsigned 0 the management k s
in zhigh.data necessary for processing is stored. For this
purpose, it is necessary to register services. When a
plurality of services exist, the services are registered in
a hierarchical manner so that services to be performed for a
series of transactions can be efficiently performed.

That is, as shown in Fig. 7, as a result of forming a
hierarchical structure alsc for access to sach pilece of
information in the management system 71 and registering the
access in the same manner as for normal services, services
related to the formation of the general system can be
performed similarly to that for normal services.

Referring back to Fig. 5, the authentication section 64
authenticates access to the management system 71, the system
0, the area 0, the general system formed as will be
described later, and the 1like.

The controller 61 controls each section.

Next, a description will be given, with reference to a

flowchart in Fig. 8, of a general system configuration



These pieces of information stored in the management 13 system 71 are

stored so as to logically form a hierarchical structure, as shown in Fig. 7.

Predetermined processing (for example, a payment process using

electronic money) to be performed inlthe IC chip 51 is realized as a result

of appropriately performing a processing operation (hereinafter referred to

as "services") for accessing a memory area in units of blocks in which

data necessary for processing is stored. For this purpose, it is necessary

to register services. When a plurality of services exist, the services are
PIygFisteréd fi? Hhierarchical nfainer s8Rt serviceStdBE peffbrmed fortal on -

series % tr{'i}gs%ctionsocfar_11:l%<:,\e effié:ienlglg/h performed. That is as i:’%% nlilrl;1 der

Th%i&.% 454 Tesult of forming a Hierarc l|casi Siructure aldo for access to

th&agh piege; of; information,inthe-managamentsystem 71,and.registering
the access in the same manner as for normal services, services related

isgtothe formation ofitlse genéral systémicanvhe qperfarmetsintilarly 5d. thiad

. for normal services. Referring back to Fig. 5, the authentication section 64

1N GRIREHIR ARS -acdeds 16 e mdhagethent systefh 7PtheSystem O thé the

se 130 5 generalsystem formeq as il b described later, and the like.

controlling the IC chip 51 via the control apparatus 52.

In step S11, the control apparatus 52 issues a command
for specifying the IC chip 51. The IC chip 51 accesses the
management system 71 of the memory 63, and when the access
is successful, the IC chip 51 notifies the control apparatus
52 of the successful access.

In step 512, the contrcl apparatus 52 issues a command
for obtaining the key version of each of the management
system key of the management system 71, the area 0 key of
the area 0, the package key for the management entity A, and
one authorization key fcor the management entity A.

The IC chip 51 reads the key wversion of the management
system key from the definition information cof the management
system 71, and also reads the key wversion of the area 0 key
from the definition information of the area 0 provided
directly below the management system 71.

Also, the IC chip 51 reads the key version of the
package key from the definition information of the package

key for the management entity A, which is stored in the



The controller 61 controls each section. Next, a description will be given,
with reference to a flowchart in Fig. 8, of a general system configuration
14 process according to an embodiment of the present invention. The
configuration of the general system isoperformed under the authorization
of a management entity (for example, an issuer that issues an IC card in
which the IC chip 51 is incorporated. As shown in Fig. 9, the configuration
of the general system is realized by the management entity controlling
the IC chip 51 via the control apparatus 52. In step Sil, the control

managERERls 52 Ksts hlecoRfant st spRafying e I Chips B ithe /E the

auc KPSk pccssses (e anagementsystem 71 of the memory 63, and,
w enzf € access ‘is successtul, the & cnip notifies the contro

aut ABRAralus; 52 afdhe syccessiubaceessrinster a2 (thecontrol apparatus

52 issues a command for obtaining the key version of each of the

méatagementhsystém keytofrithe managemenigysten 7dptherateas0 kéy

of the area 0, the package key for the management entity A, and one
the akfhoriZ&iion Ry for thé Fharrdgemiént &ty RETRE Fhip 51 368ds tHeY -

key versjon of the management system key fr the definition . .
the BEEa K She i EaE s 7L Ant Kish HERTE heePn koY

versionptthearea Q-kQY control apparatus 52 performs mutual

authentication with the IC chip 51 by using the management
system key, the area 0 key, and the authorization key. The
control apparatus 52 holds the management system key and the
area 0 key of a predetermined wversion, and the authorization
key for the management entity A. When these key versions
correspond to the key version obtained in step S12, it is
possible to perform mutual authentication with the IC chip
51.

In step S14, the control apparatus 52 issues a command
for configuring a general system starting from the area 0 of
the system 0. This command contains data indicating the
size of the area to be divided, which is encrypted using the
package key of the key version corresponding to the key
versicn obtained in step S12, the general system key, and
the area 0 key of the area 0 of the general system.

When the IC chip 51 receives a command for configuring
a general system from the control apparatus 52, the IC chip

51 decodes the data contained in the command by using the



from the definition information of the area O provided directly below the
management system 71. Also, the IC chip 51 reads the key version of the
package key from the definition information of the package key for the
management entity A, which is storeddn the 15 management system 71,
and also reads the key version of the authorization key from the definition
information of one authorization key for the management entity A. The IC
chip 51 returns, to the control apparatus 52, the key version of each of
the read management system key, the area 0 key, the package key, and

paclpifutk6rizatibPKkey2 In-SteP 51 #tfe Etrol ApPaFatuS B2 FekoHmsE T 1ng

muiyal authentication with the IC chjp 5 using the management .
o R B R et f, A eon orsAton key g Saigfom Lo

rigaPRaratus 2 helds the management system key.and the, area 0 key.ofia

predetermined version, and the authorization key for the management
theentity & WWherythese Keywversionsneatrespoad te the key Yersien abtaingchg,

in step 512, itis possible to perform mutual authentication with the I1C chip
defgnifispep 514 thaxohirol appdratusi s isshies scormandnfbproation of

configuring a general system starting from the area O of the system O.
e e RohNad SO data MHCAR G e =7 O Che PE D OF the

general system, and definition informaticn centaining the
version information of the area 0 key.

In the manner described above, the general system is
divided intec areas starting from the area 0 of the system OC.

That i3, in the related art, when the general system is
to be divided into areas, mutual authentication with the IC
chip is performed by using the system 0 key and the area 0
key thereof, and information necessary for the division is
encrypted using those keys and transmitted or received.
According to an embodiment ¢f the present invention, as
described above, authentication is performed using the
authorization key for each management entity, and encryption
is performed using the package key for each management
entity. Therefore, even if the operator configuring the
general system differs from the owner of the system 0, the
general system can be configured.

In this specification, the "information processing
apparatus" refers to an IC chip for performing at least non-

contact IC card functions; an IC chip for performing non-



size of the area to be divided, which is encrypted using the package key
of the key version corresponding to the key version obtained in step 512,
the general system key, and the area 0 key of the area 0 of the general
system. When the IC chip 51 receivé§ a command for configuring a
general system from the control apparatus 52, the IC chip 51 decodes the
data contained in the command by using the 16 package key, logically
divides the general system starting from the portion of the area 0 of the
system 0 as shown in Fig. 10, and stores, in the general system (memory

congreal), the Germéral systémitey ohainetiealed fesuitcithd deesdipgs: a

definition infarmation co talnlng the version jnformation, of the gen
nor B Koy, o G R OF bed m At OF he B aral Gstern BHach =

Ic @e‘mt'%mrﬁg]atgog confaining.the versign-information of the area,0 key.

In the manner described above, the general system is divided into areas
nonstading:framithie @neal Ofof the systeax@cThatis, inctheirelatedsart, when
the general system is to be divided into areas, mutual authentication with
iﬂcﬂ?’léH@r 2hipis perfopmed Bytasiig e systémiowkeyhand: the arese0 ke
thereof, and information necessary for the divisjon is encrypted using

“OTMthdsé (k%y§%lﬁdst?a%tshﬂﬁe§%? réCeived. “AcEbrdng tBEN EmBoient of
reé@@ﬂy§§§Q@9V%§H%%§8ns are incorpcrated; an IC card, such

as an 3IM (Subscriber Identity Module) and a UIM (User
Identificaticon Module} card, in which a non-contact IC card
function execution section is incorporated; a centact IC
card having a terminal on the surface thereof; an IC chip
having functions identical to those of a contact/non-contact
IC card; or an information communication terminal apparatus,
such as a PHS (Personal Handyphone System) or a PDA
{(Personal Digital Assistant), in which one of these IC chips
or IC cards is incorporated.

In the foregoing, a case in which an issuer that issues
IC cards configures a general system by using the key for
the management entity A has been described as an example.
It is also possible for the IC chip manufacturer to
configure the general system by using the package key and
the authorization key for the management entity B in the
above-described manner.

The series of processes described above can be carried

out net only by hardware bhut also by software. When the



described above, authentication is performed using the authorization key
for each management entity, and encryption is performed using the
package key for each management entity. Therefore, even if the operator
configuring the general system differ§ from the owner of the system 0, the
general system can be configured. In this specification, the "information
processing apparatus” refers to an IC chip for performing at least non-
contact IC card functions; an IC chip for performing non 17 contact IC
card functions and reader/writer functions; a non-contact IC card function

seragsctionrSeetiBA F Which & IBScHip Semiy a8 b Wirelgsd tware, a
communication section and a nop-contact.IC card function execution

PO on BT r AR, & o O RIE Cat H i & bl =

proSemEMuRicasion:seetion and.an I ship forperferaying readeywriter
functions are incorporated; an IC card, such as an SIM (Subscriber

incldentitaMedule) andsacWiM {User ddentification Modute)«cardcin whiehyal e,

: non-contact IC card function execution section is incorporated; a contact

& gRR et NEVIARGCS ferifiial Dfrthe SUiffaRE Werbbf ana@ cHip tHaviAg various

fun%mgggns gjen}lical o those oga contact/non-contact I% card; or an .
Information‘communication err‘ﬁ"ﬁnglré)ﬁjpraarg'tﬁs} "Ltch 1sea P (‘rFﬁejrgdnal
Hapdyphone System);raPDA the steps describing the program

stored on the program recording medium include not only
processes carried out in time series in the described order
but also processes carried cut in parallel or individually
and not necessarily in time series.

It should be understood by those skilled in the art
that various modificaticns, combinaticns, sub-combinations
and alterations may occur depending on design regquirements
and other factors insofar as they are within the scope of

the appended claims or the equivalents thereof.



(Personal Digital Assistant), in which one of these IC chips or IC cards is
incorporated. In the foregoing, a case in which an issuer that issues IC
cards configures a general system by using the key for the management
entity A has been described as an example. It is also possible for the IC
chip manufacturer to configure the general system by using the package
key and the authorization key for the management entity B in the
above-described manner. The series of processes described above can
be carried out not only by hardware but also by software. When the 18
WHASedes ofprodeSses’is to be carried out by software, a program
_constituting the software is installed from a program recording medium
into a computer that is incorporated in specialized hardware, or into, for

eX@mpl%aw@ﬂmeasgps@@%mn%g%mggn perfarmAAarioys, .

functions by having various programs installed therein. In this

prospecifieafion, thensteps descriliinghe pragsamd stored op:the pregramed
recording medium include not only processes carried out in time series in

menfhgydésttibed Grder bie Alsvprote Ssescarridd ourinmparattel or
individually and not necessarily in time series. It should be understood by

COMHosa dkilled in the art

means for storing, for each management entity for which
a memory area is to be formed, an authentication key and an
encryption key, the authentication key being necessary for
authentication when the memory area is formed, and the
encryption key being for encrypting information which is
transmitted or received when the memory area is formed;

means for authenticating the forming of the memory area
en the basis of the authentication key;

communication means for transmitting or receiving data
encrypted using the encryption key; and

means for forming the memory area con the basis of data

transmitted or received by the communication means.

2. The information precessing apparatus according to
Claim 1,

wherein the authenticatlion means performs mutual
authentication with a control apparatus for requesting the
forming of the memory area by using the authentication key,

the communication means receives data transmitted from



that various modifications, combinations, sub-combinations and
alterations may occur depending on design requirements and other
factors insofar as they are within the scope of the appended claims or the
equivalents thereof. 19 WHAT3IES CLAIMED IS: 1. An information
processing apparatus for performing processing on the basis of data
stored in a predetermined memory area, the information processing
apparatus comprising: means for storing, for each management entity for
.. which_a memory area is to,be formed, an. authentication key and an
he é?r?é?yﬁt?o{: E@ﬁ%ﬁé‘ SitHentication kéy Bém:éghe%réﬁé’r?/{%? a%)[fhe“r?ﬁéation
encr‘@!B‘%’lg}? @gf)orsa/rgc{ea is _forr_ned, and t_he encrypti_on key being for
éncrypting information which is transmitted or received when the memory
areads fermaed;omeans fordauthenticating theiforming:oktheadempry: area
on the basis of the authentication key; communication means for
comntygrishaittingromMesBiviny data-eacrypfedalisiig thel efcryftiortRéy ; aners
means for forming the memory, area on the basis of data transmitted or
the REEREY bYiRE cHmURicANoH Meahs 2 STRE IToRaiibn rogssing

apparatus according to Claim 1,



wherein the authentication means performs mutual authentication with a
control apparatus for requesting the forming of the memory area by using
the authentication key, the communi%\tion means receives data
transmitted from 20 the control apparatus, the data being encrypted by
the encryption key, and the forming means decrypts the data received by
the communication means by using the encryption key and forms the
memory area on the basis of the decrypted data. 21 3. An information
processing apparatus for pgrformiQ% processing on the basis of data |
stored if'a Predetermimed menTory aréd, the mfofmation procassing =™+ ¢
proAPRRRIRWS comprising: 2 starage sectian configured fo store, Joc each, .«
management entity for which a memory area is to be formed, an
memcthenticationkey: arrdanencryption key sthe nauthgptigationkey being
necessary for authentication when the memory area is formed, and the
compshctyption key being for encrypting information which is transmitted or
received when the memory are is formed; an authentication section

conffyured & atiftfenticite” the fofmirifof the ey area oifthe basis of

manég%ment entity for which a memcry arsa is to bs formed,
an authentication keyv and an encryption kesy, ths
authentication key being necessary for authentication when
the memory area i1s formed, and the encryption key being for
encrypting information which is transmitied or received when
the memory are is formed;

an authentication section configured to authenticats
the forming of the memory arez on the basis ¢f the
authentication key;

a2 communicaticn section configured to fransmit or

receive data encrypted using the encryption key; and



authentication key; a communication section configured to transmit or
receive data encrypted using the encryption key; and 22 a forming
section configured to form the memory area on the basis of data
transmitted or received by the com@inication section. INFORMATION
PROCESSING APPARATUS, INFORMATION PROCESSING METHOD,
AND PROGRAM ABSTRACT OF THE DISCLOSURE An information
processing apparatus for performing processing on the basis of data
stored in a predetermined memory area includes a storage section
COMfiGuraH to%stEeS Hor Baskh iaragemeént ently ¥8r whiehememory aféa on
is to be formed, an authentication key and an encryption key, the

the a%?ﬁelniicg |or(1a Rey bgﬁlagnnser?:jé%g@ fogr:“ad:thgr%%cvaeﬁ ni?n\/he%%?he memory

corm@ied Isformed and-the.encryption key being for encrypting information
which is transmitted or received when the memory are is formed; an
authentication section configured to authenticate the forming of the
memory area on the basis of the authentication key; a communication
section configured to transmit or receive data encrypted using the
encryption key; and a forming section configured to form the



memory area on the basis of data transmitted or received by the
communication section. (FIG. 5)

23

INFORMATION PROCESSING APPARATUS, INFORMATION PROCESSING

METHOD, AND PROGRAM

ABSTRACT OF THE BDISCLOSURE

An information processing apparatus for performing
processing on the basis of data stored in a predetermined
memory area lncludes a storage section configured to store,
for each management entity for which a memory area is to be
formed, an authentication key and an encryption key, the
authentication key being necessary for authentication when
the memory area is formed, and the encryption key being for
encrypting information which is transmitted or received when
the memcry are is formed; an authentication section
configured fo authenticate the forming of the memory area on
the pasis of the authentication key; a communication section
configured to transmit or receive data encrypted using the
encryption key; and a forming section configured to form the
memory area on the basis cof data transmitted or received by
the communication section,

(FIG. 5)



