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USI NG NETWOBFRKOPRIZESSOR AND METHODS Technical Field 5 This imVEUS0020796 _
rel ates to conmuni cati on network apparatus such as is used to, Ii g 200"
t oget her information handling systens or conputers of various tyz EE@B
capabilities and to conmponents of such apparatus. In particular, this

i nvention rel aNETWORK SWHGCHLISING NESPAOCRKPROCESSPRAND METHODS i n
assenbl i ng such apparatus. This invention relates to an inproved and

mul ti - funct TeshhidalFéldace 10 devi ce and the conbination of that device

with other elenents to provide a nedia speed network switch. The invention
also relates to nethods of operating such apparatus which inprove the data

fl ow gandl i ng ca 1L Vs ] Q rt 15 ‘The

descr ?pt i on whi cﬂﬂi& o'}‘}’%ﬁ%%@%{%gé?@%ﬁﬁ@?ﬁ%5%@9'5%&%@“%3&@“ as 1s used
conmmuni cat i tlinkutehethet ifesmatioh handiig systerfedr computdls ©f VaHBUS dge’Nsnd
net wor ks. Iga%i L cul ar, the description presupposes fam liarity with the

| SO model  off 5 apd dgi eUppanentsHRicsuch @pgasatist wor Rartipdarthisninvantion

| ayers. A tjdphieal i U : k
. Layer 1 (al )sggétggntgf% %&?dﬁgﬁﬁhﬁ@d&ggﬁdﬂa%&ﬁgﬁ%@ﬁgp &%?é%ﬁ%@?%ﬁ@ or
medi a t hr ougppatatesh shhisanvendion relates douamampsovdd andmiltifenctiohal htefaced
so fQrth to ., T ent honed bei ng. t | ayer of appljcations
o og G ngOPUERARg 0 BraRpiPEP IR AEAE! WlepiPe SEent: trmRvice piadie
document, nepéed metkorklswitch. aMiesinvémtidrhaisd rekatesdsdmbmotsidtopttatirgy biéh
correspondi ng | ayer of a network archjtecture. . The disclosure also
presupposes? ?rﬁﬁ%w@mmnmu%ﬂ"ﬁ aﬁ'@i angd|ling capability of Retwerkswitgbest s and
frames in such network communi cation. In today's networked world, band dth *
Is a critical resource. Increasing 30 nefinrork traffic, driven by the
| nt er net anBackgeourd@rli ng applications, is straining the capaci ty of
netvvq(§k i nfrastructures. To keep pace) organizations are |ooking for better
t echnol ogi es and net hodol ogi es to support and manage traffic growh and the

WO 01/ 171?9 2 cofher deseriptioh whichefollows gerésuppdsés AFRWISAIY of Aok data
dramatic increase . n, network traf]fi c can be attributed to the popularity of

the Inter n_eF?mQ“QT'%WQ‘E ABESYH ?%r?(‘)"_pe relless A% §ISPAf Br Rueh Giommuaicatienyi ng
- 5 applicati aggvork§e In phAichftr, etscriplidh pi'éﬁj;ﬁ:)&%@%lﬁfﬁaﬂfy%ﬁmth'eqso odel
e-commer ce, has placed a sonetimes insupportable [oad on'network backbones.
It is also phaetwery architecture which divides network operation into layers. A typical
20 architecture based upon the ISO model extends from Layer 1 (also sometimes
identified as “L.1") being the physical pathway or media through which signals are
passed upwards through Layers 2, 3, 4 and so forth to Layer 7, the last mentioned
being the layer of applications programming running on a computer system linked
to the network. In this document, mention of L1, L2 and so forth is intended to refer
25 to the corresponding layer of a network architecture. The disclosure also
presupposes a fundamental understanding of bit strings known as packets and

~ frames in such network communication.

In today’s networked 'world. bandwidth is a critical resource. Increasing

30 network traffic, driven' by the Internet and other emerging applications, is straining
the capacity of network infrastructures. To keep pace, organizations are looking for-

better technologies and methodologies to support and manage traffic growth and the.
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nost inportant cause of increased data traffic volunes that exceed voice
traffic for the first tine. The grow ng denmands of renpte acg

appl i cati oMe,01AMIPudi ng e mai |, dat abase access) and file tPrférzésfog?mggre _
further straining networks. 10 The convergence of voice and data lFEEB %U‘r
alarge role in defining tonorrow s net wér k envi r onnent . Current y

transm ssion of data over Internet protocol (IP) networks is free. Because
voi ce comuonvergencs ofiwbicensittudala.y fol | ow t he path of | owest cost, voice

will inevitably converge with data. Technol ogi es such as Voice = 1.5 over

| P (Vol P), Voice over ATM (VoATM, and Voice over Frame Relay (VoFR) are -

cost-effective EFbHQ?’@.%Irb#%ﬁc'l&féﬁ%élnmm@kn@mmdMe attrﬁhmmwthe@opalamy
mgration to these technol ogi es possible, the mdusw;ci/ ags to_ensure.
qual ity ofofsma/mierq&gos)gnownwie@é fonfemRleARTeRs RIVABaLAR, BdidPetaing o

rangfer OuBbids' | AR nffifiel Bldifer Wiy g dpRBNe GOAM i el GimARice! had 96

further co enwronrrent’ l'egislation wll rei nforce a
synbi otic pl@o@ﬂla)mhennmtmeappartable/tmadearpneimdobamboaam dds alspihe single he

O Dot useef hairaged A BB B i B ot
avai | abl e, yfoqn% G VeThEYrbwing SEERAS of i¢mé @uce8s apglicationsiinuding e-

sof tware, organizations mand “sol utions that allowthemto migrate to new
t echnol ogi emilvdatahaseiasscass: ang filentransfenare fitths StrainihaeWarksn nat i ng
network bottl enecks continues to be a top priority for service ;:

pr0\7 ders. Routers are often the source of these bottl enecks. However,

net wor k PCT NSOOITZ@&ﬁw%@g@mﬁg@mimnddagemrmayalar@e iindefining oS tOWs a

Bandw dt h bl d d K
Today, - mnBEAURRRRIORRENt WA RS e BLoE odoan L e B ()
recogni zi n%ert\pbfksdibfﬁéé“Eé&aus-@‘%lcérdbnﬁMbﬁicaﬂorﬁs)wﬂlehmrdﬂyrfbﬂowaherpath of

‘technol ogi es"to .nanagé bandw dt h resources nore e_k i ent ¥ and to \grow de
t he advanctaivesit costeveiceesi)l inevitablycenuesae with-data, ke @5&9‘&91 sugh s Yaice |

bal d8ci ng, 6P QUPIETR YOIl A ((EATIN RF oRg W‘eﬁm@%@ﬁ“’m
cost-effective alternatives. |n thlS changmg market However to make mlgratlon to

. these technologies possible, the industry has to ensure quality of servuce (QoS) for

voice and determine how to charge for voice transfer over data lines. The
Telecommunications Deregulatlon Act of 1996 further cor_nphcates this env1_ronment.

20 This legislation will reinforce a symbiotic relationship between the voice protocbl of

choice, ATM, and the data protocol of choice, IP.

lntegrating legacy systems is also a crucial concern for organizations as new

products ‘and capabilities become available. To preserve their investments in

25 existing equipment and software, organizations demand solutions that allow them to
- migrate to new technologiés without disrupting their current operations.

Eliminating network bottlenecks continues to be a top priority for service

providers. '_Route'rs- are bften/the source of these bottienecks. However, network

30 congestion in geheral is often misdiagnosed as a bandwidth problem and is
addressed by seeking higher-bandwidth solutions.  Today, manufacturers are



l:or renote access applications, performance, bandw dt h-on-demand, security, -

and aut henti nk as top priorities. The demand for integration of
QoS and CoS, ﬁ@r# ngrégfed voi ce handling, and nore sophisticate eQfy2078¢

solutions will 10 al so shape the designs of, future renote accessZ@tﬁ\EBQUUlt

switches. Further, renpote access wl|l have3to acconmodat e an i ncreasi ng

i . ' AW h | S T1, E1, OC-3 th h OC-48)
Cable. and' xtesSqhiARahY Ty THevaemias ssDetvRTk nreepseon decinalodies to
processor (hemanagebaadikithiresastcas n@&gﬁéméifhlﬁ’w afd té.&&ﬂaéﬁﬂﬂ%r@gegfd% o

~cormmuni cations integrated circuit capable of perfornng one or
fol | owi ng fufEIViIess atpdiskeneeg, that are cemmenly found imtouters mpdanetaoledpplizatish on

ot ot ng SETNETSL IRke ERIAR IRIONE o BT i SERSIT rSRald Goury:
exanpl 8, " updandngeb Idachinge-to-l ive field in the header for IP) Queue/policy

managenment- reflects the design strategy for packet queuing, de-queuing,
“and scheduling of packets for specific applications Packet forwarding --

O e s

or routing the packet to the appropflate address
i s an accur afeculycangauthenitatiansabkas tof prinrities SThef deraahd fovRstegtationfofldoS

tenti al i AL &i its.of NPs are yet.to be realjzed. Network -
P ocessors. canicep.ERedBieiIER Helafio, ArdaRpt SRty Balis anrri SaupBa b0
range16f apphlsoashapestheydedidravoffatue ramotd é;_tﬁ:_efs@ﬁbﬁvd?k%Wit@Héé.ngﬁﬁé’r',? bife
software to be execyted in hardware In addition, NPs can provide spee

i npr ovenent sBERRSUWH havetp ascommodateaningeasing nomber of Nﬂ)@ialm?i_iums. such
architectureg resd ] ' ' PqLe) pel i ne _
processi ng degi'g%?.! ?i'fieﬁs)g @%;ﬁ%{ﬂﬁ g?{%ﬁd&%%ﬁg%@% gﬁ)g% Sear ch engi nes,
I ncrease throughput) and provide rapid execution of conplex tasks. -
Industry consultants have defined a network processor (herein also mentioned
15 as an “NP") as a programmable communications integrated circuit capable of

performing one or more of the following functions:

Packet classification - identifying a packet based on known characteristics,
such as address or protocol |
20 Packet modification -- modifying the packet to comply with IP, ATM, or other
protocols (for example, updating _the time-to-live field in the header for IP)
Queue/policy management — reflects the design strategy for packet queuing,
de-queuing, and scheduling of packets for specific applications
Packet forwarding -- transmission and receipt of data over the switch fabric
25 ~ and forwarding or routing the packet to the appropriate address

Although this definition is an accurate descfiption ofthe basic features of early

NPs, the full botential capabilities and benefits of NPs are yet to be realized.

Network processors can increase bandwidth and solve latency problems in a broad

30 ~ range of applications by allowing networking tasks previously handled in software to
be executedin hardWare. In addition, NPs can provide speed improvements through
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5 Network processors are expected to becone the fundanental network

bui Il ding bl ock for networks in the sane fashion that CPUs are for PCs.

Typi cal Cap%él‘/%{lﬁs offered by an NP are real -time processi pernsemende Y,
store and forwar switch fabric, and I P packet handling and le rquEt 2004
capabilities. NPs target |SO |ayer two thgough five and are desfg B)
optim ze network-specific tasks. 10 The processor-nodel NP incorporates

mul tiple ge o] r b I

Furni hg to thetefiileB) SHR AT ERIAIe] ARABRRRFERoRing 28I pipstRe, pRicssghE
accorrrmdatedelscgrge mhesetlcapjajmlmad cast erdblecefficiertasaatsh, engines, increase
processor- del g | ows djstrihuted roc SSi ng%&t }(ovver | evel s of

i ntegration h@“@hBP AN RIQVide SRR ?’WFH pom|p| 5 Pity and control .

Pr ogr ammabi | | ty can enabl-e easy mgrati on to new protocol s and

t echnol ogi es, wi thout requiring new ASIC designs. Wth processor-nodel NPs,
NEVs Henefit frorNeteodc grocessorsfaie dexnestach§e neeeame thesfundamentab nehwerk

| nvent 1 on | SUIG PR IOCALEE k88, shiR TaotiRn (BE, BPURYER B O Typleal

comuni cat i Qapastivies bffekdd-by bA Nﬁlaﬁsbfeal-mhapmcegsmgppewnty,aqiam and farward, a

f tential d ds whi | t he I ta -
being 25 F?@r%‘wb?ae@é?%ﬁ.lépmw?@ g a0 et e n e IR eV el

assermbl ages i AT and Wl S5LIGRERISobTALTAWIRL gbeaﬂcpésmgrocesa ng

units involve data handli ng.than has been the case

"herettf ore. Anot her purpose is to provide an interface device or network

es the 3 b
Dl U el ity of sub. NEERpepER” AeiSie i RAPABE RIS Qeilert) fuBbs BRodkspors.
to provide gl sbdciligeddic s Iletfsareihrﬁnrl@tﬁtﬂﬂsﬂé@@ntsp‘m\adescallabte flexiblede

| ayer 2, |ayer | ayer and [ayer - s. The interface dev used as'
a )s/t andal on)elsoé'-éﬂ‘-'tﬂsltbﬁt ﬁ?'bﬁpﬁﬁfﬁﬁ‘ogaﬁ £RaNge.PA E'B'l‘eh(:QBQtS“IC’IS £ egetb\?é%

group sw tc\'&ro dd?trﬁé&élwpcélﬁq/ssé’ikfiwu@éb Ib?ébés@ir@aﬁ IéW@khI%Velsedﬁlntéﬁratuon

capability group switch or sca further u rd in capability by
coopetfat i on pmwﬂlrm mgherdhrm@hbubﬂexlbdmwom&io mgfgmmal@zhw.qa@te IRaSYof

th t
swi toni ng. 1 ADIErRUNTLR hEw B PbEOR il eBARAIBISS: yHABR Uit dnd As[denbhs.
i denti fi abl anstHpressseor-hoddl BRspNEMsbemefit foomireducephaoairefindabledanginéerag

. addresses, the sw tchi ng Hatb“ EP'devk e having an input port and an out put

port for datCosts 80F {MR

Bht r ol poi nt processor and a plurality
of interface devices operati ver connected to the switching fabric device
and to the control point processor, each of the interface devices having a
sem cfhduct disslesurepithednyentian; ty of interface processors formed on the
substrat'e, the nunber of the processors being at |east five; internal
instruction nmenory fornmed on the substrate and storing instructions
accessi bly to theOnetpargasecofithisdeseantios ISd@pm\ﬂé@rﬁr%ﬁaﬂfgﬂﬁﬁwl@h&fﬁm?%ﬁafor

passing through the device acc ssib

Dl aral [ty ofSiBA SeEsampOrALoT Devak Siotfi Bkl S A g sEpagH BRI fes
the input/ oubRifangedf pofetitaesérnands hmnd&hprovwgme speied abhiaedliag ofidata being
menory; at |east two other of the |gsp out Igorts exch n%pdgﬂdat q?'
passii/é) t hr JiRpsfered; diis PHEROSA S P iding craP %@f@ﬁ) TRETRAges
di rection ofg, a | ofPpidtlesBIhGC@ftPnvolved a
cooper ati ng % CAmPRASHe: Wﬂi?ﬁé‘@?ﬁ%ﬁmxfﬁ?ﬁ%@. T he (Rstruet ) on
nmenory i nst rgreatemmmonntf data bandindihantas been theeass beedefore. in directing
t he exchange of data between the data exchange i nput/output ports and the
flow of data through the data nmenory and a plurality of the interface

devi ces' bei ng opeAAbihee biirsceris ¢ providd bndmtelfacé device mmétwarldpmdelssbr oet s
of the switching fabric device. Accor di ng Cgo a second aspect, of

i nvend@on, tiBENE beingruseddintershangsablv WhichoRgiudes @ Piuradiy; of §HPT5r$Qembhes
switching f t

dent 111 ol SPigHfipBELG S SiNeRELEHraE dhd BORRG {PolMuS RRAN ke Shiting of
addresses, the switching fabric device having an input port and an out put
port for data flow therethrough; -a control point processor and an interface
devi ce operatively connected to the switching fabric device and to the
control point processor, the interface device having a sem conductor
substrate; a plurality of interface processors forned on the substrate, the
nunber of the processors being at |east five; internal instruction menory
fornmed on the 2 6 FEB 2004 -Sa



substrate and storing instructions accessibly to the interface processors;
internal data nenory formed on the substrate and storing data passing

t hrough the device accessibly to the interface processors and i

of input/output ports forned on the substrate; at |east one of?@ﬁfg Qﬁm‘
i nput/out put ports connecting the internaf.data menory with external data
nmenory; at | east two other of the input/output ports exchangi ng data

passi ng through the interface device with an external network under the
direction of the interface processors; at |east two other of the

i nput / out puframes that mchdmpdyies Bj lageras, Ilriygh4 apebgyer fit The imeréne ideﬂcbﬁiawbe mséde
interface device d th switchin bri c ice control point

pr ocessor c%%?)é‘iaﬁ‘?"fq ‘Etf‘fmc thvidh‘?ge? ? gt de g\#ﬁﬁp‘%&hty Ag? mQTk E’EO(S‘ptSWétCh an

i nstruct i onint@t&intclicd Sblutich beﬁ@dlhga hﬁgh@f%%lkﬁ‘iaﬁébﬂ‘it@@vdrﬁtg%lfpas‘%ﬁtcﬁro%@a‘iﬁpr S
in directi nggtt he exchange of data between the data éxchange i nput/output
ports and t Fether wpvad Uéla%m*btlﬁYbMQﬁoﬁeﬁ@lwlﬁl wewiiehing fabecieddviag to a third
aspect of the invention, there is provided an apparatus conprising a
control point processor; an interface device operatively connected to the
control point prodessdingada Hasti agpect eﬁdia:hnduti:cbmrthsmbrstpmtzﬂpd anphppagdtiag y
of interface pLOCesso

processors %0@ HEe 2 rs%lggdu%ﬁgvsgz ltCBnggel?ﬂ?u ?s\hée[a lﬂét?ttlf‘%ﬁ ﬁéﬁge‘&dﬁw%ﬁpp&ﬁt?%e

substrate afiemsidertiffupld adidrésdes iooflow BugRUBE Fromn tHe dpparanidt t8rifllARHicRA8RSKRS S;
i nt er nal da a rrelgtglrly fqQrped aon the substrate and storing data a55| nglp
Wy

t hrough t het g (Ul deyics aying iRt Rost rd casewPEt aad

of i nput/ oufnRkkhrBREH; S EQTHTR PoRR r{ﬁg'(?'es%llbﬁf‘dra”‘gFazrali’t%edfelﬁl%l'fa&pﬂe\%est rativel

i nput/ out put ports connecti ng the internal data frenory with ext ernal dat a
menory; at ¢ameeted @ thet gydtchiig fahec idapige Aod tpthe mlltmls peint peorgssoy weh af the
passi ng thr et k. under t he

i roct fon ontfict Mevicly Shufes SEGRMoy bR EpREY B Rl feels0f
cooper at i ngfonmed dnhehel m‘tfstrwacehﬁimumber loy the)qﬂoafegsdrmthmﬁ@et least fisrel imémal
menory instructions to be.exegute the in erface)cﬁgr ocessors in directing

the exchang®® tﬁCtWQtIBCIB(Q’EYV\@éWe H& t bESRR AAE StoTHEL HsBIEHORS aserseidbatrithene

flow of datiatdrfaceygbedshgs,daaa ARAREY faﬂﬁled @ﬁm‘ngt &dth qs‘a@mﬂgvthﬁﬁgﬂ%b n&evﬁaéo
hi gh speed interconnection ports, each of l ogic circuit which

parses a dat°§essthlyimihs rlg@gﬂa,%groggssmstﬁngsa plurabity af H’@Pt/@‘ﬁp‘d marﬁ@lfemd o1y thsf
portions eagiBstha¥. A9ed3t Hi §

conmuni catin SWI th te et oet(?fcthc cg/loﬂtpv\fl?&h éog?iédetlﬁgztgésdgggﬂe ? poa?l on
of the dat adaia megmery;at !ﬂasirtaflol atherof thehapwtédwpw porte nxdanging daiatplassmhmthrough
serializes f n a e h nnel.s .bei ng
equal to t htglgdm%ﬁgé (%R,%Igrglg %’gr ? %e(%lﬁaz r’gg glg(ngﬂo%}b&he&r C;ttlr?ﬁe elrﬁ@rface
associ at ed pocdssaacthe abntrblepgint predessar ¢0dpa&tmg withethd dhterfade Mealﬁgdloadmg
deserializer el s and which

recei ves sefiCal hedlgftg&?]tomogxgofyr ’a\ﬁ&@u fiatbﬁe?g‘&f‘HF‘? & Etﬁﬁﬁgt%?fg%et BYOSEssPiselngat a

streamto mmaﬂg &Iel emhafgel‘éftaatasc)ewedaaha bhiglex @O ipubButpft ForfsOinittie ASRECt
re i's provided an apparat us corrpr|5| ng a first network

of the |nveH§1\A

processor 4 ﬂ‘%ﬂﬁlg iheidata memary aad)a plusmity of thedinjsafepe deviess bsing aperatively
processor h@yinde@ithRadPahP Ripht ANFnRnRPNHs dRiR RARingTeha &opaect or
systeminterconnecting the first network processor ancli1 e second network
processor, the connector systemincluding first and second nodul es with
each one having t L€ p th of th rst ne vvork
processor and th?‘%ggddﬁ t(?lé &!6 octe((';sifs{cl)ﬂrIg lgf’?'n 5 ’fso‘&rlpf"'re‘ii %SBJ\PB?

each one haamnmlsmgyeselﬁtoutmg mwltnhmg tfatatici deva:e[dilébhm@ﬂdi’ta @fboubé té tHeSdppﬁlatuBOr k

processor d t.he net wor i rst conductqr ecting
PheCoer: o o0 i RBE EafRsesh Tt GREERE, Eondembralls teented Suttesses
i nput on onge QWlkh&gnMﬁbe@ev@@ hin©MNinpufl @oftf add @n fdutSit pot VOY Hata flow

processor; second conductor, connecting the serial output on one of

modul es on tRefsthimigh; @eopirehpeinkprosessen andnuintesface rdew@e operatively L@D@@Ctﬂd tphe
DOMN si de § 0 in
the sor |l tae o Bbfle MELEaha B BEER3061 AR odeild Y SRR eu AR .
with the seriealiconipotor substrate; atpheahtymﬂ urhterface prb&sﬁbﬁk/\fbrmwe)nahe mltstrstepthld

nodul e. Accor fifth.as t he, i ntion, there i V|d d a
ot hod comiVPLiengr HiaPtopesstrd REHRCH POt Ayeninleial THition S tHit

i nput port of an interface device; conmunicating the inbound data flow
through a plurality of interface processors enbedded in the interface
device; partitioning the inbound data flowinto a first portion to be
redirected by a switching fabric device and a second portion to be
tenporarlly stored apart fron1the smntchlng fabrlc deV|ce dlrectlng t he

b o -

v o



Figure 14 shows a flowhart for the Fixed Match (FM search algorithm WO
01117179 PCT/ US00/ 20796 6 2 6 FEB 200 Figure 15 shows flows illustrating
Data Structure without using a Direct Table and with using a D t _Tabl e.
Figure 16 shows a bl ock di agram of a switching systens such as é’eﬁczﬁ‘rﬁ B 2004
Figure 17 shows a bl ock diagramof a CP.sg.Figure 18 shows a bl ock di agram
of the single chip Network Processor highlighting function in the EDS-UP,
EDS DOMWN and the EPC. Modde(s) for Carrying Qut the Invention 10 Wile the
present inventions will be described nore fully hereinafter with reference

to the accosubatryte rpddstating gﬁsxrubﬁilonehhcchssmlysftermednermm prozetsor finfehral plakasent
i nventions are shown o) be der.st od at thﬁ{ou set .of the

tO , 1t i SW% .
descri pti on™{®PBh OPBqu anthe subptrate ﬁgn’& %tRPPer“}gnt élﬁfp‘ilQYb“rel eSO ray
modi fy the fhaygRith ohesrs@rsdaeacdr pllaeﬁiu%f hﬁau%l'ltbht Bty R¥h8d oh hﬁe &e%&aebbte

results of the inventions. 16 According description which lows is
to be underisssode eﬁtmenmy/caltmtt pads cm@@tnngwtgl}e dmtgmlab@‘ma megiory @tl@obxmnqjda@ons

of skill r‘lmgﬂp RP egﬁr otféh%ﬂlﬁﬁqug'@cbu e%gﬁdén:%% cpa?a{.'g%sgﬁgf ffoRgH the

i nventi ons ar a us els s
f unct i oni nginteofa2® dewbemtbrumemctterddsiet\manonm lhg rdinepticne thh eterfagpopregmbas;such

The. appar at HacCAR G dm e ganuBiepe domolthag 3 el Spelisharargesion

har dwar e. Ggdtivaérthk GhteEfa & dévlikfé 21NBE SiwitchiAg EatR SR tHeWonHEBKJiRPpBEessOr
wor kgroup switch aggregation and while others are targeted as core backbone

swit ches. 2Poppiating Hith;the ﬂIUeréaceschwP&e/ lppding pbe e instrycsiop sreppry nn%wctlons

interface eagiq?

library r ugﬁyﬂng&ggﬁtg@ggnt rﬁt&g%ig t, ai*égga%ﬁgg?@ﬁs?ﬁ%%g@scrl ed eI se ere
inthis docdatecﬂchaﬂ'geempuﬂcambla@ertslendﬁleﬂmwmfedamﬁlkowhdhedatmmwwm;yst emis a
hi gh performance frame forwardi ng engi ne 30 designed for parsing and
translation of L2, L3, and L4+ protocol headers. This allows protocols to

be switched at gr&edoedingpeedshirdiaspeot birtitbnvixtventidd)etherst iergracided an apparatus
comprising a control point processor; an interface device operatively connected to the
control point processor and having a semiconductor substrate; a plurality of interface
processors formed on the substrate, the number of the processors being at least five;
internal instruction memory formed on the substrate and storing instructions accessibly to
the interface processors; internal data memory formed on the substrate and storing data
passing through the device accessibly to the interface processors and a plurality of
input/output ports formed on the substrate; at least one of the input/output ports
connecting the internal data memory with external data memory; at least two other of the
input/output ports exchanging data passing through the interface device with an external
network under the direction of the interface processors; the control point processor
cooperating with the interface device by loading into the instruction memory instructions
to be executed by the interface processors in directing the exchange of data between the
data exchange input/output ports and the flow of data through the data memory and the
interface device having two high speed interconnection ports, each of which has a logic
circuit which parses a data stream presented as N bits in parallel into a plurality of
portions each having n bits, where n is a fraction of N; a serializer communicating with
the logic circuit which serializes each parsed portion of the data stream; a plurality of
channels communicating with the serializer and transferring data streams, the number of
the channels being equal to the number of parsed portions and one of the channels being

associated with each of the parsed portions of the data stream and a deserializer
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subsystem provi des a fast-path through the box while the software library
and control point processor provide nanagenent and route , discovery

functions needed to maintain the fast-path: The control point C I d
the software library running thereon toggther define the ContrzBFEmz(@})

of the 5 system The CP is where the actual bridging and routing protocols
such as Transparent Bridging and OSPF are run. It can also be referred to
as the slowpath of the system Wile the apparatus here disclosed supports
mul ti - | ayercdhanusicatinggwith the dhanthi@rnad iwhickretdicR Rl daR Rbeathsl Zafdried
swtch and that is its default de of operatiqgn in the sinplest form

di scl osed. BEEHIOL ang;restorss the datg siregmto prosgniation,asiN bitain ptplle) any devi ce
to communicate with any other device. The apparatus is configurable at L2
all ow ng system adm ni strators the ability to configure features such as;
groupi ng ports i nhercosdipartetacfoyheispect of the umvention,otheiegisr pragided ranuapipatatiy 15

(ULAN) seg . i)t o._contral .broa t,and nul ti traffjc.
Thi's oar anicautisila it Eftork Brds8iieh Bk SRAF Shua it B b0 085 gl
admi ni st r atsecordhaeiairk i frycdssorchaving uheUR3d4to rpstti dndga OWN Wata gatdf add®aand

| PX traffic usi n(?rthe sane hardware b(—ig,i ng used for L2 and at the sane
speed. SecdWHReqiPr Sysieny ttereonperiing dhey gy nefwpikgprogesspr and thy, seqoad (ngtwork

I nt er connegirogRsaitheltdhhebitagsteh ihSluliig TRASIG sBcRAATHOIIIBNGEh Bichl MR Ha

time. Third, it _sinplifies of conbi nes the managenent of L21L3 service for
a bui | di ng 4 BRrE Suljuh dpeunies iy afUR: pathr off theHingtnetyork propesser dod thalseeonddded
features w | QF . I NSk : iljty to
nsei an i £ 1Sser brotasle A bid3bu 0sRY RIETAE AT haAER Skl il BRubl
appl i cat i ons add@Wié pathrdf thk Bpstnetiverk procedsorahdithe ssvond geiaronk grovessusyt & firsthe
apparatus is_designed to be a nodular, unit usi,ng an .interface devic r

net wor k prdC 8@%%?’?0051“6%%% ﬁgggln?m?mrf 05‘718?&}? @BE?IS%QP té‘?/\/liﬁ’cﬂﬁﬁd" I&‘a@‘Fi c
devi ce as isedalf inpotasreoh@bf thei hodules b aekDOWKaidedetht de sbevbkepBEdtiay abl y
provi des L2l L3l L4+ 30 fast '-Egat h forwardi ng services while the provi des

t he managerEFNILRaEG0R congpding he serial AEipb PR oRcetiiba mastulesion the HB side with
fast-path. ifihaec@st inpelonSie 609 niclds Con tHODTVA? li?ig ﬁGEMSQ&gﬁ@%%ﬁn&kG F

E B 200g device is used when nore than two interface device subsystens are
tied toget HEpcessosand g thid sondugterctennectingithe serind wutput onythd ethes moidslel austbe i n

ppparatus 1ar o oL PRUACALE, OB e, b Fom bl RERLICE LB PO ide 0

ant i ci pat edfthe dseormbwedileed using printed circuit board el enents al so here
mentioned as "blades". The printed. circuit board el enents have circuit
el enents nounted thereon and are received in connectors provided in

According to a fifth aspect of the invention, there is provided a method
comprising the steps of receiving a data flow inbound through an input port of an
interface device; communicating the inbound data flow through a plurality of interface
processors embedded in the interface device; partitioning the inbound data flow into a
first portion to be redirected by a switching fabric device and a second portion to be
temporarily stored apart from the switching fabric device; directing the first portion to the
switching fabric device and the second portion to a memory element positioned outside of
the switching fabric device; receiving the first portion at an interface processor as a data
flow outbound from the switching fabric device; recombining the first and second
portions and directing the recombined data flow outbound through an output port whose
identity is being determined by analyzing the second portion in accordance with the

execution of instructions by the interface processors.



apparatus housings. Simlar devices are al so know as "option cards". The 10
appar atus contenpl ates that bl ades can be exchanged anong varying chassis
or housings, provided that appropriate connectors and backpl ane gl ectri cal
connections are provided. The basic conponent found on all blad Bi EgaB 2[][]4
carrier subsystem Starting with the cacgper subsystem three types o

bl ades can be produced. The first type is a CP only Bl ade, which consists
of a carrier subsystemand a CP subsystem 15 The primary use of a CP only
bl ade is for a product where redundancy is the primary concern. . The
second t ypeBrisf BescPipltiodi of th¢ Daswingei ch consists of a carrier subsystem a
CP subsystem) and 1-to-3 nedia subsystens. The primary use of a CP+Medi a

bl ade is a product where port density is deenmed nore inportant than
redundancy. The t$urhélof ¥HRSurSOS k hawhi us | i ar
subsystem 20 and 1-to-4 rrg’&‘.h? gsu%fgglg?%‘?gﬁgﬁ'r?gmn%gegﬁgtla%g’eéﬁce:%nwmb@%ﬂe in
any chassi sthadgsaription preceeds, when aksn i wonrsetion sdthi the @oermppoy gl drawBlgsdia
managenment whih. i nvol ve fault detection, power management, new device
detection, initialization, and configuration. This managenent will be done
25 using various registers, 11O signals) and a guided cell interface that

is used to ni.cat e ,be en t CP._ and carr.i er subsystens.  However,
unli ke the lg%é si Séloyvﬁérbgocg‘\(l)@%gr%%q‘é’f m’p‘flgeégﬁﬁﬁﬁ‘ﬁ?eem(fé?%ra NP SHIBVSAUeR- al |
bl ades. Th@igmumsmfwspmminlﬂoimec}ﬂp&nds on the type of blade. Wen
the CP subsFystem xists on a blade both the CP and carrier subsystens are
pr ogr anmab| THgUreHé ugh3d shoyes the intesfage devies ntgreonpeateratitheotber campanents

indirectly i i@drah s&ﬁ@m%ﬁﬁ%&fati&&ébsys'[ em WO 01/17179 PCTI USO0I 20796 26 F
E B 200g In higher CapabilitTy products there also exists a Swtch Bl ade

whi ch cont diigare Btsbowathecthiow gnd pocessingenfian encapbslget @uidedimnmmeanagenent  of

this bl ade gy i i on) wer, mapagenment) new devi ce

det ection) pa?%&djeﬁnslﬂ%g%g;ﬁ?ez%@é%q%%?ngnﬁfggﬁgﬁﬁwl %Hlflerdg%%mﬁone usi ng vari ous
regi st ers diigurk/SGhewg genhesaliedtformadt forleGuidpp€dll5 i nto the CP subsystem In
its sinplest for a swtch r at 0 | ated by this invention has a
control poﬁgurﬁpgbgggg}e;ftogﬁgafgﬁﬂa ?"r“glr@gi‘ﬁgg?aé‘@noperati vely connected to
t he cont r olFigat Mtshpwe aRsfanhat (6F Bk @oakelaorand as here di scl osed) the

interface Vi cg ilal sg known 10 as_a network processor) is a unitary Very
Lar ge Scal é'8Hf grave&ommand)Cantrof Infermpdipndermet. chi p whi ch has a

sem conductp_q»émggQﬁ@,@,g%@dre@si%ﬂ{ﬁhﬁ&t%nq{(){&g&erface processors fornmed on the

substrate; internal instructron menory fornmed on said substrate and storing
i nst ruct i ofdgwe dBskews (FenesalFroam ofiSonchiceAgdssissors; i nternal data menory

formed on g, yPshéal Sufl: Auaichaite 48k PASRLAY hrough the device

accessi bly f
Figure 12A shows a block diagram of the Embedded Processor Complex.

Figure 12B shows a schematic of the Embedded Processors.

Figure 12C shows a structure for a GxH Processor.

Figure 13 shows a block diagram of the memory complex.

Figure 14 shows a flowchart for the Fixed Match (FM) search algorithm.



!

15 the interface processors; and a plurality of input/output ports. The
I nterface processors are also sonetines herein identified as picoprocessors

tor processi ngoonitis9y The ports provided include at | east one WUNUSN0/20796
‘connecting the internal data nmenory with external data nenory ggj'%é | east

‘plurality of asse

W

two ot her ports exchangi ng data passing thgough the interface BMZUBI}
an external network under the direction of 2D the interface processors. The
control poi g ngermsrs%% fYBvH‘thBﬁaﬂrrﬁﬁ Biata Strughire GAtHRt LSRG 'DirkBt PabiBsand
i nstruction instructions to be executed by the intérface processors
in directi ngNlthrBSlawomQMQGt dablgat a bet ween the data exchange i nput/out put

roceseor ndrguts $8RheRR T blogililahl S AR oM e o 0 Bt

assenbl | es_iFlgarey eholk d BldcRaagraneoed CEUr ther . {he networ k processor
here di scl osed is deened have within its elements here descri bed ot her

and f W@t her EIQU@]ﬂﬁéh@Wﬁcﬁ bl%k@'ﬁQ!ﬁWOfdh§(ﬁ!29i%Gh'P§deMthPéoqes§96h§ hlighfing: k

di agram f or 'dig!rbh s substrate 10 and a
fhnﬁ 'Jilrseﬂ"fr{rabaflg|Bes(318?!SI rat C”te sﬁtrate The sub WO

01117179 PCT/ USOOI 20796 2 6 FEB 2004 10 assenblies are arranged |nto an

Upsi de configur.ati onfl uration. As used herein, "Upside"
refers to d the%%gfoi’%f m@&hﬂ?ﬁ to the apparatus here

di scl osed, while "Downside" refers to data out bound fromthe apparatus to a
net wor k servi cedA‘é\;/ t he apparat us: The data flow follows the 5 respective

confiHrations hesppsent dnventiens will hendeperings mere fyllyoherginafter with

T

(PPM UP)  14)pr@sihtimventionsvareshdh, (iS5 bie)uritiirstBpd tat the autsef afttbe (dBISE)iptih
Data Al S | k A ASL ta Al S | . B,

2. A datn PG fellpWanathatsets alKibRdhe Rfoia Arsahey mosk Sisin|ghives
Patent Appl ikére! Rssibed '\Whllé’%tﬁl:’*gcﬂ@&lﬁg |tﬁéi falordble L@Bfs adTd tientinvdritidns.

"Hi gh Speed Parallel/Serial Link fo Communj cation”. \Wile the
prefethed fohesrdinghy the mmrpyomwmrah éoliqmmtoohe redersiped pshaing adarogd.

DASL 1ink) t{agchi ﬁagtrowﬁgﬁeg&d@fﬁﬁgahab??km hathaébsrogtrarer@n fa r1d AbSaday

be enpl oyed to0 aclti eve re data flow rates articu

t he data f| dimitib§ upom thespnersenementlcma ng within the VLSI structure. The
sub-assenblies in the downside include DASL-A 26) DASL-B 28) SIF 30, ;a
SDM DN 32, EDS-DN 34, and PPM DN 36. The chip also includes a plurality of

i nternal S-RAM s, Appafdtus datlosetieioteeris4@calabied Emdeddpdbler of eimatiofingpltex
20 interconnectdesktop or workgroup ewitches aggregate such switches into a network
backbone, and provide backbone switching services. The apparatus can support
Layer 2, Layer 3, and Layer 4+ forwarding in hardware Certain forms of the
apparatus are designed for desktop or workgroup switch aggregation and while
others are targeted as core backbone switches.

25 _
The archite_cture used for the apparatus ts based on an interface device or
network processor hardware subsystem and a software library running on a control
~ point, all as more fully described elsewhere in this document. The interface device
or network processor subsystem is a high performance frame forwarding engine
30 designed for parsing and translation of L2, L3, and L4+ protocol headers. This
allows protocols to be s'witched at greater speeds using hardware. The interface
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20 (EPC) 12. An interface device 38 is coupled by respective DMJ Busses to
PW 14 and Pﬁ %nterface 38 could be any suitable L1 ci rcwtr%’ such as
et her net Phy5|ca ZNET PHY), ATM Franer, etc. The type of i ME/¥eR
dictated in part by the network nmedia to V\2ICh the chip is conng %2004 :
plurality of external DRAMs and S-RAM arée avail abl e for use by the

for networks in which the general data

25 Wil e her&e b b% di scl oseg
f1 ow outsi de ?‘ﬁ‘gé tf‘g %’\RP‘F%WE& §WEWPY'HSS@J@§'C@h|tBT%@'@ba bdxmlm[;?h
| ect | cihedsuftvea |
o oot L nvent omears friall 30dtdiol IR albbEsdr bkt fanoMEhO Bl Toute™
t her eof her ed'ﬁq?%\(ﬁf&isfléﬂcﬁ@[}s Beeded tosmaintaindhefastipatls The icontr inBprodekor By

1Y O 0 | A BB B R S B0 e e ot Fosmusom e 1
26 FEB 2osystemdu i R4S et e E61aP 9Pl B0 ORI £ e

Ger mani um t woul d result in a capabil

el ements her Hé@@%/rﬁgf'qg'm%éwps:ﬁf arepiune ltccan alsq hbreierrwémasilwblow-path
t echnol ogy. i@tﬁggygfgmately enpl oyed, the radio frequency el enents can, by
person of appropriate skill in the applicable arts, be 5 integrated into
the VLSI structures here disclosed. Alternatively, radio frequency or

otherwi se wirele sponse devi ces such s i.nfrared responsi ve devi ces can
be nounted on a ;\M‘dl tﬂi’% HFRRANAIUS ﬁ%’ﬁeﬁt F’es‘dﬁwsowpﬂ%yedcfﬂ%edlag in

swi t ct0 apparterdware ¢f &an Wisdopérats 88 uetdmy Kw&é’ﬁfaﬁm‘th?: it 8eAIUICOHD gah&"’
ra

the general flow of data wthin the Interface device nmes receive
an Et her net GHREALQR ipthecsimnlestifene disglosedt £ashaost willbeand lrnp a $ingERBEN

These frane stem cont roI
GQui ded Fr arr?s“%gﬁn dﬁmlg%e’ggto tﬁﬂnﬁﬂ&f&a{lgl gureP? &“%ggﬁ Bﬁ%aﬁp@? rgjus

prot ocol pr mﬁgurableaqjam allafingsykieng admlmlstratord\ltferamlft? tb topfigatd féatlﬁﬂéﬁl
). In an 15 ¢ p ten ot Qco gr cessor ure 12B), two of the
ten protocol® S oce@@ B"!%Bm%% ?éPP?E\"ﬁ AR, pr HH |9ﬂj‘ﬁ@dr'ﬂ@d/'W%lrie%N
(t he 1@ner i (VCAN)rstigniiemntd)| errtwrs%nﬁanbr@a@cés%nmdlf%mtr'a%up Data in

Control Menory (the Generic Tree Handler or GIH). shown 1 n Figure 12A)
the EPC al so contains a di spatcher which matches new frames with idle

_processors, a COI‘M@%%MQ'&@{Y&?&&:@ Hﬁé@ﬁéﬂ Beﬁé’ntg ?Fsts?tqgﬁw{é?%vﬂﬁgon

| nstruction rrermgﬁ){ shar ed ten proce sors S5ifrer
Assi st whi cRdgip rmt%%tefam t@pae&gured@tfpmaram mmwuagmupmuqnxname

det th d
Dot o Store iarg e sae Ratduir i HGBESG, £ bl g BBima SHked? sBRgnd i °°°
buf f &0s, a «:empwes themeeyl for wsing extemal noatetsoosntermnhest RIMSES BAldingSwhllar €

Cont r ol i SEb Contr % Ar bi t r ang_ terface, that allows debug
© access to inter %Pgl ﬁ? Pf'&@@c‘ﬁ@?t & SRR Qteru PUB ES"@Q lifigs or Lonthines the
har dwar e comtsarlagﬁraen&f UEMBE@NT@@fo’#@b@EMg iAo & BMA g St tGﬂ@dnéJd? d?—‘ﬂﬁy?q#

e I de

processor as it _becomes avail abl e. \%)eratlons enco in
are execut e®T0Ygdes vallie,added faatyres ht—étfur@@mm&ﬂtﬁﬂa\d§ysanhadmmsmrs

configurati gfe disiigeto &P |f@é}ent-9|‘%ﬁh'r9 iR afibie 16 duibort FHERORS A, Y

MAC or IP entries, are passe
2 applications and network dispatcher for load-balancing among servers.

‘The apparatus is designed to be a modular unit using an interface device or
network processor, a Control Point (CP), and an optional switching fabric device as
its fundamental building blocks. The interface device preferably provides L2/L3/L4+

30 fast-path forwarding services while the CP provides th!e management and route
discovery functions needed to maintain tne fast-path. The optional switching fabric
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Control Menory operations) such as nenory reads and wites. Sonme conmands,
such as M Ry,gqupies reads) require a' response frame to be bpctasens?9s

forwarded to tEe appropriate port on the appropriate Interfacezjsv'ggaégb |
sone cases) the Guided Frane is encoded fgr the Egress side of t It

device. 5 These franes are forwarded to t%e Egress side of the Interface
devi bei i ad- : . .
but | de. any SeFes fled WheliiohedRpR e HiERabo pediRe I SRS afc fieq 1esiner,
next avai | aphg dptiohar switeting dalsiy dévice hiaypbefas: disntpsedaineliSoRah S, 008 848
dat dtoth t | I Wit h S f
Gass 1 cr ianadetoARgs o1 fasvigh ihaenavodile Sttty ABBHIs3s o FlebUf ana

results det i ' arch algorithmand starting Common | nstruction
Address (C %\%Ekékresé\rgﬁgé%drgﬁafgﬁgorithns supported included Fi xed Match Trees

(fixed size patterns requiring exact match, such as Layer 2 Ethernet MAC 15

t abl es), - Longest _prefi x tch Trees [ h t r g
variabl e length cPRRArae I %P&'%‘t?ﬁ%‘lt% Ib%b%\gsrémrg?%fdnagﬂgrﬁi@%gtﬁa@g HI)\/dts'ﬁ%((ﬁ:‘ged
-Trees (two RRI%LEHESISEhEr Mentirdders ‘dladestieTios printeid ciritibcasd elementsdavesed
for filter rules). Lookup is , perfornmed with the aid of the Tree g@ Ci'?\
Engi ne ( TSEpirQait @ementss saaunteshithereos angare Teelvedhin, FoPRREICr RIRY! ggr
The TSE Copr, LT & WEREDhve 2 W ds’ asptithh icardgIr offeol
processor t@gﬁgfﬁiﬁ%u &%é&%fi%%@rﬁrol rérgem?ﬁﬁﬁz(f\ores alﬁlﬁjtabj es, . :
countqy s; amgpatdtas cdatemplateiethabbladee candiexrhangae aBPNERRYRISHASHS ns

among. (o 1 SRUSISBCRRDIELRATaPRp 8 op e R A RoRbERE R IEAROKn RS

Data Store gf?@gj?%aéer . THE DabRt confperient Gopnd oesalb blades: i acamier subsygtent a
buffer (holding up to eight 16 .byte segments qf frane data a scrat ch pad
“data buf f er Starting with theearrier subsystght tflrgeﬁmeé i}@&%ﬁ'ﬁ %a’bge P}%%C‘%ﬁ’;tﬁe ‘ﬂﬁﬁ
some control | SER Ghid icht BRIt 8f AbaRiRS subByRerlard AGR Subsystemnd,
I ngress frar%ﬁigt%‘?gt%c%gbﬁ%%ﬁ?l%elﬁ VLANé-header I nsertion aor overl ay.
Thi s ¢t er atTrenpfimanptiseef 4 GPrody bipde isfor atnsedugtvhareiredunfian@Lis §ie pumsnex,
WO 01/ 17179 - cern. . The second type is a CP+Media Biade, which consists of a carrier
subsystem, a CP subsystem, and 1-to-3 media subsystems. The primary use of a
CP+Media b|ade-'is a product where port density is deemed more important than
redundancy. The third type is a Media Blade, which consists of a carrier subsystem
20 " and 1-to-4 media subsystems. The media blades can be used in any chassis and

the type of media subsystem used is configurable.

Blade management will involve fault detection, power management, new

device detection, initialization, and configuration. This management will be done

25 using various registers, I/O signals, and a guided cell interface that is used to
communicate between the CP and carrier subsystems. However, unlike th_e chassis

there does exist programmable devices and memory on all blades. The amount of
programmability"depends.on the typé of blade. When the CP subsystem exists on

a blade both the CP and carrier subsystems are programmable. The media

30 subsystems are also programmable but only indirectly through the carrier subsystem.



‘PCT/ US00/ 20796 . 2 6 F E B 2004 but rather hardware flags are derived and
iot her i ngreswoi4@y | nterface hardware perfornms the alterations. O her
frame alterations can be acconplished by the picocode and t hePCBUS00RDTIGE

Copr ocessor by nodi fying the frane contentg held in the I ngressol :EE%?U%
5 O her data are gathered and used to buil®d Swi tch Headers and 4
h fabric device. Control dat a

Headers prior to ' s to,the. swt
“include swi tcl’t]ea; nﬁgﬁﬁag p%%éaabénﬁ‘éﬂf%@’%w% SORXISts @ Bwitcle Bidde whidh comeaings
vel | as i nf otheeswitchihg falired&ide f 4 ng,it expedite
frame | ookupf &est | grr)at i on ortgﬁbéloiérirﬁul ti ca@t%ﬁgggmﬁgggg g WWHB\)‘JM&Id
Fﬁress Frane aoH;:t 5?1'%§°Wﬁjdﬁammeﬂh OfB)V déwo&dgt@ﬂ@n?ﬁﬁ%?;ﬁ FAftioRY J‘hffg
e necessar e fra 0 sWtc a rrc an
Sendo thom t o ROERIcH Al b ARG varibla ThBlRBars Ol Slopais et wikbemapped
or der 5romtlﬁl®tImCErm1brsysﬂenprocessors to the 15 switch fabric queues.

Franes fromthe swtch fabric queues are segnented into 64 byte cells with
Frame Header bytes and Switch Header bytes inserted as they are transmtted

to the P sCdim th h b I d
b Egress Dara st e st i, bl b el ahiblaten bRt imentandias .
enqueued to ‘i%"q’_ngm Nqsiéssmoandbnumterfécadevrbe o@@fﬁtl\ﬂé}y éor%égé&?ﬁ)ttﬁg%onfrgl an-

i dl e protoc rformn ookups. Fra
di spa? ched ?é) t pro ocoféfsfag’é%e%ﬁsgﬁ @Sﬁpﬁﬁddﬁg@fﬁ@mﬂwr@@mmo@m

Har dwh® e As@emnetmek caessbn) Bra Uity rol .data
created by tdl} ’? e gllnt?arq‘)acaemgew Cgﬁ{[ﬁ'ﬁgﬁcaﬁlﬁgeénﬁg%}a@ﬁ@g QUi devige
Code 25 instd &Y gf?%ﬁﬁ?%@ss‘%’mcﬂr Ug@féybstra@e a;@émahtysofsmmde bRResS6R
algorithns & Ar n erformed with the
TS% Cloproce erc??@fb r ggreggsﬁaetbp?%ﬁéloﬁgg?%@g?oH&ﬁ‘g ?ﬁ’ Eﬂéa&(rﬁeféﬁﬂ%anm I

Control memStQfinshMskuctiens aﬁ@emmgedhé)ynteﬁac?»@)r&@é&srdﬁé MRERRY dafaPtefiory
whi ch al | ocabpfedBATNY sA6&FRE a?rﬁmélgnng Sa{ dsing throug conpl exes.

mg through the device accessibly to
16 the lnterface processors; and a pIuralrty of inputioutput ports. The interface

processors are also sometimes herein identified as picoprocessors or processing

units. The ports provided include at least one ports connecting the internal data
memory with external data memory and at least two other ports exchanging data
passrng through the interface device with an external network under the direction of
| 20 the interface processors. The control point cooperates with the interface device by
loading into the instruction “memory instructions to be executed by the interface

o processors in directing the exchange of data betweeh the data exchange |
\_._' mput/output ports and the flow of data through the data memory.

| 25 The network ‘processor here disclosed is deemed inventive apart from the
switch assemblies into which it is rncorporated Further, the network processor here

disclosed is deemed to have within its elements here described other and further
inventions not here fully discussed.

30 Figure 1 shows a block diagram for the rnterface device chip that includes

Substrate 10 and a plurahty of sub-assemblies mtegrated on the substrate. The sub-
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accessed through the Data Store Coprocessor. The Data Store Coprocessor
contains a primary data buffer (holding up to eight 16- bytep%e,ﬂggwyg@,gpf
frame dat apo@/gtMat ch pad data buffer (also holding up to eig g?._.ﬁ t
segnents of franme data) and sone control registers for Data St éiﬂﬂ‘f
operations. The 5 result of a successful 1Ioookup contains forwarding -

informati on and, in sone cases, frane alteration inforpation. F .

al t er at i onmssemblies anelarrahged itéaaaru.nﬁed%wa'%}" #IWQ‘&-@BWBS'BE&P@@@“?PPX) |
or decrenent (IP),.|P. Header. Ch r I tih W fwarketoCie
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rags are cpparstisaiel sPHeNEIKeEaVIca i Do RARRORNS. | RO° o8 Y R e
conpl gtion,_ the e | OtHezé s AniUpsider datecfiew smdya
foirp s forreéﬂﬁﬁ&hqﬁghﬁ%@ﬁéggﬁe%%ﬁétcﬁgs% S IgeF ess. .(r;su,e ep$|nd sendj ng._t hem
to the Conmbeivhsideldzita flowherHeosyil-assemblies in t Hpaméa‘gué? ERGUSP& e‘ﬁ-l%‘ﬁ'the
ten protocol processors the EDS.15 > h eyt

i her net _ neBshesbiingier Fahgr WP Hloorie BuliR) AR SOr FPALLIEN R S9REA Data
Bar dvvarfe towéogr_@m%mj_\%cq_a?@s% Wﬁdﬁe?_olﬁaetzmd?ata. Align Berialtldnkah
and’ menr y. (ORSLAPR2ABe0 Datel AlssSariacuE thiltASHE A4 ach OBER Bl Bapaiik &€7°
instruction ste nd interr. ; I ' re®sr. o2 00/830, 988 filedee
Sear 88 Engi mr@@ﬁﬁ(ﬁ%@ﬁ%ﬁ%@%@@ﬁ‘@&?artﬂ'ﬁméﬁg%éetg)ki_n i I'ge al 25 nepory
access noti fi gahka09emmduitiied High SpearBaraticVSerial Linkifen a‘@sdf?fﬁ"%@'%‘ﬁﬂr'y
read, wite or read-add-wite rati ' al It r

process olr eX¥hile thenpreferrag Irfof'%i sq?Bﬁthplc?%? ifé'%oolr?;[ﬁlgdh\gnst E{HQ Hﬁr@od;gﬂggézdmt(l i%sé aRAM

and two set bﬁi_ R tr%l (RAMntisHF BostimplateBLLabt BIRes forroy iafdinks WDaY. &§i es
of the sane pi cocode) a ovvi.nq Brocessgrs i pde eﬂ'de{%}lx%%gh%&)aaﬂo S

i nst ruct i onemplopedita achievercelativry Bigh dHadlopIaS BRMHE Fhc u_dtes Pour
32- bl i 1 NSt Lugt i QittedloWLiRG Whttfn ¥ LI structure.

" The sub-assemblies in the downside include DASL-A 26, DASL-B.28, SIF 30,
SDM-DN 32, EDS-DN 34, and PPM-DN 36. The chip also includes a plurality of
internal S-RAM's, Traffic Mgt Scheduler 40, and Embedded Processor Complex
20 (EPC) 12. An interface device 38 is coupled by respective DMU Bu§ses to PMM 14
and 36. The interface 38 could be any suitable L1 circuitry, such as ethernet
P.hysical (ENET PHY), ATM Framer, etc. The type of interface is dictated in part by
the network media to which the chip is connected. A plurality of external D-RAM's
and S-RAM are available for use by the chip.

25
While here particularly disclosed for networks in which the general data flow

outside the relevant switching and routing devices is passed throhgh electrical

éonductors such as wires and cables installed in buildings, the present invention
contemplates that the network switches and components thereof here disclosed may

30 - be used in a wireless environment as well. By way of an illustrative example, the

| media access control (MAC) elements here described may be replaced by suitable
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%)SREA(I\)/I“ ggorlong up to 512K 64-byte franmes). Choose the single External Data
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Dat a UP. These frames are identified as either normal Data Frames or system control
Guided Frames and enqueued to the EPC (Figure 1). The EPC contains N protocol-
processors capable of working on up to N frames in parallel (N>1). In an

15 embodlment of ten protocol processor (Figure 12B), two of the ten protocol
processors are specialized: one for handling Guided Frames (the Generic Central _
Handler or GCH) and one for building Lookup Data in Control Memory (the Generic
Tree Handler or GTH). As shown in Figure 12A, the EPC also contains a dlspatcher
which matches new frames with idle processors, a completion unit Wthh maintains

20 frame sequence, a Common Instruction memory shared by all ten processors, a
Classifier Hardware Assist which determines frame classification and coprocessor
which helps determine the startlng instruction address of the frame, Ingress and
Egress Data Store interfaces which control read and write operations of frame
buffers, a Control Memory Arbiter which allows the ten processors to share Contro!

25 Memory, a Web Control, Arbiter and interface that allows debug access to internal
Interface device data structures, as well as other hardware constructs.

Guided Frames are sent by the dlspatcher to the GCH processor as it

becomes avallable Operations encoded in the Guided Frame are executed, such

30 as register writes, counter reads, Ethernet MAC configuration changes, and so on.
Lookup table alterations, such as adding MAC or IP entries, are passed on to the
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| at ency and woioygnsérength. Internal Control nenory includes RGEUHD20396128
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Dat a storage provides buffering for up t012048 64-byte franes QrﬁtFﬁEBZUUI'.
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i nsertions i poskp DA gotedsseier ContraiebANperatides eichras mémuey feads ard
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over | ay/ i nsewritas: Somempramandesnan as M coupter » FRGYIES 3 FRFRQANSE fEarpR do
recei ve port . ) | '
observat |on RERLICRTH SRR 16 Rie addtopfaaftirth the Bppfariaté Meftack Haic

I nterface del someeabes,ahe Guiddd Frameis encediet for thesEaiess side efintesiaceslevirg. a.

A separate data -path allo di rect franme engqueul ' o
i nterf &ce. Tﬁbesgﬁam%eﬁm% eeﬁ?ﬁtéﬁ &Qf%%s S(f‘%g%& th H@Eﬁépg ﬁé@i% g@ﬁ"gicﬁ]érf#icr 0
can be 20 i ngjnydriahl | Gy Gbotied peFatiohsiandebuilterarly &psrebiiateorespdnsgo
Fast Et her ne?l}hrrdodesb%(ae%%méﬂg neto ma’?rao' supports up torwtgi?lm?gl 100 I\s/%gs
MACs or one fraf@®.Mops MACs for each of four nacros. Figure 1A shows a bl ock
~diagram of the MAC core. Each macro includes 25 three Ethernet Core .

designs; to wit, the nultiport 101100 Mops MAC Core (Fenet)) the 100p Mops
MAC core (Genet) @nflatfiemé8Carkbdispatbhed ¢alth€auxh availabley protarolepropessor for

e e Lo o asn Fiateita a0 PHEESH ISk FhofSehl BlockEdbtfong
' with results from the Classifier Hardware Assist (CHA) Engine. The CHA parses IP
or IPX. The results determine the Tree Search algorithm and starting Common
Instruction Address (CIA). Tree Search algorithms supported included Fixed Match
Trees (fixed size patterns requiring exact match, such as Layer 2 E_thernet MAC
15 tables), Longest prefix Match Trees (variable length patterns requiring variable length
matches, such as subnet IP forwarding) and Software Managed Trees (two patterns

deﬁnihg either a range or a bit mask set, such as used for filter rulés).

Lookup is performed with the aid of ‘the Tree Search Engine (TSE)
20 Coproce_sSor, whibh is a part of each protocol processor. The TSE Coprocessor
performs Control memory accesses, freeing the proto_c_ol processor to continue
execution. Control memory stores all tables, counters, and other data needed by the
picocode. Control memory operations are managed by the Control memory Arbiter, |

which arbitrates memory access among the ten processor complexes.

25
Frame data are accessed through the Data Store Coprocessor. The Data
Store Coprocessor contains a primary data buffer (holding up to eight 16 byte
| segments of frame data), a scratch pad data buffer (alSo holding up to eight 16-byte
segments of frame data) and some control registers for Data Store operations. Once
30 a match is found, 'lngress frame alterations may include a VLAN header insertion or

overlay. This alteration is not performed by the interface device processor complex,
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and decodi nthe2hgBese D4ts Stéve. PMA (10 bit) Service Interface as defined in

IS i ' liant with | EEE
| EEE 802.3z, this intertace attaches to any PMA that is conp \
-802.3Z Synchroni zes data received fromthe PVA (two phase clock) with the

MAC (single phaseithet eeka Hle YRGS aA ReBEBDLTH 'SWkch" Y épsg and Frame
pages Headers prior to sending frames to the switch fabric device. Control data include
- switch information, such as the destination blade ofthe frame, as well as information
for the Egress Interface devuce helping it expedite frame lookup of destination ports
10 multicast or unicast operations, and Egress Frame alterations.

Upon completlon the Enqueue Coprocessor builds the necessary formats for
enqueuing the frame to the switch fabric and sends them to the Completion Unit.
The Completion Unit guarantees frame order from the ten protocol processors to the
15 switch'fabric q-ueués'. Frames from the switch fabric queues are segmented into 64
byte cells with Frame Header bytes and Switch Header bytes inserted as they are
transmitted to the Prizma-E Switch.

Frames received from the switch fabric are placed in Egress Data Store
20 (Egress DS) buffers by an Egress EDS (34) and enqueued to the EPC. A portion of
the frame is sent by the diSpatcher to an idle protocol processor for performing frame
Iobkups. Frame data are dispatched to the protocol processor along with data from
the Classifiér Hardware Assist. The Classifier Hardware Assist uses frame control
data created by the Ingress Interface dewce to help determine the begmnlng Code
25 Instruction Address (CIA).

Egress Tree Searches support the same algorithms as supported for Ingress
Searches. Lookup is performed with the TSE Coprocessor, freeing the protocol
processor to continue execution. All Control memory operations are managed by the

30 Control memory Arbiter, which allocates memory access among the ten processor
complexes.
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devices. 1T N PRI Do WiniEdle PE5arda ¥y the Checksum Coprocessor. Alterations are not

10 performed by the Interface device Processor Complex, but rather hardware flags are
ére’ated and PMM Egress hardware performs the alterations. Upon completion, the
Enqu'eue Coprocessor is sued to help build the necessary fofmat_s for enqueuing the
frame in the EDS Egress queues and sending them to the Completion Unit. The
Completion Unit guarantees frame order from the ten protocol processors to the EDS

15 Egress queues feeding the egress Ethernet MACs 36.

The completed frames are finally sent by PMM Egress hardware to the
Ethernet MACs and out the Ethernet ports.

20 An internal bus, referred to as the Web, allows access to internal registers,
counters and memory. The Web also includes an external interface to control
instruction step and interrupt control for debugging and diagnostics.

Tree Search Engine coprocessor provides memory range checking, illegal
25 MEemory access notification and performs tree search instructions (such as memory
read, write or read-add-write) operating in parallel with protocol processor execution.

Common Instruction Memory consists of one 1024x128 RAM and two sets of

Dual 512x128 RAM. Each set of Dual RAMs provides two copies of the same

30 picocode, allowing processors independent access to instructions within the same
| address range. Each 128-bit word includes four 32-bit instructions, providing a total
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16 The _Control memory Arbiter controls processor access to both internal and
external memory.

External Control memory options include 5to 7 DDR DRAM subsystems each |
| supporting a pair of 2M x 16 bit x 4 bank or a pair of 4M x 16 bit x 4 bank DDR
20 DRAMs. The DDR DRAM interface runs at a 133 MHZ clock rate and a 266 MHZ
data strobe supporting configurable CAS latency and drive strength. An optional 133
MHZ ZBT SRAM can be added in either a 128Kx36, 2x256Kx18 or 2x512Kx18
configuration. | |

25 'Egress frames may be stored in either one External Data Buffer (e.g. DSO) orl
two External Data Buffers (DS0 an'd DS1). Each Buffer can be comprised of a pair
of 2M x 16 bit x 4 bank DDR DRAM (storing up to 256K 64-byte frames) or a pair of
4M x 16 bit x 4 bank DDR DRAM (storing up to 512K 64-byte frames). Choose the
single External Data Buffer (e.g. DS0) for 2.28 Mbps or add the second Buffer (e.g.

30 DS1) to support 4.57 Mbps layer 2 and layer 3 switching. Adding the second Buffer
irqproves performance_, but it does not increase frame capacity. The External Data
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~managenment {yglof ns the buffers/frames back to free pools phan
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t he hi gh- barsiippets doﬁﬂ?urmmﬁsﬁteﬁwamumélstreh gessor. 10 UP-SDM This
| ogi c takes the frames) and formats theminto PRI ZMA cells for transm ssion

to the switch fabric. This logic is also capable of inserting the VLAN

-header into the f - : ' &gﬂ',% i : P-
and attaches to tl ‘?@%‘%‘?’F\tﬁﬁ @é\nﬁ‘toé%mcﬁ& at @%ﬁ?@?ﬁ%@ﬂ?&“{aﬁg@g@%ﬁf@ ns
t he DN DASL RésNs @andaonke f624ix64 bPRAMA cells fromthe-external 11GCs. 20

DN-SDM This | ogic receives the PRI ZMA cells and preprocesses them for help
in frame reassenbly. DN-EDS: This |ogic takes each cell and assenbles them

‘back into franes.|niBigaldPata S6rdge frbvided H%ﬂg\ﬁ*&ﬁjm 2048 B4-BlRTFamédfh the

buffers are |inked together to make franes. en the entire frame Is

recei ved, t thegresasiresfion (HE)enqueued to the EPC. After EPC is finished with
the frame, it is enqueued to the Scheduler (if present) or the Target Port
Queues.' DN-EDS then sends the franmes to the appropriate port by sending
the fitame, any alRixediFrameialtecationts inoludend A hag insettionls in teoingeéssadirdationhe

30 Di-PWM and VLAN tag deletions, Time To Live increment/decrement (IP, IPx), Ethernet CRC
overlay/insert and MAC DA/SA overlay/insert in the Egress (DOWN) direction.

Port mirroring allows one receive port and one transmit port to be copied to

16 a system designated observation port without using protocol processor resources.
Mirrored Interface device ports are configured to add frame and switch control data.

A separate' data path allows direct frame enqueuing to the Ingress Switch interface.

The .interface device integrat_e_é fou'r Ethernet macros. Each macro can be
20 individually configured to operate in either 1 Gigabit or 10/_1-00 Fast Ethernet modes.
Each Ethernet macro"s,upports up to ten 10/100 Mbps MACs or one 1000 Mbps

MACs for each of four macros. | |

Figure 1A shows a block diagram of the MAC core. Each macro -includes
25 three Ethernet Core designs; to wit, the multiport 10/100 Mbps MAC Core (Fenet),
the 1000 Mbps MAC core (Genet) and the 100 Mbps Physical Coding Sublayer Core

(PCS). - o - |

Muiti-Port Ethernet 10/100 MAC Features:
30 |

Supports ten Serial Medium Independent Interfaces to the physical Iéyer
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comuni cate to SPNb&pebléHIh essary functions to manage
these external devices. UP- s@@%ﬁﬁ@éﬁ%"iﬁ@ﬁﬁ?? QEQSQtMWQ‘)ﬁ}a epeeds; any
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EPC156) EPC processes header and sends enqueue infornmation back to

UP- EDS7) UP- EDS coit singRsMAT Eeffd L& i fotéirane rom . |
UP- PMVB) UP- EDS sends ignf or mtiglamété?lﬂgﬁmgﬁg%&e msgarbl(/!@gmex interfacedy
tosend™to swi tch9)UP-SDM reads frame data and formats it into PRI ZMVA '
cel 1 s2010) UP- SDM UP-SIF11)UP-SIF transfers the cells over
the DASL seri al |ig§@§6{‘§$ﬁw?'2%’)ﬁfi’?l9?‘-°@ﬁ Yonseat medigEpeed ot alhperts when al i
the data has been takenDN- Sl DE Fl ow251) DN-SI F recei ves PRI ZMA cel | s2) DN- SDM
stores cells and [ Qc hem for reassenbly information3) DN- EDS

recei ves the cell ggfﬁgaﬂﬁﬁégﬁz%@%gr&!l‘%iﬁmﬁaﬁakﬁam links the cellinto a
new frame on down side4)DN-EDS stores the cell into DN DS305) DN- EDS
enqueigs t he 6@@ - to_EPC when all of the data have been received6) EPC
processes t hé BthersetMACeGquatieaturdsor mat i on back to DN-EDS =~ WO
01/17179 PCT/ US00/ 20796 2 6 FEB 2004 22 7) DN EDS enqueues the franme into a
schedul er queue (if present) or a Target Port Queue 8) DN EDS services the

queues and sends. Sappots Gigatsitledium i enbenfiaR q)e%lﬂgﬁﬁ es.the to
"unr avel " tgﬁygm aqg& rﬁsds t he appn;ﬁc?gri gtég datrga an LQ#E'S Wa{CGE§E§ to
DN PMM 10) Bt o theadhysical leyer h alteration i f requested) and sends
the frame to the external PHY 11 ) DN-PMM i nforns DN EDS when buffers are
no Io.{yer needed th EDS frees these resources 10 _ FRAME Control - Fl ow
1) Header is sent'}9 tBPECP &rarepsmpats Dhomplety TER(BbAOkFssBtibeader
information in | ookup tables and receives franme enqueue infornmation 15 3)
EPC sends the enqueue information back to the EDS and the frame is enqueued

, to the appropri ateURPRAstseFul) daplek Hﬁmder%imﬁbrﬁfe%%né"@?ﬁi\%6§ ?ﬁ@ezcge”t al ong
Ing

with the frame data to aid in reassenbly and franme forwar CP Control
Fl ow '
Supports the IBM PCS Core valid byte signalling
20 '
1000 Mbps Ethernet Physical Coding Sublayer Core Features:
Performs 8b/10b encoding and decoding
25 Supports the PMA (10 bit) Service Interface as defined in IEEE 802.3z, this
yn_terface attaches to any PMA that is compliant with IEEE 802'.32
Synchronizes data received from the PMA (two phase clock) with the MAC
(single phase) clock '
30 |

Supports Auto-Negotiation including two next pages
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back to CP 30 Network Processor ntr F : [ iRgid d
o Gui ded Frame © & SMeRSTAD a0 RSE S oR VAT def e g ¥ S5 SRART E3Ts sy
23 26 FEB 2%833(?53;@ or the Control Point 2) The Guided Frane is sent to
the. appropriate location for processing A single Interface device provides
medi a speed switching for up to 40 Fast 5 Ethernet Ports (Figure 2A). 80
Fast Ethernet Porgs ) WEE | dleaydestirit€ontain new
i nt erconnect ed usérﬁﬁﬂ'e‘él\ﬁsg'ggg{téqﬂ?i gneggdggﬁ!: r@%ﬁs@ii nk' (DASL) technol ogy
(Fi gurﬁ 2B) .ggtach DASL differential pair carries 440 Mips of data. Two sets
of eight pairs provide a 3.5 Gops dupl ex connection (8 times 440 Mops in
each direction). As shown in Figures 2C and 2D, |arger systens can buiItd by
10 interconnectin Yot -\ygogf ' s for S GMMA S and ebtadish&dwer
Prizma-E swi tch. '%&Hsﬁbgk%aéée g@i@?go%%\(;(\l‘}igggsytm of the 3.5 Gops dupl ex
DASL connectgyts, one primary and one secondary) which can be used to
provi de a w ap-backpath for local frame traffic (when two Interface devices
are directly connected, Figure 2B) or a connection to a redundant sw tch
fabri go(Fi gure 2DgsRagdte® andvéhkckd thevBwdObtunming tpasdye, the single
Networg Processor Chip is scaleable in that one chip can be used to provide
a low end system (having relatively |ow port density - say 40) to high end
system (having 1 eka) kuehX g nBRIdifratens coufiguiatioDlor the uierape davice Ship,
I ntertace device e systemis connected to the sgstemétgroce S%E_I Vflaﬁ .lgo
up to ten 1. GhéOSorivlgnsatiearst atet facilitaied fyr PASHr and SopRREtian e aBHLCENEIARE .
port. The Ethernet confi t.ian e S$0fraf | @seftthel arana
EEPROM at t ac H8UICEo ?—ﬂ%h I[%Igﬁf'B@Bd%%wgec@rﬁ@eggaﬁrg&gh?i t;?éhii'inrﬂliinti al i zat'i on.
‘the Is:lysstem é%@érs&fan@,@mmni cates with all Interface devices in a (system
Fure 5

(see ure y buil ding special Guided Frames encapsul ated as et hernet
frames. The encapsul ated Gui ded _

Figure 2A shows a wrap configuration for a single Interface device. In this.
configuration, the transmit channel is wrapped tq the receive channel.

20 - Figure 2B shows the configuration in which two Interface device chips are
connected. Each Interface device chip is provided with at least two DASLs. In this
configuration, the channels on one DASL on one chip are operatively connected to -
the channels of a matching DASL on the other chip. The other DASL on each chip

is wrapped.
25 -

Figure 2C shows the configuration in which multiple Interface devices are
connected to a switch fabric. The double headed arrows indicate transmission in
both directions.

30 " Figure 2D shows the configuration in which a Main switch and a Backup

switch are connected to Multiple Interface devices. If the main switch goes down,



25 Franmes are forwarded across the DASL Iink to other devices allow ng all
of the InteryagefAgyices in the systemto be controlled froma single

poi nt. QGuided Frames are used to communi cate control infornmafCAI98RKEen
the Control Point (CP) and the Enbedded {ocessor Conpl ex and%tFErBtZﬂﬂ#
interface 30 device. A prior disclosure otYGuided Celis which wll

el ucidate t e, is found in U S. Pat. 5,724, 348 issued 3
March 1998 %P%ﬁﬁ%ﬂ‘(a'@%ﬁ%#éﬂoftware WO 01/ 17179 PCTNSCO 20796 24 2
6 F E B 2004 Interface for a Data Switch". For Cuided Frane traffic that
originates at the CP) the CP constructs the @Qui ded Frane in data buffers in

its local nenory. ﬂ?@tr@wglnm)dadﬂdesrarSMM?rbh&é@r@rbtd@@oﬁhé&ﬁdttB e%&@) of .

th di rk P dia A Cont

haerV\nzsr " ccohhe B TS AR gHCESR0r elahe CH e pihes g rosidesor ¢
it

(U DS)5 nenorigi mlTiﬂroﬁardiecbrﬁ@afmnthserrﬂééﬂb the dHis ?g%r(,? 5'1‘%& §ﬁ§§€%§g dn r?é‘y

processed, eQEq gl ted.back to the CP as requi red
bet ween an Rreelocationss én thedinterfacerdavicaiehipr erathe bhdemmmuﬁﬂtﬁe)cﬁiéﬁ

external not pemped chlexieifatb iRt Btde" A Eena 8 i BRETHECE inayes semetass
et hernet f ]r dheids haused eisewtiere Ent eonenursiostimphy) dmt@hﬁm‘llvgp@wf Whith hg‘fﬁtgﬁ‘a?r%

an e nterrtace evr ce:
Et her not - wndleYES SRR 815t dfacteis “fHk elbmets ke B areesitqm imFigyec? e
Dest ittt i on mwemm@&)ereheﬁe &ﬁéhe%lﬁ%ﬁ%?td(@ﬁﬁ\ % F@gHHQE"t%QPTh' s

analysis is,perforned by the EPC i cocode t he
Interface dOVPcENGSeNRRstotsdena bankplgne aadanl t hetvmkaneldrSA cannot be

anal ysed by the EPC picocode. Therefore, these franes are inherently self
routing. The Enet MAC does, however, analyse the Ethernet Type 20 field to

di sti ngui sh Gur d&igureats |Sd:10stotheDah'\gleTrcafpf INethWkeF’r@d:és%oﬁfaﬁd“tﬁe%%wﬁé

E\yr%p\e/alcue e é?der@ “?“r‘?gﬁ QE? m%ﬁaﬁwweﬁiﬁmﬁ g/@hlﬁrﬁnldytherEDS-
| nt erface dmw @Nb)ollfhelw Wﬁcor?&eﬁe%eﬁf’qmém ERrSrEI88e (B E ' "

dat a bufferﬁ t P al menory.
eeps rack of the contents in the queues are represented by rectangular icons.

A description of the elements thelr respective functions and interaction
follows.

20

PMM: This is the part of the Network Processors that contains the MACs (FEnet,
POS, GEnet) and attaches to the external PHY devices.

UP-PMM: This logic takes bytes from the PHYs, and formats it into FISH (16 bytes)
25 | to pass on to the UP-EDS. There are 4 DMUs within the PMM, each capable of
working with 1 GEnet or 10 FEnet devices.

UP-EDS: This logic takes the fish from UP-PMM and stores them into the UP-Data

| Store (internal RAM). It is capable of working on 40 frames at once, and after the

.30 appropriate number of bytes are received, it will enqueue the frame to the EPC.
When the EPC is finished with the frame, the UP-EDS will enqueue the frame into



+

g

contents of a 32 bit register in the CP processor are stored in big endian
format in the |ocal nenory as shown in Figure 3. Having constructed the

GQui ded Franme, the CP'S Device Driver sends an Ethernet framaP d@hivobd a
DA for specWPitd/1QqTPded Cel|l Handler (GCH), an SA correspondi ngZ% thé 2004_
i&i ,

gl obal MAC address for the CP .or 30 the C address for spec
interface, a special Ethenet Type field at indicates a Guided Franme, and

the Guided Frame Data. All Ethernet frapes arri.vi n_the 172179
PCT/ USCO 2mmopriateﬁazgeﬁborb@ueus@ﬁe€ F@%@"Q% ﬁﬁ'&?&‘%&m& ﬁ?%‘h&k zrhﬁc.
For frames Wt = a : 1 t thgsEthey pe
C Register, WPﬁngés[ }%ﬁt}l?ﬁ@?o |f b?ﬁeeﬁ%k,ehféﬂagn@alrf‘? ﬁgﬁnﬁg Sa_lrj%gé fi eSI d-séygnd
stores the guffeeframesbadkia freetppdidiwhenitse tansfey to BR-8DMisecempletd:t ed by

the Enet MAC one at a tinme into a block of 16 bytes 5 called a Fish. These
bytes are stored in big endian format with the first byte of the Guided
Frame st or edgl ta.. |IBA! cSh@itsl e Picdprbsedsoraiananmely ¢dmtaini ah driieddan) .
Succegdi ng g?td;s @?8 '@%r gghtlgwssuccerﬁss%e bi/t e locations within, the Fi ?q]h

(Byte 1, ByPewdrPBy!Fhidbpic iSvapablemfigeking at thefrasme beaderanddecidingmhat

the U DS begi nnjng at the Fish I i C | i in
successi ve Ps\H'ﬂlgh‘P 5@&??'6@%4')@&8@&?%& ?iéﬁ (eﬁlgésE@BF hélé‘g;bcgéﬁtzféﬁflgﬁl
etc.). Addi iddi&@ Bidsl 8hE haFdwaretztishstsltd akow thefpieaprpoessoas ta kegp vewith he
store the remal dter of the Quided Fra Th I_I,Iow of guided traffic within
the int erfachégMbahdwldmfe@iléﬁmﬁmsiorﬁwmé{ﬁ“éloﬁ(. PRESEMet MAC function of the
I nterface device exam nes the frane header 15 information and determ nes .
t hat 1t e frane is a @Quided Frane. The Enet MAC renoves the éhei.‘gmhea“jetr
from t he Quise$OManEhisnidghufdkesdheHfeamennandéormsts thamdpia cells Tor

I nterface device's jnterpal ; : e tyvitAre :
frame is to lRNSENgSIONLA tBB sm%%gﬁﬁﬁﬂ&@ﬁf%&%ﬁ? ?‘grbﬂgr%t@gssi ng by
the GCH. V%S.@gd%?gﬁaqhgffratnk@ CGui ded Frame has been reached) the Enqueue, 20
Dequeue, an chedul e (EDS) | ogic enqueues the frane into the GC Queue. The

GCH pi cocode on the blade locally attached to the CP exam nes the Frane
Contrgl I nf qrEBtONT(s ' - 0 SN rRacidaeiite atthditesSto ezl efeana i s
i nt ended foﬁjgﬁigf Ef‘%ﬁ@gﬁl %&?tﬁlen@sglhrsetgg]egﬁd'V\het her the Guided Frane.is to
be 25 executswitaiml/©be down side of the Interface device. If the frane is
intended for blades other than or in addition to the |locally attached

bl ade, the GCH picocode updates the TB value in the Frame Control Bhﬁ(;ﬁ?k
(FCB) wi th thR-SMB: VEtis fodit contalrs toeiRNDASkmacsosanthtecehies FIRIZMA e 1RlrPTh
and instructs the EDS to enqueue the frame in the nulticast Target Bl ade
Start of Fraﬂ?@%ﬂg_"@wps@eue. For 30 performance reasons, all Cuided
Traffhg i.s enqueued to the multicast TB SOF queue independent of the nunber

of desSiination bl ades .indi cated. EB 2004, 26 |f i : |

i nt ended f or DbRSPM:hEhisdeaic rycaiwa&m%ﬁ'%Eﬁ(g‘eﬁe‘%r?é‘dcﬁfﬁPWS%%%%g{egﬁ?rﬁ":?e';% M he

up/ down fi el QPget}eg%sgmy Control information to determ ne whet her the '
_ o)

Qui ded Frane € executed on the up or down side of the Interface
devi ce ' .

DN-EDS: This logic takes each cell and assembles them back into frames. The cell

- 25 " is stored into external Data Store, and buffers are linked together to make frames.
When the entire frame is received, the frame will be enqueued to the EPC. After

: EPC is finished with the frame, it is enqueued to the Scheduler (if pres_ent) or the

Target Port Queues. DN-EDS then sends'the frames to the appropriate port by

sending the frame, any alteration information, and some control information to the

30 DN-PMM.



! _
(see Figure 6). If the Guided Frane is to be executed on the down side of

the 5 Interfvggfgyd ce, the GCH pi cocode updates the TB value in the FCB
with the TB value fromthe Guided Frame's Frame Control i nfofdfUseH28sa
instructs the EDS to enqueue the franme in t1he mul ticast Targe IE\E«B

of Frame (TB SOF) Queue. if the Frane Conlzrol i nformation indicates that

the CGui ded | on i de, the GCH pi cocode
anal yzes thgj m'gg -F—%aelgnghgﬁggﬁﬁgﬁ?ﬁ ﬁgn{‘ﬁ@%Bﬁgfqm%@ﬁffﬁm@mﬂé&thgmehe
Gui ded Conmd?a8, etc. andisends thEfiame t@ tHy epefwl pyyo! Gui ded Conmands, the

pi cocode checks the val ue of the acklnoack field of the Frane Control
information. |If this value is ~ 0 then the @Quided Frane is discarded

b,
foll owi n ISFES STHiY - i | 15 he,of this :
cat egor yg !Of thég(/lglgdgggflgﬁ%e acE?ﬁJi e% %@3&1#9?8.5?9@%%@'{%%9 fternad
ear| y[ ate fde¥icesi(BHYs, bEDshELASH, @tc)thut pniycequiioss 14Dy, The NB&:&A&W@%Jss r
Commands m%@g gigggag Fr ape, Ehe i cocode constructs an Early Ack |8ed
Frame with the vallt f'"{eﬁgac?B"?i ngmypicate t SR ard then SPMepreformso thée
~contents of nebesszrylfindidhsdoi Mafla é*’t‘ﬁ@sé"é#t@rrﬁ'i‘ﬁ%’i@%%e of the TB field of
the

the Franme Control equal to the cohtents o Regi ster. The pi cocode
routes the Early Ack Guided Frane back to the CP by updating the TB val ue
in the framgjgs 1 the value contained in the TB field of the LAN
Control Point g@%?e@é“?LAN CP_Addr) Register and instructing the EDS to 25,
enqud® t he 1) r anFramet dreivesiat Pt TB SOF Queue. The pi cocode then

processes t Quided Commands of e_Cuided Frane and di scards the Cuided
Frame. . Guiliged rBdéfg%F EW&?%%HE‘HMMM of this category. If, on the

OLher nand, ne, UR-mdiserioe FIEH BoaabUB S Hish KendWhdn (Rllfafl) 30

t he early/'lcg e field is '0'b, the picocode changes the Tes
the Frane t r oMR-FDT stares F1SY into UPtRSi ndi cate a Gui ded Frame response)

repl aces thg)TB Up/_\@dg.gégﬁﬁaaf’%}eg\ll%é i the contents of the My_TB

Regi ster, and processes ea nd within the Guided Frane. During
the d8urse 6) pr&RG proupsseSiiedeler Gadsend} ehfgew Fﬁf&ﬁ%onkQ? UPIEDS

Conpl eti on de ng_k@gf tthe neét Quj deﬂ Command with the cglrrﬂp etion status
code value for t ERtINNAS O SeesiYRdR® remainder of fearpe dorm bI-BMM he
response ba8k toUFREDBEERES WoﬂaaﬁéﬁwumSDWWﬁ%h;g‘pdﬁapﬁélge({rﬁ rdidy i e

“val ue correspondi na to the Source Bl ade (LAN CP A egi s al ue Por CP)
and instructing £f dlf_‘E)SWitShenqueue the frame in the nulticast TB SOF

9) UP-SDM reads frame data and formats it into PRIZMA celis
20 10)  UP-SDM sends cells to UP-SIF |

11) UP-SIF transfers the cells over the DASL serial links to PRIZMA
12) | UP-EDS frees up buffers/frames when all the data has been taken

DN-SIDE Flow
25 1) DN-SIF receives PRIZMA cells
2) DN-SDM stores cells and preprocesses them for reassembly information
3) DN-EDS receives the cell data and reassembly information and links the ceil
into a new frame on down side
4)  DN-EDS stores the cell into DN-DS _
30 5) DN-EDS enqueues the frame to EPC when all of the data have been received
6) EPC processes the header and sends enqueue information back to DN-EDS |



Queue. 10 Frames residing in the TB SOF Queue are schedul ed for forwar di ng
by the EDS. The Switch Data Mover (SDM builds the switching fabric Cel!

+Header and Intertace device Frame Header fromthe informati opcapndodhkedd i n
the Fee Thedo 7

pass through the switching' fabric devic n re

at the target blade where the cells are rgassenbled into a..frzrg FrEBh%wI'
D-DS nenory. The SDM of the down 15 side cogni zes that the frane is a
Qui ded Franme _and signals the EDS to enqueue it in the
fromthe GC @JeueD&gEDI%BW%ﬁéEBe g’?N?ﬂP@t%%""{eldé'? |%&’§§gﬂf§g§@3§£§%§ égt
anal yse the Quide o’ Al'l Guided Franes arriving on the down 20 side
are initially enqueued Tn the GC Queue. The gthl gcF value of the Fr
Control | nfogyati ON-EDS séwives thaqueussars aendscliame -mqnaneade@etheﬁgﬁhe

ue

&

0T, SR i R R i A b P ot

O herw se) tf

Cont r ok i nf or mat i QRAtend8tRAtTEatE td DN-PMMEUI ded Frane has al ready been
executed. if the resp/req has a val ue of 1@@ 'Eﬁhen-25 t$ye 611i dgdtﬁéﬁ%gas
al ready been18xecRN-PMMdoimats $he data (withpiiergtiontreguestsd) and 8098 ne
corresponding to 0 I are mai ntai ned by EPC pi cocode. Frames from
t hese Tar get Port?gﬁ%gggﬁdé%nsmtted fromthe Interface device back to
the CP. 30 |f{1)he DNAMManforingDN-ERS wheabufersfaregrodongerdicadad andBN-FRS be
| ocal or renote wth resgect to the CP. This is resolved by conparing the
val ue of the TB fift8es tBESE FRSOUNGRS 01/ 171 79 PCT/ USOOI 20796 28 2 6 F E B 2004
'LAN C&gAddr Regi ster with the contents of the My Target Bl ade (M/_TB)

‘Regi ster. If they match, then the blade is local to the CP, otherw se, the
bl ade is renftRAME Gootned W | n either case, the picocode examni nes the

up/ down val ug,of t [ t & i Js upl own is equal to
'1'b, then tﬁé frJﬁéa‘reg?gga&ggeéﬂﬁﬂoﬁgPSIE%vogp@NTgsqueue for forwardi 2&{60
the U DS and gy oceEBCnigoky uhdeder inforhationp ins iankupctaiiesiiasel re¢rives Be

(GCH or & h) perfornms the pperations indicted by the Gui ded Conmands
contai ned in the GRWEYenp alfior to processi ng of the Gui ded Conmands,

- the pigocode heCkEthsf?ﬁ@d R Bhqid\e ftinmation back to the (BRS Fanddhedrame is
information, 1I'f this value is '"0"b, then the GQuided Frane is discarded 10
fol | owi ng processi erquengddedhe aRRropEFtRMRYShal | not be of this category.

If the value gf theoReidpRAFknd Rl Healio drdtentialon Wi te omedatata aite
Jield is .
‘ in reassembly and frame forwarding

———

20 CP Control Flow
1) Control Point formats a Guided Frame and sends it to the Network Processor

2) The Network Processor enqueues the Guided Frame to the GCH
picoprocessor | |
3) The GCH processes the Guided Frame and reads or writes the requested
25 areas of Rainier '
4) The GCH passes any Table update requests over to the GTH
5) The GTH updates the appropriate table with information from Guided Frame
6) .Anacknowledgement Guided Frame is sent back to CP

30 Network Processor Control Flow |
1) A Picoprocessor can build a Guided Frame to send information.to another



!' 1'b, then prior to processing any of the Guided Commands in the Gui ded
‘Franme, the F\k’é?ﬁ?ﬂ%} constructs an Early Ack Guided Frane with the val ue of
the TB field of the 15 Frame Control information equal to thECTBIFORAT6 of

the M/_TB Register. |If the bade is rermtgrr:{r'omthe CP, the pi coc@@eFrEBt@?[]lr
the Early Ack Cuided Frane to the Wap P&t. O herwi se, the blade is local

to the CP and thegf.rane i.s roufed t.o the Port Queue corresponding to the

CP. The pi cocode%%'é'@é?é&e bﬁ@*‘%ﬂ?‘ﬂ@ﬁ Commands while either the Wap Port

noves t he Ex) [ e} . and enqueues
ves )y %@i%@%,s%h?@@g%ﬁr@ﬁéétg Iémloﬁgofp%msmedqf S

the frame in the GC Queue on the up si ramne

the Port Queue back to the CP. For frames w apped back to the U DS, the GCH
pi cocode agai n sees:.ii t the resplreg field wll _have a val ue of
"1 e G o e gk MieRE doli plotfiss BRuk shoaduvitghing fernumte g Rase To
field%n thEtheBetPorts(Rigurs Al 80FasEEMeFhetPdria® ;

Addr 25 Register and. | l;(1sl'?ruct"i“)§ the EDS to en%%g“é%@%gﬁgh?ﬁobﬂgﬂgge

mul ticast THECYGES@E Bterepanraied y5ing; IBW's DatacAligregdByihranoas d.imic (DASLE

for forwardi i -orhN [ ' . Ce ader. and

I nterface déem@%égﬁé%azc@i %"?Eﬁ in éﬁrﬁnﬁ%&%}ﬁé%ﬁgﬁlﬁe‘yq M%Pﬁé)fﬁeéﬁ’- o9 s
fromthis fragteofieight pairsproviden ¥ 5Sbpsdiupiex d@ﬂ&%ﬁ@ﬂ?[@ﬂm@@%ﬂﬂbﬁ@ﬁe@& the
CP's | ocal %@ 'ThR SDB/I of .t%e down (30 Si ds recogni zes that the frane is
a Quided Fra _ﬁ%?-s. §nINAWOLI0 EiIres) ZrqARde2P: lprdarheystemaucan buikk sby i ne
when the CClihtersomhedengmall f i 'd PYirraE swi

PCT/ US00/ 20706 5 & FEBglzqo%mgg‘%@Sﬂegm? 16 9Switcl st SLiBAS Frizma-F switeh,

i pl i es t hat! NeninterfAGaRdeyie P&yéﬂqsytwétqubﬁécﬁ GbpsdepEx RASLt domn@actidag, dneane

is routed-t @V r e ' ' D Franes from,thi eue
are 'transm’cptrt ega ?ﬁgtr%nl nt e?PQ% ,@E@ﬁ?ghggc'-{ggpggﬁhogwm@ap%,acgﬂghfér%{c%gr
hanfl) / f he vftame tr'afﬁdw(aNIB:&rkt\nrr]maﬂerffa@ de\'rie?]é afe Hiractly édﬂﬂwe}&éd’,el]fighlr% R8) or a o
ar ate fj is .0 t i cqc C es e_resp/re I'e to ' 1
Co | nai cat e Snbfetabyterp trabidad sHAER Foid BIEG% 23 BRSkIRSW i imviewe of the
cont et s of abloee Nie B ' : ' ; ' _
wihin the G o B s CTirs S af it dAd 4l e Bl et
the pi cocoddO RIRYiHe3 lawend systemdhaving relatily fomepaert densitye—isey 4 0to High end
Command wit : f}gﬂm ' I f O current Quided
" Command. Ifréty%\tgﬁjb ade qefsélér}g%{@b?l?gﬁn%é g?{%ﬁf&t%&éﬂﬁ Phggbi cocode routes the
Qui ded Frane to the Wap Port. Oherwise, the blade is local to the CP and

Wap Port moves. i ferle qeRlice iR il i RRRNEP 1. e Stemararrsronnte

20 up toten 107100 Mbps Fast Ethernet ports or a single 1000 Mbps Ethernet port. The'

Ethernet configuration to the system processor is placed in an EEPROM attached

to the Interface device and loaded during initialization. The system processor

: cor_nmunicates with all Interface devices in a'sy_sterh (see Figure 2) by building

special Guided Frames encapsulated as ethernetframes. The encapsulated Guided

25 Frames are forwarded across the DASL link to other devices allowing all of the
Interface devices in the system to be controlled from a single point.

- Guided Frames are used to communicate control information between the

Control Point (CP) and the Embedded Processor Compiex and within the interface

30 device. A prior disclosure of Guided Celis which will elucidate the discussion here
is found in U.S. Pat. 5,724,348 issued 3 March 1998 for Efficient Hardware/Softwaré



’15 ~ the frame in the GC Queue on the up side or the frame is transmtted
formthe Port Queue back to the CP. For frames w apped back to the U DS,

t he GCH pi cocode aggal n sees this frame, but the resp/req fiel gz_ﬁh t]&ve a
val ue of ' GCH pi cocode routes the frane back to th8 S0

updat i ng the TB fieldin the FCB with the_value contained in th§ BE[]B‘}
of the LAN CP Addr Regi ster and |nstruct|3§ the 20 EDS to enqueue the frane
in the nmulticast TB SOF Queue. Frames residing in the TB SOF Queue are
schedul ed f dnterfacedodariataySwiteh”’EDS. The SDM builds the Prizma Cel|l Header
and Interface device Frane header frominformation contained in the FCB.
Cells fromthis frame pass through Prizma and are reassenbled into a frane

on the down side.Férf GuitiedPrame qesfic tatdeigindtes SDtheCR, the CRvTonstiactdthe

that, the f Qui ded, Fr d the EDS t
T ﬁisc;@%aeafram%ﬁgeqa'tieﬁmhn iiocalRepitt SHECAIPs g DrNe Sarkifane: o

the DOS, theg @éaatrt%g%%'t@loq\eh thd Cg\é@lﬂéem‘?%]rface% c?th@h\!étWo‘ﬁlPPr@éeésBﬂt Mdsu.g

bl ade Ts | oca edto and Frame is routed to the
Port Queue o@coess@onhmlg(MACt) mardWareFresawers‘ thenGuided Grame: and estoresnit in its ed

FEB 2004 30 Hermsiataalpredu: B Rsroris @a@@ﬁéﬁ%a%@é?ﬁm%ﬁpﬁé?%%nﬁ N

with the TB Hlhgshrobesdsy, '%frﬁf‘i%u%ééﬂ to thb @Pas Ir@mwaluadsuuded FPanes basslhgn
theGClecocode Interprets the frame as intended for o this bladmg
syiateeﬁomgﬁ
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data buffers in the D DS.
_ inherently self-routing. The Enet MAC does, however, analyse the Ethernet Type
20 field to distinguish Guided Traffic from Data Traffic. The value of this Ethernet Type
' value of the Guided Frame must match the value loaded into the E_Type_C .
' Regié.ter. This register is loaded from Flash Memory by the Interface device's boot

picocode.

25 _ The CP constructs the Guided Frame in data "bhffers in its local memory. The
contents of a 32 bit register in the CP processor are stored in big endian format in

- the local memory as shown in Figure 3. Having constructed the Guided Frame, the

CP’S Device Driver sends an Ethernet frame containing a DA for specific Guided

Cell Handler (GCH), an SA corresponding to the global MAC address for the CP or

30 . the MAC address for specific interface, a special Ethernet Type field that indicates
a Guided Frame, and the Guided Frame Data. All Ethernet frames arriving on the
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si.gnificant byte on the right. Four byte words begin with word 15 0 at the
top and increase towards the bottomof the page. Since CGuided Franes nust
be routed and pr dbesksvobgdided trafic withiarthe idedass devides0 mamvmimfmgurreed by

the CP, th | The . | t by d b
ok anq15enEBRE AL tunGioh*at 168 Thisiics 16viES xaininds B8, ki headsr
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with this informtion w thout performng ook-up operation. The target
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The GCH plcocode on the blade locally attached to the CP examines the
_ Frame Control Informatlon (see Figure 6) to determine whether the Gulded Frame
is intended for other blades in the system and whether the Guided Frame is to be
25 .executed on the down sidé of the Interface device. ‘If the frame is intended for
blades other than or in addition to the Iocatly attached blade, the GCH picocode
updates the TB value in the Frame Control Block (FCB) with the TB value from the
Guided Frame's Frame Control information and instructs the EDS to enqueue the
frame in the multicast Target Blade Start of Frame (TB_SOF) Queue. For
30 performance reasons, aIIGuaded Trafficis enqueued tothe multtcastTB SOF queue
independent of the number of destlnatlon blades mdlcated
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10 operations indicated by the Guided Commands it contains.

‘dlfferentlate bet ween request (unprocessed) and response Cuided

Prior to processing of Guided Commands, the picocode checks the value of
the ack/noack field of the Frame Control information. If this value is ‘0'b, then the.
: Guided Frame is discarded following pfocessing. Guided read commands shall not
15 be of this category.

If the value of the acklm field is “1'b, and the value of the early/late field
is ‘1'b, then prior to processing any of the Guided Commands in the Guided Frame,
the picocdde constructs an Early Ack Guided Frame with the value of the TB field of

20 the Frame Control equal to the contents of the Early_Ack Guided Frame with the
value of the TB field of the Frame Control equal to the contents of the My_TB
Register. The picocode routes the _Early Ack Guided Frame back to the CP by
updating 'the TB value in the frame’s FCB with the value contained in the TB field of
the LAN Contrdl Point Address (LAN_CP_Addr) Register and instructing the EDS to

25 ‘enqueue the frame in the multicast TB_SOF Queue. The picocode then proces'se.s
the Guided Commands of the Guided Frame and discards the Guided Fréme. .
Guided read commands shall not be of this categdry.

If, on the other hand, the value of the ack/noack field is '1'b and the value of |
30 the early/late field is 'IO'b. the picocode changes the resp/req field of the Frame
Control information to ‘1'b to indicate a Guided Frame response, replaces the TB
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a Command COQP?B@ information field. 30 This Conmmand Control contains

[ at i [ [ [ [ Qui ded Frame. The
information that aids the GCH picocode in processing a . :
format for this information is shown in Figure 8. Length value: This val ue

indi cBes the totErlanmestesiding irdhelTB_SOF ¢t Ydi dtfdduled for forwarding by the
EDS. The Switch Data Mover (SDM) builds the switching fabric Cell Header and
Interface device Frame Header from the information contained in the FCB, These
cells pass through the switching fabric device and arrive at the target blade where |
~ the cells are-reaésembled into a frame in the D-DS memory. The SDM of the down

15 side recognizes that the frame is a Guided Frame and signals the EDS to enqueue
it in the GC Queue. o

Pressure from the GC Queue or the GT Queue stimulates the picocode to
access and analyse the Guided Frames. All Guided Frames arriving on the down
20 side are initially enqueued in the GC Queue. The gth/gch value of thé Frame Control
| Information for these frames is examined by GCH picocode. If the gth/gch value is
- ‘0'b, the Guided Frame is enqueued in the GT Queue. Otherwise, the GCH picocode
j examines the resp/feq field of the Frame Control information to determine if the
Guided Frame has already been executed. If the resp/i€q has a value of “1'b, then
25 the Guided Frame has already been executed and is rou_téd to the CP. Target port
values corresponding to CP connections are maintained by EPC picocode. Frames

from these Target Port queues are transmitted from the Interface device back to the

30 If the resp/req field has a value of ‘0'b, then the blade may be local or remote
' with respect to the CP. This.is resolved by comparing the value of the TB field of the



in the Control Information (Cmd Word 0), The Address Informati
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!1 ), WD 01117179 PCTNSCO Z0796 2 6 FEB 2004 and Operand (Cnd W)gds 2+)

- portions of the Guided Frane. Conpletion Code value: This fie%ld

i nitializedWbyWInHE9CP and i s nodified by the GCH pi #@ 8

_ : _ pi cocode whi @AL8
Gui ded Commands. The GCH picocode uses 5 this field for conpl eéiBE) Q@%lf
for the precedi ng Gui ded Command in the céBmand list. Since all Guided

Command |ists term i i mi i
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the CP. In either case, the picocode examines the up/down value of the Frame
| Control Information. If up/down is equal to ‘1'b, then the frame is enqueued in the
5 Wrab TP queue for forwarding to the U_DS and processing by the GCH on the up
- side. Otherwise, the picocode (GCH or Gth) performs the operations indicted by the
Guided Commands contained in the Guided Frame. Prior to processing of the
Guided Commands, the picocode checks the value of the ack/noack field of the
Frame Control information. If this value is ‘0'b, then the Guided Frame is discarded’
10 following processing. Guided réad commands shall not be of this category.

If the value of the ack/noack field is ‘1'b and the value of the éarly/Et'é field is
‘1'b, then prior to processing any of the Guided Commands in the Guided Frame, the
- picocode constructs an Early Ack Guided Frame with the value of the TB field of the
15 Frame Control informatidn équal to the contents of the My_TB Register. If the bade
is remote from the CP, the picocode routes the Early Ack Guided Frame to the Wrap
Port. Otherwise, the blade is local to the CP and the frame is routed to the Port
Queue corresponding to the CP. The picocode processes the Guided Commands | _
while either the Wrap Port moves the Early Ack Guided Frame fromthe D_DS tothe
20 U__'DS and enqueues the frame in the GC Queue on the up side or the frame is
transmitted from the Port Queue back to the CP. For frames wrapped back to the
U_DS, the GCH picocode again sees this frame, but the resp/feq field will have a
value of *1'b. The GCH picocode routes the frame back to the CP by updating the
TB field in the FCB with the value contained in the TB field of the LAN_CP_Addr
25 Register and instructing the EDS to enqueue the frame in the multicast TB_SOF
Queue. Frames residing in the TB_SOF Queue are scheduled for forwarding by the
EDS. The SDM builds the Prizma Cell Header and Interface device Frame header
from information contained in the FCB. Cells from this frame pass through Prizma
and are reassembled into a frame on the CP's local blade. The SDM of the down
30 side recognizes that the frame is a Guided Frame and signals the EDS to enqueue
it in the GC Queue. This time when the GCH picocode analyzes the frame, the
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20 destined for the locally attached CP are constructed using data buffers inthe D_DS.
These frameé are constructed in a way that indicates that they have been executed
by the EPC (i.e. resp/feq = "1'b, and TB = My_TB). These frames are enqueued in
the Port Queue corresponding to the CP. Frames from this queue are transmitted

back to the CP.

Q)

25 _
Gﬁided Frames destined for another blade can be constructed using data
buffers in the D_DS or the U_DS. Unsolicited Guided Frames destined for the CP
are constructed in a way that indicates that they have been executed by the EPC |
(i;e. resp/feq = '1'b, arid TB = My_TB). Frames constructed using buffers from__ the
30 D_DS are enqueued to the Wrap Port. These frames are moved to the U_DS and
enqueued to the GC Queue on the up side. Unsolicited Guided Frames with a
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access to the VB, which allows access all nenory and registe | ég?ﬁnlf
in Interface device. This allows any GxH 2531~to nodi fy or read v o
configuration areas. The WEB can be thought” of as the Interface devic

ARyl e S e
. - . ,
(C)Jgnf Ir ole: The W@B%Stelr.l mm,@%Hﬁﬂcmﬁﬁggﬁﬁg%W%tﬁ%ﬁ@ﬁ?ﬁ%h}ehgf
(et SFE T ORI vuhd e Sl oy meormyma i
2 6 FEB 2009 fRfne igerifiegder W@@%ﬂ&@?%ﬁ@@ﬁ%&éﬁ%'ﬁﬁcﬁaﬁ%@: blade
There gef_our types of GxH (Figure TRl i v ey _
There @ e e gqxpcés@_ Inddissacihetfeama (faspifegl=P Ot ar it oy 9P BAGERGEY the
orvarai ng reiis 1 B Cielibadtl 2 and g onamaueves re rime
same har duar dode Rort CUSueHIRplond i BB REBBRIL by SRl 98825 ed Y

[ bl e an the (CLP_Ena Tegr'ster
Lﬂibfﬁi‘ t l)t ai@ﬁﬁ%@wﬂ&im%h’@& are wnﬂuﬂueda?mctlyrl] int%gf G%?é’&ﬁ? Z,f g,i% Iggt
i iid ' e 0.l he )
o perform t o ioarthd BOR LA EsE MR RIb theiSameTuisiaed ot handied
gui ded'%el | irethe sampiway eddhogeconstruatad psingd 1DS ol BAfBIEE gl Qgghﬁg ihs,
I cocode lik QH"i g1 xcha control information wth the an
gnot her GCH. E’\%ﬁen I?‘ﬁeré"f’% ﬁfiggﬂ:&%ﬁf"ﬁ@l@st o performthe GCH will execute

[ [ ' i ke a
' rel ated picocode, and in this case behaves exactly :
fC;IrDla-llrrez](c)orC;\{\'ﬁr?IGQ%e | Tr eepHandI er), The GIH has additional har o!ware assi st
to ber formtree i ﬁ-g@@@?at $h§é~'@it§|%b@@aémfesﬁ)ﬁammm“fﬁiﬁlﬁﬂé‘ﬁtw& on

Commngs) | e oy o iogS] FoffEaRtLvsiine ol o i file Weidedeonasth word
2001 {1Bnal  n/fes 9R8nd ingrasce towaidstihe oRbhroHnGkgeThe GPH I ni or faces {0

: [ [ face (i/f). 30 The
General Purpose Processor through a Mailbox inter . .
mﬁber of GxHs E)ten) is a "best-guess". Performance eval uation will

det er ni ne how nuc8in@GeHGaided Eedrhgs mgamit{:eleé%ué%'%gnaf;ﬁbééé‘s‘"etd%@fo?é‘ﬂ\esiﬁéﬁatc%r €
s VO 01/ 13&\7@(3 %%s-r grq/czo% i%gréldo by t?ne CP, these frames must be self-routing. The

results normally obtained by look-up and classification are contained in this Frame
20 Control information field of the Guided: Frame allowing the chip to update the FCB

with this information without performing a look-up operation. The target blade
information contained in the Guided Frame is used by the Guided Frame Handler to
prepare the Leaf Page field of the FCB. The CP provides the Target Blade
information while'the GCH picocode fills in the other fields in the FCB, This FCB
25 information is used by the SDM to prepare the Cell and Frame headers. The format
of the Frame Control information field of the Guided F rame is shown in Figure 6.

An explanation for the abbreviation at each bit position in Figure 6 follows:

30 resp/req Responée and Not Request indicator value. This field is used to

differentiate between request (unprocessed) and response Guided



fof silicon area (which should then also include a |larger arbiter and
instruction yweHPaYhe Each GkxH is structured as shown in Fi gurreTiud00/20796
‘addition to the CLP with 5 General Purpose Registers (GPR) and Arithnetic
Logic Unit (ALU), each GkH contains the fgplowing five coproces3dy #E 04
Coprocessor Interface. Interfaces to the D spatcher and to the sub islands
that provide read and %rhg access to the up and do DataStores. The DS 10
I nterface contains the & 1ed FishPool. The Tree Search Engine
Coprocessor (TSE). TheQTSE peyfiestns searches in the trees, and al so
interfaces to the Tree Search Memory (TSM. 15 Enqueue Coprocessor
Interfaces the Conpl et ilon UTEEP ?’?ﬁeerface and contains the FCBP.age. This
Coprocessor contains a 256-bit registerwith additional hardware assist that
t he picocode nust use to build the FCBPa%§k whi ch contain the engueu

paramebers. aok/acank Feakagwledgmmt lor N WW'@E%\%%%FU@W?'HQe%NS; iQld is
enqueue instruction) &0 S fed e
to the 20 Conpletion UH?E to\/\%éﬁfﬂt%]eg‘cecgg g"Z‘s@étr RR?%&QV@O r(%@gsglgrgggeg
pr f’}” des ﬁ” ilnt er]face laa@kﬁdsxﬁle mzéé%c:h edﬁrﬁmnaé ClonsieddT&rdmeg tlaablamrnoi togbe
to/fromthe Interface device B. ecksum r.oces rates
checksunms on franes st@ﬁEﬂOWHdg%sh?EM&anée ifBER Oigélélp%f %T‘Waﬂf‘h'é‘a‘
Processing Units are strb ﬂBF%t%gn i ngress processing and egress
processing. It. is progra how nmuch bandwi dth is reserved for |ngress :
30 praBessing versus edr ess Norddwnosvledgment t he current inpl enentati on,
there are two nodes: 5QI 50 and egress get the sane bandwi dt h)
or 66134 (i.e. ingress Wﬁi“/"ﬁ?gmﬁw US00/ 20796 41 26 FEB 2004 gets
twi ce as much bandw dth as egress). Operation of the Processing Units is

d f
popp ng of - aceMiEATEor arhiend Lot AcknaningRart it oI Dhig e fohbed to
events in an identical dAgRR| Mhet Jféf?QHG*’adHhémdgﬁn@tpﬂ‘e'qQéste}d (dok/ack = "1'b)

interrupt, then tiner-events an i nal frame arrival_events). Wen an

event 16s handed to a Pms@sba@rwr(eaﬂYthraﬂ?ﬁ' i(ate) the @Wﬁ@ﬂo’ﬁfﬂ@e diaseReen

frame header. Cand | nf oriREPONG: S BN EHBIEEt yhoh Bk FRSFREC OBEC L oLy
timer and interrupts, tthis |Aukhuwmigerwtemﬁlleidethrrgmpcprncesﬂngmd ot her

minformation that relat e1S to AEc now! Ye%[e' before Guided Frame processing

‘corrpl etely scal eable towards nore GxH and the only limtation is the anount

20 neg/all Negative Acknowledgment or Acknowledge All control value. This field
is ignored when the ack/noack field hasa value of '0'b unless a guided
command does not complete successfully.

0 Acknowledge all Guided Frames if ack/noack = "1'b. Early or
Late Acknowle'dgment determined by value of early/late.
25 : 1 Acknowledge only Guided Frames that do not complete

successfully. This acknowledgment will occur independent of
the values of ack/foack and early/late and will of course be a

late acknowledgment.

30 up/down Up or Down control value. This value is used to control whether the
frame is processed on the up side or the down side. This field is



’V\hen a franme arrives on the ingress side, and the nunber of received bytes

iof this fram¥Vhekl7eWceeded a progranmabl e t hreshol d,

t he addr t he
. : : lete fr
trol-block is witten in a GQ 15 Wen a conp %ﬁ%
:re?ggsgggl ed on the egress side, the frarre3§ddress is witten |h o anﬁmf
There are four types of GQs (and for- each Type, Figure 1?2’ ts ﬂ]:t must be
i ngress version and a ¢ h@ﬁeﬁiWﬁéﬁf% ‘FFQA Frﬂ.Et a q;gggg@gsgpau have
processed by the GCH GIQ contains i rane nal D d'é?j 6B
GTH. GPQ contains fransupliawnralte bt Oty olnestitib Buj é’ﬁgﬁ V\%t{ﬁ%vre

ntains franes that c any GDHsg
g?e enabled to processqgaﬁgﬁgéﬁéﬁfﬁwgbﬁqrﬁéswn Wéﬂ@n&shalinhiat/epémup/down

ty GDQ wi Il be
ties) whereby framahse ohigued in a higher priori
B:gg;;séd %oef ore f?/arres enqueued in a lower priority queue. 30 Sone

Processing Units may be speci al | zed. In the current

i npl enent ati on, W

s of
01117179 PCT/ US00~2079¢) 42 q_) E?Hﬁggél thgre are four type

Processing Units (GxH) (see a

GDH (General Data Handl er).

The GDHs are mainly usdd forUdsld%prdcmlfﬁgarres 5 GCH (CQui ded Cell

Handl er)., The GCH has exactly the same hardware as

gth/gch General Tree Handler or Guided Cell Handler control value This value

10

0 GCH picoprocessor
1 GTH picoprocessor

- TB

is used to direct Guided Frames to the proper plcoprocessor

15

Target Blade value. When resp/reéq is "0'b, this field contains routing
information used by Prizma. Each bit position corresponds to a Target
Blade. If this value is '0000'h, then the Guided Frame is assumed to

be for this blade and is executed accordingly. A value of *1'b in one or
more bit positions of the TB field indicates that the cell is routed to the
- corresponding Target Blade(s). When resp/réq is '1'b, the field

20

contains the My_.TB value of the responding blade.

Word 1 of the Guided Frame contains a correlator value (Flgure 7). This

- value is assigned by the CP software to correlate Guided Frame responses with their

requests. The Correlator includes a plurality of bits with assigned functions.

25

Every Guided Command begins with a Command Control information field.
This Command Control contains information that aids the GCH picocode in
processing a Guided Frame. The format for this information is shown in Figure 8.

30

Length value: This value indicates the total number of 32 bit words contained

in the Control Information (Cmd Word 0), The Address Information (Cmd Word 1),



GDH. However, a guided frame can only be processed by the GCH. It is
¢ programabl e on the WEB (CLP_Ena register) if the GCHis enabled to al so
. process data,fd(ﬁggg?(i n which case it takes the role of a GDHpcThiS0880M6
n

(CGeneral Tree er). The GIH has additional hardware conpar %{mtpea 04
GDH/ GCH: hardware assist to performtree igpserts, tree del etes d: ?!Q
managenent. The GITH wi || process datafranmes when there are no franes

tai ni iR fear Ge | P PC
Handi or) . THIESBRREACTE R 2REpYicRs e THiadP PRE! NG TThe. aon
interfaces to the enbedded Power PC by neans of a mail-box interface. 20 In
' tual inplenmentation, th t . ., .GI'H.' GPH i d
o &' singl e Procdsamplpten CodeANSK ST BElHE MHRIZERM BE Gl 2 oUP AR Bhe

Processing Ui f %d@r\? iy RICDBRfiaidy. dbhdé GCH pieocte usds)
and. GPQ ZS%#tr%égLﬁpose 0 htgﬁ?f C%fsg‘sqgoggrdw.roces%or is: To iEt erface to
egg&n

t he Up5Dat aShigfield fdricompletibaistatus fartbe pr ngGalidrebomvaand bvthecomroard

media, and th Wn taStore,. which tai as e r :

from o Prilie SRR 1 GUICSE GREMRARGIRD: SeRppEE R M Fry' PRRELslive

configurati %o’hﬁﬁéﬁd*,%ieoaoﬂglétm itatus ofMhe ldst TdorAmahddissearitaimedf inathei Erd
. event or interrupt. 26 FEB 2004 The Dat astore Coprocessor is able to '

cal cul ate chBelrsiers 6onipletiers Cosleffigld.Dat ast ore Coprocessor contains a

Fi shPool (that can hold 8 fish), a scratch nenory (that can hold 8 fish)

and sonme control registers to read/wite '

10



Fi shPool contents fromto the up or. down datastore. The FishPool can be
seen as sonwokindi®f work area for the Datastore: instead of
reading/witing directly to a Datastore, a |larger anount of fPrcgmso%q7%16is
read fromthe Datastore into the Fishpool 4 or a larger armunt% FER: 2084
witten fromthe Fishpool into the Datastore. The unit of transfer is a

Fi sh, whi ch Glded T orhindid 9Be vENf [ be seen as a nenory that can
contain 8 fish, that is 8 tggr(ys of@%egﬁgﬁg’%gh. In the CLP processor
architecture, the Fishpool is a register array 15 of 128 bytes. Each byte
in the Fishpool has a 7-bit byte addr.gss (0 .. 127) and access is on a
16-bit or 32-bit basis. Like all regi 5YB® arrays, the Fishpool has a :
circul ar ad@ypsisole Nethene. That is, g ssi ng . i four bytes)
starting at location 126 in the Fi shpooﬁ"efetur ng %gc&'?g?hlzl 0 and 1.
Furthetnore, from a Datastore Coprocessor point of view, fish-locations in
t he Fi shpooEndapRiimiarPit fish20 addr Upon fr disacg;t,hefirst N
fish of a fra?ﬁb%rl'@lfaéﬁtonati cally cop in them?ﬁﬁwpft% Uigad Frame

Di spatcher. The value of N is programable in t&equdpceConfighMenory.

Typi cal |y, our for up frame dispatch, 2 for down 25 unicast franme
di spat.ch, 4&'@&%%%4 Fef-bistist frame WQbat ch awdldoa free listt er rupt s and

timers. TheSpiu@e read nore by from i n_whi ch case the
Dat ast or e Copr oqegisj%?ﬁ%ﬂtormti cally rdea s the ??%éﬁgigé%?#&g?rﬁtac??‘?ﬁe fi shpool
at t 8 next Unselicitedl addr ess, wrappi nddGik ommat i cledrhgs iniiafediyane EPE diaisadar v
of the Fishppph (gsebeen reached. Al ;g_r. 4 he picocode can read or wite the
up/ down datastore at an absol ute 'BEB 2004VHte Bbjarketdatane copsecutive
Coprocessor interfaces to the EPC WVEB Arbiter. Jdife§dds VEB Arbiter
Arbitrates anﬁgg tg\?.ten GxH and the WEB Watch to becone a master on 5 the
Interface dPYPRCAQERVAtE er face. This BQlows al Iwiierduplicateadntartd registers on
the WEB. The interface device nenory conpl ex prr%jl‘%y storage facilities
for the Enbedded Processing Conplex (EPC) Figure . The nmenory conpl ex
i ncl Udes 10REAE Tree- Search Menory (TBMO Arbit aeqaest and!respdnd )fonOfreéHircljghi p
~and of f-chi ,Q,‘gigiﬁpries. The nenories store tree structures, counters and
anything el s&€ that the pico code requires menory acE&Remgry. 3tar t her nor e,
the nmenories are used to store data ¥MMuct ures rbladved@r € used by the
- har dwar e, I'{nlég fggg i sts, queue-contral -bl ocks, etc. Any nenory |ocation
which is not™ 8688t ed for trees or W0 is ndbsert Bdeaf into thetssarch dres. or
whi ch i s noUpdatedLenft he har dwargpis by d ] i jco code
use, éi ke clgun(t_]er"‘;rsaand aging tables. Fi usjep%fgé gﬂ%ﬁdfgi%rrg?ée&het{gel | ed bl ock
di agflm of R ry conpl ex. The trl@dDsear ch raguestand Tesyorat for reading of
provi des t hgegfonmuni cation |ink between the Page data
1011 reserved
i Delete_Leaf 1100 delete a leaf of the search tree

1101-1111  reserved
25 '

The addressing information contained in the Guided Frame identifies an

element within the Networking Processor's addressing scheme. The general formfor
the Address Information field is shown in Figure 9. '
30

The Interface device employs a 32 bit addressing scheme. This addressing



| 20 Enbedded Processors (GxH) and the menories. The nenories include 5
~on-chip SRAMs, 1 off-chip SRAM and 7 off-chip DRAMS. The TSM Arbiter
i ncl udes tegdAfeeRt Control Units (each one connected to onecplstoneroe

Enbedded Processor GxH) and 13 nenory arbiter units, one for A
bus structure interconnects the Request Cggtrol Units and theggﬁgi:m#

In such a way that each 25 control unit and its connected GxH have access

to all nmenorj T tx .ol ok o : t ta
bot neen ¢ he SHBIEESSEPS AL adtfsh e 1 Tpf ARESSING BRUEHAS B e Mhlfface
units, anongedider Thesagsiuctmreagaret dithdrl internel talthen Rrotessar oheomneriadetd

P G¢H and the on-chip and of f-chip SRAMS. .. WO Q1117179 26 FEB 2004
46 Soms. memiPieBRcRsANASE Iy P PR BESFHARR ST iSRS e Set ks

four banks iy thgRBRALY PHEie of Brpfed (BHC)¥d ah iPESIRBRREbricBICaleaRRAleD S

Part of the Menories are use ontrol ‘menories containing .
internal |y Ustatfats. a Ther tarnaindel ofithec Atructueesaarg gecessedrViaymanasy SOpHARer ed

bi copr ocessdrETiaRY, daikes it aReRTorigHEE| s S thaiil A Fighigffo.! e
arbiter supports read access, wite access and read-add-wite, whereby an

N-bit integer is added to the contents of the menory in.gn agtomc,. . .
operation. 15 A g-Eh@Mtwﬁﬂﬂpéﬁgdﬁfh%%b&?dﬁgé@gf‘&alagﬁ'é'gésq?ﬂas'wgﬁﬁwrf‘%gjs
such that t Ifidhe |57 | ' i 1D {4186 TEIS thel SmicsbaIgRRERRT -
The concept @Yé)'?rﬁzjerg&%esi used'[g\;;/hlg '(;m% ggt%ﬂg?%hm Eér}gie.ne to_store ang
‘retrit®e i nfhitswfitheraddRess forstilicturesecontrolled by dhatchipsisiand. Ahs soriespendenss

O ) o et o2 BB 4L 3h8 g iR Blhara e Fllne 41,
and | P dest iTié s@BoRdBbaRM ofithé Wetpaddress sossistseditienextcuostsignifidant R3 dits ed
weaf, which 'Igt?i'rs].t:ciidnrsesgtﬂellde%issgeérrqgntgg%nt%aas s\{\r'iulcguréJ %ddress portion and an element
address portion. The number of bits used for each segment may vary from island to
15 island. Some islands may contain only a few large structures while others: may
-contéin many small structures. For that reason there is no fixed size for these
addreés segments. The structure address portion is used to address an array within
the island while the element address portion is used to address an element within
the array. The remaining portion of the address is to accommodate the Web
20 Interface's 32 bit data bus Iifnitation. This 4 bit word address is used for selecting 32
| bit segments of the addressed element. This is necessary for moving structure
elements wider than 32 bits across the Network Controller's Web Data Bus. Word
address value "0'h refers to the 32 most significant bits of the structure element while
sequential word address values correspond to successively less significant segments
25 of .the structure element. The word address portion of the address is not required for
structures not accessed via the Web Interface. For this reason, the Up Data Store,
'Control Memories, and Down Data Store make use of the entire 27 least significant
bits of address to access structure eiements. Another exception'to this format is the
address for the SPM Interface. In that case all 27 bits of address are used and no

30  element is greater than 32 bits in width.



seen later, the stored bit pattern is actually the hashed Key). A |eaf.can

al so cont ai wwaggisaronal i nformation, |ike aging information, p@m}??
i nformation) which can for 25 exanple be forwarding i nformation I4 ®e té@

0
bl ade and target port nunbers. There are gyee types (FM LPM and SMI) an@ 4
associated tree type searches) nanely: fixed match, software managed tree

and 1argest pref| Tneratbeadsa OPidcgsshgadanid e 1EPe) | SRVID bRl EHAGHE Mhd e

| eaf during a tree search is the Vectdr Mask. oping, agin
are used to Ppregrameabiitnotthedatartacesdarice Chip. Avinclades ths following\BorspoAeats

_ASR A . A3 A - AF0. A A S.AFy .A3.A3 AR A A .A .A_.A .A3;
CAF LA LA A.*ﬁ?e.éi{‘.?ﬁ@’ﬂéﬁg% Ay .Aas.AS.AL. AN . Al s. A3, , . AY&

5 N processing units, called GxH: The GxHs concurrently execute picocode
that is stored in a common Instruction Memory. Each GxH consist of a Processing
Unit core, called CLP, which contains a 3-stage pipeline, 16 GPRs and an ALU.
Each GxH also contains several coprocessors, like for example the Tree Search
Engine. |
10 | |
~ Instruction Memory: |s loaded during initialization and contain the pico-code
for forwarding frames and managing the system. |

A Dispatcher: Dequeues frame-addresses from the up and down dispafchér
15 queues. After deq ueUe, the dispatcher pre-fetches part of the frarhe-header from the
‘ up or down DataStore (DS) and stores this in an internal memory. As soon as a GxH
becomes idle, the Dispatcher passes the frame header with appropriate control
informatior\. like the Code Instruction Address (CIA) to the GxH. The dispatcher
also handles timers and interrupts. ' :
20 .
A Tree Search Memory (TSM) Arbiter: There are a number of shared internal
and external memory locations available to each GxH. Since this memory is shared
j an arbiter is used to control access to the memory. The TSM can be accessed
directly by the picocode, which can for example be used to store aging tables in the
25 TSM. Also, the TSM will be accessed by the TSE during tree searches. _

The Completion Unit (CU): The Completion Unit performs two functions.

First, itinterfaces the N Processing Units to the UP and Dn EDS (Enqueue, Dédueue

and Schedule Island). The EDS performs the enqueue action: a frame address,

30 together with appropriate pérameters called the FCBPage, is queued in either a
transmission queue, a disc_a'rd queue, or a dispatcher queue. Second, the
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There are four types of GxH (Figure 12B):

GDH (General Data Handler). There are eight GDHs. Each GDH has a full
- CLP with the five coprocessors (which are described in the next section). The GDHs
are mainly used for forwarding frames.

10 GCH (Guided Cell Handler). The GCH has exactly the same hardware as a
GDH. However, a guided frame can only be processed by the GCH. It is
programmable on the WEB (CLP_Ena register) if the GCH is enabled to also
process dataframes (in which case it takes the role of a GDH). The GCH has
additional hardware compared to the GDH: hardware assist to perform tree inserts

15 and deletes. The GCH is used to execute guided-celi related picocode, perform chip

| ~and tree management related picocode like aging and to exchange control
information with the CP and/or another GCH. When there is no such task to perform
th.e GCH will execute frame fanarding rélated picocode, and in this case behaves
exactly like a GDH. | | "

20 | |

GTH (Genera! Tree Handler). The GTH has additional hardware assist to

perform tree inserts, tree deletes and rope managerrient. The GTH will process

~ dataframes when there are no frames (containing tree management commands) in
the GPQ. | |

25 .

GPH (General PowerPC Handler). The GPH has additional hardware as
compared with the GDH and GTH. The GPH interfaces to the General Purpose
Processor through a Mailbox interface (i/f).

30 The number of GxHs (ten) is a “best-guess”. Performance evaluation will
determine how much GxH are really required. The architecture and’ structure is
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Each GxH is structured as shown in Figure 12C. In addition to the CLP with
5 General Purpose Registers (GPR) and Arithmetic Logic Unit (ALU), each GxH
contains the following five coprocessors:

(DS) Coprocessor Interface. Interfaces to the.Dispatcher and to the sub-
islands that provide read and write access to the up and dn DataStores. The DS
10 Interface contains the so called FishPool.

The Tree Search Engine Coprocessor (TSE). The TSE performs searches
in the trees, and also interfaces to the Tree Search Memory (TSM).

15 Enqueue C_oprocessor. Interfaces the Completion Unit Interface and contains
the FC'BP.age. This Coprocessor contains a 256-bit register with additional hardware
assist that the picocode must use to build the FCBPage. which contain the enqueue
parameters. Once the FCBPage is built, the picoprocessor cah eScecute_ an engueue
instruction, which causes this coprocessor to forward the FCBPage to the

20 Completion Unit.

_WEB InterfaceCoprocessbr. This coprocessor provides an interface to the
WEB Arbiter and allows reading and writing to/from the Interface device WEB.

25 Checksum Coprocessor. Generates checksums on frames stored in the
Fishpool (described hereinafter). | |

The Processing Units are shared between ingress processing and egreSs

_ processing. It is programmable how much bandwidth is reserved for ingress
30 processing versus egi'ess procéssing. In the current implementation, there are two
modes: 50/50 (i.e. ingress and egress get the same bandwidth) or 66/34 (i.e. ingréss
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Operation of the Processing Units is event-driven. That is, frame arrival is

treated as an event, as well as popping of a timer or an interrupt. The dispatcher

5 treats different events in an identical fashion, though there is a priority (firstinterrupt,

then timer-events and finally frame arrival events). When an event is handed to a

'Processing Unit, appropriate information is given to the Processing Unit. For frame

afrival events, this includes part of the frame header, and information coming from

the hardware classifier. For timer and interrupts, this includes the code entry point

10 and other information that relates to the event. N

- When a frame arrives on the ingress side, and the number of received bytes
of this frame has exceeded a programmable threshold, the addfess of the frame-
control-block is written in a GQ.

15
When a complete frame has been re-assembled on the egress side, the
frame address is written in a GQ. There are four types of GQ’s (and for each type,
Figure 12B, there is an ingress version a.nd a egress version): |

20 GCQ: contains frames that must be processed by the GCH.
GTAQ: contains frames that must be processed by the GTH.

- GPQ: contains frames that must be processed by the GPH.
25 . ,

GDQ: contains frames that can be processed by any GDH (or GCH / GTH
when they are enabled to process dataframes). For the GDQ, there are multiple
priorities, whereby frames enqueued in a hlgher prlorlty GDQ will be processed
before frames enqueued in a lower priority queue.

30

Some Processing Units_ may be specialized. In the current implementation,
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GCH (Guided Cell Handlef)., - The GCH has exactly the same hardware as
GDH. However, a guided frame can only be processed by the GCH. It is
pfog_rammable on the WEB (CLP_Ena registér) if the GCH is enabled to also
| process dataframes (in which case it takes the role of a GDH).
10
GTH (General Tree Handler). The GTH has additional hardware compared
to the GDH/GCH: hardware assist to perform tree inserts, tree deletes and rope
management. The GTH will process dataframes when there are no frames
(containing tree management commands) in the GPQ. |
15 o
GPH (General PowerPC Handler). The GPH has additional hardware
compared to the GDH/GTH. The GPH interfaces to the embedded PowerPC by
means of a mail-box interface.

20 In an actual implementation, the role of GCH, GTH and GPH can be
implemented on a single Processing Unit. For example one implementation could
have one Processing Unit for GCH and GPH. A similar comment holds forthe GCQ,
GTQ and GPQ.

25 The purpose of the Datastore Coprocessor is:

To interface to the Up DataStore, which contains frames that have been
received from the media, and the Down DataStore, which contains reassembled
frames received from the Prizma Atlantic.

30 '

The Datastore Coprocessor also receives configuration information during the
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5 The Datastore Coprocessor contains a FishPool (that can hold 8 fish), a
scratch memory (that can hold 8 fish) and some control registers to read/write
FishPool contents from/to the up or down datastore. The FishPool can be seen as
some Kind 'of work area for the Datastore: instead of reading/writing directly to a
Datastore, a larger amduht of frame data is read from the Datastore into the Fishpooi

10 or a larger amount of data is written from the Fiéhpool into the Datastore. The unit -
of transfer is a Fish, which equals 16 Bytes.

The Fishpool can be seen as a memory that can contain 8 fish, that is 8 words

of 128 bits each. In the CLP processor architecture, the Fishpool is a régister array

15 of 128 bytes. Each byte in the Fishpoo! has a 7-bit byte address (0 .. 127) and
" access is on a 16-bit or 32-bit basis. Like all register arrays, the Fishpool has a
circular addressing scheme. That is, addressing a word (i.e. four bytes) starting at
location 126 in the Fishpool returns bytes 126, 127, 0 and 1. Furthermore, from a

Datastore Coprocessor p_oint of view, fish-locations in the Fishpool have a 3-bit fish-
20 address.

Upon frame dispatch the first N fish of a frame are automatically copied in the
Fishpool by the Dispatcher. The value of N is programmable in the
PortConfigMemory. Typically, N equals four for up frame dispatch, 2 for down -
25 unicast frame dispatch, 4 for down multicast frame dispatch and 0 for interrupts and
timers.

The picocode can read more bytes from a frame, in which case the Datastore
Coprocessor automatically reads the frame data into the fishpool at the next fish
30 address, wrapping automatically to 0 when the boundary of the Fishpool has been

reached. Also, the picocode can read or write the up/down datastore at an absolute
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D o Cr SO Ogﬁi?( g\i%%/cﬁc?gr%@%g%é‘ 16@@%84‘?&1@5%%&?&& The EPC WEB
Arbiter Arbitrates among the ten GxH and the WEB Watch to become a master on _

| 5 the Interface device WEB interface. This allows all GxH to read and write on the
WEB.

~ The interface device memory complex provides storage facilities for the

Embedded Processing Complex (EPC) Figure 12A. The memory complex includes

10 the Tree-Search Memory (TSM) Arbiter and a plurality of oh-chip and off-chip
memories. The memories store tree structures,'counters and anything else that the

pico code requires memory access for. Furthermore, the memories are used to store

data structures that are used by the hardware, like free lists, queue-control-blocks,

etc. Any memory location which is not'allocated for trees or which is not allocated

16 for trees or which is not used by the hardware is by default available for pico code
use, like counters and aging tables '

Figure 13 shows a more detailed block diagram of the memory complex. The
tree-séarch memory (TSM) arbiter provides the communication link between the
20 Embedded Processors (GxH) and the memories. The memories include 5 on-chip
SRAMSs, 1 off-chip SRAM, and 7 off-chip DRAMS. The TSM Arbiter includes ten
Request'ControI Units (each one connected to one of the Embedded Processor
GxH) and 13 memory arbiter . units, one for each memory. A bus structure .
lnterconnects the Request Control Units and the arbiter units in such a way that each
25 control unit and its connected GxH have access to all memories.

The control unit includes necessary hardware to steer data between the
Embedded Processor (GxH) and the arbiters.

30 The SRAM arbiter units, among other things, manage the flow of data
| between the Embedded Processor GxH and the on-chip and off-chip SRAMs.
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- Each Memory Arbiter contains a “back-door” access, which is typically used

5 by other parts of the chip and has highest access priority.
The DRAM Memories can run in two modes of operation:

TDM-mode. Memory access to the four banks in the DDRAM is done
10 alternating read-‘windows” and write-windows, whereby in a read

window, access to any of the four banks is read-only and in a write

window, -access to any of the four banks is write only. Using TDM-

mode for multiple DDRAMs allows sharing some control signals

between the DDRAMs and hence this saves some chip 10s (which is
15 a very scarce resource).

Non-TDM-mode. Memory access to the four banks inthe DDRAM can

be a combination of read and write, which must follow some specific

rules. For example, one can do a read in bank A and a write in bank
20 C within an access window.

The TSM Arbiter allows N Request_ers'simultaneous access to M
memories. When multiple Requesters want to access the same
memory, a round-robin arbitration is performed.

25 .
The M memories can have different properties. In our current
implementation, there are three memory types: internal SRAM,
external SRAM and external DDRAM.

30 The Mmemories and N Requesters are homogeneous any Requester

can access any memory
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S|multaneously.

5 . Part of the M memories are used for control memofies containing .
internally used data structures, which have a high priority access
compared to the picoprocessors. This also allows debugging of the:
chip, since the picoprocessors can read the contents of the control

memories.
10
The arbiter supports read access, write access and read-add-write,
whereby an N-bit integer is added to the contents of the memory in an
atomic operétion. S ' '
15 ' A general address scheme is used to access the M memories, éuch
that the physical location of an object in the memory is transparent.
The concept of trees as used by the Tree Search Engine to store and retrieve
information. Retri_éval, i.e., tree-searches and also inserts and deletes are done
20 based on a Key, which is a bit-pattern like, for example, a MAC source address, or
the concatenation of an IP source address and IP destination address. Information
is stored in a control block called Leaf, which contains at least the Key (as will be
seen later, the stored bit pattern is actually the hashed Key). A leaf can also contain
additional information, like aging information, or user information, which can for

25 example be forwarding information like target blade and target port numbers.

There are tree types (FM, LPM and SMT) and associated tree type searches.
namely: fixed match, software managed tree and largest prefix match. An optional
additional criterium for checking the leaf duri'ng. a tree search is the VectorMask.

30 Roping, aging and a latch are used to increase search performance,
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Control Blocks (PSCBs) and ends up at a Leaf% i

5  of trees, each with its own search algorithm, which causes the tree-walk to occur

gure 14). ‘%ere are three types

according to different rules. For example, for Fixed Match (FM) trees, the
datastructure is a Patricia Tree. When a Leaf has bee'n'.found. this Leaf is the only
possible candidate that can match the input Key. For Software Managed Trees, |
there can be multiple Leafs that are chained in a linked list. In this case, all Leafsin

10 the chain are checked with the input Key, until a match has been found or until the
chain has been exhausted. A so-called “compare at the end” operation, which
compares the input Key with the pattern stored in the Leaf, verifies if the Leaf really
matches the input Key. The result of the search will be OK when the Leaf has been
found and a match has occurred, or KO in all other cases.

15

The input to a search operation consists of the following parameters: |

Key (128 bits). The Key must be built using special picocode instructions
20 prior to the search (or ins_ertldeleté). There is only one Key register.
However, after the tree search has started, the Key register can be
used by the picocode to build the kéy for the next search, concurrently
with the TSE performing the search. This is because the TSE bashes
the Key and stores the result in an internal HashedKey register (thus,
25 ~ in reality, there are 2 Key registers). | |

KeyLength (7 bits). This register contains the length of the Key in bits. It is
automatically updated by hardware during building of the Key.

30 LUDeflndex (8 bits). This is an index into the LUDefTable, which contains a full
definition of the tree in which the search occurs. The LUDefTable is
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' TSRNr - (1bit). The search results can be stored either in Tree Search Result

Area 0 (TSRO) or TSR1. This is specified by TSRNr. While the TSE
5 is searching, the picocode can access the other TSR to analyze the
 results of a previous search. '

Vectorindex (8 bits). For trees which have the VectorMask enabled (Wh.ich is

 specified in the LUDefTable), the Vectorindex denotes a bit in the

10 VectorMask. Atthe end of the search, the value of this bit is returned
and can be used by picocode. '

| The input Key'will-be hashed into a HashedKey, as shown in Figure 14.

There are six fixed hash algorithms available (one “algorithm” performs no hash

16 - function). It is specifie_d in the LUDefTable which algorithm will be used. ‘A
| programmable hash fuhction may be used to add flexibility.

The output of the hash function is always a 128-bit number, which has the

_ property that there is a one-to-one correspondence between the original input Key

20 and_the.output of the hash function. As will be expiaihed-below, this property I_
minimizes the depth of the tree that starts after the Direct Table.

If Coloré are enabled for the tree, which is the case in the example of Figure

14, the 16-bit color register is inserted in the 128-bit hash'function output. The

25 insertion occurs directly after the Direct Table. l.e., if the Direct Table contains 2"

' entries, then the 16-bit color value is inserted at bit position N, as shown in the figure.

The output of the hash function, together with the inserted color value (when
enabled), is stored in the HashedKey register. |

30 " The hash function is defined such that most entropy in its output resides in the
highest bits. The N highest bits of the HashedKey register are used to calculate an
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" 1090 () - the/ |r%FP&bIQ '@e a%%ss used 1tol (r);/g?i&the DTEntry is calculated from the N
5 - highest bits of the HashedKey, as well as on tree-properties as defined in the
LUDefTable. This is explained in detail below. The DTEntry canh be seen as the root
of a tree. The particular tree datastructure that is used depends on the tree-type.
At this point it suffices to say that a Patricia Tree datastructure is used for FM trees,'
and extensions to Patricia Trees for LPM and SMT trees.

10
An example of the use of an 8 entry DT is shown in Figure 15. It can be seen
that the search time (i.e., the number of PSCBs that must be accessed) can be
reduced by using a DT. Thus, by increasing the DT size, a trade-off can be made
between memory usage and search performance.
15 '

As can be seen from Figure 15, a DTEntry- can contain the following
- information:

Empty. There are no Leafs attached to this DTEntry. _

20 , A pointer to a Leaf. There is a single Leaf attached to this DTEntry.
A pointer to a PSCB. There are more than one Leafs attached to this
DTEntry. The DTEntry defines the root of a tree,

The Search Algorithm for a software managed tree and algorithm for
- 25 generating the tree is set forth in US Patent Application Serial No. 09/312,148 .

An algorithm termed “Choice Bit Algorithm” uses a certain metric to build a
' binary search tree based upon bits selected from items termed “rules” in a set or
universe of rules. All our examples are couched in terms of Internet Protocol (IP)

30 headers, but a fixed format header of any type could be used instead.
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15 "~ Each rule in the rule set is associated with an actloq which is taken if the rule

is the highest priority rule which fits the key. Rules can intersect (one key fits two or
more rules). In that case, rules can be given priority numbers 1, 2, 3, ..., so that any
two mtersectlng rules have dnfferent priorities (an administrator must declare which _
rule dominates if a key fits two or more). Thus if more than one rule remains to be

20 tested after the bit tests and compares, the rules are tested in order of priority. A
lower priority number designates a rule with higher priority.

If no fit is found at all, some default provision may be specified.

25 The search algorithm for the longest Prefix Matching method is set forth in US
Patent 5,787.430i The method requires éntering at a node of said database (root
node); determining a search path from one node to another thrpugh' said tree-like

~database by successively processing segments of said search argument which
comprise only those parts of the enfries which are necessary to identify the next

30 (Child) node, and said second link 'informatio_n until said segments are c'onsumed'or
a (leaf) node lacking said second link infofmatio_n is reached; comparing with said
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ports which receive paraliel data and convert the data to a high speed serial data

10 stream which is forwarded over a serial link to the switching fabric device. Data
received from switching fabric device on a high speed serial link is converted to
parallel data by another DASL. An embodiment of the Serializer/Deserializertermed
Da_ta Align Serial Link (DASL) is described herein.

15 At least one DASL interfaces the switching fabric device to the serial links.
Data from the serial link is converted into parallel data wh'i_ch is delivered to switching
fabric device. Likewise, parallel data from switching fabric device is converted to
serial data which is delivered to the serial links. The serial links can be aggregated
to increase throughput. | |

20

Still referring to Figure 16, the switching system includes switch fabric 11,
input switch adapters 13 (13-1...13-k) which are connected to the switch fabric input
ports 15 (15-I. ) .15-k), and output switch adapters 17 (17-l. . .17-p) which are
connected to the switch fabric at output ports 19 (19-1. . .19-p). '

25 ;

Incoming and outgoing transmission links 21 (21-I. . .21-q) and 23 (23-I. . .23-
r)are connected to the switch system by line (link) adapters 25 (25-I. . . 25¥q) and 27
(27-l. . . 27-r), respectively. The _tfansmission links carry circuit switched or packet
switched traffic from and to attached units such as work stations, telephone sets or

30 the like (links designated WS), from and to local area networks (Iiriks designated
LAN), from or to Integrated Services Digital Network facilities (links designated
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sections.

The switch fabric routes the minipackets viaa fast self-routing interconnection

network from any input port to any output port. The structure of the self-routing

16 network is such that minipackets can be routed simultaneously internally without any
conflicts. '

The heart of the switching system is the switch fabric. Two different
‘implementations are considered and will be described separately. In one
20 im'pleme'ntation', the switch fabric comprises a self—fouting binary tree for each input
port, connecting the respective 'input port to all output ports; the switch fabric
comprises k such trees in combination (if k input ports are provided). In the other
implementation, a bus structufe with an output RAM is provided as a slice for each
output port, connecting all input ports to the respective output port; the switch fabric
25 ~ comprises p such slices in combination (if p output ports are provided).

DASL is described.in Application Serial Number 09/330,968, filed 11 June

1999. The DASL'I.nterface recé_ives data from a parallel interface such as a CMOS

ASIC, partitions the bits from the parallel interface into a smaller number of parallel

30 bit streams. The smaller number of paralfel bit streams are then converted into a
high speed' serial stream, which is transported via a transmission medium to the
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DASL implements the method of parsing a data stream presented as N bits
5 in parallel into a plurality of portions each havih_g n bits, wherein n is a fraction of N;
serializing each n bit portion of the data stream; transferring éach serialized portion
over a corresponding one of a plurality of parallel channels; and deserializing each
transferred portion of the data stream to restore the data stream to presentation as
N bits in parallel. |
10 '

In the drawings and specifications there have been set forth preferred
- embodiments ofthe inventioris here disclosed and, although specific terms are used,
the descri'ption thus given uses terminology in a generic and descriptive sense only

~and not for purposes of Iimitgtion. |
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18 | memory with external data memory;

19 ' at least two other of said input/output ports exchanging data
20 | passing through the interface device with an external network _
21 | under the direction of said interface processors; |

22 said control point processor cooperating with said interface device by loading
23 into said instruction memory instructions to be executed by said interface processors
24 in directing the exchange of data between said data exchange input/output ports'-and
25 the flow of data through said data mémory; and

26 : a plurality of said interface devices being operatively connected with each of

- 27 the input and output ports of said switching fabric device.



f Z'10%&F & ()- fZ"10% &F & ()- Ly#10% % & () -
Ly#10% &y& 117#9R RLOR R5!5i 5567$7| [ : A410R R yy 10% & & ( peTsbii¥es/ & () -

f"1096 & & ()- fZ'109%&f & ()- @O0% & & ()- 10% & & () - $7p77889626[ FLE‘B()?W#
y)m 10% & & ()-  SY(10% & & ()- | 90%gf & ()- y Z'10% & & ()
210%&f&() &10% & & ()- a9::;f;g: h;i::|obU410

280055 MG SO i B TRIRTG L+ -

f'20%e* & ;(a)ss‘éd thrauty apdhigrface devitehisgind to said switching fabnc device.
%t10%Re* 2& () - - >?n@ At AAAAA| [ NAA1010&e* &10&e* &10&e* & &6 " 10%&e* &&' () -

FA9%409%Re*&& ()- D S)10% e*” & ()- 5 S)10%0 e*0 & ()- @) 1097 e*7

& {) - AAAZBBB- A ) :
sﬁ#low&?) qs\é#%O%&& % Bookt ﬁ%@m 1%&?{‘&@ e @@fﬁ’%ﬁs i
y:2 109&R& qa)sseﬂaimmgl‘) anystzérm%m!v cpo@qmmpr(n)sald switching fabric device.

f 10%8& () - KFFFUSGGG, H| [ : NA41010 S5&L0%ER ()- f,23"1008& ()- y. 10%8& ()-
- &10%R& ()- f9* 109&R& ()- @ YLI0%WR& ()- , HHHHHHHZ | | VU410 94.0% & () -

L BHL0Y%OK () - APp&retlStatcolding %G%thbrel@&é&gﬂ&ﬁin %o%%gﬁhratus is
| MRAKKKLL] [ vUATD . F10% & () 23 1006 & ()= Y

_ 3% & ( )paS@dib%L@"( anjnie EC‘M’R)NP? inpoyng to %a'g §m}gmng)fabnc qm/‘o% éJ)'IQ ylata
Slgpnil0% &ld\% Egg‘gﬂrﬁ%%‘d (Qp(?a'f‘atkg% ﬁaﬁged g aR ditdAENBENCE: d(h’élcmwd #8m

10% & ()
4 said swnchlng fabric device.
1 5. Apparatus comprising:
2 " aself routing switching fabric device directing data inbound to the apparatus
3 from . identifiable addresses to fiow outbound from the apparatus to identified
4 addresses, said switching fabric device having an input port and an output port for
5 data flow therethrough;
6 ' a control point processor; and
7 an interface devicg operatively connected to said switching fabric dev_iée and
8 to said control point processor, said interface device having:
9 ' a semiconductor substrate;
10 . a plurality of interface processors formed on said substrate, the
11 number of said processors being at least five; o
}2 “internal instruction memory formed on said substrate and storing
13 instructions accessibly to said interface processors; |
14 internal ‘data memory formed on said substrate and storing data
15 - passing through said device accessibly to said interface processors;
16 a/nd.
17 a plurality of input/output ports formed on said substrate;
18 at least one of said input/output ports connecting said internal
19 . data memofy with external data memory;
at least two other of said input/output ports exchangihg data

N
=
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25 '

said switching fabric device;

26 ~said control point processor cooperating with said interface device by loading
27 into said instruction memory instructions to be executed by said interface processors
28 indirecting the exchange of data between said data exchange mputloutput ports and
29 ‘the flow of data through said data memory.
1 6. Apparatus according to Claim 5 wherein each of said high speed
2 interconnection input/output ports has: .
3 a logic circuit which parses a data stream presented as N bits in parallel into
4 a plurality of portions each having n bits, where n is a fraction of N;
5 a serializer communicating with said logic circuit which serializes each parsed
6 portion of the data siream;
7 a plurality of channels communicating with said serializer and transferrihg data
8 streams, the number of said channels being équal to the number of parsed portions
9 and one of said channels being associated with each of said parsed portions of the
10 data stream; and ' '
11 a deserializer communicating with said channels and which receives serial
12 data streams transferred therethrough and restores the data stream to presentation
13 as N bits in parallel.
1 7. Apparatus comprising:
: 2 a control point processor,
3 an interface device operatively connected to said control point processor and
4 having:
5 a semiconductor substrate;
6 a plurality of interface processors formed on said substrate, the
7 number of said processors being at least five;
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20 into said instruction memory instructions to be executed by said interface processors
21 indirecting the exchange of data between said data exchange input/output ports and
22 the flow of data through said data memory; and
23 said interface device having two high speed interconnection ports, each of
24 which has:
25 a logic circuit which parses a data stream presented as N bits in
26 .parallel into a plurality of portions each having n bits, where n is a |
27 fraction of N; _
28 ' a serializer communicating with said logic circuit which serializes each
29 parsed portion of the data stream;
- 30 a plurality of channels communicating with said serializer and
- 31 transferring data stréams. the number of said channels being equal to
32 the number o_f_'parsed portions and one of said channels being
33 aésociated with each of said parsed portions of the data stream; and
34 _ a deserializer communicating with said channels and which receives
35 ' serial data streams transferred therethrough and restores the data
36 stream to presentation as N bits in parallel.
1 8. Apparatus according to Claim 7 wherein each of said high speed
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interconnection ports is connected to the other of said high speed interconnection ports
whereby data flow through said interface device passes from one interface processor

thereof through said interconnection ports to another of said interface processors.

8. Apparatus according to Claim 7 further comprising a self routing switching
fabric device operatively directing data inbound to the apparatus from identifiable
addresses to flow outbound from the apparatus to identified addresses and wherein each
of said high speed interconnection ports is connected to said switching fabric device
whereby data flow through the apparatus passes inbound from one interface processor to
said switching fabric device and outbound from said switching fabric device through

another interface processor.

9, Apparatus comprising:

a first network processor having an UP data path and a DOWN data path;

a second network processor having an UP data path and a DOWN data path; and

a connector system interconnecting the first network processor and the second
network processor, said connector system including first and second modules with each
one having a serial output mounted in an UP path of the first network processor and the
second network processor; third and fourth modules with each one having a serial input
mounted in a DOWN path of the first network processor and the second network
processors;

a first conductor connecting the serial output on one of the modules on the UP
side with the serial input on one of the modules on the DOWN side of the first network
processor;

a second conductor connecting the serial output on one of the modules on the UP
side with the serial input on one of the modules on the DOWN side of the second network
processor; and

a third conductor connecting the serial output on the other module on the UP side
of the first module with the serial input on the other module on the DOWN side of the

second module.
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10. The apparatus of Claim 9 further including;:
a fourth conductor connecting the other serial output in the module on the UP
side of the second network processor with the serial output of the module on the down

side of the first network processor.

11, A method comprising the steps of:

receiving a data flow inbound through an input port of an interface device;

communicating the inbound data flow through a plurality of interface processors
embedded in the interface device;

partitioning the inbound data flow into a first portion to be redirected by a
switching fabric device and a second portion to be temporarily stored apart from the
switching fabric device;

directing the first portion to the switching fabric device and the second portion to
a memory element positioned outside of said switching fabric device;

receiving the first portion at an interface processor as a data flow outbound from
the switching fabric device;

recombining the first and second portions; and

directing the recombined data flow outbound through an output port whose
identity is being determined by analyzing said second portion iﬁ accordance with the

execution of instructions by the interface processors.

12. A method according to Claim 11 wherein the step of communicating the data
flow through the plurality of interface processors comprises parsing the data flow into
portions and distributing the parsed portions among the plurality of interface processors

for handling in parallel.



