;e3e@L6T@s METHOD AND APPARATUS FOR | NI TI ALI ZI NG SECURE COVMUNI CATI ONS
AMONG, AND FOR EXCLUSI VELY PAI RI NG W RELESS DEVI CES The present invention
rel ates generally to security managenent for wrel ess devices and nore
particularly to creating a secure, short-range network f m“umm
transmtting informati on anong wrel ess devices and cr eaﬂmmmmmm

comruni cations network for pairing dewilces. Background of thgglgvention The
proliferation of wireless devices in conputer networks has creat ed a
significant problemin the synchronization and secure interconnection of
devices. Most w ' - waves to
communi cate. A t%F?g@ﬁwggg%‘%ﬁ*ﬁ?Pg%@mAg‘g@ggﬂSeé\?l ces today has a
- pager which receives digitaCOMMEGNECATIONSIAMIONG:! | ul ar phone and a

not ebook conputer, wi.t i m retrieve and send email. To
connect to the omﬁlﬁﬁgbgigﬂﬁy@ﬁ\uwHEVﬂﬁflEtﬁ/vare (such as
. adapter cards having transm ssi on nechani sns) desi gned to connect to a
wi de- ar ea b ne _access to
the.r osourtep PRk infain RAMECRert) 3 nhdiEherfin WM B Ao SRE ™
standard hmse beﬂmumlgaos&datfn(gra iseiréreshgfirange ﬁétkuokle f@:OEEEufHIF Qﬁahﬁﬂﬁnﬂg th
nobi |l e copputing. This standard, referred to herein as ' Bl uetooth'

proposes {HRMaO8amang Yisrlessrdexicenand crepting ssrare communisations eavask forpbi | e
devi ce. ﬁgﬁﬁﬁ lb¥iged @di 0 is designed to a standard, the nobile device and
radio co |na ion can then be optim zed to reduce mterference The

optim zation is feasible since there is a comopn w rel ess protocol

inplenented in a gingle radjo frequency band, rather than the nultitude of
opt i onal Mﬁﬁ@mﬁ% t echnol ogi es in various radio frequency
bands avairh@pkdlifb@tioMMot 8l iedSssafevRes ifh 6 tI*h%tvﬁd}Eé 0 dio is
i nt ended forl@dl stributi onl i nsa nod ule 01?%3 el pt hm? lc{é\g%%\ﬁlggg[%&w th
ot her ' Bl peblsm i tlmamlcb@nmabdtu@né seciine iBerenmmtibn sif atestimes] Mestdefreladsng t he
conmuni ca sel ected devices and/ar nultjple sel ect ed
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at their wlivisg Werehdss HE\hBes’ todd¥vhadh Pes@aiiich ‘i’éUélves dlgll?al E%sang@rhd gg%lan q

currently defines the use of an avail able, unlicensed ACGHZ radi
that can S mhopsan § sptehockqepraptiter with namgeéesswndem msztarrecm@nd senvom| y
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radi o spectrum appears to be avai

use. W t hadap@r d%ﬂmmmgmﬁﬁmlsslohhnecﬂaﬁmmy\ﬂé@@eﬂadlo@nmdt lto Revidbfarptdrve to
establ i sh_net works of. devices w.thin about a 10 neter radius, with rapid

degr adat | 9fzIe3 AEWRT WRic WWC@@%S?@QW vireHing aqseesain theatigsoureascihat the

ef f oct | vepbaslinilantifedts hicub@nlWhectingret ers.  The | ow: povered radio
nodule is intended to be built into nobiTe conputers, nobile phones, 3-in-1

phones, printers, fax machi nes, m)dems netvvork i nterfaces (such as LAN or

WAN connegt i I ers hones,.etc. S of up to
721 Kbps 'fﬁogrt ﬁ{ggg/dn’lrlr%t%e%%mrgog%c%r %’ﬁ g?fa? Bii‘gg?ﬁjg@m?ﬁnm@r Bﬁ qedilenr ee
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channel s t talzth less than 1 Mops symhol rate per picocell, are currently

suppor t ed®ASH SPERs Y Eejogiato %‘WH}’ mobﬂ@ d@"}é%(ﬁlw thisgediphedesignedrio eat i on
speeds w r et 0 C use,. Bl uet oot h uses
frequencygtﬁgggfég?%?ﬁ%r%ﬁg un%@%giong(%(m%g%@éogﬁ glge 8 gtt OVPHEPn radio

pr oxi mi t yintdrfeemch. Bhéreptimidhtioe id iidasibipsiacs ileaeé iva déﬁﬁﬁdiﬂ bﬁl%le@s FRdtedoll eap in
t he abllllté%)[lof deyi.ces.tqQ interact, there is still a significant problem

with the gpented, e arsingle sadio feeapengynband, rafher; than dbe, mydtituderied optional

speci fi caddvive I C to what
we will tader m gq{r)slhr%\(l)\ﬁle\{er%rﬁagﬁé%ggéeg v %ﬁselri&g%cﬁﬁ%ﬁéﬁ ba&%s Q%HIESBIIS i %gﬂ ly

pr oxi mat ewirelesss#rgess) tod@;)t \/Bmksmﬁhllgwmowr@t raﬂapisammderhlﬁcbxe&sthtbntmn in a

i ntercon ph Si.C roxi mat e devi n bove- descri bed
radi o ra%@{mg%n hYC(t,}éa %10 %’fmmﬂlfi?tevﬁ”ﬁbloggé Iélél\? 0835 rﬁﬁ‘?é’r UGBt d8€h radi o

can att acBlustopihcetafiatd i defhing MeEEdMihBMichMNs DetwiehltwS0LA¥H BevitReng/oRew
devices in an ent erp ri se uncovers several uni que securlt d management

i ssues. PRRP! ealeeqtpd tdevicesr Buthes informatior eeganding thde:lluétlootin standardi€f i nes

nmet hods f ncr n at _the baseband (physical) |ayer
of the dea\(}::‘ucléeblié Eﬁpg#&geééﬁﬁéﬁﬂ&d@ﬁ& Euﬁ & 6P e- unr ecogni zed | i nit ati ons,
which will be analyzed below. Al of the prior-art methods thg,mmm ""m"mﬂ ”,I
descri bed have the goal of securely providing a secret crypto M "o
both devices that is then used with suitable cryptographi c means ts@ogs f orm

aut henti cati on and encryption. These nethods differ as to the manner in
whi ch




-3 the key is obtained. They also differ as to their policies regarding the
reuse of keys or their precursor PIN codes. A first typical nethod that the
prior art allows for is for two devices to receive, through sone

unspeci fied external neans, a secret key known only to them This method

m ght be appropriate for two devices that are manufactured to be
permanent |y paired-with each other. The¥-can store this key in association
with the partner device's identifier and reuse the key every tinme they w sh

to communigate. Jf.no nmeth i s _provided for, changing the key, the two

devi ces arﬁ%@?’?‘d&% ﬁwvtg'a&%é’ﬁs et‘llﬁed%eanaﬁwlﬁ'élﬁ ‘é‘%&?e@%ﬁﬁi %@G@?{Z diophand e
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is that if a.third . how, abl e t key, .it ld b
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or eavesdrop unobserved, since radio equency conmuni cations 1 n
i nt ended REdiggevith tapid degrpdation matle distghte inarensesr Withue R0-dBnb trahshhittgsthand

wal ls. A second nefhod oft descri , slightly nore secgure than the
first, ni g‘ﬁﬁacﬁ ° 5%{-5? Jﬁ’?geaf”gﬁfbﬁr a?%qﬁgv‘?lﬁt@? P‘h’ﬁt logi-powered dadio madulg s y
pai red Wi tifiteRi&1 RIBY BiRK iR8 HodiRNSLPuBrd 3dtile pHRES, 3Sind Bl?drﬁ?{[ﬁint@r? gt er

and its wirel ess nouse, or a cellul'ar telephone and its w reless tel ephone
headset . Thichines; medemacugtverk berfacee ($uch sast loANeom MoANdedingétidus), ibgisdme

string cal " - P rovided. b he,manuf act urer, or
ent er gd atcla’glgrca%’ dgl%%\%’e h%%é”ﬁ%ei@%ﬁﬁ"% i %¢ gy fo ?gﬁl ﬁ@gs hféﬁv ?S%mﬁt‘i‘\?ﬁ?s
combi ned wisyiivhediouadita knavmissibhx@dipda tireg i clidhdi GUKRPI VoRe hastl R of Qd

generate a segret ‘l;%y that is subsequent:hlii used for authentication an
encrypt i ofOmpHiation afi wicqandydpig chennglyvtetaliing dessuthen dr Mbpstsymbebratamter her e.

Bot h devi i Shi.n I -t ‘palrings .relationshi,p siore the
key assoc;bg(ﬁ)gé\ﬂ’wg%ehg?rk%t%?%i’gng%vb&gg%e %&eg} fE%ﬁP?’hg?d \ﬁaés GERGEY oﬂgfé ﬁh? ate
the key i sommundcutien speetiedill arttasans ehd kehnblogk afiames. dBeaass! Blietodh S
stored key is then reused anytine the paired devices wi sh to conmunicate
securel y. U LreguencyiopRRgy S8V atn srcaordinated pigocsls Gap eogxist qwithine radie pri or
key, ent eprekimitybfBhdN §tRér, @ New pairing relationship, and create and store
a new key. One drawback of this nethod is that if a third party sonehow

" learns the PIN, such as by eavesdroppi ng on a verbal exchange or keypad

entry, it ' arn t-he.key by eavesdr ing on.the.pai.ring.flows. Once it
knows the Vﬁ@ ; ghi?st “PELNCTHL CS%'%%QF«? T8t ﬁ’g‘? “Hg‘\?iagﬂl%f’f g%‘(}%e?cfgé'bte@ﬁt’ 8 ypt ed
comuni catid stilba s#nifivantiproBlehfiviththd EQablARMeRYof tBule dhafine forThE REviE&.
appropriate for two devices that wi sh to trust each other only for the
duration diheapesitietioniatigws s hasd held eraviaelesscdeninge to connegt intonwhatonk wilhe user
enters a : [V nj i . h ction. .The PIN. s
used, as g @vg&I%gggeﬁgg geila' Egé.pqﬁdﬁgﬁlgggu%tsaegislg%g@@rbré)upﬂ%tﬁ:h%ﬁgm%jn and
encr ypt i ometwarkt Figs picanstaeplaces, cables fawintertdimediny phydichlte plexymatealedrbet ed
after the trtﬁmstgcti)on.dlf .tepie two de iér]e?s, W sh t_o,EIo anot her transaction
sometine (HIPHNE 3boycsdespiibad tadio rapge): AR peSEISRPIN (9 WIrgdeN deyiien Wik dr ocess
that is bBgRssRTEIbLQ i e ) Ve - 1 ird
met hod, a device st orggt&??lée.hsi% lNcoibéh11 g)sgtggl?tgﬁ)?%ﬁ L\iﬁ#éﬁ%&@h*@ ﬁ}‘ﬁtg)ér.| the
part ner dagiveleyiceuin afcintarpisetuneokary severad nnique seclititsandt marmgsmentiibiesane Pl N
whenever communicating with the same partner, but generates a fresh key

bef ore each comruni cati ons session. The third nethod inproves upon the

security Otiot iv¢ s 86OR¢a, BRI AHRMLEVARRLRGat e dkies TAARORNbE Yuthdftidstdd M ti ng
the duration of time that a third party could violate security If 1t is

successf uRnd anqrypfioN sgthe hasebpngd frivysisal) daysr of phendevikss bnythesrempttiods hgvef | ows.
A fourth i Neldy! F iy | t . baseha .

ot hont 1 c ipelireBRdoehie ERHLRE whidh WAL b e ERBHE AR 2R the prigr-ar
conmuni canietingls sdmsiwill Ui dgscaibeer lmdvendien gBhN.of Thécarelet frodidmght sbeechosen

by a manuf act urer  who nts their product to work immedi ately upon renoval
fromthe QWPW?P@‘%%X t\g%oﬂh@_}@ce&,t}}at &othen aiﬁdaﬂﬂbw%pletqﬁmtggr@pglcmﬂanmt s to

provi de a,gicni : bty . i are
simlar tgggtf ose tlé#rﬁi%é e t%df%%ﬁ@{uh%gh‘é?ﬁnﬁ@p@gﬁ)}}%? ﬂ%‘%‘%‘ga%’?y I\E\lh%(;)}ﬁ%noms
that a zero-length PINis in use could eavesdrop on the pairing flows and
| earn the secret key, enabling it to inpersonate another device and/or
eavesdrop on encrypted conmuni cati ons. -5 Clearly a nethod that obtains

t he key through a non-secure exchange has sone potential for inpersonation
and eavesdropping. Current art suggests verbally telling another person the




unusabl e for nobile conputers in an enterprise environnent. An exanple of
such a scenario addressed by the present invention is shown in Figure 5. In
Figure S there exists a server 301 that is connected to a typica
enterprise LAN 303. A second server 311 is connected to the first server
301 over a WAN and al so connected, conventionally to a LAN 321. Wreless
devi ces such as a wirel ess notebook conputer 31.5 can connect with a
Wi rel ess access point on the server 311. The w rel ess device can al so send
informatio ver t he, ai r_wav o.a printer 313 directly (rather than
transmtti HE; £hés phtpigedeTheya Ei%‘bdltff?e ag o (i pplicics xegamding tae rewse eEke¥sroruse a
conventio deft hfp cofgection to transmt the information to the
printer 31 %rﬁgﬁoF erﬁicenarlo depicted in Figure 3 includes a wreless
not ebook conput er 309 a tel ephone 307, and a pager 305. In this scenario,
all three Vi ces, g ni cat e ch t hat the tel ephone 307 or pager
Z’ apesbod 3

305 coul d g tie oF ey Rwé(g‘Pfﬁﬁtf@rt“@l@Vf(@F t¢ gg8ivegthntighhe
di sk of thg ecﬁ&ﬂ%ﬁﬁ'ﬁeﬁgga séorétSa@Y kpbivh o g'hfshr’nét bﬁ'nhgtﬁ
busi ness morld ere soneone is’in a neeting awal |ng

arrival ofbe appﬁoprmte forr tyentlevdeasathht aﬂihaam;fsd:temﬂaoLHedphmaaettttpralwhhqthhat

when new e- g@ 1{erd at t e not.ebook, gonp héi’ 309 (either, over a

cel lul ar RibSF- ¥r°a%StB %?tl?eé(di’téﬁ(’?’éu?lh@“ %B‘B'Eﬂ@r deyiptis identitier and

pi conet), hhe bl t RecHnfBhi h

not ebook crorrput er e?89 to the gﬂ hS%SC over %ﬂé'ogf g%gget’tﬁg@gs tt‘DFte petétiggorr woul d
vi brate amlianﬂlspIthtykcjhdhe(myeaiymces!\lateepd:ratanmﬁl)ypalrddewahrmmt aptleouind @hal t he
wirel ess tel ephone -t0-S C tlon ead al qud from an
urgent e- &It Ipbeﬁﬁ%rteﬁew}héﬁ?r V?@%ﬁ‘ﬁ% t‘t‘i%?‘@ﬁﬁ F‘Ba%?nf[é rfﬁ? EMeedhi ne
317 had a ntariugAcese. OAaRGbaENot fich aPali Qplkeycl@ﬁﬁébl% Hat SHeketbisty akfrtatiope user
of the notebook could utilize the underlyi ng t el ephone netwoifk attached t

the fax méehvesa the twerdevicas iy permiapent: Anothiee deawhiach deithahaf/a tlgird pagty wgsand

unpl ug ca 0 r ¢SS pa-Senver

connect i O%Bﬁéhé‘& AE‘E)% ?(gtl%‘rm tﬁ%kggonneg{l? cl))% E\'/\l/)g Ul lglgeﬁgﬁaée\ﬂnpggéggylﬁed)ﬁ ectly
bet ween t leavesdtapberd kheCtwvpdévices it SvilintlerelfRer! A¢ 81l thése s3BMoB thd Ifird Yakty
anot her useflt;sl scenario is where a cable nodem or ADSL adapter in the hone

i s provi dEQUi t fVeR wimRsrsonate; r einseaioydipp smehsearyess  sincet yradioof frgendncis i n
the nome catiuRcuBal $RAL iARAMY RS spdoflftP BANGRARIS St thil By 3P
receivers, video recorders, i 0 speakers and I's --can access
the wire [buddingeanbwkllhy neans of a wireless connectlon ThIS offers a
great convenience to users in that devices can easily be added or noved
wi t hout the inconveni ence and expense of cables or in-premses wring. It
i's al so desiseadilde nidtivn bhen ndueeHzRal %llgﬁttyﬂrm&@réecﬁﬁ H{aﬂvtﬂéeﬁrs‘i RAER vof
view, since it allows for the consolidation of multiple services in a
si ngl e phyBP@Rriatgderyy drviges that Thedo e skelusively pairedwithrone anether éma langt o
address b e r nsiders an el

?&E{T?é:slse )§tttJh :SEBA erdsiif ﬁrﬂbut‘é@ 0% r%fé S gx&@e O 2 gcg ﬁﬁfeée@(?%u t er

scenari o. I’I se used ererers

i nst al | at iaad 1tsrwme%ss0trele1)h6n&lileaa§etl Fhis hetaed Ireqhde@ bethedevides 6 The provided
conpani es Q wi th t housands to hundreds of thousands of

. organi zation "
enpl oyees .Wltlll'g‘ 1%6“1? sene cafledp "EIN'e The HiNJnushe prvjdedrby thétmwfacwrgre%r al
geogr aphi Ggt r [
and/ or | argeerécftﬁpaé&ggs%ﬁgﬁgﬁ% \%rehouséﬂ{(ﬁr%?tf @yg@g@ %ﬁenseﬁa\&]
canpuses &méalgémwal fiyxed datarmtdmeemhlecplhmemétdmtq genefae IaI Set:lteekeﬁlﬂlﬁt«iu i§ hat
an enpl oye trav o_anot her,_ .can gai s to

appl i cati 8 BHY gn%seg ffg 8@15‘3?"‘8%133 Sogrypuomh qThs prefise § hoyethat ¢ i es

needed t 0 odéurk a@d hol ARpdHanfM¥reC WIARAYviLECHIshRE. tol EreR £UrRl@ih S nari o
t housands to hundr edgh%f t housands of users \i/a\n{% ° rgam anorng sevgmﬁ‘lElg

t housands Tdﬁtl@lsh@sstwrthy kﬁ:g agsioeigted sxith thei padred (bm;‘h Thes RIM ghat ovasorsad ¢d
W rel essl npl ann h ner eral gdevices throughout a
gi ven day%eh atg eukeo EOI}%F 8“38? eﬁng Cf‘%elétheﬁz’gy(e?)ttﬂ’sd? dfg novi ng hi nsel f

and his nobile deV| ce cont ai ni ng a radio rmdul e fromone location to

anot her . [ co r functional character (i.
. a PC usugﬁagt???(ﬁiﬁg}t) i tﬁglhl ?55? Mﬁ 319 g?“‘é?fcﬁ'é%e FRPIUHSAE rany
d| fferent sequpdly dftkideviee aahgevwaaship)it kgftaliblead dee&whd?ﬁéﬂt@nemeﬁ@r s), a
personal conputer user's security needs run the ganmut Trom corrpl etely

untrusted to totally trusted, which further conplicates matters. The

previ ously descri bed state-of the-art technol ogy provides several ways to
i npl enent security policies, but none is satisfactory for this enterprise
context. Let us exam ne whet her any of the previously-described art can be
used by a network adm nistrator to limt access to a network.



1. Devices could be permanently paired with one another by the

manuf acturer, but this is inflexible and prevents a device from having

mul ti pl e conmuni cati on partners. 2. Devices could have |ong-term pairing
relati onships with specific other devices, for exanple by entering a conmon
PIN at both devices, fromwhich a key could be created for storage and
reuse, or a fresh key generated for each- comuni cati on session. Besides the
drawbacks previously listed, this policy does not neet the needs of a PCto
have different |evels qof securify for different conmuni cation partners and,
i ndeed, fg)r[ﬁo‘lp%’ AdICdnPATIRG { a'eqnsg%saoé ereaterandssiors 486w key. One dngydack of

e provi e RBP4 el boElolPICiR UATPIN, PR BedrIBEEE, e

access. Thiwerbul ekctiangs ot keypad entny,dt ¢zt learnshe ey byeavetdroppiag oarhe paifiig t here

is only o PINto set u al beit at nultip]e acgess points), and

all ows a e:E?‘S?PGBﬁ‘F’PngtQE_K%& gto"%ﬁﬂ?"'&?ﬁﬂﬂﬁe?’é’d@f €Wé°eeﬁf SRYRSAL® amd gai n
access t hipbgBted tYmAGAESSioRO! Nt, but if the secret PINis conpromsed, the
malicious third party could gain access to all access points. If an

aut hori zed enpl oyee quits the conpany, there is no easy way to revoke his

. Thi g.schene, i table b [t [ 4. Th
st 4 PR BB HPTIGE] B9 dat RAAB AP IEnL Lt AREroBBA Lo Vg dotis*bPhccess
~ poi nts wi &Hsitottinist BAAMYthd?loly fob it RIrRYInUT of digl EtrifRaBlio£ 6 dh Qxc‘?ﬁﬁges.% poi nts

to certain sets of authorized users. If an unauthorized person learns a
PIN, he g#hisamethodeths user entereta RIN cnclngls deyiogsriust. privia b thiertrankaction. Bhie PINNS at

nunmer ous pobil.e ¢ uters becomes di.fficult. vokj,ng.a user' s access

v | egel st fTRE: B fnoBRor Fewr neckel s bigd Y BiteBuchibt fbd snGaaton

adm ni st r #érathe Graiidadtiod)BugBothtBe RO @A tHeAld)iave Bélbtell AflRAtheaPandRMohhEthe ed
user, but this forces all _ authorized users to_ sinultaneously update their
conf i gur atW@rfievices Wisle tagia anetheratransaciion sometimeldn atha efsturet Kﬁihkmasicb@s

poi nt wit | t ' otified and nust update
their PCSEO@@?%&QQQHIBQ ¥ ccégg{:dt%g&lh#? g?%rcll ?ﬁ%?ngagé&oégegccess points, e. g.
during travel, is difficult. Cearly this schene is unworkable. 5. The

adm ni strator, could assjign a.unique PIN to each nobile PC, _ and configure
lists of PHB%Sr%‘bFeMaNég%ﬂ of %iﬂ?‘Tdcm&@"é’ésé dewice stores\ihe FJDhimesspelatigien nor e

di fficul t withfan!iBEntifie? £Sr the phitle dRdie, i USletes MRV K SEO Y N EIAGGRD! ¥
long, and also add to the cost of the access point devices since additional
menory nusamoEINrwendeer communicating Widh ¢ee srmdopartief, WitNenetafestahfreshi kéys
contain s { f users, then a user's.ability.toroamis Jimted. |f a
user is aggfégﬂ %ar"ﬁrcé)ﬁm}‘érﬂ?at{oﬂ@ S?fﬁmnn&é? ?lyffgpieh'lgﬁ THTUSE APAN T BIHEEY Bh at
all rel evdietscaobathodi it ShangiigtheRbD Gkqhéntlye taks BkMg SRS HuRtioR 6T eie t hat
if a persgn gains know edge .of the access |ists confi ?ured at any access

poi nt, het@b@ Widapatyaeeddsvielgtensacany & ide syecestfithin lesyningthe PaNaatidng

anot her d@Weﬁ@rogé]ingidﬁﬂH%ﬁﬁWairﬁ{'fi‘&vsa”Ot her user's PIN. As is apparent from
t he foregol ng, orft-range W reless nobility presents a significant
security challenge to enterprise network adm nistrators. This is addressed
by the pr Di scl osure of the Invention The present

ti t.i . -9
i nvent i on%;?‘?r{ﬁblsg’\té ndngIg)“f}’f ‘%t]i‘eePES% _aﬁe\?itee%e%‘é?ﬁtbéﬁ?haﬁﬁ aytheplicationoend e to
connect | gncyStesit!bet f@@éiﬁfaté’ﬁ'l&glfgi Bachalewr @6ﬁﬂnﬁ1hfc§ﬁ@rﬁ: s}pﬂ]@n HEiﬁgeaniero-

invention does not require manual entry of user identifiers, pdsswords, or
crypt ogr ajsngth K&, Thisthethpd sdghttbeichosemtbyonmanufactater wio Wants thkfripcoderst to

addi 11 onaf oL e BEEY b GAARRE i B SRprEaR, MRt tnlimE R vy

the user, and wants to provide a minimal level of security. The drawbacks of this

approach are similar to those of the third method, in that any third party who knows that
a zero-length PIN is in use could eavesdrop on the pairing flows and learn the secret
key, enabling it to impersonate another device and/or eavesdrop on encrypted

communications.



It describes a nethod, apparatus and program product for authentication,
securely generating and exchangi ng an epheneral cryptographic key for
encryption, and a nmeans of perform ng and adm nistering discrete access
control in an enterprise, while elimnating the inflexibility of
~pre-configured secrets, and while reducing the security exposures
associated with the manual entry, stordye, and/or reuse of secrets. Brief
Description of the Drawi ngs The invention will now be described, by way of
example only, with reference to the acconpanying draw ngs, in which;

Fi gures 1 (daglpa mefiodithatypbiaing the key threughasnasetepiieexghangp hpesenes, petentigl ¢ h

i nhedded rgdi: Lol st Lan i pi
il zar GappRoOR BhcRRhAhE. CoCART kRl ShBUIE BN
gener at e tpeeson thewkeypor® IN-hpnberpdreddlieyrimgit oa.a gie@ofgpaperdanpiis tandl, RO st bl e
authentication flow.in the preferred enbodi ment of the present invention.

Fi gure 5 ithe seceghprayibegmtered ompach dexics Sy that devigs's wser-Hé this erbak Pasy<iter on may

be inple : N i ml V| i i AYOUt giohe- 10
P gur s 7 kP et B, fostivel By B i, e G B berBh OO stighy . 10,
t he fl ows ilnprovaneatis te oestrich knowladge af thie keponBIN &dla singk. peksony who ntdepit Ct S
the pairi gﬁ\ of consuner éievi ce,fm_us',n device certificates. Detailed

Descri pt i Off HfeXPRS On RO Eveses EhiS SlimEntes prerispanger wag e e yeh PN but he
present i i i t i faf 1 e e i i tion
such t hat wﬁgeﬁgdég?ry ﬁg%ﬁﬁ%fgﬁeﬁf &t(’ﬁdéb ?‘e@gﬁtﬂaﬁéﬁgﬁﬁ g‘ﬁ% Il{ggllgsyhgdgﬁrreant
to |limt camessth imethoddhat ngennitatesna isecretnkeynéor. eabh ecotrrpiimjnations afesdidre or

Bl uet oot h ,speci.fi cati on have.not prohi bjted perform ng authentication and
encryptio _ﬁragfacflﬂ‘é aR&HBITH 863“&?3%‘?%&? 1 %E‘P?"‘Hﬁt‘m&’g‘ﬁ BntOmeEhI5 BROTE o
initializisagrsUsit sAUtBRE fAnhRsoRRGorL BSd ¥dlc@BpiaY SsHOURC S SRIRRIS third

characteristics for nobile conputers especially in an enterprise context.
There is, pagygavesdeipoi the kebitgeneratiersanshexsbangs froeess.dnithpbesmntatthisdpanty ty (i .

e., autheni] [ on nc ion, acgess cpntral  and the admnistratjon of
the sane) géllfnfg ﬁ%:‘?’ear?fl}l%esi &llyeg%\ecéér%t éfesfﬁ?fsaem%e °grf8‘ésé‘?§ tlit\%tsﬁ%ﬁtg}lﬁsgﬂ 84§kt i ni ng
who can i poehéalexpbidie Waa T medeotbd i6 Reved fased] secrets' (such as PIN numbers,
cryptographi c keys, etc.) will be used to secure the connections between
specific devices, users, applications and groups does not yet exist. In
enterpris i i . iL.ch. the el e LE ! I get ed
t owar ds, tq rl% %)Br%l g%%%?g@gglgf %{%ysegg%%rng{seyhgﬂ%r%gulg;@@%{?’ g’g%#e?lg%@?’o%%s wel |
as each daunissblenfor mehjle camputelisfihemeerterpave endfongentr Ah yexamehguof suvh 4 he
ability to all.ow &ﬁl ff:érbeglta | evel s of .se.c:%i&%. cesses. None of the

cont enpl af&F2EY Affresivd by g prasent yentiqn 15 Faavh it BgP® ng a PIN before each
transaction and never storing the PIN or cryptographic key, or using the
sanme stored _PIN or cryptographic key repeatedly for all transactions, is
‘accept abl &n Frguie dgksraexistscusaryey 39pithairs esnngeted te ritypjca sintemprisel LANG03.

crypt ogr aphi y g [ to Pl N is,unacce e_al so since
anyone Wn%‘ l??\%ov%\lg ?%rgé}lﬂéﬁeégaﬁx%%etcgen@t %’aﬁfeyﬁfsgasreﬁvef h@ln%ﬁ ?W?ﬂaﬁm
eavesdr oppomgected, tdreveprdrallpdgo hITAIS 321, Wireless devices such as a wireless notebook

computer 315 can connect with a wireless access point on the server 311. The wireless
device can also send information over the air waves to a printer 313 directly (rather than
transmitting the information to the server 311 and having the server use a conventional

wire line connection to transmit the information to the printer 313).

Another scenario depicted in Figure 3 includes a wireless notebook computer 309, a
telephone 307, and a pager 305. In this scenario, all three devices could communicate
such that the telephone 307 or pager 305 could send messages to the notebook computer
319 for logging on the disk of the notebook computer 309. A realistic example of this in

the business world might be where someone is in a meeting and awaiting the arrival of



-11 The present invention solves this and other problens of securely
communi cating in a wireless environnent, as well as potentially other
environnments. The present invention is no way limted to the present

i npl enentation. It is equally applicable to any nobile environnent where
devices are frequently accessing other devices and require a secure form of
identification or authentication, a nethoed to securely generate and
exchange cryptographi c keys which can be used for encryption and ot her

ot app! | GARFQREETE eTHBH. TIeHSIES! FOHY bR OLUE tsbrbHovhn hev eomad S |1 |
per appl i Bl HY , | ility
precent | VoA Tk ABRN G 368 PaRp bl @GRy mblB RV e LERNRRRIT R

users and nd&bbelesompetet ivid & Pictmet) Athesdubjaot bn sdridgt O thie, e-gelilewalildybe gt ai n at
| east a device identifier 401Q, a device's public key 4015, and an area for
opti onal denk thegmiebopk copmppter 4RO tnibie Presrai0s ayer tis susanshandothe pagerpyadént

i nvention | MES4; dni St dgac 0, l4; In the
P or - art AR, HBSaRR0 thd Mdklord MBIR A R R A i T Wy

appl i cat i deleghong madipysingot texd-tokspeech fastionterad @joud frome an argehte-hadile a
certificate with its corresponding private key fromworkstation to

wor kst ati on on sonething such as a smart card and the certificate
identifiedjie ($RBarky i i,N - ofq it et
controlled its rﬁ&l g'IgEe ve#g{nﬁgtg%&gnadga\fgﬁﬁfg?%%ngﬁltwhgla%lzar ﬁl#,gl%gsét e was
done t hr oughnet@mh kdPa hbebsolbedmpter 3 I9esuch thrat thecwser ofjthdatebesk could ypilies ent

invention tightly.couples the certjficate with the.device, or nore

speci f1 oalthe, Hjeeiinen EHeBane naeK sttt 4 duivrmpRinG IR, el MBREoR P que

i denti fi elotliebs WiBSutamvingao $RId Add Gl Sableri B the@Bbild Edthputd)8r RE&EE) T ed
enbodi ment of the present invention a55|%ns a certificate to each device
cont ai ni n§ervaewpichgs eFonagstion ie thel psinterh dhe gennsttion, wowldthef nadg wirdlesdy i bed
cont ai ns Lce: i - hi ress, (alt,hough any uni que
i dent i fi e?d‘}%%t@f’%é*%%e*ﬁ%%&f’%éﬁ%? f;l@t?’e@?%léﬁ% ,a"f}}%’gle Fhisd 3tslt}publ ic key, a
validity period, and a signature froma Certificate Authority. In the

preferred_enbodi mrent of the present invention, the device identifier is
stored i n Yhanetber nsefil seenagio i wijese o cableanedentar ANy pdaptes) in ghe heme is

associ ate )i ' : [ P i1 ' | 1 c. .k bei ng
t he sane lrj%vll(lﬁéé1 ‘iﬁaﬂf/ Qg}'lgéfiggg tl&rll1 Eﬁ\éer,a%fgfé Z}Ea‘r%rgigﬁ ?f%eng%‘dé(;v%cre? ?1:‘1 g}:%é'ﬁ%ﬁésevi ce
nmust al so pasoual r entgheers,odephond ihbndsatse televidin Aaddivers,t yideo pedotrdes kaydior t he
public ke¥ %& a Cgrtificata Aut hority in the.chain ayéhorizatﬁon,cggin
(herein aPPECFERAAPEY PEOTdersifan eeess IgpYFelineysivess byateant okaWigisst fy the
aut hent i cichbinepfiogertificates received fromother devices. The signature of
the Certificate Authority indicates that the associ ati on between device
identifier and the public key in the device certificate can be trusted if
the Certi t itV i n The Lckey of th

Cor'ti 11 canbio s Hishicoly et 38 Hate i e 26 GPes calleBHE be Sl ool o€
certifi catwdthouAshd $ncomVénidiireVnd expeise bf @bble®for tlprétiske Wwifihy pitogr aghy, a
public key can decrypt data encrypted by the corresponding private key.
Addi t i onariPslraalepﬁPmatE% maafagHierd seyyhee Erawleém@lngulew sifipe itcdlomsfpondi ng
public ke i gﬁ%@ hat . y be signed by
conput i ngyl}';{3 %gﬂ?dg\?}iéﬁ%{ﬁ@'lthl%c a%d‘%?"hsé‘?Flgh@’%%?%ﬁg?%%eﬁ%ash with the
private key of the signer. The signature can be tested by decrypting the

i t ith . th blic k Lth i d i th [t t
Fuot - compafearen Bt drihhn it B P tecdes SREBECHAPRHE VhShaNe ¢ hat
the signegofsidbrs BR eRfetprieckBitioC CEAIEHRRETANEkel hetdReorétd b iacvelfﬂargagca@é SO

that the data bl ock has not changed. 'In the preferred enbodiment of the
present i so@puieninstallabordennatwork, prdhvastie typeoally sleplopedcbly verytlange cdmpanies i n a

way that physicall. roQ ts the privat val ue but allo .

devi cer es |%EI ﬁFﬁa“?&w’iﬁgWé‘hﬁﬁ‘“&&R@% W&%M?{?%Nb r?tg‘?[ﬂ?lgy%ﬁs\gﬁflﬁlto hhat ur e
oper at i on shiek Bite loh Bedtuby le§ akLactiva lil Sovefdl @ed@ipHital AN, iefifdrprives oftgn DY
using a wite-only storage neans, such that there is there is no way for
sof t war e hayg aumgons smglergeitas aadios large ¢ampaser dpuping thopsaridsvocemplatieasxecut e
operation i i i . I

ot ot ect ea SyaF s tha thfiphids & BhbALy it GHMRRby Her HBRTRANE R e

val ue. Although this enbodinent is preferred, any other neans of protecting
the information is equally applicable. For exanple, an alternative |ocation
for such physically secure storage is a smartcard or snmartcard chip. The
storage in current smartcard devices allows read access to the data only if
the correct PIN or password is entered. This is still significantly better

o, v




present invention only requires a single password or PIN to be entered once
during device initialization, and the certificate is used for further
secure transactions. First a nmethod is provided to initialize devices

di stributed with an enbedded radi o nodul e which are delivered to a centra
poi nt, such as an enterprise, prior to distribution to end users.
Traditionally, before placing a new conputi ng or comuni cations device into
service at an enterprise, a person perforns an adm nistrative procedure of
configuring the device to permt it access to specific enterprise resources

such as a pyee tavgling ftorm ongsitedp appthercag S 3c6essHO applicative PEREESADI | shed
by enteri 0%9%@ i R | h : i fin .5 fornging a
PI' N or pasqg%\Dr S ?ﬁtﬁé&fe@ gé((frenelélahrré(;rr fa%rﬁgi%gsﬁae;e]g&?é%id&wfﬁ%e agoa%gum' ng
wor k. Ut i ldonipagy ldeatigar.esent i nvention, an administrator for an enterprise
device (containing a radio nodule) utilizes a server having a radi o capable
of comunicating with the radio on the enterprise device. The server

execut es [ j t ' LCe. it ol iJ: i abl e
oroxi ity T fhattirbiee el [AOMGRA! toafndfedl ER Sy of el it B AR}

pr ef er abl yeeerdiBko tthouskds MAG)teaddrrghrg. wiletbes deeives, ecavhndighirgn o tddanestr ver

t hen creates .a public/private ke air and asso¢i ated certificate for the
ent er pri seVTREE ema%u&@ﬁ‘%ﬂegl ﬁ‘%aﬁé?ﬁqéotsﬁ‘é@%l {egs thrgpghaup ai gikeyday. ce f or

whi ch t heyRRHE a6 S&E Réle rdfafs @r&@gepghis%a@?%&ﬁn%hﬂﬁs%& &Jaqris*f-ﬁ hiblegke (1N
any type of storage) and its privat ey (in the previously-described

pr ot ect ed contairange) radiv mogyledfom hne beationf foeadvther.s pl aced in an enterprise
dat abase. Figures 1 to 3 depict the information flows in further detail.
For additional security for high-function devices, the above flowis

modi i ed Pechbidlofithe peRYhal &olfeh s nedlti LlfctMR LRI RidrVRLE KBy dgfi‘élh{ Aid
transmts only the public key to the admnistration server. In tHis way the
private keéganysdifferont iragamssthen exthange datse witht meuy differenb epplipatioanand t t ed.

For even g i h i al nor protected stora on the
devi ce cogilegﬁ%‘ig%%g%% ?a)énatng %fefglggfrc?n&{ﬂrg pﬁresyr}%é}lolmpélg%eqﬁgﬁ %er?}‘g& eﬁ’r‘lf hat
the pri vatren kieygasutl flor esogipldielyaintiukRb 16 1@y trusted hwhizh ffuMBdrecopiplich@s

devi ce. - 14 |p Figure 1, first the adm nistration server or initializing

devi ce 100R2teEndde previggsly dgscribed state-oibe-aefeshngiasy Rrevidessevemd waygdest i ng
nmobi | e deyy SN ' L f el ' ' I its
1020 1t dmpameny dpenritepaitios, §a0hore if satsk oy I8k s SR L0HE TAPRE
adm ni st r akamingt whbthem dmy nofs theaprevivushrdeseritiddOdrt t daanby arsied i 85 at hatwotlne

uni que idegt L f.ier trﬁns.rritted by the nobile device is the sane as that
recei ved POTSPETHY AR feAGSLIe RPNt her neans (such as printed on the
device, sent with the docunentation concerning the device, etc.). A
connection is then established between the devices 1001 and 1003. The

admi ni st rdt or d¥viges caulpb psFmanently peireth widhyong @asthenby the roanufatirenfbut he

adm ni str gt Aer i devi ce 1003 such.that a tenporary
secure |i 21{1(15 gggﬁﬁgéggs gg’?‘?vseﬁ{e}gl 463'%% 02111 iﬁ%’rlg Isnélﬁg*le goé{}?lgglciatﬁ?rwaﬂnie?ati on,
using prior-art flows 1030. As a result, a secure connection between 1003
and 100l is established at 1(1)30. The admi njstration server 1001 then
acquires ér ge é&e‘é§°‘éld§mﬂ3' goier Patingdyglaganshipsowish specifip pther denicasc e
1003. At 194 f o R.Str At . P i £ key
1040 i nt o 2 ariiy By Ry SLbfRo FCH: P helS AT VAT L Rl fe

1003' s unictpatedi fdestoiage @end r@k6, acgfieshdaty ienémgd tftweegoh @simmuimidakionsessidh, 1055

t he adm nistratjon server 1001 establishes.a secure conpection to a
Certificat& i hlgrqr?ébafgagreah%ssre]ﬁ@, i}BEBOIEWe&I?éln_Pf et %HP‘?-ffH.LfésatPCiGFSO t hat
was prepahgee §idferdévets SLYcGAtyLRPAifiGeitBniRidibdtionalSmakt HAr i&&edﬁhsg eupon
the Certificate Authority 1005 signs 1065 and returns 10/0 the certificate
si gned wi WdHferenst teasactiphewith thesamerartpers private key. Wien the

adm ni stration server 100l receives the signed certificate 1050', it stores
the certificate 1050' at step 1075. Referring to Figure 2, the

admi ni str 3t i on The \dmidiSekosesuls cordfipusd SN astwosk hédebCpdifits VAR he 3R e PPN,

corresponding private key (if the adnm nistration server generated the
publ i c/ pr thertrEovidy theRIN) toradl paseiblesnehils computes uses thap oxsrallowed gecsss.his

(contai ni ma e Q0P aRBRRRadtE CORRpl SRRt BuS ok b g ¢ e

session is ended. The signed device certificate and its associated private
key are stored 1085 in the nobile device 1003 for future use, the device
private key being stored in protected storage 1090 along with the CA's
public key (used to verify signatures in other device certificates) and the
device certificate being stored in any suitable location. In the preferred

I Y B Y o o - . o o o,




-17 Authority's well-known public key, as previously described with respect
to Figures 1 to 3. However, the present invention does not excl ude
providing the data itens in sonme other way. Wien a first device, say a

not ebook conputer 2003 desires to comunicate with a second device 2001,
the first device 2003 sends a connection request 2005 to the second device
2001. A non-secure connection 2010 is t$en established between the first
and second devices. Alternatively, 2010 may be an authenticated and/ or

encr ypt ed (glesifesit nARigls | 426es8 sHAY! I - ale@NEth Pl As the
control fl(ovvs of SSL/TLS pr ot%tgol Hp%%d;ragg‘?%%éﬁ%%r%r%?gg?}gg gtr;bgdoolirlr}rhénrllt t he
f ol | owi ng anywheredh she erterpsise @ndngdin adcessribraugh ahy aacdss posgdbutnif pheaseeredf t hi s

trol fl . Pt . i.d h f ti . tiati, Kk
o1 ace. t nat 1gh E5BoicmiTHE nelindliciafs il BN EoLH G fhen Ol SResRTRALd 1 or
encrypti onn duftriged @in?l:‘oy@é quite ther aoRiaay ABBreCis HoGaky WaYRo révtkel i€ sdRsa1 | s of

conpression if any 2020. For this use authentication is two way (both first
speaker arldiswhbeme isyagkeptablg becakseoihiissedhseourieer ' s i dentity), encryption is
demanded and the algorithmis that used by the baseband hardware/firmare
or other encryption conponent present in the pairing devices, and finally
conpressi dn i s dwadninisdatascoulil configire eachawtwaerkitacesss point ee grouptdfacegeci al

menory (pr St QL Al is asked .t i ith.the |local, K device's private
key (prot g@[ngsg&\ﬁ/ Iaéﬁérf'%e%mohengé?ﬂdﬁg‘ﬁéc@g QWFW PESPSS BPIpt§do §%‘E%ﬂaet§evi ce,
and the sp€aithbripedageys. IS a ah@thdrized Peisbi 1dahes £PNS, 1 gAY cesd @ @k bdat e
the second device's certificate, so that the public key contained in said

certifi caPecesapoints. Managiag lists of §INs pt nusereurwablilelewnpusers betomes diffecult f  at
any point : j QN of [ i fhe session Ls

t erm nat eéé.e bﬁlgﬁgtdglg%hsﬁje%gééﬁ?évglf g%gg EFﬁg"@‘gﬁrﬂé%@%eﬁ?%‘ﬁ?f’%a°s°8%ss‘?%’wek£§}ei S
agreed upadmiidfhtorncomld elemge thasdtessnpaind PAN tb baf ap @nfithéfgedSiskt, Bubtg ot ocol
or equi val_ent iaﬁ term.nated with the agreed-upon session key 2035 used to

initializ&THe 2aaubarieed nasrs plor simuitengqushr update athels penfiguratioasy gt itha
conponent hikhi§RA% GafPed Yt £4 ' R Wi i -

above- descri béd aut hent i ca(ﬁ One?ﬁ%%ﬂggi&ﬁsgg)o?ﬁ V%ﬁ{aa é%%&ﬁggﬁfﬁ@o\%ﬁ dation
of bot h desdrs ewist bemotiffied and smusthipdateetheis PARtGiving pbdroavabssetst dffetenn
fields of these certificates are avail able for,. policy decisions. For

exanpl e, EITEPE YoAY L PORES: 2808 d@ﬂggdﬁ%}’r‘?ﬁt ﬁed’ég?ﬂléné?agy s¢hems jigd
certificaugweikablee first device 2003, can consult a |ocal or enterprise
access control database using the required device identifier or optional
(associ ated individual or group names) certificate -18 fields to decide
what resogr ces/ThaginimtfatoBouE 218 £ Ligfe PIN t6 BRHEREbIPPE AP BERILON bY
2003. Al1l of this is acconplished securely @y negotiation directly between
the devi cHsts ofiputherizad Rid\s at spesificacsassrBoings. Meeagementis ever mors diffedtilt ed

wi th each j i i ser. hdenti.fiers and
passuor ds e Rant e E0TRE ) inah PRk o ABpERRY AfgERlp U cbsf

adm ni st r af tre, acotdsgroirthienices sinog additioRal inférhéret musdibe Ploddar RdstoR Hfargd gur es
1to 3 or so[*)re 6%3) j.val ent procedure that provides each device with a Device
Certifi calB™OW9 & key, and Certificate Authority's public key as

previ ously described. In the preferred enbodi nent, since devices are

regi stered. in.an access control database at a.server, the certjificates
provi de a_flfrfb’? Illlég CBPtaHbﬁ'fQSS‘iS!qfr\’écré’c @ ysgr ssehilitydadogp ds Flﬁg@df Heasusends wel |
as sel ect hqrdPdreeiovEq Sthe MAhfiRis@AOH hk Qﬁu@dﬁ@krﬁfﬁaﬁzﬁfo tﬂealldf'e‘fé\ﬁlﬁﬁ actidls) as
formatting a data streamfor a specific type o |spPay or enabl rng access
t o speci f peintsaThismaetbodi & relativalyrsotire cexdepti that ifiniperson egins hmowibddge df die

aut henti cgéi on .Qescr}ébed in the resentt il}nvenfi on is |ost bé i is assi gned
user, the & HYs £op ﬂrF?iaéﬁﬁ §°S e Sféﬂd(ﬁﬂgtacﬁgssé_oc‘i“ Wiple acess i ssuer
revokes apsih@l s inpeShitingiindtHep dedide oiGRIshpirbpidtiglaB¥@eAldePO PRy, an _
enterprise central |ocation such as a directory or database is effective
only if authentication protocols at other devices require interaction with

the direcheny agfarddtfafiasie forégoing] ishe@ARERSWiIEe1BRARMNGS Sredittd £ BighFRLA0ON does

not requi §@uafCdaledd? t8 efRirstnefidrR alMinistfordat abase, the nost” effective
met hod of revocati on and denial of access is to have the device certificate

expire ang,r i r ; evice to periodically renew the device
certifica?g§?%##%§¥%?€§ﬂ%z¥?%%t1p%F M provided in the certificate for
this purpose, as previously nentioned. Figures 7 and 8 depict this in
further detail. Figure 7 denonstrates central access control where a nobile
devi ce 1003 requests access to a first resource 5001. The nobile device
1003 and the first resource 5001 perform nmutual authentication and

negoti ate encryption 5010. The nobile device 1003 -19 then requests
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Figure 8 denonstrates di sconnected-node access control where the two

devi ces, 1003 and 5001, nutually authenticate and negotiate encryption
5010, the nobile device 1003 requests access to a resource S020, but in the
di sconnected scenari o, the receiving resource 5001 exam nes the optional

. data in the decrypted certificate 5100. Upon exam ning the data, the first
resource 5001 makes a decision as to wh®ther to allow access based on the
fields of the certificate and locally stored information 5110. The fields
of the ce&?ificategjgg con%ain i nformation such as expiration dates for the
certifi cadliscl ¢ VERUOR 4 ested i nformation is granted or denied 5150
as before, but based on this locally obtained information. Using the

present inyention, a first device is _aythenticated if the follow. ng three
st at ement o hgmesept invention gllqwssthe dise jof wiksless davices contriniag Aataivameduls o

checki ng tB8ndcE SRESIC eSSt BLiRE i oSthPa; back to the point where one
finds a trusté:d CA s}lgne%ﬁ{(éagélﬁgglrgztlsaent etg&%%'the CA public key saved in
figure 2), (2) it can be denonstrated that it possesses the private key

associated . with the public¢c key contained jn its_certificate and (3) the
devi ce i dg'ﬁ‘FinFS&PPE‘tV Hap 9pS ot FesBiie] e Enthh OF Hees i eTis, PABWOIdR OFial

device | d%ﬂ‘ﬁt(ﬂgr?hic WeVE MTHeapreliet ARFetibAR ke Oal R sCfol & Ridngiﬂﬁlﬁaﬁén pesual ly
or from standard comuni cation flows. In the preferred enbodinent, a first
devi ce pr eeauge tendcesi withio snentarpriterwithoit chdating pdditiena akdeynibtyativesivgriehdir e of
a challenge wthin the,control record flow of SSL/TLS or equival ent

pr ot ocol . %Hn}twga%él?e deYiSS steal the first device's certificate from
unprot ected storage and eavesdrop to learn the first device's MAC (nachine)
address. The inposter could then attenpt to inpersonate the first device by
spoof i ng ﬂthéeasrggem@ ngthedi ﬂpmrat@mdamg@gsprgmt fesp buthentipativs, sentdly i cat e

but the i S ting. the fi.rsy device's.private key which
s kept s EEFRbEle PR & o Skl SRStttk Y RGP i e
chal | engeof per@Pmighend eadminisesinghdiseretd) @cfsse S@trol M e | eferptig)t whige usef ul
include the creation of | ong-termsecure pairing relationships between

devi ces welimgiating fhe iflexipility of| puescontigised yesrete randewyhile rdupingghesewsitnt i ng a
ovt Y . ; s A
This: coul §pdatred aleRRRln A IR P0G, ABHERNAM FudDERORE ' 1008 "and
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Each devi ge. i.S, provi ded device certificate as previously descri bed
3 e br serial nunber, which is also visible

cont ai ni ng e e
externally or known through sonme external means. Instead of the device

certifica .mat chi ng..private key, .and Certificafe Authority's public key
bei ng genggstl%v nﬁf}n ew ﬁ? ?F?C%S?’,abx Wé¥é’foe§f”é‘pfet e WHBIrB%Eﬁ%‘CBF%iﬂPFSt alled
by the maatdoagfativiag dedWlidgs, Iiehddyi ce is then shipped by the manufacturer in
an uninitialized (unpaired) state, i. e. with no link keys, PINs, or

pai ring r EIGHESInaN; Eem@ﬁme%l.sewpiﬂwswtwm ampbilerisaioeavitiviahedded fadico radi o
proximty otdﬁfeaﬂﬁ%a&{ﬁ?ﬂ&?a%n%%f’n 6020 whi ch executes a special function
when the device 1's unpai re(}. I't” cduses the device to transmt its
certificate 6030 to the other device as was described with respect to
Figure 4. _At Iggst, one .of the two devices needs to have a display device
(not to eXiEVfye depicts datialization flowsformebide deviessmdth sfficiont commyting pawer can

di splay t i ihkd he pal.h vi ce 6040. The device with the
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' i ate by checking the certificate chain

er's certi
authenticity using the Certificate Authority's public key. If the device
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aut hent i cpf@&fl invEAfoniser then pushes a button 6060 (not to exclude other
means of making a selection) and the device accepts the pairing
relationship and the device identifier (or optionally the |ink keys) are
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mat ch t heimislemested denti fier the user rejects the pairing and the operation
is termnated 6070. Now the two devices are paired and can securely

reaut henticate (using certificates or optionally the link keys as a shared
secret) aRiguessq wniexpmplacy deriesicartifieatiglayenti ons at any time in the future.
Thi s enabl es manufacturers to uniquely pair devices wthout having to
synchroni ze the manufacturing of the devices throughout the production
process. If the -21 owner of a paired device chooses to transfer
ownership of that device to another person, the owner can delete the
pairing relationship and the future owner can establish new pairing
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between said first and said second devi ce; exchanging device certificates
of said first device and said second device; cryptographically verifying
the received certificate using the public key of said Certificate

Aut hority; exchanging chall enges created by each of said first and second
devi ces; responding to said respective chall enges by signing said received
chal | enge, using the receiving device-d0private key, said private keys
residing in the respective protected storage in each said device; returning

sai d sign e hically verifying that said received

chal | enge thf %itglégf’“% ‘%H&F‘t‘s&ﬁ@@’ P EM sl y sent by said receiving
devi ce; establlshlng a key agreenent between said first and said second
devi ces; and, establishing secure conmunications if all of said prior

veri fyi ng Rgup§ depictsgbel flows fox avetss odntad usingiandistonneat¢dainndd. wher ei n sai d
first established session is non secure. 3. A nethod as clained in claim1
wherein said first established session is an authenticated connecti on.

-23 4. A mhied Rpicklthé PRrink Bf %I%hmeildm&!s% rl‘lg%ﬁbfée%éﬂt%@:at@g abl i shed
session is an encrypted connection. 5. as claimed in claim1l
wherein said unlque hardware identifier |s a nachlne (MAC) address for said
associ at eq, | 1 claim1 wherein said protected
storage i s—reo e i IR capacity of said storage is
accessi bl e onIy by means of a shared secret.

The preferred embodiment of the present invention is presented to provide sufficient
enabling information such that the reader may implement the present invention. It is not

meant to limit or restrict the invention in any way.

The designers of the Bluetooth specification have not prohibited performing
authentication and encryption at the baseband (or physical) layer, but current methods
for initializing such authentication and encryption have unacceptable characteristics for
mobile computers especially in an enterprise context. There is, as yet, significant
confusion as to how to implement security (i. e., authentication, encryption, access
control, and the administration of the same) efficiently in an enterprise. The present
methodology of defining who can interact with whom and which 'shared secrets' (such
as PIN numbers, cryptographic keys, etc.) will be used to secure the connections

between specific devices, users, applications and groups does not yet exist.

In enterprise situations, which the majority of the specification is targeted towards, the
problem of security becomes enormous. Each application as well as each device may
require a different level of security, requiring the ability to allow different levels of
security accesses. None of the contemplated solutions such as the extremes of entering a
PIN before each transaction and never storing the PIN or cryptographic key, or using
the same stored PIN or cryptographic key repeatedly for all transactions, is acceptable.
A midpoint security option of generating ephemeral new cryptographic keys on the fly
from a stored PIN is unacceptable also since anyone who knows the PIN can potentially

learn the new link key by eavesdropping on the pairing flows.



7. A nethod as clainmed in claim1 wherein said public key of a Certificate
Authority is a public key of a root Certificate Authority. 8. A method for
initializing a first device distributed with an enbedded radi o nodul e usi ng
a server, said server having an enbedded radi o nodul e, said nmethod
conprising the steps of: sending an inquiry fromsaid server to said first
devi ce using said enbedded radi o nodul-d4;- returning, fromsaid first

devi ce, a uni que device identifier of said first device, ;o saiddserver
creating, sai d server, public ke private key pair for sai i rst

devi ce; ’ ﬂi&tmﬁﬁm inventiony S@i&?&/@rs angd efhor problems of sesurely pommaaicating frsa
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conprising the steps o inquiry f ver 0 said first
devi ce using said enbedded

The preferred embodiment of the present invention involves a combination of
certificates associated with users and dEVices. Certificates, as shown in Figure 6,
generally contain at least a device identifier 4010, a device's public key 4015, and an
area for optional data 4020. In addition the preferred embodiment of the present

invention involves a centrally administered access control database.

In the prior art, certificates have been associated with users or high-level application
programs, not with devices. Hence, a user could take a certificate with its corresponding
private key from workstation to workstation on something such as a smart card and the
certificate identified the user (the private key being the proxy of the user who controlled
its use). The verification and validation of the certificate was done through TCP/IP
flows between the communicating devices. The present invention tightly couples the
certificate with the device, or more specifically with the radio module contained in the

device, whose unique identifier is used as the certificate's unique identifier.

The preferred embodiment of the present invention assigns a certificate to each device
containing the proposed radio module. The exemplary certificate described contains the
device's unique 48-bit IEEE (MAC) address (although any unique identifier could be
used equally effectively), the device's public key, a validity period, and a signature from
a Certificate Authority. In the preferred embodiment of the present invention, the device
identifier is stored in the certificate's "subject" field. Each device also has associated
with it (a public key, private key) pair, said public key being the same public key stored

in the above-mentioned certificate. The device must also acquire the root Certificate



radi o nodul es; creating, at said first device, a public key, private key
pair for said first device; storing, at said first device, said private key
i n non-renovabl e protected storage; returning, fromsaid first device, a
uni que device identifier and said public key of said first device, to said
server; creating, at said server, a device certificate for said first
device, said device certificate havingldaid device identifier and said
public key; and transmitting said device certificate and a public key of a

Certificat ut.hority. which signed sajd device gertifjcate to said first
device. 1 .utﬁowghaﬁgﬂa ar P‘ﬂ’l’él Wnog ?br&éﬁlfg?qw ghghortyajnmthe chpigr ei n
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pairing request one of said devices to the other of sal evi ces; sendi ng,

f rom sai d @ndrtistedeVhepyblicHey dd vhe@ertificate fAutharety of useditd verifysits signdtare afo sai d
second device;, crypt ra hically verifying, by said second device, said
recei ved ¢ réigweéﬁfrﬁ%%gﬁ-e of said first device;, outputting, at said
second device, the device identifier of said first device contained in said

-first device certificate, - 25
As is well known in the field of public-key cryptography, a public key can decrypt data

encrypted by the corresponding private key. Additionally a private key can decrypt data
encrypted by the corresponding public key.

It is also well known that a block of data may be signed by computing a hash over the
block and then encrypting the hash with the private key of the signer. The signature can
be tested by decrypting the signature with the public key of the signer and comparing
the result to a just-computed hash of the data block. If these values match, it shows that
the signer had the private key corresponding to the public key and also that the data
block has not changed.

In the preferred embodiment of the present invention, the device's private key is stored
in that device in a way that physically protects the private key value but allows device-
resident software to ask the hardware to perform a digital signature operation using the
private key value. One way to accomplish this is by using a write-only storage means,
such that there is there is no way for software residing in the device to read the key but
the device can execute operations against the information. An example of an operation
on a protected value is a digital signature operation using the private key value.
Although this embodiment is preferred, any other means of protecting the information is
equally applicable. For example, an alternative location for such physically secure
storage is a smartcard or smartcard chip. The storage in current smartcard devices
allows read access to the data only if the correct PIN or password is entered. This is still
significantly better than the prior art since the prior art requires a password or PIN to be

entered for each device to be accessed whereas the smartcard implementation of the



verifying, by said user, that said output device identifier matches the
uni que identifier of said first device, said unique identifier being known
to said user; and, accepting, by said user, the association of said first
devi ce and said second device if said displayed device identifier is
verified. 14. A nmethod as clained in claim 13 wherein said sending and
verifying steps are acconplished by esfdblishing an authenticated secure
session between said first device and said second device. 15. A nethod as

| ai med i | aim 13. wher.ei n_an i ndi cator of the sogiation,of said first
and sai d SEEBRIHEYIVCOTIE TSRS PERISP PSP EY d00e SHEToA a6t MEnGs

clai med i rieGicd inflidzalbrg afll theSttifidallis G8ddPfor !f\ﬁ'tﬁepgeﬂ?é’trﬁﬁﬁétﬁﬁ@? ifier. 17. A
met hod as clainmed in claim15 wherein said indicator 1s key material. 18. A

method as clained in any one of claim13 to claim17 wherein Ithe initiating
f i d Lring. r est _is,acconplished b Ki. n .i.nput sel.ecfion on one
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said devices automatically detecting the other of vices. 20.
met hod as teked wees. iTraditienallyl befarecpleting saiew canmmputing ar cdetmawtications device

acconpl i sk neans._ of el ectromagnetic signal transnission frqm one of
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of said associating is acconplished by nmaking an input selection on said
second dePpork, a database, a server, and so forth. This is accomplished by entering some
secret information such as a string of numbers forming a PIN or password. This is
extremely error prone and tedious, time consuming work. Utilizing the present
invention, an administrator for an enterprise device (containing a radio module) utilizes
a server having a radio capable of communicating with the radio on the enterprise

device.

The server executes an inquiry to the enterprise device when it is within acceptable
proximity. The enterprise device returns its unique device identifier, preferably a 48bit
IEEE (MAC) address. Under secure conditions the server then creates a public/private
key pair and associated certificate for the enterprise device and securely transmits these
data items to the device for which they were created. The enterprise device stores the
certificate (in any type of storage) and its private key (in the previously-described
protected storage). A copy of the certificate is placed in an enterprise database. Figures

1 to 3 depict the information flows in further detail.

For additional security for high-function devices, the above flow is modified so that the
device generates the public/private key pair and transmits only the public key to the
administration server. In this way the private key is born and dies on the device without
ever being transmitted. For even greater security, the special memory (protected
storage) on the device could be augmented to perform this key-pair generation, such that

the private key would never be available even to the software on the device.



-2622. A method as clained in claim18 or claim19 wherein said input

sel ection is acconplished by depressing a button. 23. A nethod as cl ai ned
in claim18 or claim19 wherein said input selection is acconplished by
verbal command. 24. A nethod as clainmed in claim 13 wherein said out put
means is a visual display. 25. A nethod as clainmed in claim13 wherein said
output neans is auditory. 26. A prograrhdf-or initializing secure

conmuni cations between a first device and a second device, said fi rstdand
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by said receiving device; . ) )
established at 1030. The administration server 1001 then acquires or generates a

public/private key pair 1035 for mobile device 1003. At 1045 the administration server
1001 puts the created public key 1040 into a certificate request message buffer 1050
along with device 1003's unique identifier 1015 acquired during the previous flows. At
1055 the administration server 1001 establishes a secure connection to a Certificate
Authority 1005 and sends 1060 the certificate request 1050 that was prepared for mobile
device 1003 to the Certificate authority whereupon the Certificate Authority 1005 signs
1065 and returns 1070 the certificate signed with the Certificate Authority's private key.
When the administration server 1001 receives the signed certificate 1050, it stores the
certificate 1050'at step 1075. Referring to Figure 2, the administration sever 1001 sends
the signed certificate 1050'and the corresponding private key (if the administration
server generated the public/private key pair) to the mobile device 1003 over the secure
connection 1080 and sends the Certificate Authority's certificate (containing the CA's
public key) to mobile device 1003 as well, and the session is ended. The signed device
certificate and its associated private key are stored 1085 in the mobile device 1003 for
future use, the device private key being stored in protected storage 1090 along with the
CA's public key (used to verify signatures in other device certificates) and the device
certificate being stored in any suitable location. In the preferred embodiment, a copy of
the device certificate is also stored in an enterprise access control database for future
reference. The PIN is deleted 1095 as is the shared secret for securing the connection

between the administration server 1001 and the mobile device 1003.



conput er program code neans for establishing a key agreenent between said
first and said second devices; and, -27 conputer program code neans for
establishing secure communications if all of said prior verifying steps
succeed. 27. A programas clainmed in claim?26 wherein said first

est abl i shed session is non secure. 28. A programas clainmed in claim26
wherein said first established sessionlfs an authenticated connection. 29.
A programas clained in claim?26 wherein said first established session is

d i on. 30... | aj. med, i | ai m 26 wher ej id
i que. horAa Ble gk ePeves 2 stight, Fodticaior Bf R ot Bietartsd ' he) CHEwBt at oo
device. 3 ; | i | ' s B t or age
evi ce Jdevr%eBB%E@%%ﬁﬂeﬁﬂo{{ﬁ)gug%Pf\?/?ﬂy’t@}%@&é&é"g?6%'})u‘6ﬁb n%ﬁe%gfpsﬁ' ast o'

is a wite-only storage t orm’conputations invol ving
pr evi ous| ywhowhin Bigutkad. dnst&®l of shgpadnginéstratien sdred¢rrgederiating thei pubH6/private ey sai d

d ' d- wri Wh [ h i ty, of id
O or age 1 Pairc I devis? O Estisgren i BB prVal ey delrafeleii1 T 3Rl Arpmelipfetn as
cl ai ned i ntsrbitdprtatdREy Bl profedied sﬂh‘f’%d' F1158¥h s 8asEA0D3'S pFights KAYLNRLIEY 1S a

public key of a root Certificate Authority. 34. A programfor initializing
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of returning, fromsaid first device, a unique device identifier of said
first deviodeputting dka publia key :and device identifier into a certificate request, securely

transmitting the data to the Certificate Authority (CA) 1005 so that the CA can generate

—¢

a digitally signed certificate 1050'using its private key and transmit the signed
certificate back to the administration server 1001, and transmitting the signed certificate
to the device 1003 over a secure or insecure connection for storage there in any suitable
memory location as described in Figures 1 and 2. In this form of the invention, the
device 1003 must also acquire the CA's public key 1130, and store it in the manner

previously described.

Once a public key, private key and certificate have been created, the administrator can
use standard distribution techniques such as those available with IBM's On-Demand
Server to associate the device with a particular user or group of users, the user or user
group or device with access control groups and to log device characteristics of the

device.

Yet another variation on the above embodiment is to include additional data in
extension fields within the signed certificate. Such additional fields could include, for
example, user group associations, access control groups, etc. which then could be used

in isolated pairing situations to allow autonomous access policy decisions to be made.

During operation when a wireless connection using the present invention is first
established between a pair of devices that have been provided with device certificates,
authentication and encryption may initially be turned off. The devices establish a

"pairing" relation with one another using a protocol similar to the control records which



- 28 conputer program code neans of creating, at said server, a public
key, private key pair for said first device; conputer program code neans of
creating, at said server, a device certificate for said first device, said
device certificate having a unique hardware identifier associated with said
first device and a public key associated with said first device; conputer
program code means of transmtting sairdbprivate key, and said device
certificate, and a public key of a Certificate Authority which signed said
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sending an inquiry fromsaid server to said first devi cé usi ng sal
enbedded rathentioasnl sdthoutothoLanény CstjgragcnofadEII‘fmamsym(bgraplaaﬂagygqn eithesai d
first devi ubl i r| vat e ke ai or, sai d evi ce;
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returning, fromsaid first device, a unique device tdentifier and said

publ i ¢ keySH¥#TLS cankrel reporde profecol tand $hemtakingvaestbset of n bytes as required, is

then passed by each of the pairing devices to its local encryption component (such as its
baseband firmware in the preferred embodiment), to be used as the link key for the
duration of a communications session with the partner with whom the Key Agreement
has been reached or for the duration of the Key Agreement, whichever is less, or for
whatever period of time is suitable for the requirements of the application, the user, the
device and the enterprise. Encryption for that partner using the generated key is then
activated. Should the Key Agreement expire while the session is still in progress, the
paired devices can use the same SSL/TLS control records protocol, either encrypted
using the prior session key or in the clear, to establish another Key Agreement resulting
in a new session key that is again passed to their respective encryption component, as

previously described.

Although SSI/TLS is chosen for the preferred embodiment because it is regarded as
extremely thoroughly tested and secure, any methodology using certificate exchange
and private keys to generate sessions could be used. Another suitable prior-art method is
described by the IP Security Protocol (IPSec) working group of the IETF in a series of
RFCs (Request for Comments). Refer to RFC 2411 "IP Security Document Roadmap”

for further background information.

Figure 4 depicts example flows for establishing secure communications between
multiple devices each equipped with a radio transceiver using the present invention. In
the preferred embodiment, the Figure 4 flows occur sometime after each device has

been provided with its own Device Certificate, its own private key, and the Certificate



conput er program code neans of creating, at said server, a device _
certificate for said first device, said device certificate having said
device identifier and said public key; and -29 transmtting said device
certificate and a public key of a Certificate Authority which signed said
device certificate to said first device. 38. A programas clained in claim
26 or claim 34 or claim37 wherein sai-rd7protected storage is a wite-only
storage able to perform conputations involving previously-witten data. 39.
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conput er readabl e program code nmeans of cryptographica veritying, by
sai d secoraiddseepud devigesd Altarndtively, 20 aeay det arf autherticateds andiof iei@ypwévi ce;

. f outputting, at said d devi ce,
Che devi coonaamen U b AR PN, sort g coto Tt PR Ao (BE cpabel evs oty co
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user, that said output device identifier matches the unique identifier of
sai d firstpetleuneds if annthprflomgisaisedionplade efrthiseiontyokflowntheroit smist prosvixde; thand,

associ at i g oGS BRAGRGr TR BACERHISa P SR oL Y WS B ayed

devi ce | denthehtieftionsthe@ied f?@ncryption, the details of the cryptographic algorithms, and
the details of compression if any 2020. For this use authentication is two way (both first
speaker and second speaker will know each other's identity), encryption is demanded
and the algorithm is that used by the baseband hardware/firmware or other encryption
component present in the pairing devices, and finally compression is specified as
NULL. As authentication proceeds, the special memory (protected storage) is asked to
sign with the local device's private key (protected value) to prove said device's identity
to the second device, and the special memory is asked to verify the CA's signature to
validate the second device's certificate, so that the public key contained in said
certificate can be trusted to verify the second device's signature. If at any point the
authentication of the partner fails, the session is terminated. As a consequence of asking
for encryption, a session key is agreed upon 2030 in a secure fashion and at this point
the SSL/TLS protocol or equivalent is terminated with the agreed-upon session key
2035 used to initialize the baseband transport (or other suitable local encryption

component) to enable encrypted operation thereafter 2040.

The above-described authentication flow resulted in the exchange and validation of both
devices' certificates. This means that the optional extension fields of these certificates

are available for policy decisions.

For example, the second device 2001, based on the contents of the verified certificate of
the first device 2003, can consult a local or enterprise access control database using the

required device identifier or optional (associated individual or group names) certificate



40. A conputer programas clained in claim39 wherein said sending and
verifying are acconplished by establishing an authenticated secure session
between said first device and said second device. 41. A conputer program as
claimed in claim39 wherein an indicator of the association of said first
and said second device is placed in | ong-term storage. -30 42. A conputer
program as clained in claim4l whereinl8aid indicator is the device
identifier. 43. A conputer programas clained in claimi4l mgerein sai d f
i ndicator Jjs. ke terial. 44. A conputer programas_clainmed in any one o
claims 39 ﬁeﬁjs@%ﬁﬁ& what respuressifunctionyay pe sxeraisphviai the encaypted conngction
acconplis%s@ogg meki ng an input selection on one of said devices. 45. A
conputer programas clained in any one of clainms 39 to 42 wherein the
initiating of said pairing request is acconplished by one of said devices

automatical |y detecting the other of said devices. 46. A conputer program
as cl ai meef‘ll Af Bisiseesmphehed; ssowslydbanesavation diestbebetwigen theadevdens! prched by

means of t [ |, gpal St SSj f saj ' and
reception%é%cs%(?d e glfgt %Iﬁ gﬁlztsltécIjél |g§?alss'§g?&t ﬁé%aﬁéezf @ithsgécgl églnglgg 47.
A conput ecomnugicativmparther, sech an usdraidentFRravhrnd passwoady] RINeept @AQEpPdn SS.I d
associ ati I s acconplished by making an i nput selection on said secon

devi ce. 4%83'% o lﬂq’g‘r Ogﬂ&gv%?ﬁ@ééﬁml F%ﬂr’i‘ﬁhe(fl"B?‘Fntmoﬁ?'tlﬁ}eamhqad@amr ein
said inpu | ' | : ﬁﬁg : qonmput er
pr ogram ag)mc%lgg‘?%rretog??gr?kisl g@%oﬁbggggﬁg%n%% eréeil?l%t ét)ipgltelg g%&t&g lecleét’:l lon is
acconpl i shaddevige Certifichtec privaerdtey,*nd Certificaie tharthqritgy pabliakey lasipradousty cl ai m
39 wherein said,output neans is a visual display. 51 A conputer program as
claimed i He‘?ﬂr’é?‘?n 39 wherein said output neans is auditory.

In the preferred embodiment, since devices are registered in an access control database
at a server, the certificates provide'a method of controlling access to services and
resources, as well as selecting preferences which should be enabled for the device, such
as formatting a data stream for a specific type of display or enabling access to specific
data records. If a mobile device utilizing the method of authentication described in the
present invention is lost by its assigned user, the device's certificate may be revoked
(just as a credit card issuer revokes a stolen credit card today). Certificate revocation at
an enterprise central location such as a directory or database is effective only if
authentication protocols at other devices require interaction with the directory or
database. In a disconnected mode where authentication does not require access to a
central directory or database, the most effective method of revocation and denial of
access is to have the device certificate expire and require the user of the device to
periodically renew the device certificate. A validity period field is provided in the
certificate for this purpose, as previously mentioned. Figures 7 and 8 depict this in
further detail.

Figure 7 demonstrates central access control where a mobile device 1003 requests
access to a first resource 5001. The mobile device 1003 and the first resource 5001

perform mutual authentication and negotiate encryption 5010. The mobile device 1003



-31 52. Asystemfor initializing secure conmunications between a first
devi ce and a second device, said first and second devi ces each having a
public key of a Certificate Authority and a device certificate, said device
certificate having a unique hardware identifier associated with said
respective device, and a public key associated with said respective device,
sai d system conprising: a comuni cati od®-mechani smfor establishing a
session between said first device and said second device, negotiating

S . ! y | d second .
said 1] r othahEPABE st RioBH 0T BIOTe GraERt untl g 8 FSauice SODT is6died of
said fi rStre%feé‘éi £ Abroaich S6RPRA tHEYidbHe &vféervolbs b tﬁ@%exgwrzﬁlgg{egfmca' ly

verifying t received certificate using the public key of sal tificate
Aut hor i t y;databagggldidSat i on nmechani sm for exchangi ng chal | enges created by
each of said first and second devices, responding to said respective
chal | enges by signing said received chall enge, using the receiving device's

private Kedocesdis®ithér MpahRd e ¥Rnic8 Pasidh ihe iﬁﬁ%nﬁﬁﬁpﬁf:fﬂev&nﬁﬁloﬂﬁ%aﬁg ostorage
in each said device, returning said signed challenges, cryptographically

veri fyi ng diteetors303. r ecei ved chal | enge signature is of the challenge
previously sent by said receiving device, establishing a key agreenent
between said first and said second devices; and, establishing secure

comuni catRi@is 8 dentonbtrites ARtohriREle@motR dctask RBnPdIORRers YES RAS devides, A0FY St em
as clainmed in claim52 wherein said first established session IS nonsecure.

54. A systagfh5891,anuuakyaythenticatepnd negtiatecsnerypsiod 5010,she swbilbldevined08®ssi on

is an aut i can i ) ) tem as clai,med in aim52 wherein
said fir s? g@i‘e%tgg%c?s Setg z'gggsfsolh%% ?O?%ar?@‘e?“\é?‘}Fpg}éa‘“%‘cﬁﬁtﬁ%éf?‘bﬁ’i‘.“ g%e TREVE em as
clai med i mesohmiens@A ekemiabs tisnbptisial @ur hatdnaseypted eitifiate 550® Upahi ne
(MAC) address, for said assqoci ated devi ce. -32 57. A systemas clained in

cl ai m 52 wHaRERe the dpts Be dirstagsaires s makesea decipion easdto ovhakeriocallomn t he
read capagj i t i i d
secret. 5%&%\8 ?%%%agémlp g% 1?:) lg?rgr%géi %&c a?ém Zlo\%l«ie’)r/ sétlgﬁedgg'?cg'ﬁ‘l 3@%? ?& %Q‘Z?/Eeof
Certifi catfieldsudhdhid tcyrtifisate mapldoatake mfofmationosichCay tekpirstiine ddtes for ithe/ .~ 59.

A systemfor.initializing a first device distributed wiith an enbedded radio
Todul e s R GsS K B dousT o6 IO RRATRG Th Bl dERioR 27D SBUBe Ml ¢
Syst em COmRa§ddSdn Wis locally obtained information.

Using the present invention, a first device is authenticated if the following three
statements are true: (1) its certificate chain can be validated by checking the respective
contained signatures back to the point where one finds a trusted CA signer (as
represented by the CA public key saved in figure 2), (2) it can be demonstrated that it
possesses the private key associated with the public key contained in its certificate and
(3) the device identifier stored in the certificate matches the device's actual device
identifier, which can be ascertained by other means such as visually or from standard
communication flows. In the preferred embodiment, a first device proves that it
possesses the matching private key by a signature of a challenge within the control
record flow of SSL/TLS or equivalent protocol. An imposter could steal the first
device's certificate from unprotected storage and eavesdrop to learn the first device's
MAC (machine) address. The imposter could then attempt to impersonate the first
device by spoofing the unique identifier (MAC address) and replaying its certificate but
the imposter has no way of getting the first device's private key which is kept secret in

protected storage and hence is unable to sign the challenge.



a communi cations nmechanismfor sending an inquiry fromsaid server to said
first device using said enbedded radi o nodules, and returning, fromsaid
first device, a unique device identifier of said first device, to said
server; a processor at said server for creating a public key, private key
pair for said first device; a device certificate, created at said server
for said first device, said device cer20ficate having a unique hardware
identifier associated with said first device and a public key associ at ed
with said fjrst device; wherein said comunications mechanismtransnits
sai d pri vAlthercesamplasawhere the @peseet wention; migh be Awafud inlude thekerpatian af

Certifica A ' b ' | vice certifigcate.  to Fd first
devi ce; atrll(gl,ﬁé Igﬁ ge%%é cﬁé@s‘g}f@g’?@gpi g{s‘g"‘g’f idsglg & %‘bmﬁtn 0 ’tr!ye%é% ar _
pr ot ect ed eatr9p@ckeys, Srhds hisodiatidgy idetice Sith a8 aheadRMWah Lhabileildphosd ai m 59
wherein a copy of said certificate is stored in an enterprise database. 61
A syst em 8%1shawadR FigireP.ai m 59 wherein a copy of said certificate is
stored in an LDAP directory. 62. An initialization system said system
conprising: a first device, said first device having an enbedded radio
modul e; aTher veuld teabctosmlisked havoliowsaA estrelatedve aldvieesgeddle and 6083) a
conmmuni cati ons chani s said co ni cati ons nechani sm sending an inquiry
from said glgfe\e;g%% rcr?hF Mighes %%@S%eresr&la&%w&dded radi o nodul es;
wherein said first device creates a public key, private key pair for said
first device, stores said private key in non-renovable protected storage,
and r et ur Baclademicqjisepraeided withdedevidei certifivatt sairevipusdy desckibyd obntaiaing its r st
device, t device 9de%?1£’1\c/re of serial number, which is also visible externally or known through

some external means. Instead of the device certificate, matching private key, and

Certificate Authority's public key being generated by an administrator, these data items

could be preinstalled by the manufacturer 6010. The device is then shipped by the

manufacturer in an uninitialized (unpaired) state, i. e. with no link keys, PINs, or pairing

relationships defined. Bringing the two unpaired devices into radio proximity, the user

pushes a button 6020 which executes a special function when the device is unpaired. It

causes the device to transmit its certificate 6030 to the other device as was described

with respect to Figure 4. At least one of the two devices needs to have a display device

(not to exclude devices that use audible or other output means) that can display the

identifier of the pairing device 6040. The device with the display verifies the other's

certificate by checking the certificate chain authenticity using the Certificate Authority's

public key. If the device identifier in the certificate matches the device identifier written

on the outside of the device or known through other external means, it is authentic 6050.

The user then pushes a button 6060 (not to exclude other means of making a selection)

and the device accepts the pairing relationship and the device identifier (or optionally

the link keys) are set into permanent or long-term storage (flash RAM or similar storage

representing a local access control database). If the certificate does not match the device

identifier the user rejects the pairing and the operation is terminated 6070. Now the two

devices are paired and can securely reauthenticate (using certificates or optionally the

link keys as a shared secret) and establish encrypted communications at any time in the

future. This enables manufacturers to uniquely pair devices without having to

synchronize the manufacturing of the devices throughout the production process. If the



said server creates a device certificate for said first device, said device
certificate having said device identifier and said public key; and
transmts said device certificate and a public key of a Certificate

Aut hority which signed said device certificate to said first device. 63. A
systemas clained in any one of claim52, claim59 or claim®62 wherein said
protected storage is a wite-only stordde able to perform conputations
involving previously-witten data. 64. A systemfor a user to establish a

security relatignshj said systemconprising; a first device; a second
oA paired devicachoppeeiio baestersmnsisip of thak dexing (o aBoiher BRI o5,

devi ce; a QB
h o . ) ca P ! ) . rier f i d
cor respondlagMaY, 6, B8k e bafin RRKoRGIE ol i FinlE uifer B Wb ndi?" o

i nitiates piny relatignsteppfes thetdevich ®y petferming tirasathedteps pRviousBdtscitidd devi ce
certificate of said first device fromsaid first device to said second
devi ce, wherein said second device cryptographically verifies said received

devi ce cerpyil iiahsy OF AR Ldrfifibatd DACini RHIRUSS id REpdlty Cich UL [foP" OF
said first device contained 1 n sal r SYUEVT Ce T &R Y €; erern said
user ver i fdossumératdevdedsdthatitwillt halevlong-temte rektlusiee pairtigsesuchhas Wniopdeess
identifier of said first devic ,nggid uni.que identifier being known to said

user and AciERhane handsetand 4 igle ase;Ftatiqn, (& pergnpl cempHier sad p wirelssy

device if agaiothedisel!DepsbndFontfitdr 488 bivkitetdss u¥€;'.re¥cfi ed. 65. A system as

claimed in claim 64 wherein sald sending and verifying are acconplished by
establ i shing an authenticated secure session between said first device and
. sai d second devi ce. -34 66. A systemas claimed in claim®64 wherein an

i ndi cator of the association of said first and said second device is placed
in long-termstorage. 67. A systemas clained in claim®66 wherein said
indicator is the device identifier. 68. A systemas clainmed in claim®66
wherein said indicator is key material. 69. A systemas clainmed in any one
of claim64 to claim67 wherein the initiating of said pairing request is
acconpl i shed by making an input selection on one of said devices. 70. A
systemas clained in any one of claim64 to claim67 wherein the initiating
of said pairing request is acconplished by one of said devices
automatically detecting the other of said devices. 71. A system as clained
in claim70 wherein said automatic detection is acconplished by nmeans of

el ectromagnetic signal transm ssion fromone of said devices and reception
of said electromagnetic signal at the other of said devices. 72. A system
as claimed in claim®64 wherein said acceptance of said associating is
acconpl i shed by making an input selection on said second device. 73. A
systemas clained in claim69 or claim70 wherein said input selection is
acconpl i shed by depressing a button. 74. A systemas claimed in claim®69 or
claim70 wherein said input selection is acconplished by verbal comand.
75. A systemas clained in claim®64 wherein said output neans is a visual
display. 76. A systemas clained in claim®64 wherein said output neans is
auditory.
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Certificate Authority;
exchanging challenges created by each of said first and second devices;
responding to said respective challenges by signing said received challenge, using the
recetving device's private key, said private keys residing in the respective protected
storage in each said device;
returning said signed challenges;
cryptographically verifying that said received challenge signature is of the
challenge previously sent by said receiving device;
establishing a key agreement between said first and said second devices; and,

establishing secure communications if all of said prior verifying steps succeed.

2. A method as claimed in claim 1 wherein said first established session is non-
secure.
3. A method as claimed in claim 1 wherein said first established session is an

authenticated connection.
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' F10 % ) A method as claimed in claim 1 wherein said first established session is an

encrypted connection.

5. A method as claimed in claim 1 wherein said unique hardware identifier is a

machine (MAC) address for said associated device.

6. A method as claimed in claim 1 wherein said protected storage is read-write
storage wherein the read capacity of said storage is accessible only by means of a shared

secret.

7. A method as claimed in claim 1 wherein said public key of a Certificate

Authority is a public key of a root Certificate Authority.

8. A method for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising the steps of:

sending an inquiry from said server to said first device using said embedded
radio modules;

returning, from said first device, a unique device identifier of said first device, to

said server;

creating, at said server, a public key, private key pair for said first device;

creating, at said server, a device certificate for said first device, said device
certificate having a unique hardware identifier associated with said first device and a
public key associated with said first device;

transmitting said private key, and said device certificate, and a public key of a
Certificate Authority which signed said device certificate, to said first device; and,

storing said private key in non-removable protected storage at said first device.

9. A method as claimed in claim 8 wherein a copy of said certificate is stored in an

enterprise database.
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11. A method for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising the steps of:

sending an inquiry from said server to said first device using said embedded
radio modules;

creating, at said first device, a public key, private key pair for said first device;

storing, at said first device, said private key in non-removable protected storage;

returning, from said first device, a unique device identifier and said public key
of said first device, to said server;

creating, at said server, a device certificate for said first device, said device
certificate having said device identifier and said public key; and

transmitting said device certificate and a public key of a Certificate Authority

which signed said device certificate to said first device.

12. A method as claimed in claim 1 or claim 8 or claim 11 wherein said protected
storage is a write-only storage able to perform computations involving previously-

written data.

13. A method for establishing a security relationship between a first device and a
second device, said first and second devices each having an associated device
certificate, each of said device certificates having a unique device identifier for said
corresponding device, said method comprising the steps of:

initiating a pairing request one of said devices to the other of said devices;

sending, from said first device, the device certificate of said first device to said
second device;

cryptographically verifying, by said second device, said received device
certificate of said first device;

outputting, at said second device, the device identifier of said first device

contained in said first device certificate;
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verifying, by said user, that said output device identifier matches the unique
identifier of said first device, said unique identifier being known to said user; and,
accepting, by said user, the association of said first device and said second

device if said displayed device identifier is verified.

14. A method as claimed in claim 13 wherein said sending and verifying steps are
accomplished by establishing an authenticated secure session between said first device

and said second device.

15. A method as claimed in claim 13 wherein an indicator of the association of said

first and said second device is placed in long-term storage.
16. A method as claimed in claim 15 wherein said indicator is the device identifier.
17. A method as claimed in claim 15 wherein said indicator is key material.

18. A method as claimed in any one of claim 13 to claim 17 wherein the initiating of
said pairing request is accomplished by making an input selection on one of said

devices.

19. A method as claimed in any one of claim 13 to claim 17 wherein the initiating of
said pairing request is accomplished by one of said devices automatically detecting the

other of said devices.

20. A method as claimed in claim 19 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

21. A method as claimed in claim 13 wherein said acceptance of said associating is

accomplished by making an input selection on said second device.
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23. A method as claimed in claim 18 or claim 19 wherein said input selection is

accomplished by verbal command.
24. A method as claimed in claim 13 wherein said output means is a visual display.
25. A method as claimed in claim 13 wherein said output means is auditory.

26. A program for initializing secure communications between a first device and a
second device, said first and second devices each having a public key of a Certificate
Authority and a device certificate, said device certificate having a unique hardware
identifier associated with said respective device, and a public key associated with said
respective device, said program code comprising:

program code means for establishing a session between said first device and said
second device;

computer program code means for negotiating two-way session encryption and
mutual authentication requirements between said first and said second device;

computer program code means for exchanging device certificates of said first
device and said second device;

computer program code means for cryptographically verifying the received
certificate using the public key of said Certificate Authority;

computer program code means for exchanging challenges created by each of
said first and second devices;

computer program code means for responding to said respective challenges by
signing said received challenge, using the receiving device's private key, said private
keys residing in the respective protected storage in each said device;

computer program code means for returning said signed challenges; computer
program code means for cryptographically verifying that said received challenge
signature is of the challenge previously sent by said receiving device;

computer program code means for establishing a key agreement between said

first and said second devices; and,
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computer program code means for establishing secure communications if all of said

prior verifying steps succeed.

27. A program as claimed in claim 26 wherein said first established session is non-

secure.

28. A program as claimed in claim 26 wherein said first established session is an

authenticated connection.

29. A program as claimed in claim 26 wherein said first established session is an

encrypted connection.

30. A program as claimed in claim 26 wherein said unique hardware identifier is a

machine (MAC) address for said associated device.

31. A program as claimed in claim 26 wherein said protected storage is a write-only

storage with the ability to perform computations involving previously-written data.

32. A program as claimed in claim 26 wherein said protected storage is read-write
storage wherein the read capacity of said storage is accessible only by means of a shared

secret.

33. A program as claimed in claim 26 wherein said public key of a Certificate

Authority is a public key of a root Certificate Authority.

34. A program for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising:

computer program code means of sending an inquiry from said server to said
first device using said embedded radio modules;

computer program code means of returning, from said first device, a unique

device identifier of said first device, to said server;
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said first device, said device certificate having a unique hardware identifier associated
with said first device and a public key associated with said first device;

computer program code means of transmitting said private key, and said device
certificate, and a public key of a Certificate Authority which signed said device
certificate, to said first device; and,

computer program code means of storing said private key in non-removable

protected storage at said first device.

35. A program as claimed in claim 34 wherein a copy of said certificate is stored in

an enterprise database.

36. A program as claimed in claim 34 wherein a copy of said certificate is stored in
an LDAP directory.

37. A program for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said method
comprising:

computer program code means of sending an inquiry from said server to said
first device using said embedded radio modules;

computer program code means of creating, at said first device, a public key,
private key pair for said first device;

computer program code means of storing, at said first device, said private key in
non-removable protected storage;

computer program code means of returning, from said first device, a unique
device identifier and said public key of said first device, to said server;

computer program code means of creating, at said server, a device certificate for
said first device, said device certificate having said device identifier and said public key;

and
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protected storage is a write-only storage able to perform computations involving

previously-written data.

30. A computef program product for establishing a security relationship between a
first device and a second device, said first and second devices each having an associated
device certificate, each of said device certificates having a unique device identifier for
said corresponding device, said program product comprising:

computer readable program code means of initiating a pairing request one of
said devices to the other of said devices;

computer readable program code means of sending, from said first device, the
device certificate of said first device to said second device;

computer readable program code means of cryptographically verifying, by said
second device, said received device certificate of said first device;

computer readable program code means of outputting, at said second device, the
device identifier of said first device contained in said first device certificate ;

computer readable program code means of verifying, by said user, that said
output device identifier matches the unique identifier of said first device, said unique
identifier being known to said user; and,

computer readable program code means of accepting, by said user, the
association of said first device and said second device if said displayed device identifier

is verified.

40. A computer program as claimed in claim 39 wherein said sending and verifying
are accomplished by establishing an authenticated secure session between said first

device and said second device.

41. A computer program as claimed in claim 39 wherein an indicator of the

association of said first and said second device is placed in long-term storage.
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42. A computer program as ¢Claimed in claim 41 wherein said indicator is the device

identifier.

43. A computer program as claimed in claim 41 wherein said indicator is key

material.

44. A computer program as claimed in any one of claims 39 to 42 wherein the
initiating of said pairing request is accomplished by making an input selection on one of

said devices.

45. A computer program as claimed in any one of claims 39 to 42 wherein the
initiating of said pairing request is accomplished by one of said devices automatically

detecting the other of said devices.

46. A computer program as claimed in claim 45 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

47. A computer program as claimed in claim 39 wherein said acceptance of said

associating is accomplished by making an input selection on said second device.

48. A computer program as claimed in claim 44 or claim 46 wherein said input

selection is accomplished by depressing a button.

49. A computer program as claimed in claim 44 or claim 46 wherein said input

selection is accomplished by verbal command.

50. A computer program as claimed in claim 39 wherein said output means is a

visual display.

51 A computer program as claimed in claim 39 wherein said output means is

auditory.
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Authority and a device certificate, said device certificate having a unique hardware
identifier associated with said respective device, and a public key associated with said
respective device, said system comprising:

a communications mechanism for establishing a session between said first
device and said second device, negotiating two-way session encryption and mutual
authentication requirements between said first and said second device, and exchanging
device certificates of said first device and said second device;

a verifier for cryptographically verifying the received certificate using the public
key of said Certificate Authority;

a negotiation mechanism for exchanging challenges created by each of said first
and second devices, responding to said respective challenges by signing said received
challenge, using the receiving device's private key, said private keys residing in the
respective protected storage in each said device, returning said signed challenges,
cryptographically verifying that said received challenge signature is of the challenge
previously sent by said receiving device, establishing a key agreement between said first
and said second devices; and,

establishing secure communications if all of said prior verifying steps succeed.

53. A system as claimed in claim 52 wherein said first established session is non-

secure.

54. A system as claimed in claim 52 wherein said first established session is an

authenticated connection.

55. A system as claimed in claim 52 wherein said first established session is an

encrypted connection.

56. A system as claimed in claim 52 wherein said unique hardware identifier is a

machine (MAC) address for said associated device.
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storage wherein the read capacity of said storage is accessible only by means of a shared

secret.

58. A system as claimed in claim 52 wherein said public key of a Certificate

Authority is a public key of a root Certificate Authority.

59. A system for initializing a first device distributed with an embedded radio
module using a server, said server having an embedded radio module, said system
comprising:

a communications mechanism for sending an inquiry from said server to said
first device using said embedded radio modules, and returning, from said first device, a
unique device identifier of said first device, to said server;

a processor at said server for creating a public key, private key pair for said first
device;

a device certificate, created at said server, for said first device, said device
certificate having a unique hardware identifier associated with said first device and a
public key associated with said first device;

wherein said communications mechanism transmits said private key, and said
device certificate, and a public key of a Certificate Authority which signed said device
certificate, to said first device; and, said processor stores said private key in non-

removable protected storage at said first device.

60. A system as claimed in claim 59 wherein a copy of said certificate is stored in an

enterprise database.

61. A system as claimed in claim 59 wherein a copy of said certificate is stored in an
LDAP directory.

62.  Aninitialization system, said system comprising:
a first device, said first device having an embedded radio module;

a server, said server having an embedded radio module;
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wherein said first device creates a public key, private key pair for said first
device, stores said private key in non-removable protected storage, and returns a unique
device identifier and said public key of said first device, to said server;
said server creates a device certificate for said first device, said device certificate
having said device identifier and said public key; and transmits said device certificate

and a public key of a Certificate Authority which signed said device certificate to said

first device.

63. A system as claimed in any one of claim 52, claim 59 or claim 62 wherein said
protected storage is a write-only storage able to perform computations involving

previously-written data.

64. A system for a user to establish a security relationship, said system comprising:

a first device;

a second device;
a device certificate with each of said first and second devices, each of said device
certificates having a unique device identifier for said corresponding device, wherein one
of said first and second devices initiates a pairing request to the other of said devices,
sends said device certificate of said first device from said first device to said second
device, wherein said second device cryptographically verifies said received device
certificate of said first device, outputs the device identifier of said first device contained
in said first device certificate;

wherein said user verifies that said output device identifier matches the unique
identifier of said first device, said unique identifier being known to said user and
accepts the association of said first device and said second device if said displayed

device identifier is verified.

65. A system as claimed in claim 64 wherein said sending and verifying are
accomplished by establishing an authenticated secure session between said first device

and said second device.
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66. A system as claimed in claim 64 wherein an indicator of the association of said
first and said second device is placed in long-term storage. 67. A system as claimed in

claim 66 wherein said indicator is the device identifier.

68. A system as claimed in claim 66 wherein said indicator is key material.

69. A system as claimed in any one of claim 64 to claim 67 wherein the initiating of
said pairing request is accomplished by making an input selection on one of said

devices.

70. A system as claimed in any one of claim 64 to claim 67 wherein the initiating of
said pairing request is accomplished by one of said devices automatically detecting the
other of said devices.

71. A system as claimed in claim 70 wherein said automatic detection is
accomplished by means of electromagnetic signal transmission from one of said devices

and reception of said electromagnetic signal at the other of said devices.

72. A system as claimed in claim 64 wherein said acceptance of said associating is

accomplished by making an input selection on said second device.

73. A system as claimed in claim 69 or claim 70 wherein said input selection is

accomplished by depressing a button.

74. A system as claimed in claim 69 or claim 70 wherein said input selection is

accomplished by verbal command.

75. A system as claimed in claim 64 wherein said output means is a visual display.

76. A system as claimed in claim 64 wherein said output means is auditory.



