WO 2011/ 129948PCT/ US2011/ 029091 ARCHI TECTURE FOR NETWORK- ENABLED TOOLS
BACKGROUND 5[ 0001] The present disclosure relates generally to network
ar chi t ectwpeoardomre particularly to network enabl ed t ®0TAIS28i1i0R40910r €
particularly, the present disclosure relates to a data processing system
for nonitoring and ”RQ@QE??C@§§§D§5Reg@?&ﬁgxlQﬁkﬁ E&OTéggQZ]Tools used in
production prograns aré often equl pped W conpu%er contfrol s that
el ectronically control process paraneters for the tools. These process
paranmeters require the tools to be_checked into a renotely | ocated tool
crib and 15 updated manual |y when PPot&EEUS8raneters change. A tool crib is
a roomor physical location in a production environnment where tools are
stored when not in use. The tool crib, or tool |ibrary, nanages the
i nvent i@ iafl t he Thoolpy asert they lareshesked dantoerehe itlooltccridiwork
200 00031 When 2. 100l 5 ghecked 1nto,the | 9ol crl R Process data, from
oper at {7017 of ~He T 6ol h The producti$h envit o it ey “be “downl-odaded or
retri eved iflomcstconage iand ;anal ysire difesddr ogess panametars Jaas Jeeen updat ed
since the last tinme the tool was checked into the tool crib, the tool may
recei vé&iEd prEEss VY YAt S dmfalMa AR o8l A NE N IPigeess
par anetgr..ghanges,while a tool is in operation in the production
envi ronnment, the process update is not applied to the tool until the tool
i sifdext checked into the tool crib. [0004] Some point-to-point wred
Ethern%%ggﬁguti03§ QKjSLNkﬂ.SO l.imted scenarioswto,pap%gre processwyata
from a 1031 dur i g operdticon” FGTY e LA EN it & 0rFa S-S Thi s
st or ed vdatra JEH e raERIBd16AlHA 1Ol InRURI - GaRt Weed Y. thedeel operator.
Manual met hod of capture includes downl oading of information onto a | aptop
conput RS deinddted A % -he H66Ie DD CETEL PEZSIHSRECH USRDE1F029691
tools to be checked into a remotely located tool crib and
15 updated manually when procesg parameters change. A tool crib is
a room ov physical locaticn in a producticn environment where

tools are stored when not in use. The tool crib, or tool
library, manages the inventory of the tools when they are
checked into the tool crib.

20 (00031 When a tool is checked into the tcol crib, gprocess
data from copervation of the tocl in the production envirvonment
may be downloaded or retrieved for storage and analysis. If a
process parameter hag been updated since the last time the tool

wag checked into the tool crib, the tool may receive a process

N
i
~

update manually at the tool c¢rib. If a process parameter
changes while a tool is in operation in the production
envireonmeant, the process update is nob applisd to the tool until

the tool is next checked into the tool crib.

(00041 Some point-to-point wired Ethernet sclutionsg exisgt in
30 limited scenarios to capture process data from a tool during

cperation, storing the captured data on a gserver. Thig stored
data may be automatically or manually captured by the tool
cperator. Manual method of capture includes downloading of
information onto a laptop compuber that isg connected to the tool

1



by Ethernet. The data stored on the |l aptop hard di sk drive resides there
until deleted or it may be further downl oaded to a portable nenory nedi a
such as awQReROWPI48uUt omat ed sol uti ons i ncorporate soft wWRCE/USe01a/02WPE a

poi nt-to-poi nt connection with 5 a renote database on the network or a data
reposi tbQ *‘:VMGHJHP@ Or igal -Vat rEe"co e%!“@r}:? th[eOOQ%J:ﬂEwe ’ e‘fx%r @i ékt dvl\%uled be
advant ageous 10 have a net’hod and appar at us that aéﬁ?esses one ‘or nore of

t he i ssues dadisscussed wabove del@rMMDR0 1Y 128948PETWS201 WAL SUNMMARY

[ 0006] The different advantageous enbodi ments provide a system conprising a
Wi r el eSOTHERAGH RETRTHUMFEN DFE U015, Zand 4B ceAtrAN S SO RO unber  of
tool s i3 LAMANILAtd N M I 118 W 1Ll RsS, NQINQIK 1 - The e, 0f,t:g0l s IS
configured to performa nunber of tasks and collect process data while
perbor @i nprche miatdrsef drasihs FHercedntrala sEetverrduoditcgomuniiivat icon with
t he “j@9|%-§fQ$£¥Q§k}ﬁ}Q§ central server is 10 configured to nonitor the
nunber "6 tGol"s performmng the nunber of tasks and receive the process data
col | ectimds ozt t he migvhaicref, tieohsnavend heiwidelessetonide [00RHnHe

di fferent advant ageous enbodi nents further provide a nethod for tool
nmanage et 2ERATHHET Ot FEI 9 S 9eI et SPTES Gin TSI EENESs HETWETIES Tool
processgs,.for the nunber of tools is nonitored at a central |ocation using
the wireless network. Process data is received at the central |ocation for
t heOnunber of tools during the tool processes using the wirel ess network.

[ 0008] The different advantageous enbodi nents further provide 20 a nethod
for tool process updates. A tool nechanismis controlled to performa task
usi ng a nunber of process paranmeters. Process data is collected during
task. performance. The process data collected is sent to a renote |ocation.

[ 0009] The features, functions, and advantages can be



25 achi eved i ndependently in various enbodi ments of-he present disclosure
or may be conbined in yet other enbodinents in which further details can be
seen withwopebarepes to the foll owi ng description and dr ®@irAag3011/094091

2011/ 129948PCT/ US2011/ 029091 BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0010] The
novel features believed characteristd f,-4 he advant ageous embodi ments are
set forth in the appended clains. 5 e advant ageous enbodi nents, however,
as well as a preferred node of use, further objectives and advant ages
thereof, will best be understood by reference to the follow ng detailed
descri prtqgé)ﬁ’f]of ant Sd VarttEgEsts SiFodasste o st ipirdden @i sur e when
read i n.cORjUNCHEAR WAh A RS AGCOMPaNYAG L0 ArAMNGS o MQLAIN. ang a
[0011] Firigure 1 is an illustration of a smart tool environnent in which an
advant agedus: lermsotiierent Ty rbeltienplodimenteds <0012] RicguneriZ:gts.can with

illustration of a data processing 15 .syst i n.accordance with an
advant ageou’s “entyodi rlrlé’f]b"";Or T“OOifﬁq%inélﬁnrbg\% O%stéjr‘f’lﬂ Ilti’st“r‘:g}t%ﬁc%ﬁdfj %QI ool in

accor dgnrae it i amnadvanifagecis emodiomnice [QQLHSY glae 4HiS «an
illustration of a network enabl ed t ool o

performing the number of tasks. The central server is in
communication with the wireless network. The central gerver ig

10 configured to monitor the number of tools performing the number
of tasks and receive the process data collected by the number of
tools over the wireless network.
(00071} The different advantagecus embodiments further provide
a method for tool management. A number of tocls is implemented

15  in a wirelesg network. Tool processes for the number of tools
is monitored at a central location using the wireless network.
Procegsas data iag received at the central location for the number
of tools during the tool processes uging the wireless network.
L0008] The different advantagecus embodiments further provide

20 a method for tool process updates. A tool mechanism 1is
controllad to perform a tagk uging a number of process
parameters. Processg data ig collected during task performance.
The process data collected is sent to a remote location.
(0009} The features, functiong, and advantages can be

25  achieved independently in varioug embodimentg of the pregent
disclogure or may be combined in yvet other embodiments in which
further details can be seen with reference to the following

degcription and drawings.



environment in accordance with an advantageous enbodi nent; 20[0015] Figure 5

is an illustration of a flowhart illustrating a process for tool
managenerwoiznlizicedsdance with an advant ageous enbodi menPCTASd1OE8] Fi gur e
6 is an illustration of a flowchart illustrating a process for tool

process updates in acc v%%t E%ﬁ)odl ment. WO
2011/ 129948PCT/ US2011/ g%%ﬁﬂ%ﬁg%g %%[% th reference now
to the figures and, in particular, with reference to Figure 1, an
illustration of a smart toal 5 enwronrrent |s depi cted in which an

advant d§¥ds enb&a?bnéﬁ"%f@@équﬁﬁ SferittdEd STREAEE G Onrdlt 100 may

be any J¥Re QLM QMR N M, ch 1:001:5,.0peral e ol exam &1 Smrt tool
envi r onnent 1030 may be a production environnment, a manufacturing

envb r offifentadvantaigscema e aahniviaromre ftovwey eyer ﬂ%@raénvud% mments L erQredind/ or

any other, suitabl e environment. [QQ18]Snart fool envir rrent 100 ,i;ncl udes
net wor K' ﬂ‘fz ack "of T “‘rl”foffb“aprﬁJ fact dgl? n[\t[e%rlf > pI’O\}l es

wrel emwwm:ﬁﬁm&w&mﬁﬁﬂﬁt frac trorey ftﬁ@o&ﬂdzdoamtaqflfacpe 104.
Net wor k. 102 may be a secure wi rel ess network V\nthﬁrot ected 15 access using
certi f iCCAGGR PGB (5?cffolf3§1 MR RS ETGT FRAPIEN withddite IH4ASEA on, WPA,

WPAZ, QBQ} w@ﬂ¥=0%ﬁﬁ{xéﬁkiém coniunction with the accompanying

10 drawings, whersin:

(60113 Figure 1 ig an illustration of a smart tool
environment in which an advantageous embodiment may be
implemented;

(0012} Pigure 2 is an illustration of a data procesaing

15 gystem in accorvdance with an advantageousg embodiment;:

(060133 Figure 3 is an illustration of a tool in accordancs
with an advantageous embodiment;

(0014} Figure 4 iz an illustration of a network enabled tool
envireonment in accordance with an advantageous embodiment;

20 [0015] Figure 5 ig an illustration of a flowchart
illustrating a process for tocol management in accordance with an
advantageous embodiment; and
[go1s] Figure 6 iz an illustration of a flowchart
illustrating a process for tool process updates in accordance

25  with an advantageous embodiment .



security protocol. Back office 104 may include central data server 108,
dynam ¢ host communi cation protocol (DHCP) server 110, certificate

aut hori t ywo2B11/1d9948base 114, and user interface 20 116. PCH/Use@14e%0ant ageous
enbodi ment, back office 104 may be a coffouter iffol ementing processes,
such as central data server ] ni cati on protocol (DHCP)
server 110, and certificate iﬁgﬁ%?%f?@nii%?ﬁ?%ﬁg@m e. I n another

advant ageous enbodi nent, back office 104 may be a renote | ocation having
one 25 or nore conputers, such as central data server_ 108, dynam ¢ host
communi &4 dn pr $H6¢bIT (IHEP S &RIEOL THe drdivddr® iFicat’d At T112,
for exanplie. Q019 Gentd als fata Serwer; 1108 J-viaes ProGess Palaeters for
tools, such as nunber of tdols 120 in factory 106. Central 30 data server
1085r ecwiwgsiprocess dara dfreominundbeciofant golvwirtz@ecanaleynieslitttee tprocess
data, and .det.ernm nes, whet her. Qne .or. nore _proce updat es are needed .for
nunber %’o% WO ‘ef%(id CeftTal™ (c)fa A& enrw\}é‘r("r“% ] s%a€3 cent ?’fl “uleE S &

moni t ordrig raitharmnagi RGinec1ef dedlaacl20. Foexample, smart tool

2011/ 129948PCT/ US2011/ 029091 [ 0020] Dynam ¢ host communi cati on pr ot ocol

( DHCP) 8rverery A% WEh itber FAICHGEHI9™M 20 Feifidst d P4 $ds Haind

| 09 ONtB GO L0Z: ol il ddd WS AR BX TPl e QRIS I CAL G iOT | €y
112 processes a nunber of certificates for security and nanages the ‘secure
i nter actridolwrofamumtiér: rofeutigells €l 20wiittdnzack of fi ce 104 over network 102.

As use r.ein, nunber gf items\ neans e .or .nore itens. . Faor,.exanple
nurber MERols S50 ot e RatTet (05 ARty Hs e idss Hilber of
access (raiikfes 1bk8 andi ¥QJvameriosf. teohs Q0 Ngrher Rfs agees: oI nts 118
may be a nunber of wirel ess access points at a nunber of |ocations

t hr ougREHE SEa S S0 6 TRAT S8 ab |6 MaFar Yofl o P2t ¢ Havé Advinor k

access 1\.&3@:’1&@'&9@%&2 E‘Tﬁiﬁft Yy e:“-}%@fc&éewwrierIQQ%% faqgﬁ,%%x@p i‘vﬂtﬂm‘.cﬁ%c@;e@fw ce that

allows wreless co ni cation devices to 15 connect to a W reless network
usifhg Woeddss Blaiet-0QGty i farcarelcat edrcstcandar, dssuch wisr,elfess eacogss . poi nt  may
connect to a raquter ta rel a% data__l;etwengﬂ the wireless devi c;zc, such as
Py 111 at > WA o 311 anle .
nunber “of- 1401 g%ﬁ“&ﬁd}'oﬂ ér deviceS o Thé e, BUd4< back of fice
104, f eceX%am)} @rdWHRAr, ofplid @leSTAaQRS $naR0iiRS ¥R ki) Bica
st and-al one devices or integrated devices with nunber of tools 120, for
exanpl EeN@thei¥ fof FeEITE C1 2@ Sts CPMBBI AEHato e [FEEIHSHI lc dlHBE Fo o 19y pr ocess
par amtﬁ{aﬁ fQr- 190l IRChAN, SIB. . f ony £X 3.6, 0022 Tagls 12 S:3%rface
illustrati've exanple of one -
20 116. In one advantageous ewmbodiment, back office 104 may be a
computer implementing processeg, such as central data server
108, dynamic host communication protocol (DHCP) server 110, and
certificate authority 112, for example. In ancther advantageous
embodiment, back cffice 104 may be a remote lcocation having one
25 or more computerg, such as central data gerver 108, dynamic host
communication protocol (DHCP) gerver 110, and certificate

authority 112, for example.

[44]
o

(0619} Central data server 108 provides process parametars
for tools, such as number of tools 120 in factory 106. Centra

30 data gerver 108 receives process data from number of tocolg 120,
analyzes the process data, and determines whether one or more
process updates are needed for number of tocls 120, Central
data server 108 is a central source for monitoring and managing

numioer of toolg 1208,



25 inpl enentation of nunber of tools 120. Tool 122 includes data processing
system 124, gateway 126, and controller 128. Data processing system 124
manages adwoaotiolRbest ed fromtool 122 during operati on amrdTdst@0ewei ved
from back office 104 during operation, for exanple. Gateway 126 provides
access ata r.ocessing st em 124 to_networ} . { nunber, oOf
access g‘;)gg;irzr?? S 113%“%6@1 ‘é)%l ?ng] é:.%;{é‘?{ey\i\ﬁyﬁf% t’%y)é%e’!& fl(‘g% %ﬁa%%ﬁéﬁﬁﬁhﬁgut

i m t atdidmywsa rdediccatesd twaiputiand, @ neuferst & Waddreserdsalary ixdge crand/ or
any ot her suitabl e gateway device. WO 2011/129948PCT/ US2011/ 029091

[ 0023] E&HTBIN 2128 T Sritlrol sl LOPFerattiloif SEABoI° 12590l g i Scess

par ametRiiHd8G8 MG fQmAala R OR8RR™ING S ¥eheM k24, LON:0ld 5,148 may be,
for exanple, wi'thout lTimtation, a notion controller. 5 [0024] Nunber of

t oobs B2G p@yiagecanyre yesusfe dovsuteert iginded togibexs yoh taxl anittdfomti th

limtation .caontour. drilling nmachine 130, drill. notaor. 132, fastener. 134,
and/ or bé“ﬁ‘f}{ 6‘%%§rc““'su1iﬁga6:|“e“lt g]ﬁl@m[xé(o héS M9t E%tl‘ie&ﬁl’ofd S 54

envi r onrmemts 2RQirdsn drisgwre nbriss ieimgreantct @xamyiy physicaaloforccarichiizect ur al
10 enbodi ments may be inplenmented. Qher conponents in addition and/or in
pl ace of° tHE FRESE iN9%UStrated may be used. Some conponents may be

unnecesgay i N SAk. RONANLAIGONS LIROM FBALS o Al 30 €, PBLACKS 18 €y

presented to illustratée some functional conponents. One or nore of these
bl b¢ks meceye cdorisioied 1&¥d/ ofulBedi vifded dastso rdiififter drit8 bylagc ke when

i mpl enent ed i gﬁgi f.ferent advant agequs enmbodi ments. %0§6!ﬂ| n _.some
advant aggbirs SHRTE Ak Sof CEEL0F My BE T mil eméiited A¥ a data
pr oces g uepsham: sitelas cdatth A RersSicnGusitsiem2Adbdir Hxgune awel ow.
I n other advantageous 20 enbodi nents, back office 104 may be inplenented as
a nu%éﬁ%@%t@%ﬁﬁ%@lw ér%?t(%ﬁ’"néé}tsed_ Gy &1 IftSRGT IRCEEES ferint
exanpl &) p.an iddusta atle axanpl ¢, hack offdge 104 may, be.Joeal  such as
an of fi cé adj acent to factory 6, or renote, such as a server farm

ih connect to a wirelesg network using Wi-Fi, Bluetoooth, or

related standards. A wirelegs accegs point may connect Lo a

b

router to relay data between the wirelesg devices, such as
number of tools 1208, and other devices on the network, such as
back office 104, for example. Number of wireless access points

20 118 may be stand-alcone devices or integrated devices with number
of toolg 120, for examplile. Number of toolg 128 is a tool that
electronically controls process parameters for tool mechanisms,
for example.
(00221 Tool 122 is an illustrative example of one

25  implementation of number of toolg 120, Tool 122 includeg data
procegging system 124, gateway 1286, and controllier 128. Data
processing svstem 124 manages data collected from tool 122
during coperation and data received from back office 104 during
operation, for example. Gateway 126 provides access for data

30 processing system 124 to network 102 using number of access
points 118, for example. Gateway 1286 may be, for example,
without limitation, a dedicated computer, a router, a Wi-Fi

gserial bridge, and/or any other guitable gateway device.

(o)



25[ 0027]Wth reference now to Figure 2, an illustration of a data

processi ng systemis depicted in accordance with an advant ageous

enbodi nerwo 2DatRIPBocessi ng system 200 nay be an exanpl @Cofusarigoegat er ,
such as central data server 108 and/or data processing system 124 in Figure
1, in j conmput er,..usahl. e QQr.am.c Q6 st raucti ans, L., ting
the pr \(l)@)‘eﬁ?s}e}s naY'(ngtrat' lf:é(sitc*g}'t-’tec;'%% og‘ﬁé&dév%%%ggie’oﬁgl é)r%gg’égloﬁfers]itisﬂ{sg >8] I n

thi s i ldwastesat ipverexanple radatiargar doessidag s ystem200id noludes 124 .

communi cations fabric 202, which provides comunications between processor
uni t 2087 5ENORF 206 TAND 01 TP FFAEPCT USPGTH 2909 BersiTst éntiEtstage
208, comunigatdons unit 210, input/output (1/0 wunit 212, and display 214.
[ 0029] Processor unit 204 serves to execute instructions for software that
may5be 10d@ddd i ntourignoof 206:1 Prigdeswor hiany204 18 wey dsenrattset agfisghe or
more processors..or. jmay .be a mul.ti.- processor .core,. depending qn th

parti cul"ar ‘i r‘?’ﬁ]“ehrrea rﬁ’a%éil%ﬁl.wlj—:u rt nréﬂ“rt,dl'{%ﬁ‘rc"(glcf essor Uni tdl‘fgl‘éf ey nE‘)l“e“(%“i'tLrTﬁ':Tl g‘r%é} rt ed
usi Ng @ne 1Qr YR NElXer GEeNeids (136G eS0T/ &Y S JHE: WG 22 Irmitbglr.ocessor
is present with secondary processors on a single chip. As another 10

i |1 ust ri&t33fd exanpPite r Prddeddorumbt 204 tndypP e S SyHBIFI T 1AM 52 pr ocessor

systemggontal ni ng; ML i,pl6, Processans of, 4ihe ;s Lype.. Q030 ;Menory 206

and persistent storage 208 are exanpl és "of storage devices 216. A storage
de¥d ce dardcghynepitec enaof Hraridwareeel echat dthecapabhdperefhtst am rgidinfiermat i on,

such as, for exanple wt t |inmtation, dat )rogram code in functional
For m 4RSS GEner G CHoIE A Brary W arLiial "B £ Giborar y BT and) or

a per meRHoRasI S naNEBY YirdGe ddhthese fxampl@sntmedisy dehaxamle, a
random access nmenory or any other suitable _ n
Alsgo, the blocks are presented to illustrate gome functional
components. One or more of these blocks may be combined and/or

15  divided into different blocks when implemented in diffevent
advantageoug embodimenis.

(00281 In some advantagsous embodiments, back office 104 may
he implemented as a data processing system, such as data
procesaing svstem 200 in Figure 2, below. In other advantageous

20 embodiments, kack office 104 may ke implemented as a number of
data processing systemsg connected over network 102, for example.
In an illustrative example, back office 104 may be local, asuch
ag an office adjacent to factory 106, or remote, guch as a
gerver farm.

25 (00271 With reference now to Figure 2, an illustration of a
data processing system is depicted in accordance with an
advantageous embodiment. Data procesgsing system 200 may be an
example of a computer, such ag central data server 108 and/or

data processing system 124 in Figurxe 1, in which computer usable

T

30 program code or instructions implementing the processes may be
located for the advantagecus embodiments.
(60281 In this iillustrative example, data procegging syvstem
200 incliudes communications fabric 202, which provides
communications between processor unit 204, memory 206,

-
/



20 vol atile or non-volatile storage device. Persistent storage 208 may take
various forns depending on the particular inplenentation. For exanple,

persi st erwoaptwagE8208 may contain one or nore conponenPETAS2dewRWes. For
exanpl e, persistent storage 208 may be a hard drive, a flash nenory, a

rewitahle .25 optigal djsk, rew . & magneti.c. , :Qr... SOIe . .conbi nation
of the%%brg’vi(?ésé' %’e rnaa&\ci'ﬂl‘“giguIs(‘2 iy ’by%\é%'r%ﬁgl‘ﬁgﬁt’ St d*rﬂéLg"'etZ;'Cpfg 51%§6§_ﬁ‘§1 ngé* -
renovabl®.0)Famiexayd e aral kEmMal eildard drive may be used for persistent

storage, 208, [0031] Communi cations unit 210, in these exanples, provides 30
for comfiffi®dat i ofs WHIP Bt MET Tda#t"F HOTUESS Iy LRterfs 1015 dd\ATEed™s 1597 hese
exanpl es,r {GQMEINGAL Mg%s PNk 13912 REIMNK Joif er frace Gl unit 204
Comuni cations unit 210 nmay provi de comunications through the use of
ei t her mory ot & physicddalorandmincelse gy commmgrisc atd 0wy Menks mulag -
2011/ 129948PCT/ US2011/ 029091 .[ 0032] | nput / out.put, uni.t 212 allows for input
and output= o data i't ot her "Fevitces t WAt ey 156 cOrnectdd Go dat a
processingepnst emMa2@Gsdrorrexarngul4e mayn e eutiptentid liZigraynepray inde«
connection for user input through a keyboard, a mouse, and/or 5 sone other
sui t abl& HHRAETEFEH T @ X THRIRET SHSHRRY ddt pitt Unict "9 maPSET®outout to a
printer,. LiSpl 3y 214 RIOVAES Ao Behan S 0 Aisplay.iinf or Rt .00, 40,2
e/ E
user. [0033]Instructions for the operating system applications .and/or
prdgr ans. ey Meg ivec atedit e strorrage sdevivges: 2868 nwhi ¢l ar evingtiric
communi cai&l .on wi th processor unit 204 thr Q%%hn omuni cati ons Jdﬁgﬁrl’li“c 202. In
t hese M UstFAIVE "&Xafp%eE™ (e st e f1ons Farfe S99 FUHét i % orm on
per si steeye stefcage 208. These instructions may be | oaded into menory 206
for execution by processor unit 204. The processes of the different
enbodi MEBS115 naiETsE Yo & aREd IS Sirbedds At dmae 208 dsien@reemidserct
| mpl enment ’%ﬁq@%@\ﬂ%ﬁaﬁ«o%’ﬁ which, By, be docated d na TR o SYEH- A% JTemry
206. [ 0034 ese instructions are referred to as program code, conputer
usabl e graogriamaeged;l oot anputiery rieddallae iprogreaamicede for example
without limitation, data, program code in functional form,
and/or other guitable information either on a temporary basis
and/or a permanent kasgis. Memory 208, in thege examples, may
be, for example, a random access memory or any other suitable
20 wolatile or non-volatile storage device. Persistent storage 208
may take varicus forms depending on the particular
implementation. For example, persistent storage 208 may contain
ong or more componsnts or devices. For exampls, persistent
storage 208 may be a hard drive, a flash memory, a rawritable
25  optical disk, a rewritable magnetic tape, or some combination of
the above. The media used by persistent storvage 208 also may be
removable. For example, a removable hard drive may be used for
persigtent storage 208.
(0031} Communicationg unit 218, in these examples, provides
30 for communications with other data processing systems or
deviceg. In these examplesg, communicationg unit 210 ig a
network interface card. Communications unit 210 may provide
communications through the use of either or both physical and

wirelegs communications links.



20 that may be read and executed by a processor in processor unit 204. The
program code in the different enbodi nents may be enbodi ed on different
physi cal WO 20aighIBe conput er readabl e nmedi a, such as MPEBHUB2R0629P1

persi stent storage 208. [0035] Program code 218 is |located in a functional
formo onput.er_ r.eadabl e nedi.a 0 that Js-.sel.ecti.vely, renoyabl & and
may berhg(??z?cfgd ontlglrpéir"' ’/t%r“é'ﬁ’ngé F%gd' tzczjiédast";l (%rslo?éifgilgig&fé}ygjt%imo%gwf”o rOef
execut idat bwiptoeessar Asiite 204 L0 agivam=C aderZti cand o« et erraceaddblce
nmedi a 220 form conputer program product 222 in these exanples. In one
exanpl EY DA% r éstalie redi-a T30 ey S0 &P S e &HADT 6 s for age
medi a 224, Q- CoNpPULer JLadable Si:anal,Jiedl 8226, LoOMULeN JLadall g, st orage
nmedi a 224 may include, for exanple, an optical or magnetic disc that is

i nsert eduer Plreveduintedla drippe oevwtdter devitdeit hdtmpg /partoudf yiertsi st ent
storag 08 for transfer onto a storage device, s WO

2011/ 129948BT/ G820 11829091 &5 55 *hiaid dr iveE At lél%‘rslj‘ ﬁ’at'r("tﬂéjfs“pé“r si st ent

st or agenc208.niCap eri graadahlg caterage: mediza 1224 al so may take the form of
a persistent storage, such as a hard drive, a thunb drive, or a flash
menory 23l s cdirected 1B sddor ﬁ%é@ﬁxﬁé%‘ﬂst@rﬁtﬁo O o

I nst an%@ﬁ,/c&?%%ﬁfaﬂse%gﬁb'k% SIS MediA 224 TR 10k D& reeMmyable from
data processing system 200. In these illustrative exanpl es, conputer

r eadablier storage aeadicar 224N Prapcgorectr ansit @Ot conpuey aceadabloe tsittarsage
medi um.. [ 0Q36].Al.t ernatively, .program.code 218 may be.transferred to 10 data
proces sf]"ﬁﬁ Sy S 28%1 7 om-c 6r?’dl']’t%é~‘r1‘ %“&d&aﬁﬁ%”%ﬁ‘d %ﬁf‘ usiTig “Computer
readablsgssiignal medita 228, fampulrepaeadale signalgaredia 2260wy be, for
exanpl e, a propagated data signal containing pra(?égr am code 218. For exanple
conput é@f"rtééwcélssi“‘g%hlﬁ%diaéiezf?éf}%y_ﬂﬁ‘é‘cé{ﬁ' &% ths- @@?éﬁl@f‘si%’nal ,an
OPL i Caly kSl @iahn ANY . A DRI SIARE PG 0fr 8l BNl croHaasR At ONal S
may be transmtted over conmmuni ¢ations 11nks, such as W reless

combunineat itendrifnksiedopty galodddserr calilte,2 (doandialy cablpeitear Wi re, and/ or
any other suitable type of .communications Link. In other words, the
comuni'CAESHE I K TEidH 8T HRE o SHHESL TB Sy ‘25 & Dhysife AIET6H ¥ui F&1%Ess in
the il lsteatd e sapganpl es. [0037]In sone illustrative enbodi ments, program
code 218 nmmy be downl oaded over a network to persistent storage 208 from
anot hertdédilce orffi¢atca iprddessiing s yste maidingh toiputrsiogreadals1de si gnal
medi a . far._use w-thi 4. processi St ~ For_ i Ce

progr aé%gnéo&lg:“sxgd‘r“ea in %O%glﬁ%lut”g%%r’ezj agi(%%s“t%;yag%% a%n% |luem(')9|rlr(13 9Ia}%%rg;}‘\%)e”re dat a
prpgessitag syst ém mpadberdowceaded avers ametassrde firomddee ssenvemitto dat a
processjng system 200. The data processing system providi ng program code
218 My & B FEOTERDGESE, 1§ GiRent OHsRorE s SR Sotish B0 devi ce
capabl e @fo SRl IR0 BN d1ans Prttd NG 1PrA9aMLode 21 pucer readable

maedia, such as memory 208 or pervsistent storage 208.
[0035] Program code 218 ig located in a functional form on
25  computer readable media 220 that is gelectively removable and
may be loaded onto or transferred to data processing system 200
for ewecution by processor unit 204. Program code 218 and
computer readable media 228 form computer program product 222 in
these examples. In one example, computer readable media 220 may
30 be computer readable storage media 224 or computer readable
aignal media 22&6. Computer readable storage media 224 may
inciude, for example, an optical or magnetic disc that is
inaerted or placed into a drive or other device that is part of
rersistent storage 208 for transfer onto a storage device, such

9



[ 0038] The different conponents illustrated for data processing system 200
are not neant to provide architectural limtations to the manner in which
di f f er entworzbudizpEat s may be i npl enented. The diff er ent PCITIUsgemA2909E
enbodi ments may be WD 2011/129948PCT/ US2011/ 029091 i nplenented in a data
processjng system.ingl uding .conponents in addition tg. or i | ace of those
i |l ust ?ét gd %orde?éttia 'pr'ocag’ssll n gg’sg\emﬁgf%d’. Oher “’c'grrpg{%éeﬁz{hsaqshovm in
Fi gur e 2ngandre neavdzgd o reomtahe indaist retd we exanpt esskshawe: fThen diff fzer ent
enbodi nents 5 may be inplenmented using any hardware deyice or system
capabl &G S I HESgr aMTode. AdGive Bl € WHEUAE roSEssi ng
syst emgaTRysH REAES AGANIG COMRRSS dNtRArAted W JNQrganic pqnponent s
and/ or may be conprised entirely of organic conponents “excl uding a. human
bei hg. IForscexanplsd.aracst oragw tG devchingy e wampriestd 62 4amaor gati c
sem conduct gt LOQ3ALAs another. examale; & SLorags device jn data
processing system I's ‘any hardware gpparat us that may store data. Menory
206, persicsitent: istoragen2®d andrgamait efeadeadable ovedjea 220 arx4examl es of
st orage de\{__i ces in a tangi Q_I e form 15[0040] 1 n another exanple, a bus
syst em vy "BEUSEP 0 Gt CORRIA CHAGHE FEBFIEY 202 and may be
CONPI | Syafbaafy One 201 dTBY: DHSES, M AS Ry SiRMBUS (B AfdIRULIoLLpyt
bus. O course, the bus system ray "be | npl enmented uUsing any suitable type
of 1 ar cligtec tureadratmcprodtees A6y Ty o angfrerteof deadal2@® betdsee®2d f f er ent
conponent.s or devices attached t.o the bus system Additionally, .a.
o ATIED P I i AR G G or B 2861 56 MRt & EVRHGR ¢ and
recei vesidat-a, n8Uth @ Bdem orrcr Relawyille adaph@padadderata JIRARIY By
be, for exanple, menory 206 or a cache such as found in an interface and
menor y PBEEAYES (SO IR&E P -be Fpile SERME LR %W‘aéatﬁ‘%ﬁ?h_fié’ori c 202.
[0041] A5 grsed eriel aod B, PRIASE, "Aled sk 000.alc 1o WhEN Usedl it |1t
of itens,” means that différent conbinations of one or more o e Itens may
beitised g ionlayidbhe efnyeactind:t emiiuzitike dvipst afmyibeaieedéthe deors iexarip e,
"at | east %ne of item . . :

may be transmitted over communications links, such as wireless

communicationsg links, optical fiber cable, coaxial cable, a

wire, and/or any other suitable type of communications link. In

other wordg, the communicationg link and/or the connection may

20  be physical or wireless in the illustrative examples.
(00371 In some illustrative embodiments, program code 218 may
be downloaded over a network Lo persistent storvage 208 from

another device or data processging system through computer

readable signal media 226 for use within data procegsing system

[#43

25  200. ¥For instance, program code stored in a computer readable
atorage medium in a gerver data processing system may be
downloaded over a network from the server to data processing
gygstem 200. The data processing system providing program code
218 may be a server computer, a client computer, or gsome other

30 device cagpable of storing and transmitting program cods 218.
(0038} The different components illustrated for data
processing svstem 200 are not meant to provide architectural
limitations to the manner in which different embodiments may be
implemented. The different illustrative embodiments may be

10



30 A item B, and item C' may include, for exanple, wthout |imtation,
itemA or itemA and itemB. This exanple also may include itemA, itemB
and itemwoasinensB and item C. [0042] As used herein, WRAEAUSA011i02HH1
conponent is connected to a second conponent, the first conponent may be
connect, h 1/.12994: 520 90 c . Qmen

Wi t houtl%g e gd%tc%ls)ln}al C%Q:]A %% “bw =5 )?N '%%:g% ogjtjadr%?% QQ,C{‘ O% t
connectaem;tmdmecse:&ondt qﬂm@t@'ﬁ tbtyb%ﬁ&ldruifﬂlfa&:mi ey @ﬁ:ﬁicSasd:@L
exanple one eIectronlc devi ce na be connected to another el ectronjc

devi ce WEHRUt Ydhy & ddd GBRNSEISe (HGHITE Ide iR et wédh e gfmﬁﬁ

el ectraonig, dew ce1apd tﬂ%v@%&@rgﬁ'e@ctfﬂﬂmrﬁ denjcCes Ak SR LASRS.mAN0L her
el ectronic device may be present between the two el ectronic deV|ces
conhectiegy e dagh cotchgred [(G04%] Fhy dishfierent dedviam agecws tembodipfenitEs
recogni Ze Al and LO ta&ej i nto account that current, syst ensdﬂfv%r updat i ng t ool
process parameters reqi e t1e ool A 5 ENECIKed Tt 65 ot ﬁ“yjt“gcat ed
tool crdyhsrand nu;@datzﬁii n&@rll@aldayal\dwejmtwcﬁ@eﬁ:& RarB st G«h&mgano'ﬂ%ﬁﬁﬁ o
updates occur locally when the tool is idle or inactive and placed into

st or agEFPARE oA it He veedad 9B SgdilTedy @t iaraipdat es are

conpl et, Jpdate: be. se e toQl qr. \ L does not
recei vegt e up 3?Tat Feg:gﬁr}tﬁ r;rg%/ |§n§rﬁ£}c iegntghntoyt(:a\(t?e Pcc\re:wggﬂafter oger ions are
fi bdsheks wtterewgiomet hientconlsemustE et memurad ilcy amdatoedidtqpca* t echni ci an.

[ 0044] |ffer nt advant ageous .enbodi nents fu ther recogni ze and take
into ac@g)tf’ tha S et rrgt’ﬁ"{t’fsl% ‘o oM 1§ 56 jﬁté@é’&es require

human mRideesding ofysaenl dioviidualnt oolrdelr o isgalrdmspectdomaf Jweswl ts or
tool parameter perfornmance, for exanple. Some |inmited conputer nonitoring
may be G5t déBMGA% R Géhe GeeS Ui ot FER12GR i sest %’W%lzéﬁfcaﬁ]%ﬁ t he

Processes; af Lol Lte and Lhe,d Nl o Nasdaen deuwnlpaded @ (ranual Iy

retrieved for analysis.
i5 (6040} In ancthar example, a bus gystem may be used Lo

implement communications fabric 202

9]

nd may be comprised of one

#]

or more busesg, such as a system bus or an input/output bus. Of
courge, the bus system may be implemented using any suitable
type of architecture that provides for a transfer of data

20 between different components or devices attached to the bus

0

avsten. Additionally, a communications unit may include one or
more devices used to transmit and receive data, such as a wmodem
or a natwork adapter. Further, a memory may ke, for example,
memory 206 or a cache such as found in an interface and memory

25  controller hub that may be present in communications fabric 202.
(00411 As used herein, the phrasgse "at least one of", when
used with a list of items, meansg that different combinations of
one or more of the items may ke used and only one of each item
in the list may be needed. ¥For example, “at least one of item

30 A, item B, and item C" may include, for example, without
limitation, item A or item A and item B. This example also may

-

inciude item A, item B, and item C or item B and item C.
(60423 As used herein, when a first component is connected Lo
a second component, the fivst component may be connected to the

il



[ 0045] Thus, the different advantageous enbodi nents provide a system
conprising a wireless network, a nunber of tools, and a central server. The
nunber ofwoaeligi2psi8connected to the 30 wirel ess net wor KPCTHS20m0/02801 Of
tools is configured to performa nunber of tasks and coll ect process data

whi | e %%rcic;?{d“c%&}& %nr!;l’l'_%%rhe fe ;ﬁ%ﬁ\}‘ Sraaiis et rc-?ﬁ!mm%%e §ls 1S ﬁQ”’?ﬁ%ﬁﬁ‘:ﬂ to

the w rel'eéss net centr server i's configured to nonitor

nunber cafnpceals pardonmngd emunherd afc trask scancta ecaigegerMOby cne
2011/ 129948PCT/ US2011/ 029091 t he process data col |l ected by the nunber of
tool s &eMRfe W SSUREENSe. [FOTAGTRTE 16 f 8% Mt Sadvaitiqg 6rs ce

embodi mRAL 3,4 WIhel R0 Ae & Rihed J.or- 400 fmNRQenBRl, A nypber of tools
is inplerented 5 in a wireless network. Tool processes for the nunber of

t oobs issidminictreried latc ty wernt v ilkesatiadvassi ngie He it elless metivor k.
Process, data is received at, the central Jocafion. for the nugber of toals
during e Todl processes Liisi"ﬁ“g"ct'“hglvﬁc‘r §16SS et wor KE GO4T° TIé Fiffer ent
advant ageeits enhodicBes i theforyevirde k¥ meihod ool tealrpriecess
updates. A tool nechanismis controlled to performa task using a nunber of
pr oces $FACATe tEF S et 65 &dsta A0l | ect ed during task performance. The

process;fiaty col lect ed 45, Sent 104, LeIMhe; le@rﬁﬂbtdi%nt[rcp%}ﬁoxynti@éeg ence

: { 48]
now to Figure 3, ‘an illustration of a 15 tool 1s depicted inm accordance
wi £ h artzddy anttag ecysueribadiatentur rbogl 3GC drs droy Mpgstiriaty vecexanpleessf one

i npl ement ation of tool. ﬁ1_2§6!i_n Fi gur 1%}5{309%%] Tool. %OOAi ncl udes control
case 362 ToI TeCHAR S 305, HHHS 1 306 ST Powst SippIs 3682 Cont r o
case 302d:5dhe 20 RIAGeSSIANGAnd LOMARla 108N telar Yrdcella 30 amk9Rlrs
mechani sm 304 is the nechani cal conponent of tool 300 controlled by
CONPONERESIST. cOMAES VEREE SS02CCTGo - AFeehani"sArB 04 arayp e, L F grilex &¥pl e,
ui thout; L mitat i.op, AriJJd g mechanism 310, asten ng echanismctipg and/ or
any ot her suitabl e rechani smfor performng tool 25 operations.
i5 again or until updates are complete. Remote updates may be
gent to the tool crib, but the tocl doeg not receive the update
until it is checked into the crib after opervatiocng are finished
whereupon the tool must be manually updated by a technician.
[0044] The different advantagesous embodiments further
20 recognize and take into account that current methods for
monitoring tocl procesges reguire human monitoring of an
individual tool for visual inspection of results or tool
parameter performance, for example. Some limited computer
monitoring may ke provided, with the results of tool processes
25  analvzed after the processes ave complete and the information
has bheen downloaded or manually retrieved for analysis.
[0045] Thus, the different advantagecus embodiments provide a
system comprising a wireless network, a number of tools, and a
central aserver. The number of tocls is connected to the
30 wireless network. The number of tools ig configured to perform
a number of tasksg and collect process data while performing the
numiber of tasks. The central sgerver ig connected to the
wireleas network. The central serxver iz configured to monitor
the number of tools performing the number of tasks and receive

Lo



[ 0050] Housi ng 306 may encase tool nechani sm 304 and/or control case 302 to
contain conponents of tool 300 in a single inplenentation, for exanple.
Power suppbDyRoB0B9s8y i ncl ude, without limtation, factoPgTAispitioza9o1
alternating current (2) or 30 direct current (DC) electric power, a

baut o1 b 0apagl ot el cell, (988 padered generat of oL cel Is,

and/ or I sui'table électri cal power ¢onnéct ed 1o € source by
har dwi r»\amﬂamg elsess:r&onnection. In an illustrative errbodl ment, tool 300

may bezig)&wered by power_ 308 us:%‘g a cable, for exanp VO .
2011/ 128G48BCT/ USIEL 655561 | 665 BrEaREdls %@%@21} cliidddegapg ovide

processj ng Syt %13¥43ch‘13%¥@%%@33116 FENS LY %Hemcﬁjl% igat; @rgﬁ%tﬁgﬁ@cﬁnd
controller 322. Data processing system 314 may be i npl emented using data

pr oBessimg wﬂ%m%ﬁ()@aw@n@ur éFC@ frooceearpl d.oDdthe proodessiafg tBoeyst em

314 i n(‘il un%sni at adna r MFlOlger 324 recel ves mc,pﬁl I th ed dat a
from sensor ﬁ"ages P s hissish OF the TS ded dara to a

cent ralurzmtsimmiﬂﬂri, &t@cmela&dO&k tofef iceaithOA I ddgwre thr frole exanpize.
Dat a manager 324 al so receives data fromthe centralized | ocati on and uses
t he datdf FOUecSWredds okif’pdé&% @%@@@%P@rﬁ%r@@aﬁdfﬁeﬁ% Iémpéﬁ%‘fr]r‘et ers

for toalye30Q. [0652] laqtfqb@seﬁq&ﬁwe@m gorpo&%ﬁm%@wr%m@aﬁ&&nqde

security certificates 328, in these illustrative exanpl es. Procéss
patanetee ns: 3261 rfw,z: bcevdlecpeslcmeﬂssbym;twt&qor o¢essialg reysteernstd i34 from a

centrallz]%% Iogﬁt h as aé‘:j( of f.i ce 104 in Fi %ure 1, and stored in
dat abas@ 316 L}ge}tw SOt Pol 9587 357 1h PPl o 0P 156155300, Process
par ametefi&ndde Ry eodars exanplies cditikeuted icdtidiald afgrabauMarefe tor que
applied to install a fastener, a degree of acceptable vi bration in drilli ng

20 operfat WS CeE Ssidrd dofcog UW‘T@CT orf e ity Aoﬁe%“‘é’mtbﬁé‘b%‘fiébd rate of a
cutter {'(ﬁi@%}a Maar. '19' ﬂl@q{ﬂé lJ Jig L@%l@dx]ﬁ Qperat; 'L&n‘i’at‘%migdﬁe aSpeed

pil ot hole formation, counter5| N dep h any other suitable process
pataneters fiar dﬂmﬂpﬁﬂﬂ)ln accordance with an cdvan" ageous embodiment.

Tool 300 is an illustrative example of cone implementation of
tool 122 in Figure 1.
[0048] Tool 300 includes contrel case 302, tool mechanigm
304, housing 308, and power supply 308. Control cage 302 is the

20 procegsing and control center for teool 300. Tocol mechanism 304
is the mechanical component of tool 388 contrelied by componentis
of control case 302. Tool mechaniam 304 may be, for example,
without limitation, drilling mechanigm 310, fastening mechanism
312, and/or any other suitable mechanism for performing tool

25  operations.
[0050] Housging 306 may encase tool mechanism 304 and/or
control case 302 to contain components of tool 300 in a single
implementation, for example. Power sgupply 308 may include,
without limitation, factory-supplied alternating current {(AC) or

30 direct current (DC) electric power, a battery, ultra-capacitor,
fuel cell, gas powsred generator, photo cellsg, and/or any other
suitable electrical power connected to the source by hardwire or
wireless connection. In an illustrative embodiment, tool 300
may be powered by power 308 using a cable, for example.
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25[ 0053] Security certificates 328 provide a current authentication frane
for gateway 320 to authenticate with the network, such as network 102 in
Fi gure 1.wothampdeati on with the network is controll ed lpgTas2@uiob®at i cati on
control server on the network, such as network 102 in Figure 1. The
certifi 30 is..sent.-tq. the i M8 acgess RoiNts. . SUch . .as er of
access @?itsﬁt}s 11@'(’;§ﬁmﬁlg%r‘“€%1,3%%\@%%&*%)1"& e "’(5'0%) Cont riéjlgls eu%h‘é%? ggérz? at es
to contralait:ee IEcharrsmr I04tei t3ad, 30GevGontyad,l emdB22mmy:liirel ude t ool
operation process 330, faor exanple. Tool operation process 330 nmay process
14 VO3FF11/ PPosu EBEHUSIEEL D 1%%@@9&9%&?%@&“/‘@6%8&6’6@%@ Fneters,
such ag, RGeS PalamRLen: 326, iguise d N LNt oldding opeial e Qfsd:00)
mechani sm 304. [OOgS] Sensor system 318 collects process data 332 during
opeb at iz tefn t3dd 1300.udSensiEriy sypsteam3 B2 dvay Hatel udeiaasint Bad d€asitvatd on,
number ccc)\f 116 %rg%r(@ S&ia%%4’f s d%%nss%rxy %s%%% 3'1@%%(? rm%%%s‘sé%r t?%%SrfarrafLr%(y1%rr any
ot her sUItable sénsor. "'hér sti't abie Sensor $ may 1nclude,” Tor exarrpjl e,
W t houtos igHd aldiaRcrReTelRr0nRl of Sdre:ealileet Ndimatbdmn,sudieramesitH es to
detect 10 tenperature, strain gauges to detect flexion, humdity sensors,
hol e prdfese t@@n&ﬁ%tyérgé%maﬁd %QII LBEFBEE -s e ASG1Ss MaNgrFer ot @difét as 334
may | nelide, Jor SXamlfy oHd R 141 LRt 11018 010 GANRS dnea dlack and
white canera, a (fi gital canera, an infrared canera, a video camera, and/or
any0 ot hercesinigtdabiloe WkBlecamgranc eVisd go rseraterr 3 3t1drane the dn parnygpe tefr sc drput er
devi ce ;ho(l\eqin;g ed to processing video imges from nunber of caneras 334, for
exanpl 9" §§e ‘processor 338 gathers | um nance and chrom nance information
from i ndipgdual piaxels: genaratied i Qle AR IR s urerr0f3xganeras 334 and
uses the information to 20 conputer the correct color and brightness val ues
for eadiFPibiélys AT ‘& Fhitherd Sof &l §ordSehns. L I ihatdiiée G797 J5tfot ometri ¢
TEASUr &,0fod e JHTNOUS: d NAANSILY RET- Ity 68 Ofaild YHloddAUEl N diilnd
gi ven direction. Lum nance describes the anount

15 314 from a centralized locvation, such as back office 104 in

Figure 1, and stored in database 316 for use by controller 322
in operation of tool 380. Process parameters 3286 may be, for
example, without limitation, an amcunt of torgue applied to

install a fastensr, a degree of acceptable vibration in drilling

-

20 operations, a size of a hele for drilling opervations, a feed
rate of a cutter into a material for drilling and milling
operations, spindle gpeed, pilot hole formation, countersink
depth, and/or any other suitable process parameters for tool
300.

25 (00531 Security certificates 328 provide a current
authentication frame for gateway 320 tc authenticate with ths
network, such asg network 102 in Figure 1. Authentication with
the network ig controlled by an authentication control server on
the network, such asg network 102 in Figure 1. The certificate

30 is sent to the network via access points, such as number of

access pointa 118 in Figure 1, for example.

[0054] Controller 322 operates to control tool wmechanism 304

of tocl 308. Contreolisr 322 may include tool operation process

338, for example. Tool operation process 330 may process

14



of light that passes through or is emtted froma particular 25 area, and
falls within a given solid angle. Chrom nance conveys the color information
for an arwe?2orv/e4ct. Video server 336 and/ or inage pr@CEASe01183B9NAY

generate image data, for exanple. Inmage data 340 is an illustrative exanple
of one .inplenentation of praocess,. data 332.. 30[Q056] Dat er 324
recei véé}rgp%rl'd*ggcsqs‘%djatagngé’fp (r?ﬁ(%"n“ﬁ%’é%n 3%%%5“’[%‘%’3%8‘ “‘an(T "u écg% %%’%cess data 332

t 0 generatenr0cesSS & epar ts:e342y derocess irepantes-a3d2mmayt hectlr ansm tted by
dat a processi(nﬂgl system 314 to a centralized server using gateway 320.

Gat eway' eS0T aF 94 ustrati ve exanpl e of one inplenentation of gateway WO
2011/ 129QA8RCT/ US20L1,02909L.,126 4 n.fgune L JAQeess epat $n344Jmy be
anal yzed by a nunber of applications at the centralized server to determne
wheb herpsrreddss: pdr amstlerdd 0326 Seeguime ypdares$ iy 0857)intlsoive advdwtdgeous
enbodi nent.s, .gateway 320 nmy al so _nmnage network aut hentj.cation for tool
300 us iri"r%'gms“é“é%ﬁnt’y nEzg‘t-*-,nr“‘tele ir:%at“eag‘aff@. r%%t'a \'n%i\rll“'g"gé’r“lgfzf %azlyéf’gélﬁneargft e security
report p344asher aushentrictald omyt sslies ang wetlectedhday gateway 320,c ke
exanple. Further, data integrity is addressed on the network nedia to

pr event* EHAEC F1F0h 61° - SiFoneous Ua® 6 (o heVent MEG Araiabl e data | oss.

[ 0058] Dat 2. 1BRANeT. 324 Al S0 LLGeIMes AI0GLSS HiNdRkes, 346, and securi ty
updates 348 fromthe centralized |ocation, such as béck office 104 in

Fi gor e tEmpRnodess updatzes: 3d6igway the desedtt 0 lupdate process yparcamster,s 326

in database 316. Process updates 15 346 .may. be received whi]e tool 300 is
in ope aj1'eor"i“.r '"’r%lal‘:z}o" ' 'rr‘r’aya&](-ﬂg@ﬁ“up%fd%éd proess ‘pall\‘éﬁpéi‘ér?fgnd

adj ust d=Reir0paat e PrRCRsS: 330 racsendingl widw-ng 1gparatdiem ofs t ool 300,
for exanple. [0059] The illustration of tool 300 in Figure 3 is not neant 20
to i nplaplshy sidg@ T eor darcide it AR UHSEEREGNns & 6L iEhe SafifdIeign Vil ch

di fTerent: aduantageous emodigenls,Jmy bed opl SIENtSS Aher cgmponent s in

addi tion and/or in pldce of the ones Il lustrated may be used. Some

cohponenrtizrvFay BE dsinecessar B 38 nsoncadvanttageous. enbgditrentisviAleso, the
e presented 25 to .illust e _sone ffuncti onal conponent s. %e or

bl ocksfdar I jted 25 to.illu d;?at . 3 onal nent s.
mor e of THESE Bl otk B Borbitied EREST iVl GEGHTH & diFTErER Biocks
when i mplerenigd 4 0 dinfder entocadvit ageous: emhedilm@itsnce and
chrominance information from individual pizels genervated for an
image by number of cameras 334 and usesz the information to
20 computer the correct color and brightnesg values for each pixels
using a number of algorithms. Luminance is a photometric

measure of the luminous intensity per unit area of light

A

traveling in a given direction. Luminance describes the amoun

o
i

of light that passesg through or is emitted from a particular

25  area, and falls within a given solid angle. Chrominance conveys
the color information for an area or object. Video gerver 336
and/or image processor 338 may genevate image data, for example.
Image data 340 is an illustrative example of one implementation
of process data 332.

30 (00581 Data manager 324 recsives process data 332 from sensor
aystem 318 and uses procesg data 332 Lo generate process reports
342. Process reports 342 mav be transmitted by data processing
system 314 to a centralized server using gateway 320. Gateway

2

(53]
[

is an illustrative example of one implementation of gateway

15



[0060] Wth reference now to Figure 4, an illustration of a network enabl ed
tool environnment is depicted in accordance wth 30 an advant ageous
enbodi nerwo 2NeterR enabl ed t ool environnment 400 is an PCITASROIA0RE1 exa
of one inplenentation of smart tool environment 100 in Figure 1.

[ 0061] K F@% rly P%%lc?es 4an 'ﬂm ,r at, @\ﬁ%ﬁ ?;& 2 ng{;/, factor 313;93% 'sz Figure 1.

Factory

drill

npl e

2011/ 129;&4&2%&3&@31&/@2&@9& IalJ ufﬁeraiant&aax@md ecofveaned nplweventat i on of

nunber

of tools 120 in Figure 1. Drill 402 incl udes control case 404 an

d

dri | |'i AgStetam $ih™6 PACoHT 61" Tadd 474U S A strative exanpl e of one

i mpl emgnigafzijon Oflzﬁm&femacﬁ%%ﬁa%ﬁ%wﬂ JAlc ®ade O iddd NG yrecha a?m
an illustrative exanple of one i'nplenentation of tdol mechani sm 304 in

Fi gbir e r@.na{ﬁoauzs]immq a0 eyt e igge o oo dm |3 oo lues ricn amn%pﬂe}ce 408,
exanpl e"-'ez.’Fa % 40]328“0' udes a"“;%%%tsg? 5, POt 4 my )gapvrl\'*ze:t%aé) rQul des | t &fg

access t0 i'n thi's us

ative ACCGSS p0| n

is
for

i's

an il sty amsme a@tﬂiﬁﬁtﬁc@f\tlﬁﬁiﬁ ymie&nmteatd&r@dﬁemwyoqat@fwa@cm gaimnt s
118 in Figure 1. Control case 404 may interact with back office 412 ove
net wor X8I ifsi ngdddeds peitiit MEGIFSY edafpleesesst B dgsaetow ol | ect s

ProcessAala i aperaiion. ol dlid 1o 03 ARl sends 10 dgsarcass dat

coIIecte to back offlce 412 u5| ng W reless network 414.

063] User

r

a

i nterf ace. Wl6.9 siadenniectsed to central data server 418, in this illustrative

exanpl

r may use user rface 416 Lo _access the ocess dat.
col | ecﬁeﬁc?%%ﬁd seg)t Y?‘%Ed(%ﬁ?f” Afb 2 s 67 420 andi o “Cent“‘rEéﬂI §t§ Servt
may analeyze-itdie @c@&@&s what F i defeerdame: aietRer qu:-0Gess updal ess ARk
needed for control case 404 of drill 402. |f process updates are needed,

the pr

sddssaugdd et FPEBE denefSE@ SRt EeRted 3ddt 89%5eAfe 18 thd sen

wirel e%@;%%vgx&%%@rjﬁr%% Q- L O qun B3%vase 316. Process updates

15

20

30

346 mayv be received while tool 300 iz in operation. Controller
322 may detect updated process parameters and adjust tool
Oparaticﬂ process 330 accovdingly during operation of tool 300,
for example.

(00591 The illusgtration of tool 300 in Figure 3 is not meant
to dmply phvsgical or architectural limitaticng to the mannsr in
which different advantageous embodimentsg may be implemented.
Other components in addition and/or in place of the ones

illustrated may be usged. Some compeonents may be unnecesgary in

gsome advantageocus embodiments. Also, the blocks are presented
to illustrate some functional components. One or more of these

blocks may be combined and/or divided into different blocks when

implemented in different advantageous embodiments.

(06607 With reference now to Pigure 4, an illustration of a

network enabled tocl environment is depicted in accordance with

an advantageous embodiment. Network enabled tocl environmen

400 is an illustrative example of one implementation of smart

tool environment 100 in Figure 1.

(06617 Factory 401 is an illustrative example of factory 106

in Figure 1. Factory 401 incliudes drill 402. Drill 402 is an
16
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25 404 of drill 402. These process updates may be received by drill 402
while drill 402 is in operation within factory 401, for exanple. [0064] The
i |1 ustratworroafi2peBwor k enabl ed tool environnment 400 i nPETgse@ 1429091 not
meant to inply physical or architectural 30 limtations to the manner in
whi ch QHHE%&%%&fggv%Q&%QﬁQU%ﬁ?ﬁ?&gﬁ_aiﬂe=4P®éé¥%d,%R!?QB&%SQz;éIJE%E~
conponents 1 n addition and/ or in pl"ace of tHe “ohes i MUSt T ated nay *he used.
Sone carponentigme e umeddssary iimisore advantdgeous @t@iodiments. Al so,
the bl ocks are presented to illustrate sone functional , \WO .

2011/ 155948PEH USSFPTF0GSE compbiidint’s “aGve 451 ot &0 tIedd ®51'9¢s may be
conbi ned: ARA/01 digdded 1t differenis bl-ogks whend mlenentsd.dA di fferent
advant ageous enbodi nents. [0065]Wth reference nowto Figure 5, an

i |1 8st fatiilgningf recBefliowe et 3 |ags tirldtisiy ad i iy seesy oot gule managenent
is depicted. in _accordance wth an advantageous,.enbodijyent. The process in
i gur o 5 ey B 5 i erent 68 by 5 EonpOneNt SUCR SeBadk of fice 104 in

Fi gure fhogxar exawiie. 40066HThe pleecess kRGNS Hayr donplherttigigae 4nmber
of tools 10 in an enterprise network architecture (operation 502). Tools on
t he netiwdt IRXFEP e nddedtat? Ydr ¢ "aiaideab 1P A5 S mcerdctd M-t iotHer net wor k
endpoi nfs,, ;$HCh A8 Jata Jlegr atd o ;appld@nces, nLenpn S8 RIOCRSS

m ddl eware, and dat abase software, for exanple. The nunber of tools may
petf or mxtztne ol e Agfcedat adlifitsdrivieri sorrbehave tamta v icemptie centra i zed
configuration nana ement Ser Vi ces. _The proces “%t ar slﬁt‘ool Jrocesses

usi ng a RetWork (opér atti Sh'504) °THE Procéss ™ ni'tor 51 BT*ocesses
over a Witelass et WKk maSuchras et wards H2d g a1k e exanple: The
process collects process data fromthe 20 nunber of tools usi géx%é he net wor k

(oper at¥idn BUGE STHESS Geedd ddtta Ry REEBIlcect SPTHY Berngore ens
'nplengﬁhﬁgxﬂﬂakﬁ%mess data during operation of drill 402 and gendsg

15  the process data collected to back office 412 using wireless
network 414,
(00831 User interface 416 is connected to central data sexrver
418, in this illustrative example. User 420 may use user
interface 416 to access the process data collected and sent by

20  drill 4902. User 420 and/or central data gerver 418 may analyze

o}
o))

the process data to determine whether process updates are neede

.

for control case 404 of drill 402, If process updates are
nesded, the process updates may be gensrated at central data
server 418 and sent wirelessly over network 414 to control case
25 404 of drill 482. These process updates may ke received by
drill 402 while drill 402 is in operation within factory 401,
for example.
[0064] The illustration of network enabled tool envivonment
400 in Figuvre 4 is noft meant to imply physical or architectural
30 limitations to the manner in which different advantageous
embodiments may be implemented. Other components in addition
and/or in place of the cnesg illustrated may be used. Some
compeoneants may be unnecesgary in some advantagecus embodiments.
Also, the blocks are presented to illustrate gome functional

17



tool s, such as senor system 318 of tool 300 in Figure 3, for exanple.

[ 0067] The process anal yzes the process data fromthe nunber 25 of tools
(oper at i oNO208B)1299H8e process data may be anal yzed by a e€mfusadiipewoser ver,
such as central data server 108 in Figure 1, and/or by a user accessi ng the
Process. A g;@to%a‘% 4 he £e tc\rralﬁ{c zed servel,. su %@kaﬁ usen, 4200 o The
process’ &termres whet fie pr ocess par aneter p ate i's needed (r erat| on
510) . A0 derbCess piarmteert und:aﬂ@ merbameﬂedme‘d procESsY datra | ndi cat es
that a tool is not operating within a certain specified paraneter, or a
tool i SHEEHERS FF6 Piddice a result within a certain specified

bar amet@iog 107 YA o £ Q201 Hol299ABRCASAN1 1029091 J:0068]] forf 5
determ nation is made that a process paraneter update is not needed, the

pr otess iretadrEny: tlo 1ep?erraatmdm B4prddfess determmiciatieomdeyardade st W ia tprdocess
par anet.er Cdat 2 1S, nee ed th _pr.ocess s%q,gs mnurrber T%m process paraneter
updat es'5 ¢ THE HimBer of 't G5 d5|gr1dwt“he Het WOk “(Coper at iFoy 512 ,“and
then retiguis: t30 mepenat |1®f111>@®ndenie&06;g/] Bhegimeeess isudi Gl @l imyffice
iteratively repeat as |ong as a tool is in operation, for exanple. The
pr ocess Yfay 1t FifuTa & \/\/ffé“ﬁ &%¥3H19s idle or inactive for a given period of
10 ti meygdfeQyy examplee [ QO] Wl h JLher R »eé%%‘%:ta‘?g:'eg%m v ¥ iddstration
of a flowchart |IIust£rat|ng a oces§ for tool process up ates i's depicted
[ nm@ccoﬂdmerwaﬂrmﬂemma@eew%enmLmtfmﬁx@pmt@ﬁn -n Flogure B may

be inplenented b onen h.as 15 nunber .of toals 120 in Figure 1

ondl O TBo Sk T Ao TS0 AT S AR gy 5 S SE GiRG & Lool
mechanicsmeho rﬁ&r\iﬂﬂm@d@ﬁ&ml Nt MERRI -0 HI06ESS Ppar-aRtiens:<operation
602). A tool mechanism may be, for exanple, without linmtation, a drill bit

or fasteHEr MFeERafi SIS Fha! “Ltdéfslé“@éﬁ orATed CW%’?@@ Zﬂ'ff‘?d'rf“ékarfﬁxe wi t hout
l'imtat Jdrill ae%: ‘0 LSUTRenent a . .conponent,
and/ or Aé%{/lﬂ ot Her r'[lsﬂl:j:lgt avb{Le tafL e B[%’Ojc e%s pargne%{t?aer%&r?a&%?%’w de

speti f isedvrar aretets feorast @olcldgerattcor cand/adri dear aeesiilaus: sftriam t ool

oeratlon for ex | e
p cmaqemont “rq)vli,ef

The process monitors tool processes using
a network (operation 504). The process may monitor tool
procesges over a wireless network, such as network 102 in Figure
1, for example. The procesgs collects process data from the

20 number of tools using the network (operation 508). The process
data may be collected by sensor systems implemented on the

toolg, such as senor system 318 of tool 3008 in Figure 3, for

exanpls.
(00671 The process analyvzes the process data from the number
25  of tools {operation %08). The procegg data may be analyzed by a

centralized gerveyr, such as central data server 108 in Figure 1,
and/or by a user accessing the process data on the centralized
gerveyr, such as user 420 in Figure 4. The process detsrmines
whether a process parameter update ig nesded (operaticn 518). A
30  process parameter update may be needed if process data indicates
that a tool ig not operating within a certain specified
parameter, or a tool 1g not operating to produce a result within

a certain apecified parameter, for example.



[ 0072] The process col |l ects process data during task 25 performance
(operation 604). The process data may be, for exanple, without limtation,
vi sual dawe 20f1/©2hw8t ool process and/ or tool process resBCTAS2606R008E t he
size of a hole drilled, for exanple. The process data nay al so be

| nf o mafggainjabouty L of que oxpended durd ng @ fasten 1g. oRerAlL o By Lhe tool,

for exa rocess send roces datac
renot e ugaieatd drs (eperatident, G06) prhchentai*ﬁzirma;td @Jpeﬁ?&z}tibm Hoar. exenpl e,
back office 104 in Figure 1. The process may send

2011/ 1FOSHSBET USSP oS0 FeL héwﬁr Gréss datta t&ff\}é’ﬁ*%% FI%ESE rét work, such

as net WRidac02 iy B QU8 sl.o iRl examplier [(Q074lThe Pracess. (U8t er i Nes,
whet her a process update i's received (operation 608) A process update may

be PecéiovddicoverkB it e wiaodlse o8 inst Wdrek Hfartamrk clenmsratiited 5 Y2enotaend

| ocat i Q}M:;s%g_jh%shﬂbe%ck of fi. 58 1045(}' n Figure 1, for exanple. A process

updat e may be Tecel ved “as 4 result of operation 512 of Figure 5, for

exanpl e.oddsia detErgnpmaldser IS mEdadtha ranprioeess iupdat edRaoty aeriged,
the process returns to operation 604. 10[0075]If a determ nation is nmade
that a5 dcds®lupdaties iWFEdedivfed, f ThEXrbdéss Jﬁ“&‘até@?t%é“’ HifYber of

pfOCeS%aQ%l?{é%tee »J%,ela’}s'angk‘tohe iR Q¢SS Hpda {?btﬁev%e'f‘é%d d %he o J’éez"’!cc QGESS

paraneters (operation 610). The process then controls anismto
pet®or mithe tfask xfsu@mpget he new process paranmeters (operation 15 612), with

the pr term.na thereafter. A roces in Fi ure 6 ma
i tergt ?@%1 ]repea]{‘It!L ; oG 4SS RE' & %‘1 * @1“‘13@ oegerdﬁl on, A ’& 4
recei Vimgwa HiHern mqﬁra@qeﬁas um&%aa&ﬁe&dﬁﬂ (ij-ifdcmﬁagoﬁﬁkﬁslﬂe@ﬁ lQ; t he
tool. depicted in accordance with an advantageous embodiment. The
procegs in Figure § may be implemented by a componant such as
15  number of tools 120 in PFigure 1 and/or tool 300 in Figure 3.
(060711 The process beging by contreolling a tool mechanism to
perform a task using a number of proceass parvameters (operation
802} . A tool mechanism may be, for example, without limitation,
a drill bit or fastener mechanism. The tasgk performed may be,
20 for example, without limitation, drilling a hole, fastening cne
component to ancther component, and/or any other guitable task.
The process parameters may provide specified parvameters for tool
operatiocn and/or for results from tool operation, for example.
(00721 The procegs collects process data during task
25  performance {(operation 684). The procesg data may be, for
example, without limitation, wvisual data of the tool process
and/or tool process resulte, such as the size of a hole drilled,
for example. The process data may also be information about
torque expended during a fastening operation by the tool, for
30 example,
(00731 The process gsends the process data collected to a
remote location (operation 606). The remote location mayv be,

for example, back office 104 in Figure 1. The procesgg may send

19



[0077] The fl owcharts and bl ock diagranms in the different 20 depicted

enbodi nents illustrate the architecture, functionality, and operation of
sonme posswbleirvmzpd4enent ati ons of apparatus, net hods andPCosa1e029pDgr am
products. In this regard, each block in the flowhart or block diagrans may
Fepresents n’l‘%% £ 5C0NENL. Of, pontlon of. copputel. usabl e z—RJmf}-ei%azb'iga
program code,” 25 whi'ch conpri ses one or nore executable instructions Tor

i mpl ememitghuyg: tihe fspecisfargd «f.unction or functions. In sonme alternative

i npl ement ations, the function or functions noted in the bl ock may occur out

of the & not 'S RAKET GHETTIEGS SEIE, I FIEGHE TAFEE R WS bl ocks

shown i SUGLRS SIRR /MY PE 33 jexequt et SRSt ARL@ IngLoRcWdentlas ke t he
bl ocks nay sonetinmes be executed inthe reverse order, dependi ng upon the
funtti daral iviydlmes] vedwrO07Z8]cThe diskfrersdntz eadv artrageo s cerbodi. ments: can
take the form of..an, entirel ardwar.e enbodi nent,,. an.entirely software WO
2011/ 1900401 2005 ", dente o A Hibodi e e SETG bot h
har dwangane sefdznarel elserent=SuiSoRE enkaditen $1a ed milgmnted doy
software, which includes but is not limted to fornms, such as, for exanple,
firmarf&ariesidert % SFwaTe Radndhilcr §86te SB[ G7 STRHARTe rFAAE S tife ROT

di 1 er gni~snhodi neat $,.can dake Lhed oM 0f.,3 CONPUr program product
accessi ble froma corfnputer usable or conputer readabl e medi um provi di ng
prdgraniddddd f or Ifse bietarnimagommects emda tthea conputoss sorugaiateded ce or

system t hat, executes instruct iq%gsw. Far_t hgwﬁ}tgarrp%%es of this 10 disclosure,
a conpdt®ér® Wshbl &% FEomsite M Héaddhl ¢ meti iin c &t FensaY PBE &Y angi bl e

appar ats rdath € - CAHAIIDdaHO M@ ¢ COMBIUNIL FHefim PIAPRGRIR s Ofpdi-aRsRad the
program for use by or in connection with the instruction execution system
appar at{(@Peretgavisdd) 15 i[lﬁbgﬁ]cﬁ@%djﬁﬁﬁ efPsabi%e e é"&r?put“ércmé“aid?ébl e
medl UM, GAR. o b0 X AL ML, L] (AL AN A SLERLION CodBARaUE,
optical, electromagnetic, infrared, or sem conductor system or a
prdpagdiiizon meditumheNgnrddang itrgrexenplres tdfeadamput er readabl e nedi um

i ncl ud m conductor or salid, .state nory, 20 magnetic tape, a

" errovati @ Bdnput AP ITISS, & PRI 4oQESS THETEYY (CRAM® RS o d. dp
menmory #RMe t@&d1 gid iMBERRLIe sk, and @aRt | alcdiskg Ptiiealadigks may

i ncl ude conpact disk - read only nenory (CD-ROM, conpact disk - read/wite
( CD- R/ =ik sDUDI a5 o @%Iﬂ%ﬁ%éﬁ“&ri@%mﬁéﬁiﬁsaﬁi &hgr tesnput er readabl e
nEd'unWQ0?71 The flowcharts and block diagrams in the different

20 depicted embodiments illustrvate the architecture, functionaliity,
and operation of some possible lmplementations of apparatus,
methods and compuber program products. In this regard, each
biock in the flowchart or block diagrams may repregent a module,
gegment, or portion of computer usabkle or readable program code,

25  which comprises one or nmore executable instructions for
implementing the specified function or functions. In some
alternative implementations, the function or functions noted in
the block may occur ocut of the order noted in the figures. For
example, in aome casges, two blocks shown in succession may be

30 executed substantially concurrently, or the blocks may sometimes
be executed in the reverse order, depending upon the
functionality involved.

(00781 The different advantageous embodiments can take the
form of an entirelyv hardware embodiment, an entirely software

20



may contain or store a conputer readable or usable program code such that
when the conputer readable or usable programcode is executed on a
conput er ,wOhze11eeewat i on of this conputer readabl e or us&bTasprioye@nt code
causes the conputer to transmt another 30 conputer readable or usable
program.code oyer a.cogmnhcations link..this comm @{a‘%fwa‘%@ ddnk may use a
medi umthat™i's,” For exanpl € W {hout 19" MY at’ @n, physical or  wirel ess.
[ 0082] Actiatva rpr @dessing Sy Ssier suidcalihedfor stcorintg canditard execut i ng
conput er readabl e or conputer usable program code will_ 21 WO
2011/ 1P5F4SBER USTOLT 02509 S Attid e o tort WBrehrét d6865s o &
di r ect |34, 00 I e Ctd 1Y hQy B ML (@l e Nl (L AnouUah, & cammmiccat i ons fabric,
such as a systém bus. The nenory el enents may include |ocal nenory enpl oyed
durpng X788l exdtuttiterriofre hdher ogridmicode entigldk rBrgtsorage, taded tdache
TTETTDI’i I\{*\fli-‘]i() rf“%\‘-lljl"“% F’tre r%r ar;%“ Sbtr%rc?% Of”‘Caét"C*li%gsPt fsrorlrf‘e aCOC Yf‘ut‘-‘-e"rt:?rr eadabl €
or conputer Usdbl€ program codé t & FEduce e Hunber of 't ines ¢code may be
ret ri evethiflrcombWdnsireage Muying exeaut ipvafdithe edfan code for
[ 0083] I nput/output or 1/0 devices can be coupled to the 10 system eit her
di r ect MFeP% Kough GRFESFemth 470 % SITTHEBINSET ¢ PRIES élade\Hsc 68 il 58t ude,
for exauple.cidhoul diAationd 0 keybeards., Loueh o egn i splays, and
poi nting devices. D ffrerent comuni cati ons adapters may al so be coupled to
t hel systiemltcuerablee ddredata yweddes sitng ceysitem tedveddre neglplredaro 15
other data pracessing systens or renote printers or storage devices through
|t or vERTRG T e SO FUBT P Mo GRS Rork A3 tm P el oS (APE modens
and netowfdaAdapier prBdast, & ewargipdhe o reridiaravaid ablee dyypes of
communi cati ons adapters. [0084] The different advantageous enbodi nents
r ecogniiZe SAREERT Ak &7t &N GERIT UCHAO e GRIsemt 1$ys t581s SFor Apdatatiig -t ool
proces%rpqipa)}%tpers require the tools to be checked into a renotely | ocated
tool crib and updated nmanual |y when process paraneters change. These
updat esi i@aEdr | ocdld yomren arherdatdle icsr icHnguared nactiard camekphacedi nt o
storage at the tool crib until needed 25 again.or until updates .are
conpl et EXTPPA s ey B s‘ér‘ﬁlttac?%@r?e%ﬁjoﬁlec‘rtilﬁ’,mbut "84 061’ does not
][ ecei \é%}éith%alap@,daﬂ%&%rdagjﬂeﬂi% ,chegked-dnt @t heuGrddhalder: eperatd ors are
i ni shed.

a propagation medium. Non limiting examples of a computer

readable medium include a semiconductor or solid state memoxry,
20 magnetic tape, a removable computer diskette, a random access
memory (RAM), a read-only memory (ROM}, a rigid magnetic digk,
and an optical disk. Optical disgks may include compact disk -
read only memory (CD-ROM), compact digk - read/write (CD-R/W)
and DVD.
25 (0081} Further, a computer usable or computer readable medium

or usable program code

D

may contain or store a computer readabl
such that when the computer readable or usable program code is
executaed on a comgputer, the executicn of thig computer readable
or ugable program code cauges the computer to transmit ancther
30 computer readable or uszmable program code over a cowmmunications
link. This communications link may use a medium that is, for

example without limitation, physical or wireless.

(0082} A data proceasging gystem gultable for storing and/or
executing computer readable or computer usable program code will

21



[ 0085] The different advantageous enbodi ments further recognize and take

into account that current nethods for 30 nonitoring tool processes require
human norwoapimigosB an i ndividual tool for visual inspeeCiramsaf/oe®sults or
tool paraneter performance, for exanple. Sone |limted conputer nonitoring

may be .pravided, wth the results of tool .processes . WO & . .. . i o
2011/ 1 AR B 06T iy e rEar e RE RS ot e el and
t he i nfremmaty e chasitheemdow cadethram iradaldsy f=etricevedidtorasanal ysi s.
[0086] Thus, the different advantageous enbodi nents provide an

ent er privse-aTe 1S ndtiforIEohi St ETERHE 61 débl dife G 5'STiReT ous snart

tools, &0als ddhat,8lectdaniald . contdl  Process RAAMRLLS and are
equi pped W th sensors to report the resulting process paraneters, to

exi 5t i Mg opregguctE@ngh erogr aresiorThiss wWyistemusreatee s divcdiaactditonage of
commruni cEat-i aon . bet ween. t ool s and =N entralized adm njstration Syst em f or

. a ieast gomes computea re Le oF dobbuter usable oro am_ code
uni f or Mupdates 10 process 10 pé‘ré?1 sters &iTd Hvorit o1 ng of t60l" processes.

[ 0087] Hhe :denesd pticomefotzhe: difiherentodmdvant ageaus aredi mahs thask been
presented for purposes of ill ustration and description, and is not intended
to be SHARHE VUM d ifHSed 8 tHe BWbsdidfents in the form di scl osed. Many
modi Ti cafde@ls and lp variatjons. Wid R& apparent .!éeoc}d“ugﬁ%&ftcprﬂfe”ary skill
in the art. Further, différent advantageous embo I'ments may provide
di 10 er ents tadv anttdges das scdripared o cotdie i radvartrageo us’ Cemodivvanitss:s .The
enbodi 1 ne_tmor errbodi ment s sel ecte are chosen qpqhde‘s,wcri.beql_ﬂi,wn or dﬁ%r to
best expi®ai™ e G AEDIEE 3F % he Do riibdicrerts " Fie 10 HcH ¢a
appl i catdviarand e emabkle eiherisafa s disrar boskiding mdheart to
understand the disclosure for various enbodinents with various
modi f i ¢athiiGierds MBS HIAdd 6 FRB &S aWvartise Reomerpiest é@ thap
2011/1%%%&%@§¥Qy§§g&%kp%%%9%ata procegsing system to becoms coupled to
15 other data processing systems oy remote printers or sgtorags
deviceg through intervening private or public networks. Non-
limiting examples are modems and network adapters are just a few
of the currently available types of communications adapters.
(0684} The different advantagsous embodiments recognize and
20 take intoc account that current sysgtems for updating tool process
parameters reguire the tocls to be checked into a remotely
located tool crib and updated wmanually when process parameters
change. Thege updates coccour locally when the tcool ig idle or
inactive and placed into storage at the tool crib until needed
25  again or until updates are complete. Remote updates may be
gent to the tool crib, but the tocol does not receive the update
until it is checked into the crib after operations are finished.
[0085] The different advantagecus embodiments further
regognize and take into account that currvent methods for
30 monitoring tool processes require human monitoring of an
individual tool for visual inspection of results or tool
parameter performance, for example. Some limited computer

monitoring may be provided, with the results of tool processes
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CLAIMS: What is clained is: 5 1. A systemconprising: a wireless network;
a nunber of tools in communication with the wireless network and confi gured
to perforwoaomumbas of tasks and collect 10 process dat CRAisSk@1/290PDr mi ng
t he nunber of tasks; and a central server in comunication with the

wir el 6§ -Q}zw %f‘% y Ct%%f 'Dql?\rc%%?lée% ga}r%neit tég{?g’t f‘t &n %I}RJF rtl’:%f 1&:99\%{%‘&%% C}tl:]he

e
nunber A?jjfd*t*ool s performthe nu and récei ve the process data
col | ectreds earhemurericaf droalsuusiing tehe iwiveel €35 netaigrdki.s .15 2. The
system of claim1, wherein the nunber of tools perforns the nunber of tasks
usi ng &% EMer of PfocédE FErtdREEE s AIVRI IR AS (R OT ARG SmPEC WS ei n

the centy al, 381 M8Md-9 L0 1C0pfH QUL 19 anal y2e the 9088543t & ecei ved
fromthe nunber of tools and determ ne whether a process “paraneter update

i s heededercuy suBiyd Systlem ofocdlsaitmal, allserteion it lcemurdlr demv@Erceisss 25
configured tao send nunber_ of r}_{g(zrcpces par anet er__updat es t t he nunber_ of

tool s G THE WTel 66§ FEWeHT V15! SFHE Eysiém o ¢ ait%el,m‘“ erei'ty the
nunber rofodeeel afunthercompr iss@s:ta rdata PreeEssl R ayshem canfigured to
send the 30 process data to the central server. 6. The systemof claim1,
wher ei FAHEThGHSET ST Hoslid Firitcher. CONpriTses td Hate Preseedsivnd Syst ém
confi gured L0 TRCLING B iatration system for uniform updates to process
10 parameterg and monitoring of tool processes.
(00871 The description of the different advantageous
embodiments has been presented for purposes of illustration and
description, and is not intended to be exhaustive or limited to
the ewmbodiments in the form disclosed. Many modifications and
15 wvariationg will be apparent to those of ordinary skill in the
art. PFurther, different advantageous embodiments may provide
different advantages az compared to other advantagsous
enbodimentsg. The embodiment or embodiments gelected are chosen
and described in order to best explain the principles of the
20 embodiments, the practical application, and to enable others of
ordinary skill in the art to undergtand the digclosure for
various embodiments with various modifications as ave guilted to

the particular use contemplated.
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WO 2011/ 129948PCT/ US2011/ 029091 nunber of process paraneter updates from
the central server while the nunber of tools perforns the nunber of tasks.
7. The sywoemigfR29@Bai m 1, wherein the nunber of tools i ®#ChHsetiave®dl from at
| east one of a contour drilling machine, a drill notor, and a fastener.
8. The systemof claim1, wherein the nunber of tools further conprises a
sensor system configured to collect the process data 10 while the nunber of
t ool s @rAfTMawm t he nunber of tasks. 9. A nethod for tool managenent, the
met hod conpri sing: nonitoring tool processes for a nunber of tools in
comuni cation with a wireless network, wherein the nonitoring is 15
perf or ppd at; 2 gentdd ilfacation using the wirel ess network; and
recei ving process data for the nunber of tools during the tool processes at
the5Scentral |ocation using the wireless network. 20 10. The method of claim
9 furtqer c%rrpri ?Fl ng: 1 .%nal yzing the process data collected fromthe
nunber “of t 6ol auT r?é)n%éLsth(%‘ processes; and determ ni ng whether a
process par amtiete lupdatredw»rkeeded for the nunber of tools. 25 11. The
met hod of claim 10, wherein the process paraneter update is needed if the
process dat & iWaR&H & 1l S o SO KE tHiRih et tdF Hh6oI"e 48 §F6t  oper at i ng
Wi €N N o2 GIHEN AT ARSI 12 IR OGR! YeMcbdiddiiddielo AR ST ng:
responsive to a determ nation thft t he process paraneter update i s needed,
sehdi ngpravcaarhelatel wiridee g8 rfaranete it hegpdatdsnt ©ft teghmbemdof tools from
t he central Iocatti on using the wreless q:etwor k,thvvq:%r ein ttle nunbecr ofk
process par qﬁ_ra ser rY 1n communicatlion wili e wlreleSS networ
and configured to monitor the number of tools as the number of
tools perform the number of tasks and receive the process data
collected by the number of tools using the wireless network.
15

2. The gystem of claim 1, wherein the number of tools performs
the number of tasks using a number of process parameters.

3. The gystem of claim 1, wherein the central server is
20 configured to analyze the process data received from the number
of toolg and determine whether a process parameter update is
needed.

4. The gystem of claim 1, wherein the central server is
25 configured to send a number of process parameter updates to the

number of tools using the wireless network.

5. The gystem of claim 1,
comprises a data processing
30 process data to the central
6. The gystem of claim 1,

comprises a data processing

wherein the number of tools further
gystem configured to send the

server.

wherein the number of tools further

gystem configured to receive a
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WO 2011/ 129948PCT/ US2011/ 029091 updates is sent to the nunber of tools
whil e the nunber of tools is in operation. 13. The nethod of claim?9,
wher ei n twe 20umMe9480f tools is 5 selected fromat | east PORMAISRI114290Nt our
drilling machine, a drill notor, and a fastener, and wherein the nunber of

tools i r_.of d netnqr . of im 9,
wher ei r?ﬁ"%eer}un%grr%&e %'% ogq%sr%l rleé%ﬁ:délg)d%g—'eg ﬁfljf me-rE%gef 'Egeg%g_%{rl ssfg!t‘%rrﬂ; and
wher ei wHile precessidat @i Toedld ectrebrng tdhe mumberr eff tteedks .using the
nunber of sensor systems. 15. The nmethod of claim 12 further conprising:

15det erm ni ng whet her a process update is received at the nunber of tools;

and 7 T eSRONSIMR &2 Aeligl M NJIHAR ithahd BRiIACeTS dpdal 6 d S
recei ved, updating a nunber of process paranmeters at the nunber of tools.

20 36. SHieatsichddf adl digasts dngr dfer compdwi ggilling megitins .| iang a t ool

nechanidserltlon% rformadtasflésl.ési rleq:the nunber of updated process paraneters;

col | ecti'ng procé)srs' Jata dur ngent ask performance; and 25sendi ng the process
data collected to the central |ocation using the wirel ess network.
8. The gystem of claim 1, wherein the number of tools further
comprises a gensor system configured to collect the process data

10 while the number of toolsgs perform the number of tasks.

9. A method for tool management, the method comprising:
monitoring tool procesgsses for a number of tools in
communication with a wireless network, wherein the monitoring is
15 performed at a central location using the wireless network; and
receiving process data for the number of tools during the
tool processesg at the central location using the wireless

network.

20 10. The method of claim 9 further comprising:
analyzing the process data collected from the number of
tools during the tool processes; and
determining whether a process parameter update is needed
for the number of tools.
25
11. The method of claim 10, wherein the process parameter
update is needed if the process data indicates that a tool in

the number of tools is not operating within a given parameter.

30 12. The method of claim 10 further comprising:
regsponsive to a determination that the process parameter
update is needed, sending a number of process parameter updates
to the number of tools from the central location using the
wireless network, wherein the number of process parameter

25
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updates is sent to the number of toolg while the number of tools

is in operation.

13. The method of claim 9, wherein the number of tools is
gelected from at least one of a contour drilling machine, a
drill motor, and a fastener, and wherein the number of tools is

a number of nodes on the network.

14. The method of claim 9, wherein the number of tools includes
a number of sensor systemg, and wherein the process data is
collected by the number of tools using the number of sensor

systems.

15. The method of claim 12 further comprising:

determining whether a process update ig received at the
number of tools; and

responsive to a determination that the process update is
received, updating a number of process parameters at the number

of tools.

16. The method of claim 15 further comprising:
controlling a tool mechanism to perform a task using the
number of updated process parameters;
collecting process data during task performance; and
sending the process data collected to the central location

uging the wireless network.
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