METHOD AND SYSTEM OF ROUTI NG IN A UTILITY SMART- GRI D NETWORK FI ELD OF

THE | NVENTI ON: The field of the invention relates to the
use of conpuRb®ALIcdNs systens to 5 nonitor, control andoraPis/00839s
commodity delivery systems. SUMMARY OF THE | NVENTI ON: An

integrated network platformis disclosed for nonitoring and
controlling different conponents and devices of the utility
smart-grid. The platformconsists of 10 one or nore wrel ess networks
and at | east one wi dMEFHEODNANDOSXSTEM OFROVIINGEN AV EHATY ani | i es
of networked smart-grid nonitord ices with the

net wor k managenent servers (sgﬁfg@%’\iﬁ;\ﬁa{)ﬁ{fg@g of gateways. Each
gateway is equipped with a controller, packet fornmatter, at |east one
rf transceiver, a network router, and nenory. Each network node

interfaces with the utilit rid conponent 15(for exanple
t ransf or mer, HEE&O&T@E,H\%@%HE}QN3 consuner |ocation neters), and

communi cates with ﬁ@%e%&ﬁﬁiﬁxﬁ%@gqa&eﬁ% &ngég(?f‘c%wﬂ%ﬁﬁééﬁoﬂs %f?\"s{eﬁls% S

net wor k. Each of the networ as a one uni que retwor
addr ess, pr efmsoratot,\contnol i 4eport ohwdnaisliysislieary spstdrayer - 2 MAC addr ess.
The nodes are configured to performany one of the follow ng
functions: (a) to receive sensor or utility neter reading data

20si ghal s fr gGUMMVEARY OhTHYE INRENTION: shart-grid devices and to
transmt a data nmessage usi neg“va packet .conmuni cati on_protocol; Fﬁ(élb) to
recei ve and execut/¥ ‘Bg?ﬁﬁé okl formddiselesed far mogiornerad sgermiias

server, and sgfdehRapkhpehdhdimmd RIRES 8f thé Qt)ilit&@n{aﬁ?gt‘%ld\/ ernaihtRNBCYhEsts of
devi ce reconfiguration, software updates, Security updates, etc., and

send bacKOst anger siogmwireless(ngjwarks prak at ilessipeneaviie anch actwioria detergenrestingn
25functi on of -gri I i . j g
reporting, etste:‘.t’eqﬁhfg&ﬁ%% \(Rgéi&ag(éfl é@ig%gﬂtlﬂ%lgogf] g\%ll/a%/&&n%ry ! gé(;‘?%ts J¢ elt\;let %p
and use opti medadk hombgantent sdrodrerésermersT)ona i hembewif@eteivays efath rgeteeny e

its data nessages tq/fromthe egress point (gateway),. The .optimnm ze
Fouti ng | nf onEREIS e By PO (BT HisHeT G0 i HagSEa et Brp etk
to as "l ocal roltedbhdSiehdiRr PR inefvorld REdd iRfePh @it thd QtiHE el R o
optim zed by the gateway and nmade avail able to each network node WO

2009/ 0176862PCfor gszopis fpodewser; ibrsidtiony feders corsupmeslocation mefersh aad
routing inf Orc%HﬁﬁLPﬁ‘cateI%ﬂ{ SR YL bng 3F th%%afé{i&{%gfﬁgan\g%l@%%wo&%cmﬁ&

node i ncl udes analyzing an Izing actu path costs
based on a nmfdhe epedrkingdes lhis stleas ede uiihec mabeterkseldeess, prefhmblyentBv4 or

Eg;;d ]9 28? 2;[8{%%@@3% la&gﬁ ia)l?elzrgz Wadd%)sg.t The ggfe‘é apeoc%%ﬁglllrgx\?oslger orrr%fayyc

one of the following functions: (a) to receive sensor or utility meter reading data

20  signals from one of the plurality of smart-grid devices and to transmit a data
message using a packet communication protocol; (b) to receive and execute
command signals from the smart-grid management server, and send back status
reports; (¢) to receive and execute device reconfiguration, software updates, security
updates, etc., and send back status signals; (d) to participate in the outage detection

25  function of the smart-grid by responding to polling, event reporting, etc.

The network device and the gateway may both develop and use optimized

routing information for the device to send/receive its data messages to/from the
egress point (gateway). The optimized routing information developed by the

network device may be referred to as “local” routing information. The information

30  developed and optimized by the gateway and made available to each network node
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5based on the results of the link/path cost algorithm The
gateway al so collects available routing information for each of the

net wor kK noglesodadises ered with it in the wrel ess net wopk1fiQ50088IsERES -
The gateway al so collects and analyzes |ink and path costs rel evant

to each of the nodes, and optim zes the routing table based on an
anal ysis of the advanced |ink/path cost 10 calcul ations. The gateway
w Il select the route based on one of |east possible hops, nost
robust hops, id efeest té asthé i‘cenralised” taging Sifohmgion. dhe dmae bpstidativh t he
results of the link/path cost orithm The eway al so uypdates the
out ng | nf oPREETSH PR BrreoRoRtergvden rbatvse 3l GHiEdne Sl DR SncGnn
packet s receicygsbdse®bh dinbi @ t@RhiqnOdRSI0sda THB R0 seldiBht FIuld BREE &4t Sne
nodes. The gateway propagates the latest routing information 15to

each of the R6UEE PPFsikIRAORY, moseBus: PR IRV eshira{lit hprsa Sastertwms.or one
response &0 @agegﬁﬂ‘%ﬁéreEﬁ&Q}fi‘h@ﬂ?fpﬁa{ﬂ%osi ngﬁt%@st routing information.

During the "local™ routing info Ion optimzation, a node operating
on a battery, nmayThegaevanalsowmltsctsfavainbleooutimg isfdropson forkhdh Efghess

poi nt based ery. char I C and utilize a route _pased on

t he | owest bg%%ﬁ%%arreg%&?rrg}%gggg fal}&tﬂjrlleo‘ﬁl glﬁﬁ nr?‘ﬂ‘;'lor (LSRR Fgeegagﬁ‘?ﬁ@i ant
power ed nodealsasollgttseandedblated limkpad piath icosisl raddvahedoleaslyo MBNBERE, and

i nt er nedi at e nodes %g a '"net ék 80| icy", exctlegt in energenci es.

Rout e sel ect PBHIHE Mareyingdatye bawd op an Aralysinet tBhadvegesddinkpath cost

bat t er y- oper giledaidide Thagatk@ay Wil 6hdd ielrOite BhscliRB dAbLF Rh&tSdssible hops,
(newest/freshest, fully-charged vs |ow on charge, etc.). I'n one

particul ar eff9stioRRsihops, Mvesbiiaflic dapse &astesirhapy, arieac bengd o throweultsiod thehe
25 t h i [ tion i i f
gat eway ng ch%&%ﬁa’gog'fhrh. $ht %%}?i«% zg%&&g)d%%gﬂ%ehﬂggtrggt @\Fl\?a?{;;%&ﬂ BT

nei ghbor nodes received by the s
gat eway nai nr@iting tabhdsdraslt dnom dnalysis ef panlitis mepetvab fienadifferent hiades via one

identificatiqn_of .batter.v-poyer nodes, and eac de at. it )

di scretion n§§/m8]fei lfl?ez e(!l%tle E‘ 0%(\% R Prr?pf’%qi?séﬂ%@?eéﬁol“hﬁg. I“MEOH
ot her key5| i mkeaahdf thetnodéskin iy WirElt8metwiak irtAGHic 0B8R daBLintrB o t8\way
may nmeasure and uti | igﬁ#e&o%%t e optim zation, involves anbi ent noise

level . This Fravestdont ' _ \}\%?%ir?%‘ﬁéé‘%fgn’gﬁf’éflal | network
efficiency, and npglihy tHeSdchPk88tideldnfokh .po \&i&rﬁ?ad%ﬁ"‘@ﬁode%‘f)%}aﬁngé?gl !

the nodes in the network. Lower transmt evel s col I'ecti

resul t in | oRetferamayessiechoroits ofzomd or more hdps tethe sgmshpant agedyaolhtterynk
quality at s j ko | s,. and al.sq achi eving i nproved
network thr O%%ﬁﬁﬁa&?%@ﬂ@z&%ﬁg@e{b géégs? %'ﬂﬁee{é\wggtlg)ag?'% cg‘i“rgﬁ & a.wt‘ggﬁmﬁ’fﬁe
pr ef er r e@0 enbogiatve ntilidesoisiabegbwiesdenodas meihivan &difne tepdinytetoftagest er ed
with and be part @f one .or nore w[rel ess net wor ks and the associ at ed

gat eways. ThROWHEE MHHICARI 0daSas etk PRHEY e f1CaRIN SBICFACECIF ROyl

dat a messageselectiofl nviy! disoltR\HR &P iR adi lefArdRE bafstyldperatdal fBPLs 9N
for each of the wireless networks it belongs to. Each node wi |l have

a uni que | ay&e-congifgn RiEe hattsuss knepsidansbess, fully-chaeed o lowrea dhetspostécs

cont 1 gur at 1 o S DI Br B B Bk hero B RERRE b 10 P RS AR

repr esengat i gatewhy map be hesed og thedatestlinbrckndilion inderactioh efneighbor nodes
received by the source node and the gateway.

The gateway maintains information in the routing table as to the
identification of battery-powered nodes, and each node at its discretion may utilize
this information in route selection.

30 One other key link and network parameter that each node and the gateway
may measure and utilize in route optimization involves ambient noise level. This

parameter in a network impacts overall network efficiency, and mostly is linked to
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15t he network configuration that overlaps the smart-grid physical
infrastructure, according to one possible enbodinent. FIG2 is a
routing magoebostoreonodes in the utility wirel ess net worpCTAc®m8NHY
to one possi bl e enbodi ment. FIG 3 is a functional diagram
of the utility network node, according to one 20 possi bl e enbodi nent.
FIG 4 is a functional diagramof the wrel ess network gateway,
according to one possi bl e enbodi nent. FIG5 is an exanpl e of
net wor k adveﬁrtahsmnteqh powetARNs ofedisthgeodes imtie netvaulor Bbwg ttamsmitepower

possi bl e errb e. of the r tabl e at

t he source n mﬁ@ﬁ%‘r"ﬁﬁr{ﬁs‘ﬁt “’3?1 &8@%‘5’@1“%‘%&8@8&’% eto hlev"}gi 8% s
an exanpl e Oflmk iqealitsmnmmtef trsmmcpowwd@ersegidsawoaztdhmvmgaﬁ@&gedWeﬂwla»rlt he
gat eway, accord t o one g si bl e enmbodj_nent . FIG 8 is an
exanpl e of r&yP “Eémé?ff] E‘f/totaﬁe“?mﬂé%e IReBC%mart - gri d network, 30

accordi ngsto one pE&Ripfer&GABH BBt defdriBednére, Andt@ok Addk nf ngf route
sel ection process at a network node, according to one possi

enbodi nent . reglstered Pl and be pars Af encernaere ofirctassinetivgriiand dhecassoczated
optim zatlon g Rage ST hole ﬁ{é?éfﬁﬁgq{ék %1 i, xﬁ‘&%% e'a%ylﬂ{s or iACHY .ﬂgsg?gg'so

one possible enbo ment . S an routing
devel oped durndeill bamessephrste opmyzed mehitmgtinfiormationdior gaecb of e, wisddessr di ng

to one possibl e epbodi.ment,., 5FIL.G 12 i. anexa | e of, t very of
preferred gaf’gwgb‘?g?lo%%rtgsgaw(’#%"éﬁ hFYFEEWBq ?Wr%a@gtcs’bﬁ?‘f’ k

W rel ess j0et Wadréss fOE ERh I iE HebwarReit PODEEINoe TRMIO Al Hulti-egress/miltic 13,
14, and 15 are three exarrpl es of route optimzation process by three

nodes in the RKETPEEVEREPHIEYFA® W r el ess network, according to one
possi bl e 10 enbodi nent .

BRIEF DESCRIPTION OF DIAGRAMS
FIG 1 is a graphical representation of the smart-grid network that describes
15  the network configuration that overlaps the smart-grid physical infrastructure,
according to one possible embodiment.
FIG 2 is a routing map of the nodes in the utility wireless network,
according to one possible embodiment.
FIG 3 is a functional diagram of the utility network node, according to one
20  possible embodiment.
FIG 4 is a functional diagram of the wireless network gateway, according to
one possible embodiment.
FIG 5 is an example of network advertisement (NADV) message format,
according to one possible embodiment.
25 FIG 6 is an example of the routing table at the source node, according to one
possible embodiment.
FIG 7 is an example of the format of source node registration message with
the gateway, according to one possible embodiment.
FIG 8 is an example of route discovery by the nodes in a smart-grid network,
30 according to one possible embodiment.
FIG 9 is a description of route selection process at-a network node,

according to one possible embodiment.



FI G 16 descri bes an exanple of return (downstrean) route sel ection by
gateways to source nodes in the exanple smart-grid wrel ess network,

accor di ng we@0981786Ssi bl e enbodi nent . FI G 1ctasiod/botivs
di agram of the step-by-step route set-up process, according 15to one
possi bl e enbodi nent . FIG 18 is a description of gateway process

control for node registration, according to one possible enbodi nent.
FIG 19 is a description of gateway process control during routing
process, accordi nBIG a0ansn aspidéfroatinzodsdsesty an@ Optiknzaflon proadss axanpl e
of node controller. process control f.or packet processing for routing,
accordi ng toSIBﬁ‘é'gBSS"éf SR NERNPEHRHRORTINS 1O one pop§linie SFOPAIMERt. ey anp| e of
node RF interfacerpsatessm &&ﬁiﬂl@ﬂoui‘iﬁ’%taﬁﬁ@é%loﬁ&&l%@iﬁ@r&ge dRESRFMY to
one possi bl e enbodi nment . . |G 22 is an exanple of a ‘gateway
routing tabl BPYPHANN HPERsEAECOTdNEde onqrpssiblesmbedinisdsi bl e enbodi ment .
DETAI LED SCRI PT g{g;g— REl ‘%\5? %%I- 1) he
electric %)'I[Ei lity g@gg&/pl c§ "y cotﬁé;@gfys f: §§ pom%aﬁﬁérwg&e%&;
(di st ri but ednedss i ths examplasmiag gronvigelsssintorin geording thpxgghpossibteage) -
di stributi on net york (l ower voltages) - customer and in-prenise power
delivery and nonitoring electronics Unless otherw se noted, the term
utility will be uFBE 18014, a?@ls hre tlaiegeia}hﬁ;ﬂeslﬁfirblitlé bplﬁmiz'ﬂi@m prlotdsk by three
industry is transitionin rom a. radial system|inking generation 5to
| oad to a trﬁ%‘ﬁﬁsl’ﬂ 5&?‘}’818 SH’iaﬁiﬁ“élIW‘ﬁeé?S\ﬁBF‘KV%’taﬁcqfﬁ‘Pg IS OHRASEIPEF ty and
i nt er oper@bi bimbydilneMm ener gy generati on nmanagenent to the end
custoner. energy use. This full-capability, network-based utility

i nfrastructure haElG®dédescabes sreekamplesf refuside wngjraant) ratie selectinn bk
supporting t - b Col ion f. } I I to
2s the smart Sae AR B dHIRENE L SRR eHUBNAIS: LB BETEhE
grid networ kong pdssibke ensedinhentrefer to a utility network, which may,
but need not,

FIG 17 is a flow diagram of the step-by-step route set-up process, according
15  to one possible embodiment.
FIG 18 is a description of gateway process control for node registration,
according to one possible embodiment.
FIG 19 is a description of gateway process control during routing process,
according to one possible embodiment. ‘
20 FIG 20 is an example of node controller process control for packet
processing for routing, according to one possible embodiment.
FIG 21 is an example of node RF interface process control for packet
processing, according to one possible embodiment.
FIG 22 is an example of a gateway routing table update process, according

25  to one possible embodiment.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS
SMART-GRID NETWORK
The electric utility grid typically consists of:
30 - power generation (distributed sources)

- transmission & switching (very high voltage)



i nclude all four conponents |isted above. Once inplenented, the
smart-grid network can al so support auxiliary networks and devices

i ke the iwoph®Mi&e: networks that nonitor and control ipeTigams/ 008698
appl iances and facilities. It should also be noted, that smart grid
networks and/or utility networks nay be used with other 15 commodity
delivery systens operated by utilities, for exanple water and gas. A
given utility network may include nore than one type of commodity,
for exanpl e el ect r-i cdisyibanoh gawprka(ldveanivoliagekle control and/ or

nmoni toring of both connodities. . In one preferred enbpdi nent the
Smar t-grid networ K cORey engF-Bremss Lo sHIt SR g TPy ne eRe by,
nmore wirel ess net Vigilss otHer 80 novay, tEOH MLGHLW IR w30d W fefer tdh@le@hiE ver s
via WANs and private networks. One enbodi nent descri bed herein .
provi des i nt ditlifigenthg %l-twg‘u-ﬁa/dﬁ Bensiganinghgomagadiel Syetpm linkinggeneration
di stri butison s @Rk 1Ak ifbi@civiRffiradhidoRel MR Rl dMabctRAR JRe 1 exibly
expanded to facilitate two-way information flow anong all conponents
of the smart -igieraperapilty fromesnerdylpsneratiommmanaggment thshamndicustomer engegyl aps
t he conponent s, O ) i d kL -grid. . ne,

net wor ked devul%(e:'eihl%g@ l g%%égﬂttsééngoq?héseg iugl g t|>}| lﬂﬁ%%tﬁ{u?f%%#tbgﬁ? ;rjl-eggréer(li ofo as
control devi cesnaf-gtid eTlsnmetwergrsupboatig the two-ofay ad ymiaméd @fsmagdbmAok isL 10

whi ch may have nore than one gate 140. e teway 14 onnects

the wirel ess O%@P\ﬂ%fgﬂe‘ﬂﬁcféghﬁ%’gar}'g‘%%@gﬁar[grgﬁﬁsi%g‘e%%é‘f’teg’ége FFERSHAYI e
via a seqond gratnsbndck WAl be 26kd tohefeCronBiiliBEndTRbE, Whath 1BAE biANed 4¢0 and
nore than 30 one server 130. There nmay be other wireless networks 111

and 112 in t HBCludRAlt foyF pRmBRREHS liRtep AbRMedInge Fepismentibrihe Bpargriand
control of Otr{é_?vflqrﬁQQHPQIQ@Eﬁp%oﬂfauiilﬂw&kgﬁddddeqc@.& liﬁé‘ﬁ‘l’é‘m-ﬁr’eﬁﬁ%ﬁr gy

generation facilities, high voltagé transfornmer stations, I

vol t age art errietworks thabmprisdr@nd comired in-herde &ppdiances lana fesilgies.t Bishmgd also
stations). T (ATe] s | ces 2, .153,..154 in these wireles

et wor ke, ar o TR Mg o R otk BnroCliy B oDl 66 S ler 1.0
via one d5 nmuoemngalitgwalieerst 4tancbperutedtiy wtitities, WiNscainple wadsarginawnA t he
smart-grid server is in a second Qetwork (WAN, Internet, Lntranet,

other). The SR¥SHHILRLRSBPIK HaYMERASMORShARPRGIYRE P ERAMETitY, FRFEXAmE her

types of secastuitely less, ABYwikl 3% QAL dnld/of @sbrtdotiRg Bf bAIE c&ARRRIHES t | €S
of this invention. Standard routers, bridges and ot her network

interfaces may be IngBeipicéricd spbedimonbthg shatzayid nedv ek cansineokdeyisad
networ k and t r id: V. : T j S : y
i ncl ude one odra’g?rsls)@ %g%\y/gﬁ&{ffg &#%&%%&%%ﬁgl ﬁs% w?ﬁ&%ﬂ%ﬁéﬁnlﬁ&ng‘i
pr esent | Y20pr efigh the derweds ot WeiNs, antl Ipei vate inatwionitse rOmecemtveimers dedchibed herein
devices of the f.irst, network (wre]ess networ and the .snmart-gri
Server in t nreatdsibrelEe R - ke g Attty e SR sadht of
reformatting tansgmaddrie astworamsat @nhibe Mesdlwé:xpasded!td FANRaR RS SRyl Y

preferred enmbodi nent, the gat eway 140 ma¥ 15be i npl enented as a
server with dniRPMALRY oW ANORG e ePreRARERtS Pf e SMart &g ng t he gat eway to

conmuni cate wi th qifieer d&‘éﬂﬁé&eassxﬂlﬁv%'mne?wéﬁ%ﬁ ovErldpiGh M i oRSiits of the
networ k. Unl ess otherw se noted, the terns gateway and access pol nt

are to bé&Scontiligesreat-gnd evtaltaungerabThe neterksfl deviesssl Helopatedk atthy
utilize a different t e rmatti t han the second .
netvorr. 11 g6 on i @Riofhe BAFYSlrol SETRLLH BY MIANA S REES Ewirelens
a different LRtwakHla0 whidhuniyhisve nvadithahensgaonsy Nl Vithiekgalefvay 1@@anpl e:

| Pv6 vs ffivd, X 25 vs.IPv4, etc.), t teway perforns_the _

necessary pr SEBRISES the Rirstest ?%Wo‘%é%oéii%lhﬁdg W%bgb‘;%réf’ééﬁw Yipa

first networlkegdid deRfork 9 AR 20€tTWBYe nay be more than one WANSs 120 and more than
30  oneserver 130. There may be other wireless networks 111 and 112 in the smart-grid

network providing remote monitoring and control of other components of the smart-

grid (for example: energy generation facilities, high voltage transformer stations,
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The preferred enbodi nent is described in the context of the
distribution part 250f the smart-grid network. To those skilled in
the art, th§.qBbivess and systenms disclosed herein are gggakiodsnoseos
appl i cable to other conponents or sub-conmponents of the smart-grid
network. The distribution part of the smart-grid network is described
in FIG 2. The wireless network-1 230 consists of a Gateway-1 240 and

a plurality of network nodes 250 (described as 251, 252, 253,.... ).
The gat eway B@@mﬁamammsm linhg aﬁdrafghvgrtagiz SEfcHRE statiddd). The
WAN-1 220. In different enbodinments, may be nore than one

gateway in t le?eéld%@e%jeﬁz\nb??k 154 “‘Sﬁhﬁ?q "‘é\ﬁf‘?l?ss nFﬁ\éQr’%s ¥R BYO-WAY e t han
one W rel ess caghRickSorsRvitH e W?ﬂ@ séider 13054 bibSr Rbte REEWRTK1407RGE

t han one WAN connecting each wirel"fess network to one or nore
smart-grid senyermore|WANsd28xanpl e errbodl ment here are at |east three

cl asses of networlk g@%fqh@mﬁﬁ@ dJ a@n,{é?&,m WAﬁbﬂFemt

| abel ed D are con power I'chare powere
t he | oad | i néntehet, bthegr iTde aecohdheetmenk mey b@mIFi mW(nﬂq(m\GtairIva@l e)mern c

meter | ocati e IabIedBDar t owe no

T eal vl o DRk Tree nehir e Sy misp ve e Wik shoeimtt o ®s, o
| oad |ine (exarmi@s Siﬁrﬁiarcﬂ@d&ﬁs bﬂ@gersadd BtheM@dtworkTRicfhes ntd S REEIS
and nodes at electric neters Whl ch for sone reason have to | ocat ed

further away“PHSH, thhgatireet40yh thesreand detypri avbihe smartrgsich server 12fad
line). Apgther typge @freROAGIWEKE 10208 ifduR @ﬁ%ﬁﬂﬁ'&’ﬁﬁ@&/a 4‘)61'[?%3 or

repeaters that actively repeat, retarget, re-formtHhe packets from
nei ghbor nodesteway 14{bis, inpha presemtly pvedercsl mkb@dgmn&,vthc;/mm idteviast batwean

towards the 'tﬂ%tcﬁofégéj oﬂﬁg ?ut')st n%\evorlg@yges%ngtwgﬁi) é'lP rgon%.rr]t'::%?q glng & tﬁ%e

to power sources and

of CPD nodes s¢vapd aéworm(a)vam,adrﬁ@wvuﬂmmﬂ madeﬁ@abltwyef&ﬁlatt&rg ammﬁmste to
function in i ments,

cas of gri wer out ages. e ﬁ‘gE
devi ce nodes "ARARS %’E@Fa O RIS 65“8?15 8‘1‘8?6"? aﬁafeé"f?yflﬁ’rptn??é(r
avay fromst hee RhflehEnted RONRIvEE WHCER PRI Carld8diBRbAE SlnBIoRend g at ed.
The functional conponents of the device nodes and the gateway in the

wi rel ess net @¥EVaniocogEREGaewith gther dsvices havipg oradio mohe wirglesmngtyionk) G
3 devi It
evi ce nog%le@QchQmsa R AR tg%g g%?ev& L 5&&% Al AR &&hg%@!{ o

control l er 330, storage nmenodry | ess nscei ver
radi o) and antepiragetds. Mm@essmmdrhumyﬁﬂﬁzmmffcmnns@e of padxet
smart-grid d The taI cOo tro not

cont 1ol er) Ry Ringde BREPlodulf 1f BN rrivan “ebbrrnd’ by
anal ysi s20r oufrect@p ot 8diffirén®MP pickef Srus@kebibn e ,sedmasla@ﬁ‘;rg Bfor ealnipd and
processing. §0% SIBVRIS OS] D Hhe Suiaway poriorms e Hecesary protocol
translation before forwarding packets between the first network and the second
network.
The preferred embodiment is described in the context of the distribution part
25  of the smart-grid network. To those skilled in the art, the methods and systems
disclosed herein are edually applicable to other components or sub-components of
the smart-grid network. The distribution part of the smart-grid network is described
in FIG 2. The wireless network-1 230 consists of a Gateway-1 240 and a plurality
of network nodes 250 (described as 251, 252, 253,....). The gateway 240 is
30  connected to the smart-grid server-1 210 via WAN-1 220. In different
embodiments, there may be more than one gateway in the wireless network-1.

Similarly, there may be more than one wireless networks in the smart-grid
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preferred enbodi nent, the RF transceiver 350 and antenna 360 operate
in the frequency band 902-928 Miz band and use one of DSSS CDMVA, FHSS
CDMVA, and wbbMonadbp access technol ogi es. O her frequemrcy/usanvdsosassd
nodul ati on schenes are entirely feasible within the capabilities of
this invention. Data speeds 30 ranging from< 1 kb/s to over 1.0 Md/s
in the wireless network are easily accommobdated with current wrel ess
technol ogi es. Note, node device 300 may al so be referred to as a node
within the vv|dl@mb;lgs)nn@mkmomﬂhme%woenc@mgteeclamrelessutethrkyo one

node. Th_e no%en%gg%ﬁg&%gﬁe%ggmbe referred to as node controll er and

node radi o. eSs network 230 includes one or nore of
gat eways 240, and It e gxatmplsssmbodimlas berehedat Delsoirdertldstds of netGakicidyce

400 may includ N 5l nterface/ ter menory 440, a gat eway
Gigi tal cont TERFER HOMTERHE RonC e b GBB Sesdnipyie et

transcei var 4ddes whieh Wal¥ohrt<d fya6€ 1020 Wn€ b the @ridat thedetise ﬁ)cht\M?r cally
digital packet comuni cations link via one or nore WANs 220 wth one

or nore snar telggiicmeter lpggtions) Nodpp dabgled BPEsare Rettery aayers @eqiesztmc%{d
antenna 410 rraaawd%mdémswcm%@é y% ftflg}ghariéad' m{altem esSaEN

network 10 device node 250. The gat contro nages
t wo- way i nf omodes logatéd @watgrtrheterscgag\bidtean ehd tmalesiiat eleetsis metdrswhich, for

routi ng dat a anal SI S e zatio ut e, sel ection, messa
o ant oo 3 PR R hal Wil et Blval Ronl R bR G S R s ra”
devi ces Mba tffen ﬂetlmﬁlhld)odﬁsthem@pélbﬁldabmgeﬂ;ﬁ@leatﬁ aid they adds a8 S
tables of all network nczdéy1r and rel ated functions. The gateway may

al so functi of°PERLES RatAcHySly Fepeat Frlargrtater Ogh the pé@'f%ﬁom%sk@equﬁg t he

requests and fRKRBFRBSFea tbwafasttﬁeega%éwytcr%wﬂstfeﬂawe%ds i i@rEAALH BRRL S
where the gateway 1s inplanted as a Server, as noted above, the

gat eway cont rﬁhelrelﬁymyy polemeupted andclase totpewsrsareres aohmaribe dacked up

Addi tionally,, ALohadi MEReS of &?ﬁ 3L hd %1%5 %ﬁ%%tgrg%ag%&goﬁthey

referred to a%l tﬁe server transcei ver, or s
ROUTI NG IltSI SaARTerERuBDtONURELESS chETM@Idpower outdges. ﬁnﬁfrﬁemlsbcﬁmhodiﬂﬂmnt

of packet u e distribution co one 0 smart
wirel ess net \&t‘? 9?’8&85‘3 QLR eY %’% e&’nl?f Elﬁ?ﬁﬁ*@ Brcﬁ"Yf’é(rF?
provi ded. 25 RO P eb¥SkEMuhere the dléteishﬂanyeelB@ﬁéded enbodi ment, the

routing system mayr i nclude the foll ow ng conponents:
he functional components of the device nodes and the gateway in the

wireless network are described in FIG 3 and FIG 4.

20 As shown in FIG 3, device node 300 may include device interface 320, node
digital controller 330, storage memory 340, wireless RF transceiver 350 (or radio)
and antenna 360. Device interface 320 may connect to a smart-grid device (not
shown). The node digital controller (or node controller) may manage the two-way
information flow, routing data analysis, route optimization, route selection, message

25  creation and processing, and command/control/monitoring functions. In the
preferred embodiment, the RF transceiver 350 and antenna 360 operate in the
frequency band 902-928 MHz band and use one of DSSS CDMA, FHSS CDMA,
and OFDM radio access technologies. Other frequency bands and modulation
schemes are entirely feasible within the capabilities of this invention. Data speeds

30 ranging from < 1 kb/s to over 1.0 Mb/s in the wireless network are easily
accommodated with current wireless technologies. Note, node device 300 may also

be referred to as a node within the wireless network, or may be referred to as a

-7-



Rout e paths di scovery 30- Path information mai ntenance Node
registration with Gateway and upstream nei ghbors Routing table at

t he gat ewayoRaulhese@Pti m zati on and update The present | yopfigicas biRebs
enbodi ment of the routing subsystemutilizes the code entity DLF

(Data Link Forwarder) for Layer 2 routing and the code entity 5 M.ME
(Medi a Access Control Sub-Layer Managenment Entity) for acquiring

nei ghbor nodes and maintaining timng informati on between nei ghbors.
The DLF i nt enfikgendé.oThdmwodylsivbsysters ugly be refetredio Allodle chBidller RIS
DI SCOVERY 10Thj.s process is illustrated utilizing FIG 2. Nodes
such as CPD- %57 and R-1 255 (applies to all CPD and R nodes) nay

initiate network ghsGa¢REYnMIEH: 230GhcIfeR BRE 6F motelofi}@&wads 2402 RhEthe
egress nodes (it is not associated with any gat evvaysz‘!Fi nmuni cati ons
g g

with upst r eagftevaes dessribe belewsia et Gapwy aed 001mayiic MtNvel y, or
due to path L J =00 i i.on
meesage 1o onreper B RRNAd PR AXBtenty AP Aol B MY

regi st ered wcorirdiizs 438 dndch wirelesddit tréstdine 920 AThe W AN(Istedfss moetendFk

is advertised thr.ou i nconm ng, nessages._from other .nodes 20 h
Le Bebn boematRs - ey et PERE S sl BRI §E P PR AR 216
i f the |inkswith dnbelr moRDsthdiapid seraat 210. (TIRDVinEl B R Dihsaditer228 andave

been sever ed. I n the exanpl e enmbodi ments.a node di scovers
nei ghbor i ng ABEEE 40 mayniains tyaayay pﬁ?@é@%’g’é‘é‘mcm%‘éﬂf@&‘g’cﬁa%%}&ﬂ}‘ and

nei ghbor jguegk@se nd#22B302THE g&e@mi§it&lp>on§&1& Ry IRYay ihfatmaidn ®fw
the node's adjacencies (or directly connected | i nks) "t hrough a
"broadcast dbsheAN pot tssvirelsss npprisorauring data Asrdiiy reuse dptimizatione
T o Su g A SR LAk AL A s o
di scovery fr amertigsidslevicesvia thewietvedrk sodeseinaintdiniog exgitiatign amd dddeess
frequency ba?a%le%oo _aﬁ) 121§twor hocilérs],agndtre iatst::d eSS, The gateway may also function
15  as aproxy for the smart-grid server in executing the requests and commands within
the smart-grid network. In embodiments where the gateway is implanted as a server,
as noted above, the gateway controller may be referred to as the server controller.
Additionally, in such embodiments, the gateway transceiver may be referred to as
the server transceiver, or server radio.
20
PACKET ROUTING IN SMART-GRID WIRELESS NETWORK
The preferred embodiment of packet routing in the distribution component of
the smart-grid wireless network is discussed herein and an example embodiment is
provided.
25
ROUTING SYSTEM
In the preferred embodiment, the routing system may include the following
components:
- Route paths discovery
30 - Path information maintenance

- Node registration with Gateway and upstream neighbors



30 may be conducted with other radi o access nmethods and in ot her
frequency bands as well. In the exanpl e enbodi nents there are
two nodes wo 2boea@east di scovery: aggressive and passi wer/idbmso00ssos
powered on, the device may enter aggressive discovery node where it
sends out discovery frames at random zed intervals which may be in
the order of mlliseconds. It may enter passive discovery node when
the 5 aggressive discovery duration has expired. |In passive discovery
node, a node nay waiRonaingmbrhedttoh@@tewayne bet ween sendi ng broadcast

di scovery franes, §g1§ ténon t he .or er of mnutes. Once the

di scovery process”h DRIEZYOR WABBIAE adj acency), or a set of

nei ghbors, the M.Nhke pﬁyexﬁwefqued ymb&EmehtoF dwroatnNeibgyseean tilias tHehei r
di rect 10nei ghbors, (&}fﬁ aI | of the direct neighbors wll be

provi ded in FCESHEILE of bayfr 2dwiing anddhecadg Spity

envi ronmegt 'K@EI@IEC(Méaﬁé(cJehs”C&ﬁﬂﬁ'Sﬁ@ia&&l\b ?Qﬁ@:ﬁtﬁ gy)%xl a%ﬁgl%n unber
of frames in hopes of contacting any one particul ar device)

nei ghbor quemgig mﬁemndﬂgalmém@tamng l@fosnﬁm@equ@nymébmn@ée Dé:F
node recei Vi e criteria to, preferably,
al | nodes |nn1|g?&a |tsotgth§ %Eq%r}gg ?@Aﬁ% t he nodes that "match"”
the criteria are placed in the nei ghbor response. If no criterion is

given, all the nodes in the I|i y%lgﬁ# i he nei ghbor
response. The MLMVE rm@bwﬁ ﬁbﬁﬁé di scovery is over
i.e. all joprefer amhié)pré&ﬂsi‘ﬁllm@%@teb@ﬁnmﬁglfli}ed for thei r nei ghbors and
an attenpt has been made to reach 20those neig rs. ng the |ist

of nei ghbors bui | Nodgs BighehePMrAEST 3d lbLﬂSﬁﬁ%ppst/th@HoCRﬁ)ﬁad&d\?éﬁsel sed

egress rout e%afl;ntlgﬁxleag&gqgkb‘%pygvﬁw f&a&lémg)é | i stening for "Network
Advertisement” "(NADV) nessages from the devices in the MLME s

nei ghbor tabl e. The INAB\home sida ggressepdetifiias notsssaiaet wih agggassays)
routes, which may i ncl ude 25t he th cost hop count aof the egress
outes. Path cost i CCaHEUPiGHAlE vBBuPs BRI B AhEh i elese
(AP), amsgst all cmlﬂ@mw@gt BSdude pathGhiire bSplopegdiibgtest number of
hops that nust be taken to reach that egress. I—E) count is used to

prevent routing | dopd peagric f%lsﬁétmu%'é@agfr@(%ﬁ pﬁﬂ@tga@wm Pﬁhﬁ Werelsag h

cost. The format of
Desti nati on address ‘?eg‘g?mgc@%‘?‘@‘gg’ thzlaigﬂgﬁ]flggﬁgé@ or I Pv6)
address of the node Ahewndtass ketadvieistadsatimdithionglyinconbigahyssaeatiom

from In nost cases i} is . the egress point (or the gateway) since
networks are identi f3BT MY heir egress (gateway) nodes. From

the advenpi sement NJiee&ic a8BPD-1 D561f 202581 nOM!i A 2eR@RIS dis€AeH), Rpde
can construct a routing table listing the networks avail able, the

egress node (egamphielftheilinkata thyir nominated redster KeP @odes 356 and 3§8) awe been
avai |l abl e patps. fp that egress node. Preferably, each of the
avai |l abl e paths Is described with a hop sequence, flags 5descri bing
the type of path, hatig exlmapleientbodintknat o de dist sversihmglitioaigg nbdwdiusiag eéwo he
ki nd basic processes: broadcast discovery and neighbor queries. When a node comes up,
25  the MLME may find all of the node's adjacencies (or directly connected RF links)
through a “broadcast discovery process”. It may do this randomly to determine
when it should start sending broadcast discovery frames. In the preferred
embodiment, this process guarantees that a broadcast discovery frame is sent on a
wireless network operating in the frequency band 902-928 MHz. That this process
30 may be conducted with other radio access methods and in other frequency bands as

well.



of route - whether it is a permanent entry in the table, whether it
can be advertised by the receiving node etc. In the preferred

enbodi menty o bkiGneeke W 11 decide to register with one eprRBI8s/008698
upstream nodes for which the total cost (link and path costs) to the
network are |l ow. O her enbodinents may use other criteria including
10validated reliability of the link in providing long-termegress to
the network. Registered nodes may get preference in routing. Oher

i nformation recei itetle asanpsle tamatadlhi&ﬁtsWamwsagﬂemwrbmhud&cbw of
device (BPD, CPD, . R, CD) and _date install Those nodes whi ch have
accunul at ed AHBFEHE aﬁ%?@&ﬁ%"l@ Noreaonsred %ﬁ’eéile%e MR¥ enigeagaresive

i nformation. gtBhRrfRbaewhireeshpdodt 81s€6\zeb“§h:ﬁé§3£t rifdoRBEHIGARMALs which
15network traffic W thin reception range.” This | evel determ nes the
transmit powerybheduthg ozder ofotillinesdnds: dt mexn enfernpasav e fiseavert madeswhqnetm e

bit-errorg ), I

aggregat e pom%%r ééFRéhSﬁé‘:;es dh?% higs %ﬁgcg%g’&gsﬁv‘ga(ﬁ &%{%gﬁg?dee Thades
to be acco mmzd&taenhthiomgee tifnedgtverrn gerhlanghrosdvas dmpvcuy ifragnesaypicalky of
ef fici ency his.is.an inportant factor in densely popul ated

net wor ks. iPader OfBUMiHent s may consider attributes in NADV such

as: typi Ca' t r af f Dacd d@disabveri pfocesdhes folad @ neiighbdr{adjacsnay), a:tzi s@nofind
conmi ssioned into service. Oher enbodi nents % i ncl ude typical

traffic densPeighbarsdaeMidAR maythen qusrhe fiseqyeprdinstehhom; P‘étBFIF dirget and
other atfgi bHElgﬁb&r?G}rei@faﬁlW§ﬁEF{he'dﬁe&%te%m)6r§ Wi ge f)ﬁva&@h&ers?wsbﬁgnﬁ@ap

by the source node. can be seen in 6, the routing ble is
or gani zed t omaghk éone @I dlsOpmlﬁhe n@wozkgﬂnefggnmera mzpre guickly (iInaentresténd t he

be. two. gat ewdy aoriEs ERETH PRy bF e indBalstr bR MR o philEli 77
w th. For eadéyicé)n Thhaelgkmherysimhmmm 1§;bx€feﬁablpmamp®mq®ry/&spdmm
Fouti gt abl SRR HOEA RS ARIUGOLPPIFR GG o Pyrger=tlp. Abereies i 1
addr ess, 1§uakhd gréfé@mfyl )| thefn@aémhateﬁmatc@t’ BRS crit@la arasrat:ed iRftRs RREHHRP
recei ved Vi a rocess. There can be nore tha

2009/ 017602 PCFPUSL0 éfwm@m ip gEep,cltthe ngdep aythe rlisttrn@/ boriasadgn thenl e

for each net }?BEF bEIESHseP0i Nt. This information is constantly updated
to reflect t atest networ k conditions. Fromthe routing

t abl e i nf or mat i onThadtdEmeay rooifis the ILF whenaditoeverfyos owear dierajl @referably) ng

table with a strin f desti on addresse C a type
baosect at od Pt 1a%e RendBRieLRt IR BAFRRR 35T ot ool pi Wby gfhcbfBeach
nodes, peof otlgsea€ighbors.

Using the list of neighbors built up by the MLME the DLF may try and find

advertised egress routes. It may accomplish this task by listening for ‘“Network
Advertisement” (NADV) messages from the devices in the MLME's neighbor table.
The NADV message may advertise a set of egress routes, which may include
25  the path cost and hop count of the egress routes. Path cost is the lowest cost
associated with that egress (AP), amongst all candidate paths. Hop count is the
highest number of hops that must be taken to reach that egress. Hop count is used to
prevent routing loops, and is not used in conjunction with the path cost. The format
of the NADV message is shown in FIG 5. The Destination addréss is the MAC or
30 Layer-2 IP (IPv4 or IPv6) address of the node the network advertisement is
ultimately coming from. In most cases it is the egress point (or the gateway) since

networks are identified by their egress (gateway) nodes.
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factors, and the path cost for egress. In the presently preferred
enbodi nent, the type reflects the selection preference associ ated

with the dgebhPdaiisenn and may be one of the several: (1 )pcT/US2008/008698
source-routed/l ocally discovered; (2) source-routed/received from

gateway; (3) hop-by-hop; (4) direct adjacency route; (4) bread-crunb
route picked 10 up fromtracking passing network traffic. FIG 6
provi des an exanple of the route types that may be listed. In the

present |y pref err &tore thirodiverisemeasecafedingifora af NARVinggseges, tea¢tsnode

listed along with the next hop (Node.,1l) framth oyrce node. In the
chse of "o desE FOEI AP prEaBls IO e hee A AaTanls R B hops 1 <
explicitly st@giteday)Nogheifying each)of WMetrdtwdiRs, hbdl @ftavaiddbl ©pathd ot egress
forwarding table. Miltiple entries for the sanme_destination may be

listed in t h&ogf dBetetblycasiopidhe availghle pathsindeserined et hrpcsepenge.lpes

the type §l ages®Ulgfie tpRSs pARSHAGR: fitkPd pARLLdse TRl CRAlcate ik EiRE
presently preferred enbodi nent, when trying to reach a Destination

Addr ess, t he ofieriée wivhether if ista pesmanenkentiyris thegtableywhetherhecanbgtaidvegtised bl e
for egress vi ' ' 20ent.ries
bei ng mai nt aibﬁé‘gé ﬁégg{nggﬁggég% e %etf%?%ﬁ%%b%? %%I@’%géagﬁ%negw%la%ﬁldg 695t
and |i nk costregister witihene enhadiupstrdam nddhefor eubii¢hntge adtg@ostt(hink add s f or

the routing infarmtion i ntai ned at the.source node to creat
source route °8ﬁ%r%eo‘?et‘§g%ﬁr?i@’ ' i(ﬁtgF’i %’?'RO%BS}G%IT AL SRy Cé‘tff”(?r‘(}é}‘%“% et
of paths 1po taRdAaBfelimsitiiydT tadelileis providihg 1dn@-t@:hh§greﬁrtb@w Bdrk, the
node wll use the bread-crunb route it had picked up from passi ng
25traf fic at RegHEETgbises M3y ephrrefersagein reparavthennfgamatieNasered 3 refie

presently pr %ffﬁierl@ﬁD%QQBé@zﬂﬁy inﬁggée f@@%r abd. L@ (AR, 08))3RRQhE Who

are in the routing table as the or 2 in the hoppi'ng 'sequence
of the 30 pr efstalledd Thosetnodes which bavemagtumygjated laimdjenanetwodnstisendatamay

mai nt ai ned vi C Fot et ed .peri odi c_ke | ive nessages
Used for syncheutaERRRRRion L BEE i FERBh L SRR
exchange 1pac ketveorirafficesithin edception riliges Thixisteldtefraiteatte traasialit peeeback

may be used b e L2 royting layer for nultiple. purposes, whi may
i ncl ude: Nei Ffi?grat EAste %“‘a‘%@c E%&aééf“f‘@e gBV\’ﬁ'é’f Faé“aél%@vilggk in

timng updat oReasR8Mit 2P1oWRE 8Perkiftgbt@atbbivet, tedRhiRAbvel yill BEidwer and
downstream or upstream has gone away. A node's upstream|ink

char act eri st iP€ENifEROREHIRABREL0 begecoaxmegatad in Wiseliequency band, thus improving
network efficiency. This is an important factor in densely populated networks.

20 Other embodiments may consider attributes in NADV such as: typical traffic
load at that node, date of its installation and commissioned into service. Other
embodiments may include typical traffic density at the node, back-up battery power
availability, and other attributes that are useful in establishing reliable routing map
by the source node.

25 As can be seen in FIG 6, the routing table is organized to reflect all paths for
egress via a set of routes and the information regarding each hop in that route. For
example, there may be two gateways (egress points) that the source node is
registered with. For each, in the example shown in FIG 6, one route is shown. For
each route, there can be N hops. For each hop of each route, the routing table

30  maintains link cost, path cost, type of node, address, quality/traffic information,

other pertinent information received via NADV process. There can be more than
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Upstream node goes away A new preferred upstreamis detected 10 Link
qual ity changes (snoothed over tine) In the presently preferred

enbodi mentywobfipResiul es are applied recursively, to al lpcyRSid0SHIL0s
nodes in a path. Wen an adjustnent occurs, the node recal cul ates the

costs to each of its egress nodes. Wen a node's cost to its upstream
changes the cost to one of the networks it routes through in a
statistically significant manner as 15set by a threshold, it

di stri but es bhe soutalissedimtthoruting tabk foeedch siefwodit edvbdvipolt aThRSnfofmation
downst r eam nodes

. In.th resentl referred a change in
net wor k i nf of ARty %pdﬁfegﬁ%ﬂ%}egb‘gﬁfﬁtﬁt éete"ﬂgﬁ %S‘é‘t‘m%i st" nessage,
wi th the protocol Figtpeefrb@ik 851 idfBrnbhtién] Mfdles Ahl Behsthlata PicR@ thivAkding
list of changes is being distributed. In one enbodinent, this can

reflect 20 adQETWYnaERInEIthG FKiasof desaptifnrgdrastes (b2 or MAGXa BEng
net wor ks. 5 \Ah%o@igte!d%{k{&@m&dr@sép&ﬁ%r r§1evzﬁ@%d}9%€0upﬁ{?trfo§ég, L ellGhner K
l'e, a g I's

effectively becone no | onger routa or ssage 1s
sent with théagratand the pagtpeoss foir egresONB thepresedily prefertddambodamang tthdtykse
has been reny

Vi fromt t ream naod netywork list. In the
presently pr e?fge?trsé%e ge&ngc?gg’? ﬁ%n??ncgegfsé’ ik f?? “élﬁ}emggfﬁt‘f]f*té(ai ad’gdﬁ?y%n%{ﬁé’és
25 i n networ khetseperhloqy) svyirderv@upelibadly disostered: 2 sogitrodiel REreNR3 FIFES
that are unicast t.oéj%@Thgse' meff,salge_ may be sent by every node
within the g8PERAY @ waishers k) 4rrs @aiffé«@yroué{fs‘ (4 dreadpgrumbgovig gigkedy
i nformat 1on Rpp GRACRLME REQRERGwoA WLABY contain a conplete |ist of
their upstream nodes, and/or the linkK costs to each of them In the

presently prefer r E¥GSmsovideremmexample afithvaroriedynss thed maybetised. Bothe
TS AR o AL TR SR S8R
per cent age. Weamexehap (Nodedpfrvadhe saafermmde.olit the cdsy pé€ a déstiawssagfithg done

on the data. In the esent| referred odj t he averagi ng
dses the for MPePEHBLTRERh el A R palfE hoge 17 BHGIEHG (o
- A). This t deginafiorsivieha@inngdihigesoleoMultpitiédt@esdfol e §8ma a8 Rk may be
menory for si_or%tglf@lgas opPos d to storing the |last N sanples)

al so 5 has a''& Pedst &l B e,grhietymay b¢ getermiped bath hy Hiedyrsr 3??8,
refers to hoge L, hﬁesgﬁz‘g\é’t?ﬁlﬁb'éh&ﬁi @t Pﬁﬁtﬁsﬂ I h%‘;&?ésﬁrﬁl}ie?/sﬁrgféﬁfeﬁ‘ed

t
average. This may be controlled by the A and B va arge A val ues
mean t hat themhodimgnle whes triingéo teagh o Pgstination 4ddiiebs theAoda wile §irst Qiertbe

enmbodi nent s . . j ani gues .t hat are.desirabl
onder the. pr SOReHELinthd iRl BAASOP St GV ANTR L el o R e e
si gnal s20engtthes rangmbintainéihin a linkedikst imyrdbeo firasasirecbatiocosabdd hkames
recei ved from ode. Preferably, when any. fra IS received from.a
node, the RS%‘PS?‘OS‘ %ﬁ%ﬁe odmpenis ¥}§\78‘r‘t3§€$g‘¥rﬁ% aﬂgﬁs ’Héﬂng?gglmﬁg?rhg
the aver agi nenafrtdinidd @ thd fdutdaeioRE BSQEUE ¥ str&f Bl rd THAAL KB inatidACh
"info" success percentage 15criterion is used along wth the srmot%ed

RSSI cal cul affesirang a feevasd set ofipaths fethe flestination address. Yet, in other
embodiments, the node will use the bread-crumb route it had picked up from passing

25  traffic at some point in time.

PATH INFORMATION MAINTENANCE
In the presently preferred embodiment, upstream and downstream neighbors
who are in the routing table as the Node 1 or 2 in the hopping sequence of the
30 preferred routes in the routing table, are constantly maintained via MLME beacons
or targeted periodic keepalive messages used for synchronizing the clocks and

assuring that nodes can still exchange packets with each other. This constant contact
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link quality and therefore in making routing decisions. The "info"
success percentage is a record of the packet success rate. The term
"info" is weethtodrsdenot e frames other than the ones thatcTasanseagsishe
comuni cations. The first frame sent to a node targeted on its
hoppi ng sequence can fail due to interference or due to the 20

recei ver being busy. The info success percentage, in including only
those franmes that the targeted node is listening for and not the
frames at thendfeadhackimaythe vsedhbthie d Atrowtmg layar dori roeltiple purpoigesy whldhtngay
measur e t hat indcu 5. not vary greatly with the load of the receiver. The
i nfo success percentage is considered to be the best indicator of
link quality. 25 NODEiglitor by diek! Aed\corhtrhibiRed REAMNE nBERE s ANBming
GATEVAYS Each node may explicitly register with the upstream
nodes it intends to YWERePEIOPHULing in a network. This registration
means t_ha§ the upgt NG NQdRe MILVIENS WeRili B db@n&REM HRipbiRaHlaR gone
timng informati on about the registering node, and keep a 30
downstream routi ng ta¥lye entry. This assures that traffic can not
only flow towards ,th huyt .al so . K to.lhe he, node
registers with i té‘ rhopg?rgésgfﬁ%ﬁlc}gg( ckt)@ragtgﬂg?%%én altthhé%e“ %gg??me%}g’l E:tjli' ster”
message. The "Upshr dagmlBaginsti€goesaragage contains the device |D,
device's type, and nei ghbor hood cost (nei ghborhood health netric).
The nei ghbor hood Meah PAW pEfeied ypstreas s detsCiedl | downst r eam nodes when

an upstream 5 becgQ i 3 how nei ghbor hood
heal t h rrg?ri C (and”?ﬁggé?%{tga%r%ggsu%@e%\%?ggﬁh diversity) are
preferential |l y selettedshaiyopreferred embuditrent)ihgke mibksgindapphed cechsadetyhito

metrics. The pei ghbor haod. cost, i §,the nei ghbor hood heal t h tric
based” upon & 3h GRETEATRGRS e e RS EEURMGhaBRs e Ao FEERy ass the
upst r eam nodegsts bQAek 6Mitd Ebresd PEELSC WHIMAARI'S cb & itP@Sstrbad @hahgs the
negatively acknow edge "Upstream Regi ster"” message_usjing an "Upstream

Regi st rati on “a¥kneRg dberenerks fpeyisyroughip 4 staistaqtly SigBBICAY GRAIERAS h"
I s updat ¢ Daged Afrdskifid Vitkid@ibRles I HrASAMNMAHIRER Lt of RALORIeBons to
upstream nodes @i ve | ess wei ght than acknow edged upstream nodes.
15The " Upst r éadoRegiesmrmmdesn Acknow edgenent” nmessage may i ncl ude the
sequence nunber sent b regu in.the " I istration”
reasage. The st at ot iy PRAMETE Sharled ok Mgt B REAEIORE TR g
Ox0, Node sucdessiNdighboallik€tmedsigde, withdiee praioceldtypeoofitle setdol el iadicanzs
Node rejected due to high | oad . O0x3, Node is alread ei ng i nt aj ned
A node may r &kt apatial {‘]%@?Fh%?%s gﬁ‘é‘géist & d%f’%?zx&‘?é‘"g?e%teﬂ‘éﬁ%@f ect

;JEi CF‘_St t "265];Elt QudYg RegnSiwiirks SFRERAHRS (hFb<ebs exibithg RIS SHABE af Bp¥nREMS
ellrst o

disappears, causing a particular network effectively become no longer routable, a
“Neighbor List” message is sent with the protocol type set to 0x3 to indicate that the
network has been removed from the upstream nodes network list.
In the presently preferred embodiment, gateways are notified about changes
25  innetwork topology by the periodic network registration messages that are unicast
to it. These messages may be sent by every node within the gateway’s network by
the gateway, as part of its routing information propagation process, and may contain
a complete list of their upstream nodes, and/or the link costs to each of them.
In the presently preferred embodiment, the MLME keeps two smoothed
30  averages that can be used by the DLF for determining link costs for routing

purposes: a smoothed RSSI and a smoothed info success percentage. The term
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addresses of nodes in the gateway's network that the registering node
uses as 25 upstream nodes, and the |link cost associated with each of
t hese upstwgasmpedes. It may also contain a list of ot bpefussnghdalse
networks (represented by the egress nodes of those networks), and
their cost. Essentially, the source node forwards its routing table
information to each gateway it is registered with, and updates that
informati on on a regul ar basis or when changes occur. 30The format of
t he GREG nesSagsthel” gefesno ithe thpoffaverbbimg Bypeon thesiata. tinthepdeweatle it i s

a CGREG nessage.. The it is set if there is re data to send. Seq
Nurmber is th r%%&@&?%é’g}ﬁ%él‘e BfeTage ‘r‘%b&ét@%ﬁ%ﬁ%%ﬁ@&@a&%ﬁ 8age
nunber is usggkr BM@mpRYBSE (1AL WQNTHB $HRDE al GraSifP HodshotHqlir®h ®arge

parts. Each GREG Route describes all routing table entry information
for that rout@ouk ehbemasy foisipsageaponnosrs tagtoriag shaslastN sdmplerd apdelso

costs, noge thozﬁZ:)nFroﬁMe FnbuMATShilloR, T Ak ?%rétﬁst%ﬁ?eusetg%@ﬁgée%e are

identified by t irst upstream node in the pat
regi steri ng nodealupiects the cnode si®othed eesadeu| Thys meybes t@rtwiledby thetAe

gateway, the e wll place the node in its routing table nd
teeps b to. ain vy duveh AR richS OGPkl Tt e BiingnEn
peri odi c regivsiueatOber dutariagass emcuse other M@rdgaly echiiglat @mt b dbfirdbie
gateway (on the order ?f every 12 hours or when changes occur in the

routing tabl Snder fiePrgvalemhagtwerk ponditPite its routing table when it

sees subggquent gahLERBYT s98H BE&iddd Q?;aﬁﬁ?e%@ﬂﬁﬁdiﬁ&t@fﬂ THS vAeL g bRode.
|f the gateway m sses three consecutive registration nessages, the

node will bemeasuredifor pb drameeregaivedvrpmsa nodat Prederebityl whensany framays | |
need to re-r ?&%&E&hohtasﬁécfe th ﬁ%ﬁf@@@%ﬁ{'ﬁgbéﬁgéﬂﬁt&ﬁé SHBYnIP¥sSENd

a 15notice nessage to the source node a It°to re-register along
with its routisingtiealvbmgmgtfoineda. As wi || be di scussed bel ow, in sone

enbodi ments, the gatewa so devel ops..routjng.information for each
o0 st or ed sour ceThBR R T ER GPRSARRY [P it ety papentte

i nformation thtetibRisSRYd 6l0nH M She shhdcthddHSBIRBIchAon & thel B8t infdagifle 85
the "gateway routing table” to differentiate it fromthe "source

routing tabl &nk quity anbthersfore & makiag Faing Heclsphs: gheoinfepiseessng
routes from gh{cﬁg%eqe% r&ord BEnE BRUKEBsuREesTBAD THE (EHE h¥ i90sed tb AEHYAT

basis, durin oute optimzation process, and discarding
redundant entirings othEnthpe thsomsethppstartedbeeguhiudicdtionst The st frame sent to a

regi stration t.e . e rk. i.gur at.i

i nformation. "‘P{‘ﬁhtgr%%geﬁ o:gﬁ%lht%élP gﬁ%ﬁg&%e?ﬁéﬁ%tﬁé@?&%ﬁ%%fg dégk}’ et\lR/gy' S

gl obal | y 20 outralkiver bdtndbymye Tihk infgat@esyperceMAge, al ihicheling doNSthees framnes

addr ess, networ trans(rin's ion timers and a ot her variabl.es relating
i npy gt h

to L2/ L3 routhahfe targete e i3 ligteping for a9d oghibe fiates PRSI MY t oo many

nodes it can c@ﬁﬁ{uﬂicﬁ@grﬁ‘s%ﬂovf&l@@'@ﬁnﬁ B@dlitﬁﬁ‘é&ufétthﬁtrdo%ﬁﬂ&iﬂ%t Ere ROl WK ks,
and such di scontinuati on nessage to the 30 affected nodes. It ma

) : ) . y
eval uat e t hi soagdyfithsgreayerailhe Heo gracesmersentags weprsdaredioriedhe best ¢ he
GREG nessages, 1: r e the healthiest candidates fromthe
network. In z%dﬁ%?%r%z%}( ﬁ%? , the gateway may sinply store the
routing R26formati on of a

NODE REGISTRATION WITH UPSTREAM NEIGHBORS AND GATEWAYS
Each node may explicitly register with the upstream nodes it intends to use
for routing in a network. This registration means that the upstream node will now
attempt to keep up-to-date timing information about the registering node, and keep a
30 downstream routing table entry. This assures that traffic can not only flow towards

the egress, but also back to the node.
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di sconti nued node in a separate folder and may reinstate that
information in certain contingencies when a node sends an exception
nmessage angoW@roirsbor m regi stering. This will trigger a@cquisedos/008698
regi stration process and the gateway will provide the source node
egress support and al so unicast the stored routing table information
to that 5node. EXAMPLE OF ROUTE DI SCOVERY The presently preferred
process of a node com ng up and di scovering a route can be sunmari zed
as follows using ﬂhenEdd}egisteFSI\GﬂSitsh;mvsaranhéev\bylsmidmgiihara“UmMm el ess

net work 830 connected via 3, shar 0in a
AN 820, 7 MGG B st R Dot Bot et RAShghlahs il dfeatil ) £,
devi ce nodes deREr’ itﬁﬁ,landﬁi@[ghBoﬂﬁad cdsPOreZ 80130 o LRER It 18 Etdlic). The

Batt ery- power ed. de 871. e network act ual |

ice n BPD- 1 ma
consi st of anF‘§F‘B‘§¥‘ & BFtri‘Fo‘dé‘?d tBﬁBTgPWWémg“e?fi %\é & ANMPSITERM e

Wi rel ess get wyeEdses (VBBodAed. TRb&sWANSa RMnei gHbBridod 115aumh@m§ MBidtth&efosk
servers. Relays R 1 851, R 2 852, and Gateway GWM1 840 are assuned to

be al ready upreswlslyémmhéh‘(fé%tyb P@é’gef?Wéﬂﬁb’cF@!?C(e@IbDan%GO@PB)ﬁthe
process of ¢ rHQo lﬂ:aitp ﬁleﬂfésm%g PEI%&%?%&%&@&S th anaecllﬁ*z and

b lists the | cos t he are

est abl i shed. nhdtricvbstd bponmmtomabibdimn oﬁﬂletdmmbremctef$otﬁmnal|andecm\twipstream
operational i fe they will detect additional nodes and routes 20
whi ch of fer |nﬂﬂ oved egress. WD 20091017602PCT/ US2008/ 008698 Tabl e
la WAN-10(820) Gobtehtifl@ptrealr dode8Bilher Positively or negatively acknowledge

“Upstream Register” message using an “Upstream Registration Acknowledgement”
message. A node’s “Neighborhood Health” is updated based on the value of this
acknowledgement. Potential upstream nodes give less weight than acknowledged
upstream nodes.
15 The “Upstream Registration Acknowledgement” message may include the
sequence number sent by the requestor in the “Upstream Registration” message.
The status code of the response can be one of the following:
e 0x0, Node successfully added
e (OxI, Node failed to be added
20 e (Ox2, Node rejected due to high load
e 0x3, Node is already being maintained
A node may register itself with one or more gateways by sending a unicast
“Gateway Register” message (GREG). The GREG message contains the list of
addresses of nodes in the gateway’s network that the registering node uses as
25  upstream nodes, and the link cost associated with each of these upstream nodes. It
may also contain a list of other candidate networks (represented by the egress nodes
of those networks), and their cost. Essentially, the source node forwards its routing
table information to each gateway it is registered with, and updates that information
on a regular basis or when changes occur.
30 The format of the GREG message is given in FIG 7. The Type is set to
indicate it is a GREG message. The M bit is set if there is more data to send. Seq
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(852) CPD- | (861) CPD-2 (862) CPD-3 (863) CPD-4 (864) BPD-1 (871)
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WO 2009/017602 PCT/US2008/008698

Number is the sequence number of the registration message. Message number is
used when the registration message is sent in multiple parts. Each GREG Route
describes all routing table entry information for that route (number of hops, hop
node addresses, link and path costs, node types), and all possible routes to the egress

5 point are identified by the first upstream node in the paths used by the registering
node.

When the node is successfully registered with the gateway, the gateway will
place the node in its routing table, and keeps up to date state information of the
node. The node sends periodic registration messages and routing table updates to

10  the gateway (on the order of every 12 hours or when changes occur in the routing
table). The gateway will update its routing table when it sees subsequent gateway
registration messages from the source node. If the gateway misses three consecutive
registration messages, the node will be culled from the gateway’s routing table, and
it will need to re-register itself. In some embodiments, the gateway may send a

15 notice message to the source node asking it to re-register along with its routing table
entries. As will be discussed below, in some embodiments, the gateway also ‘
develops routing information for each registered source node in its network, and
propagates that information to the source nodes. This information is identified as
the “gateway routing table” to differentiate it from the “source routing table”. The

20  source node has the option of selecting routes from either one of the tables or
merging the two on a regular basis, during the route optimization process, and
discarding redundant entries.

In response to a successful first time registration, the gateway may send
down network configuration information. This may include, among other things, the

25  gateway’s globally routable IPv6 prefix, gateway’s MAC address, DNS server
address, network transmission timers and any other variables relating to L2/L3
routing.

If a gateway becomes overloaded with too many nodes it can begin to cull
nodes that have other candidate networks, and such discontinuation message to the

30 affected nodes. It may evaluate this by looking at the different networks reported in
the GREG messages, and may remove the healthiest candidates from the network.

In some embodiments, the gateway may simply store the routing information of a
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discontinued node in a separate folder and may reinstate that information in certain
contingencies when a node sends an exception message and short-form registering.
This will trigger a quick registration process and the gateway will provide the source
node egress support and also unicast the stored routing table information to that

node.

EXAMPLE OF ROUTE DISCOVERY

’ The presently preferred process of a node coming up and discovering a route
can be summarized as follows using the FIG 8. FIG 8 shows a few nodes in a
wireless network 830 connected via gateway 840 to a smart-grid server 810 in a
WAN 820. The nodes are: Relays R-1 851 and R-2 852; Constant-powered device
nodes CPD-1 861, CPD-2 862, CPD-3 863, CPD-4 864; Battery-powered device
node BPD-1 871. The network may actually consist of a large number of nodes, one
or more gateways, one or more wireless networks, one or more WANSs and, one or
more smart-grid servers. Relays R-1 851, R-2 852, and Gateway GW-1 840 are
assumed to be already up. This example describes the nodes (CPD and BPD) whose
process of coming up in the network is described below. Tables 1a and 1b lists the
link costs of all the links that are detected and established. It must be noted that as
the nodes continue their operational life, they will detect additional nodes and routes

which offer improved egress.
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R-2 (852)

30 10 x 45 30 CPD-1 (861) -- 25
WO 2009/017602 PCT/US2008/008698
Table 1a
WAN-1 [GW-1| R-1 | R-2 | CPD-1 | CPD-2 | CPD-3 | CPD4 | BPD-1
(820) | (840) | (851) | (852) | (861) (862) (863) (864) (871)
WAN-1 X 5 - - B - - - -
(820)
GW-1 s X 20 30 - -- - - -
(840)
R-1 - 20 X 10 25 - - - -
(851)
R-2 - 30 10 X 45 - 30 25 —
(852)
CPD-1 - - 25 45 X 15 - - -
(861)
CPD-2 - - - - 15 X - - 5
(862)
CPD-3 - - - 30 - - X 10 -
(863) ‘
CPD-4 - - - 25 - - 10 x -
(864)
BPD-1 - - - - - 5 - - X
(871)
Table 1b
Link Link Cost
GW-1(840) ¢> WAN-1(820) 5
R-1(851) ¢> GW-1 (840) 20
R-2 (852) ¢> GW-1 (840) 30
R-1(851) <> R-2(852) 10
CPD-1(861) ¢>R-1(851) ¢->GW-1(840) ¢>WAN-1 (820) 50
CPD-4(864)¢>CPD-3(863)¢>R-2(852) ¢>GW-1(840) ¢<>WAN-1(820) 75
BPD-1(871) €>CPD-2(862) <>CPD-1(861) €>R-1(851) <> WAN-1(820) 70
CPD-4(864) ¢>R-2(852) €>GW-1(840) <>WAN-1(820) 60
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When CPD-1 861 comes up, MLME neighbor scan discovers R-1 851 and
R-3 852 adjacency in the first step. Upon establishment of adjacency, R-1 851 and
R-3 852 send Network Advertisement messages. Specifically, in the second step,
R-1 851 sends a Network Advertisement message advertising one egress route to
WAN-1 820 via GW-1 840. The message contains the MAC Address of GW-1 840,
the network address class or subnet mask (IPv6 or [Pv4 address), the adjacency cost
to CPD-1 861 as seen by R-1 851, the maximum number of hops it takes to reach the
egress node (2), and the lowest cost of the path out to the network (50). This is
registered in the form [R-1 851 sends NADV(25, MAC_ADDRESS(GW-1 840), 2,
40)]. It is to be noted that R-2 852 does not advertise the direct route it has to GW-1
840 in its response to CPD-1 861, because the path cost is gréater than that
advertised by R-1 851; but the path cost information of egress route via R-2 is made
available to CPD-1 in subsequent query. In a mature network, CPD-1 861 may
receive more than one NADV messages from neighbor nodes with link and path
costs. The third step results in CPD-1 861 calculating the total cost of networks by
adding the path cost and link cost and creating an ordered list of next upstream hops
to use and creating a routing map for each option in the order of increasing path
cost. In the fourth step, CPD-1 861 attempts to register with R-1 851 by sending an
Upstream Registration message to R-1 851 reporting no other possible node for this
egress. The fifth step occurs when R-1 851 sends an Upstream Registration
Acknowledgement message to CPD-1 861 accepting it as a node for routing support
in both directions. CPD-1 861 is accepted because it has no other viable node for
this egress. In the sixth step, CPD-1 861 attempts to register with GW-1 840 by
sending Gateway Registration Message. It reports R-1 851 as an upstream node it
intends to use. The seventh step follows where GW-1 840 accepts CPD-1 861 by
sending Gateway Registration Acknowledgement Message and passes CPD-1 861
the network configuration (notably IPv6 address, DNS address, GW-1 840’s
network prefix). This now enables CPD-1 861 to use GW-1 840 for network egress
via the route it has initially determined as described above.

In a mature network, CPD-1 861 may repeat this process with other upstream

nodes it has found to be viable for routing to the same gateway or other gateways in
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the wireless network it belongs to. The process is similarly repeated if the node
CPD-1 861 belongs to more than one wireless networks.

Next, in the eighth step, CPD-1 861 sends a Dynamic DNS (RFC 2136)
UPDATE message to the WAN-1 DNS server with its IPv6 address through GW-1
840. The node repeats this DNS registration for each network it belongs to via the
gateway that is providing network egress support.

FIG 8 can be used to illustrate two more examples regarding CPD-4 864 and
BPD-1 871. CPD-4 864 establishes a three hop route to GW-1 840 via CPD-3 863
and R-2 852 for egress at a total cost of 75 (see Tables 1 a & b), and registers with
GW-1 840 and with the DNS server.

BPD-1 871 similarly discovers and registers with GW-1 840 a 4-hop route
via CPD-2 862, CPD-1 861, and R-1 851, at a total cost of 70. BPD-1 871, being a
battery-powered node, will take into account the lowest path cost it can achieve. In
one embodiment, BPD-1 871 depends on the line-powered node (in this case CPD-2
862 to conduct route discovery process and registration.

The method for updating routes when a change occurs in the network is
illustrated using an example of an alternate route discovery by CPD-4 864 in
wireless network 830. The changed route is depicted in FIG 8 with the only
difference being the dotted line indicating that the node CPD-4 864 has found a
lower cost, 2-hop route to GW-1 840, with the total path cost for egress is now 60,
instead of the previous 3-hop route cost of 75. This discovery takes place in routine
neighbor maintenance process by the source node, and by listening to any messages
or route advertisements from neighbors. ‘

First, R-2 852 updates CPD-4 864 via MLME and notifies that it has an
egress route to GW-1 840 for total path cost of 60 as an upstream forwarding path.
CPD-4 864 tﬁen recalculates total cost of networks by adding the path cost and link
cost and creates a reordered list of next upstream hops to use. Upstream node
CPD-3 863 has a total cost of 75 while upstream node R-2 852 has a total cost of 60.
R-2 852 is therefore preferred now and placed above CPD-3 863 in the list. The re-
ordered list of route information is shown in Tables 1a & 1b. Finally, CPD-4 864
sends the updated information to GW-1 840 via its next periodic Gateway

Registration message.
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In one presently preferred embodiment the routing protocol described herein
is designed to exploit the collective computing resources of the network nodes in
addition to relying on one gateway at the root of the wireless network to calculate
and distribute routes to all nodes. The source node selects a preferred set of an

5  ordered multiplicity of upstream routes to go out to a WAN network through one or
more gateway based upon the egress route advertisements with the associated path
costs for each route and each hop. Upon failure of the primary route upstream or to
the gateway, the fall back to secondary routes and/or gateways in the source node’s
database is immediate without any wait for a routing algorithm to re-converge since

10  the routes are already pre-converged.

In one presently preferred embodiment, each node registers itself with all the
upstream nodes it intends to use. The upstream node can now keep a downstream
routing table entry for that node. Traffic destined for a source node can now be
routed with a set of hops from the routing table entry along with their addresses. Of

15  course, the destination address is routinely included. Source routing where the
entire ordered list of nodes through which the packet has to pass is explicitly stated
by the gateway in the message header is also within the scope of this algorithm. The
routing protocol disclosed in this invention allows each node to have multiple routes
through a set of preferred neighbor nodes with the best egress route solution. The

20  current invention avoids open-ended route discovery loops in its source routing
technique by constantly updating its preferred path to take into account any link
failure data, and also by updating routing table entries by including better route
options that the source node becomes aware of by routine discovery process, and by
listening to all NADV messages from neighbor nodes. The source node also

25  advertises to its downstream neighbors all egress routing options it has maintained in
the routing table.

The example routing protocol described herein has provisions for
“breadcrumb” routes which are alternate routes gleaned by a node from traffic
passing through it. “Breadcrumb” routes are discarded from the node’s routing table

30  when the allocated memory is full and when they turn stale after a specified amount

of time. These routes, which are in addition to advertised routes, serve to expand the
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30 R1 (851) 4--> R 2 (852) 10 CPI 3-1(861) HR-1(851) 4->GW 1(840)
HWAN- 1 (820) 50 CPD-4(864)4-3CP0O-3(863) H13-2(852) HGWM 1(840)

4- M AN 1( 828hoobm17L30- 1(871) HCPD-2(862) HCPD- 1(861) BRydsSdiossos
HWAN- 1(820) 70 cP13-4(864) HR-2(852) 4-36W 1(840) HWAN- 1( 820i

When CPD-1 861 cones up, MME nei ghbor scan discovers R-1 851 and R-3
852 adjacency in the first step. Upon establishnent of adjacency, R 1
851 and R-3 852 send Network Advertisenent. messages. Specifically, in

the second stlispof retuhd@ftllinke aetslablele b woddfofeharihy SiRsFesRtul fafishfgdon of a
advertising one egress route to 5 WANN1 820 via GM1 840. The nessage

cont ai ns thepl%ﬂ@t'Address of GM1 840, the network address class or

subnet mask (| Pv6 T8 ekd&Ngle 6lIE $POtocd] DEscRIEALEAR ¥niR&t the SorfdiPank 861
as seen by R-1 851, the maxi mum nunber of hops it takes to reach the

egress node (Ppoferentind ordesing ofaett hepsavadible toea mugetio taute paskethéo met wor k
(50). Thig i j: raglg},{, rg;% s q% ,
MAC_ADDRE%S( g?étgrﬁ{é%@ , {85 i g RLE Skgl’%éggé e ‘y@g&éﬁz 852 does
not adverti sempleediatiens Inthet @ment dnatodirnenBhd s@dfig logid tsss bak fensiirt o
CPD-1 861, becguse th ath cost.is _greater tg n tEat. advertjsed b
R 1 851; but of R TRE ATRBERToH ¥ Sreflad 18 paf Costpdacaselitition,d ipk so5t o the
made avai | abldesited HopPDFdr ¢xanpld) s aeikeidh piked Mp floth & YFBddUdrEmBe MR that
CPD-1 861 may receive nore than gne NADV nessages. fraom nei ghbor nodes
with link and"3 gf ed from passing traffic using an infrequent path is given less preference
10  than aroute tagged as being used frequently via one or more neighbor nodes which
have provided attractive path costs and have been used regularly by the source node.
Multiple next hops within the “bread-crumb” category or the “multi-hop” category
would be sorted into an ordered list according to the path cost.
With a node being allowed to register on multiple networks (resulting in the
15 node getting multiple IP addresses) and the DNS server capable of sorting these IP
addresses according to configurable policies for resolving the node’s hostname,

there is now a method for controlling ingress of traffic into the wireless network.

ROUTING TABLE AT THE GATEWAY

20 As described earlier, each source node registers with the gateway and
forwards the routing information (routes) and the immediate *“first nodes” for each
route to the gateway. The information also contains link cost, path cost, node types,
addresses of all intermediate nodes in the routing table, preferred routes, ambient
noise information, and information regarding battery operated devices. The gateway

25  stores this information in a format similar to the example shown in FIG 6. Other
formats for the routing table may also be used, but the information content will be
the same. This information is compared by the gateway with the routing
information that it develops for each node in the wireless network. The gateway
may have the network topology information and the location of each node. It

30  initially constructs a working route for each node utilizing the least number of hops.
The information is augmented with an analysis of packets received from various

nodes in the network. The routing information in the received packets, and related
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15costs. The third step results in CPD-1 861 calculating the total
cost of networks by adding the path cost and |ink cost and creating
an or der edyd hashoPhonext upstream hops to use and creat ipag 820090685939
map for each option in the order of increasing path cost. In the
fourth step, CPD-1 861 attenpts to register with R1 851 by sending
an Upstream Regi stration nessage to R 1 851 reporting no other

possi bl e node for this 20 egress. The fifth step occurs when R 1 851
sends an Upsinfaanite gichtas phihcind Aok cosd adgeide nipesrsssagarddaghifi-the 861
accepting it.as . a node for routing. su Borh in both directions. CPD-1
861 i s accepiefp! seryihabthe gatgyay Eﬁ@fﬁ% ngfle hThe GRGPATAYL repisdh 8l esss.
In the sixthysda€ rofditid tAbi86 FhapiRER ST dpdatiiing bRewwl kdutiiMabl 840 by
sendi ng Gateway Regi stration ssage. It reports R-1 851 as_an

upst r eam nodBlustratedin Fig ed?d Jf updatsialormiaornsisviipting ©r spme Bpdesyvibe grevey

GW1 840 accept j i i :
Acknowt ecyon gt REChnBZedbho BRIChARS S AN SRR S esponses i
confi gur at i olead nothalbdutingPatBe apttite I§ no BN mddare ssceivel thgzkGeparatet wor k
prefix). This, now enables CPD-l 861 to use 1 840, f or .net wor k

BT ess vi a1 T T P Payammh o e A RSB A Ag s GRLE PR £00 ke
30ln a matu (r]I &spkﬁtsmﬁrbh} tPEBBa@r&ﬁ%wmiBﬂ’lefbﬁlhBﬁfﬁévcfalﬂaﬂl uartb@ﬁmdﬁd hédeotThal
upstream nodes it s found to be viable for routing.to.t sange .
gat enay or oetltﬁéﬁlptgéﬁemﬁtwy remavesifiediod SORBS ISRRIRtIoist o Fanads Witthe

process {§ Shilelt8d-Yool et &M nefwdrRege@de CPD-1 861 bel ongs to nore
t han one wi rel ess networks. Next, in the eighth step, CPD-1 861

sends a Dynanmi c DR greGypstyelymmaT therreetinggable spdaies tpapehinodr® ther ver
wthits 1Pvg

. 4 -1 hi s DNS
regi stration ?tg’(ramelaasuntﬁ%trs %g{%aﬁéﬁﬁgrgb@gES&g’da&%&%g%{ j\/\%@%‘ﬁzt IS
provi di ng neteyoest tlegraesayso ppovide. the latest rokligg @bleanfobmatirse dChiinformation
illustrate t I di CPD;4 864 and,BPD-.1 87 CPD- 4
564 ost abl | SR AVERPEGoHH G DURE RN T RO A EP oS R

852 for egregmuadiedd total cost of 75 (see Tables 1 a & b), and

registers with 10 GM1 840 and with the DNS server. BPD-1 871

simlarly di scoveFachdpgevaljibayes wuling kblosatabasedhal mayksa oghinatiop of

CPD- 2 862, o - O {l 14 nd i iR B 71,
Cia gévéfaéﬁﬂﬂggg %nﬁ?%tfwga ugpﬁ&i BhtifP8b1e%4nd i

being a battery- into account the | owest path
cost it can petinevanformatmeuenirodikimtit cosBPDdt tgrs, niepwndhens, t he

| i ne- power ed nod i.n this.case D2 158 o..condyct rout .

di scovery pr 8@%@%"&%‘85 ?tte%‘l: gﬁ?rg}ep%% hodes amg%ﬁlgenorlrse olﬁ‘ée 4%, rS?%h ahaaling
routes when infomatige feagatli Bop. NEdch@odetanarsk tHisinifdrinagon at edteussienoran

exanpl e of an alternate route discovery by ( 4 864 in wreless
metwhr k830, rReoRmRER FNATHE Firsiels Bhefabr s 8 ek iecREsTpS t
di fference bgid\gt ~dotted line indicating that the node CPD-4 864

has found a 20 Tower cost, 2-hop route to GW1 840, with the total
path cost for egress is now 60, instead of the previous 3-hop route

cost of 75. This discovery k@@ﬁ@i@@gd@g@ﬁ?@ﬂ@hghbor

mai nt enance process by the source no tening to any
nmessages26r rout e Tadugtihizageoreprbsest therafore inglyhovave dfeverst facterPpr8&at in the

updates CPD-4 864 vi a I\/L@/E and no% ifies that it 11I]a an 25elr%r &ssor out e
to OW1 840 FBRVESHACOHEE FBEesr BGORE A PeREraPREF AN OBt .
routes inoperable, removal of blockages or availability of new neighbors or relays
may open up new paths, and signal conditions may force use of certain routes even
if they are multi-hop. The ultimate objective in a stable network is to facilitate
30 robust and reliable delivery of packets from the network nodes to the smart-grid
server via one of the gateways in the wireless network. As discussed in FIG 8,

nodes may constantly discover new routes with lower link and path costs. Each time
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CPD-4 864 then recal cul ates total cost of networks by adding the path
cost and link cost and creates a reordered |list of next upstream hops
to use. Upgbh@mmfeede CPD-3 863 has a total cost of 75pMick@okiRaidseam
node R-2 852 has a total cost of 60. R 2 852 is therefore preferred
now and pl aced above CPD-3 863 in the list. The re- 30 ordered |ist

of route information is shown in Tables 1 a & Ib. Finally, CPD-4 864
sends the updated information to OM1 840 via its next periodic

Gat eway Regi sichatriearoiRSPEGEis detected, it isl Jdnfiged RIS et BHrak@hs 8de in
enbodi nment t&eﬁ routing Br ot ocol descrjbed herein is designed to

expl oit the HBGIME¥IPHGe TEGHSOAMAIGN FSTEBiSCESVIET 2aterea1Biringthe ToutRasTer 1
addition to reisyhiiéh ﬁ@ssg@;'e@)&ﬁ WA fRF rdcBi9ing 00t K Hesh ﬂ%r{ﬁlh eway and
network to calculate and distribute routes to all nodes. Thé& source
node sel ect sthg ipmefiate figt rade obtheagwiowtedibe aev meute ispdded toythofoutipgt r eam
routes tosgo t [ te based
upon ¢ he egr S0’ s EredtilaRir HRiglrdolV BHRRof2}r Qo A0 B0 TS
for each rougsewaddeeasimikoppddtipgef ftarduting tabfe repdagy forailyha widiee The

ot cviays 1 n KE=CBEP BB ARk PR setiers MERESPD NHAB IR T
for a routi npatRkexts addfilalie pacanGadéty &f @€ r&iting €ablé) tahe rd-pidraze @ 18! bR&dy
pre-conver ged. resently preferred enbodi nent, each node

I n. one [T eda,
registers itSRibe lypgt HV%Habletlﬂénaﬂs%e OH® BRIEMiZAtigr prasRisesmerY hsalsedhe
upst r eam modgitg Ak VEBuKEEhEmE@Wnst ream routing table entry for that
node. Traffic destined for a source node can now be routed with a set
of hops fromthe routing table entry along with their addresses. O
15course, the destination address,A i i ncl uded. Source
routing where the entire order ed?ﬁ?@{ﬁ%ﬁiﬁgi@éﬁ hr ough whi ch the

packet has to pasthd sueepbile sdlécys wuts it cayh mbsagahidlwing the rduieseliEsage
header is also wthin,th SCO@,E Od(éﬁ'lhis al gori The rou
e

th ing.
prot ocol di sHEBLER: phdsprRedip eaf?cmm@éew@ﬁsasrqpsatﬁ%e@y if the
nul ti pl e15 OUMRSsak® PRIEESR0P9 HGecddves Rl R T dne the M B ITRPkro QGRS thY dobrihde
S

best egress route solution. The 20 current invention avoid

open- ended r Bhledagrlangedfoy theglsstinatian pddresssince ehemravipwstime s mesyae Way
constantly uggating its preferred path to take into account any |ink
failure data, and al so by updating routing table entries by including
better route optilynde Eondtolich®l (sipiivatee amastsaghb eapestsind whso sl alflag9dRbhne
di scovery process... and by . .listening t.0 all_  NADV sages, from

nei ghbor nod%n .r%'f%%gatsaglﬁr gat%%%&gf g’o@%ﬁ%ﬁ%@ﬁ%@@oﬂf i\/[ed?%ﬁst ream
nei ghbor20 al Proegsses® 1rsotté bitghOmkssagspridritina30. /it s ainbeehl nfeséa@e, thout i ng
tabl e. The exanple routjng . protocol described herein has provisions

for "breadcr BitFe8s e 8 diRiipaiionaddrsss infammation i deealorpdddfe f ibip apricgtie
fromtrafficrpagsd, @?eichﬁ' nagy |Ehe's§a§ VBE 4R BEBhMOn Jdafets@ére%@@ew&seg@fagfiled

ltl
fromthe node's rou n;}; table 3 ev\/nen the allocated nenory i
and when t he¥he extputs pe9H) anft94p age fog badkfto dht ReonsimgtTable Wpdate fuil¢tiond12

,[ ﬁgt es, whi clir@t F/Ieis&gggfgcusgpﬁlo. I?gx\éﬁer ir% 15 gpc[a?éjss &%’messga{g\é % gp%er?d(e@awr}

25  the pre-selected destination routing map (with a string of addresses of intermediate
nodes, flags, destination address, link and path costs, message type, device type),
and returned to Node Controller 910 for forwarding to Node RF Transceiver 970.
The Node RF Transceiver 970 may add any MAC address and primitives, and
transmit the message to the first node in the routing map.

30 If the Routing Table Update function 912 has received a flag that there has
been a routing table update, the message is forwarded to the route selection

algorithm 960. The route selection algorithm 960 regularly analyzes the routing

-24-



list of redundant |inks available to a node for ensuring successful
transm ssion of a packet. The exanpl e routing protocol

descri bed weraionigmabl es the sorting and preferential oecadastoogomtos
next hops available to a node to route packets to a 5destination in
an 1Pv6 network. The sorting logic may vary in different

i npl enentations. In the current enbodi nent, the sorting |ogic uses
both the origin of the route infornmation as well as the path cost to
t he dest i nat fable databbasei 390 and sets up pripstydistsi pudeshahsolerpnd g roespext
hop picked u om a "bread- v L out t I f g

passi ng traf E‘i"({:ageﬁgglngﬁn gﬁgt?}r(ﬁp %Ee?:.:]{%g%t?s %‘%ﬁ% t%’é!% SF¥/¥Z‘§’ Sgigﬂ%%éf‘ gesggllﬁtgg 10
t han a rout ewithgoedndsg beiengparee dardroeitps @attingntfhctosn @he routing datadiagghbor

nodes whi ch have provided attractive path costs .and have been used
Fogularly bySsheasBamastzir of Kies {9 GBS OPipd Fh FitFes@RE in tha

" br ead- cr4inbpetGaie Iferolte nidpanclilbst AurhP of BGsSBP! Nn Bodee9 520 1rhfEd
into an ordered |ist accordi ng to the {%at h cost. Wth a node_being

al l owed to régsiy afintemadipteingfies af dhamoriedSPrrosigifeatwrgs (lipepreen batas
getting mult] ERPE $liaBiity F2 J?'Xﬁil ﬁﬁﬁ/}g h AR Rl BrRiicaRESNY
t hese I P addbg‘ggé%gtaaggtg({rndﬁg to congai g’ﬁ able p ?(i éll eE@f or regoﬁf\}i ng

t he node' s hbgb Sacess Riter smbisnnieise) 958t Mbd rdute sedestivn pfdcess@oPatgpdes of

ffic i he, wi_r el K.
deacr i bed cafliagietaeen s Pl o TP At ey o Lon PRI, o ™

regis

f or war ds1¢ he céapdrisb ahdéedsctiah pftedsr out es) and the imediate "first
nodes" for each route to the ggée, . The jnf ot[mati on al so contains
link cost, path c&B¢ouffgectionealgo Lests e pyetegief royle BRRAY PSSR IHes

in the routi g habldk to PleadcStida8ien tRiHgBifio RBRINE AN (HRAW&Srsiafe OBl
and information regarding battery operated devices. The gateway

25st or es t hi end faf eriyov themessgsratthie laVvest path cpgf at REnisehipast ehown i n
FIG 6. O her t hggg“; Gnodluty, t he
i nformation (r:%tg{ogﬁ{l&s’/\% ]Igf'elblgh%te Sae%&réf@ﬁ#%ar{iﬁ%&?&%? Illtgﬁn%ﬂzﬁcg%pér ed by
t he gat endy whrhéembedimentsjtheriutd eievtion algotithat may haievk¢ st mérmetorh

de in the wr wor k... Th t : h t he networ k
Fopol ogy 1 nf SHHIEPEGH HR AT FiBEReT B OF BARHoHBHE oo GBI A b1 y
constructs a o}.’i@?é’si, Bl GtaeH fRctbRthA Ay iRPEE stidcedsfidipagke: delivee@shd Maybeve

of hops. The information is augnmented with an anal ysis of packets
recei ved fr o veute salectign ge &he latestpvailabieBfematione r out i ng i nf or mati on

in the received pgﬁgtgﬁ ut G foteAdeftion AEMHHARIhAHSHE BaASoRRL ple?s@%eat

link costs and node types is conpared against the initial entry t
t he gat e®dy Rascessor Fantion bt of th¥hedeComgenilesHiP with thetappended routipd aragd

| ustrat ed HomgioRy 3RS ptBRg Bhslets A0 BREALRY ried Bt ©

illustrated i ate in
nodes, the gaseiddingmng A S enichifxy ané saagetingto tHediret mode @sthanchiting uaps t
responses. The responses will lead to the routing table update. If no

responses are received in three separate attenpts, the gateway may

broadcast a nessage gAMI® FOR@ATKIET BORATRGARITEEHM ARTAGRES from
t hem regardi ng whether they have a path to the intended node. If all

attenpts2fail, the gateway renov hESHOBEWPBM i ts registration
list. The node W lgycLQ HaVifed £ &xGmbRYr A fart! fidtRAloR ShiBikeERUASS

The example network consists of one or more smart-grid servers 1010 connected to
one or more wide area networks (WAN) 1020. The wireless network 1030 spans
part of the distribution segment of the smart-grid. In practice, there can be more
30 than one wireless networks in the smart-grid network. In the example presented
here, there are three gateways 1040 connecting the smart-grid wireless network to

the servers 1010 via the WAN 1020. In the example presented herein, there are
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The gateway routinely sends the routing table updates to each node in
the network in a unicast nmessage. In some enbodi nents, a node at any

time may neauedlnifche gateway to provide the |atest routpchrgsb@bbiReos
informati on. This infornati on about available routes to a node for

egress is also made available to its neighbors if 15requested. Each
node will have a routing table database that may be a conbi nati on of
| ocal ly generated routes and gateway supplied routing table, and w |
include all pbodti2ieevice nddes @50 orths witeleasndtwork/ 1930h Iicmattice, thedean be

types, nunber_of hops haracteri stics of t | nf.er.nedi ate nodes,
ambi ent  noi sé"qr%%@,?s % Pgﬁ%ﬂlced?}}ﬁ Vl"'tr?}esﬁd“b{ﬁrft{}? h’E_ftiq’gf’Fdf%‘Felé% REMOEK
Each node canrdiftectiunivaith sVaDibT8baravilh, snfiH-griPAcREt thfThic, ah@BHRr relevant
optim zation, and NADV nessages to nei ghbor nodes seeking egress

routes to thd&atenaeo T InRficEARN bRisSEPUPPRcKEt reBeRtess/BpaYs Widari on

process ther ghpiuflityaYetdriN@ii&sseveral factors present in the
smart-grid network environnent. In sonme cases, new bl ockages may

render sone rout eFathegsiersaidseut D&YV Y ERYT mpdsagsis agesigidror dvacdsaid ity
of new nei gh . p..new. pat hs,, and si

condi ti ons ngggﬁ%@%ggﬁg@%fn%a lgﬁ?%oﬁdﬁtneegh Qvan it t%? ﬁe§§1Vg$§JAD v

mul ti-hop. Tieessdgts wedsablidh the best end optAnmah adilof raredswo sénd i% data packets to

facilitate 30 _robust and reljlrﬁtbl.e del | veré o%gpgck%tﬁs fromthe
networ k node§™t 8" TRE &S g 18}@8?%‘10“\}91 argirEreg o RS GRPENYSeah t he
W rel ess 10et woddestabisiits SCH4S 206tk Fo fhk GaBwaP Ol QSsel BB cEBoLs 3R tr¥etly to the
di scover new routes with |ower link and path costs. Each tine "WO

2009/ 017602 PEFFWSEObBIS tBBDSt S0 Acvicarenking ateitesnd gromes byt Betseeking
i's confirmedqwitdaddGe ;htééﬁy.f'ﬂﬁé’\ﬁ%&itfﬁg 1%9‘{{1% unft) G EedRRnt QS Gratid R
information is registered with gateway during the routine

re-regi strat ebminatssisadhat éherhamge mulfiple entries for vhengmaChutaisthagetefvap and

th t | iate first _node of : te .th
routeis ataoa FoHbE TRl Mg iidia o md HuB iR SptsiamErim o
routes ané ptiegattwaydnhdshecasotd iBugh gabey miieaigaitLovay rodfes tadiem | ar

updating of its rou(gi n ba |l e regularly for all the nodes. The source
node noni t or §°T{SHRD %%pt £ A e SPFIRFTETWV K $oFess A nRRFSL A shat Sate wigy-

link and pat the afet&d_qades%ﬁhﬂihyamroameélfaﬁiﬂﬁair;g_f}suﬁxfg%jfdmaﬁ&}mag bed"d
re-prioritizes the list based on the |atest avail able information.
Vari ous opt i #pscabedberriftocesses may be used 10 with the various

enbodi ment s. m%hesﬁlnwtﬁ\fzat%on scer}mg isRHh&S e%%ﬁ}%ﬁ%gkﬁ]% .routes for

each nmessage utilizing e route selection aldg as described in
FIG 9. TBe proces¥l1GdAy liszadl Hossible rowgetattiedthomelgatemfays foe the 27 nodes in

wireless network 1030. As described earlier, the three gateways may be part of one
or more overlapping wireless networks. As a result, the 27 nodes may belong to one
or more wireless networks and can establish network egress/ingress and registration
with one or more gateways. In the example presented herein, there are three
25  gateways: GW1, GW2 and GW3.
FIG 12 shows a list of the preferred gateways among the three for the 27
nodes.
FIG 13, FIG 14 and FIG 1S5 present examples of the routing optimization
process.
30 FIG 13 discusses the case of Node 1. Its preferred gateway is GW1. At
initial route discovery process, Node 1 identifies two three hop routes to GW1.

After listening to other neighbor nodes and analyzing the received NADV messages,
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15Message Processor 911 receives a flag fromthe Node Controller that
the routing table has changed for the destination address since the
previ ous twoBo@oReSagEe was sent. Node Contr ol | erc®aR2do8bdsbwmt €S
a nessage request and al so sends a flag 912 on any routing table
update or status to Message Processor 911. The Message 20 Processor
911 sorts out the message priority 920. If it is a normal nessage,
the nmessage type and destination address information is devel oped
930. If it i Node précognizys, irtas tyes, 2 sqpoouts avdilayk,to Y adéet fppberand

destination address are devgel oped 940. The o ts,.0 30.and. 940 are
fed back to PREMEET AGITISTESTEAdEm AN GHNBEE S yil o pBLSisnd
Processor 913uality atdpdcRetaiclver9 relRBaitR SThik iforiaidoa deshaedapitend €V nad h
25t he pre-sel ected destination routi ng_bgap (with a string of

addr esses of Herfpest pesdirerdgonsdie ifhalgl:bagler iR PPiiPSaddr ess, 1ink and
path costs, nessaggqdlyRRo j@MhmSs &t ¥REdoceRUAWD Gt J\@-@logﬁblk@% Node 12,
de T 70. The Node RE

Controller 910 for forwarding to Node RF Transceiver )
Transcei ver @7dDaqeass QW3 raarginpihCwith drtkrse hephrpupsr vigNodese® andaHd Thisinsmi t

t he nessage - fi.rst. I - QU i [ : i

Tabl e Updat esrﬁﬁ}rﬁﬁ%ﬁg %&‘ﬁgcﬁ%g)a%%c%ﬂg%%%g SHL glg@ﬁgf gft%ﬁ{égotgjaﬁtés %{:aééﬂ&a
routing tabl éoupsiagibor hbdes mdodadstors this infameidn atonigivatir egiserisgthect i on
al gorithm 960.. The. route | egt | rithm 960 .regqul arl | yzes
fhe T outing TIRBMGoRRtETALe Se6 S COBr & st et erd HpEEES
obsol et e1@ndpE @eldnEdt GWUALRBGWISER BécohietihavdidbRat h costs, updat es
devi ce types, sets up special rules associated with conservin

battery power, an&lGtlHaressetsthar@ampleitNadg 11 vHhese Brsferieg ga&sfvayg%%%so
has a prioritj @%é)@ﬁm%h rBrﬁU'iseanif&f roR R4 GWQ.‘A@ngl%?QTe%%ﬁ?a%ﬂ [ESW1

poi nt in that wor e route map includes, nunber of hops 951,
| i nk/ pat h costith %2 hopraifittivia Medesi.ty at i ntermedi ate nodes of the

route 953, node f res (line X i l. af-i
Gate. roliabii ity Hadearerrltle SRRl R o5 Hosb Bt red AP0y iELNEY
| nf o Sucgess alRatte, opAfdicdiibutbls S®jo KpTouté i Nadet 1. sHlegetfened fatlbaskss

960 al so has the gateway- provi dedhlrgu" ng map 956 in the database for
use in the r&UV& With & B PR Wyie Whlocelcti on process. The route

sel ection al gori t s 6f @€ leRarhples Pefheia86ve, A B tHE Pref@rdd ethbo@inicdtibe
t he message to the destination taking into account all the factors

af fecti ng r elthiabiventéom itfiste rotse palestipn eigorihean inehe aede eontrobier QREFIG 9
path cost al 4ffasBflce hSRAGh: kel HcHBhalrolBhS Gty 8! shalBEiHe GOMIRANAL

traffic bal ance a ach i nternedi ate no one enbodi neEnts, the
rout e sekéct iimforradtparwitthotheenethakaoddse | at est i nformati on avail abl e

oD L1 g 1% O S0 0F NG HOR  k hed MR PR L3

del ivery, anGafsmy PR ricdss &ndulRleseiree) sTPDRoddse Tidseabda\batdmbihe

' nformation. relays for other groups of nodes which seek optimal routing to the gateway, and the
gateway facilitates this routing scenario in structuring the prioritized routing table

25  for each node and sharing it with that node. At the other end, there are a group of
nodes that can only achieve multihop (2 or more hops) routing to a gateway. In
these cases, reliability, prior history of a relay node, signal strength, all become part
of the optimization process in selecting the preferred routing path for a node.
The routing table stored by each gateway also gives insight as to whether

30 strategic placement of passive relays in the wireless network will help improve the

routing of packets from nodes in the network, and also to balance the flow of packet
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The output of the route selection algorithmmy be fed back to the
Message 20 Processor Function 911 of the node Controller 910 with the
appended nrpgbhR@i17ae | nformation. The suitably struct upegdRBegaEess S
sent to Node RF Transceiver 970 for adding any MAC primtives and
transmtting to the first node in the routing map.

EXAMPLE OF PACKET ROUTI NG I N THE SMART- GRI D 25W RELESS NETWORK

FI G 10 provides an exanple of a smart-grid network and packet
routing. TheteffeMRletatiepidkekddaivss), fisnmafl trafidmitqfowsspathsamIink@obtsl error-
servers 1010 _connected tq one or nore w de_area_networKks réV\AN) 1020.
The wi r el ess TR&PRERION mripymahayabes of horss ate Rl Partof egawting PRUBHRARE. of
the smart-grid. In practice, there can be nore 30 than one w rel ess

networks in the smart-grid network. In the exanpl e presented here,
there are threo BXAMRAEOFRIDVERSE RAY Ty SERECTINEYTHE GATENGAY

t k t th : i )
network to the Seﬁ%’(‘%ﬁ% 1111%9@!%@8%4?:%2&5\@%{1&9&(3 gﬁig%gg 'é%@@ﬁ?&;&@hueses return

present ed herein, ere are evi ce
Wi rel ess net wantds fa0B0a pdcketp ravetvied éront haNealegmps. bEhermxamplerprésested hember

of devices the wireless LAN, the limt based purel net wor

o chi tect ur 6 SHFEROS T Pegrempligimien neverbgeeapn fIBae S B, ang
ot her rel evagéscfib&l MG )N, 4id 13)EBRyEBMEHOndRAPIintaR Foulds 51 Mgdey 1,
packet repeaters/relays w thout 5an% utility nmeter interfaces. Each

hode sends. ol o SEERV RSN o8 WA Wb s Grelpincdgarlig dhe gaieway

accunul aj@s EQiHolIBEreb i hiBhb@thids MMBptih RRi3hO HeSwitd1ed nbiiork R6RS Y&d
NADV nessages to establish the best and optinum set of routes to send

its data packahgomespondinggateper betheaksgace afhed timefronting infpamiagon, the
transferred . i St S a
oute to t heChstaruiilf WRSuiRaRR (DedRBOE RS Al nBBF i G
gateway, it &ddarding ortssndihgh packet. damaseobthe kaseg aaesldithepackeidespofiser s

both the seeki ng device and .t ateway. The algorithmiterates, until
211t edundantom B B 0ge ok earss ot wab SFinsint br gt AR Tpl e
entries §9r héRleHd RN R WPabkdt And AR eARGSVRY tHRIEUAEMLRETIR Hel dattwiag i fhe

Any devi ce can request and obtain the |atest routing table from 15t he

gateway it hidendedsede. {This sgemopytaiadd) FhGile: df thereiip 8 defirery Bidureny if
tabl e corres [ j ' -Yelo Ry S
Via that gar S e e R P Bl i B TRy frBESS
opti mi zi ng r otilizes ghe nfitmgabliedn ideasfyrad nscldtrmitbmdtiegtd theinterfké r out e
optim zati ondsgentarié) ;% further described as follows: 20FIG 11 |ists
al | possi bl e “FOUFEE 8 €he three gateways for the 27 nodes in

wi rel ess2oetwork 1030. As described earlier, the three gateways may
be part of one or nore_overl a@%i ng W rel ess network a result,

. As
the 27 nodes may bel oﬁ§AtI‘6mol|:ﬂ o %F@%@I@&P%@%$ﬁ§%d can

establ i sh networ Kppg93s4d SHRISo BN GIMpRILHE SéttupProdisd Nt BRS Y exHRPR
gateways. In the exanple presented herein, therée are three 25

gat eways: OGW\ef Noiel spramonBating @t its séighbore? inds?1 tofestahlishmnesigeass pgte to
gat eways am)@ﬁN&.hﬁo&@{ Ee%dg %eﬁgﬁﬁorz‘ﬁ@@éﬁkw message 1701 to neighbor Node 2.

25 Node 1 may also try this process with one or more other neighbors. Node 2 sends an

ACK response message 1702. Node 1 now sends a “Route Info Request” message
1703. Node 2 sends “Route Info Response” message 1704 asking for Node ID etc
and informing Node 1 that it has a path to GW2. Node 1 provides its ID information
and request for authentication code message 1705 Node 2. Node 2 sends its link

30 information along with authentication code to Node 1 in message 1706. Based on
the information it has accumulated, Node 1 creates a preliminary source route map

and packet 1707 and forwards it to Node 2. As indicated in the route map, Node 2
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FIG 13, FIG 14 and FIG 15 present exanples of the routing

optim zation process. 30FI G 13 di scusses the case of Node 1. Its

pref erred wobewmysbs GAM. At initial route discovery progassosbises 1
identifies two three hop routes to GM. After listening to other

nei ghbor nodes and anal yzing the recei ved NADV nessages, Node 1
recogni zes, it has three 2 hop routes available to GM. After further
optim zation, Node 1 discovers a 2- hop route via Node 5 that offers
best si gnal fpm/latdsyt tamﬂ)dp@dla&r oelatine ACK ol Nedsil| Nogde 2T Horsvardsfibtorteg i on

is shared with t nost. efe red route a

fall-back r ou%ﬁef‘?gl"og @"8?8 o rgﬂﬁdgaplm SRFCEE itrarlrf‘on%enera% ar{\\l@éé eNgdednw
WIht h ah2 hopawmt@swragmiade s’bﬂ:ijs mtmeh ﬁﬁteCMBpf toENgdenialbiyg Wwith hé a
three hop route via Nodes 9 and. 16. This_ in ion_i rrived a
based on recBFWEK & ?ﬁalanﬁa%ﬂ?w(y may Ppe; I%P%Yr“r%ﬁ{g OFBRY; 3@‘3@?@5@ packet

nei ghbor 510de&nmuafé§ueh @Wﬁ @ﬁn feszeis@s‘ Bk PRting Mel e hdWehdy thegickE@bi NY
the information with is the preferred fall back and

GM8 may not Nodpé va?sléeldqﬁﬂ @glsN@A@ laﬁhlat@v@r b&hroyEeg map ihbe ased By Node
FI G 14 presen f r

s S Eheis; SR TLA R MO L OR DL S TR
fal | back is @ARd @i tdr rmﬁh«ﬁlffmnrbasecbomihaupﬁm@ ﬁ'lformation GW2 RdsGn 15
presents the

e ont b v ERarTe. Ol h el B Brfa T SR 1M o p e pE R0

fal I backips Wthe\@ﬁ:hbaﬁbém s éxabip® déhrdnbiedes aliBaht knit routlhg nddthodefogy
the exanples presented above, and in the preferred enbodi ment of this

i nvention, i tVheEs deNices sgK QPUBMBIONGH OALRSF POIRIR P frapsieit RsHP2eks 1 ol | er
910 of FIG 9 at the source node that makes the final routing entry

and shares the routing table 20 informati on with ot her network nodes.
As one can see, there are a ROUPING PREYESS GRINTREYMe a direct hop to

the gateway (rel ah@%%?ﬁgélngh&%ﬁﬁé Ngaé)ﬂgglaiaéigﬁ%\,%?gﬁslkﬂﬂ mg%tei

nodes becone the re oups o
routing e t I(iﬁteg@tydimymg ami;eﬁsliéomﬂ eT\my filnation mbsttyeresitlbd in th@gﬁtéwng/

scenario in stru turi rioritized rou

node and shafisig! fa A e org it Aesinee bomidee ERN an AR igfedfice
group of nodegdultat Tﬁ@ﬂrs@F}oxes%QM&V@ nBW feRERdY Te NRHeR d3RElion
routing to a gatewa hese cases, relrability, prior history of a

relay node, @@ﬁan 1§Q0r aMelvRs prapqssmeén@kﬁamcewd fioen HpRderin sherwistless
process in sglechi Tgx%%nﬁﬁ tl%ﬁro?q'xerrﬁﬁ% h§5h, B@éﬁn @\refgﬁg?%?e 18HOSf the

routing table stored DBy each gateway also i as to whet her
30 strat @i c npllacsmshig mrqum@hveraqetaymd ismot hraTenily e&gins:gedleasmgnmgm 4|

oL | o1 ove LSk Qi 8], BACKEES, L REKIASSe Mhot AisRES Ot Sk

mal

also to bala
to the output process control buffer 1860 for communicating the registration

information to the source node and its neighbors. If the node is already registered,
then the process moves on to the next step of processing specific requests and
25 information by the device. The Process Control is to be accomplished within a pre-
set “sequence timeout”. This will trigger a “RETRY” mode.
FIG 19 describes routing information processing function of the Gateway
Process Control. This function reads received packets from each node 1910 and if
the route ID in the packet header is different, then the process 1940 to update the
30 routing table is triggered. In this process 1940, the routing tree is analyzed to
identify the changes and the new routing information is entered into the routing

table, and the old entry is discarded. This information is then sent to the LAN admin
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traffic. Reliable packet delivery, mnimal transmt power, path and
link costs, error- free operation, mninmal nunber of hops, are all
part of tRgok@Mioi7aek opti m zati on. EXAMPLE OF REVERSE ReUffgsivet/fusddsON
BY THE GATEWAY 5FI G 16 illustrates an exanpl e of how t he gat eway
establishes and uses return routes for data packets received from LAN
devi ces. The exanpl e presented here corresponds to the exanple

w rel ess network described in FIG 10, and further described in FIG
13, 14, and ibdultifenstarage slfonhkridissapinatial torwindless neovorkioodss. The pérket

gt ey 100aol PEVATEL BT BTN R dhlc [0, e FOlPEdTe s e

W rel ess net ywinid titadRSpdcRét iQ%_théBﬂ%lQ&P@d]@i Pidc@Ring \Weyduld 1930hef iaksence
of real tine routing.information, the gateway utilizes the routing

. C y [ It T
table to ext Az Packet duis diopspntine W dmpsmit Budles farigpsmisialigrths destipguon
sendi ng as PaGkRlapproPriftE Sdreds thie IEMS Hiekeis'aARforbilh Raf@lysLaRoNSe
froma gateway to a node follows a process of sinply stripping the
routing addr exwest b preeageadgn fl Pethantdibe derddeds reqnestedanormatman is serft o Outpat
return routeyfr h Y, e d nte S
Germnst r ot ea” e TP BR T e df BT ERCR BE G, chpequgnce
gat eway doesTiméout 2963 i¥ eharhed i RETRUNAgeelr isoprombeeddevi ce, t he gat eway

process utilizes the rou in(? tgb{i.e to id@gnticfé%l and use alte ateh.
routing to the i nteFdIcGEst AR ‘@ﬁ?td%? Pe n};yaﬂﬂﬁs}}tar&ﬂs o their
SELECTI ONy PRe¥EemMREMéncy and ftérfekdndeSolafneX HIB & ef fthinSéitidh@ar Beit €

set up process. It uses the exanple of Node 1 communicating with its
nei ghbors 2 &ragticed wigh ethershpgs o ragiosddPMA, PI%-ERMAGHSS A1 sends
a nei ghbor " BrEREDM g k f 1 may
also try this process ﬁﬁtﬁﬁé@.ngu%@}%%gwgﬁ%f&g&e g‘?%o‘%lgg@g%gssends
an ACK r esponstworssyagelatgedPequblnyaariger(fow esampls: 200' Wbzt £9I1GH, akbgdest "
nmessage 17038:1}?0%0&.{ ends "Route |Info Response" nessage 1704 asking
for Node ID ’ imform ng Node 1 that it has a path to GA2. Node
1 provides its | DStanfiedgedurinsodutidbng efati@cinpld rAESI2 3% BHIAG RISIAOZ048P ek be
nmessage 1705 Node 2. Node 2 sends its link 30 information along with
aut hent i cat i 85938 GRPHINGHs PRCkHts-nessage 1706. Based on the
information it hagr@QouRltdbete DWHRE PRodsL@dmDH] ¥hRhYIrddBkdta intodiy £
route map and packet 1707 and forwards it to Node 2. As indicated in
t he route maputgRag@ackets orhgeautioingpacket\mar ivelvgf ter initiating ACK to

Nodel . Node 21 for S7 b t r e { -

the packet. i1t al so Doakdtecke. JEneR EESIRAC R B bt SARREES |
sends an20pti num r outausragssigesNed@ash méagpsydte.h i ts net wor k address
and prefix (it may be in | Pv4 i Pv6 format)..Iln this retur cket
5 Communi cat i on " GBSSORIP S A0 BeHEn SRt RHRF nETE BT
the packet to Node landigateNage 21 and Node 2 in that order. The
routing map to be used by Node 1 for further use in sending packets
to OV2 may be t he- sdrutingset pmand ydele messagtddes 2 and 21, or may be
different based on t daged [JhemRti.eh G2 has in its routing
table. In this exarrprf}e,&?ta‘fls aggurred téﬁgt the source route to be
used by Rbde 101 s nompalsepemtianallfed-ovay meFbage peocasspd® denonstrates a

tight knit routi nqmranrar;[o oee 561ﬂy(routing info), 2072 (meter data, device status), 2073

(routing info and network address) support the construction of outgoing data and
admin packets. The device transmit/receive buffer 2010 supports the Device Digital
Controller (DDC) 2020. The received packets are identified and processed in

30 DDC’s packet processing function 2030. Packets from other devices are identified
and processed in “other device packet” function 2041 and the gateway packets are

processed in gateway packet function 2042. Routing info and message updates from

-30-



where devices seek optimumroutes to egress points to transmt their
packets. ROUTI NG PROCESS CONTRCOL FIG 18 is a description of the Node
Regi st r at ivpo 28090¢icbon 1800 in the 15 Gateway Routing Protasso&onssdsol .
This function nostly resides in the gateway digital controller and
menory, with assistance fromthe LAN and WAN i nterface nodul es. The
first process involves node registration. The Node Regi stration
function 1800 invol ves processing of packets received froma node in
t he wi r el essothet duyides 18 Docessbdnt fifnictert 2@, afd achel datd @adk8R&0re prodessédng

Regi stry table. 1840 jf,t 20node, i s sending in Registration Lequest

and 15 ot ol PEHiRAGsay PP BT el e ot RER T MRl ¥ 2,
and sendi ng afpudOktpiEBSaERing rhédule69! Serhilaty, rouitiag npditesaridandskape

out put process control buffer 1860 for co nj cating the registration
i nformation FEPYIES SomthestioiRy %{ﬁarqcasem%ﬁw 0547 Dpffepapkiatt o

al ready regi siREQE inf A18QiOSAT BIESRIR VD B} stRadd @@ %EticH £8 Of
processi ng specific requests and 25i nfornmation bii t he device. The
e

Process Cont fovaidsd tolnpet/Qushiioreshiad mgdulei2068. Bhe InpyEOutpybprgesseiag

ti meout". Thj il ' . \ : I D][?)C rihes
routing inf o%?r)g |65%te%f§é§gg§gtﬁ%p¥5% t¥ ?cggyggﬁltnﬁtéoné?%v\ogy r g‘%%eglsefapee
Control . Thi apfropridté packeetedders.gugioud thigackien forffovvardiag o deyike ti@dr0itand
if the route EQP{?n t he packet header is different, then the process
1940 to updaf®?¥e 30routing table is triggered. In this process

1940, theprouti ngFIGee illsstiaits hezaecdsoCostesltin fhe DdveceIangaacanThé RE
new routing infaormation is entered into the routing table, and the

old entry isluiedecsPaessss Genteol 21 pintractovith Devige Rigiah Coptroligrd1Tagqd

adm n nodul ¢fRE TS iRmAAERRE Matuld BN 3dTRsR T\ @tdeQResk e Hifi®loRS that the
networ k nodes. The packet is then forwarded back to Packet Processing

nmodul e 1930. RFfIntehface Rugrésngonpl21ild pettermsane, then the packet is sent

directly to Packet R a%%?lﬁg %)Pgilﬁ@g%ls?onjs kssdobs %{Zé)ir ﬁ}%is,?ﬁ&?e ﬂl%gé&tess it

is then sent to GWTrans or transm e destination
5wi th appsopri at e addnélespieggsgrainet hangaissien of Satas dmf I meadshgas and
Request type, the request is processed i.n 1960 and the deyice's
request ed i nf or mat i JACH Y8 BHEOM ed@ﬂ‘?ffﬁf h@?‘c}ﬁ"eg@te&ﬁ Fges rﬁrg} At
the end of each sequef@Ein@bf BRRBIRL 2 O3BHomh i BRAYSHCE, JitePHLIr cHRB2 i S
checked and RETRY trigger is pronpted. In one preferred enbodi nent,

spread spectrum modededicss-e used due to t heir 10 spectrum efficiency
W th other types of HAmmaE of BN e R MRk R LR B i,
ot her). BQrther, t herinsméssiondexapmhe: peetqyreetings calitagesonditior). ess
oS e . B RSO Ol PR e PP s LR
ABS 256, SHA JdeR2AinddBs ngsde o the timing of an event 2122. A response message is
constructed and sent upstream for transmission in 2123. Receipt of ACK message
from the destination source is processed in 2124. If the ACK is positive, the clock is
25  cycled back for next event. If negative response is received, it will trigger a RETRY
action 2125. If a timeout has occurred or repeated RETRY messages have failed,
message authentication process 2150 is invoked. This will trigger a broadcast alert
message 2160 as to the existence of this condition.
Handling of Inquiries 2130 and Data Messages 2140 follow similar step-by-
30 step process. Once again, if repeated RETRYSs fail, a broadcast alert message 2160

is triggered.
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used to encapsul ate the packets. FI G 20 descri bes the Device
Process Control which processes incom ng and out goi ng packets. The
out goi ng pgekedsmifgey i nvolve: initial discovery, signpefus2008/008698
regi stration, ACK nessages, pre-determ ned 20status nessages, | ast
gasp nessages, etc. responses and ACK nessages sent to inquiring

wi rel ess network nodes and gateways routing set up and update
nmessages networ k address update nessages 25normal operational two-way
message processi ng\s is obv1oﬂ'sh ehermactila@ SoRoller 4dtObE dnggehtdr@)a préy/ r (H¥et er
data, device sijatu ?—Fé gutl ng info aaﬂl et wor k address support
the construct¥i eBH‘t &F‘é"o ot soptesial datacRessages El’é ¢ wility
transmt/recekner @LH&@&J&W@M&H@M@&EJ}%MI Geadditihd, Me SN0l | er
(DDC) 2020. The received packets are identified and processed’in 30
DDC s packet TAiRfaias astwgrk %FW(E?SS%H?@Iggfmqba@k@ﬂﬁwaﬁﬂmevd@mm@s are
identified a t and
tho. gat cudy DaSLar Boare bebuel ke AR R e pHAE IR 48

Rout i ng i nf ocamdollvesbageemmdap@:sﬁdﬁuomonstihlegatdiam1t:lf58thamehg/rsamsa”ed in
function 2051 ata ackets ar I ssed in function
2052. I nf or m&t g c‘rr):lg R&Rg f t@? t&aag’éﬁa‘/"E %&s%ag?p dPemed }\%/15 FrEeragee,
| nput / Qut put DNS)ﬁmﬁica,gnﬂiﬁdblﬂuﬁu cﬁ%ﬁnnaﬁbm deBldrk coritedl).| T@petpsatias and

message responses from QE}geagate are rocessed in function 2053.
Dat a packet s“é‘?néog’&%@é Tyely,sthf8te sy %gallermfam% ligof sehedaled or

st orage 30d/ @iska6h b Mbub BadiPmeRKERUCRe IHRAHE AGWbRMAdRSO RfFREAETdul e
2060. The Input/ mdput processi ng nodule interfaces wth the packet

processi ng f ek Poddresseshpgite magdsnanes sta@p pragpenaace pp&mket

headers, pa

moaut e 100 cOBhRHOE ARELOR, bRbichPddith i L ORALE S LAISR L

I nterface. Tiperf®mannt evrfimte Pr ocess Control 2112 interacts with
Device Digital Co roII 2 11 Device Tra smt/Relceive dul e
2113. There are t 8& tﬁggysgaé(roll FnEEs BRSOY REHOSHR cpmirql fHeger abPH ocess

Control 2312 cp@edadd Fiessages. If it receives a negative ACK message or no message at all

Q)

within a certain time window, the gateway controller logs this condition (until it is
changed) and sends out REPEAT or RETRY messages with specific time windows.
The number of repeat attempts can be preset. If a device fails to respond to multiple
repeats, the gateway may ping the neighbors of the silent node to assess whether the

20  node has communicated with any of them. There is a process used by the gateway
controller before it reaches firm conclusion that the node has totally failed, and
communicates this condition to the utility server for remedial actions. Thus the
gateway controller logs and stores all information pertaining to all the devices in the
wireless network. The gateway controller also performs updating of the node

25  database, software configurations/settings, security settings, etc., and regularly
reports the wireless network node status to the utility server in the second network.
Nodes may be deleted from the data base and new nodes and their ID and address
added on a regular basis.

Emergency messages to the nodes, gateway and the utility server are handled
30  onapriority basis and their transmission within the network preempts all routine

traffic (for example; polling).
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Handl i ng of Tined Response Messages 2120. In this node, the process
15handl es pre-programed transm ssion of status and | D nessages and
recei vi ng woknowhsdyenents fromthe Gateway Process Corrarais2008/008698
Handling of Inquiries 2130 fromthe utility server, gateway or other
devi ces. Handling of Data Messages 2140 and sending them upstream for
20t ransm ssi on (exanple: neter readings, outage condition). In Tinmed
Response Mbde 2120, the initialization process begins at 2121. A
deternination is Fede dewingreandispeaificatipni i tenveat prefarped ermquerggm%éns
nmessage is C r

Recei pt of gﬁ%éshg%ggegpgﬂsnag%h gﬂ g Hnﬁg}{&%% sou%:%ﬂﬂlei gﬁl&%(géd;glé% in
2124, 1f t hesMﬁuaﬁomﬁtdrmngs dre usaddquelym thnpm deasel«mﬂy)anm»uld
event. |f neg ative res e .1.S %Fcelve it Wil o tri er a

action 2125. ?‘rbeaP°Pf't 5&‘? IMiUNgDE §rPER ‘?@688? 8&“ gétgd‘ég‘e

have fail ed, fATRWGADEaH. MERIL Bfechdly HpRLasS tRose@killed hrﬂﬂx@'ﬁﬁdhat'BhieS
wll trigger a broadcast alert nessage 2160 as to the existence of

thi s condi ti 8wdifications, changes pRdspessentafinns Fircke madowihia thnscarsandsspiils
2140 follow %f(ﬁ%l@xfenﬁ&?&s!%s’eg et aky i %%?%éﬁca%ﬁ@ ﬁgz?deﬁqn is &&Q%ﬁ@d
RETRYs fail, roadcast alert message 2160 1s t I gger ed

2009/ 017602PTht (BRe0EY CloBEOBall thereforadeiinterphatecdbimghe bmd@amh)ayre sense.
controller acts as an agent and a proxy for the utility server in the
second network. It routes all data nessages fronito the utility
server to/fromthe devices in the wireless network. In addition, the
gateway mai ntains network addresses, ID information, and status of
all the devices in the 5wireless network that use it as the network
egress/ingress point. The gateway controller also executes specific
functions delegated to it by the utility server (for exanple:
polling, status nonitoring, network registration, routing table

mai nt enance, DNS interface, information dissem nation, network
control). To performits nonitoring tasks effectively, the gateway
controller perfornms a list of schedul ed 10tasks on a regul ar basis

i ncl udi ng device I D and network address nai ntenance (MAC and | F
addresses), route nmintenance, status naintenance, polling,

adm ni strative functions, problemdetection and verification, and
networ k performance control. The gateway controller uses tinmeout
periods to control trigger of repeat
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15 command nessages. If it receives a negative ACK nessage or no
message at all within a certain tinme w ndow, the gateway controller

l ogs this condition (until it is changed) and sends out REPEAT or
RETRY nmessages with specific tinme wi ndows. The nunber of repeat
attenpts can be preset. If a device fails to respond to multiple
repeats, the gateway may ping the neighbors of the silent node to
assess whet her the 20 node has comm@UhA®MSed with any of them There
isap y the gateway controller before it reaches firm
concl uygﬁﬁgﬁ%ﬁﬁﬁg node has totally failed, and conmuni cates this
condition to the utility server for renmedi al actions. Thus the
gateway contraqlle ogs and stores all information pertaining to all
t he devi cestli %’f‘ﬁtéoél\i)g@ll%%gscqmr%’rgk. The gateway controller also
performs upeabivig Ylated 8nidRESARIREBRAS GastRE WRE Bode in a Wireﬂess tility
configurations/settings, security settings, etc., and regu ar‘fly

r epor t 9B Wi r el ess network node status to the utility server in the
second net " By l.et.ed from t. dat a, base and new nodes
and their \INBCEIXHJQS%%?%SS %%%%6%% WiEds gilﬂﬁ'ans?l“équ’t © packet ‘Bﬂ%&&%ﬁcy
messagesit¢ ® 4 dustimoide addgst theayutantciffiag diphthi thypuglesnedr nddre nbdRdh ed
300n a“pr' ori t% basi s and their transm ssion wthin the network
preenpt’s™ _STutrl_ UPFHETEr affic (for exanple; polling). In the draw ngs
and speci f i gatinffime vahethéPineRl is BE St@AAEHURIBIRL AR atBh alidtes; | Nvention
has been disclosed. The term nplnf)j%y and exanpl es enpl oyed in the
speci fi cat i 8nide gyrat af haideiganiaptionpd @ aliernatk youtatogthel destinitismi addresens e
only ang, L S e.of th )
nvent L anp P s AR SR B AR ih RGOSR ey
be readily apperent thepréftrosiroskiit thedltematt heutarrepladigd thothias included in the
nodi fication changes, and representations can be nmade within the
scope gﬁ%(egﬁﬁw}le%‘%}g?%mlugvgﬁfi on disclosed herein and its

speci fi cati grgnfti@yitathckd abddr@ing QLCMBBR uded Reutd Ol | owi ng cl ai ns shal |
therefore be interpreted in the broadest inclusive sense. CLAlI M

Wat is cl ahegin tge determinatipn oA thegirefgtredroutednelidry teaiepeivesd yngated link
receivi dateQidel B ATQLMBL] ] t - in a
i v ol oSk RRL Bkl o] M AR00 D Bhiy EOR, i Sle B8R T e
wi 1 el egdommation fisyusaé tomutdemirtchen ypdatké path kodt vl ilrgowe irelitded irotha packet for
destination. ad out e sgeci fying a path through one or nore

.th
nodes FAPHE® go: tﬁ%ggﬁeutg? ir”ie e &vier

2. The method of claim 1, wherein the received link cost information used to update path
cost specifies one of: least possible number of hops, most robust hops, lowest traffic hops, or

fastest hops.

3. The method of claim 1, wherein the received link cost information specifies link cost

for at least one link in the wireless utility network.

4. The method of claim 1, wherein the route included in the received packet was

determined by a gateway associated with the wireless utility network.
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determ ning whether there is an alternate route to the destination
address; in the event of the determ nation of an alternate route to
the destination address, conparing the alternate route to the route
included in the packet to determine a preferred route; in the event
the preferred route is the alternate route, replacing the route
included in the packet with the preferred route; and transmtting the
packet accopdiThgmetod éclaine I uesdein patheost is basedvapamest ,}pastn@e of: least possible
determ e u e at.ed
i 1 PPl s, HRFBRE BhhgfoleRt e s TRt Rl G R 8ae,
and wherein the obtained information is used to det erm ne an updat ed

ot or i ne ¢ fre TBF BFBPH 8GAGuY o herein the 15ed 5O HGROBF g s FiSved from
wher ei Badkag ré&%ﬁ‘b?q utilliRkndee %r foR RAABE %tﬂé? Réldia tﬁboxgﬁ‘élgss%hﬂf eBRbrk.
specifies one of: [east possible nunber of hops, nost robust hops,

| onest traffic hops, or fastest hops. 3. The nmethod of claiml,
wherein thesr eaeldalof Min ?%thar@t%e%téwoeﬁ RSk Rnddgs (8L A7 2
| east one |ink ess £ Rod
of cl araspdnse\tmarlmsnortetrequeswtbelrnfmwniaudedf memghbhﬁng eléy wedkspacket was
determ ned by a gateway associated with the wireless utility network.
5. The method of claim1l, wherein path cost is based upon at |east

one of : | eagt TROmSiHBH 6f ALIPEr fultherRORPrisiA®St robust hops, | owest
traffic hops, or fastest hops, links with low link costs.

The met hod Brselging e selsrisd apte torvs leesicasie pigr Pi’dfﬂénéltf’s\t’lf‘i?lPﬁ"SGﬁlhﬁ/tﬂe@ﬁOTks
retrieved from packets received by a utility node for forwarding to
anot her node in the wireless utility network. 7. The net hod of
claim 1, wher&hamethed oécleinv8dwhdreik ichsevémilersaiticdmutsistieceitedoclided in
respon et t one .request for infor nei or

it 1y st briogd SndRRbh Tt ooyt B oele Sl af et O ot
t r ansmbdd iAghd \bﬁelseltﬁﬁtﬁtttmw@ctt&s atandrBia il tROEpdatcd PathnRGEof the sélected
wireless utility network. . The nethod of claim8, wherein in
the evECthe selected route is the route included in the packet
prior to transm ssion, the step of transmtting the selected route to
at | east one ot her node inthe wireless utility network includes

t ransm tti ngotﬁ@mghad eficlpat h vdwsdin pgh cottés twetdgiopdnmbout goise level  10.
The net ath cost. is base u a nt noi se
Lovel PHrgrige foRtded sl JhrRr dviiime iibng eon oM PR n { he
wirel ess utility network. 11. The method of claim 1, wherein
the preferred route is based upon node battery charge |rrpact

12. The met hbdTmethad pf elaim {ydessim thepeetpraed robtp is hased aponriede battesy
based HRRRe rneggpl ng the battery usage of batteries bel ow a preset

t hreshol d. 13. The method of claim 11, wherein the battery
charge inpact is based upon reduci ng the battery usage of batteries

wth the | Ows%he i) od ot]f c1hifd I r\])\}hg in t%g‘%gt?e'ry charge impact is based upon reducing

the battery usage of batteries below a preset threshold.

13. The method of claim 11, wherein the battery charge impact is based upon reducing

the battery usage of batteries with the lowest level of remaining charge.
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14. The method of claim 11, wherein the battery charge inpact is
based upon reduci ng the usage of battery powered nodes in favor of

usi ng constant powered nodes. 15. Awreless utility network,
conprising: a plurality of utility nodes arranged to comuni cate
within a wireless utility network; and at | east one gateway to

the wireless utility network arranged to comunicate with at |east
one of the Ui Thapetiodekclpim t hevhgictethe battary chirgs/inpatiie bised uhen yducngy
connecty L el bt t I t .one ot her

et vor Hle Hadd Vol £ Rt kbl eRBL AR e gBREHed Wt () noge 1
the wireless utility network to another utility node in the wrel ess
utility network is transmtted according to a route included in the

transmtted aé?@ﬁ%?su“1“”@H@F§fﬁ“?ﬁ@ngbute included in the
transnitteda pREMRY of &ilﬂ?ﬂ@de@QHM%eh 16 ESRinMGida 0 RLHRT KwirOEQruidty Qwb®; and
determ ne an updated path cost of the included route and cornpared to
al ternat e r@uewssoncgasatayde the wirdess ufibey nepyrrk aargsd o ponmpaictie satbtat least
and i . : . r i i in -
packet it HRLA bl iR ek ALRERLFHeh Gt B e AR Db R gt
net wor ketsodotodit frgsttone bther s@lvedt ed preferred route. 16. The

Wi rel ess utihjt%lnetgork of. clai m 15, | eQﬁin %he.rggei%ed netggrk

i nf or mat i onVHEEH § FCEPIAPEMEY HORUEE WWHBCIF S5 thg Rerelrs UiEXSE 965 Wi b e
nunber affthdtpisity 1938 tin the Rl s QRISty nbWRIB s thahdhftleg aORREng ¥ a fodRtifdhded in
hops. 17. The wireless utility network of claim 15, wherein

t he re&itABsMiEd Wa¥eti nformation is retrieved from packets received
by a utilit 4 I g i ] i

i ity net paerint Rnd SEYRECHAR b AARIRER AR Wi Mol RSk
wher ei mioinsitios cedatedchimednmpdktei phtbreostitaf dre indudedoeute @dd tompaesponriterntie

at | east ,one request. for infornmati on of nei ghboring utility nodes.

19. ThEWFEIErde at?tr?fFlir?‘{/mH t %p&a pet?‘a?f’% Tgl wherein path cost is
based upon aRbicRnthe B prefeabd otk Rliden is padlat A e bdtka ibi nk
along a given path in the wireless utility networ The

K. 20.
wi r el e§anspified oyanpdergnde ipthedtifipmetsorkgpeiding tq the sepdedpretsaed mme i s
based upon node battery charge i npact. 21. The wireless utility
network of claim 20, wherein the battery charge inpact is based upon
reduci ng t héo.béhe eirglesssuidiey meftwbidtaf elaire 3 5 behayein shepeesetd rtetwaek hdbohation
22. The wi.rel ess it twork.of clai.m 20, wherein the batter
char ge rshsb B FiEpathh MrsBR PRt Ry o P puf T Shg scafroB i bhe layres
wi t h t efflcaiops tor Rwed hopk. r emai ni ng char ge. 23. The wirel ess
utility network of claim?20, wherein the battery charge inpact is
based upon reduci ng the usage of battery powered nodes in favor of

using const gnt TROYREIED WiRHEStwork of claim 15, wherein the received network information

is retrieved from packets received by a utility node for forwarding to another node in the wireless

utility network.

18. The wireless utility network of claim 15, wherein the received network information

is received in response to at least one request for information of neighboring utility nodes.

19. The wireless utility network of claim 15, wherein path cost is based upon ambient

noise level information associated with a link along a given path in the wireless utility network.
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20. The wireless utility network of claim 15, wherein the preferred route is based upon

node battery charge impact.

21. The wireless utility network of claim 20, wherein the battery charge impact is based

upon reducing the battery usage of batteries below a preset threshold.

22. The wireless utility network of claim 20, wherein the battery charge impact is based

upon reducing the battery usage of batteries with the lowest level of remaining charge.

23. The wireless utility network of claim 20, wherein the battery charge impact is based

upon reducing the usage of battery powered nodes in favor of using constant powered nodes.
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