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CYBER SECURITY SYSTEM WITH ADAPTIVE MACHINE LEARNING FEATURES 

 

Abstract 

Systems and methods for a cyber security system with adaptive machine learning features.  One 

embodiment is a system that includes a server configured to manage a plurality of user devices 

over a network, and a user device that includes an interface and a processor.  The interface is 

configured to communicate with the server over the  network, and the processor implements a 

machine learning function configured to monitor user interactions with the user device over time 

to establish a use profile, to detect anomalous use of the user device based on a variance from the 

use profile, to determine whether the anomalous use is representative of a security threat, and to 

instruct the user device to perform one or more automatic actions to respond to the security 

threat.  
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