
WHAT IS CLAIMED IS: 

1. A portable electronic device comprising: 
a biometric information obtaining unit configured to obtain a command that 

causes the portable electronic device to generate a PIN from an external device in which 
a PIN generated beforehand by a predetermined algorithm from biometric information 
of a user has been stored, the command including the biometric informationthat 
f^fweseate^rphysi^ai-feat^ of a user of the portable electronic device; and 

an PlNa«tte#fealleB^ generating unit configured to generate a 
that is numeric information for authentication of the user 

of the portable electronic device and that hasymg a predetermined number of digits, 
based on the biometric information obtained by the biometric information obtaining 
unit, by the same algorithm as the predetermined algorithm, for generating the PIN 
stored in the external device; andv 

2-. The portable electronic device according to elaim 1, further comprising: 
an output unit configured to indudeotrtptri the PIN generated by the PIN 

generating unit in a response to the command and transmit the PINatrtheBtiefrtHffl 
generated by the PINa«tihea#eatiea4afe?ma#eft generating unit to theaa 

external < 

23. The portable electronic device according to claim 12, further comprising: 
an encryption processing unit configured to encrypt the HNattthentieatie-n 

mfymmtkm generated by the generating unit, wherein 

the output unit is configured to output the 
encrypted by the encryption processing unit to the external device. 

4T tte-pertaMe-^leetmaie--deviee^6e©i#fig-te™iifi)^efM--ei-^tefiiS-4™46-374wtiieF 
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a determinatieft-aait configured to-detemafte-the tegMmaey-ef the user based on 
the auth^rtiea^eH^nformatieargi^H^atfflg 
umi.-

§.—_^^^e3F^l^|e6tr©i^^te¥iee^©6m^ffig-~te^y--©-He'-©f-eM!^-44€Hlrrwh€4ieiH: 
,flie authenticationinformation generating unit is configured to generate foe 

anther: 
aJgO'pitbn'h' 

from the biometrio' information based on a • 

6r T^e-i^ertabie- electronicde¥iee~a6eafd«rgH»--afiy^^ 

— —a-stofage unit configured-to—store tliefelfth~i:^feeBee-4?iefBg^^ 
obtained ie-advancefrom-m-ewner of the—pertabte—eteetfeaic device; and the 

th6-«rthentieatien-Hfftf0fffiatien~-^eBefBti»g-Hffiit-4^ 
whethef--<MHaet^ie--ese^^a44he-K)WH«F-aFe™the-^ftHae^et,seftr%ased^)H^e™bie:Eietiiie 

iEfeffltotimHi>btei«4-^MMi--4?MMsetie-4B4watartieB-^te«ifig-^B#--^a4-4he--fefeFeRee 

usef-and-the' owner••afeAeHsalm^fefsea^to^!ead-e^^rt4he^tl^enticatio^:l info:rmatiea-#em 

q. Th©i9©ftaMe~«iee#©iM€-4eyi^ae©ei4ffig4^6te}i«-4rwhefei» 
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3&. The portable electronic device according to claim 1, further comprising: 

a communication unit, wherein 

51 



the biometric information obtaining unit obtains the biometric information 

transmitted from an external device, via the communication unit. 

accef#mg-4e-H3My-et^^ 1 to 6, farther 

a—bieffleM6-4afofmatie»~deteetiag—aait—eeafigwed--to—detect—the—bieaieteie 

— the 

inferoiati«R~d8fcefc€l4»¥4l^^^ detecting unit. V C? 

44-0. An authentication system including an external device and a portable electronic 

device connected to the external device, the authentication system, comprising: 

the external device including: 

a. storage unit in which a PIN generated beforehand by a predetermined 

algorithm from biometric information of a user has been stored. 

a biometric information detecting unit configured to detect biometric 

information of a user of the portable electronic device, and 

a transmission unit configured, to include the biometric information of the 

user of the portable electronic device obtained by the biometric information 

detecting unit in a command that causes the portable electronic device to 

generate a PIN, and transmit the biometric information, of the user of the 

portable electronic device to the portable electronic device: and 

thea portable electronic device including: 

a biometric information obtaining unit configured to obtain the command 

that causes the portable electronic device to generate the PIN from the external 

device, the command including the biometric information #tafc-rep?esents a 

f#iysfeftl~featere-of thea user of the portable electronic device, 

an PINa«#ieB#efftk^ generating unit configured to generate 

a that is numeric information for authentication 

of the user of the portable electronic device and that hasvmg a predetermined 
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number of digits, based on the biometric information obtained by the biometric 

information obtaining unit, bv the same algorithm as the predetermined 

algorithm for generating the PIN stored in the storage unit of the external, device, 

and 

an output unit configured to includeeetmrt the PINatttheatieatien 

ffifefmatieft generated by the generating unit in a 

response to the command and transmit the PIN generated bv the PIN generating 

unit to the external device; andr 

wherein thean external device farther includes an authentication unit configured 

to authenticate the user of the portable electronic device bv comparing the PIN included 

in the responseeeafegtfecl to 

outputted —ef the 

portable electronic device with the PIN stored in the storage unit. 

44^ Tl»-^ystenM©ewdHig4€h6Wffl-H^--wfeefeifi 

the^ftemaf4evi-ee-^»pFises^-st{*ag©-^ffl44n~\¥hMT~-au#«H-y^tie:ft4^rB»ti-©ft 

is4Jt©i«dH!frad^'«»eeraftd 

:peFtable~dee^^Feffie-~de¥ke--w4th~4i:«^^3^ 

4-2T 

4hena^ff»f-4eviee^*rtte--eem|»sef^4^^^^ 

eefifigefed~4e-~ete»4he~44emetHe4fif«f*Mti©fr4etee^ 
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34-3% The authentication, system according to claim 44-0, wherein 
the portable electronic device comprises a storage unit, and the storage unit of 

the portable electronic device is configured to store therein an ID number that is unique 
to the portable electronic device, 

.y.|.0....0.^..|0i::.|.^.^.| Bftei-tlie storage unit of the external 
device is configured to store therein: the ID number that is unique to the portable 
electronic device; and thea PIN generated beforehand which is usedfPeFseaat 

for authentication of an owner of the portable electronic device, 
in association with each other, 

the PINaufefffoa#^ generating unit of the portable electronic 
device is configured to further generate 
geaefates-the -authentication information sueh—that 
includes- the ID number tteN»H«M}«©™te-4fee~~p0itebfc^ is 
stored in the storage unit of the portable electronic device; and the genemttHl-PIN 
generated by the PIN generating unit, 

the output unit of the portable electronic device is configured to output the 

authentication information, and 
the external device is configured to extract the PIN that is associated with the ID 

number and that is stored in the storage unit of the external device, based on the ID 
number that is included in the authentication information, and compares the exteeted 
PIN extracted with the generated PIN generated by the PIN generating unit that is 

included in the authentication information. 
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