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| DENTI FI CATI ON USI NG | NTERMODULATI ON PRODUCT OF DI FFEREI\FI‘ TI ON
FREQUENCI ES TECHNI CAL FI ELD OF THE | NVENTI ON The present invention rel ates
t o har my @38dsto cl e identification, and nore parti cgbffikdsgodshe | nvention
relates to identification of an article carrying at |east one

sem conduct or device outputting an harnonic internodul ation for detection
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froma 10 product signature or identification of products noving through a
defined space. This effort has resulted in a nunber of product
identification systens utilizing var| ous technol ogies to generate and
eval uat e pESHRALIEIRLDA Bl INVE . One of the nost W|dely used
systemutili zesfh@ £ tQHﬂa?m&? ﬁ d nt carried

& prident E&ﬁ% &gﬁgﬁ zfrﬂ o1& iRfifCROR,

by a product_or ment noves 't oug a scanni ng
field, t hepaIIEnluaé}spbmmetttmntrbletestuadmtnﬁgaﬁqneifdancﬂmwhgwymmhttlmssomhange is

detected. _Such ne _ar i ntende f dent flcat I on of
product s (§Fm1§?’i‘qs}é§"é %‘a\/?lﬁ% t@?’ﬁ%bﬁ © Rt lag }cﬁg &)éﬁ(’{‘% "t here is no
t echnolsogiideatifitatioh.t ati on to generate identificat i on signatures. These

systens are restricted in the areas of utilization due to size and cost
restraints. 20 O her known systens utilize transponder tags carried or

ot her w se BAdBGIREUNDOF FHRTRYENIOg article. Many of these transponders are
expensive and have a limte rangé of detection, typically, |ess than one

meter. There |§hmh¢§rh9msrgm§n@nbgﬁ@ém tha dast desadeoi wrtogigvelemsystests utili zes

har nmoni c t 0 e onder tags
have fl)ung(ﬁ'l ilﬁgﬁh{h%%wn & %E&dcf o ﬂ#’lg g%nﬁlgc%!fogﬁ%g P?‘ﬁﬁ‘éis"oﬁfaé'%"?% fhe cos'? 25
of a tlag phdtctrsippator ontldehumdommocamk mioenathetedh a defikddpdceoThiso moni t ori ng

and tracki rticles .and product identjfication systens presently in
Dse al so FHoy e Fesplied inp @ i°§ Produch identification sypiems utifispg yadous

technologies to generate and evaluate product identification signals. One of the most

widely used system utilizes a bar code reader response to a bar coded element carried
by a product or article. As the bar coded element moves through a scanning field, the

15  response to the scanning field changes and this change is detected. Such systems are
primarily intended only for identification of products or articles moving through a -
defined space, although there 1s no technological limitation to generate identification
signatures. These systems are restricted in the areas of utilization due to size and cost
restraints.

20 Other known systems utilize transponder tags carried or otherwise attached to
a product or article. Many of these transponders are expensive and have a limited
range of detection, typically, less than one meter. There is no known transponder tag
detection system that utilizes harmonic detection for aﬁfcle identification. Again,
transponder tags have found limited use due to the size of the transponder and the cost

25  ofatag that may be utilized once and discarded.
| In addition to monitoring and tracking articles and products, identification
systems presently in use also find utility in security applications. This includes
document security where size of the tag has a more significant impact than tags used
for article and product identification for monitoring and tracking. Systems presently

30 in use for article identification including product identification and document




docunent security where size of the tag has a nore significant i ct than
tags used for article and product identification for nnni%%ﬁqqﬁ&gﬁﬁd
tracking. Systens presently 30 in use for article identification including
product identification and docunent,13 June 2006 2 identification do not
provide a security identification signature or "fingerprint" for a
docunent. The use of an identification signature enables the recognition of
i ndi vi duadentifieatiog /de sotprovide p s¢cugtyl idenjvficetppn sighettd ¢ri “‘Galgeptint” for@onmon

i dentifi ' j t g . ' for. . [ g

identifi c%g%l%ngeﬁt' ??‘29% %aﬁil?ﬁxgﬁﬁaoiggﬁ%% ?I\l/agiegﬂl%gﬁcg%%té%g?@ghﬁd&glor det ect or
el enent andldsay imigleaingrawstideatificdbeih aocdémiaon dientifidadomsiphatire.  f or

identificatio Further, there is. a.ne for an art.j.cle identjfication
cvetem ut i1 1 oy B S nekhRr B adichalSiict b tRed sl Sngn iRt o aepar at o
i dent i fi ebxpérsive kapsoridae@orcdlafc snd BIMMPARYze@at Tblks Ao Blakitleaccor dance
W th exaggya§%gbodi nts of the p&féent anentLﬁn“ there is, .provided an
i nexpensi'¥e R it £ 8Fed 1At PG il ‘{afleq‘%j‘e&\uﬂ% one or
nor e S_ema%glﬂél?io@{de%\&ﬂ&ﬁﬁed feHank S REYAhid iQerdfied 48dLENG RSN radi ate
harmoni ¢ nodul ati on energy. An harnonic article identification tag may

conprise at least one RF diode carried by an article and responsive to at

| east th@qﬁM@?erat e a third harnonic internodul ation
output. AN harnmoniCc I nternodulation article identification system nmay
conprise at [eassprdones withexsomdenbedinients obthe prasérd dnveption, there éched t o an
article. t | 1 eondugtor..devi.ce pay respond to at |east two
R 1 equetidiis wp R BinaP e R T BP0 RS ol FERRBEOS. i <

har noni ¢ moné senioshdbiebi devices gt trespbnds togREB Ifrequieaigich and ety bakmoyiican ant enna

havi ng an t put connected to a.sigpal..analyzer. This signal analyzer may
respond. BB e, B hempten Stige FRHAGRG Bhacomenee BAPMEG the  at

| east ONRFSEBIL OAHE bPlan dei¥dl€ And AGHOsiicN® dtQeadt Td RF R&RRAdiesOfo t he present
invention, there is provided a _systemfor identifying an article carry a

di ode, t BereEyet Brrddampmicinigmodplationoutst-gnal  gener ator operabl e to
generate a fi nthalthéflc i GANARGHorS kDR denfFSRERGSH 08 coffBRES AL OF  operabl e

to generate a second high-frequency signal; one or nore diodes carried by
least one semiconductor device carried by or attached to an article. The at least one

semiconductor device may respond to at least two RF frequencies to generate an
harmonic intermodulation output. This harmonic intermodulation output RF signal
may be received by an antenna having an output connected to a signal analyzer. This
signal analyzer may respond to the analyzer signal to identify the article carrying the
at least one semiconductor device.

According to a first aspect of the present invention, there is provided a
system for identifying an article carry a diode, the system comprising: a first signal
generator operable to generate a first high-frequency signal; a second signal generator
operable to generate a second high-frequency signal; one or more diodes carried by
the article and responsive to high-frequency signals, each of the one or more diodes
being carried by an article and being operable to: receive the first and second high-
frequency signals; and in response to receiving the first and second high-frequency
signals, generate a unique harmonic signal; an antenna operable to: receive the

harmonic signal generated by the diode; and communicate the harmonic signal to a




the article and responsive to high-frequency signals, each ?ﬁ t@ﬁ 8ne or

nore diodes being carried by an article and being operablé e 088 ei ve the

first and second high- frequency signals; and in response to receiving the

first and second high-frequency signhals, generate a unique harnonic

signal; an antenna operable to: receive the harnonic signal generated by

the di ode, and communi cate the harnDnic.géﬁnal to a 13 June 2006 2a signal
2]

anal yzer ssdalanalyzergoupled tothe arfermanend théy grdizenopgtaplego mapbrtizbl e to mat ch
“the har fRRh&iS IGh & o identify the article. According
to a second aspé%awgfah?ﬂgﬁp%ésﬂggé&fl%tgg?]%uglr?', there is provided a nethod
for identifyi rgcendingrtoiaciecomsiaspyit g tle plewdeinvedtionmiieteod peoidedisi ng:

- generati ficrs i.gh-frequency signal; . .generatin second '

hi gh-fregﬁeetﬁoé{ylféri ggdr?g{l,g’mgr %gﬁr\g}aﬁg‘: Eof ﬁ’fg&ee {ﬁ'ﬁr’ﬂﬁﬂ‘f’@ PSS gener at ed by
one or ngeecrglingdefrsclaphi-frequehyy sipid; @hérhtdgn sedoiEBpRMSGudnOy kiBgalone or nore
di odes receiving the first and _second high- frequency signals, each of the
one or nﬁ?cglvmgo%’f?sorﬁléqrﬁ awgﬁoﬁ%}atée@’@t% Heneor grpe Alogessiagidl B and bei ng

carried hie aficlaid lesdoRse ©ARNBHY o Mdrd BioldGeQMInPthe R4t Gnd SRERI Mighl har moni ¢
signals for matchi ng to an_ article type; and matching the harnonic signal
0

to an ar tﬁl’eﬂ'ileélci’ Y@k, cichent fthey oneer apare iedes At tisPsive @@ kit d aspect of
the preserbudnBy §ighd199nd bAIRE Earkisd BY QY LARE. @omﬁlﬁﬁfcgﬁrgg‘;tﬁé oP%?PﬁlBIey' ng an

article carrying a diode, the system conprising: enerating a
first hi geeiveddasnenic sisgelalfor matghing tr agemtinlat itypg; and exasctdnghitgh- f r equency
si gnal ; gg@g&-‘f AV e] g O . har noni ¢ signals generated by one
or nore dio escsg rah%e aﬁgyt Q%rl?%ngggﬁ’?ﬁmfée‘sponse to the one or nore diodes
recei ving t heAceardingandh Ssirdamspechiofj ke prespne iwvintiorg niedrs is paeidedfa t he one or

nore di S bei.ng..responsj.ve to.high-frequency signals and heing carried
by an ar ?dsgl%;gr I(%ggﬁ%né)@r“h‘ém‘?fhﬁae’tt Yétﬁé“i?Fn - eS8 ifed har noni ¢
signal s gaferaig chifitg higlpfregueaty isingl; tivdgs o ded@Raig 4 QbcorBlIGH-Ng t he

har nmoni Ceri nal to an article type to identify the article. A method for
har moni ¢ T8PEPEY sighakemeqns; fpnteceiingope 0p more bamgievignelsnggnafatedbyast two RF

signal s 8fe or more diodes carried by the article in response to the one or more diodes

receiving the first and second high-frequency signals, each of the one or more
diodes being responsive to high-frequency signals and being carried by an article;
means for communicating the one or more received harmonic signals for matching
to an article type; and means for matching the harmonic signal to an article type to
identify the article.

A method for harmonic article identification may comprise generating at

least two RF signals at




13 June 2006 3 separate frequencies. In response to the two separate
frequencies, an harnonic internodul ation signal nmay be geH%PQFggoﬁy at
| east one RF diode carried by an article and responsive to the at |east
two separate frequencies. An analyzgr signal may be generated at the

out put of an antenna receiving the harnonic internodul ati on output and

this analyzgle. Sﬂ%ﬂ@ﬂciés.s I@Eé%\bé’rﬁ@% ttge %Q%&%&g%ﬁﬁé@kﬁl 51? ' i i cation
signature.” I'n addition, thefre may be provided an irdentitfication systemfor
arti cl es intemrgdplatign signplemsY bogenesaed byt lastoonedRl idiele tdamded domer at es an

har moni c __i. | 0 . The identification system may conprise a
si gnal anag:l @ég“% glsl%‘téentg :a%/eeaﬂeg&hﬁ%s grra{r?o Me e M{YF tsf%‘ﬁw%ﬂ%/put to
gener at e bargeaertied lae thel depitidfi anadntenna séoghvalg tp (Haimehi¢ nt@moauip@erat or . Al so

coupled to, the par at or nay, be si.gnat ure nenory storjing.the article
i denti fi @3&“@&“@3@‘35&1 < Sé?‘%‘/ihfs f“@i@?d 3ﬂegea?‘f”iec‘|“’em¥]8rldf’lagﬂgﬁ“ﬂ cation. The
conpar at Gignamye. r espond to the article identification signal fromthe

si gnal anal yzgtrlsag d scan each of the article identification signatures
stored in th g‘ﬁ‘ﬁ%uﬂ’érer@ﬁbrbs‘i.Pr?ﬁé%éﬁﬁﬁ?“é@é?“%%’@@n@ﬁaﬁr@iﬁg signal to

i denti fy cafyiag t bCl Bast CBAS Vidicddtiudi§iddevRBE 158 MoGRARC LAY ddns‘ce fromthe
stored signatures. Technical advantages of the“exanple enbodi nents include
an i nexpdnempdulations pwipytahbe idstiifisdtiono pystege may fopimprscar tsigokleanatyagiged wi th at

| east ong E.eondugt,o i T t identify b fromfar (one
to three ?@?lge%‘%) qgngﬁnﬁe%?r%%eg%ml%%glr?ﬁ%%e&&%ﬁ{% g‘?‘ga{eer?\l} [ ?%{r(}lr?ent s. A

furt her adbntificatign sighaltahplicditanapdeparamb ddionenplsd icsthe bempatritdr matteon of

I nexpensi_v F diodes and stron F sigpals t detect harnpnjcs at a

di stanceaﬁﬁ‘%r%?%?%’ﬁ@”ﬁ%@?i%ﬁ“% HP%?H%CJ&C%Q%S‘ gﬁ’esfq%é’?%a%rﬂ’%gﬁlﬁie apertures to
scan t he faritentifeationd The comfaraior e tipbhd &l terartidlg Mdtntifiutibe sip@aiveri fied. A
further grech i cal _advant age of the tgxarr_pl e_enbodi nents is cost reduction
and expdRT Bnsigpal T 3 seanesach ofthe gripleidentfigatgn sigpatEpseiedI noni t ori ng,

t racki ng tandenaf@e Hielnbyy. tihd copiBoN RS LALAE 0e8A! Rriabidy tedrdide to the size
and cost restraints of tags and respondi ng systens. BRI EF DESCRI PTI ON OF
THE DRAWFAGINE at least one semiconductor device from the stored signatures.

Technical advantages of the example embodiments include an inexpensive
system and method for identifying articles tagged with at least one semiconductor
device. The system may identify both from far (one to three meters) and near (less
than one centimeter) environments. A further advantage of the example
embodiments is the utilization of inexpensive RF diodes and strong RF signals to
detect harmonics at a distance not heretofore possible by use of near field antenna
apertures to scan the article and record an identification signature to be verified. A
further technical advantage of the example embodiments is cost reduction and
expansjon of opportunities for identification in areas of monitoring, tracking and
sccurity that have heretofore been prohibited due to the size and cost restraints of

_tags and responding systems,

BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 is schematic diagram of an identification system utilizing
microwave horn antennas radiating a semiconductor device to generate a third
harmonic intermodulation signal;

FIGURE 2 is a block diagram of a signal analysis system responsive to a third

harmonic intermodulation signal to identify a substrate; and




FIGURE 1 is schematic diagram of an identification_systemg};i lizi ng

m crowave horn antennas radi ating a sem conductor device t 6%&?&2109 e a
third harnonic internodulation signal; FIGURE 2 is a block diagramof a
si gnal IS, Systemresponsive to a third harnmonpg,.| dul ati on

si gnal ?‘@adlségérsl?]i fy a substrate; and 13 June 2006 WO B@[B%égtyg?

PCT/ US02/ 40933 4 FIGURE 3 is a flow diagram of the process for generating
article identification wutilizing twp RF signals for radiating RF diodes in
a substrate for identification. DETAILED DESCRI PTI ON OF THE | NVENTI ON 5

Al t hough the invention w1 be described with reference to identification
of a si gnaturg;mg&%ﬂ%ﬂ?gﬂp?g’ﬁﬁﬂcﬁs%@ﬁ?ﬁ%@f@ﬁ& ."El?fé‘tﬁc?tfﬂ“s is a
pref erred @bag wir sigriichor RAGiafiMMENELER i b MlSmdil F idedtifidaiié@ny appl i cations

ot her than docunent signature identification. For exanple, and not by way
of limtation, the harnmonic internodul ation system and nethod of the

present | Ryefk 88 ﬂ@bﬁﬁl‘ﬂ&\i b#%ﬁ%ﬁ\ﬁ/'ﬁl\ﬁ(foﬁdem i fication of the presence of

a docunment—w thout specritcatry radentrtyrng individual docunments. Further,
t he i ndention RAlthalghuld nvenyion will beddsediied atithaefershcd foddemsiifigatwhiof@ or presence

of articles other than doc ts carrying. at. least gne RF dj.ode that

gener at es .S'fl"ﬂﬁe.r"& W@F%?ﬂﬁéyﬁﬁg?’m%r é?‘?"gq}atc}ﬁ’ﬁ pid Pre%ﬁ:ﬁ% FmP?fl%‘j“FWv ention
finds utizhd the inVenGOMREChtHty BNshaSPHRIONRAE othSE thah AocifhcAS Sighdtd and

uncl assi fied docunents 15 and other articles. Referring to FIGURE 1, there

i s illust idpnbifcaon chd&aht Xampieadhd et by wontefmlimitation, dbat hagionly an RF

t agged arti S} tLrqe Lt J : ti t article. The
RF tag sygt%ﬁ]ﬁ%‘%&gofn %ﬂ{dlmgtgﬁ%rg%ﬁeésﬁgsﬂ rnglteﬁqgrn e{al e?gy&ggﬁg rfoerlt or 12

gener d0i nideatifidation dfr thgupmsepces iofj na | doaypérit evtitbant aspedificatlyaidentifging ant enna 16.
A second 20.frequenc engrator, 14 out a second frequency, applied to a
m crowave "ﬁb?‘?}uaﬂgﬂ‘fugﬁﬂg' W’ﬁ/&%%"? ,ogtﬁ@s ngﬁ lﬁnﬁm%mé'r ¥8si ti oned to

radi at e agighiffurdiopfiRsehe af artidlésitier &6 Rsurhdntst RARyRE afiRast bile RRQicgbodi ment  of

the invention illustrated in FJGURE 1, the signal generator 12 may be a

Hewl et t - PH@k 8Preraiaseh thesd hprmaite isrmpdudaliopuRuiRuhg Thus, the invention finds

utility in commercial and government uses for classified and unclassified documents
15 and other articles,

Referring to FIGURE 1, there is illustrated a schematic diagram of a system
for identifying an RF tagged article for signature recognition of a multiple tagged
‘article. The RF tag system 10 of FIGURE 1 comprises a first frequency generator 12
generating a first frequency signal applied to a microwave horn antenna 16. A second

20  frequency generator 14 outputs a second frequency applied to a microwave horn
antenna 18. Typically, the hom antennas are positioned to radiate an RF diode 20 at
right angles to the diode. In the embodiment of the invention illustrated in FIGURE
1, the signal generator 12 may be a Hewlett-Packard frequency generator outputting
the first frequency F1 at 24.0 GHz @ +4.0 dBm. The second signal generator 14 may

25 - also be a Hewlett Packard frequency generator outputting the second frequency F2 at
24.1 GHz @ +4.0 dBm. With a first frequency of 24.0 GHz and a second frequency
of 24.1 GHz, the RF diode 20 comprises a 24.0 GHz beam lead type. Such diodes are
éommercially available and have a size configuration to enable embedding in a
document such that the diode is not visually apparent.

30 7 Although the invention will be described with reference to a first frequency of
24.0 GHz and a second frequency of 24.1 GHz, it should be understood that this is a




the first frequency FI at 24.0 Gz @+4.0 dBm The second fi nal ner at or
14 may 25 also be a Hew ett Packard frequency generator ou %ﬁ{ﬂﬁ?ﬂgﬁet he
second frequency F2 at 24.1 Gz @+4.0 dBm Wth a first frequency of 24.0
GHz andyg  seeagd frequency of 24.1 Gz, the RF diodg, ,ﬁQ%? QB ises a 24.0
GHz beam I ea type. Such diodes are comercially avai e and have a size
configuration to enable enbedding in a docunent such that the diode is not
visual |y apparent. 30 Al though the isnvention will be described with
reference to a first frequency of 24.0 GHz and a second frequency of 24.1
Gz, it sho Id be, u derséégggqh{ﬁ% this is 13 Jupe 2006 , WO 3/058550

PCTI US02/ B§tesred gm &K ARt cauFicies Y be Hesd IRmRleacation PERe ray be used
i n i nmpl emgpb@ighon of the invention. Radiating the diode 20 with the first

frequency fromthe signal generator 12 and the second frequency fromthe
si gnal gener atRadiating thesdipdes20; with He fdstd'tmu?ncbdlsvm thy sxgnal5gen¢raﬁod 13r der

I nter mduélﬁi}thg %cgl{dqgeﬁﬁéncgmfnﬁh%] 4 érm) Eéngraﬁn‘ s fesul m g,'et de godﬁ& @ di p(2)|4f§ The

antenna 2 out n-ana gnal anaryer
spect r im thivdadrger entelﬁtbdnlaaqnomdudt 0 "iminehzmna:hy zgnalsus geﬁbted by qedipslat e a

signature dIS 6 t hat enti.fies the presenc e diode 20 and the
i nt er nodufEEHY R%MB\‘H’NS%@“"S)E@H‘ 0 3 pRePSR AR 1?351%5 Irg UESEHWR 5 sj gnat ur e
si gnal f ofnafdet 24 REVINAPFOHE SG4INEr Signdl i geﬁ@&ta&%ﬁ athfe Sis@iRabe ko t he dipol e
-antenna 22. B?n op efﬁlon of h%s sﬁlem of GURI:Bn thelgg?gnal generator 12

out puts al entrf@qﬂ@mse@p Oﬁﬂle@l%#@o awhths mﬁermognﬂamoww albg spedrsut put s a 24.1

Gz frequgp S gﬁeﬁmg ] nt ennas 16
and 18, resgééct Jrﬁ%&néuwagl I at %‘ﬁ:foﬁéﬁﬂ%eﬂ@%s 11I?Fe&ﬁ@y geﬂzeiraatl ng a
“t hi rdl®r dsmalﬁbmrthmhndleaantemnam oduct 15 detected by the dipole rece| ver
antenna 22. Far the.sp fic fre f d t he
third order ﬁ?é’?%tfﬁ?l @f‘?’%ﬁyﬁ%aﬂgmﬁdﬁﬁﬁwggﬁﬁm@ﬁﬁﬁﬁw at 23.9
GHz and Zﬂeqae@yiz;j,t 2W\0erHE bRl fhelsidnall geRed@NTY oltputsSa 2441 GHZHEeqd ﬁbyt he second
frequency F2 is 24.1 GHz, then_the anal yzer S|‘gInaI fromthe dipole antenna

22 var i esThes, v Eefugngiesciraapniied e twmageﬁwsi and 1forespegtively, @97 or in
accor dancgqietfle R€diode 20 thereby generating a third order intermodulation product

15  detected by the dipole receiver antenna 22. For the specific frequencies of 24.0 GHz
and 24.1 GHz, the third order intermodulation product would be two RF frequencies
at 23.9 GHz and 24.2 GHz. When the first frequency F1 is 24.0 GHz and the second
frequency F2 is 24.1 GHz, then the analyzer signal from the dipole antenna 22 varies

in accordance with the expression 2F1 — F2 = 23.9 GHz or in accordance with the

20  expression 2F2 ~ F1 = 24.2 GHz. With power levels from the signal generators 12

and 14 of approximately +4.0 dBm, the spectrum analyzer 24 responds to third order
intermodulation products in the —100 dBm range.

Referring to FIGURE 2, there is illustrated a block diagram of an RF tagging

system 30 for identification of RF diode signatures in a substrate 32, such as a

25 document or article tag. One or more RF diodes 34 are embedded in or carried by the

| substrate 32 in a selected "x-y" coordinate position. The one or more diodes 34 are

radiated by frequency signals from RF frequency generators, such as signal generators

12 and 14 of FIGURE 1. Radiating the one or more RF diodes 34 creates a signature

intermodulation output that uniquely identifies the document carried by the diodes. In

30 . addition, the x-y coordinate position of the diodes 34 on the substrate 32 provides

' further authentication of the substrate. Thus, the signature of the radiated RF diodes




20 expression 2F2 - FIl = 24.2 Giz. Wth power |evels fromﬁhﬁ* sinzgnal

generators 12 and 14 of approxinmately +4.0 dBm the spect UHIE p?zer 24
responds to third order internodulation products in the -100 dBm range.
Referri GURE 2, there is illustrated a bl ock gi an RF
t aggi ng%sog/g sgér% 30 for identification of RF diode si gdr:\a %}?@99{ n a substrate
32, such as a 25 docunent or article tag. One or nore RF diodes 34 are
enbedded in or carried by the substrate 32 in a selected "x-y" coordinate
position. The one or nore diodes 34 are radiated by frequency signals from

RF frequency generators, such as signal generators 12 and 14 of FlIGURE 1.
Radi at i ng 3¢Hdengfies Be shpstraterfor gxapple wdpcpmenitasdag, agd dheax-Yrceordingteer nodul at i on

out put th%%)ﬁﬂgﬂﬁ;{ﬁéﬁo&egﬁﬁiﬁérfﬁicﬁéstﬁpﬁ%-%ﬁlg#f”ent carried by the diodes. In 30

addi tion, e X-y coordi nate positi the di odes 34 on the substrate 32
provi des furt Bee tatheseurré ba characiefistichd highbftquenay. Ri diodes, then thiegnat ur e of

the radiat di odes Jun 03/ 058550 PCT/US02/.40933 6 34
dent 11 odoE4 s e Paed Yo R SftiaudtiE gt Bons sinlnera P Fma Ay Moy
coor di Bat &iodpOwilt boBiiprofudeRfd eH1adias hawiohRNtlaed RFentid9. Thighétadiakd Due to the
square law characteristic of high frequency REF diodes, when the diodes 34

are exposed DMANICANCLEYe PIRFRARPE) @ third AAERQRit ItyBIRErIaiey Brodtalfd 14, the 5
di odes W hicelied by PSOMAE APDR ah@ndaH) AHOIRRAL 52 bRSALiR GrofmiBNIer Y. Thi s

re-radi ated RF harnonic ergy, for exanple, a th har moni ¢
i nt er modulthet Scanming dipele enteing 36; the entord idgntifiesthamy peprdingte pesitiomtadnna 36. As

t he subst gt asSes..i LIMLLY.. ' ' tenna 36,
the antenis o S RECE Bt W bietidene REn RN BRuBhE 3o, 885757 2ne
al so r1espeadiision ooft fte glogent UTks | diedet pbsitiont isforniation| idnthef signatitee 10

radi ation_ of the diodes.. This diode paositiqgn_ information _and_the signature
i dent i fi cé‘ﬁ"f‘ apeEercgeed By the digolgipising 341t é‘ﬂﬁ‘ﬁd%a SReclyp pRalyes 34 spect rum
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15 identification data for all substrates (documents, tags) to be identified by the system.
The signature identifications stored in the memory 42 are pre-programmed into the
system by applying signature identification data on a line 44 coupled to the
comparator 40.

When the comparator 40 receives position information and a signature
20  identification from the spectrum analyzer 38, the data stored in the signature memory
42 is scanned and when a comparison results the comparator 40 outputs an
identification signal to a display 46. The display 46 comprises a visual presentation

or hard copy printout identifying the substrate 32 and authenticating the substrate.
Referring to FIGURE 3, there is illustrated a flow diagram of the process for
25  identifying RF tagged articles. Two RF signals are generated at an initial process
sequence 50. These two RF frequency signals are applied to microwave horn
antennas 16 and 18 to radiate RF diodes during process sequence 52. The RF diodes
carried by or embedded in a document, tag or other substrate radiate third order
intermodulation products received by a dipole antenna to generate a product signature
. 30 atprocess sequence 54. The product signature is applied to an inquiry sequence 56 to

evaluate if the product signature is a new signature not previously received. A




The signature identifications stored in the nmenory 42 are Prﬁigr%ﬁranned
into the system by applying signature identification dat ald Pe 44
coupled to the conparator 40. Wien the conparator 40 receives position

i nfor ' a signature 20 identification from um anal yzer
38, tﬂgwggggﬁggored in the signature nenory 42 is s%gﬁ%e %%% when a
conparison results the conparator 40 outputs an identification signal to a
di splay 46. The display 46 conprisesya visual presentation or hard copy
printout identifying the substrate 32 and authenticating the substrate.

Referring tq . FIGURE 3, there js illustrated a flow diagram of ihe process
for 25 i @SHEYS JASPRJISRAEO ¢ 5{9&%#%@?@3‘?3%&&@% P{j’ﬂﬁqt§?@aﬁ’r@%ér ated at an

initial PHRERFPIMBALRRCHoR: sefitfessd. Wwo RF frequency signals are applied to
m crowave horn ﬁennas 16 ang 18 to radi ate RF di odes during process

sequence 52. Thenepgtivgirewense te der inginbgequence fbetidisetingrihet thoptaduett, tag or
other sUbSERANG AR Sodell LIS is Ao LELTRAM AL 11 REAP b feecei ved by a
di pol e ant€nna to generate a product signature att process sequence 54.
The pr 6duidenSiigtion 4o @ scanmqy pioeeks t eq@ance 60.Ui Dyrise theesvamind ptagesseval uate i f

t he product si ture i.s.a new si ture not preyjously recejved. A 13 June
2006 VIO S9EIS8 BR e s Fam e asést auPEE b cambased Wb figqui ry
sequence boredirbdet Sigriadifesiih GRUENnRIgPRGHe Rqilelcd60. "R FBditvetishipBdson St Ore
process sequence 58. A negative response to the inquiry sequence 56,

i ndi cat i neWReR a1 freopingaRreduct siepaaieusnd aueodh thastosedoprodict sigmadrrse 54 is not
new, advapg@seds e 9&&@3@@% Procdls! toChtherate bff SRIdLd iAAGR Buing®Gan™ NI

process sequence 60. r e scaflining process sequence the product
si gnall@r epfocesasegnencpi6dcess. sequence 54 is conpared with the store product

signatures in {he,.scannin [ OCeSS. sequence 60. .A posifive conparison
bet ween an inc%n%%ﬁh ‘°Br%(fﬁ%¥'%§f§ﬁ%&‘%a§&5ﬁ& Pg ECtO?gI{aﬁ'ée’S‘{]%P@(ﬁesﬁFggduct
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- identification ﬂgéi ng a 10 process sequence 62. In addition to docunent

i dent i fi cdeieaholile dachmertcayipgenegr gore pabegdeidbdiodys defining a product

signature, the document would carry only one RF diode. The process of FIGURE 3 is

15 modified to remove the process sequences 56, 58 and 60 and the product signature

from the process sequence 54 comprises a signal identifying the presence of an RF

diode in a document. The presence of the RF diode in the document is an indication

of authenticity of the document as generated in the process sequence 62.

While the invention has been described with reference to the illustrated

20  preferred embodiment, it is infended to cover such alternatives, modifications and
equivalents as may be included in the spirit and scope of the invention as defined in

the following claims.




FIGURE 3 also finds utility in identification of the authﬁgih%igt%?g a
docunent. Instead of the docunent carrying one or nore e ¢ di odes
defining a product signature, the docunment would carry only one RF diode.
The process of FIGURE 3 is 15 nodifged to renove the process sequences 56,
58 and 60 and the product signature fromthe process sequence 54 conprises
a signal identifying the presence of an RF diode in a docunent. The
presence G#AME RF diode in the docunent is an indication of authenticity
of the docunment as generated in the process sequence 62. Wiile the

i nvention has been described with reference to the illustrated 20
preferred enbddi nent syitemi fori idewifdieg 4no attvicecarguahdialle,etheastyisieas,

nmodi fi catcioglr#ﬁs.a \d equivalents as may be included in the spirit and scope
of the invention as defined in the following clains. 13 June 2006 8
CLAIMS: 1. A syfatteipnbigenérd@nbpdrablai@ fRierat hifedt ighakdgpetydigadle, the system
conprising: a firs .siagnal energq or operable tﬁ'ti enerate a first

hi gh- f r equency! 3§7°gHh At ENEROE AR SPueFlRIesd Hic¥ sigBelgenerat e a
second hi gh- f roague Rl &baRFairied VYEhO bridR! Rd FePORSveC@ HikiRHefi¥ndne article
and responsive to hi gh-frequenc signals, each of the one or 'nore di odes
bei ng carirdls Bk ofitheneics morediades drng cuped ntreartidle apdsbeing/eperable first and
second higgh-frequency signals; and in response to receiving the first and
second hi gh-frequency signals, generate a unique harnonic signal; an

ant enna oper abl e t eeceive ghwifirst anf sedond mighificqeingnsignalsned at ed by t he di ode;
and communi cate tk i I L anal . | yzer coupled to the
antenna; and the Spglﬁgﬁng%%ré%%#ﬁ%%l&% Iagd?’%‘%ﬁ%k“gﬁ[}f erﬁé{rsf%ﬁl?’c signal to
an arti clgenerdty penitjoe hasbantit fignilhe arti cl e.

an antenna operable to:
receive the harmonic signal generated by the diode; and
communicate the harmonic signal to a signal analyzer coupled to the
antenna; and
the signal analyzer operable to match the harmonic signal to an article
type to identify the article.

2. The system of Claim 1, wherein:
each of the one or more diodes has a fixed location with respect to the article

the one or more fixed locations providing a further parameter in identifying the

article;

the antenna is further operable to:

detect the one or more fixed locations; and

communicate the one or more detected fixed locations to the signal analyzer;
and

the signal analyzer is further operable to process the particular fixed
locations to identify the article.

3. The system of Claim 2, wherein each of the one or more fixed

locations are determined according to only an x coordinate and a y coordinate.




2. The systemof Caim1l, wherein: each of the one or rmreﬁ'#odgﬁ has a
fixed location with respect to the article the one or nor 40649 ocat i ons
providing a further paranmeter in identifying the article; the antenna is
further operable to: detect the onegor nore fixed |ocations; and

conmuni cate the one or nore detected fixed |ocations to the signal

anal yzer; and the signal analyzer is further operable to process the
particul ar fixed |Tbeaystenof Chrimdemwhitin ¢able ofitheididdes ha®. a Siprarslysst em of O ai m
2, wherei . . . 6y .1 I i.on t erynd ned

accordi ng&%ﬁlg{rﬁ%gﬁlﬁ%tg%%ﬁlfyn%?{éﬁ lélﬁgﬁ %%spg%&? iSl(r%g’t ré(fg g’gl tuo(r;;éheZOOG 9 4. The
syst em ofartidlai m 1, wherein each of the diodes has a size and a weight that
are at least relatively negligible with respect to a size and a wei ght of
the article. 5. The systemof Caim4, wherein: the article is a
docunent ; and seach Thk sydaen 6f Olds 4, whegsiiedded i n a paper of the docunent. 6.
The systemof Clai.m 1, erein: the first high-frequency signal has a first
frequency of m&%ﬁﬁt‘g&;}mﬂi@d%; t he second hi gh-frequency signal has
second frequerssh FihAdNBARXd SRRHM 84 phper Gkthe dBAn&RCh of the diodes is
responsive to the first and second high-frequency signals. 7. The system of
Claiml, wherein the harnonic signal is a third-order internodul ation:
product of the fir igh-frequency signals. 8 The system of
Claim?7, whergi n tﬁgeﬁ%%%nn?)ﬁf@g%fg’rgf&%%rresponds to 2F1 - F2 or 2F2 - FI,
the first hi glheffirsghighdieqeingnaignildiang fappirapienyt ol appecpinadtely @4.0

GHz;

the second high-frequency signal has second frequency of approximately 24.1
GHz; and

each of the diodes is responsive to the first and second high-frequency signals.

7. The system of Claim 1, wherein the harmonic signal is a third-order

intermodulation product of the first and second high-frequency signals.
8. The system of Claim 7, wherein the harmonic signal corresponds to
2F1 — F2 or 2F2 - F1, the first high-frequency signal being approximately equal to

F1, the second high-frequency signal being approximately equal to F2.

9. The system of Claim 1, wherein a frequency of the harmonic signal

is used to match the harmonic signal to an article type.

10. A method for identifying an article carrying a diode, the method

comprising:

generating a first high-frequency signal;

generating a second high-frequency signal;

receiving one or more harmonic signal generated by one or more diodes
carried by the article in response to the one or more diodes receiving the first and
‘second high-frequency signals, each of the one or more diodes being responsive to

high-frequency signals and being carried by an article;




FI, the second hi gh-frequency signal being approxi mately eﬂgfl ;ﬁo 2. 9.
The systemof Claim 1, wherein a frequency of the harnonic'5'g is used
to match the harnmonic signal to an article type. 10. A nethod for
identifying an article carrying a djpde, the method conprising: generating
a first high-frequency signal; generating a second high-frequency signal;
receiving one or nore harnonic signal generated by one or nore diodes
carried by theogmungatng theoge gbmeee reeeivérehasmenig sighels dordbaidigng tecei vi ng t he
first and, $&60RF..h,@h-frequency signals, each of the one or nore diodes
bei ng responsivé to high-frequency signals and being carried by an
article; 13 JungchiQdbe h@nooivrsignalcati agicldigpaooadatifytbe aticlecei ved har noni ¢
signals for matching to an article type; and matchi ng the harnonic signal
to an article type to identify the article. 11. The nethod of C aim 10,
wher ei n: each ldf t theawpehodrof Oiui 10] whesinhas a fi xed [ ocation with respect

to the article, t one or nor i xed | gcatjons providing a further
paraneter in i%‘é‘h??ﬁ?iﬂﬁ Ortﬂgeacﬁ?‘geéﬁ@,s atﬁ’ée Heg Y%}hﬁ‘?spg‘igﬁ%:th%et ecting the
one or mMateld, itheshel RaRIre GRS 106FHY ProsRfing Wi iA6r SAnQér il Btiflpiect ed fi xed

| ocations; and processing the one or nore detected fixed |locations to

i denti fythemtigles j cle. 12. The system of O aim 11, wherein each of the one
or nore fixedd Q6Rbd QrsrRing: det erm ned according to only an x coordinate
and a y coordinate. 13. The system of C aim 10, wherein each of the diodes
has a size andetgctingghgybne arimmre Bxed laatibeast rel atively negligible with
respect 10 a bz A HELY: nffe iGtefildiiGtiokdanaThe System of O aim 13,

wher ei n:

processing the one or more detected fixed locations to identify the article.

12, The system of Claim 11, wherein each of the one or more fixed

locations are determined according to only an x coordinate and a y coordinate.

13. The system of Claim 10, wherein each of the diodes has a size and a

weight that are at least relatively negligible with respect to a size and a weight of the

article,

14. The system of Claim 13, wherein;
the article is a document; and

each of the diodes is embedded in a paper of the document.

15. The system of Claim 10, wherein: _

the first high-frequency signal has a first frequency of approximately 24.0
GHz; | |

the second high-frequency signal has second frequency of approximately 24.1
GHz; and

each of the diodes is responsive to the first and second high-frequency signals.

16.  The system of Claim 10, wherein the harmonic signal is a third-order
intermodulation product of the first and second high-frequency signals.




the article is a docunent; and each of the diodes is enbedg?? i Qs Paper of
t he docunent. 15. The systemof Caim 10, wherein: the fir ‘Fﬁeg‘}?-firequency
signal has a first frequency of approximtely 24.0 GHz; the second

hi gh-frequency signal has second frgquency of approximately 24.1 GHz; and
each of the, diodes is responsive to the first and second hi gh-frequency
signals. 16. The systemof C aim 10, wherein the harnonic signal is a
~third-order il er rdgunetegdool @leival et wirdrein e fiarmenic siznalsearssdnts gh- f r equency
si gnal s. ul e , i . L: [ e harnonic

si gnal cc}g’r%ggpg%d%%?o %]Fﬁze-fuggﬁgg%&%q&&ﬁglf%ﬁlgk%&rg;tgﬁhl%L??uﬁagquency

si gnal beap g, thpgrond Ingl-Ekgueacusignal beingbpprodimpaslyequad thF23h- f r equency si gnal
bei ng approximately equal to F2. 18. The nethod of C aim 10, wherein-a
frequency of the harnonic signal is used to match the harnonic signal to

g_n grti clhe si ggal . The. méhed of @nifroN0,i gﬁéi%i'nfyiﬁ&guqhﬂy aﬁ&?&hmmgﬁqi Pg a

i ode, the system conprising: .neans for generating a first high-frequency
signal ; S “‘F%]rm@’@%grﬂ%&}}aﬁgoﬁcé‘@é‘g%%‘f tie FiB8uency signal; means for
receiving, one or nore harnonic signals generated by one or nore diodes
carried by the article in response to the one or nore di odes receiving the
first and sed8nd Hi gysiem defidseiivinggam peicleceastyingf a dindeothe ®istefor e di odes
bei ng resgARsig to high-frequency signals and being carried by an
article; means Tor comunicating the one or nore received harnonic signals
for mat chi ng meansior geneiating a figy bigherguerssigndlpr mat chi ng t he har noni ¢

'signal to an %{etahéz%o?géﬁé%%négsécggg Elng-)ﬁetngncy girg}mill;c le.

means for receiving one or more harmonic signals generated by one or more
diodes carried by the article in response to the one or more diodes receiving the first
and second high-frequency signals, each of the one or more diodes being responsive
to high-frequency signals and being carried by an article;

means for communicating the one or more received harmonic signals for
maitching to an article type; and

means for matching the harmonic signal to an article type to identify the

-article.






